; e3eswsrrsuj uZPwewTwo9. | MAGE DATA PROCESSI NG AND ENCRYPTI NG APPARATUS The
present invention relates to an inmage processing apparatus, and nore

particularly to the encryption of inmage data . Fig. 1 is a blmmm“\mm\ﬂ \of
a configuration of a prior art inage encedi ng apparatus havi nglllait
encryption function. Fig. 2 'is a block diagram of an inmage decodipgs
apparatus for decoding the i nage data encoded by the apparatus of Fig 1. In
t he encodi ng apparatus shown in Fig. |, nunmeral 110 denotes a high

resol ution anal og video signal (hereinafter referred to as an HD signal) ,
which, in the present exanple, has 1,050 scan |lines and a frane frequency
of 3 0 Hz . Rel atimaGE ®ATREPRACE SIIGRAAND ENCRYFRINGS ARPYRIATIS an ordi nary
resolution HD signal, a video signal of an ordinary resolution having 525
scan lines, a frame frequency of 30 Hz and 858 pixels is referred to as an
SD signal. An HD A/D conversion circuit 112 sanples :.:”. e Video signal 110
at a sanpling frequency or 54.054 MHz to convert it to a digital signal..
By virtue of the sanpling Frequency, the nunmber of pixels per |ine of

the digital HD signaihd oreddt: mhighicespblties (EdDeoridiaty resol ution
(SD) conversion circuit 114 reduces the nunber of pixels to one half in

bot h the veptiocalssdnce@brmmramds haandandaé deredtivdrztly da gute a vi deo
signal of the ordinary resolution having the 525 scan |ines, the franme
frequency okn3EYRElQAd GH8H%eld2per line. An encoding circuit |16
efficiently encodes the digital SD signal outputted fromthe conversion
circuit 114 by an encodi ng schene which is a conbination of notion
conpensat ed adaptive :pyedicti encodi nd ) decadi Gircuit 118
decodes the encoded%sll%{:fn% ouf%ut%]gbdg?%]}gmg%ﬁgwcggi nag chnré(}%"t"i'l(i%nto
reproduce apgSR s : ; X { Skon skgnal, 12Q jinterpol ates pi xel s
to the out pgt: \?i Egga?ataﬁrg‘% eégé;eé%'dl?%gggl‘érhggi %lsl%%‘)bgltgg a?‘;ct or of two
in both theewerticeabndifigdd obnh and horizontal direction to convert it to an
HD signal. Nanely, the SD/HD conversion circuit |20 outputs a signa
correspondi ng to theiki.gle resol utd anLytkedisggaml ofavimndgrk b0 scan i nes,
1,716 pixels per line and the frane frequency of 30 Hz. A subtractor 122
subtracts tHecodtipgt agioadted 8D/ MY chewed Shgntbir doiely el 22 fa anaddedout put  of
the A/D conversion circuit 112 for each pixel. The output of the subtractor
122 is ref eP¥edto2BP3ERta1Ki9F F3TviHeo signal. An encoding circuit 124

encodes t he . . . .
In the encoding apparatus shown in Fig. 1,

numeral 110 denotes a high resolution analog video
signal (hereinafter referred to as an HD signal), which,
in the present example, has 1,050 scan Tines

and a frame frequency of 30 Hz. Relative to the
HD signal, a video signal of an ordinary resolution -
HD signal, a video signal of an ordinary resolution
having 525 scan lines, a frame frequency of 30 Hz zad
858 pixels is referred to as an SD signal.

An HD A/D conversion circuit 112 samples the

video signal 110 at a sampling frequency of 54.05& MHz
to convert it to a digital signal. By virtue of the

sampling frequency, the number of pixels per line c£
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out put of the subtractor 122 in the sane encodi ng schene as that for the
encoding circuit 116. A nultiplexing circuit 126 multi pl exes the encoded
data (the encoded SD signal) outputted fromthe encoding circuit 116 and

t he encoded data (the encoded auxiliary video signal) outputted fromthe
encoding circuit 124 and outputs it to an encryption circuit 128. The
encryption circuit 128 encrypts the_ogtput of the multiplexing circuit 126
in accordance with an encryption key signal of an encryption key out put
circuit 130, and an output unit 132 outputs the encrypted data outputted
fromthe encryption circuit 128 to a transmssion |ine. As described above,
the transm $$je0milgiiea Iy bei gn& NN CALE ON Al REgRY r@sk egOLGANg Medi um
The encryption is briefly described with reference to Figs. 3 and 4. The
fol | owi Nng engmyptoraitachnt geesuatenaysd | abdevefs gon3casc@if | D chart of
the encryption by the US Data Encryption Standard (DES) published in the
FI PS Publ i catidmre46 tded edudbeniac§ Abyell970 @me Fapf #n shows e uncti on of
the encryption of Fig. 3. The data encryption algorithmof the DES is

publ i shed asetrie calatdd et ipt i amd Sanidarnta lasd desct i dredtabovieputRef erri ng
to Figs. 3 and 4, the DES is_explained. The DES converts bl ock encryption
to binary dat yidespsignggl 0% Gl ardingny trRSPRS 1emahai g yehmta i s
grouped into 64-bit blocks and the transposition and - 4 the repl acenent
are repeat ef2bosceach imesck tthe dmemetfraqueficyerch Bi iHen key is a 64-bit
signal, of which 8 bits are check bits for detecting an error. Thus, a
56-bit encr§pti 8a8k@yixed sactaraliynesf f ecti ve. The repl acenent of the digit

is controlled by the_encr ion key i le. Fig. 3 shows .an
encrypti on process %1“ he C%I@§fg Iﬁlg‘%/cui@sﬁg’wqr; S éucnlc‘?l?to% felftcl%}éoe\ﬁnitc Tis the
heart of thg;gneLypkhon Showpditdd Fr o 64: M fedd s dihysies first
t ransposi tig'rl] g Tﬁi S is lzg%;‘%ilxed transposirtoi orﬁien eég{enecfgrﬁ%’?romt lé:s

encryption kgy. b¥haR, ehkedihPidcherles whiivindad iantc@nbilfti palde LO and a
right half RO Then, the follow ng operations are repeated over the 16
stages: Ln moRiod Bompehmatet fadéipdivEBnpteliction vheaeng shemagsents a sum

of node 2 for each bit, Ln and An represent the left half 32 bits and the
right half &8cbdingrespeatitvdllys, deicodles ¢hd ehcokdedpdgakilon for the n-th
stage, and Kn is generated fromthe encryption key as sho in the right
side of FigutBUttgdrifgom Fhegdecodiqy gigcpigy 16 to reproduce an

SD signal. An SD/HD conversion signal 120 interpolates

pixels to the output video data from the decoding

circuit 118 by a factor of two in both the vertical

direction and horizontal direction to convert it to an

HD signal. Namely, the SD/ED conversion circuit 120

outputs a signal corresponding to the high resolution

video signal having 1,050 scan lines, 1,716 pixels pex

line and the frame frequency of 30 Hz.

A subtractor 122 subtracts the output of the
SD/HD conversion circuit 120 from the output of the
A/D conversion circuit 112 for each pixel. The output
of the subtractor 122 is referred to as an auxiliary

video signal. An encoding circuit 124 encodes the



Condensed transposition is defined as the transposition excluding sonme of
the input. In Fig. 3, 8 bits out of the 56 input bits are excluded so that
an out put conprises 48 bits. The condensed transposition is irrevocabl e
conversion so that the input cannot be -s perfectly reproduced fromthe
output. This serves to crake the estimation of the encryption key
difficult. Referring to Fig. 4, the fjunction fK(R) in Fig. 3 is
specifically described in Fig. 4, to generate the function fK(R), augnented
transposition is nade to R The augnented transposition is defined as the
over | apped transposition of some inputs In the illustrated exanple, 16 bits

out of the 32 inpubebihe anBeabcikBrOYen! ap @het RerUtdHdodihgonposed by the
key is node °% éded to the output. The resulting 48 bits are divided into

ei ght 6- bit _bj ogksaangnkberoespaet eveoclihit sizceiconverted to 4 bits by S,
S2, § respectively. Assuming that the 6 bits constitute one

character, it may bg gfobsigeerdngscarctypelob mepldgamends tiewever, since
t he output is conpressed to 4 bits, the conversion is irrevocable.
Accordinglyenéé&edkaiﬁal$tgenenabﬁydaﬁolsmgnamabbetmmeMdoﬁrdﬁh¢$ﬁ however,
does not nean that the conversion of the formula (1) is irrevocable. The
formul a (1)emmydirey cohweniedldé &pdl the ®nceded Hatz -(tRe encekgd(Rn-1 ) -
Rn + fK (Ln) (2) It is thus seen.that Ln-1 and Rn-1 can be cal cul ated from
L and Rlﬂréuﬂik&%@?cﬁﬂ%@¢oﬁlﬁmatheoﬁeﬁﬁﬁtad(iyOWsthépééF@élEG ti mes and

when L16 and R16 are determ ned, the é finally transp 35|t|oned
agai n and tdHeEBH vt 4 AN CHEPTRF Rat dtol'ﬁn eHEEBBFﬁ@“aﬁb&F&ﬂG <Bown in

Fi 2, d 140 h h
transi ss Ztﬁwaq“?%?écsritr%@w%%%%é' R s A A

decrypti on C 4%%CE¥¥QEE 13gDyn Wilizh g Lhe; eACLYPLi on key signal
out put t ed F? enct yption ey output crrcurt 14&. In order for the
decryption n%xlﬂﬁ'ptﬁ(?fr{ a&dy YSfﬁJPré@%n tdVec £¥SELbN key cutput
circuit 130, and an output unit 132 outputs the encrypted
data outputted from the encf&ption circuit 128 to a
transmission line. As described above, the transmission
line may ke a communication line or a recording medium.
The encryption is briefly described with
reference to Figs. 3 and 4. The following encryption
technigues are available.
Fig. 3 1Is 2 flow chart of the encryption by
the US Data Encryption Standard (DES) published in the
FIPS Publication 46 dated January 15, 1977, and Fig. 4
shows a function of the encryption of Fig. 3. The data
encryption algorithm of the DES is published as
the "Data Encryption Standard" as described above.
Referring to Figs. 3 and 4, the DES is explained.
The DES converts block encryption to binary data

comprising 0's and 1's. 1In the DES, the binary data is

grouped into 64-bit blocks and the transposition and



sanme encryption key as that outputted fromthe encryption key out put
circuit 130 used in the encoding apparatus (see Fig. 1) should be used. The
decryption is substantially a reverse operation to the encryption. Briefly,
the process proceeds fromthe bottomto the top in Fig. 3. First, a reverse
transposition to the last transposition in the encryption is nmade, and Rn_1
and Ln_1 are determned fromthe farmula (2), and when RO and LO are
determ ned, a reverse transposition to the first transposition in the
encryption is nmade_ In this manner, the original 64 bits are reproduced. rn
order to decrypt the DES encrypted text, there is no known nethod ot her
than exam nit?g tbplkeymenne ary @RGeABIUMIY] dded MKty aaenypt | S needed
to examne it one key is correct one or not, 2,183 years is needed to

exam ne all;ef 2kf &eysyPphéohr arymiissiaors datizx deicynadt e foyhimh decryption
circuit 142 is separated by a separation circuit 146 to encoded data of the
SD si gnal apgteneneledhdakabat st fieradeitieicaiygviade® rgiagmal Thutsi.cld are
supplied to decoding circuits 148 and 150, respectively. The decoding
circuit 148sedbputenthePEépnoliayedsSBcsivgddly &fdf echd vigecodigy circuit 150
out put the reproduced auxiliary video signal. An SD A/D conversion circuit
152 conver t sephecengpt aPf Sbhei gadl todispaensdoildes tife td8codi ng circuit 14g
to an anal og signal. The output of the SD A/D caonversion circuit 152 is an
anal og vi deenGF YAt OhaiF gt B2626RaRYFLRes AHd -t He SPP¥Te2fr equency of 30
Hz. This video signal is_applie a nitQr., device of an_ordinary

resol ution ?%F%ﬁ%ﬁ%%@ ?ﬂ%cggﬁg8g gﬁesﬁggb c ﬁﬁeréiSﬁogfréuFPnfgﬁoﬁonverts
the digit i t t oQkt d Lhg.cjrcuit 148 to a digita
HD signala¢$ t ibggﬁ% ggoggésﬁgg£§hg¥ gﬁetﬁgggkpgtﬁéénversion circuit 120.
An adder 156 adds the owbpytigfrife decadgngugir gihlinl Oxandst he out put of
the SO/ HD conversion circuit 154. The output of the adder 156 is a video
signal correspendidhdpsodiei bhgh. respi gt ignavidgeastganbpodntbh D/ A
conversion circuit 158 converts the digital output of the adder 156 to an
anal og si gnaidepemieott pitomftidecerfripAicnnkeyt er TAER, i 8ha gidebtsi gna
having J., 050 scan lines and the frane.freguency of 30 Hz. The vi deo signal
is appliedame diMiged esotaitd orefioniabf L, and a right half R,.

Then, the fcllowing operations are repeated over the

16 stages:
Ln = Rn—l
Rn = Ln-l + fKn(Rn—l) (1)

where + represents a sum of mode 2 for each bit, L and
Rn represent the left half 32 bits and the right half
32 bit, respectively, at the end of the operation for
the n-th stage, and Kn is generated from the encryption
key as shown in the right side of Fig. 3. 1In Fig. 12,
Sy.-..S;, are l or 2.

Condensed transposition is defined as the
transposition excluding some of the input. In Fig. 3,
8 bits out of the 56 input bits are excluded so that an
output comprises 48 bits. The condensed transposition

1s irrevocable conversion so that the input cannot be



- 8 to display the imge. The above prior art video signal encoding and
decodi ng apparatus has a problemin that the video Signal cannot be
reproduced for those who do not have encryption key, for both the | ow

resol ution video signal and the high resolution video signal. There is a
demand that charges to users axe discrimnated between the | ow resol ution

di spl ay device having 525 scan |ines and the high resolution display device
having 1,050 scan lines for the same content, but the prior art apparatus
does not neet the requirenent. In a first aspect the present invention

Provi des an inmage processing apparatus which permts the reproduction as
usual for an image having a | ower resolution than a predeterm ned | evel and
permts the reproducggngpo&&c@@ Epggec havbigo@e hi ghgl s egehllsi @i by ,
conduct i ngper Hi€et er m ned process. In one enbodinent, the i nage processing
appar at us conprises, e @ibonofreens dErpeppeatkay dnpdicumage data into

| ow resol J#3 ﬁnage data and one or nore auxiliary inmage data for

interpol ating the domFeised Uid aBid rege tled af umdei enceRpPRi) oinmeans for
encrypting at |east one auxiliary data. g _ In another preferred

embodi nenfig.hé iimagpepriddesdilyg depparidieds ihoFisepar,atidig the input image
into the Iow resolution image data and the one o nore auxiliary image data
for inter@@daﬁaﬂ;tdhaIﬁMMQQﬁﬂﬂlﬁKkﬂvjrﬁgﬁmenﬁ%ﬁahdﬁ@éaoéihgoﬂhesinage dat a
havi ng at 'l east one auxiliary inmage data encrypted conprises decryption
nmeans for p@eler ot Bng e aimaitad fpansrasitirmyel da€afiBAd 3§nt hesi zati on

means for synthesizing the | ow resolution i mage data and_the auxiliary
i mage dat &he overlapped transposition of some inputs. In the

illustrated example, 16 bits out of the 32 input bits
appear in overlap at the output. K composed by the key
is mode 2 added to the ocutput. The resulting 48 bits
are divided into eight 6-bit blocks and the respective
6§ bits are converted to 4 biés by Sl’ 52, ..oy 58’
respectively. Assuming that the 6 bits constitute one
character, it may be considered as a type of replacement.
However, since the output is compressed to 4 bits, the
conversion is irrevocable. Accordingly, the £fK(R) is
generally an irrevocable function. This, however, does
not mean that the conversion of the formula (1) is

irrevocable. The formula (1} may be converted as

follows:
Rn-l = Ln
Ln-l = Rn + fxn(Rn_l)
= Rn + fK(Ln) (2)

It is thus seen that L _; and R _, can be calculated
from L_ and R_.
n n
The calculation of the formula (l) is repeated

16 times and when L16 and RlG are determined, they are



O her aspects features and advantages of the invention wll becone apparent
fromthe follow ng detailed description taken in conjunction with the
acconpanyi ng drawi ngs. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a bl ock
diagram of a prior art inmage encodi ng apparatus, Fig. 2 is a bl ock diagram
of a prior art inmage decoding apparatus, Fig. 3 is a flow of prior art
encryption, Fig. 4 is a flow of pribrﬁth decryption, Fig. 5 is a block

di agram of a configuration of one enbodi nrent of an i mage encodi ng appar at us

of the present invention, Fig. 6 is a block diagramof a configuration of
resent invention,

an enbodi rent of an i nmage decadiqﬁiagparatus of - 10 ?
Fig. 7 is arhhetRkydt&EGPIRAST S IFH % hdttd Fhor e RRFiYtrstion of a
nodi fi ed embodinent of Fig Fig. 8 is a block diagramof a nodified portion
of a nodifiedreibddfftent of Fig. 6,

In a decoding apperatus shown in Fig. 2, a

transmission data input unit 140 receives the data from
the transmission line and supplies it to a decryption

circuit 142. The decryption circuit 142 decrypts it

by utilizing the encryption key signal outputted from
the encryption key output circuit 144. In order for

the decryption to be correctly performed, the exactly

same encryption key as that outputted from the encryption
key output circuit 130 used in the encoding apparatus
(see Fig. 1) should be used.

The decryption is substantially a reverse
operation to the encryption. Briefly, the process
proceeds from the bottom to the top in Fig. 3. First,

2 reverse transposition to the last transposition in the
encryption is made, and R _; and L. are determined
from the formula (2), and when RO and L0 are determined,
a reverse transposition to the first transposition in
the encryption is made. 1In this manner, the original 64
bits are reproduced. In order to decrypt the DES
encrypted text, there is no known method other

than examining the keys one by one. Assuming that one
microsecond is needed to examine if one key is correct
one or not, 2,283 years is needed to examine all of

256 keys.

The transmission data decrypted by the decryption



Fig. 9 is a block diagramof a configuration of a second enbodi nent of the
i mge encodi ng apparatus of the present invention, Fig. 10 '"is a bl ock

di agram of a configuration of a second enbodi nent of the inage decodi ng
apparatus of the present invention, Fig. 11 illustrates band division of a
space frequency, Fig. 12 is a block diagramof a configuration of a

nodi fied portion of a nodified enmbodiment of Fig. 10, Fig. 13 is a block

di agram of a configuration of a nodified portion of a nodified enbodi nent
of Fig. 10, Fig. 14 is a block diagramof a specific encoding circuit of

t he enbodi nent, and Fig. 15 is a block diagram of a specific decoding
circuit of thfrcq_qttodjmmrﬂs . S e Y D HYESCRIPEICN o THE EBMBODMMBNT  Fig. 5
is a bl ock di‘agram of a configuration - 11 of one enbodi ment of the
encodi ng appgiaed dfa tizhe frideerfiD ivigaali emd ety d@l4s of bilek di agram
of a configuration of the decodi ng apparatus. The encodi ng apparatus shown
in Fig. 5 igJdinderdeyédiasediMator hich @drorterrd HigHa e&rddingn vi deo
signal having the 1,050 scan |ines and the franme frequency of 30 Hz as does
the signal HRrtLdtsNeddr &nd1 2 Sfendteseest iMOLN-D dhfv&eG G rcuit for

converting the video signal 10 to a digital signal, numeral, | a denotes a
hi gh resolutﬁaﬁueHD}ﬁér%Pﬁ&ﬁfsrégﬁlGFP HdFSB; %anéﬁﬁ %ﬁngﬁﬁ f or

converting the digital HD.si | outputted fromthe HD_A/ D.conversion
Cirouit 13 eecRailBeB EraiT 100 ENEPBFarREr §PESONCEroR TRdRaAY | 16 denot es
an encodi ng circugﬁg§§5 efficiently encoding the output of the conversion
circuit 14,Vﬁﬁﬁﬂra denotes a decoding circuit for decoding the output

of the encoding cirgyi5ple,/pnepRhaks20ndenotasanseDEBRVEeRLeRON Circuit
for interpolating the SD signal output of the decoding circuit 18 to

convert it g9gap=HEsi ghahalnvaepaktdd deont eReadsubiiagt eikchoe
subtracting t%e out put of the SD/Em conversion circuit 20 fromthe output

of the HD Al {8 comvam siomalogr siphal2 fDheeachpptxef, tardShubkEbal 24 denotes
an encoding circuit for encoding the output of the subtactor 22. The
circuits lxonver$ifke ¢heceikhelbdntsi ons2ralesoseded shenelrbavingi12 - 124

of Fig. 1 and,opetale1ifetn’ 3P Re"BORE: frequency -

of 30 Hz. This video signal is applied to a2 monitor
device of an ordinary resolution to display the image.
An SD/HD conversioh circuit 154 converts the

digital SD signal outputted from the decoding circuit
148 to a digital HD signal in the same process as that
of the SD/HD conversion circuit 120. An adder 156

adds the output of the decoding circuit 150 and the
output of the SD/HD conversion circuit 154. The output
of the adder 156 is a video signal corresponding to the
high resolution video signal. An HD D/A conversion
circuit 158 converts the digital output of the adder
156 to an analog signal. The output of the HD D/A
converter 158 is a video signal having 1,050
scan lines and the frame frequency of 30 Hz.

The video signal is applied to a high resolution monitor



- 12 nuneral 26 denotes an encryption circuit for encrypting the output of
the encoding circuit 24 in accordance with an encryption signal outputted
froman encryption key output circuit 28. As the encryption technique, the
one which conplies with the DES standard is used. Nuneral 30 denotes a

mul tiplexing circuit for nultiplexing the output of the encoding circuit 16
and the encryption circuit 26, and pnugeral 32 denotes an output unit for
outputting transm ssion data nultiplexed by the nmultiplexing circuit 30 to
a transm ssion |line such as a conmunication Iine or a recording nedium The
encodi ng apparatus shown in Fig. 5 is now described . The operation of the
circuits 12 - 24 are d .those of the prior art apparatus. Nanely,

t he encodi ng:midﬁétﬂltayg?%%o%flp%&ggét he encoded data of the video signal
derived by converti gt hedid Pronat dfk: teidde SighNpryndSsohdtdpn, and the
encoding circuit 24 outputs the encoded data of the auxiliary video signal
to reproduce thginbggpbggyﬂﬁg(nasﬂakyrgﬁxymﬂiﬁrgﬂagrghérﬁﬁgggssion vi deo
data of thed§F8rnaiy resolution. In the present embodinent, prior to the
nul ti pl exi ngiggaiheahablt ek oegd cdidtced tiver aiquy wencaltechatatiavaf t he
encoding cifcdit 24 is encrypted by the encryption circuit 26 by using the
encryption kgy ehenebtoenpketed foromotie tdvec iyt immsddeyt iout puitdesi rcui t 28
and it is applied to_the nultiplexing circuit 30. - 13 Accordingly, in

t he present sgghatli #@t thehBifl fefrduitdgrciviicisia signali-ti pl exes the encoded
data of the video signal of thﬁ ordinagé resol ution (the output of the
encoding circuit 16Y78R8 tRe2eREBABE §REL GPFRESerS WHEES &% liary vi deo

signal and the output, uni out put s.the _out put .of t.he | tipl exing

circuit 30 %Sqfrf‘é“f’}%%%ﬂi é%g‘?%ﬁef‘i ﬁge AS&’oF&isﬁg@}OPhél\?iné’ geYRa® of the

ordinary resoJution is trapnsmtted. w thout encr¥8%ion ang}%ggainfornation
|

for reprodifIf tie HYMP resortt?dd WRaed-ah ghgP ot RbkPPi deo signal)

is encrypt eg\{f%?eet}{lag;pi,r%%ﬂ%té&g%r?eﬁaeﬁ Vi{ﬁeét?ééo etglglﬁgi ggnég;?ﬁl ution video

signal ca e out € encryptron kéy an & video signa

of the orgiparghd 30 di | QP CAPpDE £ 60T QYUS elo W hBOHt thoeregsiyahbRn. key.

In a first aspect the present invention provides
an image processing apparatus which permits the
reproduction as usual for an image having a lower
resolution than a predetermined level and permits the
reproduction of an image having a higher resolution by

conducting a predetermined process.

In one

embodiment, the image processing apparatus comprises
separation means for separating input image data into
low resolution image data and one or more auxiliary
image data for interpolating the low resolution image
data, and encryption means for encrypting at least one

auxiliary data.



The decodi ng apparatus shown in Fig. 6 is now descri bed Nuneral 40 denotes
a transm ssion data input unit for receiving data fromthe transm ssion

| ine, nunmeral 42 denotes a separation circuit for separating a set stream
fromthe transm ssion data input unit 40 to a portion related to the
encoded data of the SD signal and a portion related to the encoded data of
the auxiliary video signal, and murferal 44 denotes a decryption circuit for
decrypting the encoded data of the auxiliary video signal fromthe
separation circuit 42 by referencing the encryption key signal outputted
fromthe encryption key output circuit ﬁ§#>' - 14 Nuneral 48 denotes a
decodi ng circuit for agothereREGIETTE5 £HIED Ffhat™39Ddm t he
inmparation circuit 42, nuneral 50 denotes .a decoding circuit for decoding
t he encod aiof BRE3&A%IS 4PY 5e§?§ﬁ;lqﬂ ?Pﬁﬁ%ﬁarﬁ&ﬁ?%n circuit 44,

nuneral 5~ denotes an SD D/ A _conver.sion circ%jt far otverti ng the digital
SD si gnal &lttaplint@dtPFoﬁPVhéeat@EBgilﬁﬁ HPEG Co4d ta&dgnr}éeha‘?rbeg si gnal ,
nunmeral 54 denotes an. SD/HD.conversign_circuit fo vert | the digital
SD si gnal gutopd®t éﬂz‘f‘ﬂ'bﬁﬂ’hémagéo&gﬁg glgf:ca'?fefféx{l&%gmgﬂegﬂ%?l% signal in
the same process as 1hakeokatheaRn/ ¥B-EARMET $hAN Sldahida 2D nauipRy al 56

denot es ames@d8EiPBr 5 'ng the output o I'ng circul to the
out put of the S o] i CihgYkt aata 2ndrPpmIEl: s es an HD D A
conversioﬁtc#Fég¥rt?%rQ%ﬁ%ﬁ%ﬁ??ng tﬁe di gi t al outpufﬁofﬁﬁ%quﬁzer 56 to the
anal og signal . _The qpesad i esr ddeéPppteagdiing enceyiptegh@ukiiliaryg. 6 is now
described.efﬁép%ransnission data input unit 40 receives the data fromthe
transnisskggggi@@tapdasﬂp$Yhesesizabiohemseparébkowmmthaﬂﬁzbﬁg, and the
separatiofn circuit 42 separates it to a portion related to the encoded data
of the SD.gkgned mewolbupbeni pragel deed &ndt hbeeptydddagt 4mefliet he encrypted
auxiliary video signal and supplies the fornmer to the decoding circuit 48
and the | @eter to the decryption circuit 44. The decryption circuit 44

decrypts the encryption - 15 #o t he encoaed data_of th xiliary video
si gnal by using t@%?%ﬁuﬁfa§ﬁ5fypt'%%t%5§ss?ﬁ af38ah ﬁgfédogngﬂfption key

t put ci it 46 . th I | th
encr ypt | oRKERE Y S BT AP or tre ShBarRS EBEREEYT ) encoded
data of t%g%%%aei%r%ﬂﬁ%ﬁiw@én decryph €dndY s bReydear ¥Rk on circuit 44

is applie ecoding circuit 50 and decoded thereby. Thus, the

decodi ng gl t&dn Ao dERwinghe reproduced digital SD signal and the
decoding clrcuit

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a prior art
image encoding apparatus,
Fig. 2 15 a block diagram of a prior art

image decoding apparatus,

Fig. 3 jg a flow of prior art encryption,
Fig. 4 is a flow of prior art decryption,
Fig. 5 is a block diagram of a configuration

0of one embodiment of an image encoding apparatus of the
present invention,
Fig. 6 j5 a block diagram of a configuration

of an embodiment of an image decoding apparatus of



~0 outputs the reproduced digital auxiliary video signal. The SD D/ A
conversion circuit 52 converts the digital SD signal outputted fromthe
decoding circuit 48 to an analog signal. The SD D/ A conversion circuit 52
may be an anal og signal having 525 scan |lines and the franme frequency of 30
Hz and the video signal is applied to a nonitor device of the ordinary
resolution to display the i nage. The ,SD/HD conversion circuit 54 converts
the digital SD signal outputted fromthe decoding circuit 48 to a digital
signal in the same process as that of the SD/HD conversion circuit 120. The
adder 56 adds the output of the decoding circuit 50 to the output of the
SDY HD conversion ci L cui figh ,each pixel. The output of the adder 56 is a
vi deo sign&heCSFFégﬁgnéﬁxgﬂfégphe hi gh resol ution video signal. The HD D A
conversion circuitpbg convests thedc@i hkahgethPyE &f modiflkd adder 56 to an
anal og signal. The oltput of the r~ ~ p/~ conversion circuit 58 is a high
resol ution videg, signal cba¥igarit@2d 6€an hbAggiaadembedin@m fafequency of
30 Hz and PPEhay be applied to a high resolution nonitor to display the
i mge. In thg decodi ng apparatus shown in Fig. 6, without the encryption
key or if fh “encryption key is not correct (hereinafter collectively ref
erred to as wthowikey8or 10 keybdvakediaghamdefr gpmpdifdiedcuit 44. .
outputs a quite unstable data pattern so that the output of the HD D/ A
conver si on,giten to%8a i BodlSeednsrhpfement ah ELikStable pattern such as a
noi se image i s displayed on the screen of the display device such as a CRT
Alternatively, &¥Jxed iimge Fajlpek dfLpIEFBPCHN2t RENAEGHTAELE Ut i on

ﬁDnitor screen in the no_k state igs. 7 and 8 show portions of bl ock

01 agr s oo SucHRGAIT (RO SLREHE et aphy HTees SRecRiig BPEREALESn Fios. 7

and 8 are desilﬁ?fggégkliggeggygﬁals. In Fig. 7, a switch 60 is provided
odi

bet ween t IRf ng clircuit anfl the adder 56, and when the no key state

(no input of the eng yptéonijkey $ignay dsa ¢t £da byohRegdegkyphi on
circuit 44, the switch 60 is set to '0" by the detection output so that 'O

is applieqdgq theatamdfaiihen dhetkorinetde efedy@ih®nakpyrasusnputted to
the decryption circuit 44', the decryption circuit 44' connects the switch
60 to thegf +thkl/ present invention,
Fig. 11 illustrates band division of a space
frequency,
Fig. 12 is a block diagram of a configuration
of a modified portion of a modified embodiment of Fig.
10,
Fig. 13 is  a block diagram of a configuration
of a modified portion of a modified embodiment of Fig.
10,
Fig. 14 is a block diagram of a specific
encoding circuit of the embodiment, and

Fig. 15 is a block diagram of a specific

decoding circuit of the embodiment.

DETAILED DESCRIPTION OF THE EMBODIMENTS

Fig. 5 is a block diagram of a configuration



out put of the d?coding circuit 50. In Fig. B, a swwtch 62 is provided

bet ween the adder 56 and the HD D/a conversion circuit 58 so that in the no
key state a predetermined level is inputted to the HD D) A conversion
circuit 58. The switch 62 normally selects the output of the adder 56, and
when the decryption circuit 44" the no key state (no input of the
encryption key signal), the switch is sat to the predeterm ned | evel input.
In this manner, when the correct inputlis present, the high resolution
video signal is outputted and in the no key state, the predeterm ned | evel
signal is outputted and an i mage corresponding to the predeterm ned |evel
is displayed on the nonitor screen. In Figs. 7 and 8, the switches 60 and
62 are illusty afedemddddidit R tineles scadingga ppe habygh pEf t8eapparent that
the functiof of such switches 60 and 62 may be incorporated in the decoding
circuit 50 gnésentiDirvéntbonersandnFigr chi ts58. bAbekr Adagyamyoft he out put
of the decoding circuit 50 or the HD I A conversion circuit may be forced
to a predet ex ncomfligevatiohorfexhrpiesodéng appPpueFUFm response to the
detection of the no key state by the decryption circuit 44. In Figs. 7 and
8, the no key stafbei engeddodedPipp rEfdsd&EROYPt iidn Fdigr-c @i 118544 1&5Ehough it
may be detected by error code detection or an error correctign process. -
18 A seconde&rbsbrAeniNugerade 18 S€8Rt &sn e Mg TFTOLN Liemapddeed to a

systemin which the inage infqQrnation is_transmtt by. the band di vi si on
by the spac%lEPégugﬁHﬁnlsthﬁw dgg r PHER RiigesSg and g%ﬁlﬁéﬁnﬁiagran1of a
configuratign of an._encodi.ng _apparatus.thereof, .a Fi.g. 10 is a block

di agr am of EISSHFFSXrQ igﬁ %F gsdggggiﬁ Ehﬁdﬁ?&#u?ﬁ ﬁﬂgf 11 illustrates the
band di vi si gpnefat he2spasetkrse@uemry A/Murkimle z&lid rdenat@si anfanal og HD
signal to be encoded. In the present enbodinent, it is a video signal
havi ng 1, 058oseantingeshanditiee fsigme if Ndquenay 'digfit3l HA.gn&l ,HD A/ D
conversion circuit 212 sanples the analog HD signal at a sanpling frequency
of 54.054 Mriznexekohdedenptesoaahdigdi rglsodivgaan. (HR MMufderarf pi xel s per

l'ine of the sanpled Hd signal is 1,716. The output of the HD A/D conversion
circuit 212r¢%onﬁb‘iﬂ%d<§fa b&RBVEFFLOPoR HECEEr £0F1 £RYRTFE %k di vi ded by

he fil 214 16. | f d hi f
Conponent . rESAT Tl S it AL hORERURER PFoRuEHEy nd /G IBEEoBt i xel 2
I's reduced h%éﬂ%%:ﬁﬂi)og%gvggggugiggﬁﬁhgfbéﬂg gk&%ﬁ?%ﬁ Heltatie2dd,is a | ow

resolutionf%bnpone orrzontal frequency, is further
separat ed ipho. a1l o fd&AEDEYa s OBRCBEhgaRdraulk gl ok @¥RG¥nEQFPONENT at
a vertical frequency by band division flﬁters 218 and 22C respectively to

reduce encoding the output of the conversion circuit 14,
numeral 18 denotes a decoding circuit for decoding
the output of the encoding circuit 16, numeral 20
denotes an SD/HD conversion circuit for interpolating
the SD signal output of the decoding circuit 18 to
convert it to an HD signal, numeral 22 denotes a
subtractor for subtracting the output of the SD/HD
conversion circuit 20 from the output of the HD A/D
conversion circuit 12 for each pixel, and numeral 24
denotes an encoding circuit for encoding the output of
the subtactor 22. The circuits 12 - 24 have the same
functions as those of the circuits 112 - 124 of Fig. 1

and operate in the same manner.



_Z9 the nunber of pixels to one half . Simlarly, the band division
filters 222 and 224 separates the output of the band division filter 216
(the high resolution conponent at the horizontal frequency) into a | ow
frequency conponent and a hi gh frequency conponent respectively at the
vertical frequency to reduce the nunber of pixels to one half. In this
manner, the high resolution video signal having 1,716 pixels in the

hori zontal direction and 1,024 pixels ih the vertical direction is
separated into an LL signal (the output of the band division filter 218),
an LH signal (the output of the band division filter 220), an HL signal
(the out put of the bqnd division filter 222) and an HH signal %the out put
of the band division"FIEEEL 2843 4NRA%R) Thet MAXYPBICRhEIFOLPAF RBRber of

ixels in the hori tal  di ti th i cal dj ion, . h [
i o 11, S neocRRPb TROCTE ERGAT i YHo SINFDREE TAFALER B8t hRihe

hor tal di ti . . . . it is 1 .
ncor mat | on' aFFEHCEaRE DS RS S AR O st S hel b REREEERR 20
corresponds to t?ﬁt%gegey gg\%@u&; Cg%g\_@gtgim_ry igsg{gtég&%&w’g 525 scan

lines the fr&¥e*¥¥equency-o pi xel's per |ine On the
other hand, singe:the, Lihsi gRal wrlik® Hortignal @ch thee Hhksi gpalaare

hi gh- pass da?%, they cannot be displayed as the imge as they are and they
are the auxiliafyeyideo signals which _ ~p _ formthe high resolution
video signal 1 n cooperation with the LL signal. The encoding circuit 226
efficiently encodes Nireenallpl0 denblhesbanduditdimliconiig |dierc @i {dt si gnal )
by an encodi ng schenme which is a conbination of the notion conpensated
adaptive preasiltipieddmanthe PREPEE! oRetdvememnded iy A it tie Q.
Encoding circuit 228, 230 and 232 efficiently encode the outputs of the
band di vi si ofhe 9GP DR 2DPCHAF 254 gpA SRRzl K2 dgiritesaid HH

signal), respectively, by a conbination of the DPCM a zero run |length

SRR e ST SR IR SRS S et R P e B VR N
- 232 are | tipl exe Qy nul ti Lexing ﬁir%uit %%. An %p%%y tion circuit
236 encrypt £% Ut Bt S Had f‘FFBf‘ X Rg & e tnfg‘i‘snj' Si é‘et he

encryption &ﬁ%ﬁpt%p%tQggmﬁﬁﬁgggggoﬁngixgtB?nﬁﬁggﬁgghgﬁghggﬁﬁ it 238 in

accordance e encryption technique o escri bed

above. The nultipl exinRg &Gidsditg 248parhtiBl exewnt e eUkRUEs @fs t he encodi ng
circuit 226 and the output of t%e encryption circuit 236 and the out put

t her eof i sowdeptided § 0 THe dparnstissi oof| the byrtheétsutlput adi &x242. |In
t he decodi ng apparatus shown in Fig. 10, the transm ssion data input unit
250 recethessthe msandoisssian we prficomate dpnsatissd dienielle, anlde appl i es

it to the separation circuit 252. The separation _ 21 _
encoding circuit 16 outputs the encoded data of the

video signal derived by converting the HD signal 10 to
the ordinary resolution, and the encoding circuit 24
outputs the encoded data of the auxiliary video signal
to reproduce the high resolution video signal from the
transmission video data of the ordinary resolution. 1In
the present embodiment, prior to the multiplexing of
the both encoded data, the output encoded data of the
encoding circuit 24 is encrypted by the encryption
circuit 26 by using the encryption key signal

outputted from the encryption key output circuit 28

and it is applied to the multiplexing circuit 30.



circuit Z52 separates it into a portion related to the encoded data of the
LL signal and a portion related to the other LH, HL and HH signals, and
applies the former to the decoding circuit 254 and the latter to the
decryption circuit 2S6. The decryption circuit 256 decrypts the encoded
data of the LH, HL and Hri signals by using the encryption key signal
outputted fromthe encryption key outyput- circuit 258. In order to correctly
decrypt it, the encryption key should be sane as that used for encoding the
encryption key signal. The separation circuit 260 separates the output of
the decryption circuit 256 to the encoded data of the LH signal, the
encoded data of the pd&ciddmall yand nt hénee peede td @rdoasfimena ,Hhei gnal , whi ch
are applied to the decoding circuits 262, 264 and 266, respectively. The
decodi ng ci rcyiip1254ng2@drczg4 4Qdm2és imderds tine erncoded data i nputted

t heret o, regﬁébtively. The output of the decoding circuit 254 is the LL
signal . The _gDtReAvidreersdigdd Lottt 268 188/Veres AN 160 Jifieof t he
decoding circuit 254 to an anal o ngnaL. T%e outp%&lof thg ﬁD D A
conversi on gutpukt of68hes e8FOFHRFoGIVFHES dPgnaPh&iEenGIERECAURBER of scan
i nes of 525 and the frane fregugnc¥ of .30 Hz .and.it ist%isgl$§e as an

i mage by anotrmage BRSPYAYEHediteldfT¥nE16F i RAFP2rted8CutPEn O TRE r epr oduced
LL signal and LH_signal ate i ap .t % i¢al frequec t he band
o OMynttsrrat SRCFRREorEeZobtEEs " i RhRE RasuaF P IR T The
vertical directiop,LS,]| dyt .t Woat. o Shig | Yri r epr oduced
HL si gnal aff F@IgP%ngkgggéE§§géﬁeéﬁgga a?E%Egaéggggka?h%rgaggﬁcy by the
band synt h_esgéggiO&ffi:héeeﬁdzzér@neleaaﬁuemdnt he pyahemnieteni xels in the
vertical diTettion is interpolated to two tinmes. The synthesized signals

i re conbi neg; giodbechoryponbalandr egnentyfbyméheohafdrsyaphesuzangon filters
278 and 280 and the nunber of pixels in the horizontal direction is

i nt er pol at eghd chiglio t¢sedutBynt hodeosyhyhasi tatkdbhiprycesdes, the digital

hi gh resolution video signal having 1,050 scan |lines and the frame
frequency iR}z IS ¢RPFVHRLE@JSC THR2HD IR Atkeonversivhngi Feakions?2
converts the reproduced digjtal HD signal to an anal og signal. In the

decodi ng apptd dtiEh FRWPLFRER g714%P FHoRhe FRPRRY ReafePTeREHecr ypti on
circuit 256 0 téaqctsqa uiée uQsta | e data{égtt\gr% SO :tLhat th tuetput of the
HD D/ A conVErsih ¢ a%u R T4 490 ARt wbTF e’ X %oa_ﬁ It e pattern such
as a hoi se Olljm_glgff ﬁéﬁ@yﬁ% ggr% ﬁe %g%ﬁ&d@%%% h?igﬂlé\ﬁ){ at;_/héiew ce such as

CRT. Alternativ e 1 nage eso ion or a still inmage may be
di spl ayed Qpthedligh wesol ution monitor screen in the no key state_ Figs.
12 and 13 show portions of block diagranms of such nodified decoding
apparatus. The |i ke eeiddide dfiegetnfs Hipwl Gmreig. 6 is

now described. Numeral 40 denotes a transmission data input
unit for receiving data from the transmission line,
numeral 42 denotes a separation circuit for separating
a set stream from the transmission data input unit 40
to a portion related to the encoded data of the SD
signal and a portion related to the encoded data of the
auxiliary video signal, and numeral 44 denotes a
decryption circuit for decrypting the encoded data of
the auxiliary video signal from the separation circuit
42 by referencing the encryption key signal outputted

from the encryption key output circuit 46.



_ 23 _ designated by the like nunerals. In Fig. 12, an SD/HD conversion
circuit 284 for converting the output of the decoding circuit 254 to the HD
signal and a selection switch for selecting the output of the SD/ HD
conversion circuit 284 or the synthesized output by the band synthesization
filters 278 and 28Q and supplying it to the HD D) A conversion circuit 282
are provided. The SD/HD conversion circuit 284 is identical to the SO HD
conversion circuit 54 of Fig. 6. Theldwitch 286 is normally connected to
synt hezi ed output of the band synthesization filters 278 and 280, and when
no key state is detected by the decryption circuit, it is switched to the

out put of the SD/HD conversign Ci r%uit 234 by .t he detection output. Thus,
in the no key stateyunBgaindfedEARTAE Ai SHFAIEAT0Y HERE HF g%‘r esol ution

nmoni tor al though the quality.of, the_ inmage is._not . sufficient for the high
resol uti on nppibadng v%eneﬁﬁédéﬁc5§§?i§§ Egﬁ éﬁgﬁéﬁnﬁé %EFW npttted to the
decryption circuit 256', it.iS,pOSS] h put .of the encryption
key out put qh@anht1958cf§c?brcfgfyﬁgﬁggiédggrE?ﬁgggﬁcgyggfgﬁnﬂé& out put

circuit 258 itself is_n n F o L gdEat.khan iR, Fig. 12,
t he high freauenty %%r’fag%?géﬁ%’eb%%%l %;il%gts %%i gg{:%oﬁ%f}t tgeragtl%%{afglo IS reset

by the detection out h hendegsyPypOioRi ECHEL 1250, t QuAlklailn the sane
effect. In fitge° 1%”;grgé1£svmf)%%h 292 is p’r%vi ded betl\'/lvjéen zZ~ tlhe

synt hesi zed _gut put, by dhespamds sysrihess Zad | onréhiteE6ragdn@@tang the HD
D/ A conversP8nTircuit 282 so the no key state, a predeterm ned level is
fitted to t HD St/ Ic BV es Syronl puputt B2frdmet héche@88ingrmal |y sel ects
t he synthesized out put by the band synthesization filters 278 and 280, and
when the no_kesitt ditfe % afetadrIRE FLAITF derimgrdbno ¢i denptess58nit is
switched to the predeterm ned | evel jnput by .YO detection output. In this
manner, Wwhesp ERe CORVEESE Bh GAFYHY él?é{; SRS | the et kT §hat eS8l ution

video signal is outputted, d in,the no key state..the predetermned | evel
signal is owgndl éﬁggﬁ&%%ﬂr?&‘ger{h&r e@?ﬁ%‘r{é ng’“’:[Coth‘f‘nef%r‘é%Ie‘?er nined | evel
is displayed on ;,'.e i_tor: fQr sGgr.een . t Crypti key si gnal
is not i nplj%’tgé&"‘?'oh?hgqg'glcarlyﬁﬂ gr?eci(\srag%i £5 esnj, Jllgte Lﬁ%%o@éi%?% that the

output of 11 -BNELYDLEARKEY LR 20 " fedey fsr Cidilokd appped or the
encryption y output circuit 253 itself is not present. For the

configuratiQpeshewh hadkhg. thd, ouipuswWoECkheBBcrmaingt dieqiavisted and the
output of the HD D/ A conversion circuit 282 may be forced to a constant

| evel (for texanpl eptpetoobutpet §DVHDaccoveaséenwcilrcauie def ecridn out put of
the no key state by the d c-yption circuit 44. In Figs. 12 and 13, the no
key state msmdeakci@ddeycths dacHypbidncenveysionseizicttidudier t may be

det ected by , . .
converting the digital output of the adder 56 to the

analog signal.
The operation of the decoding circuit shown in

Fig. 6 is now described. the transmission data input unit

40 receives the data from the transmission line and
supplies it to the separation circuit 42, and the
separation circuit 42 separates it to a portion related
to the encoded data of the SD signal and a portion
related to the encoded data of the encrypted auxiliary
video signal and supplies the former to the decoding
circuit 48 and the latter to the decryption circuit 44.

The decryption circuit 44 decrypts the encryption



- 25 an error detection code or error correction process. Enbodi nent of
the encoding circuit and the decoding circuit used in the respective
enbodi ments are now described. Fig. 14 is a block diagram of a specific
enbodi nent of the encoding circuit. The encoding circuit shown in Fig. 14
conprises a blocking circuit 301, ADCT circuit 302, a quantization circuit
303, a variable length encoding circuit (VLC) 304, a notion conpensation
circuit 305 a notion vector detettidrmcircuit 306, a rate control circuit
307, a local decoding circuit 308 and a buffer nmenmory 309. In Fig. 14,

i mge data to be encoded is grouped into 8 x 8 pixel blocks by the bl ock

formng circuit 301 and they are suppliged to the DcT (S te cosine

t ransf or m) P%Hcéa teo30n e HRHRAES ffga%?\/iotfght%ﬁ(iu“ﬁhle"aﬁ/ﬁ( '?‘E:Jff%‘io i's

peri odi cal or exanple, for_ each frane o VAl Ve SEVEN al £ d swi t ched
to a terminal g toy prSdéht= 1 rdico e ryg"gtalg‘%% iefcoE . rreﬁely, %%ﬁé%al s

connect ed the termnal_.a an intra-fr i Nty@a-fd encoding (intra
made) is c (ﬁb@d.enlcﬁ:%pr%cirh%refr?oug:e%utﬂﬁi%uﬁc#-{faanésﬁor%ned by the DCT
circuit 3 and the resul ti tcpqﬁff' | 80m it el Wb vERd diy |
quantizaiiggt@ﬁﬁéeptk§€3%§%¥%ﬁwt er éﬁ%ﬁded by the variable Iéﬁgth
encoding circuit 304 and -feenpordfd lenceldaned dikduie huficar 1309. - 26 On
t he ot her deamt FAT6tRer than the intra node, the switch 310 i s connected
to a termnal b tg gogflt&%t dfhe Hentiuen 1dampenddieed spiyaadilc idemr yerteddi ng.
Nureral s 2w £7§°3T2 denote a de-quantization circuit and a de-DCT circuit
whi ch constitytestheybedan ddcodilng 4di feuiapr3d@d Tiee tdet & apeakiridzed by the

quant i zat i%h circuit 303 is restored to the original inmage data by the

| ocal decaodingiei s0urnd368coNgfet8Rr8PY -denot es an adder, nuneral 314

denotes aswitch which is closeg.in other.th%g th intr% node, and nunera
316 denotes a subThygyothe decoding clrcult outputs the

zeprchCEd digital SD signal and the decoding circuit

50 outputs the reproduced digital auxiliary video signal.
The SD D/A conversion circuit 52 converts the

digital SD signal outputted from the decoding circuit 48

to an analog signal. The SD D/A conversion circuit 52
may be an analog signal having 525 scan lines and the
frame frequency of 30 Hz and the video signal is applied
to a monitor device of the ordinary resolution to

display the image.

The SD/ED conversion circuit 54 converts the
digital SD signal outputted from the decoding circuit
48 to a digital signal in the same process as that of
the SD/HD conversion circuit 120. The adder 56 adds
the output of the decoding circuit 50 to the output of
the SD/HD conversion circuit 54 for each pixel. The
output of the adder 56 is a video signal corresponding
to the high resolution video signal. The HD D/A

conversion circuit S8 converts the digital output of



The |l ocally decoded i nage data refers the notion vector detected by the
notion vector detection circuit 306 to output the correspondi ng bl ock of
the predeterm ned frane (preceding frame, succeeding frane or interpol ated
frame) _ The output of the notion conpensation circuit 305 is subtracted by
the input imge data by the subtractor 316 to produce a difference. The
difference is encoded by the DCT ctrrei+ 302, the quantization circuit 303
and the variable length encoding circuit 304 and it is stored in the buffer
309. The notion vector detection circuit 306 conpares the frame data to be
encoded with the predeterm ned reference frame data to produce the notion
vector, and thea@&g,plgs ofo tare amd ion sigutadr. Th27outepectebDnticd rcuit 306 is
suppl i ed totPfie“noti on conpensation circuit 305 to specify the block to be
out putted béptﬁ?hrg&duyraﬂmnxnﬁxnukn1iﬁrﬂﬂna BeHh ree rdtieorconidad circuit
307 control $the quantity of encoding by switching the quantization step of
the quanti Z@%ﬂn %J\ﬁiﬂ% BOS5 6 ns éew o e el tthearf RRRIPH ST e of the
encoded data 1n the buftfer 309. Finally, the notion vector data detected by
the notion yecs@rufleimstitomay roei apphEed P ehdvei gt $IRMT ¥ at i on code
for identifying the intra made and quantization step data indicating the
quanti zat i ofosiepr ate aisiehypythe 3WASHg circuit 315 and it is outputted as

t he encoded data. Fig, _15.is g.sgecificaghocg dLagnan1of t%e decodi ng
circuit. The decodERgtRPr EGFPBASI GRPFH25PEr 3PRY™ At Ad%reder se manner to

t he encodi ng Girgﬁ%&FsE§¥?5F@ighgke$48£Tbg gggpggﬁgygkgggikgzggg?nin Fi g.

15 conpri sés &Y menory~-401, "a varia ength g circuit

402, a de- gU%“LL;éééenéﬁgféyhaf@% 8188 PEF 8} EUELr 404, ¢ ERtiON
conpensati 8f crrcuit 405 and an output buffer Tenory 406. The encoded data

sequenti al | y+n8ad keprnat heoi vpyt sbatéey mmycﬁﬁﬁtisnpebeeesedmy t he
vari able |l ength decoding circuit 402, the de-quantization circuit 403 and

t he de- DCTogtpets ta d@teand wmsvebleddete tPet spacesar hatathe - 28
output of the ED D/A conversion circuit 58 is also
unstable and an unstable pattern such as a noise image
is displayed on the screen of the display device such zs
a CRT.

ilternatively, a fixed image may be displayed on
the nigh resclution monitor screen in the no key state.
Figs. 7 and 8 show portions of block diagrams of such
modified encoding apparatus. The like elements in Figs.
7 and 8 are designated by like numerals.

In Fig. 7, a switch 60 is provided between the
decoding circuit S0 and the adder S6, and when the no
key state (no input of the encryption key signal) is
detected by the decryption circuit 44, the switch 60 is
set to '0' by the detection output so that 'Q' is
applied to the adder 56. When the correct encryption
key iIs inputted to the decryption circuit 44', the

decryption circuit 44' connects the switch 60 to the



The quantization step of the de-quantization circuit 403 is determ ned by
the quantization step data which is transmtted along with the encoded
data. Nuneral 407 denotes an adder for adding the output of the de-DCT
circuit 404 to the difference outputted fromthe notion conpensation
circuit 405, and nuneral 408 denotes a switch for selecting the output of
the de-DCT circuit 404 or the output- df7 the adder 407. The switch 408 is
connected to the terminal a in the intra node by the encoding
identification code detected by the data detection circuit, not shown, and

connected to the term nal i n the other ,node. The decoded data is
temporarily §PSP8% Fglfﬁg %ﬁﬁ&ﬁlT%F?éF“ﬁéngﬁy 406 and restored to the
original space arran t and qutputted_as.qne-fr ¢ fi.e i mage
data. As will be reagﬁrsqﬁﬁdgﬂsﬁbéﬁlFF 6 hé&  ab4ve é§€$¥%$%gﬁ,kﬂﬁ

accordance wilj.hggPLaselhcuBo IRy, 08 B0k ieraldiideonavidge signal s

not reproduc?® or those 0 do ave € encryption key a he

reproducti on, of 0B Xo! ! QUakesal ULlaRiLASALEl dadlell LoPEhBLLed. The

charges to the users may “be di scrimnated between the display device of the

low resol utipn grd tbepdhsebayedeviopec@ichhe begh mreeolsuiten ek the same
content. The present invention nay be inplenented in other various forns

wi t hout depagéimgliyosetbetepihict cangut of 2Qhe sé@dpe 6% ,t hedi wenti on For
exanpl e while the inmage signal is divided into four frequency bands in the
second enbodimerdecthptporsenrcunventi ohhesnaokeyi aktesd theranput|n ot her
words, the foregoing description of the enbodi ments has been given for
i | lustrativeohurppseneryytion Yevsshagnald, beheohstEgBdigsset to the
inmposing.limtation ipn any respect. The scope, of the invegtion i s,
therefore. tRF¥tetermined”level input. In this manner, wihen the

correct input is present, the high resolution video

signal is outputted and in the no key state, the

predetermined level signal is outputted and an image

corresponding to the predetermined level is displaved

on the monitor screen.

In Figs. 7 and 8, the switches 60 and 62 are

illustrated to facilitate understending although it

is apparent that the function of such switches 60 and

62 may be incorporated in the decoding circuit S0 and/or

HD A/D conversion circuit 58. Alternatively, the

output of the decoding circuit 50 or the HD D/A

conversion circuit may be forced to a predetermined

level (for example, zero output) in response to the

detection of the no key state by the decryption circuit

44.

In Figs. 7 and 8, the no key state is detected
by the decryption circuit 44 although it may be detected

by error code detection or an error correction process.



determ ned solely by the following clains and not limted by the text of
the specification and alterations ma de within the true spirit and scope of
t he inventi on. - 30 CLAIMS 1. An inmage processing conprising an
inputting means for inputting a |low resolution imge and an auxiliary inmage
for the | ow resolution image; decrypting neans for decrypting the auxiliary
i mage using a decryption key; and image processing neans for generating a
hi gh resolution inmage using the | ow resolution inmage and the auxiliary

i mage, wherein the apparatus provides the high resolution inmage to a first

output neans if theadeGkypld @hIRMNSKISLE idhd N KPPAE af Mdn AL provi des a
predeterm ned image to the first output neans if the decryption key does

not exist in.thg appapalied 2o AN shyREM RHOGASHGRPPEIAFas according to
claimZ) wherein the apparatus provides "the |low resolution imge to a

second out pyp rpEaBsibagasdi-eas safi tekat ber cofe Mind hil vieckympty preHeey exi sts
in the apparatus. 3. An inage processing nethod conprising the steps of:

i nputting aghewerf£sebutnoy isangewvaagsanbawXi | i @iy . rfagesf or & heldaw

resol ution image; decrypting the auxiliary inmage using a decryption key;
gener ating aibigdmrefokucponigragsiasi af ehe enowdiggolapHagretiuvmge and t he
auxiliary image; providing the high resolution inmage to a first output
nmeans if theheeeeypt3RA Rég-ekPstis i n anbappsr 8iastamared @ ovi ding a
predetermned image to the first output neans if the decryption key does
not exist ifCHHETHPEFARuSE 4. ARROFHBGe2 PPEERS g %éﬁho&laccording to

oL ) VAR $hO%a8 T 0B BEOHONRR LB o on e
- 31 Numeral 210 denotes an analog HD signal to be
encoded. In the present embodiment, it is a video
signal having 1,050 scan lines and the frame frequency
of 30 Hz. An HD A/D conversion circuit 212 samples
the analog HD signal at a sampling frequency
of 54.054 MHz to convert it to a digital signal. The
number of pixels per line of the sampled Hd signal is
1,716.

The output of the HD A/D conversion circuit 212
is applied to band division filters 214 and 216 and
divided by the filters 214 and 216 to a low frequency

component and a high frequency component respectively at a
horizontal frequency and the number of pixels is reduced
to one half.

The output of the band division filter 214 is a
low resolution component of the horizontal frequency,
which is further separated into a low frequency

component and a high' frequency component at a vertical

frequency by band division filters 218 and 220

respectively to reduce



5. An inmage processing apparatus conprising: an inputting neans for
inputting a first inmage including a | owest frequency conponent and a second
i mage including a highest frequency conponent; decrypting means for
decrypting the second inage using a decryption key; and inmage processing
nmeans for generating a high resolution imge using the first image and the
second i mage, wherein the apparatus™ prbvides the high resolution inage to a
first output neans if the decryption key exists in the apparatus, and

provi des a predeternlned |nage to the first output neans if the decryption
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form the high resolution video signal in cocperation
with the LL signal.

The encoding circuit 226 efficiently encodes
the output of the band division filter 218 (LL signal)
py an encoding scheme which is a combination of the
motion compensated adaptive prediction known as the CCI
recommendation 723 and the DCT. Encoding circuit 228,
230 and 232 efficiently encode the outputs of the band ’
division filters 220, 222 and 224 (LH signal, HL signal
and HH signal), respectively, by e combination of the
DPCM and a zero run length encoded and wvariable length
code. The outputs of the encoding circuits 228 - 232
are multiplexed by a multiplexing circuit 234. An
encryption circuit 236 encrypts the output of the
multiplexing circuit 234 by using the encryption key
outputted from the encryption key ocutput circuit 238
in accordance with the encryption technique of the DES
standard described above.

The multiplexing circuit 240 multiplexes the
output of the encoding circuit 226 and the output of
the encryption circuit 236 and the output thereof is
ocutputted to the transmission line by the output unit
242.

In the decoding apparatus shown in Fig. 10, the
transmission data input unit 250 receives the
transmission data from the transmission line and

applies it to the separation circuit 252. The separatior
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clrcuit 252 separates it into a portion related to the
encoded data of the LL signal and a portion related to
the other LH, HL and EH signals, and applies the former
to the decoding circuit 254 and the latter to the
decryption circuit 256. The decryption circuit 256
decrypts the encoded data of the LH, HL and HH signals
by using the encryption key signal outputted from the

encryption key output circuit 258. In order to correctly

decrypt it, the encryption key should be same as that

used for encoding the encryption key signal.

The separation circuit 260 separates the output
of the decryption circuit 256 to the encoded data of the
LH signal, the encoded data of the KL signal and the
encoded data of the HE signal, which are applied to the
decoding circuits 262, 264 and 266, respectively.

The decoding circuits 254, 262, 264 and 266
decode the encoded data inputted thereto, respectively.
The output of the decoding circuit 254 is the LL signal.
The SD D/A conversion circuit 268 converts the output of
the decoding circuit 254 to an analog signal. The
output of the SD D/A conversion circuit 268 is an analog
video signal having the number of scan lines of 525 and
the frame frequency of 30 Hz and it is displayed as
an image by an image display device of the ordinary
resolution.

The reproduced LL signal and LH signal are

combined at the vertical frequency by the band
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pixels in the vertical direction 1s interpolated to two
times. Similarlyv, the reproduced HL signal and HH
signal are svnthesized at the vertical fregquency by the
band synthesization filters 274 and 276 and the number
of pixels in the vertical direction is interpolated to
two times. The synthesized signals are combined at the
horizontal frequency by the band synthesization filters
278 and 280 and the number of pixels in the horizont&l
direction is interpolated to two times.

By those synthesizaztion processes, the
digital high resolution video signal having 1,050
scan lines and the frame frequency of 30 Hz
is reproduced. The HD D/A conversion circuit 282
converts the reproduced digital HD signal to an analog
signal.

In the decoding apparatus shown in Fig. 10, in
the no key state, the decryption circuit 256 outputs a
quite unstable data pattern so that the output of the
HD D/A conversion circuit 282 is also unstable and an
unstable pattern such as a noise image is displayed on
the screen of the display device such as CRT.

Alternatively, the image of the low resolution
or a still image may be displayed on the high resolution
monitor screen in the no key state. Figs. 12 and 13

show portions of block diagrams of such modified decoding

apparatus. The like elements to those of Fig. 10 are
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designated by the like numerals.

In Fig. 12, an SD/HD conversion circuit 284 for
converting the output of the decoding circuit 254 to the
HD signal and a selection switch for selecting the output
of the SD/HD conversion circuit 284 or the synthesized
output by the band svnthesization filters 278 and 280
and supplying it to the HD D/A conversion circuit 282
are provided. The SD/HD conversion circuit 284 is
identical to the SD/HD conversion circuit 54 of Fig. 6.
The switch 28€ is normally connected to synthezied
cutput of the band synthesization filters 278 and 280,
and when no key state is detected by the decryption
circuit, it is switched to the output of the SD/HD
conversion circuit 284 by the detection output. Thus,
in the no key state, the image can be displayed by the
high resolution monitor although the quality of the
image is not sufficient for the high resolution monitor.

When the encryption key signal is not
inputted to the decryption circuit 256', it is
possible that the output of the encryption key output
circuit 258 is forcibly stopped or the encryption key
output circuit 258 itself is not present.

For the configuration shown in Fig. 12, the high
frequency data of the band synthesization filters 270 -
280 is reset by the detection output of the
decryption circuit 256' to attain the same effect.

In Fig. 13, a switch 282 is provided between
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478 20d 28
£ in the no key state, a predetermined level is
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0 and the HD D/A conversion circuit 282 so

ed to the HD D/A conversion circuit 282.

D?utt
-~ch 288 normally selects the synthesized output by

Py 3
e band synthesization filters 278 and 280, and when

t>
.ne no key state is detected by the decryption circuit
255, it is switched to the predetermined level input by

e detection output. In this manner, when the correct

-vption key is present, the high resoclution video

o]

anc

signal is outputted, and in the no key state, the
edetermined level signal is outputted and the image

or

co=zesponding to the predetermined level is displayed on

<=2 monitor screen.

when the encryption key signal is not inputted

o the decryption circuit 256', it ig possible that

-

he output of the encryption key output circuit is

——a

forcibly stopped or the encryption key output circuit
258 itself is not present.

For the configuration shown in Fig. 13, the
switch 288 may not be provided and the output of the

iD D/A conversion circuit 282 may be forced to a

constant level (for example, zero output) in accordance

with the detection output of the no key state by the

decryption circuit 44.

In Figs. 12 and 13, the no key state is detected

by the decryption circuit 256 although it may be detected by
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Embodiments of the encoding circuit and the
decoding circuit used in the respective embodiments are
now described.
Fig. 14 1is a block diagram of a specific
embodiment of the encoding circuit.
The encoding circuit shown in Fig. 14 comprises
a blocking circuit 301, ADCT circuit 302, a quantization
circuit 303, a variable length encoding circuit (VLC)
304, a motion compensation circuit 305, a motion vector
detection circuit 306, a rate control circuit 307, a
local decoding circuit 308 and a buffer memory 309.
In Fig. 14, image data to be encoded is grouped
into 8 x 8 pixel blocks by the block forming circuit 301
and they are supplied to the DCT (discrete cosine
transform) circuit 302 through the switch 310.
The switch 310 is periodically (for example, for
each frame or every several fields) switched to a terminal
a to prevent erroneous propagation.
Namely, when it is connected to the terminal a
an intra-frame or intra-field encoding (intra mode) is
conducted.
In the intra mode, it is DCT-transformed by the
DCT circuit 302 and the resulting DCT coefficient is
quantized by the quantization circuit 303 and further

encoded by the variable length encoding circuit 304 and

temporarily stored in the buffer 309.
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On the other hand, in other than the intra mode,
the switch 310 is connected to a terminal b to conduct
the motion compensated prediction encoding.

Numerals 311 and 312 denote a de-guantization
circuit and a2 de-DCT circuit which constitute the local
decoding circuit 308. The data quantized by the
quantization circuit 303 is restored to the original
image data by the local decoding circuit 308.

Numeral 313 denotes an adder, numeral 314
denotes a switch which is closed in other than the intra
mode, and numeral 316 denotes a subtractor.

The locally decoded image data refers the motion
vector detected by the motion vector detection circuit
306 to output the corresponding block of the
predetermined frame (preceding frame, succeeding frame
or interpolated frame).

The output of the motion compensation circuit
305 is subtracted by the input image data by the
subtractor 316 to produce a difference.

The difference is encoded by the DCT circuit
302, the quantization circuit 303 and the Yariable
length encoding circuit 304 and it is stored in the
buffer 309.

The motion vector detection circuit 306
compares the frame data to be encoded with the

predetermined reference frame data to produce the

motiecn vector, and the output of the motion vector
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detection circuit 306 is supplied to the motion
compensation circuit 305 to specify the block to be
outputted by the motion compensation circuit 305.

The rate control circuit 307 controls the
quantity of encoding by switching the quantization step
of the quantization circuit 303 in accordance with an
occupation rate of the encoded data in the buffer 309.

Finally, the motion vector data detected by the
motion vector detection circuit 306, an encoding
identification code for identifying the intra mode and
guantization step data indicating the quantization step
are added by an adding circuit 315 and it is outputted
2s the encoded data.

Fig. 15 1is a specific block diagram of the
decoding circuit.

The decoding circuit basically operates 1n the
reverse manner to the encoding circuit shown in Fig. 14.

The decoding circuit shown in Fig. 15 comprises
an input buffef memory 401, a variable length decoding
circuit 402, a de~-quantization circuit 403, a de-DCT
circuit 404, a motion compensation circuit 405 and an
output buffer memory 406.

The encoded data sequentially read from the input
buffer memory 401 is processed by the variable length
decoding circuit 402, the de-quantization circuit 403

and the de-DCT circuit 404 and converted to the space

area data.
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The quantization step of the de-quantization
circuit 403 is determined by the quantization step data
which 1s transmitted along with the encoded data.

Numeral 407 denotes an adder for adding the
output of the de-DCT circuit 404 to the difference
outputted from the motion compensation circuit 405, and
numeral 408 denotes a switch for selecting the output of
the de-DCT circuit 404 or the output of the adder 407.

The switch 408 is connected to the terminal a in
the intra mode by the encoding identification code
detected by the data detection circuit, not shown, and
connected to the terminal b in the other mode.

The decoded data is temporarily stored in the
output buffer memory 406 and restored to the original
space arrangement and outputted as one-frame or one-
field image data.

As will be readily understood from the above
description, in accordance with the present embodiment,
the high resolution video signal is not reproduced for
those who do not have the encryption key and the
reproduction of only the low resolution video signal is
permitted. The charges to the users may be discriminated
between the display device of the low resolution and the
display device of the high resolution of the same
content.

The present invention may be implemented in other

various forms without departing from the spirit and
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scope of the ainvention.

For example, while the image signal is divided
into four frequency bands in the second embodiment, the
present invention is not limited thereto.

In other words, the foregoing description of the
embodiments has been given for illustrative purpose only
and is not to be construed as imposing -limitation in any

respect.

The scope of the invention is, therefore, to be

determined solely by the following claims and not

limited by the text of the specification and 2lterations

made within the true spirit and scope of the invention.
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CLAIMS

1. An image processing comprising:

an inputting means for inputting a low resolution image
and an auxillary image for the low resolution image;

decrypting means for decrypting the auxiliary image using
a decryption Xey; and

image processing means for generating a high resolution
image using the low resolution image and the auxiliary image,

wherein the apparatus provides the high resolution image
to a first output means if the decryption key exists in the
apparatus, and provides a predetermined image to the first
output means if the decryption key does not exist in the
apparatus.

2. An image processing apparatus according to claim 1,
wherein the apparatus provides the low resolution image to a
second output means regardless of whether or not the decryption

key exists in the apparatus.

3. An image processing method comprising the steps of:
inputting 2 low resolution image and an auxiliary image
for the low resolution image;
decrypting the auvuxiliary lmage using a decryption key;
generating a high resolution image using the low
resolution image and the a2uxiliary image;
providing the high resolution image to a fixrst output
means if the decryption key exists in an apparatus;.and
providing a predetermined image to the first output means
1f the decryption key does not exist in the apparatus.

4. An lmage processing method according to claim 3, further
comprising & step of providing the low resolutlon image
regardless of whether or not the decryption key exists in the
apparatus.
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An image processing @pparatus comprisin

an inputting means for inputting a first image including
a lowest freguency component and a second image including a
highest freguency component;

decrypting means for decrypting the second image using
2 decryption key; and

image processing means for generating a high resolution
image using the first image and the second image,

wherein the apparatus provldes the high resolution image
to a first output means if the decryption key exists in the
apparatus, and provides a predetermined image to the first
output means 1f the decryption key does not exist in the
apparatus.

6. An image processing apparatus according to claim 5,
whexein the apparatus provides the first image to a second
outiput means regaxdless of whether or not the decryption key
exists in the apparatus.

7. An image processing method comprising the steps of:
inputting a first image including a lowest freguency
component and a second imade including a highest freguency
component;
decrypting the second image using a decryption key; and
generating a high resolution image using the first image
and the second image,
providing the high resolution image to a first output
means if the decryption key exists in an apparatus, and
providing a predetermined image to the first output means
1f the decryption key does not exist in the apparatus.

8. An image processing method according to claim 7, further
comprising a step of providing the first image regardless of
whether or not the decryption key exists in the apparatus.



