- 1 METHOD OF MAKI NG PHONE CALLS FROM A LOCKED OUT HANDHELD ELECTRONI C
DEVI CE AND A HANDHELD ELECTRONI C DEVI CE | NCORPORATI NG THE SAME 5 BACKGROUND
OF THE I NVENTION Field of the Invention Aspects of this invention relate to
arrangenments for permtting limted access to the applications in a
handhel d el ectroni c device for making outgoi ng phone calls while

mai nt ai ni ng protection agai nst unaut hori zed access to other applications

10 and their stored data. Background Information As the functionality of
handhel d el ectroni c devices continues to expand, nore and nore data of the
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common response has been to incorporate a tinmeout secur function into
The handnel o SMEJHOROF JASKIBC REONL CAJAS IRQIMA T QCKEROET: od | nt er val
of nonuse, HANDEEILR FLEGHRANG BEVIOE ANShAIANDAELD By ECRRONKY . Al |
operation of the devi CREVIGE INCOBRPOHKATINGITHESQdVIElg phone calls is

bl ocked; however, incom ng phone calls can be received and answered. In
order $0 place a call or REGROANY GOTEEWIVENEK®R I on (ot her than
receiving incomng phone calls), the Iockout nust be deactivated. A
security ¢o ass rd nmust be entered to deactivate the |ockout for
further o device. This security feature protects data stored
and/or available twsﬁéwahof {hes ﬂeyﬂtﬁ% @hedotartdng aﬁaﬁgr?orl Rethittisd Gh@@a or
otherw se fall into the wong hands. However, thls | ockout feature can

i nconveni @¢rges tontae @mehtcatlnnml@ hgldhgldmmtmnmlelvgeefor mkme@utm Reney of the
security S Qut can | ectd vel

Wi rel ess g%gsne | onaug%gngsﬁr%{e%rgl LGP0 untaut gﬂz%feacc S tong)[ﬁ%r appggaeuoélé and
prote@@edab&ﬂ@umkgatdmhevel passwor d.

Background Information

As the functionality of handheld electronic devices continues to
expand, more and more data of the user enterprise become potentially available
virtually anywhere. This has raised serious concems among security personnel of

15  such enterprises. A common response has been to incorporate a timeout security
function into the handheld electronic device that is activated after a selected interval
of nonuse, for example two minutes, or upon activation by the user. All operation of
the device, including making of outgoing phone calls is blocked; however, incoming
phone calls can be received and answered. In order to place a call or perform any

20 other operation (other than receiving incoming phone calls), the lockout must be
deactivated. A security code or password must be entered to deactivate the lockout
for further operation of the device. This security feature protects data stored and/or
available through the device should it become lost, stolen, or otherwise fall into the
wrong hands. However, this lockout feature can inconvenience the user in making

25  phone calls at it requires entry of the security code. The timed lockout can be
selectively imposed over a wireless connection by a supervisor or it can be set in the

device and protected by a higher level password.




-2- SUVWMARY OF THE | NVENTI ON Various enbodi nents of the invention are
directed to a handhel d el ectronic device and a nethod of operation that

bal ance security concerns and conveni ence of use. In accordance with
aspects of the invention, the handheld 5 el ectronic device has a phone
application and other applications that may be | ocked out except for the
recei pt of incom ng phone calls. An override is selectable to override the
| ockout to the extent that outgoing phone calls nmay be nade while the

ot her applications remain | ocked out. The override nust be enabl ed before
it can be selected, and it can only be enabl ed when the | ockout is
deactivated. In accordance 10 with son® enbodi nents of the invention, the
override can only be enabled if it is first authorized by an enable
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application mal nt al ni ng kout o ti ona
appl i cat i enthouibehby an enable overnde authorization signal transmitted over a wireless

connection from a remote supervisory position.
Other aspects of the invention are directed to arrangements and
procedures for making outgoing phone calls while the lockout is overridden. For

15  mstance, such outgoing calls can be made from a hot list that can be: a list of most
recent phone calls, a list of most frequently called phone numbers or a call log style
list. Alternatively, or in addition, outgoing phone calls can be made during override
of the lockout through speed dialing in which certain keys of the user interface
keyboard are programmed to dial preselected phone numbers.

20 ' More particularly, aspects of the invention are directed to a handheld
electronic device that comprises a phone application for making outgoing phone calls
and for receiving incoming phone calls and at least one additional application.
A lockout locks out the making of outgoing phone calls and all additional applications
while allowing the receipt of incoming phone calls when the lockout is activated. An

25  override is selectable to allow the making of outgoing phone calls by the phone
application while maintaining the lockout of all of the additional applications when
the lockout is activated.

In addition, aspects of the invention are directed more particularly to a

method of operating a handheld electronic device that has a phone application and




the lockout is activated. In addition, aspects of the invention are

directed nore particularly to a nethod of operating a handheld el ectronic

devi ce that has a phone application and -3 other applications that

conprises selectively | ocking out the other applications and the making of

out goi ng phone calls by the phone application while allow ng receipt of

i ncom ng phone calls and overriding the | ocking out of the making of

out goi ng phone <calls by the phone application while maintaining the

| ockout of the other applications, 5 and nmeki ng an out goi ng phone cal
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for the |ockout. 20 FMEESMH@MEMBMWM&SWNS of the

invention directed to sel ecti of the override |ch aI WS. out goi ng
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EVBODI NEN—(E&cnptxon of the preferred embodiments when read in COHJUIlCtIOI’I with the

accompanying drawings in which:

10 Figure 1 is a front view of a handheld electronic device incorporating
the invention. _

Figure 2 is a functional diagram of the pertinent functions of the
handheld electronic device of Fig. 1.

Figures 3a through 3m are screens that appear on the display of the

15  handheld electronic device of Fig. 1 illustrating 6peration of various embodiments of
the invention.

Figure 4 is a flowchart illustrating aspects of the invention directed to
making a call from a handheld electronic device that has a lockout and an override for
the lockout.

20 Figure 5 1s a flowchart showing aspects of the invention directed to the
selection of the override which allows outgoing calls to be made while the device is
locked.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 illustrates a handheld electronic device 1 incorporating the

25  various aspects of the invention. Such a handheld electronic device 1 has a user
interface 3 that includes a keyboard 5 with a number of keys 7, a thumbwheel 9, an
escape button 11 and a display 13. The keys 7, thumbwheel 9, and escape button 11,
allow the user to input, select and manipulate, text, data and functions that are

represented on the display 13, as is known.




Fig. 1 illustrates a handheld electronic device 1 incorporating the 25
various aspects of the invention. Such a handheld electronic device 1 has a
user interface 3 that includes a keyboard 5 with a nunber of keys 7, a

t humbwheel 9, an escape button 11 and a display 13. The keys 7, thunbwheel
9, and escape button 11, allow the user to input, select and mani pul ate,
text, data and functions that are represented on the display 13, as is
known. -4 The functional structure of the handheld electronic device 1 is
illustrated in Fig. 2. Atransmtter/receiver 15 gives the device 1 the
capability of wreless communication with other devices such as a renote
supervisory station 17 through various w reless networks such as a cel
phone network (i.e. GSM GPRS, 5 CDMA, or IDEN), wireless internet, wreless
intranet and the |iKae fupgtionsdrsHucturpeof dlas ihpadhedd tslegieomic dgwige r bcigi ve
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control 31 in response to commands received from the user interface 3.
As discussed above, enterprises that deploy handheld electronic
devices 1 have a strong interest in protecting the data and access to their systems
15  possible through the device 1. Accordingly, a lockout function 33 is provided that
locks out access to the phone application 21 and additional applications 23 through
the user interface 3 when activated. Typically, the lockout function is activated
automatically upon the expiration of a selected time interval after the last user input
through the user interface 3. The duration of the period for activation of the lockout is
20  not important to the various aspects of this invention; however, the time period can
vary over a wide range with any particular time interval being selected to meet the
needs of a particular enterprise. As examples only, the time interval could be
anywhere from less than a minute up to even 60 minutes. The shorter time periods
can be frustrating to the user while the longer time periods reduce the protection
25 provided by the feature. A suitable comprise is an interval of about one to two
minutes.
The user can or cannot be given the ability to turn on and off the

lockout 33. Where the user is not given this option, the lockout can be set at the

device, or by a supervisor at the remote station 17 through the wireless connection 19.




vary over a wide range with any particular time interval being selected to
neet the needs of a particular enterprise. As exanples only, the tine
interval could be anywhere fromless than a mnute up to even 60 ni nutes.
The shorter time periods can be frustrating to the user while the | onger
time periods reduce the protection 25 provided by the feature. A suitable
conprise is an interval of about one to two mnutes. The user can or
cannot be given the ability to turn on and off the |ockout 33. Were the
user is not given this option, the | ockout can be set at the device, or by
a supervisor at the renote station 17 fhrough the wi rel ess connection 19.
-5 When the user desires to use the device 1 while the |ockout is
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user interface 3. [Whers the pserafigsjrende wsctwsdevice d adilet thealoekautheis| ockout
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option. Thus, in accordance with other aspects of the invention, the enterprise can
require that a supervisor transmit to the specific device 1, such as from the remote
station 17, an enable override authorization signal that must be received by the device
15 before the user is able to select the override 35. In other words, the override must first
be authorized by a supervisor before it is available for selection by the user.
Figures 3a through 3m further illustrate aspects of the invention.
Figure 3a illustrates the home screen 37 that appears on the display 13 of the handheld
electronic device 1. This home screen 37 displays icons 39 representing the various
20  functions available to the user. A particular function is implemented by rotating the
thumbwheel 9 to scroll through the icons 39. Each icon is sequentially highlighted
during scrolling. In exemplary home screen, the options icon 41 is highlighted. The
options function is called up by pressing inward on the thumbwheel 9. This brings up
the options menu that is illustrated in Figure 3b where the security option is shown
25  highlighted by scrolling with the thumbwheel 9. Upon selection of the security
option, the security submenu illustrated in Figure 3c is displayed. As will be noted,
the last entry is “Allow Outgoing Calls While Locked”. This is the override, which in
Fig. 3¢ is shown by the “NO” entry as not being selected. The user may then scroll
down to that selection as shown by the highlight in Fig.3c. Pressing of the
30 thumbwheel then brings up the pull down menu shown in Fig. 3d where the “Change




Figure 3a illustrates the home screen 37 that appears on the display 13 of
the handheld electronic device 1. This honme screen 37 displays icons 39
representing the various 20 functions available to the user. A particular
function is inplenented by rotating the thunbwheel 9 to scroll through the
icons 39. Each icon is sequentially highlighted during scrolling. In
exenpl ary honme screen, the options icon 41 is highlighted. The options
function is called up by pressing inward on the thunbwheel 9. This brings

up the options nenu that is illustrated in Figure 3b where the security
option is shown 25 highlighted by scrolling with the thunbwheel 9. Upon
sel ection of the security option, the security subnmenu illustrated in

Figure 3c is displayed. As w |l be noted the last entry is "Allow
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t he ot her v, overri ected, the user can place an outgoing
call using the phone application 23 while maintaining the lock on the other
applications 25 by selecting “Place Call”. This brings up a place call phone screen as
15 shown in Fig. 3i. The user can then manually dial in a number using the keyboard 5.
Clicking on the selected number brings up the pull down menu shown from which the
outgoing call can be initiated by clicking on the number which is highlighted. As
shown by the pull down menu, the user has the option of checking the voicemail or
choosing to deactivate the lockout (and therefore enter their password) such as where
20 it may be necessary to check the address book application 25.
In accordance with another aspect of the invention, the phone screen
can display a “hot list” such as shown in Fig. 3] from which a number can be
highlighted and called as previously described. Various types of “hot lists” can be
used. For instance, the hot list can list a selected number of the most recently called
25  phone numbers, a list of the most frequently called numbers, alphabetical list, or a call
log list. Alternatively, the user can make a call in override using the common speed
dial option in which particular keys on the keyboard are programmed to dial a
selected number when actuated. Basic numeric phone numbers can also be manually

entered to be dialed.




applications 25 by selecting "Place Call". This brings up a place cal
phone screen as 15 shown in Fig. 3i. The user can then manually dial in a
nunber using the keyboard 5. dicking on the sel ected nunber brings up the
pul | down nmenu shown fromwhich the outgoing call can be initiated by
clicking on the nunber which is highlighted. As shown by the pull down
menu, the user has the option of checking the voicenmail or choosing to
deactivate the | ockout (and therefore enter their password) such as where
20 it may be necessary to check the address book application 25. In
accordance wi th another aspect of the pnvention, the phone screen can
display a "hot list" such as shown in"Fig. 3] fromwhich a nunber can be
hi ghl i ghted and cal | ed _as previ ously described. Various types of "hot
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is locked out, that is, whether the lockout 33 has been activated. If not, the user can
proceed to make a call at 49. However, if the device is locked out at 47, then a
determination is made at 51 as to whether the outgoing calls are allowed while locked
15 -out. For instance, whether the override 35 has been selected. If so, the call can be
made at 49, If the override has not been selected for the locked out device, then as
indicated at 53, no call can be made and optionally, an alert can be generated, for
instance, visually and/or aurally. The user can still make a call under these
circumstances by deactivating the lockout through entry of the password.
20 Figure 5 illustrates a flowchart 55 for selecting the option to allow
outgoing calls while the handheld electronic device 1 is locked. The process begins
by the user employing the user interface 3 to select security options, as indicated at
57. Within the security options, the option to “ALLOW OUTGOING CALLS
WHILE LOCKED” (AOCWL) is selected at 59. This will indicate to the user
25  whether the AOCWL has been selected to allow outgoing calls while locked out or
not. If the user decides to change the sclection of AOCWL, the selection is made at
63. The user 1s then given the option of saving the change at 65 before continuing at
67. When the user chooses to save the change, it is implemented at 69. In another
embodiment, the mere selection of the override (AOCWL) at 59 can automatically

30 effect the toggling of the function with an automatic save.




a user tries to make a call at 45 a determnation is made at 47 as to

whet her the device 1is |locked out, that is, whether the | ockout 33 has been
activated. If not, the user can proceed to nmake a call at 49. However, if
the device is |ocked out at 47, then a determnation is made at 51 as to
whet her the outgoing calls are allowed while | ocked 15 out. For instance,
whet her the override 35 has been selected. |If so, the call can be nade at
49. |f the override has not been selected for the | ocked out device, then
as indicated at 53, no call can be nade and optionally, an alert can be

generated, for instance, visually and/for aurally. The user can still nake
a call under these circunstances by déactivating the | ockout through entry
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anot her enbodi nent, the nere selection of the override (ACCW) at 59 can
automatically 30 effect the toggling of the function with an automatic
save. - 8 Wile specific enbodi nents of the invention have been descri bed
in detail, it will be appreciated by those skilled in the art that various
nodi fications and alternatives to those details may be devel oped in |ight
of the overall teachings of the disclosure. Accordingly, the particular
arrangenents disclosed are neant to be 5 illustrative only and not limting
as to the scope of the invention which is to be given the full breadth of:
the cl ai ns appended and any and all equival ents thereof.




-9 What is clainmed: | A handheld el ectronic device conprising a user
interface; a phone application for maki ng outgoing and receiving incom ng
phone <calls using the user interface; at |east one additional application
i npl enented through the user interface; a lockout for |ocking out the
maki ng of - out goi ng phone calls by the phone application and all of the
additional applications while allowng the receipt of incomng phone calls
when the | ockout is activated; and an override selectable for allow ng the
maki ng of outgoing phone calls by the phone application while maintaining
the |l ockout of the additional applications when the |ockout is activated,
said override nade avail able for seleCtion by an enabl e override

aut hori zation _signal transmtted to the handheld el ectronic device froma
renot e supBjisdeipetlocati on. 2. The handhel d el ectronic device of daiml
wherein the phone application further conprises a hot list fi7orn which
out goi ng phohe cal | & lmnéhetddlectromit detibecdroplidng acti vated and the override
selected. 3. The handﬂﬁ%gwelectronic device of Claim2 wherein the hot |ist

is selected frofl'§y Bonsisting of: list of frequently called phone
hunbers, |ist Ofaﬁﬂb'inteaﬁ;ﬂfc%ﬂ&ﬁYor(}ﬁéldi&‘gijE&Hgaﬁngé@i%ﬁlgiﬁ&nﬁh@?ﬁ&%'Ca' list
of nost frequently called phone nunbers, "an acall lTog list. 4. The

handhel d el ect rdsiusingghé veer ofterfacgi m | wherein the user interface conprises
G al opti on by wltdR G B G ER b PR b P B RE out gol mg
a lockout for locking out the making of outgoing phone calls by the phone
application and all of the additional applications while allowing the receipt of
incoming phone calls when the lockout is activated; and
an override selectable for allowing the making of outgoing phone calls by
the phone application while maintaining the tockout of the additional
applications when the lockout is activated, said override made available for
selection by an enable override authorization signal transmitted to the

handheld electronic device from a remote supervisory location.

2. The handheld electronic device of Claim 1 wherein the phone
application further comprises a hot list from which outgoing phone calls are made

with the lockout activated and the override selected.

3. The handheld electronic device of Claim 2 wherein the hot list is
selected from a group consisting of:
a list of frequently called phone numbers,
a list of most recently called phone numbers,
an alphabetical list of most frequently called phone numbers, and

a call log list.

4, The handheld electronic device of Claim 1 wherein the user interface
comprises a keyboard having keys and the phone application further comprises a

speed dial option by which selected keys are programmed to initiate the outgoing




- 10 phone calls to sel ected phone nunbers when actuated, the speed dial
option being wusable when the |ockout is activated and the override is
selected. 5. The handhel d el ectronic device of claim1 wherein the | ockout
nmust be deactivated for the override to be enabled. 6. The handhel d

el ectronic device of Claim5 wherein the | ockout has a security code that
must be entered before the | ockout is deactivated. 7. The handheld

el ectronic device of Caim6 wherein the |ockout is activated when the
user interface does not receive a user input for a predeterm ned period of
time. 8. The handhel d el ectronic devicg of Claim1l wherein the user
interface conprises a keyboard haviﬁd' eys that are sequentially actuated
to dial a selected phone nunber when the | ockout is activated and the
overri de iPBorsetads feegplected phone nhnbersiwheparaptedgiha spred diad logtien being oni ¢ devi ce

havi ng a n | i ' gﬁg |i4.0nal . | icati,ons, the method
conprisingg%ﬁgwg?£§§1§$£gg gcllégf%khggﬁgﬁaﬁgﬁfe% gdadditional appl i cations
and the making of outgoing phone calls by the phone application while

al l owi ng recei pt of inconigﬁlphone calls; receiving on said handheld from
C

a renote supervi sor y e desdhekhelggirampdgvice of el lgehergintbe logkeutamistbgnal ;
responsivgﬁ&ﬂwgéh%xqﬁgg?&hggu)ﬂ@éﬁﬂg?avaiIable for selection an override
elo

option; overridingt cking out of rmaki ng outgoi ng phone calls by the
phone application while maintaining the | ockout of the additional
applications

outgoing_ph&ﬂgycafFH%%%%&gFﬂ£&%H§¥${%%%%‘ggéggggﬁﬁggﬁiﬁéiﬂﬂﬁﬁh%gaan

security code that must be entered before the lockout is deactivated.

7. The handheld electronic device of Claim 6 wherein the lockout is
activated when the user interface does not receive a user input for a predetermined

period of time.

8. The handheld electronic device of Claim 1 wherein the user interface
comprises a keyboard having keys that are sequentially actuated to dial a selected

phone number when the lockout is activated and the override is selected.

9. A method of operating a handheld electronic device having a phone
application and additional applications, the method comprising the steps of:

selectively locking out the additional applications and the making of
outgoing phone calls by the phone application while allowing receipt of
incoming phone calls;

receiving on said handheld from a remote supervisory location an enable
override authorization signal;

responsive to said receiving, making available for selection an override
option;

overriding the locking out of making outgoing phone calls by the phone
application while maintaining the lockout of the additional applications by

selecting said override option; and




| ocked out. 10. The nethod of C aim9 wherein maki ng an outgoi ng phone cal
while the additional applications remain | ocked out conprises the step of
presenting the user wth a hot list fromwhich the outgoing phone call is
made. 11. The nethod of Claim 10 wherein the hot list is selected froma
group conprising: a list of nost recent phone nunbers called, a list of
nost frequent phone nunbers called, an al phabetical |ist of nost frequently
used phone nunbers and a call list. 12. The method of Caim 10 wherein
presenting the user with the hot Iist conprises the step of displaying the
hot Iist on a display screen. 13. The thod of Caim9 wherein the nmaking
of the outgoing phone call while t he 1addi ti onal applications are | ocked
out conprises the step of providing a nunber of keys, progranm ng each of
the nunmber of key@®aking lintgaing herslcghomde the additionad rapplicaions gemdie

sel ected phone %gggé when a sel ected one of the nunmber of keys is
actuated. 14. e ne %od of Claim9 wherein overriding the | ocking out of
the maki ng of outgoing phone calls requires that the override be enabl ed
before it is,_selected, and wherein the override can_only be enabl ed when

the | ockout 1% deadihemathad of Claim 9 wherein making an outgoing phone call while
the additional applications remain locked out comprises the step of presenting the user

with a hot list from which the outgoing phone call is made.

11. | The method of Claim 10 wherein the hot list is selecfed from a group
comprising:
a list of most recent phone numbers called,
a list of most frequent phone numbers called,

an alphabetical list of most frequently used phone numbers and a call list.

12. The method of Claim 10 wherein presenting the user with the hot list

comprises the step of displaying the hot list on a display screen.

13. The method of Claim 9 wherein the making of the outgoing phone call
while the additional applications are locked out comprises the step of providing a
number of keys, programming each of the number of keys with the selected phone
number, and dialing the selected phone number when a selected one of the number of

keys 1s actuated.

14. ‘The method of Claim 9 wherein overriding the locking out of the
making of outgoing phone calls requires that the override be enabled before it is
selected, and wherein the override can only be enabled when the lockout is

deactivated.




