CLAIMS

What is claimed is:

1. A computer-implemented method for verifying authenticity of trusted execution
environments (TEEs), the method comprising:

establishing, by a key management (KM) TEE of a KM node, a trust relationship with a
plurality of KM TEE:s in a plurality of KM nodes based on performing mutual attestations with
the plurality of KM TEEs, wherein the KM node and the plurality of KM nodes are in a
consortium blockchain;

initiating, by the KM TEE, a consensus process with the plurality of KM TEEs for
reaching consensus on providing one or more encryption keys to a service TEE of the KM node;

in response to reaching the consensus with the plurality of KM TEEs, initiating, by the
KM TEE, a local attestation process with a service TEE in the KM node, comprising:

transmitting, by the KMM TEE, a challenge to the service TEE to verify an
authenticity of the service TEE in the KM node, and
receiving, by the KMM TEE, a report from the service TEE that includes

cryptographic indicia that proves that the service TEE exists on the KM node, wherein the
cryptographic indicia was requested from the KM node by the service TEE in response to
receiving the challenge;

determining, by the KM TEE, that the local attestation process is successful based at least
on the received, cryptographic indicia that proves that the service TEE exists on the KM node;

in response to determining that the local attestation process is successful, providing, by
the KM TEE, one or more encryption keys to the TEE executing on a computing device; and

storing, by the KM node, the encryption keys in the consortium blockchain, wherein the
encryption keys stored in the consortium blockchain represent a consensus version of the

encryption keys accessible by all nodes in the consortium blockchain.

2. The computer-implemented method of any one of the preceding claims, wherein the KM

TEE is a first KM TEE, and wherein establishing the trust relationship includes the first KM TEE
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performing a mutual attestation process with a second KM TEE and a third TEE in the plurality
of KM TEEs.

3. The computer-implemented method of any one of the preceding claims, wherein the KM
TEE and the plurality of KM TEE form a set of KM TEE of the consortium blockchain, and
wherein establishing the trust relationship further includes any each of the plurality of KM TEEs

performing a mutual attestation process with two of the set of the KM TEE:s.

4. The computer-implemented method of any one of claims 1, 2, or 3, wherein establishing
the trust relationship further includes the KM TEE performing a mutual attestation with each of

the plurality of KM TEE.

5. The computer-implemented method of any one of the preceding claims, wherein the
encryption keys is stored in the consortium blockchain in response to the KM TEE and the

plurality of KM TEEs successfully performing a consensus process on the encryption keys.

6. The computer-implemented method of any one of the preceding claims, wherein the

consensus process is a Practical Byzantine Fault Tolerance (PBFT) process.

7. The computer-implemented method of any one of the preceding claims, wherein the KM
TEE is a first KM TEE, the encryption keys include a TEE public key and a TEE private key
associated with the service TEE, and wherein the first KM TEE or a second KM TEE retrieves
the TEE public key from the consortium blockchain and provides the TEE public key to a client

in response to a request.

8. A non-transitory, computer-readable storage medium storing one or more instructions
executable by a computer system to perform operations for verifying authenticity of trusted
execution environments (TEEs), the operations comprising:

establishing, by a key management (KM) TEE of a KM node, a trust relationship with a
plurality of KM TEE:s in a plurality of KM nodes based on performing mutual attestations with
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the plurality of KM TEEs, wherein the KM node and the plurality of KM nodes are in a
consortium blockchain;
initiating, by the KM TEE, a consensus process with the plurality of KM TEEs for
reaching consensus on providing one or more encryption keys to a service TEE of the KM node;
in response to reaching the consensus with the plurality of KM TEEs, initiating, by the
KM TEE, a local attestation process with a service TEE in the KM node, comprising:
transmitting, by the KMM TEE, a challenge to the service TEE to verify an
authenticity of the service TEE in the KM node, and
receiving, by the KMM TEE, a report from the service TEE that includes
cryptographic indicia that proves that the service TEE exists on the KM node, wherein the
cryptographic indicia was requested from the KM node by the service TEE in response to
receiving the challenge;
determining, by the KM TEE, that the local attestation process is successful based at least
on the received, cryptographic indicia that proves that the service TEE exists on the KM node;
in response to determining that the local attestation process is successful, providing, by
the KM TEE, one or more encryption keys to the TEE executing on a computing device; and
storing, by the KM node, the encryption keys in the consortium blockchain, wherein the
encryption keys stored in the consortium blockchain represent a consensus version of the

encryption keys accessible by all nodes in the consortium blockchain.

9. The non-transitory, computer-readable storage medium of claim 8, wherein the KM TEE
is a first KM TEE, and wherein establishing the trust relationship includes the first KM TEE
performing a mutual attestation process with a second KM TEE and a third TEE in the plurality
of KM TEE:s.

10. The non-transitory, computer-readable storage medium of claim 8, wherein the KM TEE
and the plurality of KM TEE form a set of KM TEE of the consortium blockchain, and wherein
establishing the trust relationship further includes any each of the plurality of KM TEEs

performing a mutual attestation process with two of the set of the KM TEEs.
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11. The non-transitory, computer-readable storage medium of claim 8, wherein establishing
the trust relationship further includes the KM TEE performing a mutual attestation with each of

the plurality of KM TEE.

12. The non-transitory, computer-readable storage medium of claim 8, wherein the
encryption keys is stored in the consortium blockchain in response to the KM TEE and the

plurality of KM TEEs successfully performing a consensus process on the encryption keys.

13. The non-transitory, computer-readable storage medium of claim 9, wherein the consensus

process is a Practical Byzantine Fault Tolerance (PBFT) process.

14. The non-transitory, computer-readable storage medium of claim 8, wherein the KM TEE
is a first KM TEE, the encryption keys include a TEE public key and a TEE private key
associated with the service TEE, and wherein the first KM TEE or a second KM TEE retrieves
the TEE public key from the consortium blockchain and provides the TEE public key to a client

in response to a request.

15. A computer-implemented system, comprising:

one or more computers; and

one or more computer memory devices interoperably coupled with the one or more
computers and having tangible, non-transitory, machine-readable media storing one or more
instructions that, when executed by the one or more computers, perform one or more operations
for verifying authenticity of trusted execution environments (TEEs), the operations comprising:

establishing, by a key management (KM) TEE of a KM node, a trust relationship with a
plurality of KM TEE:s in a plurality of KM nodes based on performing mutual attestations with
the plurality of KM TEEs, wherein the KM node and the plurality of KM nodes are in a
consortium blockchain;

initiating, by the KM TEE, a consensus process with the plurality of KM TEEs for
reaching consensus on providing one or more encryption keys to a service TEE of the KM node;

in response to reaching the consensus with the plurality of KM TEEs, initiating, by the

KM TEE, a local attestation process with a service TEE in the KM node, comprising:
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transmitting, by the KMM TEE, a challenge to the service TEE to verify an
authenticity of the service TEE in the KM node, and
receiving, by the KMM TEE, a report from the service TEE that includes
cryptographic indicia that proves that the service TEE exists on the KM node, wherein the
cryptographic indicia was requested from the KM node by the service TEE in response to
receiving the challenge;
determining, by the KM TEE, that the local attestation process is successful based at least
on the received, cryptographic indicia that proves that the service TEE exists on the KM node;
in response to determining that the local attestation process is successful, providing, by
the KM TEE, one or more encryption keys to the TEE executing on a computing device; and
storing, by the KM node, the encryption keys in the consortium blockchain, wherein the
encryption keys stored in the consortium blockchain represent a consensus version of the

encryption keys accessible by all nodes in the consortium blockchain.

16. The system of claim 15, wherein the KM TEE is a first KM TEE, and wherein
establishing the trust relationship includes the first KM TEE performing a mutual attestation

process with a second KM TEE and a third TEE in the plurality of KM TEE:s.

17. The system of claim 15, wherein the KM TEE and the plurality of KM TEE form a set of
KM TEE of the consortium blockchain, and wherein establishing the trust relationship further

includes any each of the plurality of KM TEEs performing a mutual attestation process with two

of the set of the KM TEEs.

18. The system of claim 15, wherein establishing the trust relationship further includes the

KM TEE performing a mutual attestation with each of the plurality of KM TEE.
20. The system of claim 15, wherein the encryption keys is stored in the consortium

blockchain in response to the KM TEE and the plurality of KM TEEs successfully performing a

consensus process on the encryption keys.
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21. The system of claim 15, wherein the consensus process is a Practical Byzantine Fault

Tolerance (PBFT) process.

22. The system of claim 15, wherein the KM TEE is a first KM TEE, the encryption keys
include a TEE public key and a TEE private key associated with the service TEE, and wherein
the first KM TEE or a second KM TEE retrieves the TEE public key from the consortium

blockchain and provides the TEE public key to a client in response to a request.
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