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DESCRI PTI ON SERVI CE PROVI DI NG SYSTEM QUTSOURCER
APPARATUS, SERVI CE PROVI DI NG METHOD, AND PROGRAM 5
Technical field: .The present invention relates to a
service providing system an outsourcer apparatus, a
service providing nethod, and a program and nore
particularly to a service providing system an
out sourcer apparatus, a service 10 providi ng nethod,
and a program for all opEBCRIPTAEDNr ustor to transfer a
~ service for the nenbers of the entrustor to an
out sourcer. Background art: It is nore or |ess
practiced for an entrustor having a plurality of
mentRERVIGE PROMIINGS Y STEM, O 55 QURC ERABPARATES,
outsourcer. In this 15 case, the outsourcer confirns
that t he SRRYICERROSHING MEZHQD yAND, PROGRANMber of
the entrustor and thereafter provides the service for
the menbers to the user. Therefore, though the

r.cer does not need to authenticate individual
T%@e'ﬁ%“%ﬁ[ is required to confirmthat each user is a

CyeTasErsnt fvelbh iPbfiro R seNi® wreWindadien, snor
OiFueEl AN, ke AR RHLIREREE. Rl B rosraray andmore

PR 8 e RSPl SRR oR JBEdu b SuPTRRR altarvige

* providingThattio uind a\sroBkh 368 Uil B LTRISES hlrdiRfsi B! @

for an outsourcer to identify a user as an entrustor's

semdodtor the nhembetshef theedtristortdaniltsstiber. to give its
nmenber infornmation to the outsourcer.
Background art: :

Itis more or less practiced for an entrustor having a plurality of

- members to transfer a service for the members to an outsourcer. In this

case, the outsourcer confirms that the user, who fequests a service, is a

~member of the entrustor and thereafter provides the service for the members

- to the user. Therefore, though the outsourcer does not need to authenticate

individual users, but is required to confirm that each user is a member of the
entrustor,

. According to outsourcing systems of the background art, it is necessary

. for the entrustor to give the outsourcer member information that the entrustor

‘has in order for the outsourcer to confirm whether a user is a member of the

entrustor or not.
- JA-P No. 2004-38494 discloses a contents providing system which

makes it lpossuble for an outsourcer to identify a user as an entrustor's

: member without the need for the entrustor to give its member information to
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When the user apparatus is to receive the service from
the outsourcer apparatus (contents distribution
server), the contents providing system operates as
follows: 5 First, the user apparatus conmuni cates with
the entrustor's apparatus (user information
managenent server) and i s authenticated by the
entrustor apparatus. Only when the authenticating

the egtsourges. conpl eted normal Iy, the user apparatus
receives the service fromthe outsourcer apparatus via
t he WBAR thesueer anpsaatus isto receivel therseeviod frorathe odtbsliSer
has. .al so been known a group signature system based
apRaatys &P@t@vtg digtibuionesver),(thecotenty praviding sy steemt
1). . According to the group signature system a nenber
08%@?%?68?}%8‘@% create a signature indicating that the

rren’%ergi _kﬁ,gl ongs to thea%rouE, When  the si gnat ure is
aut hanb 126 P3G 2RARASatus Commuypicaies with e entiustads apparatus
: nb f . th b
(RO or Ao AT ANED e st iy oo
i i . . tit it
A o< O et B i Dok s BBietalmilly. the
i - - LA P 4- 38494,
S iattfs rERRR InAUEHAES froh it blisblref ARgarHR iaghe
"A Practical and Provabl e Secure

entmystor dpparafds Tsudi K,

Coal ition-Resistant Group Signature Schene" (Advances

i n lomgpent] yegys, theRYRIE 2 RB Boen iewinL .
270, Springer-Verlag, 2000) B| scl osﬁ?gouo% g?ﬂgﬁﬁé system

- basedam a grouprsighatens stierhe (sed Nem-patehi@odumigt {)on: 25

According to the outsourcing systemof the background
ar tACooRding éptheugrovip sigratsre sysdeme atrhembet 8pargrelip thR
menber. i nformati on which the 2
create a signature indicating that the member belongs to the group. When
the signature is authenticated, the fact that the signature has been generated
by the member of the group can be confirmed, but the information about the
creator of the signature is not known. However, an entity with a special
authority can identify the creator of the signature.
Patent document 1: JA-P No. 2004-38494
Non-patent document 1: G. Ateniese, J. Camenisch, M. Joye, G.

Tsudik, "A Practical and Provable Secure Coalition-Resistant Group

- Signature Scheme" (Advances in Cryptology - CRYPTO 2000, LNCS 1880,

Pp. 255 - 270, Springer-Verlag, 2000)
Disclosure of the invention:
Probiems to be solved by the invention:

According to the outsourcing system of the background art, the

-entrustor needs to give the outsourcer the member information which the
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entrustor has in order for the outsourcer to confirm
whet her a user is a nenber of the entrustor or not.
Consequently, the nenber information of the entrustor
may possibly |eak fromthe outsourcer. Far preventing
the nenber information from5 | eaking, the outsourcer
is required to nanage the nenber information
strictly. As a result, the cost required to manage the
eRtrhsior haafroorder |f@11hesout$mgher tacoofidh whdthet Haseprtent s
row di n system di scl osed in JA-P No. 2004-38494,
%Fs@crt %Hysmoéﬂﬁ’ﬁuni cate with the entrustor each
the 10 user requests the service. Therefore, the
sgauentiyniia membes inforsationef therentrustor may eassibly

- ent docunent. 1 is silent as to a system
;elgg(g f‘gﬁt"i'ﬁgoﬁﬁwgﬁﬁf u§Ph Plre%ﬁlﬁasa ﬂi%me«&mﬁranf%mag@u ifrosn

ARAY e Soranirgelis Befhiie pansos job aisim %r BlRaRBer

087 S50 B 5 4 P 0 6y BT o

for oW ng
hithe menbers of the entrustor to an outsourcer w thout

fhe need for giving nenber information to the
out Ae¢raing- tofﬁ@bb%n%bbr%‘ﬂdlﬁ’é]s&éiggpﬂlgasgéd YA N 1S
to provide a service provid stem an

2064t 38104 the BPOATEEdESto ONFALMICEE wrtﬁ\fhéi ERfuSRI Bséh tiffthe
a program for not reqw ri ng a user to conmuni cat e

USEF requestetiersesvice. Wihenefohes the @umbe? f icofmaniestion ce

fromthe entrustor. Means for solving the problens: To

seggigns endshie iabr@aeeobj ects, a service providing system
accor di n% 25 the present invention includes a user

napaent dacwnentd issilen partatausystem incledingta emtgustbe
ratus as a nmenber for receiving a

apé?gaaﬁ Eﬁalaﬂéajtsourcer apparatus.

it is an object of the present invention to provide a service providing
system, an outsourcer apparatus, a service providing method, and a program
for allowing an entrustor to transfer a service for the members of the
entrustor to an outsourcer without the need for giving member information to
the outsourcer.

Another object of the present invention is to provide a service providing
system, an outsourcer apparatus, a service providing method, and a program
for not réquiring a user to communicate with an entrustor when the user
receives a service from the entrustor.

Means for solving the problems:

To achieve the above objects, a service providing system according to

‘the present invention includes a user apparatus, an entrustor apparatus for

registering the user apparatus as a member for receiving a predetermined
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3 service when a registration request for enrolling
the user apparatus as the nenber is received fromthe
user apparatus, and an outsourcer apparatus for
providing the predeterm ned service to the nenber

whi ch has requested the predeterm ned service on
behal f of the entrustor apparatus, the 5 arrangenent
bei ng such that when the outsourcer apparatus is

seaderwhed a mgigiration deqidyt for @veling tha %eﬁaﬁyé@msbys free

~user apparatus, the outsourcer apparatus

raemhenssi reaeived oot ther use@pparatus, Rl ah BSitdctirédrapPRrRes
or not,. according to a group signature schenme, wherein

fomRroMking thedir egploaminedsserdoento treememigeravrick éys requested

enerator .for generating public information, a 10
*'?Feﬂﬁé@‘?rayﬂ%@ 2 W‘Q@rpfkb?ha'gﬂﬁthérerﬂn@ﬁommpa‘rawsum in
schene, public informtion

t
ab@@@%‘%f‘%%‘i’ na&bj t'aﬁtm_f,hﬁfh@ewﬂﬁﬁ)'ércehﬁﬁpaﬁtusm requested to
t h tor to the out
PRAAS ?fegétef@?gﬁ%ﬁﬁ'se%&gﬁ% JseF apbrratis. the euisaureny a

user, appar at us

SRR LRERRRONS BrdO b S8 RS, o

using t
adcRBdiph el [ he.regi strati,on
requ'egt ftar%}%u{s%}e/gnl?i%re %Br%g%g%}%@qagfm@s APpaLatus
comprisetRd GRIUPKENH&IRS SAHERE akeY
roner e A deiRralch TR g pLDR BrSha
mpoivier oeglsii‘aticfmke)mantj%nt &SertREY FRHRRRIAUNS gro f&PHéﬂre
apparatus conprises a group signature gefier
schems:, atpuldic inloomption grotiderdorptaviding e thI!@inﬁﬂﬁ"éﬁ'bﬁ
key and the public information 20 provi ded by t
ge@legﬁiaﬂ inyehe igrouprisey generatori tddhe atscu ré—@rﬂamﬁrafu%r at he
redeterm ned service, and a group signature dat a
S'%I%Wed@'y gﬁﬁfgmwrcuef@ram agignauis kpyatarrespdaiding to the
generat? bg the group signature generator and the
USFEARRRB Y 'f'ﬂéh%PéG'@c igformadignsand, theamemhbeneegistration key,
and the outsourcer apparatus

ratus
in %%&Féﬁgé 5 the feaistratian regviest fram the Usehapearetysy ande her
i ded by the group

S|g171§t|}r5 ‘?nfghﬂgg?libgq r&&; g?ogndiﬁg fhe Signature key generated by

I'gnature
_the signature key generator and the public information to the user apparatus,

- the user apparatus comprises a group signature generator for generating

group signature data using the signature key and the public information
provided by the signature information provider and a request for the
predetermined service, and a group signature data provider for providing the
group signature data generated by the group signature generator and the
request for the predetermined service fo the outsourcer apparatus, and the |
outsourcer apparatus comprises an authenticator for authenticating whether

the group signature data provided by the group signature data provider is

legitimate or not using the public information provided by the public
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 enfr{létoF Ahbs

legitimate or not using the public information
provi ded by the public 4 information provider, and a
service provider for providing the predeterm ned
service to the user apparatus in response to the
request for the predeterm ned service if the
aut henti cator judges that the group signature data is
legitimte. 5 A service providing nethod according to
infREnafiorspiguiden\antt a sanice proviser fergprovigiihgptite fredetermined
s ervic% Eroviding system i ncl udi ng a user apparatus,
IcE0tP B S1SEF ApPRTATUS ingesrpnsecigi the aequesttinetheser
.us,as_a mn er for . receiving a predeterm ned
p%@%\%@ﬁ}{% il %E&D%?vtgﬁnwfpwge% %?Qirtﬁ@ SN sigpaturée
%ﬁmﬂ fus as the nmenber is received fromthe user
dg%ﬁgﬂ us%é%nd 10 an out sourcer apparatus for

DL A ST HTETRETHALA 2 S SedTERS o b

whi ch has Feques
he arran nt

bl o e B SRR b5 PR o

bei ng such tha

entrptersdpphratos IO gHRe ik tHy @é&ta%rg%é’tﬁg % MerSodProl M€

user apparatus, the outsourcer apparatus

reeivingre prealctsrmihied BervidehRhes 8redRtBRBA T EG ISt &

menber or not according. to a gioup sighature sc'ﬂ?'r%'?
the Heer apparatus g thel endemts fediveTRimhIhe Usar §pPaRS)and

generating step in which the entrustor apparatus
anquiseycersappaatus fonproviding dne peedetarined sgrvits & iHen

ke‘\{‘, aH,d an open key for use in the group signature
mefphenhich hasyepeestedtoe predeterminediservige shegehalf offthe h

he, entru%tt"?r l:%1$par atus provides the 20 public
% dhe perapgersit beingzsiishrthatiwhen thé gntstoureer

Pl RSRAL Ry £ bR 1 erponon s R v

enera
tion and the nenber

appatafic! t"g‘“rsPgﬁi"g’gﬁ‘f‘?%ﬁg%ﬁb%%H@gﬂ?%g?wh%@ﬁét%mfn

regrstr
P PRTR 16 B, or R PRGN RracfoR G e rsheme. the
serwce proyiding method comprising a group key generating step in which
the entrustor apparatus generates public information, a member registration
key, and an open key for use in the group signature scheme, a public
information providing step in which the entrustor apparatus provides the
public information to the outsourcer apparatus, a signature key generating

step in which the entrustor apparatus generates a signature key

~ corresponding to the user apparatus using the public information and the

member registration key, in response to the registration request from the
user apparatus, a signature information providing step in which the entrustor
apparatus provides the signature key and the public information to the user

apparatus, a group signature generating step in which the user apparatus
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25 apparatus provides the signature key and the public
information to the user apparatus, a group signature
generating step in which the user apparatus 5
generates group signature data using the signature key
and the public information provided by the signature
i nformati on provider and a request for the
predeterm ned service, a group signature data
ganeiates geoun signaiurevdathusih ¢hesighaipd KERAE tAE PUbHES
.the group signature data and the request for the 5
'EJEQB%F@? ﬁfqvéi%dslar theceignatute nfomationr revidepaad at tegjuesi¥or
i uthepticating step in which the outsourcer apparatus
t PHRAALPEHR @G SQFvien & gronp signaligresiaja arovidingddémin which
tﬁgovided bg the group signature data provider is
2 4re'i FRNALEYE PreYides theyoraupesignatire-datarandhite request for the
| he public information provider, and a _
PRI ATHER SolVire B Qe bR ahparAtioan sl eaticating step in
t j 1 redeterm ped service to the
WARRIE iR S bLB AnBh B Relis e iadp vigeaturs
damaastet el ' ' ti.cator judges that
PraevEEaaMe Yot Shnaut M FHRRRLIE Botlpbistatenusiio
thel i i r | Ny ion
Rlia infRrrhafen Hrditidd by e PISRARorBYBREAALS and 2

connected to a user appar at. an e

sapioapadvidingate ROWAICAIthE %&%rcé%ﬁétg?%@gﬂ% 2'?132 a

menber for receiving a predeterm

predglesmined servicedoeisé uber agpiratls iRGed Hohs&SR) thaRBEH & tYSr
as the nenber is received fromthe user apparatus,

the peedateqoined serdpp ifithe asthenticataryidiesathabthe group
.predeterm ned service to the nenber whi ch has

signatvie4ala is legitimatedet er mi ned service on behal f of the
entyustor apparatus, the arrangenent 20 bei ng such

t h&t" QUISRUEGSE apRaERIUs @eromlimicathepresentdoventicerist o
redet erm ned service by the user

ide 'th
°°§b%§tl‘|?g5% a e Pparatys APEran@pisistouapparatusior iregistesing the

‘atus. i s the nenber or not

us¥0SRpans ot PEermPRE R de it e PeckiEnned eenie when o
regﬂﬁ?&fo%tr‘éﬁuggmf i\eﬁm%&three&seérva%rparatus as the member is
received from the user apparatus, the outsourcer apparatus for providing the
predetermined service to the member which has requested the
predetermined service on behaif of the entrustor apparatus, the arrangement
being such that when the outsourcer apparatus is requested to provide the
predetermined service by the user apparatus, the outsourcer apparatus
authenticates whether the user apparatus is the member or not according to
a group signature scheme, the outsourcer apparatus comprising a receiver

for receiving public information for use in the group signature scheme from

the entrustor apparatus, an authenticator for authenticating whether group

- signature data is legitimate or not using the public information when the
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for receiving public information for use in the group
signature schene from 25 the entrustor apparatus, an
aut henti cator for authenticating whether group
signature data is legitimte or not using the public

i nformati on when the 6 group signature data and a
request for the predeterm ned service are received
fromthe user apparatus, and a service provider for
geouy sighatyre data s debquest fedthegredsermmdd serise are
apparatus in response to the request for the

repeivig Bomi thedisseapparatus, andea servivensrovidtpforiproddmgtthat
the group 5 signature data is legitimte. A service
PHdsiemiRgd servicaitodbe disér appammtysin nespersd ta theamyuost fos
to be carried out by an outsourcer apparatus
theopicdetermines servicerif %ﬁ@ftaemaawdudges that thes gaoup

tering the user apparatus as a

a ratus fqr reqi

SW@%@'@? dF’%}'Sq?@E‘@i%W-ng a predeternined service when a

I egisS Lon request,fqor enrglljng 10 the user
DAl Blovidids Risthed accoidiug1a B Rreswmtineenfioayis to be

appara 152

cAMRBERL Y o st PSR 1ol el P
: L: ' half _of th

= SV o LSS o S AR o B

reubRIng & Breut SHIAE ScARRAALNS, reliraRBH 8 G 1 BhBHnd°

the predeterm ned service by th& user ap

- thé@seuhﬁp&mnﬁa@ﬂ%&héﬁb’%r@éﬁé@i\ﬁé&ﬁérﬁ%héﬂﬁbppré%?%édgﬁé

apparatus is the nenmber or not according to a
oussgyraenappaatusor pidvitling the pRdtéifed Servid f0%e member
rising a receiving step of receiving public _

co
: Whlﬂ?ngamqmtédathapredbtermim gemvice on behalf bethecdstiRstor

fromthe entrustor apparatus, an authenticating step
apparaiys.Hba Erengemenibetngsualr thap whiegrthe wutsalmter apparatus

. legitjmate or, not using 20 the public information when
s fq‘fg‘eétegﬁﬁ rpyidethe prefatarmingdserdoe byithe user apparatus, the
ou g HpParaiy sitheiiaiss wheber i ueenapasrtusio e ng
ménl?ﬁerpérqgo?ta%ﬁg}ﬁr?gdtosg E;yci)t?pes{g%a{ur}g sch: grrne?ﬁPeaggrtvi%sé providing
method comprising a receiving step of receiving public information for use in
the group signature scheme from the entrustor apparatus, an authenticating
step of authenticating whether group signature data is legitimate or not using
the public information when the group signature data and a request for the
predetermined service are received from the user apparatus, and a service
providing step of providing the predetermined service to the user apparatus
in response to the request for the predetérmined service if the group
signature data are legitimate.

According to the present invention as described above, the outsourcer

apparatus authenticates whether the user apparatus is 28 member of the
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In response to the request for the predeterm ned
service if the group signature data are legitinmte. 25
According to the present invention as described above,
the outsourcer apparatus authenticates whether the
user apparatus is a nenber of the 7 entrustor
apparatus or not using only the public information of
the entrustor apparatus according to the group
eSirgatar @ppamtibe nenoflising bolyehe puklic nfosvaticreof AR RIS
can determ ne whether the user apparatus is a nenber
appatHes apeqrdingde thg group signature schewnehdiierefore)dhe

ivate information of 5 the nenber unlike the
°ﬁ£§éﬁ9&f% (ARPagatus can sletgraries whether thetusaespearatys isar t he
en ru§aqh toHﬁrovide the private information that is
“fﬁéﬁ%@fe 6 enfiusionappatatks ppnehwitheutyising private infoematiors of

HROPEIT o GagdPol Bimaci o) 10 The out sour cer
et 1 OEL P, Dbl RSB Top e gHR ok o P Beiivate

entrustor
. , . . s
Y EROR et 1 AR LR g el b Te

podsitile th aveitths Hapget'of ﬂwb%él%ﬁé’@ﬁ%@ﬁﬁié‘? ‘i’nfBHIg?t(i)%np(private

Preferably, the uSer appara generates a
inkingratibny.e key based 15 on the public information,
converting the group signature key into converted
dat Bhe antsoprazricdhrgldl eonfimy ahetterdné askpist A fhember of the
entrustor apparatus, the entrustor apparatus
enjristorargwtawithaqittusingsingndterisfonsation t Therafors whes tHat a
provi ded by the user apparatus and the nenber
USe s rfeseiverd setyicetfrum dy outponecert thegusermdassarot need to
certificate as the signature key, and the user 20
-COQ'HBHP'QE‘“?SW@%% afledstenuniieoihe backgeundeartiat a usi ng t he
reqﬂ%ft glgrtht he predeterm ned service, the nenber
cert 11 £a¢e N YRS APOAIRILF geRelAtes Ragroup signature key based

on the public information, converting the group signature key into converted

- data, and providing the converted data to the entrustor apparatus, the -

entrustor apparatus generates a digital signature using the converted data

provided by the user apparatus and the member registration key, thereby

generating a member certificate as the signature key, and the user

_ apparatus generates the group signature data using the request for the

predetermined service, the member certificate, the group signature key, and

the public information.

According to the above invention, it is possible to use a group
verification scheme disclosed in Non-patent document 1.
Preferably, the entrustor apparatus acquires the group signature data

from the outsourcer apparatus, and identifies the user apparatus, which has
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the public information. According to the above
invention, it is possible to use a group verification
schene di scl osed in Non-patent document 1. 25 '
Preferably, the entrustor apparatus acquires the group
signature data fromthe outsourcer apparatus, and
identifies the user apparatus, which has 8 provided
the group signature data, from anong nenbers of the
providedsthergroap BignatLie dates i fRsin BRfor 1IREFhbHrg BRINY Entiddtar
and the open key. According to the above invention,
apperatirs, ussigthe gopwp sigHate@ datland tHe/opdhReyiser

appar atus whi ch has requested the predeterm ned

ser frerditig tadhe abbve lirevention ctheamitrusraipianstuls Raw idntify
Preferably, the entrustor apparatus cal cul ates a usage
thediser gppaiatus whishehass requesteddhe ipredeteainey sdnvice sdthout
thggﬁgratus and charges the user apparatus with the

UEFRRPAWSKEOWilthsed on the identified user
Pr edet er m ned

apparatus, and the request for the
serbiele by e eRirustarApRATRHIE caleialesra ksagartee fondhe
t he user apparatus

o A TR BB B B S5 A B
RSP I SRS Sok3Ee Bt e Baure o

ut'sourcer appara

T . o o

B T 08 Pt B8 S5 Hb o "pub 1

i nchﬁﬁiih?fb the aBoveRUBAHor, 38 BhirAtoP nggﬁéﬁué”‘eg? 8harge
or gchens"t ot

open key use 1 n the group signatur

- theeasdr apparitesaision has PEQYEAES tﬁé‘ﬁre@%%ri'rﬁnéé‘ggf\ﬁ% Wi a

generated for each of the groups to e out sourcer

predepenmzined seaick usagEofed, Withbot tecouts6Gicet Bpphiius RAGEHY.
and group selecting information fromthe user

appaeigraldly, mewlbecs of thecentfustdreagpanans dre diided intbe
user apparatus bel ongs based on the 20 group sel ecting

plurality, pharaups, thenentsior apparatussienesatesepublig information, a

C rresgpdeng to
member registration key, and an open key for use in the group signature
scheme for each of the groups, provides the public information generated for
each of the groups to the outsourcer apparatus, and responsive to the
registration request and group selecting information from the user apparatus,

selects one of the groups to which the user apparatus belongs based on the

group selecting information, and generates a signature key corresponding to

the user apparatus using the public information and the member registration
key of the selected group, provides the signature key, the publfc information
of the selected group, and group information indicative of the selected group,
to the user apparatus, the user apparatus provides the group signature data,
the request for the predetermined service, and the group information, to the

outsourcer apparatus, the outsourcer apparatus authenticates whether the
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the user apparatus using the public information and
the nmenber registration key of the sel ected group,
provi des the signature key, the public information of
the sel ected group, and group information indicative
of the selected group, to the user apparatus, the
user apparatus provides the group signature data, 25
the request for the predeternm ned service, and the

4] hatlies aBtal i9 Tegi u ‘?‘hﬁ t
gou?s%%rcer appar gﬁgdigrﬁgﬁ?eﬁqi Eéﬁﬁgiﬁﬁﬁ‘é?ﬁdg?ﬁ & o8 dithe
goupupdisatgaatyihe gralp informhaedd, amattofide8 Whe sERjidg the
public information of the group'indicated by the
corespenditigtortheigroup anlitated® by des gidup ivfdntitn to the user
corresponding to the group I ndicated by the group

- appargtusdnirespanset thdhe sequesa fgraha pasdetermpsdasdce of thee

request for the predeterm ned service if the 5
a‘éﬁ?ﬂ%ﬁtwaﬁges that dles groum sighaturg data isilegitinatee data is
I eg}'éti nat e. . According to the above invention, it is
posSPEATEINgdo the abare fivestion dis pessilelito gravide asendes

t Pr ef bly, th [ i di t
SRS ke, e e DL o, YL
ooV p IR i B Ao
' i indi cati th { t
o a4 A0l 0 DB G

kef! e iRt ikBRnSlgHRar] SAH6 CatidBusl A ERHR Shail&ive of

he pr edeterm ned service, an

theippaugtbr appafalid R thande? abggra‘fﬁ%,ftﬂa ru%gg aaﬁgﬁ@r Hrt%%c%%d

the outsourcer apparatus thenti cat _
theygmup sigeatateidatad ticrdduesbfdr @ brettitermPiheld Yervitls | 4HY the
e

the public information which is prowrded by th
entruston epparadpp enfatustidnidi thetoets dircéhepRithiuss AA the
apparatus information. According to the above
oulseUEser iapparathie avthendicatasrwhgther thieugroup sightbieedath is
recei ving service providing services froma plurality
leggimaigiar ot ovsing the Byl infoxmatiogrwiicka s pravideg! ythehe
toreisent i nyention controls a conputer . )
enirusior apparatus indicated by the entrustor apparatus information.

According to the above invention, the outsourcer apparatus is capable

of receiving service providing services from a plurality of entrustor apparatus.

A program according to the present invention controls a computer

connected to a user apparatus and an entrustor apparatus for registering the

user apparatus as a member for receiving a predetermined service when a
registration request for enrolling the user apparatus as the member is
received from the user apparatus, the computer for providing the
predetermined service to the member which has requested the
predetermined service on behalf of the entrustor apparatus, the arrangement

being such that when the computer is requested to provide the
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20 connected to a user apparatus and an entrustor
apparatus for registering the user apparatus as a
menber for receiving a predetern ned service when a
regi stration request for enrolling the user apparatus
as the nenber is received fromthe user apparatus,
the conputer for providing the predeterm ned service
to the nmenber which has requested the 25 predeterm ned

ete@ained seRficd by He L4 Y4k eI
pgﬁangerrent bei ng suci@t hat rév\{ﬁ?g(r)llrht he Colﬁbi"éuthbﬂﬁcates
wmmmnedsepammtms&m@nﬂ&n@émﬁﬁcﬁra&baﬂﬁqgwé{lg&%pby
t he user apparatus, the conputer authenticates
signetureschbmeyther pragpsan &tnablmgtﬁeh@orﬁﬁméﬂo erfoeh a service
according to a group signature schene, e program
PEARESE inpiuding agenpivingrprocessefol oeceiving eplublac nformatesfor use
i ncludi ng, a recei ving process for receiving public
in thedradp Signatuse sghems fremithe egtrustor apparatus,anschene

e entrustor apparatus, an authenticating

akﬂﬁ“&% *”ﬂoqf%%ﬁ%f@ﬁﬁu ntisgting whether group signghue wata is
Ieg%t ingﬁg i ? HHBE‘? a%nﬁ%wﬁgétlﬁggugmgure data

i ved

AR Eéféﬁﬂg%aﬁﬁ%ﬁ%ﬁr@r@ HiHod oS, F@C;?ee@efcﬁvé%ﬁﬁs user

agiRsRESahdh s%rnﬂ;fé ?‘. fn ggo%ﬁggg.t @ro%éi@}??@ UG L

the user appara

sePVied % B h E?n kds gdﬁ%e%cﬂ'fé’r fdt'thRe dat a _a;e

l egitimate. cc | ng t above nven ion,
predst%nhir@dfﬁrvﬂzéﬁtﬁ@ U5 Qun’éfcf e SerV' ce
provi di ng met hod. ggvaﬁt 'gges of t Ihb?gﬁ??%n .
Ac decatirdigg to tﬁélabwe?ﬁﬁ@htmrﬁ“’i?iétpd%%lblé rcnq&e tcBﬁ'!puter to

entrustor is not required to provi

- perferorthatabove tskaticé providiag esethydt he entrustor to the

outsourcer, it is possible to avoid the danger of the

Advaaiasies cﬁﬁh©rnmatlen i nformation. Therefore, when the

user is to receive a service fromthe
- According to the present invention, since the entrustor is not required to

provide member information that is managed by the entrustor to the
outsourcer, it is possible to avoid the danger of the leakage of private
information. Therefore, when the user is to receive a service from the
outsourcer, the user does not need to communicate with the entrustor.
Brief description of the drawings:

Fig. 1 is a block diagram showing an arrangement according to a first
exemplary embodiment of the present invention;

Fig. 2 is a flowchart of an operation sequence for registering a member
according to the first exemplary embodiment of the present invention;

Fig. 3 is a flowchart of an operation sequence for providing a service

according to the first exemplary embodiment of the present invention;
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out sourcer, the user does not need to communicate wth
the entrustor. 20 Brief description of the draw ngs:
Fig. 1 is a block diagram showi ng an arrangenent
according to a first exenplary enbodi nent of the
present invention;, Fig. 2 is a flowhart of an
oper ati on sequence for registering a nenber according
to the first exenplary enbodi ment of the present
i nv &Y. idois;a BOcitiagramistiovird avaRahbelentBceRaingitodn
sequence for providing a service according to the
sécarst exenapipheembedintatit of the pfeseheinveate@nt i nventi on;
11 Fig. 4 is a block diagram show ng an arrangenent
ac c bigdi5rig atfiowehastaaf @mdopsratipn seguendeofdr pesdessingtdieharge
resent invention; Fig. 5is a flowhart of an
a&ﬁ?lﬂﬂit@ e seesexaroplany erbedimentzof ¢ha puesenhventiomg
to the_secqnd exenplar% enbodi ment of the present )
5 jnveldPd ?CQ*PCF& ¢jagrm shewmdrk atrAgeMRNtARKArdiggda a third
exenpl ary enbodi nment

. hi
o BB PR R e el ST 21, o1t
xR 1 A DAl SFOFREH B8fge R0 atqeing 36 & Burth
i 0L . 1 101, la, Ib
exgrnfan B0 fert B MBS BIBME o appar atus 3

DaFihtion BRFGLH entrustor apparatus 5 second
use? appar at uscéﬁg%}gﬁsoup key generator 102 public

10 i nforiggtibon diepglisgrappamta®ber registration key
menory

2, 2a outsourcer apparatus
3 user apparatus
4 second entrustor apparatus
5 ~ second user apparatus

15 101 group key generator ,
102 public information discloser
103 member registration key memory
104 open key memory
105 member registrar

20 106 member information memory

107 _ service log receiver
108 signatory identifier
109 charger
110 charge information memory

25 111 -~ second group key generator
112 second member registration key memory

S
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104 open key nmenory 105 nmenber registrar 20 106 nenber
informati on nenory 107 service |og receiver 108
signatory identifier 109 charger 110 charge
informati on nmenory 25 111 second group key gener at or
112 second nenber registration key nmenory 12 113
second open key nenory 201 public information nenory
202 service reveal er 203 service provider 5 204 group

si gnagur e aut hedddradgin k%p,% ﬁg;r%l ce log nenory 206
con

service | og provider 207 ublic information

memaoy 208 sep@slid inRFMBaESN h@ng@mry 10 209 second
service | og provider 301 subscriber 302 nenber

cer 2D2i cat e nmesmvige r@@higr oup signature key nmenory
304 service selector 15 305 group signature generator

3062P3andom nunsmsvice gmevideror

204 group signature authenticator
205 service log memory

206 service log provider

207 second public information memory
208 second service log memory
209 second service log provider
301 subscriber

302 member certificate memory
303 group signature key memory
304 service selector

305 group signature generator
306 random number generator
307 service requestor

Best mode for carrying out the invention:
A best mode for carrying out the invention will be described in detail

below with reference to the drawings.

A group signatufe system based on a group signature scheme which is
used in exemplary embodiments shown below will first be described below.

The group signature system comprises a group management
apparatus, a plurality of signature apparatus, and a plurality of authentication
apparatus. The group management apparatus manages a group, adds

members, and identifies signatories. The signature apparatus generate
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307 service requestor Best node for carrying out the

i nvention: A best node for carrying out the invention
will be described in detail 20 below with reference
to the drawi ngs. A group sighature system based on a
group signature schenme which is wused in exenplary
enbodi nents shown below w Il first be described bel ow
The group signature system conprises a group

grourAgigNENire dRRAT Pl Suthenitation apparafuss lRéktitate group
apparatus, and a plurality of authentication g

smahrratdma The group managenent apparatus nmanages a
group, adds nenbers, and identifies signatories. The

si gridegreuppignaturesygene opemtdsSag fallowssi gnat ure dat a.
The aut hentication apparatus authenticate group
si gMa)tW%gma'naﬁﬂ@ergﬁnt@pnarghatgmrmsmmﬁotrﬁomﬁinraa
fol | 1&_ The ?ﬁroup managenent apparat us gener ates
”}ﬁ%‘?ﬁ"’deg ratamkey fsecset keyheafishan p@gn&evéseqmtk@@ The
t Kk t k
iR PEmRRh el des FBRaKREUL éf%ééﬁhg PbEE aigragon
_ t t d I
LGERRED B5ERTATE keof R nbsy Rele Bl Thefpublic”
il nat. | [ th
é%@ﬁa%%h%g&n%%c%ﬁﬁﬁéwﬁé SFEPle! fh?fiqragr‘i he
e ol b AEME nerkitr 85 ANG 87 (BT
k@@agaqhggpgncﬁegqgé&épk&gy from the public infornation
the nmenber "registrdtion key (secret key), and

i ss(l‘l@ﬂ' hehgogp aidiadgetdiap P@réth@ gehaRAts hSsigRiarAt rom
The signature apparatus to which the signature key

the puiblid irfernatizn andrtebeendfer rbgisteatign ke (sebhst K:‘dygl,rtiﬁd” e
key is different fromsignature apparatus to signature
issues the signature key to the signature apparatus. The signature
apparatus to which the signature key is issued becomes a member of the
group. The signature key is different from signature apparatus to signature
apparatus. The signature aipparatus secretly holds the signature key.

(3) Using the public information and the signature key, the signature
apparatus performs calculations to convert messages and uses the resuits of
the calculations as the group signature data.

(4) The authentication apparatus receives the messages and the group
signature data, and confirms whether the group signature data are proper or
not using the public information. In other words, the authentication
apparatus confirms whether the group signature data have been properly
calculated by the signature apparatus which has the signature key issued by

the groub management apparatus, or not.

(5} if necessary, the group management apparatus identifies the
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apparatus. The signature apparatus secretly holds the
signature key. (3) Using the public information and

the signature key, the signature apparatus perforns

cal culations to convert messages and uses the results

of the calculations as the group signature data. 20
(4) The authentication apparatus receives the nessages
and the group signature data, and confirns whet her
sighatuge apparit@whichthadajeheratedRhe g%uppéignﬁf?ﬁe Watd) Usidifthe
public information. In other words, thé authentication
op@pEen(sckretdel).r "8 whet her the group signature data
have been properly calculated by the signature
appAhagosupsigoatuna datehgersrgieat by elsgnatosuashdratdSintlnde
gr oup nmanagenent apparatus, or not. (5) If necessary,
datgcegiifping that(a) thecsignalvpa apparatisiehichftizee generatied the

si gnat ure apparatus whi ch has generated the group
gropp SRt stta is ere ablegitimate gauk syentkersvéhosessybscription
by the signature

N AL
RN T LT
. i DL . db h

R S BB N RS 55 Rl .

manage
T :  : s .
RAGTITE Gl SRS EI IR K\ RAN Ui SRR Bkt o ey
ar@geheratd® signature apparatus. The generated group
signature data have a value that differs each tine
t hdlor althenticati® Bie2gredp digiatald (B! tHePddtRgntidftiodr oup
signature data, the authentication apparatus confirns
apphetie confirmsgriethes trangioupesighadtarec@dtal dorkfiesssid (42 )b)
(b) properly or not, using the public information.
praperly arnet sisingthe pulslicpafatationWwOrdy tresighbieirs iappatatos
key properly issued fromthe group signature
which has the signature key properly issued from the group signature

apparatus can caiculate group signature data that pass the authentication.

According to ordinary digital signature, it is possible to confirm the
legitimacy of a signature using ori!y public information (public key)
corresponding to an individual. Similarly, according to group signature data,
it is also possible to confirm the legitimacy of a signature using only public
information corresponding to a group.

For example, in the group signature system disclos.ed in Non-patent
document 1, public information includes a parameter common to the system,
and a signature key issued to a signature apparatus comprise a group
signature key and a member certificate.

The group signature key is of a value randomly selected by the

signature apparatus and the group management apparatus which cooperate
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15 apparatus can cal cul ate group signature data that
pass the authentication. According to ordinary

digital signature, it is possible to confirmthe

| egitimacy of a signature using only public

i nformation (public key) corresponding to an
individual. Simlarly, according to group signature
data, it is also possible to confirmthe legitimacy
with Skl lRek baseddhiifle Plblic Rt iofAcbRnE M BhiMeten This
corresponding to a group. For exanplie, In e group

valugrisonlyckritnd ©1thelsiiasedaiardfes: Rtieitoup AR kel

public information includes a paramet _
represents datarbduirstldo pravent KRY gictpufdnh§erdeht rdfud from
apparatus conprise a group signature key and a nenber
falgitying iheagignatdfe. The group signature key is of a val ue
randonly selected by the signature apparatus and the
gr olhpe meembenesrtificgipas atdigitalsigniature aemesated bicaldulstions
each ot her, based on the public information (comon
fop spaverting ronvented detal efdhe graum sighatue key using & mymaben e
appar.atys. The oup signature key represents data
re.gg%r “PBE(%SW@%%O-the group nmanagement appar at us

nature. 5 The nenber

f fal sifyi h [
cerPredinralid b Yonatireseadonpenersngeatiasippature

ot Bt e e MR R I R ol K eresiorp to

oup si g _ .
or S8 Boyse T2 poCBPu e R A A0 BRI ot RbBv bR

e o . . anding to
T e i ilaltsihof Bdeice KB G0 3RO a0,
member cedifitgteas encrypted data. The signature apparatus
then cal cul ates converted data of the nenber
cerThen, ¢ signatuee athﬁatﬁs ealRLIdtEs OBAEAIAIPAS@I oKL Ring
certification data for certifying
two conditions, i.e., (a) the value (namely, the member certificate) kept secret

by the encrypted data and the converted data satisfies a forleIa for

~authenticating the digital signature for the converted data of the group

signature key, and (b) the encrypted data are data generated by encrypting
the value satisfying the condition (a) with the public key corresponding to the
open key, using the message, the public information, the member certificate,
the group signature key, the encrypted data, and the converted data.

Then, the signature apparatus outputs the encrypted data, the
converted data, and the certification data as group signature data.

An authentication apparatus confirms whether the certification data
included in the group signature data properly certifies the conditions (a) and
(b) or not, using the message, the group signature data, and the public

information.
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two conditions, i.e., (a) the value (nanely, the
menber certificate) kept secret 15 by the encrypted
data and the converted data satisfies a fornula for
aut henticating the digital signature for the converted
data of the group signature key, and (b) the
encrypted data are data generated by encrypting . the
val ue satisfying the condition (a) with the public key

cor rap #elsigHafufe taBEara‘PLE’se\WPFt?ng aslrd %}‘ Eﬂé&f@@ﬁ@%@%ﬁgiﬁcﬁe

public’informtion, the ne rcerti

aptahe groSigHatRIrd RYy th w@r e
conveﬂsd()e dgt a. Th%n,ﬁ?ﬁiﬁgﬁgﬁgﬁﬁsr@a%gra Sgﬁout put s
maregenwnt pbpdradas B cdpable 60EIGIERTY Batificaiifdatirhich can
certification data as group signature data. An

pass Henautbaniicatioappar at us confirns whet her the
certification data included in the group signature

dat d hgraspep maragenient appatatus dediyptsahe greyypted dags (b)
.or not, using the nessage, the group signature data,
Inghigladie the arqup signatyrerdataoising theompsn ke (ssicpetday).e Then,
apparatus which is aware of the nmenber certificate

t OEH YrAFM ANt ARRA(AtYS REgks ARe, which mg@@%ab 1|~§th it?% ued

ARy RIS A5 o FHIESR Feriincales OhAl i16 Sianatise epparalus that
' ' T )

néihd Bl efetido s danicorth e bR o SBRatis Bpparatus

 o<ERORATR DI it oS B S BRE Gyl ot

e grou

e St pptie ot o S AT SR

a

[1smem§|§@aémgo@ﬁnémp signature key. The signature
apparatus 10 corresponding to the nenber certificate

t heffigagise blovktdiagram skewipgtLserdedrolRlind §ystéanaicdfding
appar atus whi ch has generated the group signhature
to @dirat exgrapianeembptimngntefiis prasent invention.

As shown in Fig. 1, the service providing system, which employs a
group signature scheme, comprises entrustor apparatus 1, outsourcer
apparatus 2, and at least one user apparatus 3.

Entrustor apparatus 1 includes functions which the group management
apparatus of a group signature system has. Qutsourcer apparatus 2.
includes functions which the authentication apparatus of the group signature
system has. User apparatus 3 includes functions which the signature
apparatus of the group signature system has.

Entrustor apparatus 1 comprises group key generator 101, public
information discloser 102, member registration key memory 103, open key

memory 104, member registrar 105, member information memory 106,

service log receiver 107, and signatory identifier 108.
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Fig. 1 is a block diagramshow ng a service providing
system according to a first exenplary enbodi nent of
the present invention. 15 As shown in Fig. 1, the
service providing system which enploys a group
signature schenme, conprises entrustor apparatus 1,

out sourcer apparatus 2, and at |east one user
apparatus 3. Entrustor apparatus 1 includes functions

whi ¢frerthta ppardtBe A9RERALSs a"-‘fﬁ@rﬁbg}p%térng@ r%fr%‘brogram

si gnature system has. Qutsourcer

forrohntrdking fopeestiopnst éM#L@Ebrtdﬁ)%a?é{bQQrEchébb LASPRF at us
of the group signature system has. User apparatus 3

ekeatltingdbe programo nsemcdnmmesmgameate eNRbgid tof
t he group signature system has ntrustor apparatus 1

realing oraLuskey generatoy 166 npublicinfakbtion widdieseri 1020 ethbem
di scl oser 102, menber registration key nmenory 103,

regisdiar d8yp, swoadn@rgcelm10?eandrsugrwgmmudemtnfmaosuanu¢tne
i nformation menory 106, service |og receiver 107, and

%F&%mﬂyyfeﬁmmeml@r regigiratiary key mameenystQs, opppaweat us 1

meBiery 357 e Bige %ﬁtrsfrafcéh'ag b 10y T Boparat us 1-and a
B P A B b b b

SRR teeBler A0, s froMlel 203, bl R Rl By thedicatanq

2@' géﬁﬁdér lﬁg:nqé‘tﬂbhf D6, aH&ssereleg féqggp\)‘ftg g;ly :r:ﬁl):r ;e

strat’i on 'Key nenor

_ 104f oﬁ@duﬂ%@ﬁ’ﬁﬁbaﬂaﬁf@? ’Wélﬁ’é&ﬁ%?wﬁ@ inG B8 & ggﬂgram

apparatus 2 conprises pu I on” menor y

forsemtiotiingrsperatiat oRORso8R%EY | bﬁga@t@é/ pye; s a"-@ﬁm g@EéH‘Br

Si gnat ure authenti cator servi ce menory
exgosingdhe pegrant ghéw theotombdisr mePexédute the 9%@'%1 to

apparatus 2 includes a nmenory storing therein
reglizg genvice revealer 202, service provider 203, group 3|gnature
authenticator 204, and service log provider 206, and the memory may realize
public information memory 201 and service log memory 205.

User apparatus 3 comprises subscriber 301, member certificate
memory 302, group signature key memory 303, service selector 304, group
signature generator 305, random number generator 306, and service
requestor 307.

If user apparatus 3 includes a memory storing therein a program for

controlling operation of user apparatus 3 and a computer for executing the

program, then the computer may execute the program to realize subscriber

301, service selector 304, group signature generator 305, random number

generator 306, and service requestor 307, and the memory may realize

member certificate memory 302 and group signature key memory 303.
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for controlling operation of outsourcer apparatus 2
and a conputer for executing the program then the
conmput er may execute the programto realize service
reveal er 202, service provider 203, group signature 15
aut henti cator 204, and service |og provider 206, and
the menory nmay realize public information nenory 201
and service |og nenory 205. User apparatus 3 conprises

subgntrub®r apParati® Mhels&® by thd ERfr@stofemory 302, group
signature key nenory 303, service selector 304, group

si gEabup keygors@tar1B30§endraREQubIL FFOFm SRHE A0,
and service 20 requestor 307. |f user apparatus 3
ragigtlalivesey (secret keyi and ag dpeeriayn(seciet aey)ame‘duh the group
controlling operation of user apparatus 3 and
S'@Bﬁﬁﬁm sehgrae. S'bécnuhllng‘lfonmtlcm ingheies atﬂmsttarwtdnmayt er
execute the programto realize subscriber 301,
C%f spopdingdpdbe membar registiabionikgidsecret kryea public 309,

random nu nerat or 306, and service requestor
COSEEEPORHN W’ﬁiﬁ giﬂewé%%takwean%ﬁmomea&am ¢lgER used
18

o B3Rl e 2”3;zaeb;e¥hzezﬁwu§?§r. o
IR By S5 GRa L OOR e
el g Ul

regl@fréﬁérp R@Ftd“&ehfbérhé%lgﬁ% k& H’le?ﬁé A op rP( p?%{;r et

a public or respondi ng t

eh&ﬁ!lbﬁﬂOkgbﬁwdtﬁ\MeCdb@m&am @p’gﬁt%ysm 10@. t he group

signature schene. Goup Key generator 101 provides the

pulitilticiimfbrmatidn disclosepaP istores e puBlid Pforfidtpnoser
102. Group key generator 101 provides the nenber 10

genegted bygroup key gesenaorbtd1.r egi strati on key menory
103. G oup key
| Memb_er registration key memory 103 stores the member registration
key (secret key) generated by group key generator 101,

Open key me.mo'ry 104 stores the open key (secret key) generated by
group key generator 101.

When member registrar 105 receives a subscription request (a
registration request to become a member for receiving a certain service) and
information (private information of the user of user apparatus 3, i.e., member
information) about user apparatus 3 from subscriber 301 of user apparatus
3, member registrar 105 registers user apparatus 3 as a member.
Furthermore, member registrar 105 generates a member certificate for
generating group signatture data, based on the group signature scheme.

Member registrar 105 issues the member certificate and the public

information to user apparatus 3,
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generator 101 provi des the open key to open key nenory
104. Public information discloser 102 stores the
public informati on generated by group key generator
101. Menber registration key nenory 103 stores the
menber. regi stration 15 key (secret key) generated by
group key generator 101. Open key nenory 104 stores
the open key (secret key) generated by group key

genehBér rb%i’straW! 65 sﬂ%‘r@? Bﬁ@ététlﬁﬂ'méﬁén 5R8 e?I'u%! frerfiber

subscri ptiofn request I stration request

coeifioate, as FBIERAN tofRich’ REN, Y AnTb&rahfoRinatis s idR8dy
20 i nf or mati on (private informati on of the user "o

us e MexpiparriafonmaBon memoryMEIEIStorés iher priviated mforahatidn aisEthe
apparatus 3 from subscri ber 301 of user apparatus 3,
mesmisgrcertifipate, rreltdéd teegach otterUfpe each peepapisardtas a
menber. Furthernore, nenber registrar 105 generates a
nenﬁ‘éhert:%ﬁ:rmceul@gu@eﬁ\cﬂr 10Jereeires agsagvioa pog frgnesarvize log
data, based on the group signature schene. 25 Menber
Dfpwieé £080f pybsquseriapperatus@rservieslog receiyer 100 pravides the
i nformatjon }o user_apparatus 3. 19 Menber

S&é’&?é‘?g in sigpatogy ts#e@E igmt08, Thaservics grineiueas SrRUR he

as rel ated to each other, in

siﬁ#ﬁgq d?ﬁ%regfﬁt":?&%ﬁearwrﬁbﬁ%@m% SRenber informati on
nen bl ERalng SRbsbEbes T SRACBadoM Fhfvice. g
reb'él@ér ?@Pasr@“éfév |§%mr|‘ﬁ-:'? @%rlﬁéﬁﬁ' ésotgler 'a\ﬁgélba\];tl(?%evyhi% has

recei ves a ser rom service

ge@lferé’céﬁi’tﬁélp gﬁétru?é Hﬁtazmcﬁfa"eﬁ' i $hé QQr\ﬁ pvﬁéséc%ra éhe

provi des rvice [og to signhatory | I er

grdine siypatire chemel 0SINYARE sBRiIEw 1o \ﬁ&iﬂi‘ﬁhb’fi@mﬂﬂhﬁtlon stored
generated by user apparatus 3. When signatory

in lpgghu inforenatibd®liscloserviR, tihe open keg dsécret képstetMh een
key memory 104, and the member certificates of all the members stored in
member information memory 106.

Outsourcer apparatus 2 is used by the outsourcer.

Public information memory 201 stores the public information provided
by public information discloser 102 of entrustor apparatus 1.

Service revealer 202 reveals a list of services provided by outsourcer
apparatus 2 to user apparatus 3. The list represents services entrusted by
entrustor. Service revealer 202 also sends informaﬁon (service information)
corresponding to the services and additional information thereof to service
selector 304 of user apparatus 3.

Service provider 203 receives service request data from service

requestor 307 of user apparatus 3. The service request data include group

signature data generated by user apparatus 3.
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10 receiver 107, signatory identifier 108 identifies
the user apparatus, which has generated the group
signature data included in the service | og, based on
the group signature schenme, using the service |og,
the public information stored in public information
di scl oser 102, the open key (secret key) stored in
open key nenory 104, and the nenber certificates of
al | When BBy srovider 203 iréceives lREEVick 1ot daf4 from
menory 106. Qutsourcer apparatus 2 is used by the
senticeoneqoestor BB servicefppowaer 208 ﬁﬁlﬁ@]@sbu%os}li gatares the
public information provided by public in?ornation
adthesticater 204 20 afithenticatetthe gappasighaturé daGemdutizd in the
reveal er 202 reveals a list of services provided by
sefyiceggauest date. apparatus 2 to user apparatus 3. The
Iis& represents services entrusted by entrustor.

Ser VidRuUR 8igbaluse aptieniicater 28ddudges thatthe groupssignatues
dinfor Lﬁoni correspondi ng tgo the services and

3 A iieHUNate thehaevse RIRNICesR08 prawde the serigasdodiser

@%fafﬂf éjser apparatus 3. Service provider 203 receives
erv ge‘request data from service 25 requestor 307 of

or oy TR kiR 203 % GiEiibeS ok BNER el 4P iSovice

|0§Qné@hgﬂ,%@vi ce provider 203 receives the service
Fequest data from service requestor 307, service

Pr 0GRy sigRatuRs KSthehRkdor B4 %hm&ﬁcaggi}gleitqgg% gg;dn%?uﬁ'e

to authenticate the group signature

dath erovdsd by eenatUSRNidea D83 Baskl ¢ PP R4 G
aut hent i ca?or 204§lj%gdges that the %p g%attu'}eesmeme’

. ustiyg thegpublicénfotrnatidre stordid in pEblid ibforAtaAichdaemdpp201 ovi de

the services to user apparatus 3. Service provider
203eivice lpg owvirdery 20festomes/ihecsareiqeestuattidata pradded by

service provider 203 as the service log.

Setvice log provider 206 sends the service log stored in service log

‘memory 205 to entrustor apparatus 1.

User apparatus 3 is used by the user.

Subscriber 301 communicates with member registrar 105 of entrustor
apparatus 1 to notify entrustor apparatus 1 of a subscription request and
private information of the user of user apparatus 3.

When a member registration and subscription is permitted, subscriber
301 generates a group signature key, and thereafter receives a member
certificate and public information from member registrar 105.

Subscriber 301 provides the member certificate to member certificate
memory 302, and provides the group signature key to group signature key

memory 303. For example, subscriber 301 provides the public information
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| og nenory 205. 10 G oup signature authenticator 204
aut henti cates the group signature data provided by
service provider 203 based on the group signature
schenme, wusing the public information stored in public
informati on nmenory 201. Service |og nenory 205 stores
the service request data provided by service provider
203 as the service log. 15 Service | og provider 206
toggRttelsr witietheaheimer Ceaifishiel 8 dnkMber bahmeaﬂe%erﬁb‘?f@

205 to entrustor apparatus 1. User apparatus 3 1s used
by WWieerugmiup stiyretard d4te 276 takfEtid) sidisefibdf BdH ﬁfﬁ%qwre
registrar 105 of entrustor apparatus 1tonetif
pebitarinforoatiap framapubiid infdrmeationafissogsri 102 cbfeauﬁrsttorand

20 private information of the user of user apparatus
appargiusn . ancrpnexide thegpshlicanfoomation ts gbougr sighatune igenerator
@grn1tted subscriber 301 generates a group signature
3 and thereafter receives a nmenber certificate and
pub i ¢ infor t|on from nmenber registrar

sub¥embss cedpicals memsy 30Rstoresiibe member c@af eate@and the

and provides the

pmig?ﬁogﬁg é"{{g'{cgl? b¥8“5§%§6¥§88n5ture key menory
303, r@ﬁ.gﬁ(ﬁtﬁ%ﬁ%&éﬁﬁ”'% bR SipRBey o

i nfor

rbﬂdgg at e nmenory 302 When group
P Si gnaigg%gbggﬁgé agrcg1 cal cul at ed, subscri ber 301 nmay

ac t
seumaslp 101 S SNy ISD, 0 v

sehficerdvehed BY S8Rk rad or 5
305. Menber t(‘}fel‘tlfl cat%é[rgr{a%g??pgggﬁgﬁ)#e %?nber

ceWhén cehdcaseletioe 308ubbéiVes BER d@ihf&méifoﬁVarﬂﬁﬂdcﬁWonal
subscri ber 301.

information from service revealer 202, service selector 304 sends the service
information and the additional information to group signature generator 305.

Group signature generator 305 calculates.group signature data based

~on the group signature scheme, using the service information and the

additional information received from service selector 304, the public
information stored in public information discloser 102 of entrustor apparatus
1, the member certificate stored in member certificate memory 302, the

group signature key stored in group signature key memory 303, and a

random number generated by random number generator 306.

Group signal generator 305 provides the service information and the
additional information received from service selector 304 and the group
signature data to service requestor 307.

Random number generator 306 provides the random number to group

signal generator 305.
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G oup signature key nmenory 303 stores the group
signature key provided by subscriber 301. 10 Service
sel ector 304 selects a service specified by the user,
fromthe services revealed by service reveal er 202 of
out sourcer apparatus 2. Wien service sel ector 304
recei ves service information and additiona
informati on from service reveal er 202, service

sel quhaH sSbeRRHEstbRNS0? PEEIGE: the NHiRB BN Ash, thE

addi tional information to group signature generdtor
ad@ifiondlSnfanaations, dthihe! fods BRINAtGre RS fofh §HIup S§nAlr oup
signature data based on the group signature schene,
geisenatprtds, seridecrequedior 38V isends e bb&iceaiffbirtriztioal the
~information received fromservice selector 304, the
agditional infonmatiomtandrthetgroep signapurkl data asfservied rayuest data
di scl oser 102 of entrustor apparatus 1, the nenber
tocutseyrceneeparetiised i n menber certificate menory 302,
the_ 20 group signature key stored in _group signature
keyORermiion efdhe fitst @xamplani esnbedimssat wggb@ daseribasibelow.

d 306. G [ |
BRARCT generat or 306, Group sighal generator
g A SRS R AL
i g 306 id th .
oo BRE 8RO RN B84 Ry 00 2 B¥h53y BB e

gré&h %iﬁ%td@%gﬁlgr Ggg%ﬁ h@gﬁgﬁgﬁ%ﬁ#}m}ofﬁfo‘@i&% the public

i nf ormat i1 on, ormatl on,

infofratfior tapabi iIRfditzdioh dNBIGKSUHD S bet\Ales SRNBEAHY: 305,

service requestor 307 sends the service I nfornation,

registeatiorkey (s@opdt Key) 5 MRS regRtatibl KBy PHEMSHOTES, Wik

data as service request data 5 to outsourcer

preyiges titeuspeh k&pgseatéteypio bpen kiey sterpsgmuifar y

enbodi ment wi ||l be described bel ow.
(Key notification)

The entrustor makes a contract with the outsourcer for entrusting
outsourcer apparatus 2 to provide services for members of the entrustor.

Public information discloser 102 of entrustor apparatus 1 sends the
public information stored in public information discloser 102 as information
required for member authentication to outsourcer apparatus 2.

When public information memory 201 of outsourcer apparatus 2
receives the public information, pUinc information memory 201 stores the
public information.

(Member registration)
Based on an operation made by the user, user apparatus 3 causes

entrustor apparatus 1 to perform a user registration process and acquires

information required to.generate group signature data from entrustor
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(Key generation) First, in entrustor apparatus 1,
group key generator 101 generates public information,
a menber registration key, and an open key used in the
10 group signature system G oup key generator 101
provi des the public information to public information
di scl oser 102, provides the nenber registration key
(secret key) to nenber registration key nenory 103,

appératiy OV TARSprob . to open key
B Joa e hioCBs R Sile koGS Tegititoh oPor makes

a ctris aasimiad tiatidrtruetdreppacfis f HasrveHR irmation

out sourcer apparatus 2 to provide services for nenbers
resfuinetido betometdmembarafientrusfop apphiaios di scl oser 102 of
entrustor apparatus .1 sends the public information

st oFigd Ziis aglayahart offaor oparation deguédmzeior t€dstasing a member.
information required for nmenber authentication to
Thosespafts shown ﬂi"a?@t- dyvhich ace idesticaltbltheséd siiawmrin Fign 1 are
rrelfgorﬁ 2&1 of outsourcer apparatus 2 receives the
denmied oviidgniicabratenence éharactenst or mat i on nmermory 201

st ojes thaj‘ public i Eéorma%i on. (Menber registration)
Basel OBR AT NGRAUED P P FRESIGNNG & Enemker willds degasibedt us
e t pust,or apparatus 1 to performa user

bé%‘é?@ﬁ'r%{?’%ﬁ"%?%g& "and acquires information

r equj : ' t.ure ta,fro

e RS b Lo AR E 3 sCie BB rofiEle
in i gt ratl ' - t
RSP L8} TR Pdss, Sn 3R e RR! bERirhy fbmper of

entee IFRIpParBRIB AT fréth 1RO UEES b RRA T Uskebutdd ggpﬁsi 2

flowchart of an operation sequence for regls ng

merthatep SH0ThamscABEL 30 P BONS tHe riviite thvhh&kbrAARd a
identical to those shown in Fig. 1 are

subscription request to entrustor apparatus 1. When subscriber 301 has

sent the private information and the subscription request to entrustor

-apparatus 1, member registrar 105 of entrustor apparatus 1 executes step

S102.

In step 8102, member registrar 105 receives the private information
and the subscription request. When member registrar 105 has received the
private information and the subscription request, member registrar 105

executes step S103.

In step S103, member registrar 105 determines whether the user with
the private information is allowed to beco'me a member of the entrustor or
not, based on the private information. For example, member registrar 105
determines whether the age indicated by the private information satisfies a
member subscription requirement or not.

If member registrar 105 makes a judgment to refuse to register the
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denoted by identical reference characters. An
operati on sequence for registering a nenber will be
described below with reference to Fig. 2. Wen
subscri ber 301 of user apparatus 3 has received
private 10 information (e.g., nane, address, and age)
requi red becone a nenber of entrustor apparatus 1
fromthe user, subscriber 301 executes step S101. In

. | .

b SR I Rt e BB B i SfBer reqigrar 105

ndtiiea Rkt apdaratiten of o l%‘élB&J:r*iiﬁfon%iué&@SWﬁ@r{‘%%érgaﬁatd%rrétﬂ@tse

i nformati on and the subscription request rustor
hakregpived ahel suBscriptibh eefusBD iLSEF appdifusO8 eRBEItES sBp S104.
apparatus 1 executes step S102. In step 5102, nenber
r egnstea 5108 subsoebee301 bbuger aptaratusDdisplayea masshage

the subscription request. \Wen nmenber registrar 105
repegsenting thecsliidosiption refasal, farfeommatie,candhstdps iee subscription
subscription request, nmenber registrar 105 20 executes

~ Pregess- S103. In step 5103, nenber registrar 105

determ nes whether the user with the private

| nibTeEIes Fegistrar 1 09,8 wkes Biseament inaatal agubspeption,

e ehspBetrag 10 epaes shes S108. anibearsaTies Sahet her

exg A8 Y B6S hocrt ption' requi rement. or not. 1t
ronrSleps . Stpe, MBS ol A8 nleFletiieh

o _ er ot
SUBSUIR? DO Baner O IGRADRS ke fecllredltp Hemerdiidrone
sighafuae Abks ugindde pRfRiiNRAmblen SHPEE in thminﬁﬁmﬁ%&

user apparatus 3 executes step S104. In step S10
disslosec 02 and 304 némbeetegitiRaibatiley stordidsiRlmembar FRAStARRN
key memory 103. The signature key is made up of a member certificate and
a group signature key. The group signature key is generated by subscriber
301 and represents information that is known only to user apparatus 3.

As a resuit of the above process, member registrar 105 acquires the

member certificate and subscriber 301 acquires the member certificate and
the group signature key. |

Member registrar 105 stores the initially received private information in

relation to the member certificate in member information memory 1086.

Subscriber 301 stores the member certificate in member certificate
memory 302 and stores the group signature key in group signature key
rhemory 303.

(Service usage)

In service usage, user apparatus 3 receives services for the members
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5 representing the subscription refusal, for exanple,
and stops the subscription process. If nenber

regi strar 105 makes a judgnment to pernmit a
subscription, then nmenber registrar 105 executes step
5105, and subscriber 301 executes step S106. 10 In
steps 5105, S106, nenber registrar 105 conmuni cates
with subscriber 301 to generate a signature key

fromtoute@grckPapeaid 2 group signature data, using the
public information stored in public information

di sElgoSds aliRvabast dffeh OFSHABEN BEGISHdOr ABiNgaY sefvivieed

in menber registration key nmenory 103. Thé signature
TRese partsrabewnin Big. 3 witichere ienticlitoaheseaskowdd irfFgr are
siu%natur'e key. The group signature key is generated by
denmied byldenticabrefanemce apreaderss i nformation that is
known only to user apparatus 3. As a result of the
abof}B pemRtionssequenipe forr using arsgrvico wilhbe dieseribadhbelow with
nbertcggrtifi cate and subscri ber 301 acquires the

refRIRBe? 1QEI%: Bt i cate and the group signature key. 20
Menber, regi.strar. 105 stor the initiall eceij ved
o T teb B203; SbicamaIsiiS 574 bl GsetapRanat ives a

i £ . - i nf i 06.
refEAibl sbRR St Troff T8Rlcd i BRlER 202 b B e S naratis br
b 0, K th i t
Ugeh ol ifs 8 JIEiTB e Serdisl it rory 303 25 (Servi ce -
usagfsn ke ﬁgéwhﬁ?gén%a@d uls@»;—,ﬁ%,ﬁa?%%% s r Cc{ief?‘:a:%ér;rgrﬁgt s

services for the ers Fom out so

i P o ol frp e el ehvaesyacts don
executes gty BRO2. t o those shown in Fi g. 1 ar e

In step $202, service selector 304 selects the specified service from
the service list, and sends a selection result representing the selected
service to service revealer 202,

When service revealer 202 has received the selection result, service
revealer 202 executes step S203.

in step 8203, service revealer 202 sends information (service
information) corresponding to the selected service and additional information
to service selector 304.

The additional information represents information required to make

unique a message to be signed. For example, the additional information is a

session ID, time information, or a random number generated by outsourcer

apparatus 2.
When service revealer 202 has sent the information (service

information) and the additional information to service selector 304, service
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denoted by identical reference characters. 5 An
oper ati on sequence for using a service will be
descri bed belowwith reference to Fig. 3. In step
5201, service selector 304 of user apparatus 3
receives a revealed service list fromservice
reveal er 202 of outsourcer apparatus 2. User
apparatus 3 displays the service list. 10 Wen the

selRtorBM SRVIUBLSep BI04apparatus 3 to specify a
service, which the user wants to receive, fromthe

serUnstep 5204, stvive 66leeRIr@UMOecEilds HRXSENIRSnfIrfation and
S202. In step 5202, service selector 304 selects the

thepadiitioral isfermatien froonservite reesalec202, &id s thenidsvide

.selection result representing the selected 15 service

infernaatian ard thevadditenad 0fforruiiion segroup sigretesl gene?dr 383,
received the selection result, service reveal er 202

exe VR gEUBSIgNATLre generatgs I50®s receivieddhe sendteer 202
(service _information) corresponding

. sends. i nfo tion. .
gy @%@%@?@fo@t@w gdorRRtiaf ke seRdre isatestarsi040 grodn
: ' | 304. Th iti | inf ti
st YRigate B acies somsah 1 o make | untque &
I ddi ti onal

e Kk R G 85 o B a0 Ll S0 ot

i nformation I

OARRBEUGG 9901 BN ARGHAL

eén service revea

o018 908 O 6, B

PR AIISNATOSBERS, 108 F ST ool SruathBrits 20
certificate stored in member certificate memory 302, the group signature key
stored in group signature key memory 303, and the random number
generated by random number generator 306.

The group signature data are data indicating that user apparatus 3 is a
member of entrustor apparatus 1.

Group signature generator 305 provides the service information, the
additional information, and the group signature data to service requestor
307.

When service requestor 307 has received the service information, the

additional information, and the group signature data from group signature

-generator 305, service requestor 307 executes step S206.

In step S206, service requestor 307 sends service request data
including the service information, the additional information, and the group
signature data to service provider 203 of outsourcer apparatus 2.

When service provider 203 has received the service request data from
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the additional information from service reveal er 202,
and sends the service information and the additiona
information to group signature generator 305. 5 Wen
group signature generator 305 has received the service
informati on and the additional information from
service selector 304, group signature generator 305
executes step 5205. In step 5205, group signature

S@SRR RYQESIBP 30T AdiVicBRSvigECHI Sk&binbssRp 8GR

corresponding to the service informati on and the

addin stlepad20Mbervied pvider RO30RsiGEs @rolSigHARI
signature schene, using the public informtion stored

autheptitdtoc 204 bbtherddroice deguesisiata Hodrdet teatithesticdte the
apparatus 1, the nmenber certificate stored in nenber
legiimadyi of dhe gneumpsigna@e dateeingluded is thmatvice leguest data.
stored in group signature key nenory 303, and the
r anHE1em@nepe signatwier autbentisaterabhas edsivedihecseatioe

306. d}a?t The group signature data are data indicati ng
reaygst @rff%gafvé&%eromeé 203, arompsigrAtuemavihentieator 204

t,us Group signature generator 305 provides
FRUREEED szoe

esset nformati on, the additional information,

530 S A e Bl ARG
38 e AT e AU | L DALY 5P
S erd SN G S SRS o

mé&mbw 2@1.r equest data including the service
i nformati on, the additional information, and the group

25 Grogpagigmaturtodathbnticator 204 npfifed §eivicd0FoQider 203 of the
out sourcer apparatus 2. Wien service provider 203 has

authardication rémuliser vi ce request data from 27 service
requestor 307, service provider 203 executes step
523¥hen service provider 203 has received the authentication resuit from

group signature authenticator 204, service provider 203 executes step $209.

In step S5209, service provider 203 confirms whether the authentication
result indicates that the group signature data are legitimate or not.

If the authentication result indicates that the group signature data are
legitimate, then service provider 203 executes step $S210. lf the
authentication result indicates that the group signature data are not
legitimate, then service provider 203 executes step $S212.

In step $210, service provider 203 judges that user apparatus 3 is a
member gf entrustor apparatus 1, and provides the service requested by

user apparatus 3 to user apparatus 3.

After having providing the service, service provider 203 executes step

S211.
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In step 5207, service provider 203 notifies group
signature authenticator 204 of the service request
data in order to authenticate the legitinacy of the
group signature data included in the service request
data. 5 Wen group signature authenticator 204 has
recei ved the service request data from service
provi der 203, group signature authenticator 204

exefritep SEEP sBrAte plollidel 203 3408s 11E S8RicR! HRAMAESH, the

aut henti cator 204 authenticates the group signatur

additional iefortlation, i the Y6 SRNBRAY Yata B3t BasRE 189 it he
group 10 signature schene, "using the public

seémicerlogmemoryt205ed i n public information nmenory 201.
G oup signature authenticator 204 notifies service

pr ol slep S202, sérvidesprowideh208 istayts the gediod Using/eration.
servi ce provider 203 has received the authentication

(Usss iflantifieafian) 15 group si gnature aut henticator 204,
se{)%i ce grovi der 203 executes step 5209. 1In step
5200Ntruter aRRAMIUSY] entilesuseanparstushbiwhieh hae received

thentication , result |ndicates that the grou )
thE BBV, PESEY O e Sefvics laaaveddh owrourper anparatus 2. This

o QAR 80 o bh S  DE b 8Bt
schl, Ry R 183 b Py BUBMSPLO B o o
oPpS P il 85, MYl RHRBLETBH Y,

US SerdB8 B@bHvideri2D6% el dBE Bt OF séﬂk%é‘@?&haﬂi%ﬂ%&&iﬂénal
t y Uuser

1, and provides the service requeste

infappaticat, ehdyrbap RMat@BRRALYReSportdindté 8seldivhNBervice

provi di ng the service, service provider 203 executes
I.ogéﬂreplhicﬂthISEr aparatus 3 will be identified, from the service log saved in
service log memory 205.

Service log provider 206 sends the service information, the additional
information, and the group signature data to service log receiver 107 of
entrustor apparatus 1.

When service log receiver 107 receives the service information, the
additional information, and the group signature data from service log provider
2086, service log receiver 107 sends the service information, the additional
information, and the group signature data to signatory identifier 108.

Signatory identifier 108 identifies the user apparatus, which has
generated the group signature data, based on the group signature scheme,
using the public information stored in public information discloser 102, the

open key stored in open key memory 104, the member certificates of all the

members stored in member information memory 106, and the service

29



10

15

20

25

In step S21 1, service provider 203 saves the service
information, the additional information, and the
group signature data as the service log in service

| og nmenory 205. In step 5212, service provider 203
stops the service using operation. 5 (User
identification) Entrustor apparatus 1 identifies user
apparatus 3, which has received the service, based on

infdthatiohVineaddRibraRisiniatioPU hAQ Wié §folpPRBhAURS data SEHtS
process is perfornmed to 1dentify User apparatus 3

fromiseivibatog reegiveedorhe service in the event that a
probl em has occurred between outsourcer 10 apparatus 2
andTherermapparsadase id wiith thel isersivesinee watit eatragtor
provi ded. Service |og provider 206 selects a set of

appargiued forifnomnthiel senvicaduittthe naer has feneined va usand
group Si glnature data corresponding to a session

appasatiip e InIstigh a epsehigriuusignatapp geaenasor3ah of usas
identified, fromthe service |l og saved in service |og

appaRyEy Sepiculates gseyp signptie siaby Waile nebincliding thenservice
.. servj.ce.info ion, .the additional information, and
'"%Hga ?'Bﬁbthgi‘&qgﬁ‘&gé sigted- t 0 service | og receiver 107

ei,ver

2o AR AR o T STk e T
YREERER, 1Rk SRR HBREE e EERY. °

: . i . e Lo on,

Ul RS Fheritd T et Stor apBafdl 1 RAR ob B R FRb .

inf&RfationbOSRktYr Asiithiusi £r 108 identifies the user
apparatus, whi ch has generated the group signature

dafTierdfors buasburber AFparatusi DB6ELIhEt RYARERhe nmisrhbér t he
~ public information stored in public information
infdinsaticrsmanaed by lentiStoy pppakatys At dt Bohdtmeepesarydyr the
menory 104, the nenber certificates of all the

‘enirasioe ta provistectiel privataninéormatioor that isonanaged by s entstor

the service
to the outsourcer. It is thus possible to avoid the danger of the leakage of

the private information that is managed by the entrustor from outside entities
such as the outsourcer.
For the same reasons, the outsourcer can reduce the bost for

managing the private information. Furthermore, the possibility that the

‘private information of the user may be obtained by a third party other than

the entrustor is reduced.

In the event that a problem has occurred while the service is being
provided, the outsourcer can ask the entrustor to identify the user apparatus
which has received the service.

User apparatus 3 can cause outsourcer apparatus 2 to confirm that

user apparatus 3 is a member of entrustor apparatus 1 by presenting the
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29 information, the additional information, and the
group signature data sent fromservice |og receiver
107. There nay be a case in which the user does not
want entrustor apparatus 1 to know the service that
the user has received via user 5 apparatus 3. In such
a case, group signature generator 305 of user
apparatus 3 cal cul ates group signature data while not
kg sighatiird Bat . ' hRflud B, |

gs?lgﬁn eg. Adv antazgg}]éreds,é %?dtﬂl%[gﬁ%z g?%?fﬂh_\}é gh‘o‘%ﬁ%ﬁtﬁ r%/agf I%q%e

thissmotirbguirdtblocssmmbnRateiWiB eh@utler appamRlsA Ywhen using the
enbodi ment, outsourcer apparatus 2 10 authenticateS a

semyiteer of entrustor apparatus 1 using only the public
information of entrustor apparatus 1. Therefore,

out deoerding tegharexemplary dossodioent, eger appatatusBgeaerates a
i nformati on managed by entrustor apparatus 1. It is
growp Sianadyrediay based orepublie infarmation ocpvevisdbe gneup

private informatjion that is managed by the entrustor
siggaEe %t%%%atec%qnveﬂ@di@t@,rﬂm? @@ygiyeglthetc@naglaedjdataeto
o5l EAERoCapen ol e Bechered s
. rncer.. For the sane reasgns, the

w8 dndiioer ealuliIRH 68 o wePerte B BRMhekRaR gte A

o . P Chi L hat
SR, 2 TBIRS nd MR ool A0St o
Uder applbitls sRfHeratel Qﬁéu% F%&aﬁfr@ %a?é‘h&nggﬂ\éAhéﬁ?ueésﬁ ﬁ%’lctﬁg'

In the event” that a™pro as occurr

desired isepride the miinbey cHifiGfle, thByroup %%ﬁlﬁé\lﬁgﬁﬁﬁ ghsé he

entrustor to identify the user “appar
pubbic gifumeiatidne service. 25 User apparatus 3 can cause
out sourcer apparatus 2 to confirmthat

Consequently, the group authentication scheme disclosed in Non-
patent document 1 can be used as the group authentication scheme.

In the exemplary embodiment, entrustor apparatus 1 acquires the
group signature data from outsourcer apparatus 2, and identifies user
apparatus 3, which has provided the group signature data, among the
members, using the group signaturé data and the open key.

Entrustor apparatus 1 is thus capable of identifying user apparatus 3,
which has requested the desired service, without outsourcer apparatus 2
knowing.l
[2nd exemplary embodiment]

A service providing system according to a second exemplary
embodiment of the present invention will be described below with reference

to the drawings.

Fig. 4 is a block diagram showing the present service providing system,
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user apparatus 3 is a nmenber of entrustor apparatus 1
by presenting the 30 group signature data generated
by user apparatus 3. User apparatus 3 is thus not
required to comruni cate with entrustor apparatus 1
when using the service. According to the exenplary
enbodi nent, user apparatus 3 generates a 5 group
signature key based on public information, converts

IHb%eQHa‘i’!ekl%ho‘%\ivrgiﬂqiigr@mﬂﬁﬁ% éd'@ @SRRI ShbvRdn #34.5t are

and provi des the CTonverte ata to entrustor

deppaschby RichticdnbfaiShdd ciaphgierd s 1 encrypts the
converted data wth a nenber registration key to
geneksasteoven mefiged, werdreddritakevies providing RastehrtinkRidesand
provi des the nmenber certificate to user apparatus 3.
enfusios apppradus i aso@soecer apesratso2ere] geatapparatas S.
using the request for the desired service, the nenber
cer ENtiustarapparaiug rlewemyirigeatthe @rangement of betrustobl i ¢

i nformati on. Consequently, the group authentication
apPR@ANS di chargeet09, erdoharging énformatiomeremoryck®. be used
as ﬁ%e r?up aut henti cation schene. 15 In the

exe "5&? U AR #EAt12 IRcldes agnemppasiariog thergiyaipregram

par at us 2,

0 B e B ortis orrapPaeatys g sk Rtovbbed

A REHHE S eRGHRL Hidh 3 DRl fevider Retie ripetiu .
BRI bAEr 105 gt ERRTIY Pyl il Bt int Flagion
mefiory 490. W t hout out sourcer apparatus 2 know ng. [2nd

exenpl ary enbodi nent] A service providing system

~ accOhgligeg 100 t&a@%@@e@éﬁ@@'s@é%se@@SPEQ{:F‘@[BBarQﬂJstBh%ed on

present invention wll be described bel ow wt
usees elemified by signatory identifier 108. Charger 109 determines usage

fees of the respective users based on the information stored in charging
information memory 110, and notifies (charges) the user apparatus of (with)
the usage fees.

Charging information memory 110 stores information about a charging
method for service usage. The charging method may be, for example, a
pay-as-you-go method depending on the number of times that a service is
used, or a charging method depending on the type of a service used.

Outsourcer apparatus 2 and user apparatus 3 are identical in
arrangement to outsourcer apparatus 2 and user apparatus 3 according to
the first exemplary embodiment.

Operation of the second exemplary enﬁbodiment will be described
below.

The key generation of entrustor apparatus 1a, the notification of
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25 to the drawings. Fig. 4 is a bl ock diagram show ng
the present service providing system 31 Those parts
shown in Fig. 4 which are identical to those shown in
Fig. 1 are denoted by identical reference characters.
As shown in Fig. 4, the present service providing
systemincludes entrustor apparatus la, outsourcer
apparatus 2, and user apparatus 3. 5 Entrustor

oufsparcer appaeate A s publeinforirRie ARt probeNbf fegis¥ring
apparatus 1, charger 109, and charging information

us@mapparatle.3 fiof subistribes tooentapgtor apperafiss 14 cindd@e process of

menory storing therein a program for controlling
"tﬂbétgati;ﬁmebﬁpemamsswm thengmvige wse taaiesholtdn toerpatmer

for executi n% the program then the conputer may
mappeae Withdhe fiey examptary @mkedimest.char ger 109, and the

nory may realize charging information nenory 110.
(%Q'Qérp@%eﬁsat al s service usage statuses of user
appas.at.us se n_. users jdentified si gnat or
OBl b1 ThBENatit Al b eT Bl aendRdeT BibsaBSNg b ehasge.
' e sed on t.he.information, stored
TS ARSI | HCE T Bfe REnlitg & sSehoibin HBed e

In C

- dérfhed B Merkti2s! @?&Pn@@eﬁé%tc%ﬁgf Jﬁ%&@?r&.ﬁ%%&én%%efor |

fees. arging inrormatron _
ProSesBintA B RPAN b CARL BRI R W drBhos | Fig©8,
usage. The chargi ng nethod may be, ftor exanpl € "a

IOa)ErﬁmstMrﬁm%h@c&I%@%b%rﬁﬁetlélffrBHfmﬁ%%grgeFi mes

that a service is 20 used, or a charging ne

appapdus 2meraoontizet inteeapf a service used. Qutsourcer
apparatus 2 and user apparatus 3 are identical in

ar rInegdically, seovice{approvider 20Basfajuisoutcanabparatus 2
apparatus 3 according to the first exenplary

exgpesistathB301 per constant time.
In step S301, service log provider 206 reads the service log from

service log memory 205. When service log provider 206 has read the
service log, service log provider 206 executes step S302.

In step S302, service log provider 206 sends the service iog to service
log receiver 107 of entrustor apparatus 1. The service log may be sent and
received off-line, rather than via a network.

When service log provider 206 has sent the service log, service log
receiver 1.07 executes step S303.

In step S303, service log receiver 107 receives the service log from

service log provider 206, and sends service information, additional

information, and group signature data included in the service log to signatory

identifier 108.

When signatory identifier 108 has received the service information, the
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OQperation of the second exenplary enbodi ment will be

descri bed 25 below. The key generation of entrustor

apparatus la, the notification of 32 outsourcer

apparatus 2 of the public information, the process of

regi stering user apparatus 3 to subscribe to

entrustor apparatus 1 a, and the process of nmaking

t he user apparatus use the service are carried out in

adtiopakinformatioer arabthel grbup BRynature tdaex esighato identifier 108

enbodi nent. 5 (Charging process) Fig. 5is a flowhart

egecidas siepr3itbon sequence for processing a charge.

Those parts shown in Fig. 5 which are identical to

t ho%s@ﬁoﬁﬁM sigRatpry identiier 409 idendifiey thelesei apparatus,
rence characters. The operation sequence for

b 8§ Q@Eaat@ﬁéhggr%n sigpatupdate, beged endhe group

sit ﬁffrenCﬁ to 3 5. 10 Entrustor apparatus la

ggr UL PE e e Ui S/F'z?egf%’a waﬂww%tau ubl@ﬂa@r@augnz

service

B P Bolpaen Sitiostt Toaghe spb 18V sogtip Denriay

provi

mé r oy EGH rea%nﬁeﬂgmﬁﬁeﬁ% aﬁég?.{%‘?ﬁ“ \‘Ié?cgtgllf‘%g@e
mb%eﬁﬁiﬁfrﬂatﬁﬁﬁneﬁhﬁg grvice log provider 206 has read
the service rvice | og provider 206 executes -

st an/hsatkagndt&ysasm.f@%%a néér'iﬂﬁe%ealll g L&b%gpsratag@ e

sends the service log to service og recel ver

seevite |og, ergnami?f@éMEleM 08 Peovigey tH"eesérOE:erlﬁﬁbn'?i%tlﬁﬁ %W%@r

received off-line, rather than via a network

apparatuis éfomgatorondpdeserding thesdertified tuser apgwaﬁ@s tcoaaar er
service log receiver 107 executes step 5303. In step
08303, service | og receiver 107 receives the service

o L(EJIEIJ r(?harger 109 has received the service information and the user
apparatus information, charger 109 executes step S305.

In step S305, charger 109 totals service usage statuses of the user
apparatus based on the service infofmation and the user apparatus
information. When charger 109 has totaled service usage statuses, charger
109 executes step S306.

In step §306, charger 109 calcuiates usage fees of the reépective user
apparatus according to the usage statuses and the charging method stored
in charging information memory 110. When charger 109 has calculated
usage fees of the respective user apparatus, charger 109 executes step
S$307.

In step 8307, charger 109 notifies (charges) the user apparatus of
(with) the calculated usage results.

Advantages of the present exemplary embodiment will be described
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service | og provider 206, and sends service

i nformation, additional information, and group
signature data included in the service log to
signatory 25 identifier 108. Wen signatory
identifier 108 has received the service information,
the 33 additional information, and the group
signature data, signatory identifier 108 executes
bslpep 5304. In step S304, signatory identifier 108
identifies the user apparatus, which have generated

t heAgeadmgsioghaexemptiay @mbmtiednt entiuetgappardius 1a
signature schene, using the group signature data, the
raseies @ seiviceneg from ouisouredr apparabls 2, amd iwemtifie®a user

di scl oser 102, the open key stored in open key nenory
aﬁﬁﬁratuérw"tﬂh Qaﬁﬂﬁﬂéfate@ Brour signaitire tiatd includedrie tive service
i nformation nenory 106. Wen

'OQi '@ﬂ%&! 6r%!9'?%m ) 'ﬂfan%fwmﬂo‘snpm?ﬂ Hhegoup signaturgsystem.

08! T8 BUT el St AR P 4 %%.»easta%'?niﬁfﬁerﬁ@édfe the Ea'-zeerr
I T1

AR e R e s

cRLY & service information and the user
ppar at ﬂ(s)‘gvpﬁforrmti on, charger 109 executes.-step S305.

15 B%eﬂtﬁptrﬁgéntiﬁé@ﬂ%r Ei)%?athg Id%h%%%ﬁ%;ﬁ lesﬁ’x%edeswed

statuses of the user rat us base e servi

sevit® gmrius Y spparaths 15&%@5&@@&9& e fdrthe ru@fagé op théf\hen

charger 109 has total ed service usage statu

desiied gervicelpthaxesartapardtas, &&D@ha@&s%h@@séﬁ@ﬁpar@hﬁ;’@ﬂh
109 cal cul ates usage fees of the respective user 20

thexppageategs according to the usage statuses and the
charging nethod stored in charging information nenory
11&0ngpaHentha egbustty@pparatusiiads aapable of charging the user

apparatus which has requested the desired service with the service usage

fee without the outsourcer apparatus knowing.

' [3rd exemplary embodiment]

A service providing system according to a third exemplary embodiment
of the present invention will be described below with reference to the
drawings.

Fig.6is a bloc_:k diagram showing the present service providing system.
Those parts shown in Fig. 6 which are identical to those shown in Fig. 1 are
denoted by identical reference characters.

According to the third exemplary embodiment, entrustor apparatus 1b
sets a plurality of groups as members. In a member registering process,
entrustor apparatus 1b determines a group to which user apparatus 3 will

belong, depending on the qualification of user apparatus 3, and issues a
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usage fees of the respective user apparatus, charger
109 executes step 5307. In step 5307, charger 109
notifies (charges) the user apparatus of 25 (wth)
the cal cul ated usage results. Advantages of the
present exenplary enbodi ment will be described 34
bel ow. According to the exenplary enbodi nent,
entrustor apparatus la receives a service log from

gPouiS Sighaire R@P@bﬁééﬁon%-ingaﬁﬂthgcb%{,hfi es a user

apparatus which has generated "group signature data

i nclAugredipi settifiemegiod Bay be, ftxaliie % methdd st Ma8sifying
identifying function of the group signature system

gMupsdiased, ort menter qusiifications 2é at, Uhemdek flah be aGhethod of
identifying the user apparatus, which has requested

claweifyieg graupsdmsedon privaté informdiiom et g prrate and dppalat us
knowi ng. Based on the identified user apparatus and
t he QuispIBeer apparaivs 2ecchanges seivices ta be pravidedikt oser

&g&aigﬁs | a cal cul ates the fee for the usage of the
apRAAluSS dependiag vy the greweto whishrusen apparalus Baelengs. he

et PSRN D) b e SORGECHHIS &I SPMARRESRS Sifestor
oot oAt Bt drirallS el g0 Uk podstatemaut ¢ he

rbony Set pARRALR HE R Bty of SR B amneyatase 2
P P o F IR K henfiics . fnf g fin 0 66 REy
mémavwesgs. 20 Fig. 6 is a bl ock diagram show ng the

present ser vi ce providing system
Fig. 6 shows an example in which entrustor apparatus 1b includes two

group key generators, two member registration key memories, and two open
key memories. Specifically, entrustor apparatus 1b comprises the
arrangemeht of entrustor apparatus 1 shown in Fig. 1 or the arrangement of
entrustor apparatus 1a shown in Fig. 4, second group key generator 111,
second member registration key memory 112, and second open key memory
113.

i entrustor apparatus 1b includes a memory storing therein a program
for controlling operation of entrustor apparatus 1b and a computer for
executing the program, then the computer may execute the program to
realize second group key generator 111, and the memory may realize
second member registration key memory 112 and second open key memory
113.

As with group key generator 101, secand group key generator 111

generates second public information, a second member registration key
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Those parts shown in Fig. 6 which are identical to

those shown in Fig. 1 are denoted by identica

reference characters. According to the third exenplary
enbodi ment, entrustor apparatus 1 b sets a plurality

of groups as nenbers. In a nenber registering process,
25 entrustor apparatus 1 b determ nes a group to which
user apparatus 3 will bel ong, depending on the

(erret keyaanda setond epeajipaisdaret Rey)arddiis #egroup Sgnature
rogg signature key corresponding to the group. A

SYBleh setti ng net hod may be, for exanple, a nethod of
qual i fications,

c. o Sechbrilou ek boustatoriiioevos the aocond pablar oups
OB SR Lt PuplBaariatardisnignge 402 arobies tho seeond member
R Qo e P it Koy Aacinbud 12 o
PRvleR e SeYod oA Kol Bp oGP RSV miemanl Toor

ApPBEASHE @p@trég%Légoﬁgﬁﬂbﬁﬁé?@ G é@%%ﬁ%f%ﬂ%ow of

plurality of grou

e o o . . : ;
mopen &z%wﬂegn%ﬁyeg&églﬁgé . % s%%c\ar/sﬁ* %%%gx%%eg{e?#om i1gh

-ent Sesdrf opfPREVeMdry Dl 13 gbrdaRe o n&"o@éﬂ IJé?é;Senerat d

generators, two nenber registration Eey norr es, Tha

byt secondegroui &gy meneratesi1Speci fical ly, entrustor
apparatus 1 b conprises the 15 arrangenent of

entPulsourcea pppatatus 24 cshqwiseisrthéiaﬁan%eﬁfent BEoutsourcer
arrangement of entrustor apparatus la shown in Fig.

apparafds grandsenandicuibligénfermation Mamorys2@nd menber
r e%ﬁst r %t ion key menory 112, and second open key
me nd puplic irfoemation mamely i astaesi thei secbnd gaibiic
. -y staring therein a program
infBfh&tioh Sert flom pup)ﬁc ?nformatl?on giscloser 102 of entrustor apparatus
1b.

User apparatus 3 is identical in arrangement to user apparatus 3
according to the first exemplary embodiment.

Operation of the third exemplary embodiment will be described below.
(Key generation)

First, in entrustor apparatus 1b, group key generator 101 and second
group key generator 111 generate respective keys used in the group
signature system.

Group key generator 101 provides the first public information to public

information discloser 102, provides the first member registration key to

member registration key memory 103, and provides the first open key to

open key memory 104.
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20 for controlling operation of entrustor apparatus 1
b and a conputer for executing the program then the
conmput er nmay execute the programto realize second
group key generator 111, and the nmenory nmay realize
second nenber registration key nmenory 112 and second
open key nenory 113. 25 As with group key generator
101, second group key generator 111 generates second

publ Second grovgt keyngereraer dnd provibies theegecdridapuslic key

36 (secret key), and a second open key (secret key)

érnationtty @UQ?;@ inforsnativat diselosary iz proBdes thik gecung reeshber
111 provi des the second public information

ener at or
5%8'58 PR&ey ie sPaerd BiemberdegistatianRey premoget! 2, laed
tration key to second nenber

d nb 5 [
'5@81%'%? rﬂgg Fﬁﬁ%%?p‘%’g EI%YS {p secondpRepkeymestoryHd 3second

second open key nenory 113. Second nenber

&%S’lrhsﬂ%ﬁé#ogﬂ key nmenory 112 stores the second nenber
gencr bRy STn BRIESE: 3o B SPRERBY pheaiitur dbeendadne

gener a
. K
R e el 68 Bt Econa it B SR te i pPisibfesse
apparatus 2 and second

appapdtgegnt of out sourcer
public information menory 207. Second public

i nf dm mutsio@f’cemfﬂplé)’ata@@a,sEﬁﬁl%si_n?%a?%ﬁgﬂgn%&gp? stores the

information sent from public i1 nformation oser

se¢orehpuhit inforavation pane sedéndlpublidsifforaiitdhdhemoR) 267 stores

identical in arrangenment to user apparatus 3
thecsenomidrtiio infoematiost exenpl ary enbodi ment. Operati on

of the third exenplary enbodi nent will be descri bed
bel dfie group corresponding to the first public information will hereinafter
referred to as group 1, and the group corresponding to the second public
information as group 2.
(Member registration)
| Based on an operation made by the user, user apparatus 3 causes
entrustor apparatus 1b to perform a user registration process and acquires
information required to generate group signature data from entrustor
apparatus 1b. This process is required only once upon member registration.
An operation sequence for registering a member will be described
below again with reference to Fig. 2.
The user enters private information (e.g., name and address) required
to become a member of entrustor apparatus 1b, and information (group
selecting information) required to select a group to which the user is to

belong, into user apparatus 3.

For example, if a group to which the user is to belong is classified by
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(Key generation) 20 First, in entrustor apparatus 1 b,
group key generator 101 and second group key
generator 111 generate respective keys used in'the
group signature system . Goup key generator 101
provides the first public information to public
i nformati on di scloser 102, provides the first nenber
regi stration key to 25 nmenber registration key nenory
mewbeagdalificationidben lee tisersdntoren dksiyed menttsyUedification as
nmenory 104. 37 Second group key generator 111 provides
dreidp selesting infiemiation infoouseatapparatos Bulf a growg to whichahe
di scl.oser 102, provides the second nmenber
urssblsstpﬁamwswéwf@dgacwmm useryitisen tid userlenjers
ry.112.. and rovi des the second open key to
gg‘éﬂ%n%qu OR&AP QFEHB Sglecting iforrratjomiste Usenapparptus 3.

Publi ¢ | ti di scl 102, of t t
appdt e RV FE eI e SmBoneLibs essumed Hiatitom st
| ks {i { 0,.out . t
ehfehs RReRBel Hoalrkalilh 35 s el Byt e iy okt bopr
10 second public infornmation,

appafatys 201 stores the
and second ‘public information menory 207 stores the

secibrPstiigcRiben ' r i | 0
the first publi cégaﬁgﬁﬁ%ﬁ}%#@ﬂ% g%]eg e(?]%dﬁrﬂgté
infarfration dindcthe grei Yelebting Mol J Cfillert ©
t he second puggl [ c@ i nf érr]%at?on gg{g?’@utggzqsgi'%%g%i
30 egranuted step)SHksed on an operati on made by the user,
user apparatus 3 causes entrustor apparatus 1 b to
perihatep §104 esubssyibst Ba1 isendptine prigatenfformation &he group

- selecting information, and a subscription request to entrustor apparatus 1b.

When subscriber 301 has sent the private information, the group
selecting information, and the subscription request to entrustor apparatus 1b,
member registrar 105 executes step $102.

In step $102, member registrar 105 receives the private information,
the group selecting information, and the subscription request. When
member registrar 105 has received the private information, the group

selecting information, and the subscription request, member registrar 105

_executes step S103,

In step S103, member registrar 105 determines whether the user with
the private information is allowed to become a member of the entrustor or
not, based on the private information.

If member registrar 105 makes a judgment to permit a subscription,
then member registrar 105 selects a group to which the user is to belong, |

according to the group selecting information.
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information required to generate group signature data
fromentrustor apparatus 1 b. This process is
required only once upon nenber registration. 20 An
operation sequence for registering a nmenber will be
descri bed below again with reference to Fig. 2. The
user enters private information (e.g., nanme and
address) required to become a nmenber of entrustor
appéit Heugresent exemplafyoembodiovent gnember segietai 105 selects
jnformation) required to select a group to which the

eilqrrgrpdp doraBowe Rong, i nto user apparatus 3. For

exa@_lle, if a group to which the user is to belong is
cl a¥¥i8N BgMier registianhd has selectasha gooup, thembeneegistear

16h Sk S S roreer el [ eatton s Tgrou
2 s i b Bl RRakd S B
o R SO P el S 5 el el e

seléctad HrRf ushifthk i g‘llj% ?rifgfrggﬁiﬁ gf ?‘ﬁ;%?%@%? group,and the,

qual 1 fii cati on ~as

mémPar AdgigtrationisN MERDer F@%t{é’foﬂoﬁjéro'\#ﬁ:%rs Jﬂ? %@%Hr’% Koy

has received thé private ormation an group

anslegroap iinforrafien raprbSehthfivsbt (he &6 '

301 egecutes stg%#8101. I n ;?Ep 516??§su sg%| eﬁaéﬁﬂ?u5
3.sends the private information, the group selecting

i nformati on, and a subscription request to entrustor

apFatbseguent eperativreis thetsame be theabpetaisnsdibe ik

rivate information, the group selecting information,
exgmglaryemhasieenibt i on request to entrustor apparatus 1
15 nepber registrar 105 executes step 5102. In

b, .
(S%'?’E;ﬁ YSBFS) nenber registrar 105 receives the private
[ ns or n%ti on . .
nservice usage, user apparatus 3 receives services for the members

from outsourcer apparatus 2a.

Outsourcer apparatus 2a changes services to be provided to user
apparatus 3 depending on the group to which user apparatus 3 belongs.

An operation sequence in which only user apparatus 3 belonging to
group 2 receives a service will be described below.

The operation sequence which is different from the operation of the
first exemplary embodiment will mainly be described below again with |
reference to Fig. 3.

In step $206 shown in Fig. 3, service requestor 307 sends the service
information, the additional information, the group signature data, and the
information (group information) representing the group to which user

apparatus 3 belongs, to service provider 203 of outsourcer apparatus 2.
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and the subscription

the group selecting information,
105 has received the

request. Wien nenber registrar
private information, the group selecting informtion,
and the subscription request, nenber registrar 105 20
executes step S103. In step 5103, nenber registrar 105

determ nes whether the user with the private
information is allowed to becone a nenber of the

ent rindb® prasent axemplangs ethbodinnémet, the graiup infokmatieh i on.
| f menper registrar 105 makes a judgment to permt a

rERISSERialve 8h aroup X'lisemenber regi strar 105 sel ects a
h the user ,is to belong, according to

? quéﬁgﬁ%péog@&ewlﬁ% ProMiderdid eelifiesgroup signaires ent

a@ﬁﬁ@'ﬁf@ 30 Ui Seviss T aueRAA1S ABALGE orep svprmatin

: J.eqi 105 .
(R 2 BERE o Bl Roall R Cai58e pLiearoup sigrptine data
ireRUHEdh 3Rd §§nﬁl‘;etrtég§1lé£’t5d§%t5.t’er 301 to generate a
signature key required 10 generate group signature

dat widn gloap %éﬁﬁ@%tﬁéﬁ%tgf?}%ﬁp ﬂg% E%%?Z@A tpge - seryice

i nformati on of the sel ect

reeghbdatatdnartheitou ﬁﬁaﬁcﬁﬂiréhfs%rrviw?)r&ﬁeéé %(?3; tq‘r@@p of

signature key and group information represe

sighafuseheibeaticlionB04 eRetisies sepgpegus 10 3. Subsequent
operation is the sanme as the operation of the first

exelptep P208boutiupessignat(Reavibeaticaton2d4 Bleeed iR

. Usage, user apparatus 3 receives services for the
'“E’é‘i‘?ﬁﬁ% to bg usedmacearding tathe grppprisforaatien (group 2).

In the present exemplary embodiment, group signature authenticator
204 authenticates the group signature data using the second public
information stored in second public information memory 207, and notifies
service provider 203 of the authentication result.

in step S2009, if the authentication result indicates that the group
signature data are legitimate, then service provider 203 judges that user
apparatus 3 belongs to group 2 and executes step $210. After having
providing the service, service provider 203 executes step S211.

In step 211, service provider 203 saves the service information, the
additional information, the group signature data, and the group information in

service log memory 205,

(User identification)

When signatory identifier 108 has received the service log, signatory
identifier 108 selects the open key stored in open key memory 104 or the

second open key stored in second open key memory 113 according to the
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Qut sour cer apparatus 2a changes services to be
provided to user apparatus 3 depending on the group
to which user apparatus 3 belongs. An operation
sequence in which only user apparatus 3 belonging to
group 2 receives a service will be described bel ow. 20

The operation sequence which is different fromthe

gc1)c§erati on of the first exenplary enbodiment will
HRRforBatis belused imtheserissi log wSignatoryfidemtifies 108
In step S206 shown in Fig. 3, service

Fi Q... 3. _
'F%@H@éﬂl}? USBT7agRaMalIs waick hiagigeaeratad dhergrawmnsignatare data

signature data, and

"t?ﬂgaéé E‘nﬁlﬁfslc??{q’g% @ iug?@ig&bg%e%%&ﬁp% K$Yr epresenti ng
sor RN A1he Bratieh oSBREIRY Embodiparbiikbedescribern

servi ce prov
beltgyv.Present exenpl ary enbodi ment, the group

informati on representative of "group 2" is sent. In

st e ceRHng BSIHY ;51%58:5Meqrgtgan%@%npﬁ&ef.niégﬁs?@tl?#gawratus

signature ~aut henticator

Thaets aptlrality digPoliby tﬁfuﬂﬁiaﬁhbepa;?%ér%h%@ E)s%bflerio %fog{g, HRd

authenticate the legitimcy o e group signatu

outsparcer mppackds 28 duftferiRaidsophsMBH e uskiabpaliigs ighoup
si gnature authenticator 204 has received tIEe servi ce

¥ egdruatonrappatetug b eboh of B §rRIpE P Mot AE¥dEifhg to
provi der 203, group signature authenticator 204

the,greup signatyp 8hesie. 10 I n step S208, group signature
authenti cator 204 selects public information to be
usebNEiIeditiypessibindo grovige argesvicamatohingrtbemsa) . | n

theﬂ@r esent exenpl ary enbodi nent, group signature

ARV AYRt i cator 204 authenticates the group signature
information stored in

s oM 12ERrrAIGS AgRBParHBY e Bomieationfsthar etine
private information of user apparatus 3, and hence can set a finer service
providing range.

[4th exemplary embodiment)

A service providing system according to a fourth exemplary
embodiment of the present invention will be described below with reference
to the drawings.

Fig. 7 is a block diagram showing the present service providing system.
Those parts shown in Fig. 7 which are identical to those shown in Fig. 6 are
denoted by identical reference characters.

According to the fourth exemplary embodiment, outsourcer apparatus
2b is entrusted with the supply of services by a plurality of entrustor

apparatus. Fig. 7 shows in block form an example in which outsourcer

apparatus 2b provides an identical service to members of two entrustor
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15 service provider 203 of the authentication result.
In step S209, if the authentication result indicates
that the group signature data are legitinmate, then
service provider 203 judges that user apparatus 3

bel ongs to group 2 and executes step S210. After
having providing the service, service provider 203
executes step S21 1. 20 In step S211, service provider

apparadfs.es the service information, the additional
inforqqg{i on, the_group signature data, and the group
i nf SFEROWIKIN rig. Zeheinsesent gender provitiag syskear comprises
ei en{ i fication) Wien signat orﬁé&i dentifier 108 has
MUY 2gPRIAtUS, &, QiitsRUICEE2PRATGHE 2h.yuser Sppaeatus Bi secorel
' the.open k stored in open key nmenory 104 or
eﬁﬁg&%iéeeﬂﬁtﬁg'rﬁrﬁiée%@rl&?ri%’@ BR&@- open key nenory
113 [ e Al arqup.information included.in.
¢ ho EXESIE PPttt T and et St T AP rsat s ik s i
tBe ' rated the. group
o e SRR oo T BLAGT L o By B e Brperatus
18ehewhes FRpen key. Advantages of the present exenplary
enbodi ment” wi || be described 5 below. According to
t heQutseietdr HpaRRus Y iRANAES §BBSAd §;@Mdéslb§ fmérﬂB@f H08'and
1b sets a plurality of groups to which us&r appdratus
se3ong seiviee log prelvidey 208106 additiohQu t6€ BrraRgamehtsf 8@sourcer
aut henti cates whether the user apparatus is a nenber
apgaratwsidast or apparatus 1b in each of the groups or not
according to 10 the group signature schene.
Thelf eutsoercartapperatos 2btingdudes proendey stosing therein a
mat ching the user apparatus. Qutsourcer apparatus 2a
Pregram fiqantoling apesatian ebeutsaurser ppparatis 2hand a computer

for executing the program, then the computer may execute the program to
realize second service log provider 209, and the memory may realize second

service log memory 208.

Second service log memory 208 stores service request data provided

by a member of second entrustor apparatus 4 as a service log.

Second service log provider 209 sends the service log stored in second
service log memory 208 to second entrustor apparatus 4.

User apparatus 3 and second user apparatus 5 are identical in
arrangement to user apparatus 3 shown in Fig. 1.

Operation of the fourth exemplary embodiment will be described below.

Keys are generated by entrustor apparatus 1 and second entrustor
apparatus 4 in the same manner as a key is generated according to the first
exemplary embodiment. Entrustor apparatus 1 sends public information

thereof to outsourcer apparatus 2b. Second entrustor apparatus 4 sends
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private informati on of user apparatus 3, and hence can
set a finer service 15 providing range. [4th
exenpl ary enbodi nent) A service providing system
according to a fourth exenplary enbodi nent of the
present invention will be described below wth
reference to the drawings. 20 Fig. 7 is a block
di agram showi ng the present service providing system
prklis inferarationgheraof to offisgurcer apparatas 2bj dent i cal to
those shown in Fig. 6 are denoted by identical
r ef & EHISOUEIRA PRERERS 2hcRihligi infprmatioh endroant 201 stores the
e l.ary enbadi ment, outsourcer apparatus 2b is
Paﬁ'?qnﬁéqf tign:af enfrestan gpparates dcand seeonsy publig infahviatipn
of ent tor apparatus. Fig. 7 shows in block form
MUY 3935 %Oﬁeﬁ%aﬁ ipé‘ﬁﬁ% ifematioayof sesead sntrustas appevatted.
an i j ervice to. ers of two entrustor 42
appg‘rg gpééﬁ ﬂa@ éﬁmteﬁw't%ﬁggs 3 memaeninanifisterarpasatus 1
a1 Ml entrustoy apparagtus 1, .
2R B IR SURAIR AT AL 98 4B T Blor BBBE e d vices

RISt Hara I Biatidn IIELRETHIMUSE: BRBPIALYS 1o

Entrustor apparatus 1 and secon

witti thd signdtup@key o LBEF apgsRRIL 3t 0 entrustor apparatus 1
shown I1n Fig. 1 or entrustor apparatus 1l1la shown in

Fi gSecbndQuses aippaettus BuagRtars idbifi8d H%ﬁ?oéﬁﬁ g,géond

service |log nenory 208 and second service

eniustdrcppapiatOs draratldequies 4 sighbir@ kepn 2@ wstin®, second

outsourcer 10 apparatus 2a If outsourcer apparatus 2b
entriysiar @pparatus duprpvides einirgstan apparatas infomoation fndicative of

ontrolling operation of outsourcer apparatus 2b and a

engrgﬁm'lagpara%us 4, together with the signature key, to user apparatus 5.

When user apparatus 3 or second user apparatus 5 is to receive a
service from outsourcer apparatus 2b, the user apparatus sends data
(entrustor apparatus information) indicative of the entrustor apparatus to
which the user apparatus belongs, in addition to the service information, the
additional information, and the group signature data, in step S206 shown in
Fig. 3. |

In step $208, group signature authenticator 204 Jjudges the entrustor
apparatus to which user apparatus 3 belongs based on the data (entrustor
apparatus information) indicative of the entrustor apparatus, and thereafter
authenticates the group signature data, using the public information
corresponding to the judged entrustor apparatus.

in step 8211, service provider 203 stores the service log in service log

memory 205 or second service log memory 208 according fo the data

(entrustor apparatus information) indicative of the entrustor apparatus to
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for executing the program then the conputer may
execute the programto realize second service |og
provi der 209, and the nenory may realize second 15
service | og nenory 208. Second service | og nenory 208
stores service request data provided by a nenber of
second entrustor apparatus 4 as a service |log. Second
service | og provider 209 sends the service |og stored
whithsseoagpastuy B¢eldmye. menory 208 to second entrustor
apparatus 4. 20 User apparatus 3 and second user
apphr eutasuiSenappamtus 2Is,adervice lay pravisnD06 sehdeiRE service
apparatus 3 shown in Fig. 1. Operation of the fourth

log fertheanemben efientsustonapparatisdt toc entoestobappavatuskey s
paratus 1 and second

are generated by entrustor ag ]
Seeandsanyios log BEIHRIR0D Sandsibe sencerogHor thesmenkisys of
%ar%d according to the first 25 exenplary
$ FRstor apparaius grio segand entrustos apaaraius i
inflgrtﬁgti on .thereof to outsourcer arg%arat us 2b.

SecOrite BRESaIE £4F ERPaLatYs Lgustorappasgiuscl and second

B L L oA i e

out sou

SSSETTHoHL Th E lofEb] Ho5 SRS B e

and second pub

subpl dFkdrent §69/ce8t i on of second entrustor apparatus
4. 5 User apparatus 3 registers itself as a nmenber in

entAdvahtigedifang brsscht eRBRMpRIY ehissdiment Qrggisé’ﬂés&@éd

At this tinme, entrustor apparatus 1 provi
betow.r ust or apparatus information indicative of
- entrustor apparatus 1, together wth the signature

keyccotiing tr theppresaniexeinplSscembodinsentappisbatdes apparatus
registers itself as a nenber in second 10 entrustor

2 3thenticates a usabapraatuscaccardingiathe graugysigatutdissheme
second entrustor apparatus 4 provides entrustor

tinme,
fm&&%ﬁro,itﬂm% enfpsforapparatusdi cat i ve of
Therefore, outsourcer apparatus 2 can be entrusted with services from

a plurality of entrustor apparatus.
Embodiments

[Embodiment 1]

A first embodiment of the present invention will be described below with
reference to Fig. 1. The present embodiment corresponds to the first
exemplary embodiment of the present invention.

A group signature system used in the present embodiment is based on
the group signature scheme disclosed in Non-patent document 1.

(Key generation)
Initially, group key generator 101 of entrustor apparatus 1 defines

constants common to the service providing system.
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entrustor apparatus 4, together with the signature
key, to user apparatus 5. Wen user apparatus 3 or
second user apparatus 5 is to receive a service from
out sourcer apparatus 2b, the user apparatus sends data
15 (entrustor apparatus information) indicative of the
entrustor apparatus to which the user apparatus

bel ongs, in addition to the service information, the
addiRiistrgrbup képgentiater, 1GNdefines oukly Sarafrmterse : Jat .
in step S206 shown in Fig. 3. In step 5208, group

si griden: group keyrgenemator 1204ejactgdst,t he, ent rugtsuch tRat
ﬂ;\é?‘ggrat us to which user apparatus 3 bel ongs based on

#isha A(ent s G Ror k), dppardpus i nfofnat ln)y 2 rdidat Pve

of e entrustor apparatus, and thereafter

aut HORRi gupkevigeneraiop 101 slefinas eolisioa:resistang hasb function
ublic information corresponding to the judged

éntrustor apparatus. In step S211, service provider

205 TBEAERuh kY BREIES: (7RIS 308 R Braioy T 8. 01 H
togtﬂﬁlﬂic iﬁﬁ%?ﬁgﬁ g[scﬂ)%%fl@&us i nformation) indicative of

e.-entrustor appara to 44 which user apparatus 3

bel ice.

or ove Ao G el RAN R FmeRetirESintifon ey
t t Q¥ t ‘havi

Second Sor o Fritaler P SIS ARCIRNTRESE, ¢ rana g

10  mébgnitudecofipiiditer s of 5 second entrustor apparatus 4 to
second entrustor apparatus 4. In the present exenplary

apphinett, gsou key geheratamtly ealoslalespe KLe0oNd = Oft & USLAR
apparatus 4 entrust outsourcer apparatus 2b with the

esiaiishgs = ple same service. However, they may entrust
outsourcer apparatus 2b with the supply of different
ser (hee groumkeyigeneraders1 Ok randeny sslects axaiyg, &rfyom a

enbogi ment wll be described
group of quadratic residues of n.

15 Then, group key generator 101 provides (p', ') to member registration
key memory 103, and provides (n, a, a0, g, h) to public information discloser
- 102.
Then, group key generator 101 generates an open key.
Group key generator 101 randomly selects x from a multiplicative group
20 of prime numbers p'q', and calculates y = g*x mod n.
Group key generator 101 provides x to open key memory 104, and
provides y to public information discloser 102.
(Key notification) - |
Entrustor apparatus 1 sends parameters (¢, k, Ip, 11, 12, v 1, v 2),
25  collision-resistant hash function H, and public keys (n, a, a0, g, h, y) which

have been disclosed to public information discloser 1 02, to outsourcer
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bel ow. According to the present exenplary enbodi nent,
out sourcer apparatus 2 authenticates a user apparatus
according to the group signature scheme for each of
the entrustor apparatus. 15 Therefore, outsourcer
apparatus .2 can be entrusted with services from a
plurality of entrustor apparatus. Enbodi nents

Enbodi nent 1] A first enbodi nent of the present

31 @rvhich hap begasontraeigdbel ow with 20 reference

to ?1)‘% 1. The present enbodi ment corresponds to the
fi r SYUSRWSRPABPSralifHe glatemthase aleeinguiiic infotreatioron.

"i‘?{ﬂrouﬁ%ﬁi gnature systemused in the present

8 t is based on the group signature schene
' I 0. NQn- pat ent docunent 1. (Key generation)

(Iglgﬁﬂ???fgﬂﬂr@fo’}group key generator 101 of entrustor

o oot AEPar R Ao PR BRAREGS ntetietT Mok Ss a

provi

niEPhbETE Fifg Gl %EQ%& ts%hﬁﬁ%{i}/a%ipl’cgmfﬁgg ?‘gq giﬂécﬂ*‘qor ot

key generator select’s

melmberyagisihiion‘ahd afsubstription Ff : tf&lé’@trustggﬁbﬁ{ggﬁuﬂ

key generator 101 defines colllsion-resis

Thepeivatennfosmbtiorn 8H12UR RIS jies
e, k, Ip, 11,' 1%‘?}835/ 1, yag};%y'H toﬁb%?%%ﬁ?%reﬁgét%i%dn

fodiexainpier 102. Next, group key generator 101 generates
a nenber registration key. First, group key generator
101V\8winesntruster anpanatviser bapreceivedhihe private information and

the subscription request, entrustor apparatus 1 determines whether a

subscription for user apparatus 3 is permitted or not. |

If entrustor apparatus 1 permits a subscription for user apparatus 3,
then entrustor apparatus 1 sends information representing a permission to
user apparatus 3.

When a subscription for user apparatus 3 has been permitted,
entrustor apparatus 1 and user apparatus 3 cooperate with each other in
generating a signature key for generating group signature data.

As a result of the generating process, user apparatus 3 acquires group

signature key xi and a member certificate (A, ei) which satisfies:

[Equation 1]

axfao _ A_e,-

!

A method of generating xi and (Ai, ei) will hereinafter be described
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10 magnitude of Ip bits. Then, group key generator 101
calculates p = 2p' + 1, g =29 + 1, and establishes
n = pq. Then, group key generator 101 randomy sel ects
a, a0, g, h froma group of quadratic residues of n.
15 Then, group key generator 101 provides (p', Q') to
nmenber registration key nenory 103, and provides (n,
a, a0, g, h) to public information discloser 102.
belewn, group key generator 101 generates an open key.
GIOE$ key generator 101 randomy selects x froma
~ nul Suppeikarniddd afrusep apparabis pramiomiyraedects fildg xi frone
cal cul at es = gAx nmod n. Group key generator 101
bgagndang 2%(& % pef rregomiyssiscts tilte rmirom petvsaned apd nd2.
ublic information djscloser 102. (Key notification)
0 rOssHbe Lk calglatessends paraneters ( E, k, Ip, 2,
y 1, y 2), 25 collision-resistant hash
> [ﬁhyﬁgPﬁg% H, and public keys (n, a, a0, g, h, y) which
have been disclosed to public information discloser
102, to outspurcer 46 apparatus 2 which has been
con cted, XQugdourcer apparatus 2 stores these val ues
in g;$|re fdfmati on nenory 201. (Menber
registration) 5 User apparatus 3 requests entrustor
apparatus 1 to register itself as a nenber. First,
us eBulzgmpiben80 ganewmtets corifying aianhaicatihd Satrieks Edtectly
for a nmenber registration and a subscription request
10 generaiad tildst ¥yrandpiide st Bubbcribdh®0 pselestserandbar nahbers t1, t2

represents "nane", "address", and "nmail address”,
which satisfy:

[Equation 3]

t € [0,2’12 ]t2 e_[O,nz]

and calculates:

15

[Equation 4]
¢, = H(dlAlg" n*)
5 =1—-qX,
S=tL—-¢r

20
Subscriber 301 sends (C1, c1, s1, s2) to entrustor apparatus 1.
When member registrar 105 of entrustor apparatus 1 has received C1,

c1, s1, 2, member registrar 105 confirms whether the equation:

[Equation 5]
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for exanple. 10 When entrustor apparatus 1 has
received the private informati on and the subscription
request, entrustor apparatus 1 determ nes whether a
subscription for user apparatus 3 is permtted or not.
If entrustor apparatus 1 permts a subscription for
user apparatus 3, then entrustor apparatus 1 sends
information representing a permssion to i5 user
apparatus 3. Wen a subscription for user apparatus 3
has been per gntrustgb apparatus 1 and user
apparatts (g’k ECé *h D other in generating a
si gnal ure Ke i ng goup signature data. As
a result of the generating process, user apparatus 3
sg;ﬂU|res group 20 signature key xi and a nenber
i Bfﬁd@anet(Al ei) which satisfies: [Equation 1]
axX ao = ' 25 A nethod of generating xi and (A, ei)
5wl ff m@méehm%rarﬁémé@bfa toeabnfiam that e abosetegratibe s
5% f user a paratus 3 randomy selects tilde xi from
s#iigd then mae Neglstzﬁr 1&%%3%&@@’6@@ ed¢andtf | whichi
%@ﬁgtbet n 0 and nA2. Then, subscriber 301
MO Equation 2] C =g i hr Subscriber 301

S certlfyl ng data indicating that it has
[Eg@rﬁé@?fy 10 generated tilde xi and tilde ri.

Subscri ber 301 sel ects random nunmbers t1, t2 which
satisfy:

o Ial,ﬂ e[O2 ]

and sends aiand §ito user apparatus 3.

When subscriber 301 has received «iand gi, subscriber 301

calculates:

15  [Equation 7]

x,=2"+ (a,.J'E,. +p, m0d2ﬂ'2)

The calculated xi becomes a group signature key.

20 The group signature key xi is thus randomly generated by entrustor
apparatus 1 and user apparatus 3. However, entrustor apparatus 1is
unable to calculate a group signature key.

Then, subscriber 301 calculates:
[Equation 8] |
25
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[Equation 3] tj E Lo, 222]t2 E=-[On 2] 15 and
calculates: [Equation 4 ¢ = H(IhJk'h 2) §=tj-G.x
S2=t2-C.Y 20 Subscriber 301 sends (A, cl, sl1, s2) to
entrustor apparatus 1. \Wen nenber registrar 105 of
entrustor apparatus 1 has received Cl, cl1, sl, s2,
menber regi'strar 105 confirns whet her the equation:

[ Equat i on 5]x48 c Hd hjjCG 1gl1l h s2 is satisfied or
not . (5 1% ppitbgmypdiptrar 105 is able to confirm that
t he abbve equation I's  satisfied, then nenber

regi strar 105 randomy selects ai and (3 i which

sat | SE% t he %qndi tion: [E%ati on 6] 10 aac/ia E[Q 222
and>8BREPes 301 geperates cegityiag dalg msicating that ihhas correctly
riber 301 has received a i and 8 i, subscriber
g%géirg{:egja’?cul ates: 15 [Equation 7]
Subscriber 301 selects random numbers t3, t4, t5 which satisfy the
condition:

[Equation 9]

f {0,134 1 ex {0,130 1, € 10,130

and calculates:

[Equation 10}

e, = H{ ddic el (2 Y )
Sszts_cz(xi—zll) |

s, =1, =, (%, + - x, +24) 1 27)

S5 = b — ca,F
Then, subscriber 301 sends (C2, c2, s3, s4, s5) to entrustor apparatus
When member registrar 105 of entrustor apparatus 1 has received C2,

€2, s3, s4, s5, member registrar 105 checks whether the equation:

[Equation 11]

e, = HdHMclclellc, /o ) o

G2 Y o))
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x1l= 2-' + (alxr + f 1 npd222 The cal cul ated xi becones
a group signature key. 20 The group signature key xi
is thus randonmy generated by entrustor apparatus 1
and user apparatus 3. However, entrustor apparatus 1
is wunable to calculate a group signature key. Then,
subscri ber 301 cal culates: [Equation 8] 25 49 C2 =
ax' nmod n Subscriber 301 generates certifying data
‘indicating that it has correctly generated xi. 5
isediisfied benoB01 sel ects random nunbers t3, t4, t5 which
satisfy the condition: [Equation 9] |42l p+~Z+k) t3 C
f O JiEpemipr tegistrarNSHg 2ble) ta sorfimhGhadthe} abavedequation is

cal cul ates: [Equation 1% Cc2 =
salisfied| thep, meober segistran Wirankpnipeeiects & prisie ngaber ¢i3
+ /3 - xi +2"")

= X, - 2A, ) .S4 =t4 - C2 1(aiil
WQ?EZ%(“S@@Q%O”%&W J 15 Then, subscriber 301 sends
[éqtcjzatioﬁ%Z]SB’ s4, s5) to entrustor apparatus

¢, e[2 —27,27 427 ]

and calculates:

[Equation 13]

A = (Czao)/‘" mod

1/ei cannot be calculated unless p' and g' are known.

Member registrar 105 sends the determined (Ai, ei) as a member
certificate to user apparatus 3.

When subscriber 301 of user apparatus 3 has received (A, ei),
subscriber 301 checks whether the equation:

[Equation 14]

is satisfied or not to confirm whether the member certificate is correctly

generated or not.
If subscriber 301 confirms that the member ceriificate is correctly

generated, then subscriber 301 stores the member certificate (A, ei) in
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1. When nenber registrar 105 of entrustor apparatus 1
has received C2, c¢2, s3, s4, s5, nenber registrar 105
checks whether the equation: 20 [Equation 11] C2= hl1l(O
KMCLl JC2Jlaill,8il(C2/ a2z )z a,J~q j Y9, 3(j12T h5)
50 is satisfied or not. If nenber registrar 105 is
able to confirmthat the above equation is satisfied,
then menber registrar 105 randomy selects a prine
member certificate whirobrys302.sfi es the condition: [Equation
12] e, E[2Y -272~2n1 +2Y2 10 and cal cul at es:

[ Equaithssribars30 iastores xiasl @groupdsignatBrel key incgnonptsigraature
cal cul ated unless p' and q' are known. Menber
KPE JPPRr30%5 sends the determined (Ai, ei) as a

me r certific to user apparatus 3. Wen_

b AT Teststag A0S o nlipsler PSIgun 5i¢resdno antiall

' cri.ber ,301 checks whet her t equation: 20
riehing PR i Sharo 3ot Shobiaius grandt e rgmbrs betGoate

JoJar W r er certificate is correctly
B ATt R bk BTy RO tntpfafion iervontel OB
(gé;,@icgqggﬁé) certificate is correctly

It is assumed that outsourcer apparatus 2 provides a music distribution
service to the members of entrustor apparatus 1 and that service revealer
202 of outsourcer apparatus 2 reveals information about music pieces to be
distributed.

Service selector 304 of user apparatus 3 receives 3 list of distributable

music pieces from service revealer 202 of outsourcer apparatus 2.

Itis assumed that service selector 304 has received a list of "music

- piece 1, music piece 2, music piece 3, music piece 4, music piece 5"

Based on the user's instruction, service selector 304 selects a music
piece that is to be distributed from the list, and sends the selected music
piece to service revealer 202.

Service revealer 202 sends service information (indicated by m)
corresponding to the selected music piece and additional information to
service selector 304. In the present embodiment, a session ID (indicated by
SID) for managing a session is used as the additional information.

Service selector 304 sends m and SID to group signature generator
305.

Group signature generator 305 calculates group signature data

corresponding to the coupled data of m and SID.
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generated, then subscriber 301 stores the nenber
certificate (A, ei) in 51 nenber certificate nenory
302. Subscriber 301 stores xi as a group signature key
in group signature key menory 303. Menber registrar
105 of entrustor apparatus 1 stores the initially 5
recei ved private information of user apparatus 3 and
the menber certificate (A, ei), as related to each
ot h&sroup signatyrergenefatona05 oecaterma RIpEDI6 randd®e muinttesr w
usage) It is assumed that outsourcer apparatus 2
fropyiArdies aumbsr gergrataridé i on  service to the nenbers
rust or ,apparatus 1 and that service revealer 10

of t

202 BPUR §19081H B Sengfiar 40w salsulaieseprvarietoiatatal 6l ei):
Quit ic pieces to be distributed. Service

@%#'8?%304 of user apparatus 3 receives a |ist of

di stributable nmusic pieces fromservice reveal er 202

of outsourcer apparatus 2. It is assunmed that service

I N e S VI AL

pi ece 5". Based on the user's_instrﬁctipn, seLvice
oS s ARPRENGRRE P, B ErbeEBogkBla A R ARane
P o ol Bl My S MR iselBot 165 20"
COITIRSP @F&hpif‘gi hanjr8 §eh8lA6f §65 glEﬁél%t% g%@oriéﬂg%sfntipﬁ that

addi ti onal ormation to servVice s

it hdecorestyrierridedithg ebnvértsfasizon | D (i ndicated by
SID) for managi ng a session is used as the additional

I nfRanddm oombse generatseB86 Yeneritds 5688GorM Mifb&! @ 6.
grou? signature generator 305.

(v 2 +K) bits, a random number r2 of ¢ (12 + k) bits, a random number r3
of ¢ (1 1+ 2Ip +k + 1) bits, and a random number r4 of ¢ (2lp + k) bits, and
provides the generated random numbers to group signature generator 305.
| When group signature generator 305 has received the random
numbers, group signature generator 305 calculates:

[Equation 16]

d =1 /(a*y"*)modn,d, = T, /g")mod n,d, = g" modn,d, = g"h" modn

Then, using the coupled data of m and SID, group signature generator
305 calculates:

[Equation 17]

e = H(dhbAaldr|T\TI ] e a, |mlsip)
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25 Group signature generator 305 cal cul ates group
signature data corresponding to the coupled data of m
and SID. 52 Goup signature generator 305 receives a
21p-bit random nunmber w fromrandom nunber generat or
306. Group signature generator 305 cal cul ates
converted data of (A, ei): [Equation 151 5 T = Aly"
mod n,TZ = g" nmod n, T3 = ge' h w nodn based on the

r an§upvp signeture geneeatoe 808 calcatdted:i cate (A, ei), and
éhe _public. information disclosed by public
[EqiadioneBl on di scl oser 102. 10 Then, group signature
generator 305 generates data representing that it has
correctly generated the converted data. Random nunber
gengrator 6. géney al es_a.manddm puober_ f e, (

¥ k)lrbi {s,&g' rgngb'fﬁ nguf'rbzcr(x?Z%gP)’% '(Igg Zée}i"% bl s?éwg
random nunber r3 of e (2, 1 + 21p +k + 1) bits, and a
r anGesupsighsturs ﬂ;eﬁératélz?‘gs Brdvlded hSspP3fd 1R @?&Yﬁ des

t he generated random nunbers to group’si gna‘ta re
sigesteratia {c, Mhep, &8 @ T3 gnatyy R :&?fﬂfééa‘rbgﬁeé’tg%ﬁ?‘.s
recei ved the random nunbers, group signatur
gen@ratposigBalGre generatdre305 mﬁqtoaldMng%léﬁ@.igﬁuamFe'data
/(a' zy'')nmodn, d2=T2" /g'')nodn, d3=g' ''nodn, d4 .
using SO abthe cotipter data ofgntdrel Sy withdut atimgah, rateecthehD,

r?up signature generator 305 cal cul ates: [Equation

Cagb}-] alpng grogp signaginerdata ysing the coupled data of m and SID.

1AL THITIIT3JIdi JJd21 1 d3J1 d4l _ Indl SI D)
ervice requestor 307 sends the service information m, the additional

10

information SID, and the group signature data gs to service provider 203 of
outsourcer apparatus 2.
When service provider 203 of outsourcer apparatus 2 has received m,
15 SID, and gs, service prpvider 203 sends these items of information to group
signature authenticator 204 in order to authenticate the group signature data
gs.
Group signature authenticator 204 calculates:
[Equation 19]
20
a, T, e /(a" y*'mod |

c'= Hgllylla ||z,
L /g% modn|T g mod T g~k modnlmSID)

~based on the service information m, the additional information SID, the group
signature data gs = (¢, s1, s2, 3, s4, T1, T2, T3), and the public information

25  stored in public information memory 201.

54




10

15

20

25

53 Group signature generator 305 cal cul ates:

[ Equation 18) s,=r,-c(e;-2Y"),s2=r2-c(Xx;
-22'),s3=r3-ce,ws4=r4-CW 5 G oup signature generator
305 provides m SD, and the group signature data gs =
(c, sl1, s2, s3, s4, T1, T2, T3) to service requestor
307. G oup signature generator 305 may cal cul ate
group signature data using SID of the coupl ed data of
m alfdhscondiibo thattc’ < and 81 is mphesentédiby 40y 2 + k) + 1 bits,
cal cul ating group signature data using the coupl ed
SZBY at 07 2t kit 1S, s3 Byro(ed + lpuektiol) 80 bitscand sty «

ervice1bnfornation m the additional information SID

(Zpd W re! gitsigmst dhen arunsignatyee authesticatos 284 dudaesrthat
203 of outsaurcer apparatys 2.,Wen service provider
ths Slanatuis b Jealiate. 2paendsdhe lidamen syl lp Sevicesprayider

Zﬁ‘d gs, service provider 203 sends these itens of
I iformation to group signature authenticator 204 in

G o e PoITR A, M o Buh AR e tor 204
IS TR B 0l SEh Rl Sha3BhuT G LabRichT Seaes,

sciWibe pfAGder 2RY' hs4 nodnll mJl SID) based on the
service information m the additional information SID,

t hdf theduigmeng Rdiuitifiond grusignafute abtherftidator 204Sfdicafes

T2, T3), and the public information 25 stored in
thaiubeisignatdirerisdegitimates tivsry s@ice prévider 203 distributes the
music piece represented by the service information m to user apparatus 3.
Thereafter, service provider 203 saves the service information m, the
additional information SID, and the group signature data gs = (c, s1, s2, 3,
s4, T1, T2, T3) in service iog memory 205.
(User identification)

In the event of a distribution problem, outsource apparatus 2 provides

the service log to entrustor apparatus 1 to ask entrustor apparatus 1 to

~ identify the user apparatus which has used the service.

Service log provider 206 of outsourcer apparatus 2 sends the service
information m, the additional information SID, and the group signature data
gs = (c, s1, s2, 3, s4, T1, T2, T3), which correspond to the session for which

the user apparatus is to be identified, from the service log saved in service

‘log memory 205, to service log receiver 107 of entrustor apparatus 1.

If user apparatus 3 has calculated the group signature data using only
SID of the coupled data of m and SID, then service log provider 206 may
send only SID and the group signature data gs = (c, s1, s2, s3, s4, T1, T2,
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If the condition that ¢' = c and sl is represented by
e (y 2+ k) +1bits, s2 by E(y2+k)+1bits, s3by
E(yl+21p+k+1)+1 bits, and s4 by e (21p + k) + 1 bits
is nmet, then group signature authenticator 204 judges
that the signature is legitimte, and sends the
judgnent result to service provider 5 203. If the
condition is not nmet, then group signature
Ta)t henticator 204 judges that the signature is
illegitimate and sends the judgnent result to service
pr ovieruice Jopreceiver 187 jofiegtrustor appatatus i sends dhapreceived
gnature aut henticator 204 indicates 10 that the
d@*@%%‘ﬁﬁ%to%'dleé@mﬁ%e t hen service provider 203
di sty.i bytes the mnu ece represented by t he
ser \ﬁl%a M'Q?H‘quf&r@%rﬁoﬁgfm an aiffbentigatien formula:
[éherﬁﬁ&% service provider 203 saves the service
' on m the additional information SID, and
the group signature data gs = (c, sl, s2, s3, s4, TI,
T2, T3) in service | og nenory 205 15 (User

.|der¢t'J=f gﬂ},@ﬂk}a gggeu;gkﬁ Soché k,err%’*

probl em l P(Z" g ds! 2 pro |des kjw?re ser\'J| ce
| og 4.9- ant U§tor at us askorentr ust

apparat us d@&fﬁa )mﬂﬁénl app amﬁ)éj’?/lhﬁlmlmas
used the serV|ce. ervice | og provider 206 of

out sourcer apparatus 2 sends the service 20

uging qre’rpgmmnmm{alﬂgnaddl tional information SID, and the
group signature data gs = (c, sl1, s2, s3, s4, T1, T2,

T3) If thdr grdupcsignatarpdatat aretibgitiness, then kiynatdry ddentifiee 108
user apparatus is to be identified, fromthe service
cdlagatesved in service log nmenmory 205, to service |og
recei ver 107 of entrustor apparatus 1. If user
[EapplemPdl 3 has calculated the group signature data
using only 25 SID of the coupled data of mand SID,
then service |l og provider 206 may send only SID and

thezgrouTS/gm.atureddata gs = (c, sl, s2, s3, s4, T1,

using x stored in open key memory 104.

Then, signatory identifier 108 searches the member certificates stored
in member information memory 106 for Ai that agrees with A,

| If signatory identifier 108 finds Ai in agreement with A’, then signatory

identifier 108 identifies a user apparatus based on the private information
corresponding to Ai.
[Embodiment 2]

A second embodiment of the present invention will be described below.
The present embodiment corresponds to the second exemplary embodiment

of the present invention.
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55 T3). Service |log receiver 107 of entrustor
apparatus 1 sends the received data to signatory
identifier 108. Signatory identifier 108 confirms an
aut hentication fornmula: 5 [Equation 20] c'=
H(gf Ihd[yllaO lall TII1T211 T311a0cT,s' -c2Al /( a52-" 2k
yS3)nmod n(( T, -"2'1 /' nmodnlJT g = nod nlJT2g' -c271
hS4 nmodnl Il M1 SID) using the public information. 10 If
t he lgrtbe presegph embodirdentather ey gendrating proddsenthe key
natory identifier 108 calculates: [Equation 21]
nN'fng prmmﬂmmenﬂ)arsreglgtenr@tmoe@ss anddbe skeyicerasingy
104. Then, signatory identifier 108 searches the
PrRgRBR Are Hier $ame a5 dkose acenddingrio teerfiest emtiasiment. on
nory 106 for Ai that agrees with A'. If signatory
(€ ﬂ'lngfﬁr@Fe 8 f| nds Al in agreenment with A, then

> poRPhisr pRgaiatE, %fréc%;iqsd@ﬁl {5 SHvPe Sgsiﬂﬁgr%eéutsourcer
arERRIER0Y BRribftn bicrbiiins Prims Bhts % shnessrvipgeltis
aEh thal BOrBIERE MeBARALL 1RAD SILHARERTT Baldhdd o

second exe nen e pr

stb!‘é\GGIthhQFgln%ﬁ]fbﬁnétfb‘?\ ﬂ%ﬁlﬁgtﬂﬂfm‘)d' ment, the key

generati ng process
It is assumed that usage frees are defined according to the number of

‘times the service is used.

Service log provider 206 of outsourcer apparatus 2 sends all the

- information (m, SID, (c, s1, s2, s3, s4, T1, T2, T3)) stored in service log

memory 205 to service log receiver 107 of entrustor apparatus 1a.
When service receiver 107 has received the service log, service

receiver 107 sends the service log to signatory identifier 108.
Signatory identifier 108 confirms an authentication formula of the

information (m, SID, (c, s1, s2, s3, s4, T1, T2, T3)):

[Equation 22]

o'= H(gllh"y"ao"a"T"T"T"agTs‘ (@ y> mod ]
I1:¢% <" i modnl|m|SID)

-c2M

7, /g modn

using the public information.
If the group signature data are legitimate, then signatory identifier 108
calculates signatory identifying information A";

[Equation 23]
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notifying process, the nenber registering process, and
the service using process are the sane as those
according to the first enbodi nent. (Chargi ng process)
5 Entrustor apparatus la receives all the service |ogs
from outsourcer apparatus 2 and perfornms a charging
process for the use of the service. It is assuned
that a chargi ng method has been deternined in advance
and stored in charging information nenory 112. It is

assu ITt age frees are defined according to the
=5f 1d rrmc) Jgervice is used. Service |log

prow der 2 of outsourcer apparatus 2 sends all the
information (m SID, (c, sl1, s2, s3, s4, T1, T2, T3))

ushgh§ Stordy ggéﬂéﬁ:ﬁ%*rust RLy 205 to service | og

recei ver apparatus 1 a. \Wen service

rec ﬂ’héﬁ!sn%@gtoﬂﬁﬁehﬁﬁ&' T@séd?@héﬁefh\é rﬁ%n*b%g'ceflﬁfc}ﬂecsestoﬂe%

recei ver 107 sends the service

ini renibief irgormtfon mShﬁﬁ?H 05Yor ARkt 59@!@3%@1 A0 %B t?fés

aut hentication fornmula of the infofmation
thelentipwhich, casres Allas T uded) ) : [ Equati on 22]

c'=HWhllYIlaOlallTill T2JIT31j aoTs' -czx’

/ (ol signatory idergified 08 h2e ideitified thesisermdidll Seroige logs,

m)dnl JTzcg' -c2Y hs4 nodni I nAISID) using the public

Pﬂﬁmw ddentifier 188 pgeddes theginfarmatioda(tg SiDeand user

te then signatory identifier 108 calcul ates

nagp%ﬂ

§h?a'§ﬁ[ﬁtpﬁh@g§9¢rn -mation A : 25 [Equation 23]

stored in open key nenory
10 arger 1a—§r?ecelves th% *ormat!on {m, SIDpand usgr names) and

totais the logs of the respective user names.

Then, based on the number of times that the service is used, charger
109 calculates the usage fees of the respective users according to the
predetermined fee system.

When charger 109 has determined the usage fees, charger 109
notifies the users of the respective usage fees.
[Embodiment 3]

A third embodiment of the present invention will be described below.
The present embodiment corresponds to the third exemplary embodiment of
the present invention.

Entrustor apparatus 1b has two types of member qualifications, i.e.,
normal membership and special menﬁbership.

When user apparatus 3 registers itself as a member in entrustor
apparatus 1, user apparatus 3 selects which membership it wants to be

enrolled with.
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5 Then, signatory identifier 108 searches the nenber
certificates stored in nenber information nenory 106
for Al that agrees with A", and identifies the entity
which carries Al as the user. If signatory identifier
108 has identified the users of all service |ogs,

then signatory identifier 108 provides the information
énl SID, and user 10 nanes) of all the users to
(Kevageeeratioy). Charger 109 receives the information (m
SI D,_ and user nanezé%and totals the logs of the

r es GHEUP ey generateiil! oferdrysttyaanparatust hgemaratesra kéy of a
times that the service is used, charger 109

JEMIPGArERSRENEiRgG tadhg Boraalgnembershin.espect i ve users
chathEreal. e sare ﬁae%%rﬁnéﬂ@g@fgi?ﬁi@éﬁggﬁ%g‘roygg
PR AT HENR 68 paranBlsts hant B 4 el ckbny 2

' 20,Th
Cé‘%ﬁﬁ.}%@né‘“@aﬁ*ﬁw@ﬁ@@ H SEBIERE R s o200y ) ThoRiber

' redidd nvention. Entrustor
regpp%?gﬁﬁgyﬁ% %;hﬁ} ylgé skof menber qualifications,

. EGroup ey G ndra I aIoa Nitbredte i ;d@'ncwaﬁﬁn%ﬁan Pk W{%ﬂ

user apparatus 3 registers I1tself as a ne
Ipentt, Us2.OW 1, 252 AAPAT Atals glh, YSArpUBNBHBFHEtIGh a%b%%bﬁ 102,
whi ch nenbership it wants to be enrolled wth

st¢riesthe dirst ma¢rnbae) regisitationdkeyg €p'e b3 im mekiBerokg %ltﬁatudﬁu(@y
apparatus 1 generates a key of a group correspondlng
memonht0hantestoramniherfisii gpen key X in open key memory 104.
Second group key generator 111 of entrustor apparatus 1b generates a
key of a group corresponding to the special membership.
Specifically, in the same manner as with group key generator 101,
second group key generator 111 generates second parameters (¢ ', k', Ip', 1

A1, 22, v1, y2", second collision-resistant hash function H, second

~ public keys (n', &', a0', ¢', ', y'), second member registration keys (p", q"),

and second open key Xx'.

Second group key generator 111 stores the second public information

Pk =(e" K, Ip, A1, 12, v 1", y2, H, ', a, a0', g', b, y') in public

information discloser 102, stores the second member registration keys (p",
q") in second member registration key memory 112, and stores the second
open key x in second open key memory 113.

The second parameters and the second collision-resistant hash

function may be of the same values as those of the first public information.

(Key notification)
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Specifically, in the sane manner as with the first
enbodi nent, group 5 key generator 101 generates
paraneters (e, k, Ip, X1, 12, y 1, y 2),
collision-resistant hash function H, public keys (n

a, a0, g, h, y), nenber registration keys (p', '),
and open key X. Group key generator 101 stores the
first public information pkl1 = (E, k, 1Ip, 11, ..2, vy
1, EnRustdr appaiusalb sgnddipk ¥ and pkRubloutsdunéer amdarains 2a
di scl oser 102, 10 stores the first nenber
enlagited wathitbe skpply ofservices) Outsorrdegappeagites Ratstonesipdyl in
menory 103, and stores the first open key x in open
Pydlig i afjon memognandysiongs R mrbl@mfoaﬂatlon
entrugégr apparatus 1 b generates a key of a group

nding to the special nenbership. Specifically,

ner as with group key generator 101,

(I\}iegné%r @H&ff&ﬁga)g key generator 111 gener at es second
222 sty Bbpatatts 3irefisters fisdih o GopmipeY i etictetiy
SRS 8715 B St Ao

mf%ﬁﬁﬁﬂé’n %#!Hﬂ%dkf%?/a é‘@g@F %’Plétﬂaznoﬁté?{cﬁé shP?crﬁﬁ@ﬂr!’%queszt

pub i C Information

Wiied 'entiistbr apParatls 1bshas réleived the anaﬁé lhfdrﬁaaﬂHF?' ic
|nfornat|on di scl oser 102, stores the second ne

entreigtcs tapphiaios Hbyetémiines Whithdr SOORApTEN G User apparatus
registration key nenory 112, and stores the second

3 ispenmktied or not. deeindtopappdratusrinpemmifsld subberiptiondor
paranmeters and the second collision-resistant hash 25
useyappargiiandthee eptrusios appacatuallbeends infoovationh t he

first public information. {p; y notification) 59
reReeMyichH? psﬂpasmgndlgwt@en makionda dispkapparatus 3.

out sour cer  appar at us entrusted with the supply of
Vien g Susst éfugsbamr@wsz%h@ﬁ&e@@ RAmitted,

entrustor apparatus 1b and user apparatus 3 cooperate with each other in
generating a signature key.

The signature key is generated in the same manner as with the first
embodiment. If user apparatus 3 selects normal membership, then member
registrar 105 of entrustor apparatﬁs 1 uses pk1 and (p', ') to generate a

signature key. _

If user apparatus 3 selects special membership, then member registrar
105 uses pk2 and (p", 9") to generate a signature key.

When user apparatus 3 has selected normal membership, user
apparatus 3 acquires a signature key xi and a member certificate (A, ei)
which satisfies:

[Equation 24]
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public information nmenory 201 and stores pk2 in second
public information nenory 207. 5 (Menber

regi stration) Wien user apparatus 3 registers itself
as a nenber in entrustor apparatus 1 b, user
apparatus 3 sends a nenbership type as well as private
information required for a nenber registration and a
subscription request. Wen entrustor apparatus 1 b has
received the private information, 10 entrustor

appanat 4s 1 by¢et erm nes whet her a subscription for
user “app@rat{’'s 3 is permitted or not. If entrustor
apparatus 1 b permts a subscription for user
appagratus 3, then entrustor apparatus 1 b sends

i nf OYRD HSRT anpaptus Sriaseelectsd spiesial oremabershipouper

' ion.to user ratus 3. \When a subscription
> a#%%rg[}gg# AP A ﬁ@ngﬁﬁggeﬁéen perm tted, 15 entrustor

10

15

20

25

é{&% | b and user apparatus 3 cooperate with each
[o g{)ﬁ?ﬁf generating a signature key. The signature

key is generated in the same manner as with the first
enmbodi nent. |f user apparatus 3 sel ects nornal
msntXeirshi p, then nmenber registrar 105 of entrustor

apparatus 1 uses pkl and (p', q') to generate a 20
signature key. |If user apparatus 3 selects speci al

andedSe bedbifes & RdmBENOatifdAg! strar 105 uses pk2 and

(p", Q") to generate a signature key. \Wen user

[Eqpativre2T)s 3 has sel ected nornmal nenbership, user
apparatus 3 acquires a signature key xi and a nenber
certificate (A, ei) 25 which satisfies: [Equation

24], 60 .axia = Ae;
](ji,eim

v_vhich satisfies:

[Equation 26]

| User apparatus 3 stores the member certificate in member certificate
memory 302 and stores the group signature key in group signature key
memory 303.
(Service usage)

Itis assumed that outsourcer apparatus 2a provides a moving image
distribution service only to special members of entrustor apparatus 1b. User
apparatus 3 which have a special member ceriificate: |

[Equation 28]
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o , Wien user apparatus 3 has sel ected speci al
nmenbershi p, user 5 apparatus 3 acquires a signature
key: [Equation 25] xi 10 and al so acquires a nenber
certificate: [Equation 27] (A, e j) 15 which
satisfies: [Equation 26] ax'a = Al ei 20 User
apparatus 3 stores the nenber certificate in nenber
certificate menory 302 and stores the group signature
key in group signature key nenory 303. (Service :
usagej, I4.1s assunmed that outsourcer apparatus 2a

pro Jdgé%} nmovi ng image 25 distribution service only
to special nenmbers of entrustor apparatus |b. User
apparatus 3 which have a special nenber certificate:
apgquenouprsigigituie@lkay: (A,, e j) and a group signature
key: 5 [Equation 29] ii uses the noving inage

[ERuationdi on service of outsourcer appar at us 2a.

X,

)

uses the moving image distribution service of outsourcer apparatus 2a.

User apparatus 3 receives a list of moving images that can be

distributed to special members from service revealer 202 of outsourcer

apparatus 2a.

Based on an operation of the user, service selector 304 selects a

moving image to be distributed from the list, and sends the selected moving

image to service revealer 202 of outsourcer apparatus 2.

Service revealer 202 of outsourcer apparatus 2a sends service

information m corresponding to the selected moving image and additional

information SID to service selector 304 of user apparatus 3.

Service selector 304 sends m and SID to group signature generator

305.

Group signature generator 305 caiculates group signature data using

the coupled data of m and SID.

The group signaturé data are calculated in the same manner as with

the first embodiment, except that the second public information pd2 is used

rather than the public information pd1.

Group signature generator 305 provides m, SID, and the group
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10 User apparatus 3 receives a |list of noving inmages
that can be distributed to special nenbers from
service reveal er 202 of outsourcer apparatus 2a.
Based on an operation of the user, service selector
304 selects a noving image to be distributed fromthe
list, and sends the selected noving 15 image to
service reveal er 202 of outsourcer apparatus 2.
sieature dataqysdat @', £0220fsIUAS O CE2', TRPES BémiicelRqBesds
service information n1correspond|ng to the sel ected
30ving i mage and additional information SID to
service sel ector 304 of user apparatus 3. Service
sel 8emvine regueston 367 iseadsl s Senveegnionmpationmattbe @dditional
enerator 20 305. Group signature generator 305
infamatipa e, @&EIPUE|WWB&3%&G§2u@nd?grOWéf@mibéd/
) gata of mand SID. The group signhature data are
inglaaie i e SPRoiEhEambRISHIRHRGETVSe RIaUidert 3 i puisourcer
enbodl except that the second public information
u§gﬁsed 25 rather than the public information

gﬂ' t%%mﬁégpﬁé&%%éﬁaﬁﬁé t:gpggyﬁl’érgqsdﬁ-?as“?fcél@g m,

SI@3 Igsz Sshd VTéew c-g r%@%r b(}ﬁ ge § \ﬂe%% |fe‘?‘r%‘ Sﬁn 5rm;%%?1 to

vi'ce retques e ser or ma

grbﬁk?s@ﬂgyré o entfcafd?rzmtrh %?dé'tQ a\,&rg@qtn fIthesbi@pt Uf ﬁe

‘group information I catl
S,Watgenbershl p to service provider 203 of
out sourcer apparatus 2. Wien service provider 203 of

outWheh gesuR igasiirg sutetichRe 204dthsfecevedthg@groupnd
V, service provider 203 sends these itens of
mfonﬁaimravl grouposignature authenticator 204 authenticates the group
signature data using the public information that corresponds to the special
membership indicated by the group information V.
Specifically, group signature authenticator 204 authenticates group

signature data gs2 based on the service information m, the additional

information SID, the group signature data gs2, and the second public

information pk2 stored in second public information memory 207.

The group signature data are authenticated according to the same
authenticating method as with the first embodiment.

Group signature authenticator 204 notifies service provider 203 of
information as to whether the signature is legitimate or not.

If the authentication resu-lt from group signature authenticator 204
indicates that the signature is legitimate, then service provider 203 judges
that user apparatus 3 is a special member of entrustor apparatus 1b, and

distributes the moving image represented by the service information m.
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- (Usgt ident

group signature authenticator 204 in order to
~authenticate the group 10 signature data. \Wen group
signature authenticator 204 has received the group
information V, group signature authenticator 204
aut henticates the group signature data using the
public information that corresponds to the speci al
menber ship indicated by the group information V. 15
Tigpeaftér, saivios providep208 gaatsithe sarviceihfooattion 2)4he
aut henti cates group signature data gs2 based on the
adsiiraniat infonmatiomeS$ 1Dy thergraupesigniztiite datal gs2, ahd thegraup
. SID, the group signature data gs2, and the second
intorwRtien Vi atangrwith tmeirfprsatierdn isendes lngompmoiry 205.
inf_orrraﬁ;_i on nenory 207. The group signature data are
IGalioBY according to the same 20 authenticating

o b A RS A Al o
o P, 5 BB RLBR o 42
BB 3 s G B g0, o

se'g\ifib‘déﬁ: reéaive P67 Hﬁéﬁtr@é@@%@ﬁt is a special menber

rust or apparatus and di'stributes the noving

| MERRviEe PERRBIVRA 10 skhfs #79d d&aitd sRyraidiyGilertifier 698.
Thereafter, service provider 203 saves the service

I nVehemsighatdry idemtifientigd hiad nédeivet tegroupinfokatibh &,
group signature data gs2, and the group information
siguataay ategntifiet MO8 corfinmy an aathemticaiion femula forltiog gneur y
~205. (User identification) 5 Service |og provider 206
sigpatusedataiusiog the pacendipuldic istmowtivhekaepiesented by the
information m the additional information SID, the

grogndofereegaatMire data gs2, and the group information

V, ich are saved in service |log nenmpry 205, to.
If the group signature data are legitimate, then signatory identifier 108

calculates signatory identifying information A' i the same manner as with the
first embodiment, using x' stored in second open key memory 113.

Then, signatory identifier 108 searches the member certificates stored
in member information memory 106 for Ai that agrees with A,

If signatory identifier 108 finds Ai in agreement with A', then signatory
identifier 108 identifies a user apparatus based on the private information
corresponding to Ai. |

In the present embodiment, the same group signature scheme is
employed for the normal member group and the special member group.
However, different group signature schemes may be employed.
[Embodiment 4]

A fourth embodiment of the present invention will be described below.
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service | og receiver 107 of entrustor apparatus 1.
Service |log receiver 107 sends those data to signatory
identifier 108. 10 Wen signatory identifier 108 has
received the group information V, signatory
identifier 108 confirns an authentication formula for
the group signature data using the second public

i nformati on pk2 represented by the group informtion
The présartiengrogiimest @raispoads$s thesfoarthagiehprateembbdiment
signatory identifier 108 15 cal cul ates signatory

of ermressntigvantioor mati on A' i the same nanner as with
the first enbodi nent, using x' stored in second open
(Keyoenanglign)113. Then, signatory identifier 108

searche thhe menber certlfl cates stored in nmenber
|nf6§r‘Pﬁ i 1R firgd Asmbodinent, @roup kewsena@t@re‘sOWEwtmstonf

d f find
, Qﬁﬁgﬁgﬁﬂﬁﬂqs&%rgﬁ@ °r§aee'm .?p ot 1'1?185‘?{33‘3%5 ealigion-

- re%%?&[rnég'%gﬁ éﬁﬁéwpﬁ? hf;ﬁ( Iggﬁfgf h'e o rrrﬁéﬁg reg@eﬁg:xtlon

h | oyed f h
keﬁ@"ﬁﬁ“n%*ﬁ’%ﬁé@@?%ﬂ%eaﬁé ?L“Z 'sZec.eZF manber g oup.
Ho ,
oo ke oA 181 QoS 1R RS RO RE IETETRPIOCE (o k.
Ip,PAESENE, i AV i19m Wi o, gehdﬁ ﬁrdtﬁﬁgheS}rﬁ’%orh@iﬁclsgéf‘IOZ

present enbodi ment cort spon s'to fourth exenpl ary

starabdk firsd mernbert regisbasn Reys (' eql irtmeniBe fegRitafich keg)
As with the first enbodi nent, group key genérator

memosyni034salnrsto&sethparsitap@nlk@emmr@eﬁﬁkwﬁmr?rﬁm( e,
k, Ip, 2. 1, 2.2, y 1, y 2), collision- resistant hash

f Ui @AUBIkep gehetataefret Showa) obSecand éntrystor apperatus 4
gegg alltgst ggct:c;n%nparameters (e K\ Ip', A1, 12", v1', v2', second
collision-resistant hash function H, second public keys (n', &', a0', g', h', y),
second member registration keys (p", 42), and second open key x'.

The second group key generator of second entrustor apparatus' 4
stores the second public information pk2 = (¢ ', k', Ip', 11, 12, v1', v 2,
H', n', &', a0, ¢, h', y'} in public information discloser 102, stores the second
member registration keys (p", g") in second member registration key memory
112, and stores the second open key X' in second open key memory 113.

The second parameters and the second collision-resistant hash
function may be of the same values as those of the first public information.
(Key notification)

Entrustor apparatus 1 and second entrustor apparatus 4 sends pk1

and pk2 to outsourcer apparatus 2.

Outsourcer apparatus 2 stores pk1 in public information memory 201
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keys (p', '), and open key x. G oup key generator 101
stores the first public information pkl.= (f , k, 1Ip,
2.1, 2. 2, y1, y 2, H n a a0, g, h, y) in public
information discloser 102, 10 stores the first nenber
regi stration keys (p', q') in nenber registration key
nennry 103, and stores the first open key x in open
menory 104. The group key generator (not shown) of
aQ@ @BHGS @hl)é iuseemdapyhlicanigsmation eremaitys)7second
@araneters (e ', k', Ip, 2, 1", 2.2, y1,vy2),
%@Gﬁﬂregﬁﬂqtioé'ﬂon reS| st ant hash functl on H, second
E y'), 15 second
spr ? 2rats.d isorﬁgl@é%@d(a@ a meeran@nér@émﬁ@mgéaiuaéy

rator of second

a@%??ﬁ@%ﬁﬁ?ﬁ%&ﬁ%&% s rediofbist pne et gpand entustor
éﬁgrgﬁﬁaé Irﬁtﬂe@é&e géa%ne&as with tﬁﬁ’ﬁis?t Iﬂqfﬁme@t us:ng the
putﬂfc%ﬁ'i‘?rh'aﬁ&n QL\E]%é’?ﬁmﬂ@%egﬁr%@é@&%gen;ﬁ%gpd menber

istration
(gee\gbéhggéé)on key menory 20 112, and stores the second
open key X' in second open key nenory 113. The second

par@s@tfigaraind I &d S66sHust dppir s 'FPgdent lﬁ@tsaﬁﬁé rh the

function may be of the sane values as those of th

same atanpieb bb evithnthe finsttdrobodindfeyudied tHd eehise)certifi cates
Entrustor apparatus 1 and second entrustor apparatus 4
arskihdgrou sigpatuae kepk Bsuedosspetivelyrthemar at us 2.
Qut sourcer apparatus 2 stores pkl in public
i nf%@‘“ﬂ%‘ﬁfoﬁﬁﬂ\f@ﬁdegueﬂmr 30% chndesapparatysk? sends datanG 1
bI ic information nenory 207. gI\/Enber regi stration)
alivepfrtasty appasatus di, n addiondo thereemvise information m,
hentrgstor 1@ '51arat us..1 and second user ap arat us 5 is
the agddidippzldpios aHOﬁé#Qeanqi H"%GEQHPQS'QW’EH[%QB
ap a%?i}sqpé r'ﬁ&lﬁ ort ﬁ-@t shoqupgf secon Lgs%rta%%a];ét[ls 5 sends

pub

data G2 indicative of second entrustor apparatus 4, in addition to the service
information m, the additional information SID, and the group signature data
gs. -

If the data sent from service provider 203 include the data G1, then
group signature authenticator 204 of outsourcer apparatus 2 authenticates
the group signature data using pk1, and sends the authentication resuit to
service provider 203.

If the data sent from service provider 203 include the data G2, then
group signature authenticator 204 authenticates the group signature data
using pk2, and sends the authentication result to service provider 203.

After having provided the service, service provider 203 provides the

service log including the data G1 to service iog memory 205, and provides
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public informati on and the nmenber registration key.
(Service usage) User apparatus 3 and second user
apparatus 5 uses the sane in the sane manner as with
the first enbodi ment, using the nmenber certificates
10 and the group signature keys issued respectively

t hereto. However, service requestor 307 of user
apparatus 3 sends data Gl indicative of entrustor
thepgrvise sy hcludingthel ddta G2 o sdreice doy mzenomyf208rat i on m
the additional information SID, and the group

si ghatherresentergodimest, she same groyp sigraturersshestmisn)
of second user apparatus 5 sends 15 data &
emplnyediforentpsstarcapnmiaigt T ard secenshantsuster appamatus 4.
addition to the service inpformation m the additiona

HPREYFatTespntTeuP sighaf e sghetgsdngnae@eplawed gs. | f
o BBl LR bl B oAt S Lfoove.

AR e L BRRE B SPOMATH WaR REE kDR kTt e o

prsent ihvértions el isjRd R itk dfihoeetS e, B2 hen ™ ur oum

|n§hgﬁg;é)‘grgicggﬁj@$nti cator 204 authenticates the group
signature data using pk2, and sends the

autAestirding o e pRBeht inendH, Witeh 8 pewider halidy m&mbers is
After having provided the service, service provider
to 208upt @ conients prevides withdthe Iseppiynsf setviogs fdrehe atembedrst o
service | og nenory 205, and provides 66 the service
the pepvider azadi ergrush thaledrite M provider withahé sgpplyrafitye 868Biices
In the present enbodi nent, the same group signature
witheonb glvingsmeahsr yfetmation ehthewrroviden toptheatardents gmavider,
second entrustor apparatus 4. However, different
gr glﬁ"ﬁrgfpﬁ dhe peesary évestiaa s ppplaabletoca provider which is to

protect member information and a contents provider which is to reduce the

cost of management of private information.
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5 1n the exenplary enbodi nents and the enbodi nents
descri bed above, the illustrated arrangenents are

shown by way of exanple only, and the present

. invention is not limted to those arrangenents.

I ndustrial applicability: According to the present
i nvention, when a provider having nenbers is 10 to
entrust a contents provider with the supply of
CtAMN$Bces for the members, the provider can entrust
the contents provider with the supply of the services
wi t hout Agewierypravidieg systeor inaluding atisehapparatisdan t o
the contents provider, Therefore, the present
entiupier arparatys dppjlenisieing the useseppRERS apiacmember for
rotect nmenber .informati on and a contents provider
reffP1nE 3 o B SERIEe Waer BdpoisHaein AR {0 mrolling
ri ' r ion, 67 CLAIMS 1. A service providin
¥ anaral BTt Paubb SSeReddron e et dprats. and
. I .
A ORBb R abberalEOloT RES e oA BRREIARART SR e e .
B i y ! igs
MERBERNED 1R EAGUIEl sl pfepRorificy sbifed BTbCARFEF 41
enfrudfor Qppa RIS Rhe FPRAGEMERL bBINgHRNK tﬁ‘amhéﬁ'sﬁid outsourcer
menber I C as

predet erm ned servicé to the

apparies Isaeqaestedns pieVis BhidgstedstatinitedsemrBa thefusepi d
entrustor apparatus, the arrangenent being such that

apphratus siadl outssorcec appabtps aathenticates aehethéetetuser
provide said predeterm ned service by the user
appisdusaisaaid swinbenargwi aceordipgpto agosumsighatiré cabhase,
whet her the user 10 apparatus is said nenber or not
WhgtiBr ding to a group signature scheme, wherein said
entrustor aﬁt aratus conprises; a group key generator
[

for geSel@NtHHIo AMNaratuSIOIMRIISesn, a
a group key generator for generating public information, a

member registration key, and an open key for use in said group signature
scheme;

a public information provider for providing the public information
generated by said group key generator to said outsourcer apparatus;

a signature key generator for generating a signature key
corresponding to said user apparatus using said pubiic information and said
member registration key, in response to said registration request from said
user apparatus; and

a signature information provider for providing the signature key
generated by said signature key generator and said public information to said
user apparatus; |

said user apparatus comprises;
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menber registration key, and an open key for use in
said group signature 15 schene; a public information
provi der for providing the public information
generated by said group key generator to said
out sourcer apparatus; a signature key generator for
generating a signature key corresponding to said user
apparatus using said public information and said 20
menber aggdup signatme Reperator foegenersding grew dignature data
regi stration request fromsaid user apparatus; and a
uging e sigealuig kevand die public infarmrationmrovided by seitbsignature
. signature key generated by said signature key
"’g%%@ﬂ’aﬂ GrOgRS. 387 @ ieapesidor prigmiadelermingdssaniiceiard
apparatus; 25 said user a ratus conprises: 68 a
group sf gh%%lan@tgﬁ%aa{eow%?@.er %fé’r&f P‘é\n?flﬁ?gt §r5app signature
j ta., using.the signature key,and th ubl.i, c
it BRARUE T 5 SRUA i SR SRR g TRt it
' Ld. predetarm ned
PrElRth e 3008 8 S eo Roe B o BLRORBE! er 1 or

pr ovi di fid bR oBFAURHAARAS Wmprid@sdat a gener ated by
r

said group signatu generator and the request for

sai d  pareagthehtitd8Ffcs A ditiching Mg RISHYF AbFe data

appar atus; and sai d outsourcer apparatus conprises: an

pravitde by isaRl Goup Figritlieedth GroVIBEr 48 Beligdugitifild aF Hbe

data provided by said group signature data provider
ustng theipuplit édotmatidrepvident bydsaid Public infermatidn provider; and
i nformati on provided by said public information
provi der seraice praviger for peoyidiogisdid pfedetemninediseyicatasaid
predeterm ned service to said_ wuser apparatus in
USeeapRHatuS ip resronsedadbe reques 40usqid puedeiermined ssayioe dfe
j f ai d aut henticator_ judges that said group .
said @lﬁﬁ@r@yc@tqdygg%sr that @@[4 greppsignature data are legitimate.

2. The service providing system according to claim 1, wherein said
user apparatus further comprises:

a converted data provider for generating a group signature key
based on said public information, converting said group signature key into
converted data, and providing the converted data to said entrustor
apparatus;

“wherein said signature key generator generates a digital
signature using the converted data provided by said converted data provider
and said member registration key, thereby generating a member certificate
as said signature key; and

said group signature generator generates said group signature

data using the request for said predetermined service, said member
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2. The service providing systemaccording to claiml1,
wherein said user apparatus further conprises:. a
converted data provider for generating a group
signature key based on said public information,
converting said group signature key into 5 converted
data, and providing the converted data to said
entrust or apparatus; wherein said signature key
ceféifieatat eaid geowp sigoatuse deyi aral said ipgbiic infermatiorg t he
converted data provided by said converted data
provi der and said nenber registration key, thereby
gen ratgng a menber certificate 10 as said signature
key? and"S &EHVIGH BIRYiding Rystemeacrording e clajanb vitassinssaid)

roup signature data using the request for said
e'ﬁf‘?@@&%‘? A fUEhes cUMPESEsy nenber 69 certificate,

id ' k d said. lic,inf tion.
3. The CRPGIVERIIPLAFUITIY sgdiashiin i R@ata famFaids,
£akyustor apparatus further conprises:

Oan a@%ﬂ?‘?@érrgpor‘ acquiring said group signature data

f i d . : . . . i fier.
For | dent [Aephantds SRnRIREIE. teer MR WhERHAS frBlide

| sawgﬂmrsrg&mta@aafawrsnﬂ@hangfnﬁ@rﬁbé%&d?&%ﬁﬁuéto%gg?gius,

entrustor apparatus, using the group signature

 usipitergrdup wickaitute ARAA HEGUIrSH By 5AR AREITek 8rid tIEBREANEY

- by said group key generator. 4. The service providing
geppettednbycadl gioup Key gdrairatoB, wherein said entrustor

apparatus further conprises: a charger for cal culating

a usage fee for the predeterm ned service used by

sai d user apparatus and chargi ng said user apparatus

Wi The service providing system according to claim 3, wherein said
entrustor apparatus further comprises: |

a charger for calculating a usage fee for the predetermined

service used by said user apparatus and charging said user apparatus with
the calculated usage fee, based on the user apparatus identified by said

identifier and the request for said predetermined service.

5. The service providing system according to claim 1, wherein
members of said entrustor apparatus are divided into a plurality of groups;
said group key generator generates public information, a member
registration key, and an open key for use in said group signature scheme for
each of said groups;
said public information provider provides the public information
generated for each of said groupé to said outsourcer apparatus;

said signature key generator, responsive to said registration
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5 the cal cul ated usage fee, based on the user
apparatus identified by said identifier and the
request for said predeterm ned service. 5. The service
provi di ng system according to claim1l, wherein
menbers of said entrustor apparatus are divided into a
plurality of groups; said group key generator
generates public information, a nmenber registration
rekegst ambgmupaedectingyinfoanatisre from said disgr appasitgs) aklaots
schene for 5 each of said groups; said public
onendbthewgroups o whicheaidusarn apparatue heldrgschasedosmaaidqgroup
enerated for each of said groups to said outsourcer.
Seg%waﬂi%maﬁan@m gerarates xsigngaiie key orrespending ity saido
sai d re%istration 70 request and &éPUp sel ecting.
USSR eRPREYD HSINE dhe pRblC iIdermaliopaanst the membes registratiamkey

of e SREEBEP oup <ol et i ng it ormaton. and

O o ot T SRR R on B YRS the sBRefne KeE:
geh RSN b SR oty @kel BEnSEIEE e pBbR O ARG ofthe
aréf solbeicaBlLal Sridoihdy derbhaior dnd MouSfitdidhn e

inditdtielof1tRe GRIISABERH Yy s dighaAHR HaY QIi8rhoP o said
i ndi cativebof thhe grougséel ez: ed by éga% s?é)natousraé Eg?/r

apgarsgusit or, to said user apparatus; said group
"signature data provider provides the group signature

20 dat sagbgruptsighdtyredatd gooidpr praidésihe geop sijnature
the request for said predeterm ned service, and the

datpr generateddryrsaid gropp sipnatute meneadtdr, thgmequest for said
i nformati on provider, to said outsourcer apparatus;

praggtermined satvieatand thatdrewp infaraatiarprayidashby sajdsignasure
infgr?rgaa}ion provider, to said outsourcer apparatus;

said authenticator authenticates the group signature data
provided by said group signature data provider as legitimate or not, using the
public information of the group indicated by the group information provided
by said group signature data provider; and

said service provider provides the service corresponding to the
group indicated by said group information to said user apparatus in response
to the request for said predetermined service if said authenticator judges that

said group signature data are legitimate.
6.  The service providing system according to claim 1, comprising a

plurality of said entrustor apparatus, wherein

said signature information provider provides said signature key,
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provi ded by said group signature data provider as
legitimate or not, using the 25 public information of
the group indicated by the group information provided
by said group signature data provider; and said
service provider provides the service corresponding to
the group indicated by said group information to said
user apparatus in response to the request for said
sqid publieinformadiopeand eatrustos appamtns Efoimattonringicdtjes of the
that 30 said group signature data are legitimte. 6.
entristeranpacaiup to saidi urerappamtusiccording to claim 1,
conprising a plurality of said entrustor apparatus,
wher ei nS&@gEPUR gjgnatwe date piovider Brovides ihdagropp signatdre
aid signature key, 71 said publjc infornmation, and
335 008t by SRILThpisianstn oSTPTRon: BRTPYUSIOt Sd 5
tor, apparatus,to said user apparatus.. said.gr
orEbRTRY SHREE ST mece\Bion SreraRB G RuRof pravided by
[ r . Si o t he
s L5 BndERe bRtz SRl B RBRLS 2PPARTb e
ent r ustQy : ' ' [ '
i gnat o ARREAL e Il RS N BT e SRl

préviaad By 4aid %gg%ibarﬁa%% dath REiHEPAO Tedith AR it §§ng:ﬁge

group signa ta provided by sai'd group signat

pubiit inforheatiohewhiel id pEVidetPb Pt eftfistorappiiratitindiRabdd By
i nformati on which Is provided by the entrustor

thappiwstouapparatussinfoimtationtgrevidet hysald grupasigihateire data
information provided by said group signature data
preyiden der. 15 7. A service providing nethod to be
carried out by a service providing systemincluding a
user apparatus, an entrustor apparatus for
re%i stering the user apparatus as a nenber for
re

ei viARETXiceRIGVEEIG N d to be carried out by a service
providing system including a user apparatus, an entrustor apparatus for

régistering the user apparatus as a member for receiving a predetermined
service when a registratioh request for enrolling the user apparatus as the
member is received from the user apparatus, and an outsourcer apparatus
for providing said predetermined service to the member which has requested
said predetermined service on behalf of said entrustor apparatus, the
arrangement being such that when said outsourcer apparatus is requested to
provide said predetermined service by the user apparatus, said outsourcer
apparatus authenticates whether the user apparatus is said member or not
according to a group signature scheme, said service providing method
comprising:

a group key generating step in which said entrustor apparatus

generates public information, a member registration key, and an open key for
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service when a registration request for enrolling the
user apparatus as the 5 nenber is received fromthe
user apparatus, and an outsourcer apparatus for

provi ding said predeterm ned service to the nenber

whi ch has requested said predeterm ned service on
behal f of said entrustor apparatus, the arrangenent
bei ng such that when said outsourcer apparatus is
useciguesd gobupcsigmators sthesae:d predet er mi ned service by

t he user Bpar atus, said outsourcer 10 apparatus

aut hent & pabksinfdgretdtion prheidingestep ppwhithusaid entrastor
menber or not according to a group signature schene,
apparefus erovides Hreondtdicrigfonmetion to aatdmutswwger apraretys; key
generat | n% step.in which said entrustor Fara us
gener at@8§l ﬁ@FHr £ key geperiindotiep id whisheyaid eglrusioappparatus

aelRites & S0l ey Srpeanario o eenapraad whe eaid
pulfle Bttt 2o Sai TG Roos RS Pa i e RansP in et ¢
"egigﬁg?‘ﬁf%q%bpﬁ"ﬁ't%% 'UEE?AQb;%}aﬁ?é d ent rustor apparatus

es’'a signature Key 'corresponding to said user

appar atgis; Héiu'i‘é]lrﬁ@l‘nq?(tl&p Rﬂrmrﬁ flﬂrvﬁﬁ&i'l QQIgaémru%%rd

menber relstratlo |nre se to sal
appBgHtes provides the ufe’ 8 &dd Qa?d%ﬁjbheﬁm%h%n tsaid user
signature information providing step in which said
appatatust or apparatus provides the signature key and
said public information to said user apparatus; 25 a
- group < groapsignajersegexterating step inrwhibh shidsusert apparatus
apparatus generates group signature data using the
geerptes grosipkeignatice data ysimg te signatorerkey anddhepubliid by
said signature information provider, and a request

-~ infergRation propideddiyesaid signatereinfosmation provider, and a request

-for said predetermined service;

a group signature data providing step in which said user
apparatus provides the group signature data and the request for said
predetermined service to said outsourcer appafatus;

an authenticating step in which said outsourcer apparatus

authenticates the group signature data provided by said user apparatus as

. being legitimate or not, using the public information provided by said

entrustor apparatus; and

a service providing step in which said outsourcer apparatus
provides said predetermined service to said user apparatus in response to
the request for said predetermined service if said group signature data are

legitimate.
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a group signature data providing step in which said
user 30 apparatus provides the group signature data
and the request for said predeterm ned service to
sai d outsourcer apparatus; an authenticating step in
whi ch sai d outsourcer apparatus authenticates the
group signature data provided by said user apparatus
as being legitinate or not, using the public
i nf &r maThesepicavpaeidiny methat 3Ccwrdingus totwimapdfarthéus ;
and a service providing step in which said outsourcer
couppEirg.us provides said predetermned service to said
user apparatus in response to the request for said
pr edet e? APRGItetbdataquovitingastep dr vhijchssajh aser appr@tusar e
legitimate. 40 73 8. The service providi ng nethod

o Bl om0, S e O cat pebe SOt
sty %gn%%%gwfoin [j?f%\‘fqﬂeé‘h 42i9. 83 ea%q?é’sgﬁneoc%\ysrtee
AR st BB ovi dos t e converted data to
ey goneh et SRSt KLl Befefugid afhosy JRRMS
g ety S o el SRR ARt e B A il o ”

meémBBINRist&Aibh ikl CiefeiRSgSfdrdtind @ mbARY H_égifiESﬁé; a8l N

sai d group signature dgenherating step, said user
sighppaedeysangener ates said group signature data using
the request for said predeterm ned service, said

menber it said grooptsgynatmiedyarerating s@patsidausee wpparatus
generates said group signature data using the request for said
predetermined service, said member certificate, said group signature key,

and said public information.

8.  The service providing méthod according to claim 7, fuﬁher
comprising:
an acquiring step in which said entrustor apparatus acquires said
group signature data from said outsourcer apparatus; and

an identifying step in which said entrustor apparatus identifies the

- Uuser apparatus which has provided said group signature data from among

members of said entrustor apparatus, using the group signature data and the

open key.

10. The service providing method according to claim 9, further

comprising:
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and said public information. 15 9. The service
provi di ng nethod according to claim7, further
conprising: an acquiring step in which said entrustor
apparatus acquires said group signature data from
sai d outsourcer apparatus; and 5 an identifying step
in which said entrustor apparatus identifies the user
appar atus whi ch has provi ded said group signature data
f r om amardpargiegbtpsinafhisiaisdidestitrustéraipppamisaaisulatesiang
the roup signature data and the open key. 10. The
sagevieedopthevprédatermitaostraicearsetry said cker apParatus arkr
onprising: 74 a charging step in which said entrustor
C%ﬁﬁ'ﬂa&aﬁé Usel appasatas veth t%@a@clﬂ@f@dfuﬂagatfee based on the

'ldgﬁﬁf?%jf erm ned service used sai d user apparatus and

Useiprosraiug aed the ﬁ%ﬂ%ﬂﬁﬁ forgaidh predetenmipgd seadce.
usage fee, based on the identified user apparatus and
the request for said predeterm' ned service. 11. The

merblr < B Sehike el et area ade BT eedieR o

R P A S R I o

nf or
I mhISS%umsgﬁ r{;e?%ﬁ@ S@Qgﬁd}%ﬁ%or each

key for
e i
gedbratak @uﬁr@lﬂﬁérmdtfbnsé rAeRbel kégtét?ét \51"?? S%ﬂﬁéﬁrﬁﬂ ﬁS’r\ Réy for

step, said entrustor apparatus provi

userif saitegroap sipzeelshehis fRAhf sari o@Egu ps to said
out sourcer apparatus; in said signature key generating
st ep, saisdidembliasinﬁurmappalpa:b\tidmg step, said entrustor apparatus
provides the public information generated for each of said groups to said
outsourcer apparatus;

in said signature key generating step, said entrustor apparatus,

responsive to said registration request and group selecting information from

said user apparatus, selects one of the groups to which said user apparatus
belongs based on said group selecting information, and generates a
signature key corresponding to said user apparatus using the public
information and the member registration key of the selected group;

in said signature information proViding step, said entrustor
apparatus provides the generated signature key, the public information of the
selected group, and group information indicative of the selected group, to
said user apparatus;

in said group signature data providing step, said user apparatus
provides the generated group signature daté, the request for said

predetermined service, and the provided group information, to said
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10 responsive to said registration request and group
selecting information from said user apparatus,
sel ects one of the groups to which said user apparatus
bel ongs based on said group selecting information, and
generates a signature key corresponding to said user
apparatus using the public information and the nenber
regi stration key of the selected group; 15 in said
owsouraeuapparafws; mat i on providi ng step, said entrustor
apparat us provi des the generated signature key, the
publ i ¢ inrFaig atthepticating step seaié outadugeer gppadaitisgr oup
information indicative of the selected group, to said
ayibenticatpsathetrrevided gseurisignatuse satmas ingitimatecialyusingg
step, said user apparatus . 20 provides the _generated
fhaﬂ%lﬁbc m?gﬁéﬁtmneofdﬁﬁ groum indicatert By theygroyp igformation

BSR40 1  ar
b S R U iR
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saRVusH dpparsls P F@é}%@gé to AWrdfliedffd? ségiéiélieﬂt%ﬁé’rﬁﬁﬂé@! ng

step, sal d outsou r apparatus provi e service

sefldd P spnslitsguicer hpSardtipdyas it isaf §bupAligntuRBata
information to sald user apparatus ih response to the

are egitiesatef or said predetermned 30 service if said
out sourcer apparatus judges that said group signature
data are legitinmate. 12. The service providing nmethod
according to claim?7, wherein said service providing
syd2emlbemarvice pravigingrmeihog asicosding te staimst, wherein said
apparatus; in said signature information providing
SeIYIGEPToKigiNg system gpmprises a plurality of said entrustor apparatus;

in said signature information providing step, each of said
entrustor apparatus provides said signature key, said public information, and
entrustor apparatus information indicative of the entrustor apparatus to said
user apparatus;

in said group signature data providing step, said user apparatus

provides the group signature data, the request for said predetermined

~ service, and the entrustor apparatus information provided by said entrustor

apparatus, to said outsourcer apparatus; and

in said authenticating step, said outsourcer apparatus
authenticates the group signature data provided by said user apparatus as
legitimate or not, using the public information which is provided by the
entrustor apparatus indicated by the entrustor apparatus information

provided by said user apparatus.
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entrustor apparatus provides said signature key, said
public information, and 5 entrustor apparatus

i nformati on indicative of the entrustor apparatus to
said wuser apparatus; in said group signature data
providing step, said user apparatus provides the
group signature data, the request for said
predeterm ned service, and the entrustor apparatus

i nformati on provided by said entrustor 10 appar at us,

to said outsourcer apparatus; and in said
aut Hént Aeaeyirgurseeppparatus cannestadtora appmapparatus and an

aut henti cates the group signature data provided b
eEﬁP%%éBFPaféwafPanwstaﬁng the HsemarRaratusmas a member fone
S EEAGETNR S8 o Rl s omaing
gV Bt 2 e et ¥ ittty BR0S6T oRpaeatus dor
PRI el HrE s AhRBERE I T L mb syt Hat erisnias
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user apparatus as t I'S recelve

arfarhd it beifPsudh W&Wh@h%i@@h@oﬁf&q%'iag%l:gtﬂgfjs. RUBLES to

§u
to the nmenber which has requeste sal d predet ermne

preeideisatl predetdralihedseriieth\eiel Wer UppaPRas addi§ outddtircer

arrangenent being such that when said outsourcer

appematuatuthdnticategthe user bppamntey as eaiahembeedehet M ned
service by the user apparatus, said outsourcer

acgpisingtais graumsighatuse scherme, ssidroutgpacet agparatugai d
menber or not 10 according to a group signature

COBMMISY; sai d out sourcer apparatus conprising: a

receiver for receiving public information for use in
the gr GuiFCedeEsRiirereivingryhliciintosmetipa femuseuittbe group
sig%%?tﬁre%tcthe from said entrustor apparatus;
an authenticator for authenticating group signature data as
legitimate or not using said public information when the group signature data
and a request for said predetermined service are received from said user
apparatus; and
a service provider for providing said predetermined service to said

user apparatus in response to the request for said predetermined service if

said authenticator judges that said group signature data are legitimate.

14.  The outsourcer apparatus-according to claim 13, wherein
members of said entrustor apparatus are divided into a plurality of groups;
said receiver receives the public information for use in said group

signature scheme for each of said groups from said entrustor apparatus;
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an aut henticator for authenticating group signature

data as 15 legitimte or not using said public

i nformati on when the group signature data and a

request for said predeterm ned service are received

fromsaid user apparatus; and a service provider for

provi ding said predeterm ned service to said user

apparatus in response to the request for said

pr edet esaifl aathendicaioc autHentizdtes dhel ganuhsighatuse datg asiges

that said group signature data are legitimte. 14. The
legitimaér peaet, 4pipgrthe public indermatipnt of the girowp dicated by group

. nbers of said entrustor apparatus are divided into a
infoymation v

eprsajft aulbenticalgr has ecsivas s3id aspuresignakire data,
ublic,,nformtion fqor use in said group sighature
the (Raest fof, saishpredgterained sebinss 2NAGHE SHPUP BYRTTIRIOS:
. s: 77 5,said.authenticator, guthenti cates the
indiPBHG B ot fo Wi Seid Vs PEnd bR b SPhgR o Spirtusate
apFlHFHtLQ' %rﬂf ormati on of the group indicated by group
nfornmati on when said authenticator has received said

group %a%@érgfcg é:%&i@er pé&@({sﬁtﬂé%ﬁwifz@ Eoﬁg%ﬁ%rﬂira% to the

predet erm ne rvice, “the group in
gr@dpljin@ﬂia'tétﬂb? B&idYraup infBribiiciicosdid uder apaRRRIfinUesponse

bel ongs, from said user 10 apparat us; aﬁd sal d service

to theoreiqdest fior gaibgﬁédéhﬁnwwémcew $8 RAfHEMidato? jidiRs that
group indicated by said group information to said user

saidpaupighaiurerdat@ans kegitimatehe request for said
predeterm ned service if said authenticator judges
that said group signature data are legitimte. 15 15.
The out sourcer apparatus according to claim13, which
i s 15codhequispureenaparatus agconding 40 ¢labmt 13, sehieh is
a%qa/tt us, wherei n when said authenticator has
con K2 plyrality of spicsentrator aprrratus, wherein
when said authenticator has received said group signature data,
the request for said predetermined service, and entrustor apparatus
information indicative of said entrustor apparatus from said user apparatus,
authenticates the group signature data as legitimate or not, using the public
information which is provided by the entrustor apparatus indicated by the

entrustor apparatus information.

16. A service providing method to be carried out by an outsourcer
apparatus connected to a user apparatus and an entrustor apparatus for
registering the user apparatus as a member for receiving a predetermined
service when a registration request for enrolling the user apparatus as the
member is received from the user apparatus, for providing said

predetermined service to the member which has requested said
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the request for said predeterm ned service, and
entrustor apparatus 5 information indicative of said
entrustor apparatus from said user apparatus,
aut henticates the group signature data as legitimte
or not, using the public information which is
provi ded by the entrustor apparatus indicated by the
entrustor apparatus information. 16. A service
predeterdiimey sertvivecort belsf obsaid edtrastor bppﬁfﬁt@é}'ttﬁéur cer
apparat us connected to a user apparatus and an '
argangenenirbeing auch that fwden saigbatseurday dpparatasiis requested to
apparatus as a menber for receiving a predetermn ned
Proxide; said presetermingd servigd oy thecugarstpplcatusnsaiti loutep urber
user, apparatus as the 5 nenber is received fromthe
appasptug Fhenticates e yses apppiius a5 gajsk membmror mot
service to the menber which has requested said 78
ac&Pé‘ﬁB@ g‘? AR slangfure sshemenapid ssrvisaipgoddinguaetbod

ratus, the arrangenent being such that when said
cogrﬁfr%é "cer apparatus is requested to provide said

det ef ' . th er. at us, '
but sourt Siing Sie Gebulrbruiti infPBB AR sk Tn the
' ding t
signature sc erris, sai d service ovi rr’llgnmet gog ot
Qf&ﬂp@irg.%fiﬁe %Réﬁledfr&ﬁ. fd erudigt %Q;?%%gis 9 . group
ot or ] AAnBnISRRg S of dbihenticA bt kB LI data as

leditimatesa ibteRig/S4id 'puBRE Af8iRStionlwhan tﬁélggttigﬂ %iéﬁéfu?é’ data

step of authenticating group signature
antl efieguerst fer saidsreds®rminsthéshvicsltrk Gebiled i Sidwien
the group signature data and a request for said
apparaies, @ndi ned service are received fromsaid user
apparatus; and a service providing step of providing
sai d pPRcfsviee Frovdingaten ob praviding sai predetarmipahservice
i n,response to the request for said predetermn ned
to said user apparatus in response to the request for said predetermined

service if said group signature data are legitimate.

17. The service providing method according to claim 16, wherein

members of said entrustor apparatus are divided into a plurality of groups;

said receiving step includes receiving the public information for
use in said group signature scheme for each of said groups from said
entrustor apparatus:

said authenticating step includes authenticating the groub
signature data as legitimate or not, using the public information of the group
indicated by the group information when said group signature data, the
request for said predetermined service, and the group information indicating

the group to which said user apparatus belongs, are received from said user
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service if said group signature data are |legitimate.
17. The service providing nmethod according to claim
16, wherein nenbers of said entrustor apparatus are
divided into a plurality of groups; said receiving
step includes receiving the public information for use
in said group signature schene for each of said groups
fromsaid 5 entrustor apparatus; ‘said authenticating

appagiysiénddes aut henticating the group signature data
as legitimate or not, using the public information of

t he gro8pid sandre sreddipg steringtusies fravigingstheserviben
the request for said

sai d gr.oup signature data, ) 2 ] )
C?N%%P&g‘éﬂdo fi@ébgww telicated) by said@reup infermatian toaaid user

[ndicating 10 the group to_which said user apparatus,
a%%ﬁfsﬁrﬁs",‘ f%?%O'}S& Qifs%aeqptﬁégf%faﬁadﬂ peadetermyingd seriage d said
' ervice providing step includes providing the

g@g VS? é"‘qu%o‘ﬁt@%%ﬁqﬂ'%a{eo the group indicated by said
group information to said user apparatus in réesponse
to the request for said predeterm ned service if said

15 ggouphs Bgﬂﬁééjﬁt%vﬁﬁﬁt%g%g@%dofﬁ%drhm@tt‘éal%& 11 E-lr,gﬁherein said

servi ce providing net Ing to

oulbBIreeNasEtrdtusay cBRAHESBH tGBAALAIHSof s%i&%&/ﬁﬁgtto? Pég{ us,

plurality of said entrustor ‘apparatus, erein
whaareiment i cati ng step inclides, when said group
signature data, 5 the request for said predeterm ned

ser vi cesaicadthenticatiigstep incides iwheh _bi gRiupAignature data,
i ndicative of said entrustor apparatus are received

the restieshiar saickpredstermined serving, laedteéntaistorgappaeatysoup
. Signature data as legitimate or not, using the public
inforpalicrindinative iof Baidsenjrusiorranpasgtustaresaceived fom said user
a r at u? i ndi cated by the entrustor apparatus
appﬁ%@qu Rgpticating the group signature data as legitimate or not, using
the public information which is provided by the entrustor apparatus indicated

by the entrustor apparatus information.

19. A program for controlling a computer connected to a user
gpparatus and an entrustor apparatus for registering the user apparatus as a
member for receiving a predetermined service when a registration request
for enrolling the user apparatus as the member is received from the user
apparatus, for providing said predetermined service to the member which
has requested said predetermined service on behaif of said entrustor
apparatus, the arrangement being such that when said computer is
requested to provide said predetermined service by the user apparatus, said
computer authenticates the user apparatus as said member or not according

to a group signature scheme, said program enabling said computer to
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10 19. A programfor controlling a conputer connected
to a user apparatus and an entrustor apparatus for
regi stering the user apparatus as a nenber for
receiving a predeterm ned service when a registration
request for enrolling the user apparatus as the
menber is received fromthe user 5 apparatus, for
provi di ng said predeterm ned service to the nenber

pasfiroha sevicerprquess esmprsidgpr edet er mi ned service on
behal f of said entrustor apparatus, the arrangenent
bei ng saitgceiving privess sei recevmaupuiiciisformatior feradset o the
provide said predeterm ned service by the user

gravip glgretige sshemedtm soist entinsienapraalss; t he user
apparatus as sai d nenber or not according

group s3HA SF'téC%tE’fﬁé?fQ?e%safoﬂ agthsatisating, amqprlégégﬁuge data
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gyé&%}td' atbh§g group signature data 15 as legitimate
USor not ttgs?tﬁgasal d public information when the group

si gnat i &rvidd \ﬂaﬁhgaprbeéééet%} 8§&fidiﬁ§is%io°b%%%ie%ﬂh8@d

service are received from sai user apparatus; and a
seARieVioCRIP LS SPpitiallisqR $6Spdridle tBIRY réld ikt $6Y Shid |
predeterm ned service to said user apparatus in
predeteratised servideeif saiduRdlip fsiynat@icdd AL aps kstgtiraad. ned
service if said group signature data are | egitinate.
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