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-1-SECURITY SYSTEM Field of the invention: 5 The field of the
invention is security systems for monitoring the security of specific sites
using security personnel. An example of an application of an embodiment
of the system is a security system for a site or building. 10 Background to
the invention: It is known to have security personnel patrol a site to
monitor site security. Security systems for remotely monitoring buildings
or sites using security cameras 8&Q3RAIIY kBYWMEM such systems
security cameras are typically fixed in strategic positions around a site, for
example near doorways in a building, to record any activity in the area. In
someadidea fmtiges tapandd O the cameras are monitored by security
personnel. However, 20 security cameras can only capture activity within
view of the camera and for a large site many cameras may be required
whidterepfdshis a@fgnifida@t cdstventifallind and seabaitiNg tirystems

for
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vandalism and 25 sabotage which can reduce the effectiveness of the
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may also be required to patrol and monitor areas not covered by security
cameras 30 and report their patrol route and any incidents. In a known
sysiaekproximdy €ardrrRadaigar piged at a number of locations
throughout the site. Security personnel use the readers to scan a
proximity card, such - 2 as a passive radio frequency identification (RFID)

carpt tq secRrrbiheir patreldbeuge tha-beatignsrdbargla patrol a site to

monitor site security. Security systems for remotely

monitoring buildings or sites using security cameras

also known. In such systems security cameras

typically fixed in strategic positions around a site,

example near doorways 1in a building, to record

are
are
for

any

activity iIn the area. In some cases images captured by

the cameras are monitored by security personnel. However,

security cameras can only capture activity within view of

the camera and for a large site many cameras may be

required which represents a significant cost

for

installing and maintaining the system. Security cameras

may also be subject to damage, faults, vandalism and

sabotage which can reduce the effectiveness of

the

security system. Further, security personnel are still

required to monitor the captured images and respond to any

incidents. Security personnel may also be required to

patrol and monitor areas not covered by security cameras

and report their patrol route and any incidents.

In a

known system, proximity card readers are placed at a

number of locations throughout the site. Security

personnel use the readers to scan a proximity card,

such
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from the proximity card readers can then be downloaded at the end of a

patrol to log the route taken and approximate 5 times when security

personnel were present at different locations. Proximity card readers can

be subject to damage and faults similar to video cameras. Further since

both video cameras and proximity card re&@lers depend on an electronic

power supply, in_circumstances _such as power 10 failure or fire these

Y 88ma nRF BB pdrAHIE LS aHREd HETRALSERIANRRERY, card.
power. Feetas atresirforpirodtivelsysiggns fenprovidingt beadity The data
mopitoring services. 15 Summary of the invention: Accprding to one

s B o RGN FAR G cE A URieBal scERE MEnipgtoaded at
sytthen eomdprising 3éba sedurtty NMaytotmndraileasttadeemoliel approximate
co?municati%n terminal Wi.t]ﬁa camera for Ii]apturir%; d[iﬁ{ital im ges11and S FF t
ad&}BaTo WoRtnurRatd Wi tRELS hoMEr GiaRhE SEmdthcatidf feren
nefloargtwbaseby in lreosacurity pecsontiel PBadercsptaaan beageswb pect  to
locaiaa nihin & menipred sijs, AdSend 3 JeRMINDANNNG MASSBHEL since
baséd 9H the Image 0 the Secur y monitor, and wherein the security

mdaitbh isvadigne canedrifs \ahethpraXxdoskioy foathd mebitteresmiteppend on an
esiapliahad, FPLLased ap F@Lﬁﬂ&g? ”3?1”."8@%!]?@?89(?%8'?%8‘8% W power
an area proximate'a location dssociated with the captured digital Image.

In ferhdwitbotimefttrite 3Rse (BNIRESORMpIMas abss pgloeperable unless
SegHly 1HBdCs AAFMTRRIIOHIRARE LRidkGericy B, system and

associated with a given location of a monitored site, whereby, in use, the

security personnel

There 1s a need fTor alternative systems for providing

security monitoring services.

Summary of the invention:

According to one aspect of the present invention there is
provided a security monitoring system comprising:

a security monitor; and

at least one mobile communication terminal with a
camera for capturing digital 1images and adapted to
communicate with the security monitor via the
communication network, whereby iIn use security personnel
can capture an image of a location within a monitored site
and send a security monitoring message based on the image
to the security monitor, and

wherein the security monitor is adapted to verify
whether a location for the mobile terminal established
based on the security monitoring message coincides with an
area proximate a location associated with the captured
digital image.

In some embodiments the system further comprises a
plurality of security images, each security image unique
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captures a digital image of a security image at a location, and transmits a

security monitoring message to 5 the security monitor based on the

captured security image. The location of the mobile terminal can be

established based on location data from transmission of the security

monitoring message. 10 In some embodin®ents the security monitoring

message includes location data for the mobile terminal. The location data

caw irididate tHecatipstanthaentbis seananbed/hen tihe nageveas location of

cap{uresh #Bdps@meigBbodineAEbine IgeatigadatariseosuBupiEiPhersonnel
network service dataﬁ]dent#félgg aservice area for the _mobile terminal.

Thg%%ﬁ%ﬁﬁca@on endP85a &n influddSENilihg celig at a
In tesaibbodimenitheRRSEESS ofahSeRbId trmied tkabbngrifiegsage to

by teimpadia-e/seivicrente| bdaiadvibhthendveafoeaien assaciley image.
with the security image. In some embodiments each security image
contains coded 25 data. In these embodiments the mobile communication

device chPeatlapte®fo det8denadds a BRRHSkhCRBdedaSER P 1 1shed
trabamidhenseclictyatdoitorvgtaesbage Hasadson theidacoddd dhie. decurity
In QRS F imepLibe urity image is a data matrix card. In some
embodiments of the system the mobile terminal is adapted to recognise a
security image in a captured image, 35 and automatically send the

sedurity smétorirenivedsage isthe Beeuritg@aonitotyForexantse, ithg message
mojyie fedaigal FaedEBrovidpdraitheosoltwaee applisaiien agepiahior 4 The
NGy BT S TA%ER BB N M0 ion  of the mobile

terminal when the image was captured.

In some embodiments the location data 1Is communication
network service data identifying a service area for the
mobile terminal. The communication network service data
can include servicing cell data. In this embodiment the
location of the mobile terminal can be verified by
comparing the servicing cell data with the given location
associated with the security image.

In some embodiments each security image contains coded
data. In these embodiments the mobile communication
device can be adapted to decode at least a portion of the
coded data and transmit the security monitoring message
based on the decoded data.

In one embodiment the security image iIs a data matrix
card.

In some embodiments of the system the mobile terminal 1is
adapted to recognise a security image in a captured image,
and automatically send the security monitoring message to
the security monitor. For example, the mobile terminal
can be provided with a software application adapted to



and cause a security message to be sent in response to capturing a

security image. 5 In an embodiment of the system two or more security

images can be associated with a location and each security image

includes coded data providing a different security instruction for each

security image. 10 In an alternative embodlment of the system the mobile

terminal further comprises global positioning system (GPS) location

fureiadyitg ad thapiobikdtermiagies ftothareadgptesdo mclsee @AYy i1mage,

locgfian dalgde thg segiify iRONIiRESEJpRSS#ee- Be ASEPrEINgi0 #PBhse to
aspect ofg_ﬁ?bﬁresent invention there is provided a security monitoring

methbdt sﬁmgstﬁgugté ¥ o’:rr@a%‘?uring a digital image of a location in

a 20 monitored site by security personnel using a mobile communication

5 tennhnaiﬂnaéhﬂgo@; Qﬁa@ﬁta:cpfeliﬁtf@gs@§télﬁf itxmor&tﬁrim_@ reessegampepdimages
on e 088“5%%88%%%&63%%'?‘%t.'\eo%%ﬁ}’i o™ Horé'}ﬁgcﬂ‘e%?e%%.ti"& image
25 Ssecurity monitor via a communication network; establishing a location i
forkRE R terffHRhasE@T6h th® seMIGH Meonit8ringdh&d&d ting security
velifygprubetiien treoiocetiai fasdgbe nmiatylei tergenal established
coincides with an area proximate a 30 location associated with the
captured digital image. The method can further comprise the step of

10 ordidingbné ke h ORI ritF TReGAeath Afqud MRniP¥EERriykhe mobile
mobdtoningalstéorahe eacoapsdcaed ghtba Yiveassbtvoatimgoisystem (GPS)
MONHEERG 8. FHFEXDORRAW €Y PRISANAS] eCanctAiBre @S TRRLIOT 88 further
seclity {ngoe &8 eagh peaion od SIS UIH TN Ehe  security

monitoring message.

15

According to another aspect of the present invention there
Is provided a security monitoring method comprising the
steps of:
capturing a digital 1i1mage of a location 1iIn a
20 monitored site by security personnel using a mobile
communication terminal having a camera;
preparing a security monitoring message based on the
captured image;
transmitting the security monitoring message to a
25 security monitor via a communication network;
establishing a location for the mobile terminal based
on the security monitoring message; and
verifying whether the location for the mobile
terminal established coincides with an area proximate a
30 location associated with the captured digital image.

The method can further comprise the step of providing one
or more security images each unique within a security
monitoring system and each associated with a given
35 location of a monitored site, whereby security personnel
can capture an 1image of the security 1iImage at each
location and transmit a security monitoring message to the
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- 5 security monitor based on the captured security image. According to
another aspect of the present invention there is provided a mobile
communication terminal for 5 communication via a mobile communication
network and adapted for use in a security monitoring system, the mobile
communication terminal comprising: a canfera adapted to capture digital
images, whereby, in use, security personnel can capture a digital image
of d€casedyritpdmage cohteheidg@odEbelataptd eedosamdrwitly amage -
given location; and an application program executable on the mobile
munication terminal, the application pr adapted to: 15 ,

o B Pty RSAD T Eodtda A B CERbr A egion there
anzll?se tipd e¥digleg image to Hebdde at lce@aUpdEiak bithe cdgddndarl  for
Prefsif @rRsaHiDoMONYGENg Mesards hesedcomitith ?@a{mfﬂe"d @Work and
an r uri oniforin S ity C e
com(?n%ugrﬁgqlonfﬁgtwgér{ég heir%bygct'he%ge%%ﬁ %g)nﬁqﬂesr%%ﬁf\]/eg rs;/&l?em » the
whBgRtk kenfepma vt hGaZil R alish ’é&t‘t?elusﬁ@@%é@d 89 the security

monitoring 26amessagadapitestathcapralien dikhintal artaapeximateereby,
thesgiv ca e. n ment of obil
comn o p e ALY E%‘”f)g"ﬂ?a%%n#?% fﬁeﬁ’madaéo Jrdfidcifage of

10 nefvciRCAS L4ickREE (RN FikRARY cSPHSE atﬂﬂszﬂﬁ%HCth@ted with

seeurity vammithoing thhessagendh an alternative embodiment, the mobile
Commun'ﬁﬁ'onaﬁfﬂ%@i'iﬁher GAFORMISES 2cHEBARASIEONIhSYSIB  mobi le
35 E)anlfl)mS nr?%% ?c?r? d nPip Ilciltlonghogram |slf%tg&0n program adapted

to:
recognise a security image containing coded data iIn a
captured image;
analyse the security image to decode at least a
portion of the coded data;
prepare a security monitoring message based on the
decoded data; and
transmit a security monitoring message to a security
controller via a communication network whereby the
security controller can verify whether a mobile terminal
location established based on the security monitoring
message coincides with a Jlocation within an area
proximate the given location for the security image.

In one embodiment of the mobile communication terminal,
the application 1is further adapted to include network
service area data including cell data as location data iIn
the security monitoring message.

In an alternative embodiment, the mobile communication
terminal further comprises as global positioning system
(GPS) module and the application program 1is TfTurther
adapted record GPS location data when the digital iImage is
captured, and including GPS location data iIn the security
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adapted record GPS location data when the digital image is captured,
and including GPS location data in the security 6 - monitoring message.
Brief description of the drawings: 5 An embodiment, incorporating all
aspects of the invention, will now be described by way of example only
with reference to the accompanying drawfhgs in which: Figure 1
illustrates an example of a security monitoring 10 system. Figure 2
ilustratetcanthexarepleagfa. security image. Figure 3 is a flowchart of an
example of a security 15 monitoring process. Detailed description: One

eng)loijg?e_lateg&ﬁg)%gy] Wlt@ﬂgg &y%uwc@' 20 illustrated in Figure 1.

The security monitoring system 100 inc a security monitor 110
adapted for communication via a communication network 130 and at least

Ong M 'Gcfc?m{@H'Eica‘i%EﬁfaHB’?%lﬂi%Q 23 RPCRLpRRECYRMEAL B ention,
terminal 120, 122, 174,126 h S a camera for capturing digital images ]
an¥ id ddapted to keomeasebidrfh thy sedidy ndhitoexeoRibetheonly  with

CORBRAVERHAR RIWRRE 138 oripRRniblg BiF i@ dewnich:
communication terminal is a mobile phone with a digital 30 camera. Other
devices such as network connected palmtop computers or personal

digitphaeastanty (ADAr AR SCARPTaSEIRY RiSOdFe Se\“t%@QUWQP/ monitoring
c

example described uses a mobile phone with an integrated digital camera
as this is a deR¥&Y#ich can be conveniently carried and used by 35
security personnel and is a device likely to already be - 7 carried by

security personnel on patrol while using prior art security systems._
Figure 2 1llustrates and example of a sécurity image.

Figure 3 1is a fTlowchart of an example of a security

monitoring process.

Detailed description:

One embodiment of a security monitoring system 1is
illustrated In Figure 1. The security monitoring system
100 includes a security monitor 110 adapted for
communication via a communication network 130 and at least
one mobile communication terminal 120.

Each mobile communication terminal 120, 122, 124, 126 has
a camera fTor capturing digital images and is adapted to
communicate with the security monitor 110 via the
communication network 130. For example a suitable mobile
communication terminal is a mobile phone with a digital
camera. Other devices such as network connected palmtop
computers or personal digital assistants (PDAs) with
cameras may also be suitable. The example described uses
a mobile phone with an integrated digital camera as this
iIs a device which can be conveniently carried and used by
security personnel and is a device likely to already be
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A mobile terminal 120 can be used by security personnel to 5 capture a

digital image of a location on the site. The mobile phone 120 can then be

used to transmit a security monitoring message to the security monitor

110 via a communication network 130. The security monitor is adapted

to establish a location for the mobile termifal-10 120 based on the security
monitoring message and determine whether a location associated with
theceaptaesd iagee Eor ekgmpey dunseduripnmpaitaidy mbsdageusang prior
incljee AlippERtajrrdBpgnobile terminal 120, or sending location

data for the message may be obtained from the 15 communication

network by the security monitor. For example the location data may

idehtifjoine kentatnitasdn IRQweacdiel 42sesvieingsaeuwidiile teanpannel to
12 ayhvelirecan bg rgrt@lediwagéﬂedwcaéﬂforl tﬂe&gﬁﬁ@e\bﬂ@m t&hesleéligﬂé- The
m i e ri e io 0 r -
hewé?&?e%s@jﬁ@gpe%?ﬁ nel. hé%s%/ﬁtegné)illggﬁﬁ_ecflzr’] ﬁgglérﬁéw%%u es elerlty
sef I GRIHRE 1 MeS929€ 131914t SeqvEddity aRddan1- 1318 svia a
unigorenwithiic &ta systemeatiebiskassoGiated witlTae25 giegulorseyion obaitor is

mani ite oréggceﬁm securgy i 1 5 b }
e;(%fgﬁ?%ﬁcettg a bui d|nq.é,lb\hm%bilg%tgran?i?lgﬁlzjgactn?zé{us@ y aEermn_lal
sedif Al BRSE6h R {E BEotHRCHTIA! FRAIE BF 4 8 cTIR9SAdGe A determine
Themedhikrphane i@Cadarotheralss ased tettangniha Asecwétptured 1mage.

maripringaifstage kared 9adhe seguni e ikll thdiaagelr®n include

AR nHE 10 Bt onkiiia 1P BT RoCHE O ALI 126000r OF sending

exd®prtitenog@ih dhed maPrRiempEageonfidBMni®gioPh&aidirdelfrom the

35ddnmeaiiichgitba moekiewerRrinaby20.tHe Theeraeriitymoniberiislis For

adg&gﬂg?geqwgwwﬂggfwon data may i1dentify the communication
network cell 142 servicing the mobile terminal 120 which
can be compared with the Jlocation identified from the
security monitoring message to verify the location of the
mobile terminal and hence the security personnel.

The system 1i1llustrated in Figure 1 1includes security
images 111, 112, 113, 114, 115. Each security image 111-
115 1s unique within the system and iIs associated with a
given location of a monitored site. For example a
security image 111-115 may be placed at each entrance to a
building. A mobile terminal 120 can be used by security
personnel to capture a digital image of a security image
111. The mobile phone 120 can then be used to transmit a
security monitoring message based on the security image
111 to the security monitor 110 via a communication
network 130. The security monitoring message can include
location data for the mobile terminal 120, for example the
location data may identify the communication network cell
142 servicing the mobile terminal 120.
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not the location data indicates a location within an area proximate the

given location for the security image. For example, verifying whether the

location of security image 5 SI-1 111 is within the cell 142 servicing the

mobile terminal 120 sending the security message. As each security

image is unique within the system, a locat®n—can be associated with each
security image, for example in a database or look up table stored in

sedirity swoiton 1§ meomaroThel [b@atiohs adaptsalbamapped fydathether or

SUGIH#S ﬂ?éW‘Irdfcfe?ﬁiSﬁ aé%@a“i'?ﬁﬁ@&t%uﬁty e 6}9 W?ﬁﬁfigle ¥n area

XA AT, TRYRD CRREr B rof e SRy Rbsdlgge-  For

thi€kRaade cawqrelrfya g c‘dhﬁﬁﬁ@cfwth@hel r@@aﬁa@estamusﬁeeu@fﬁfﬁx& image
mabjleterminal. i/éhemtﬂeﬁstahwed:@wtiom@in@;ees/%thngﬂe the mobile

Ioc S ity S€C ed vali

%%ﬁ %egﬁoc%%sged gg?hgﬁ Figcut{ﬁ/ monl ﬁiﬁzver%%ggist’abhsh'% each
Ioo’ﬁﬁSH phtNditBRES Ib%atll’dh‘ gifRr ek e I%@uo‘ﬁ%ﬁﬁé‘ seeufigcation can
image, dxsothesdaslirityinthnitgican seticaté thatithagegsshige isrsalple in a

and epgRiale.seqity | Bﬁﬁsut%stgghgg?lp?@%? aw'agaééﬁwwg monitor

that the Invalid_message is du %%reac or attempt to 2
saB6tagE¥he sg@tﬁltfg‘}@&h‘?ﬁ‘ﬁe S8BuY FrorBr T8HREA b Q@[mr|§uch as
comedored kenge radasted ar esxkive anwmealystmcusaommlt(ynngnon itoring

mMegsagagd oy £XpEUES; \iéaOftV’@fé‘ %@éeﬁmpﬁﬁéfﬁ'ﬁ&ﬁ”é’&nbﬁi dentify the
executed op the.server fﬁh securty messa e data, v fyi] the

Ioc%ﬁSHd!;\ " ald BeForimin B&ssh a%ﬂ S, sth aé’sn K, up the
alab@caticrciay mbﬁutcﬁeﬁwbsmd@m%peﬁteeumﬁaMQ tgan then

pederntamparequchiahraising dacat kontasinalsripeacyfBr the mobile

Serﬁ’éﬁlﬂéws”uc\ﬁﬂg?gt'oﬂ? fgg%ggﬁ)gﬁ%odm‘ilocatlon coincides with
the Ilocation of the security 1iImage then the security
message 1iIs deemed valid and can be processed by the
security monitor. However i1f the established location
indicates a location other than the Ilocation of the
security 1image, then the security monitor can indicate
that the message 1is 1i1nvalid and escalate security
measures, Tor example raising an alarm assuming that the
invalid message is due to a security breach or attempt to
sabotage the security system.

The security monitor 110 can be a network connected server
adapted to receive and analyse security monitoring
messages. For example, a software application program can
be executed on the server for analysing security message
data, verifying the location data, and performing any
necessary actions, such as raising an alarm. The security
monitor may be adapted to operate automatically to perform
actions such as raising alarms, contacting emergency
services, or instructing actions of security personnel.
Such automatic actions may be based on defined rules and
security scenarios. Alternatively the security monitor
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Such automatic actions may be based on defined rules and security

scenarios. Alternatively the security monitor - 9 may be attended by a site
supervisor or security overseer. In this embodiment the security monitor

can be adapted to display security data based on security monitoring

messages to the attendant, for example-o® adisplay, 5 whereby the

attendant can take or instruct any action required. It should be

appeegidied Hetended dygtemn sibe bsuplaptasitake sspelatdibnsaverseer .

perlfﬁr”’tﬁ‘i@e@fﬁﬁb@ﬁné’rﬁfe%ﬂgy gé@ﬁWQy‘oaﬁiﬁﬁ‘Wt@d WHHJ be ada ted to

mformat n to the atten#on of the attendant for escalation and huma

mttgr!/ﬁﬂ &Y if r ¥e Io dzﬁg%\‘ﬁﬁlch |9'}1clu§88%fﬁé'secmﬂf§/' toring
motRBHAg efeskRe ddebeaktRotestivicefrta xame looatiors oflisplay,
thevpraesity imeges caetenanarpedeirio aremnaynicaigit paiorkany action
feré’éc%%rFéa and fliis (RapRINg Qgtaaﬁ?gé‘ié( Iy V%ﬂ%‘i!efs[ﬁ‘éhmsb'é%/stem may
erminal IS In"a service area whic es W a securxy imag

locaBorRdaptethntifle, BARbIROREMAREI20E (Rd RS EXpiiFe §Q!Il§|taﬁma|y5'5
imade @@euuritpym@@etSI hiltbmsitdcakbbguran@o monntgnnlrfﬁem on to

bageh o, IS AFGHHY lwgﬁpﬁtfgﬁaﬁfggﬁ?wﬁgﬁnt@g%ﬂfg&ﬁ N'C(?Hg human

cell 142 can be_ included with the message. This data may be em
in WRHRELAEA ) o FiRAE8ASnning on the mobile phone or included

automatically by the communication network 25 equipment, for example

asRé Ofﬁa%%l’ﬁmﬁ"c%lﬁ’ﬂeﬂetWH%ﬁneﬁge|hﬁ9ﬂ§‘xﬂewhei‘ﬁhethe security

mess g&ls received by the securlﬁ monitor th location data can

redt MM hE"H eSS She Uty iM8 Uoeky SR YASSIng & i 5%‘3}1 The
lookegaki@ns combarddith $e€10cktyn dBIAGRSIt shadld tke  mapped  onto

app@niaiad daatioeatine Eleta RUGedY&ce areas and this mapping data
used to verify whether the mobile terminal is iIn a service
area which coincides with a security image location. For
example, a mobile terminal 120 1i1s used to capture a
digital image of security image SI-1 111, when a security
monitoring message based on this security 1image 1is
transmitted data identifying the servicing cell 142 can be
included with the message. This data may be embedded in
the message by a application running on the mobile phone
or 1included automatically by the communication network
equipment, for example as part of a communication network
message header. When the message 1is received by the
security monitor this location data can be read from the
message. The security image network mapping data is then
looked up and compared with the location data.

It should be appreciated that location data such as a
servicing cell 142 or base station 132 may indicate a
relatively large area, depending on the network coverage,
and therefore not give a high degree of resolution for
verifying the location of a mobile terminal. It 1s
therefore possible that In some embodiments the security
monitor can only verify whether the mobile terminal iIs iIn
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servicing cell 142 or base station 132 may indicate a relatively large area,
depending on the network coverage, and therefore not give a high degree

of resolution for 35 verifying the location of a mobile terminal. It is

therefore possible that in some embodiments the security monitor can

only verify whether the mobile terminaldis #9- 0 the general area of the

security image. For example as illustrated in Figure 1, more than one

sediméy pesgr 812 diea SbA 1 HheS|<$etlo by benacsed wiltarm oexample as
felh M%ﬂﬁ%%aaﬁtmilaa%%n%qatlﬁ\s&%é SeRuvonEsBehG BPSHAdge S1-2
ransmitted for secyrity image._Sl- obile termina ay be

theldAme gs‘ To%algc'jhhdatrg %:1 & rit@ﬁ%:ikb‘?ind ?r?@stgge Wéﬂﬁﬂte&’ ne cell
by Hébile terhiinakthdsforcaseritytihtagd scatlanif odgtie E8rvieingsecurity
Cﬁ'{héﬁ@ﬁ;ﬁbaﬁg _Sﬁ@é@_ga@ﬁl iti@fﬂﬁified.t@dof@&hl%‘@&gm Peja. ilevgrvesl -5 115
the se r iden ereis g dispar -
pobedl TGk or A o el A eCcart, [oRaR1oN data in
loctiorPERY FAY an BPRAdRIRIOAIarMe IR amplafantetag by mobile
mobitoridgalesdye fofFsecustely intgge BidgdlSdcladed igtativh dataly the
ldeptXREFAGNXIEF 4916149y INFome pBRGBIENERAd{ONg dentified in
informatign, stich as cell sector data, transmissjion power or indication of

whEbifer 053 le @Ahihal is IHASYdoverYtne $86HdDNa by will
inciicetilwithehe &drbtiontiata toentibiEybetidrevorrélagvn betweena thd isparity

mahilgjeninaidesatiqpdaigiand BE Seeudy imsorIecatesrfiPhal and the
example, a handover reqallona(é%a_p be included in the mapping data for

25355 sAARHF imbaetd ™21 Allftn Idksn iRficatidRiShnd & alarm.
sefvide @samehey difiepthsasuriey seeistosy Pascnaasage 3dor theecurity

celihdfeengaedsby 115 includes location data identifying an
incorrect cell 144.

In some embodiments additional i1nformation, such as cell
sector data, transmission power or indication of whether a
mobile terminal is in a handover zone 150, 152 may also be
included with the location data to enable better
correlation between the mobile terminal location data and
the security 1image Ilocation. For example, a handover
region can be 1i1ncluded 1i1n the mapping data for the
location of security 1image SI-2 112 such that an
indication of the service area being either the cell 146
serviced by base station 136 or the cell 144 serviced by
base station 134 would give a valid location correlation.
Where a handover zone indication can be included in the
location data, this may also be checked for a security
message transmitted for security image SI-2 112 such that
any security message for SI-2 112 sent to base station 136
without a handover zone 150 indication would be considered
invalid. As SI-2 112 is located within cell 144 on the
boundary of a handover zone with cell 146 i1t may be
possible for a security message for SI-2 112 to be sent
with Jlocation data 1indicating cell 144 and not 1iIn a



base station 134 would give a valid location correlation. Where a

handover zone indication can be included in the 30 location data, this may

also be checked for a security message transmitted for security image

SI-2 112 such that any security message for SI-2 112 sent to base station

136 without a handover zone 150 indicatibh would be considered invalid.

As SI-2 112 is located within cell 144 on the 35 boundary of a handover
zohemdtb\etl 126itenaydepeodsibe fama stoaritpolsadgefocSkRari2 of the
to be5¢NE Wﬂam@m dmmdlcaﬂﬂg el i44aé“ChE%tH8@ra%%d that it is

han over zone, %ng on the actual location of
Lia

e mob ermin
120 GRPBE Yp ST HELe 280 Ftind el it o terance
indnares toksraitbe bheeabhafe fitbdior aaeletEbltiot @ #ee verification

5 vegfcagion heh inemebie ieatinablesaatiern Data such as transmission
power may also be used to indicate a position with a cell relative to a

base statlon which may be mapped against the location of 10 security

imB§d FtSRmMAE, sddidyihasd Q4 POVART [odAYd cRkePto e used to
badadEtiatel 3Gthapaetuiiynmagetisl-Sal 1cwlthe sealacaN@46tdd a base

Sh%‘ﬂﬁf‘i%rﬁfor%}i’ﬁ&Pprﬁgﬁte%@atrﬁﬁg gl H@Bﬁ'ﬁ‘&'o H8W9iocat|on of

% ired for a security monitoring message for SI-5 115 on_the cell

REHY VRN bATRESRr thah WMatFEPERIE 14 SRGHT KR AR §zlse 114 1s
stallona.:‘bettbnslmsenn Powkheatzadecwisaibwioh tHSbcttien dseanay by 1mage

useq msdiitimmﬁh betweassihe sewige a1as for Sirg 14hand $-eddefore be
20 In alternatiye &Rﬁg %bs where them ﬁlle terminal.has accurate d
poQIHBrW\ c% %\ ilit h %Io&il ngltlo !grﬁ Power require
funEaibnalitpeanen iy nivhné terhinl W%S@@ﬁdé:@tédfed r&cokddotiothe cell
15 datosHaary @R Plcopedinptes teientharseewity infage s photopraphadich is
nearer the base station so transmission power data
included with the location data may be used to distinguish
between the service area for SI-4 114 and SI-5 115.

10

20 In alternative embodiments where the mobile terminal has
accurate positioning capability, such as global
positioning system (GPS) functionality, then the mobile
terminal may be adapted to record location data, such as
GPS coordinates, when the security image i1s photographed

25 and send these coordinates as location data. This data
may then be used to verify the location of the mobile
terminal. Communication network service area data may

also be used in conjunction with GPS location data iIn some
embodiments, for example iIn an embodiment where the site
30 1s a multi level building and microcells are provided for
each level GPS data may not provide the same level of
location resolution as the microcell data. It should be
appreciated that the location data used may vary depending
on the site and communication network topography as well
35 as mobile terminal capabilities. 1t should be appreciated
that the security monitoring system may also be modified
based on changes to the communication network topography,
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25 and send these coordinates as location data. This data may then be

used to verify the location of the mobile terminal. Communication network

service area data may also be used in conjunction with GPS location data

in some embodiments, for example in an embodiment where the site 30

is a multi level building and microcells arelgrovided for each level GPS

data may not provide the same level of location resolution as the

midrocell dx@amjtlkhouktied tpneciatEd tifatrthbdacativaluble usedmaynication

vapeReRading égbthes%@ﬁmgommtﬁmw'%Petvmr&&(iﬁ%&r@pha Asjte may
well 35 as mobile terminal cap Igooﬁé‘ﬁ ould b ea recal tha

se 8 Wishiesfind SpEAe et b 1005 B thangEs based
theofomraditiesedil aesvorktopogradily, - !DDH’OdéKamﬁle a@tition within  the

furthgrmoeld lesagamunicaliopknetwork base stations within or proximate a
site may require re-mapping of location verification tables based on

alterations to cell boundaries etc within the 5 communication network. In

soth@ eRP@BaimeRRosHIIRREMageSHChIBE cAfe@agta Vasdnean (oded data
deatdethbyctie rbebitdeteoniawl. hyor ekemplsb ile mbbiter ieradinal nyrbeexample

Proyiged Wi ﬂ%’m%fﬁni%%ﬁp”%ﬁ %@ptwe Higest aa software

portlon of the _coded data from a captured digital |ma%e of a securit

10 jm 20 sl fRRERS it OmARERAS b8 blettlie 2nuRMd Qe O the
a seodedcedsymivisior sentamibue adhichicatak iteagetedBasad security

imggRged pagyp @%@HH‘B@%%@EGW’E N @eguEted tB@ ”épbdﬁr code,

terminal. The mpbile_terminal ma tg: 0 interpret all onpr[1ICh can

e MIBEE ot ito e R Bl Softho TREPHE e

msJﬂ@ctmiEGI‘Bpbﬁé‘;ﬂﬂln@wge@lﬁltylrﬁaﬁl@orm@dmﬁgéaﬁr andngdicbi e by an

cogenb flateatyrine éwaintegl torRP ingladeniv he seawity IeItoringThe mobile

mefé?%%h‘é{fiictﬁggﬁyb%madapted to interpret all or only part the
data coded into the image. For example part of the code
may be iInstructions for preparing the security monitoring
message and part of the coded data may be a warning to
include In the security monitoring message, which may not
be interpreted by the mobile terminal but simply included
in the security monitoring message as message data, for
interpretation by the security monitor.

An example of a security image in the form of a data
matrix card is illustrated in Figure 2. The data matrix
card comprises a sequence of light and shaded areas. In
this embodiment each line of the matrix can be decoded by
pattern matching the light and dark shaded areas.
Alternatively the light and dark shading can iIndicate a
bit sequence, where each light area of the matrix grid
indicates a LOW data bit and each dark area indicates HIGH
data bit. The mobile terminal may be adapted to extract
the bit sequence from the captured digital image of the
data matrix card and transmit this bit sequence as message
data to the security monitor. Once the security message
has been verified as a valid message based on the location



5

10

15

20

25

30

35

be interpreted by the mobile terminal but simply included in the security
monitoring message as message data, for interpretation by the security

monitor. 25 An example of a security image in the form of a data matrix

card is illustrated in Figure 2. The data matrix card comprises a sequence

of light and shaded areas. In this emboditient each line of the matrix can

be decoded by pattern matching the light and dark shaded areas. 30
Altdatiyely the liglterdrddr shadingtan indieaste aoéit sadagrtcs to  then

e R ERpTIA ARE O8I ISENGECR iRE SpeP Folie MiFD necessary
2 0BGBHAD ot (S NRAEAGE B ol PR B0 Ao A A Bk thebY the

350ttt heatrbesariinatl tardrienbibioscyusacs hd kyessand tediAng message
thepsemtiitymopiter. QYsdde eavrlyiselsnge e bRRB Keriiethge adoes not

valj ssage based jon - 13 da es ity-ponit

belﬂj%d%%gted 0 thggé inge}r-é?ée?@fe%g%%eq&eoncet% apr% pgfé)%gniyé&neﬁ@@)? r _for
actlSH AP EQIAEAGE of deobihgiBEtrage BhR BPleNtobe fakmarequired
andfseneaiagha sEuini npnitonigorehsggmedsmgd anhpaiesdded tatasending

s hab e iRl Imaaeagh ol PAREHE DS HRNSTINRA Rdle G884 Wihich, in

monitor for interpretation. This reduces the amount of data required for
ealit! EBeufP MGG H85&Rre compared with sending image data,

reducing transmission time and data which, in 10 turn, can reduce costs.

TheaesprEadakE canbs maishethagainst arasiuensgioisitles susddhghce of

the data is automatically anglysed,and approprigte actions tgken. For

exbHIES 2 P Dark DPS (RS och by Raicatt WRUBERaN Y thanalysed and

se@iity pRhdateasctdnfise [bakih it is ntifx@pbeher thefdsskiypart of

imagrRisdecriethayoximaibcaitintarnal Wocation of the security image,
based on the location it 1is identified whether the
security 1i1mage is located proximate an internal or
external door of a building to determine which set of
rules to apply. |If the security image is for an external
door and includes door state information which indicating
the door 1i1s open, then based on a rule an alarm may be
triggered and a call to police, a building manager or a
higher security authority may be made. In this case,
where door state information is included, two data matrix
cards may be provided for the door and the security
personnel trained to capture an image of one data matrix
card when the door is open or unlocked and another when
the door is locked. Mnemonic triggers such as colours or
symbols or location of the data matrix cards may be used
to assist in the security personnel selecting the correct
data matrix card to capture an image of. For example an
OPEN coded card may be placed inside the door and a LOCKED
data matrix card on the outside of the door, so the
security personnel can only capture an image of the OPEN
card and cause an alarm to be raised i1f the door iIs not
locked.
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external door of a building to determine which set of rules to apply. If the

security image is for an external 20 door and includes door state

information which indicating the door is open, then based on a rule an

alarm may be triggered and a call to police, a building manager or a

higher security authority may be made-Inlfiiscase, where door state

information is included, two data matrix 25 cards may be provided for the
dodnanchthe sadooita pendonneheainedle baptute enimabie of snealdapted to
majibt SAsFaPepriBe dagiis PREN PrAockad 2pe AROINET AOEROHE based on
door 'f locked._Mnemonic Elﬁggers such zis colours or. symbols or Oiatlofgrminal

I

of ' ata maﬁﬂf cSHRATRAY bedlL AR LRSI MHE %riﬂpﬁ)ér Gn
selddiing tiRe corrpsodranmetiix catitld cadure atnade of Merite  and  an
Exﬁm@l%ﬁl‘fi@BEi‘b?pC@ﬁHéard:@iﬂk@@dﬁ'aﬁé@dﬂfi@trﬁn%@@ Wthe route.

Qﬁﬁ ta | ond tside of t r, sQ the, securjty .
person%el Sﬁ_n O%%ggéﬁ%rge an'iFrﬁnga(%éle of ﬁ']se O%e%ﬂ?gj §§rd %@gcauée an ecurity
aldPeNb i s deSeatsor BeRd:- o). Mok iheantahpddakntigye also be
mabredeamnatiis &dapied-ofyntetrheet theheeceiigumgy anchagdsrmare being
acw op. ru a plication inthe il gl
mag e programﬁ]mnedlévéiﬁ%%i:trol_r ugr%r%g a%%%%niﬁﬁatm%oeg?fﬁcﬁWP route
ea

[ E8curity iR fof thSRSHE T Wher BAR uribPim &GP XS urdtghg mobi Te
a seeuniinatonitaring ieeskagdrsent dbe tadhicaeroimacodg atfomhe the 1mage

progiameneedpveniy thakihiSeIeCerily inaaes §/¢ beHw ﬁ%‘?&'re@){Bected code
correct se uenc%based cbn the patrol r%ute 10 data. Wh%?? secu
a

miige BOkpch A2 mble e Lartlda e RE AL G BdeFdf e Ehe
theSReatel Bid RrtsANE Whbthet it aakrgkhd abtkeexpEERd-codéher patrol

norand i the epse of amynexpested dode alespieted in  the security
monitoring message for tracking by the security monitor.

In an alternative embodiment an application on the mobile
terminal can be adapted to decode the coded data and
transmit the security monitoring message based on the

decoded data. For example, 1In a security 1image may
include instructions for the type of location data to be
transmitted with the security monitoring message. For

example, coded 1iInto the security 1image may be an
instruction to send microcell data as well as GPS data
where the security 1image 1is placed in a multi Ilevel
building. Whereas without this instruction the mobile
terminal would only include GPS data as location data in
the security monitoring message.

In an embodiment the mobile terminal 1is adapted to
recognise whether or not a captured image IS a security
image and automatically send the security monitoring
message to the security monitor. For example, an
application on the mobile terminal may be adapted to
analyse any image captured to identify characteristics of
a security image. For example, distinguish the pattern of
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security personnel to the patrol route error. The patrol 15 route error may

also be reported in the security monitoring message for tracking by the

security monitor. In an alternative embodiment an application on the

mobile terminal can be adapted to decode the coded data and 20

transmit the security monitoring message®ased on the decoded data. For
example, in a security image may include instructions for the type of
locaticlatiatartathel xranamittearwitiathecsedarifrmoonisooripyatassagef Far person

examale rerdshiiie herRe CYHY MAREIPRY 6 AN BRI NLBIEOHY Sgdecurity
microcell data as well as GPS data wh??[ﬁ, the secu%tﬁ image is placed

I in _
a 0R9&vel Blftbing CRIREREXE withBIASH S uctidhthe nitidr 1Ty~ 1mage.
terAtit@neduie ahbyinclsge Py dakhgs losatow §ta inmpieid@uiing message
mQﬁlﬂQﬁQg_ TRseagR 3P N Qﬁh@ﬂ%%‘ft@mﬁbﬂ%@!‘ﬁmﬁ' Bsadadied red by
to 0g er or.no t [ | e image
TSR AT R £ ST IR IREABEN s can be
mdtitbER-oRBLanGRBVEN 88k p kKoths thegrstiERé rRRksPRPeE and can

adapteildo cartitsngnisenamgaptoreritoridenfiinebswgtaistitef acapturing
sequriydmappelOr fragwle. disjRoulshdpRPPISRSS g ineA AR Eecurity

card or bar code from apicture of a person and recognise the data matrix

or BEFEQWEd aR¥UAG ARKR WtRtd AhalRingtHe9skutgnding of a
imsgEuAlMatwallysERdpgnRs Sagerity suafitoting fesstiges rheaation all
that pehitbe tgling b adth BFIraps isvienl e Pye thengeGHES5RESORBEbe sent

to send the message, this can be quick and conygnient for the securit

ol e AN o o S XeR Tl SSRMRG Hinibig MeSsadss Ara and an

capiiengra SdcuNg) imbhe. I6auRehcsentotBmet tife SRekiity monitoring
message with a security warning In the message data to
trigger an alarm at the monitoring service.

In an embodiment two oOr more security 1Images are a
associated with a Jlocation and each security image
includes coded data providing a different security
instruction for each security image. For example, a first
security image can 1indicate everything 1i1s 1iIn order, a
second security image can 1include an 1instruction that
security backup i1s required and another security image can
indicate a fire. The security person can capture an iImage
of the appropriate security image and the security monitor
will respond with the appropriate action when the message
IS received.

An example of a security monitoring process is illustrated
in the flowchart of Figure 3 for a site provided with
security iImages each associated with a given location.
While on patrol at each location a security guard captures
a digital i1mage of a security 1iImage using a mobile
communication terminal camera 310. Location data for the
mobile terminal may also be recorded 315 when a photograph
of a security 1image 1is taken. For example taking a



10 personnel may be asked a question to trigger sending of a security

monitoring message, such as "Is this location all clear?" an answer of

YES will cause the message to be sent with and all clear message in the

message data and an answer of NO will cause sending of a security

monitoring 15 message with a security-wading in the message data to

trigger an alarm at the monitoring service. In an embodiment two or more

se@hitydgaged aresyy atsuagaed withcolodatign &RBeacbmedungtiemgfor the

Zom'afE%li(i%S %@iﬁﬂ%ﬂ prBIY'd'F:c@étcﬁ’ﬁ‘i'i?@t %eéPUWc'@StBF@Qt” 9a€8S"  In an

secur e For example, a first security image can indicate

B TR NP oF <Po R, TRttt fo AL G RHGakly sent,

thathsleﬁ:uﬁ@aﬁadnay isheqorddtad aﬁ@ﬂﬂneﬂ%@hl@ﬂn&bﬂ@am based on a
5"KM§§§édBeé@ﬁﬂiﬁ@”ﬁb@@ﬁ@ﬂﬂaﬂCﬂ@W@V@ﬁWmNréﬁéﬂEMere may be a

appropri ny ec ill fespon |q}

ap% T e T e & inage

se@illy REMEAMG pdcess WiMadyatcrershesowdRepddogurdatsr amay be
site-poowdiadi\yitg usdcutihaih abesatanbrassatatakc el angivamlothtorlocation

Wiyl O'Eﬂ?é‘”oéé’éﬁﬁﬁfcqt Se&Hth grardeapiuray digipl Ipage nopile

of a secun:%/5 image usirig a mobjile 35 communication terminal camera
10 31 Sergudioh t6NABIRRDLAG & HERR-may also be recorded 315

when a photograph of a security image is taken. For example taking a -
16Tﬁ|é0t08§}f’fm“§d t”ﬁ@rﬁdéco@éiﬂg G C%WQI%%%%ifOVS‘b@ mggile recognise

ter orre V|ce rea data. In an embodiment where
o LU HRY dsobE 1RO aA) S0, A G R T oA IRy Nt 325.
Ioc\ﬁh@ﬁ gatd b@@ﬁwdf of a Bagesals sendpraukdifon. HHAeQer, @hepeCuUrity
15 thereseaiyee d sigp¥iepairéelay3znwanisibe capiurené a segiriiy #8agd€ecurity
image. The security monitoring message includes location
data for the mobile terminal and optionally coded data
from the security Image. The prepared security monitoring
message is then transmitted 315 to a security monitor via
20 a communication network. For example the message may be
transmitted using known messaging technology such as a
Short Message Service (SMS) or enhanced messaging service
(EMS) message. Alternatively a data connection may be
established via the communication network between the
25 mobile terminal and the security monitor for transmission
of the security monitoring message data.

The security monitor receives the security message 340 and
reads the Ilocation data 350 included in the message and
30 any other security message data 355 such as an all clear
message oOr a warning. The security monitor uses the
location data to verify the Ilocation of the mobile
terminal 360. For example by comparing location data read
from the message with security image location mapping to
35 determine whether the location data fTor the mobile
terminal indicates a location within an area proximate the
given location for the security 1image 365. IT the
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and sending a security message, location data may be recorded, such
that location data relevant to the location of the security image can be
sent even if the mobile 10 terminal has changed location. The captured
image can be analysed 320 to recognise whether the captured image is a
security image or not 325. Where a captdrédimage is a security image, a
security 15 message is prepared 330 based on the captured security
imdgealtteose cdatanastorigmessage iastedesnopgienh deta forakd mate the
mc&@ederm'palﬁﬁwg%otlvaewqﬁ?dw@é%dr%theﬁ@cqwamaeﬁ Weta, then
ﬁﬁlred securln\‘}monltorln%] messa(ge is th n trgnsmi 315 ‘{f] h rit
fty Riorith? VA 2672 28R mubRcd ‘8ﬁ"?1% SRV EGr SGMmfARthethe security
mé@@ﬁg&%’ay\/bbl lramﬁi’!téﬂ%lnGanmﬁ%%gagﬁ@te@mﬁWsuﬁﬁ%s For
a SRQhﬁM%Tsa@ﬁ@?l@iC% (SVEDRURN hai@edjé@rﬁéélgir:@aﬂamicet@\ﬂ%)ecu rity
m te ve onngctio e ia the
co%rﬁ(?nﬁt?r%cz?tlongr%twoéflg ?vtr\?é%n t?1€e825gr{g§¥/gt8ermln d% %ggz%g gata and
md?ﬁ’cﬁfﬂfrr@ra%@rr@%ﬂfrpl%f IR Se AFHI RTONItSHES n@%sé‘g’fé'datfm‘hé)o lice if
seairgy needor idcgivesdbsageuritdatessajadibatels reaals thaeak in  or

locaLAR SRksH20 i”‘i'Hd%’oifﬂéhe? fix qiReAEd %@nys%te&ﬁﬁm?ﬁ’mltor may

message data 355 such as an all ar message or a warnin

sedGp AhitbPGEesthe WiGiGTaLE B  eR tﬁ@%&ilof’i’bﬁhe'rﬂéﬂﬁ@mt'ons
teroinal 360 Fat erampleAorc@rpayrielocatiortietacaad pdmvbadalism the

m%ééﬂﬂ‘ﬂb SREHEbOMaEs gq%euégw%n$%%%ge@¢mlr@ew&%tneh of the
the location data ﬁ]ort e mobi |nd|<‘Ti es a location within an

DR mad R, QN LA for tRPsect e, imige Aebt Y thioqytor  for
lochiEH GRRCR withiNRPS@8a rﬁ&ppé@&s pFei w&réim setaritynmbiee - In

locatioihapeartipd catiicgatatthen dbesesuity prassagadd daeigedsent a

Va@%%&??Echﬁéggaﬁé indicating a TfTire has broken out, a
message may be returned to the security personnel
indicating that the Tire brigade has been called to
attend. It should be appreciated that these instructions
may be generated automatically by the security monitor 1in
response to analysing the security monitoring message or
alternatively may be controlled by a site supervisor
attending the security monitor, based on the security
data.

Where the [location data 1included 1i1n the security
monitoring message does not coincide with the location
associated with the security image 365, for example if the
location data indicates an iIncorrect network service area
or i1s outside a tolerance range for GPS coordinates for
the security image, then the security message is deemed
invalid 380. This can trigger further action, for example
an invalid message may cause an alarm to be raised 390.

In an alternative embodiment an invalid message may
trigger further action, such as a check with a network
operator to determine whether a network disturbance has
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monitor will continue to process the message 375. For 5 example, where

a message is deemed valid the security monitor can continue to analyse

any message data and perform an appropriate action, such as call for

police if the security message data indicates a break in or vandalism. In

some embodiments the security monitor 8y 40 respond back to the

security personnel with instructions or information. For example, in the
casaubeandalistrethizo sacyrity chamtpe mayreqaesy aghotegraps bewvhich  may

takeapfipe dp@ags RN FRIe - PPReCHIR NS fOsecurity  image
insyrance.purposes or for orwardlgito gollce. I 1%§nother example
m

I , ,
whEPS THE QLktur) BerRof el 1l SeHr ATAQKL Y mbiGags it g i toring
firanessSpaken olile ARSYAFE YnANOH k@urndaYo b adaptegertonrrteract
indigeging dhat dhmiirei eaaimhasdiarsralled tocaitepd. ighawild®@ 1y update
SPRIESITA GRS INsrupions 2 macke dgperaied adiamalealy e area
the security monitor In résponse to arlalysing the security monitoring )
mezRaped? altckRativeRima) baccontrbid$e¥¥ siteldPablifyd R@endifgcur ity
thenseoitity imunitoe Sxsmgdoratheisecalid data. 25 Where the location
data included in the security monitoring message does not coincide with
the locatjon assaqciated with the security image 365, for example if the

lockBorrG2alifdiPee BRSO AdE Attt sdlift e SPEH B LY isIfRERE d0 not
toleence renge forades ceoplrites f6o theesarpileintige, teecthdty 1mages
SeeyHy BRApIYE IBlepPpAtityalichi’ls This Coi Fegger A eagclige mobile
for example an invalid messa e may cause an algrm ope ai d390._%5e the
in SO AR E S bodRAR B infiia HASSBSDSRE 1ider Riier ST T6-
acHEWIEHRAsROEHERIFINYa AYRIGR siitatbetoiddenieataekttpiickly and
netyepik distwshalidg/hamodified. Minimal infrastructure change is
required for a site to install the monitoring system as
security images are simply installed in relevant
locations. For example, sticking a data matrix cards to
doors or walls, and programming the Jlocations for each
card in a look up table or database 1iIn the security
monitor. Security personnel can then simply be supplied
with mobile terminals adapted to send security monitoring
messages to the security monitor iIn response to
photographing a security iImage. The security system as an
advantage of being easily modified, simply be updating
security images and location mapping, In response to any
site changes or alterations iIn security procedures.

In the claims which follow and in the preceding
description, except where the context requires otherwise
due to express language or necessary implication, the word
“comprise” or variations such as “comprises” or
“comprising” 1i1s used in an inclusive sense, 1i.e. to
specify the presence of the stated features but not to
preclude the presence or addition of further features in

various embodiments of the invention.



- 18 cause a temporary change in service areas which may require
re-mapping for service areas to security image locations and a
re-verification of the security monitoring message. The security monitor
may be adapted to interact 5 with a communication network server to
dynamically update location mapping in rf8ponse to network service area
changes to minimise falsely identifying security monitoring messages as
invalid. 10 It should be appreciated that the security images do not
require isspaweseipabydénrspentp e Hersecitityamages iean simelpdlication
printed cag!ds or tiles, and as the mobile _communication network is
indkpenFdiftidrEte &itk, W%b@unt?‘r‘ﬁ&n[‘)ﬂf 5506 d95Be not constitute
implementedspiickdy abdels cehée pasibicatiied. Mioimal infragtauwctureof  the
cha is_required for a site to install the onltorlng system as_se
QBRI ST AL FRR A e IR OHL tror e CONERbg
data matrix cards to doors or walls, and programmlng the locations for
each 20 card in a look up table or database in the security monitor.
Security personnel can then simply be supplied with mobile terminals
adapted to send security monitoring messages to the security monitor in
response to photographing a security image. The security system as an
25 advantage of being easily modified, simply be updating security
images and location mapping, in response to any site changes or
alterations in security procedures. In the claims which follow and in the
preceding 30 description, except where the context requires otherwise
due to express language or necessary implication, the word "comprise” or
variations such as "comprises" or "comprising” is used in an inclusive
sense, i.e. to specify the presence of the stated features but not to
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35 preclude the presence or addition of further features in various
embodiments of the invention. - 19 It is to be understood that, if any prior
art publication is referred to herein, such reference does not constitute

an admission that the publication forms a part of the 5 common general
knowledge in the art, in any country. - 20 2€laims: 1. A security

monitoring system comprising: a security monitor; and 5 at least one
mdbli@ munication terminal with a camera for capturing digital images
and adapted to communicate with the security monitor via the
communication network, whereby in use security personnel can capture
anlmagestausddtormahiiiher i0gns)isted sitompl k2hdgr security
monitoring naesSAERtYaRemh pedlre inage to the security monitor, and
wherein the Sepuryymoniar is 3aRied toerlhy yaihena localion ol wien a
the mobil& termimar established asedonQWesecu%yrnonhonng

messa§aBeliddPwithcady Eidprakiadiad loddiraessoaided adgpted to
the capvmedligitatemageazA seehity mestoiagystemond eimedviia  the

caim 1 yier RIS 2 AUEUMO! SCCHRBGIAgeS. FAch FRBCCUL iy

image unique within the system and associated with a given location of a_
monitoRSY SEINGHer Q3N irCAREUFR BRurk]P8RsoRfelRaRredd Ayl thin a
image nbraideneity isEbe ahadocaton, aad saocsmityy senuiitoring message

monitogag AFtsiRoere hismageutty neritsede PREg AP SRPIURE
security image. 3. A security monitoring system as claimed in claim 2
KOSt &Y

wherein t fe MEGH it Hhindogitor 1s adapted to verifty

whether a location for the mobile terminal established
based on the security monitoring message coincides with
an area proximate a location associated with the
captured digital 1mage.

2. A security monitoring system as claimed iIn claim 1
further comprising a plurality of security iImages, each
security image unique within the system and associated
with a given location of a monitored site, whereby, 1in
use, the security personnel captures a digital image of
a security 1i1mage at a location, and transmits a
security monitoring message to the security monitor
based on the captured security iImage.

3. A security monitoring system as claimed iIn claim 2
wherein the [location of the mobile terminal 1is
established based on location data from transmission of
the security monitoring message.

4. A security monitoring system as claimed in claim 2
wherein the security monitoring message includes
location data for the mobile terminal.

5. A security monitoring system as claimed iIn claim 4
wherein the location data iIndicates a location of the
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established based on location data from transmission of 30 the security
monitoring message. 4. A security monitoring system as claimed in claim
2 wherein the security monitoring message includes location data for the
mobile terminal. 35 5. A security monitoring system as claimed in claim 4
wherein the location data indicates a localén of the - 21 mobile terminal
when the image was captured. 6. A security monitoring system as claimed
in clainm@b Wieeréartheradatvdredattihe co magaicatt cagtuorie . service
data identifying a service area for the mobile terminal. 7. A security
mopnitoring Sé/stem as claimed in claim 6 wherein the COK]muni&ation
ne

ork setoed Y inBBAAT S BGvicHG BEl a &R, &S hdligyy 0 claim 3,
monitoWhg K9dtem tbelaithedait tim datigereksthedotationicakéon network

mobilegeiryinakis yatikied dyrreiTRATiY the seidte celiaala faih tihe mobile
given J,%ciaﬁig? associated with the security image. 9. A security

monitoring system as claimed in claim 2 wherein each security image

contains coded data. 20 10.A security monitoring system as claimed in

clain A whrreunrtireymohde ceowmimgcasys tieviceas adsfadchéal dacodeclaim 6

at leas} g oD qfBe CORRE ARSI INSENLIPR SESPUVIROBA Y Yinc Tudes

messar%e ased on the decoded data. 25 11.A security monitoring system
as claim@b\ CHi% $SIHerd@tRe security image is a data matrix card.

12.A security monitoring system as claimed in claim 2 30 wherein the

mapile ferrgiid, isiadAriegie t8¢aHUse §ystem as claimed in claim 7
wherein the location of the mobile terminal is verified
by comparing the servicing cell data with the given
location associated with the security image.

9. A security monitoring system as claimed in claim 2
wherein each security Image contains coded data.

10.A security monitoring system as claimed in claim 9
wherein the mobile communication device is adapted to
decode at least a portion of the coded data and
transmit the security monitoring message based on the
decoded data.

11.A security monitoring system as claimed in claim 9
wherein the security image iIs a data matrix card.

12.A security monitoring system as claimed in claim 2
wherein the mobile terminal i1s adapted to recognise a
security image in a captured image, and automatically
send the security monitoring message to the security
monitor.

13.A security monitoring system as claimed in claim 12
wherein the mobile terminal is provided with a software
application adapted to analyse a captured image to
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security image in a captured image, and automatically send the security
monitoring message to the security monitor. 35 13.A security monitoring

system as claimed in claim 12 wherein the mobile terminal is provided

with a software application adapted to analyse a captured image to - 22

recognise a security image, and cause-a &urity message to be sent in

response to capturing a security image. 5 14.A security monitoring
systenracoi@imee in elains@cwhelam tvioagenore aaduritgamages are security

associgied e a¢ecasion seeagh Speiy ﬂ%‘ég%&“%ﬁﬁoﬂﬁ’% dal&ecurity
providing a different security instruction for each security image. 10 15.A
securit;, toring system as claimed in claim 1 wherein the mobile

terminal further comprises global positioning system (GPS) location

funcliopaliyernar ey metileitespinag is 8ythesmdapted da dptede GS Elaim 9

locatio in th curity itori g AS it tori -
method Lo eRing e e Lor® oo A oai cAoSeled with
a monflorbaGREIRNscRAtySRFEoRRFUEHEY hBBle 2d telisascened data
termingd ravigiaganzerad plfeEriagta ssewity hgnitainginestdgmbased each
on the Wﬁ@l}mﬂgg' fransmitting the security monitoring message to a

security monitor via a c%mmunication network; 25 establishing a location

for the mobile terminal based on the security monitoring message; and

vedfying whethar ity loczniontfor figmatyistemmingl estdblisredi 1n claim 1

coincidgrayy AN aFRA PIASHIAE @terminal further comprises global
positioning system (GPS) location functionality and the
mobile terminal 1is Tfurther adapted to 1include GPS
location data iIn the security monitoring message.

16.A security monitoring method comprising the steps of:

capturing a digital 1mage of a location 1iIn a
monitored site by security personnel using a mobile
communication terminal having a camera;

preparing a security monitoring message based on the
captured image;

transmitting the security monitoring message to a
security monitor via a communication network;

establishing a location for the mobile terminal based
on the security monitoring message; and

verifying whether the location for the mobile
terminal established coincides with an area proximate a
location associated with the captured digital image.

17.A security monitoring method as claimed in claim 16
further comprising the step of providing one or more
security 1images each unique within a security
monitoring system and each associated with a given
location of a monitored site, whereby security
personnel can capture an image of the security image at
each location and transmit a security monitoring
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location associated with the captured digital image. 30 17.A security

monitoring method as claimed in claim 16 further comprising the step of

providing one or more security images each unigue within a security

monitoring system and each associated with a given 35 location of a

monitored site, whereby security personr&$ can capture an image of the

security image at each location and transmit a security monitoring - 23
messagess#ygesetaritgmonitecbaddy omtheidapturbdssetuaty irbhge.captured
18.A se@iily 8pitpriagenethod as claimed in claim 17 5 wherein the

location of the mobile terminal is established based on location data from
transmission of the security monitoring message. 19.A security
mokRefingS@ethotitas cramELaN ERgm TR thodhéasin eladeadityin  claim 17

mOﬂitOWﬁﬁf@ﬁ%agftH&UdlféthﬁTdﬁn daiéffOfﬂhfémOhﬁﬁ)Hr?linat@ﬁn‘inal is
securit e m cati .

data mé ca%e otﬁ%gaé éﬁ nf(%% ?ﬁkgcr&rﬁllri%g?{%]en t g% w%z%‘e W@ESS'OH of
capturéﬂ'@lsﬁ%'é&!ﬁby MERIdRHGI NGRS ERIMed in claim 18,

wherein the location data is communication network service data

'def@fyAngée‘?,‘?ﬂ" "SRRk IR IenSRrBENINA. 22 SRR Yin claim 17

monltorln%metho s claimed in claim 21 wherein the communication _

network!d F\ﬁdé‘daty}?cludégcéb'?\’laﬁg cBPRALPHEME A DESHAPE  Includes

monitofingatdthod dataifmd itheainoRd hehdieimihealbeation of the

mobile terminal is verified by comparing the servicing cell data with the

V50 security monitoring method as claimed in claim 19
wherein the location data indicates a location of the
mobile terminal when the image was captured.

21_A security monitoring method as claimed in claim 18,
wherein the location data 1i1s communication network
service data i1dentifying a service area for the mobile
terminal.

22_A security monitoring method as claimed in claim 21
wherein the communication network service data includes
servicing cell data.

23.A security monitoring method as claimed in claim 22
wherein the location of the mobile terminal is verified
by comparing the servicing cell data with the given
location associated with the security image.

24_A security monitoring method as claimed in claim 17,
wherein each security 1image includes coded data and
further comprising the step of decoding at least part
of the coded data and preparing the security monitoring
message based on the decoded data.
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location associated with the security image. 30 24.A security monitoring

method as claimed in claim 17, wherein each security image includes

coded data and further comprising the step of decoding at least part of

the coded data and preparing the security monitoring 35 message based

on the decoded data. - 24 25.A security B8nitoring method as claimed in

claim 24 wherein the security image is a data matrix card. 26.A security
mazitoAngseethoritys claometion ciagm 12 thedheras tiod aobdld terminallaim 24

is adapifd { FRFOARISEsR RREITIYY IMRdReIn R CaPIERhINMRA8-4% card.

automatically send the security monitoring message to the security
monitor. 10 27.A §ecurity m(_)nitoring method as claimed in _claim 17, i
whébeifi theenruiktyonitpiMitafidindeviteioater acomplisdged glbpal claim 17

positioping iy preMetEP Mo brdonaliphana further epmrapiising e sieitognise a

recordi cali ta.when the digjtal image. js cap , 15 .
includirggg 8%%% iaﬁ@gggﬁa@ ih\ﬁhegset}é_fﬁjl Euﬁ%a:it?rﬁggr%es%ﬁgi. %%%Hat ' ca! ly
mobileXB¢uHE G RHIAY foPeBAFRIHiBioRSREa0RotkR the security
commumaeatiommetwork and adapted for use in a 20 security monitoring

system, the mobile communication terminal comprising: a camera
ada%ted to capture digital images, whereby, in use, security personnel

cart Captures BighLYinBge 18P LB8urRFRRE Ahtafml B68ea HaCAdd™ 17,
25 assotiatiinith atfieen locdtibhe andcamappliczaita@rografevice  further
execut@gﬁmg@nobi%com@mwjion tqgggqeﬂigwiqc@olicat%tem (GPS)
progra[pu%%%%%e}?'ity and further comprising the step recording
GPS location data when the digital image is captured,
and including GPS [location data 1In the security

monitoring message.

28_.A mobile communication terminal for communication via a
mobile communication network and adapted for use In a
security monitoring system, the mobile communication
terminal comprising:

a camera adapted to capture digital images, whereby,
In use, security personnel can capture a digital image
of a security 1image containing coded data and
associated with a given location; and

an application program executable on the mobile
communication terminal, the application program adapted
to:

recognise a security image containing coded data
In a captured image;

analyse the security iImage to decode at least a
portion of the coded data;

prepare a security monitoring message based on
the decoded data; and

transmit a security monitoring message to a
security controller via a communication network

whereby the security controller can verify whether a
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recognise a security image containing coded data 30 in a captured

image; analyse the security image to decode at least a portion of the

coded data; prepare a security monitoring message based on the

decoded data; and 35 transmit a security monitoring message to a

security controller via a communicationrn@®ork whereby the security

controller can verify whether a - 25 mobile terminal location established

based onntbé iskﬂ:urityemmi’rimling hoesdapecoiasitiab lWithatbcdti@sed on the

within an gee3, PRSI VR ORRIKERIRE they FRETIRIMAFRNS 49-focatiion

bil I | d 28,
2polcaioME AT cPRISgIE P RERHE R EIE e ekiion for the

including 8erdEitXs 1Bedfdn data in the security monitoring message. 10
30.A mobile communication terminal as claimed in claim 28, wherein the

[
e BT TE T GNP chsn 20
record qkNockiign apRMESTE AN didital ﬂ%’d’@%rcaﬁﬁ@é&%dto include

including GRS locatierdatein the sacuristeonitbnogumibsgageell data as
location data iIn the security monitoring message.

30.A mobile communication terminal as claimed in claim 28,
wherein the mobille communication device further
comprises as global positioning system (GPS) module and
the application program is further adapted record GPS
location data when the digital image is captured, and
including GPS location data in the security monitoring
message.





