In a cryptosystem communication termnals (21,22) and encryptors (41, 42)
can be grouped physically and | ogically. The comuni cati on node can be
switched by the encryptor (41, 42) between ciphertext comuni cation and

pl ai nt ext comruni cation. The encryptor includes the session key nenorizing
unit (711, 721) for menorizing the session key and the node switch (712,
722) for swi tching the conmunication no¥e between ciphertext communication
and pl ai ntext conmuni cation. The key manager (3) distributes the session
key generated by the session key generating unit (31) and the valid/invalid
I nformation set by the valid/invalid setting unit (61) to each encryptor.
The valid/invalid judging unit (CRYPTOQSYSTEMges whet her the communi cation
data shoul d be sent in ciphertext or plaintext using the node switch (712,
722) and the valid/invalid information.

ABSTRACT

In a cryptosystem, communication terminals (21,22) and encryptors (41, 42) can be
grouped physically and logically. The communication mode can be switched by the
encryptor (41, 42) between ciphertext communication and plaintext communication. The
encryptor includes the session key memorizing unit (711, 721) for memorizing the session
key and the mode switch (712, 722) for switching the communication mode between
ciphertext communication and plaintext communication. The key manager (3) distributes
the session key generated by the session key generating unit (31) and the valid/invalid
information set by the valid/invalid setting unit (61) to eaﬁh encryptor. The valid/invalid
judging unit (713, 723) judges whether the communicatioin data should be sent in ciphertext
or plaintext using the mode switch (712, 722) and the valid/invalid information.
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