Specification 1. Title of the Invention: ANOMALY DETECTION SYSTEM FOR DETECTING _
ANOMALY IN MULTIPLE CONTROL SYSTEMS 2. Detailed Description of the Invention: [Technical
Field] [0001] The present invention relates to an anomaly detection system for detecting an anomaly in
multiple control systems. [Background Art] [0002] Industrial control systems (ICS) are known that
manage and control industrial and infrastructure systems (see Non-Patent Literature 1, for example).
Many of conventional industrial control systems are not connected with an external network and
operate with specific protocols. Recent induséal contrat systems, however, are increasingly connected
with an external network through a generic protocol, such as the Internet protocol. This enables
multiple industrial control systems to cooperate with each other. [0003]

1. Title of the Invention:

ANOMALY DETECTION SYSTEM FOR DETECTING ANOMALY IN MULTIPLE
CONTRCL SYSTEMS

2. Detailed Description of the Invention:

[Technical Field)

[coo1]

The present invention relates to an anomaly detection system

for detecting an anomaly in multiple control systems,

[Background Art]

[0002]

Industrial control systems (ICS) are known that manage and
control industrial and infrastructure systems (see Non-Patent
Literature 1, Ffor example) . Many of conventional industrial
control systems are not connected with an external network and
operate with specific protocols. Recent industrial control
systems, however, are increasingly connected with an external
network through a generic protocol, such as the Internet
protocol. This enables multiple industrial control systems to
cooperate with each other.

[0003]

[Patent Literature 1] National Publication of International
Patent Application No. 2007-506353



[Non-Patent Literature 1]"SCADA",(online),Wikipedia, (searchedonMarch30,2011),thelnternet,URL:
http://ja.wikipedia.org/wiki/'SCADA [Summary of Invention] [Problem to be solved by the Invention]
[0004] Industrial control systems continuously monitor their internal devices or the like for anomalies;
however, multiple industrial control systems have not been cooperatively monitoring an anomaly.
[Means for Solving the Problem] [0005]

[Non-Patent Literature 1] *SCADAY, {online}, Wikipedia,
{searched on March 30, 2011}, the Internet, URL:
http://ja.wikipedia.org/wiki/SCADA

[Summary of Invention)
[Problem to be solved by the Invention]

[0004]

Industrial control systems continucusly monitor their internal
devices or the like for anomalies; however, multiple industrial
control systems have not been cooperatively monitoring an

anomaly.
[Means for Solving the Problem]
[0005]

To sclve the problem, a first aspect of the invention provides
an anomaly detection system for detecting an anomaly in a
plurality of control systems, the anomaly detection system
comprising a plurality of analysis devices that are associated
with the respective control systems and that acquire an event
occurring in an associated control system and analyze the event
to determine whether there is an anomaly, wherein a first
analysis device among the plurality of analysis devices
determines whether an event occurring in the associated control
system is to be indicated to a second analysis device among the
plurality of analysis devices; and the second analysis device
determines that there is an anomaly on condition that the event
indicated by the first analysis device has correlation with an
event indicated by an analysis device other than the first
analysis device. A method and a program for the system are

also provided.

[00086]



To solve the problem, a first aspect of the invention provides an anomaly detection system for
detecting an anomaly in a plurality of control systems, the anomaly detection system comprising a
plurality of analysis devices that are associated with the respective control systems and that acquire
an event occurring in an associated control system and analyze the event to determine whether there
is an anomaly, wherein a first analysis device among the plurality of analysis devices determines
whether an event occurring in the associated control system is to be indicated to a second analysis
device among the plurality of analysis devices; and the second analysis device determines that there

s an anomaly ancandijon ihatihe yeobindisated 0y e st poalysis deyice has correlation with an
event indi atedugl)éan analysis device other than the first analysis device. A metho and a program for

the systefare HISS provided S[06B8FE Fhe Tmmary SERSTTRERBSH BBeSRotTSERI Giahé essential
features ofakie ddviEntion. Kistivtombinationeoftsiich features may also be within an invention. 3. Brief
Description of the Drawings: [0007] Figure 1 shows a configuration of a computing system 10

accordin%to %nrgmé)o]giment.oféhe invention; Figure 2 shows a configuration of a first analysis device
30-1 and a'smﬁ%anﬁ%égwee%e%—gw g&d%fgﬁﬁ&ﬁg—%mbodiment; Figure 3 shows a process flow
of the first analysis device 30-1 and second analysis device 30-2 according to the embodiment; Figure
4 shows am example of events acquired by the first analysis device 30-1 and an example of events

sent by the first analysis device 30-1;

Figure 1 shows a configuration of a computing system 10

according to an embodiment of the invention;

Figure 2 shows a configuration of a first analysis device 30-1

and a second analysis device 30-2 according to the embodiment;

Figure 3 shows a process flow of the first analysis device 30-1

and second analysis device 30-2 according to the embodiment ;

Figure 4 shows an example of events acqguired by the firgt
analysis device 20-1 and an example of events sent by the first

analysis device 30-1;

Figure 5 shows an example of a table used for concealing

additiocnal information; and

Figure 6 shows an exemplary hardware configuration of a

computer 19500 according to the embodiment.
[Mcde for Carrying out the Invention]
[0008]

While the present invention is described below with reference
to its embodiment, the embodiment is not intended to limit the
claimed invention. Also, not all combinaticns of the features

set forth in the embodiment are essential for the solution of



Figure 5 shows an example of a table used for concealing additional information; and Figure 6 shows
an exemplary hardware configuration of a computer 1900 according to the embodiment. [Mode for
Carrying out the Invention] [0008] While the present invention is described below with reference to its
embodiment, the embodiment is not intended to limit the claimed invention. Also, not all combinations
of the features set forth in the embodiment are essential for the solution of the invention. [0009] Figure
1 shows a configuration of a computing system 10 according to an embodiment. The computing
system 10lnf thexembodament includes multiple control systems 20, multiple analysis devices 30, and a
network 40. [0010] Each of the control systems 20 is a system constituted by multiple interconnected
computers and devices. The control systems 20 each may be an industrial control system (ICS) for
managingf 3?8% ntrolling objects of an industry or infrastructure (e.g., traffic, energy) system, for
example. In this case, the control systems 20 have multiple devices, a programmable logic controller

(PLC) to eqntraldhe deviges.a seiver-andha ke ion of a computing system 10
according to an embodiment. The computing system 10 of the
embodiment includes multiple control systems 20, multiple

analysis devices 30, and a network 490.
(60101}

Each of the control systems 20 1s a system constituted by
multiple interconnected computers and devices. The control
systems 20 each may be an industrial control system (ICS) for
managing and controlling objects of an industry or
infrastructure (e.g., traffic, energy) system, for example. In
this case, the control systems 20 have multiple devices, a
programmable logic controller (PLC) to control the devices, a

server and the like.
[o011]

The control systems 20 may each be a system to manage various
devices connected to a network within a building (e.g., a
system for electricity, gas, water, air conditioning, or
security;, for example. Each of the control systems 20 may
also be a partial system of a large control system. For
example, the control systems 20 may each be a partial
management system constituting a system that is responsible for
managing a whele city (e.g., a system for managing buildings,

plants, water supply, electricity, etc.).
[0012]

The control systems 20 may alsc be systems for managing various

devices (e.g., telephones, copiers) connected with an office or



[0011] The control systems 20 may each be a system to manage various devices connected to a
network within a building (e.g., a system for electricity, gas, water, air conditioning, or security), for
example. Each of the control systems 20 may also be a partial system of a large control system. For
example, the control systems 20 may each be a partial management system constituting a system that
is responsible for managing a whole city (e.g., a system for managing buildings, plants, water supply,
electricity, etc.). [0012] The control systems 20 may also be systems for managing various devices
(e.g., teléphonesnedpiersl cofinected avithlan offitesorchouse hetwork efos exampley The contel

systems 204nayalsebe %}%@%fg MBaRRdIRg FoMpULels conpected with g,aetyork withip,a
corporation or the Ilketor 1s_lystems‘:l%r mer;Hna ing a large number of servers connected with a network
of a datateftar BF e ik [0013] The analSis d8tices 50 &R redpectiviy a84d¢atéd Wit control
systems ROMEggh ofarsdysis devices3ecrhayl be asBociateeitwitly bne forawdadranerercoatrobsystems
20. The analysis devices 30 each acquire events that occur in the associated control system(s) 20 and
analyze the events to determine whether there is an anomaly in the control system(s) 20.

[oo13]

The analysis devices 30 are respectively associated with the
control systems 20. Each of analysis devices 30 may be
associated with one, or two or more control systems 20. The
analysis devices 30 each acquire events that occur in the
associated control system(s) 20 and analyze the events to
determine whether there is an anomaly in the control system(s)
20.

0014}

An event refers to an incident that occurs in an assocciated one
of the control systems 20 and that can be detected by a sensor
or a computer, for example. For example, an event may be a
physical amount (such as electricity, temperature, humidity,
mass, volume, and flow rate) detected by a sensor provided for
a device or the like within the control system 20. An event
may also be a measurement of data that is input and ocutput to
and from an information processor or the like within the
contrel  system 20 fe.g., data rate, responge to  data
transmission and reception, and error rate), for example. An
event may also be the state of a device in the control system
20 {e.g., operating/non-operating, and operation mode), or the
state of resources constituting the information processor in
the control system 20 le.g., memory  usage, processor

utilization).

[0015]



[0014] An event refers to an incident that occurs in an associated one of the control systems 20 and
that can be detected by a sensor or a computer, for example. For example, an event may be a
physical amount (such as electricity, temperature, humidity, mass, volume, and flow rate) detected by
a sensor provided for a device or the like within the control system 20. An event may also be a
measurement of data that is input and output to and from an information processor or the like within
the control system 20 (e.g., data rate, response to data transmission and reception, and error rate), for
example. Farvent maysalsarke theistatéeof acdeviceon thescanteal system20 (@@ urring in

operating/non-opetating. and operatign, mode);or.the %t@teQL@S%E%%%%@“%%@Q rmation

processor in the control system 20 (e.g., memory usage, processor utilization). [0015] Each of the

analysis B3VICEs 30" 88quités RlentSocBningtif the as edPcomtFSI5Etens 20 &Edéterines
whether @ pradefindd evenhiscatquiredaWhensa pretisfined event iscacguiredeseacthafthe lamadysis
devices 30-determines;that {herers amanomabyintheassociated gontrol system 2Q. Upon determining

that the associated control system 20 has an angmaly, the analysis device 30 carries out processing
322 B}

for handling the Bhomaty. [06T6] THe Retd&R A0 & fbctS BRivIEEN tHeYSorirbl syStent¥$50 afd
analysis @&a8&s-30 to driblé daly faAsnissicn andireceplion therelatweary Fheswiwark 40
transmitsyiata aceerding:taaa gRAGKC protocol, e.g., the Internet protocol. [0017] Figure 2 shows a
configuration of a first analysis device 30-1 and a second analysis device 30-2 according to the
present embodiment. The analysis devices 30 in the computing system 10 according to the present
embodiméRféédperate with each other to function as an anomaly detection system for detecting
anomalies in the control systems 20.

The network 40 connects between the control systems 20 and
analysis devices 30 to enable data transmission and reception
therebetween. The network 40 transmits data according to a

generic protocol, e.g., the Internet protocol.
[0017]

Figure 2 shows a configuration of a first analysis device 30-1
and a second analysis device 30-2 according to the present
embodiment. The analysis devices 30 in the computing system 10
according to the present embodiment cooperate with each other
to function as an anomaly detection system for detecting
anomalies in the control systems 20.

[0D018]

More specifically, the first analysis device 30-1 among the
analysis devices 30 indicates an event acguired from the
agsociated control system 20 to the second analysis device 30-2
among the analysis devices 30. The second analysis device 20-2
then determines whether there is correlation between the event
from the first analysis device 30-1 and one from an analysis
device 30 other than the first analysis device 3230-1, and

determines that there is an anomaly if they have correlation.



[0018] More specifically, the first analysis device 30-1 among the analysis devices 30 indicates an
event acquired from the associated control system 20 to the second analysis device 30-2 among the
analysis devices 30. The second analysis device 30-2 then determines whether there is correlation
between the event from the first analysis device 30-1 and one from an analysis device 30 other than
the first analysis device 30-1, and determines that there is an anomaly if they have correlation. [0019]
In the present embodiment, at least one of the analysis devices 30 included in the computing system
10 servesias ittg second analysis device 30-2. The other analysis devices 30 than the second analysis
device 30-2 function as the first analysis devices 30-1. [0020] The first analysis device 30-1 includes at
least an analysis unit 50 that a%%gjires events occurring in the associated control system 20 and

analyzes the EVENERY5 HREmAACAIEIF the Lontr6PSystéihalian BRoMBR. THE Sed6id aRalysis

device 3032 inchuelescat feastartaisalysisrporitiol ginis ¥6 that determinesashether there issrrapmaly

in any of thesaqninal systems-20; The second apglysis dg}@&@fé&% may-further inglude the analysis unit
50. [OOZlé The a(gnalgésﬂi;ynit 50 m(?Iud,es an acqws%on unit 52, a determination unit 54, a )
standardizatioh UnitBE: & Corceatment init 58, an &VeHt seRting tinit 6t art ahSmalfPEceifng unit 62,

concea
and a moRRUARG BNt $41 The analysis control unit 70 includes an event receiving unit 72, a correlation
detecting unit 74, and an anomaly sending unit 76.

[0020]

The first analysis device 30-1 includes at least an analysis
unit 50 that acguires events occurring in the associated
control system 20 and analyzes the events to determine whether
the control system has an anomaly. The second analysis device
30-2 includes at least an analysis control unit 70 that
cetermines whether there is an anomaly in any of the control
systems 20. The second analysis device 30-2 may further

include the analysis unit 350.
[oo21]

The analysis wunit 50 includes an acquisition unit 52, a
determination unit 54, a standardization unit 56, a concealment
unit 58, an event sending unit 60, an anomaly receiving unit 62,
and a monitoring unit 64. The analysis control unit 70
includes an event receiving unit 72, a correlation detecting

unit 74, and an anomaly sending unit 76.
[0022]

The acquisition unit 52 acguires events occurring in the
associated control system 20. For example, the acguisition
unit 52 acquires physical amounts (such as electricity,
temperature, humidity, mass, velume, and flow rate} detected by
physical sensors located at cexrtalin points within the control

systems 20 as events. The acquisition unit 52 may alsc acquire



[0022] The acquisition unit 52 acquires events occurring in the associated control system 20. For
example, the acquisition unit 52 acquires physical amounts (such as electricity, temperature, humidity,
mass, volume, and flow rate) detected by physical sensors located at certain points within the control
systems 20 as events. The acquisition unit 52 may also acquire measurements of data that is input
and output to and from an information processor or the like within the control system 20 (e.g., data
rate, response to data transmission and reception, and error rate) as events, for example. The
acquisitionsuita2 mayralseacqiiredhe Btate akdevigesovithiithewcoptrol systesmd0 ot-the siate of

resources fenatiing ihedniormatian pigcesaer 1o Re cantiel.gysial 2048 8. 45ag5 9l lemory.

processor utilization) as events. [0023] The determination unit 54 determines whether the associated
control sy<ferd 20 KEE43n SRGMaly" St hated On HhAcquirdBiuVeRE Fit exBfhpks 58 8étefmination
unit 54 detedniaes whetheran acguicedeuent hasma predetelminedivadue: §0024] Far@xample; the

determination-ynit 54,determings; that the assqciated gentrol system 20:has an apamaly when 2

physical amount detected b%ha sg%sor falls outside a predetermined normal range. The determination
unit 54 may IS detérminé’that tHeSassSGiated cofifrol sYERMT 56%as andHomaly i feadttément of
data input ahaowRELLRD abtdrons aninformatien prockssar intise eonted] systean 20 fadlsartside a

predetermined:Rormat-sanges or examplesThe determination-unit 54 may also determine that the
associated control system 20 has an anomaly if a device in the control system 20 or a resource

constituting the information processor in the control system 20 is in a predetermined state, for

example. [0625]

The determination unit 54 determines whether the associated
control system 20 has an anomaly or not based on an acquired
event. For example, the determination unit 354 determines

whether an acguired event has a predetermined value.
i0024]

For example, the determination unit 54 determines that the
associated contrel system 20 has an anomaly when a physical
amount detected by a sensor falls ocutside a predetermined
normal range. The determination unit 54 may also determine
that the associated control system 20 has an anomaly 1if a
measurement of data input and output to and from an information
processor  in the control system 20 falls outside a
predetermined normal range, for example. The determination
unit 54 may also determine that the associated control system
20 has an anomaly 1if a device in the control system 20 or a
resource constituting the information processor in the control

gystem 20 is in a predetermined state, for example.
[oa25]
When the determination unit 54 determines that the associated

control system 20 has an anomaly, it notifies the monitoring

unit 64 of the anomaly. Upon being notified of the anomaly by



When the determination unit 54 determines that the associated control system 20 has an anomaly, it
notifies the monitoring unit 64 of the anomaly. Upon being notified of the anomaly by the
determination unit 54, the monitoring unit 64 performs a handling process that should be done when
there is an anomaly. For example, the monitoring unit 64 reports the anomaly to an administrator of
the associated control system 20. The monitoring unit 64 may also increase the frequency of
monitoring the associated control system 20, for example. In this case, the monitoring unit 64
increases the feaguienay of event agauisition at tigeacquisitionimtb2.forexample: Fhg menitgring unit
64 may i lgus ice or shut off power supply to it..[0026] The determination
unit 54 f%%\%%%%%qgéﬁggﬁaﬁg%%%?ngﬁt}éﬁﬁé?l c§tee ed\(/)%rﬁ%s gglc%?ri?l%%]rt%elasssgé a?ela%%aﬁ?‘r%r system
20 to theEeEofdraRENSis debfe™t13 BVER Htha BsSoddied BBREFGISSy SN 20F@SErmtiRednot to be
anomaloasidnrihe presemt embbdirmest, thesdetetminadionamittaddetegninesthatan eventagguired
should be, cicaied 4o the second gpalyis,device0-2 fhg cugnt has g valye [halds,nof defgmined
as anomalous and if the difference between the value and a threshold of anoma 1('%leten}r/ﬂnatlon is

within a PraB&terminel rafGe 3ARCGERFAMabSR bR 54 T &80 dlterrhitle (RXPAF &Fent with which
the assotihtetl control system 201s deteiminedastanémalous:shmstdsalsthbe indicptechto,the second

analysis dovice 30:2,(0027):Am.a8 exampla s detarminatianunit4 detgmines htan eygat should
be indicar%%% totthgisecoand :@al(jy%is device130- Cg a ghgsﬁical amount detected by a sensor or a
measurement of datathat is input aheoltpdito ARdfrom AntinformafiGr Brocesolin fH& Eoftfol
system 20Hfafls fdthirke peadctarpihEd Hormal range (a range in which the associated system is
determined to be normal) and if the difference between the value and a

[0026]

The determination unit 54 further determines whether or not to
indicate events occurring in the associated control system 20
to the second analysis device 30-2 even if the associated
control system 20 is determined not to be anomalous. In the
present embodiment, the determination unit 54 determines that
an event acquired should be indicated to the second analysis
device 30-2 if the event has a value that is not determined as
anomalous and 1if the difference between the wvalue and a
threshold of anomaly determination is within a predetermined
range. The determination unit 54 may alsc determine that an
event with which the associated control system 20 is determined
as anomalous should also be indicated to the second analysis
device 30-2.

[0027]

As an example, the determination unit 54 determines that an
event should be indicated to the second analysis device 30-2 if
a physical amount detected by a sensor or a measurement of data
that is input and output to and from an information processor
in the control system 20 falls within a predetermined normal
range (a range in which the associated system is determined to

be normal} and 1if the difference between the value and a



threshold of anomaly determination is within a predetermined range. As another example, the
determination unit 54 determines that an event should be indicated to the second analysis device 30-2
if a device in the control system 20 or a resource constituting the information processor in the control
system 20 is in a state with which the control system 20 is determined to be normal and also in a
predefined state. [0028] The standardization unit 56 standardizes the data format for an event that
occurred in the associated control system 20 and has been determined to be indicated to the second
analysis deviee 30121atdlie determibatioteyrit-b4 nMoiespeciically: He:standgrdization wit:26;
standardi event that h etermi to be indicated to the second analysis device 30-2 by
convertingigtﬁgéclléta forr%gt o{g%te3 %%%Jrg}jt iné%gfg%a%brmgﬁ%r t_h%@sge%%ﬁé%an(%fy%ﬁls dé{%/rllcletSO-E “The
standardig%ESﬁ Thit®% nidifdso™ondeitiHe dabLtotmatst afdedéredhatocktrrddin thessswadiated
control systedy20. mtolatstardard data formatifor the mittipie: contselsystenas 20 o stamdardize the

event, for-gxample. The standardization it %ESE‘&E%BM&B%@ apgven t%%%h@%%% the
e

second analglsis device 30-2 into a data format that is readable by the second analysis device 30-2. [

00 2 9] Thé Tontedtmentunitb8oficéHis pait bR daG telcribify &7 BV&R ocElfFingtn e asSociated
control syteRt20 -t has beendatemiineddyathe deternsinatieriaiit 54do dedndicated to the second
analysis device 30-2. By way of example, the concealment unit 58 conceals a portion of data
describingoaorbg\fent that should not be revealed to other analysis devices 30. For example, the
concealment unit 58 conceals data that represents a matter that should not be revealed to the
administrators of the other control systems 20 for ensuring security (e.g., the installation location and

performarice of @=senser)i RO30Pn unit 56 standardizes the data format for an
event that occurred in the associated control system 20 and has
been determined to be indicated to the second analysis device
30-2 at the determination unit 54. More specifically, the
standardization unit 56 standardizes an event that hag Dbeen
determined to be indicated to the second analysis device 30-2
by converting the data format of the event into a data format
for the second analysis device 30-2. The standardization unit
56 may also convert the data format of an event that occurred
in the associated control system 20 into a standard data format
for the multiple control systems 20 to standardize the event,
for example. The standardization unit 56 can thereby convert
an event to be indicated to the second analysis device 30-2
into a data format that is readable by the second analysis
device 30-2.

[6029]

The concealment unit 58 conceals part of data describing an
event occurring in the associated control system 20 that has
been determined by the determination unit 54 to be indicated to
the second analysis device 30-2. By way of example, the
concealment unit 58 conceals a portion of data describing an
event that should not be revealed to other analysis devices 30.
For example, the concealment wunit 58 conceals data that

represents a matter that should not be revealed to the



The event sending unit 60 sends an event in the associated control system 20 that has been
standardized by the standardization unit 56 and a part of data of which has been concealed by the
concealment unit 58 to the analysis control unit 70 of the second analysis device 30-2. The analysis
unit 50 of the first analysis device 30-1 converts the event into a message and sends it to the analysis
control unit 70 of the second analysis device 30-2 over the network 40. The analysis unit 50 of the
second analysis device 30-2 may indicate an event to the analysis control unit 70 via or without via the
network 4@i{003Ec e event reeiving uniti72rof theranalysisscontrehanit70 receivesraventis:sent from

the analysis.deviees 3Q More specifically, the eventreegiving; upit é%&ecsévle?o%%&%%%enég o the

analysis unit 50 of the first analysis device 30-1 and events sent from the analysis unit 50 of the
second a%%@%?sr&évice 30-2. [0032] The correlation detecting unit 74 of the analysis control unit 70
compares events sent from the analysis devices 30 with each other to determine whether the events
have a cgmselation equal to or greater than a predetermined correlation value. The correlation detecting
unit 74 determines that one of analysis devices 30 is anomalous if events sent from the analysis
devices 30 have a correlation equal to a predetermined correlation value or greater, for example.
[0033] ThBan6MaR sefgRg it 767F thetthalysisodntrsl usiY F0tindicateslan anoaTalyiithe
analysis ubit 500f respeetivanfirstanalysis=devices 30-1angrihe analysis ruit-H050f the, secend
analysis devicq 30-2 E‘gl&g 88”%@34'@1 g%te%% %nit 7a4 %et%rgqir%%scga% tpeg&i&a}[ﬂ anomaly. In this
case, the anomaly sending unit 76 provides, in anor%af‘;/ information, data on a concéaled p%?tlilon
included P 8A TVeRtth B wdd Sent ABAFaA BRRRsiHEYicE B0 BRd iR hasBEEA termitedd have a
correlatiomwith an evént$ent frenvarotherapalysis dievices3(3and:be anemalews tethe analysis unit

50 of thesnalysis geviees3Q. (9034l sis Gevice 20-1 converts the event into a
message and sends it to the analysis control unit 70 of the
second analysis device 30-2 over the network 40. The analysis
unit 50 of the second analysis device 30-2 may indicate an
event to the analysis control unit 70 via or without wvia the
network 40.

[0031}

The event receiving unit 72 of the analysis control unit 70
receives events sent from the analysis devices 30. More
specifically, the event receiving unit 72 receives events sent
from the analysis unit 50 of the first analysis device 30-1 and
events sent from the analysis unit 50 of the second analysis
device 30-2.

(0032}

The correlation detecting unit 74 of the analysis control unit
70 compares events sent from the analysis devices 30 with each
other to determine whether the events have a correlation egual
te or greater than a predetermined correlation value. The
correlation detecting unit 74 determines that one of analysis
devices 30 ig anomalous 1if events sent from the analysis

devices 30 have a correlation egual to a predetermined



The anomaly receiving unit 62 receives the anomaly information sent by the analysis control unit 70 of
the second analysis device 30-2. The anomaly receiving unit 62 transfers the anomaly information to
the concealment unit 58. [0035] The concealment unit 58 clears the concealment of the concealed
data portion included in the anomaly information. The concealment unit 58 transfers the anomaly
information and the unconcealed data to the monitoring unit 64. [0036] In response to indication of
anomaly information from the analysis control unit 70 of the second analysis device 30-2, the
monitoringanuitsG4identifiesthesspecifirs<af the anemaly:ingigated from the second analysis device
30-2. For example, when the concealment unit 58 indicates an event with the installation location of a
sensor concealed, the monitoring unit 64 detects the installation location of the sensor from the
unconcea{]gtﬁ) data. This allows the concealment unit 58 to locate the sensor that caused an event that
has been determined by the second analysis device 30-2 to be anomalous. The monitoring unit 64

then carmiegOutasandingurasessthatshouklhbe done in the.event.of.an angmaly. [%913_74 Figyre 3
shows a process gg\év between the first analysis device 30-1 and the second analysis device 30-2

S «
according 10 the present embBodiient. Figure™ Ehois™an xSmpie bF evehits AEquiredmiythé ¥st
analysis dévied 3G aFidsars exdenple ©f evehts semby thefirstanatysis device 360, Figure: Besshows

an example @hadabledsedfar coneealingsadditional ifRIMalieRe15t ion detecting unit
74 determines that there is an anomaly. In this case, the
ancmaly sending unit 76 provides, in anomaly information, data
on a concealed portion included in an event that was sent from
an analysis device 30 and that has been determined to have a
correlation with an event sent from another analysis device 30
and be anomalous to the analysis unit 50 of the analysis
devices 30.

[0034]

The anomaly receiving unit &2 receives the anomaly information
sent by the analysis control unit 70 of the second analysis
device 30-2. The anomaly receiving unit 62 transfers the

anomaly information tc the concealment unit 58.
[0035]

The concealment unit 58 clears the concealment of the concealed
data portion included in the anomaly information. The
concealment unit 58 transfers the anomaly information and the

unconcealed data to the monitoring unit 64.
[0036]

In responge to indication of anomaly information from the
analysis control unit 70 cf the second analysis device 30-2,
the monitoring unit 64 identifies the specifics of the anocmaly

indicated from the second analysis device 30-2. For example,



[0038] First at step 511, the first analysis device 30-1 acquires events that occur in the asso_ciated
control system 20 at certain time intervals. In the example of Figure 4, the first analysis device 30-.1
acquires the temperature of a device installed in the backyard of a building managed by the a§SOC|ated
control system 20 as events every ten minutes. [0039] Then at step 512, the first analysis device 30-1
determines whether or not to indicate each one of the events it regularly acquired to the second
analysis device 30-2. As an example, the first analysis device 30-1 determines that the event should

be indicatelkto thersecondransiysiedevicard0:2 velen archiapgeds tha@%@%i&ﬁfﬁ% %ﬁar_] @hgo .
predetermi t of change, [0040] in the e _gq;ple of Figure 4, the first analysis.device -
determinne%q t%%ﬁ\%%% %)Irgature (ar% Jég\g/ge)l‘nt)éskrf:olt%ild ge_ indicatec t%:t%%%s%%bndéélr?aly“s}l%n&e%%%lé@z if the
temperatifél(an @berty6ftheiebied in i Facighidsr theBaldiAg nRha§be by Biesassodiated |
control system 20dtasceirahgéd by @apredeterminetlamountios mesade dentast tearminutes. IEghe first
analysis deydee 80-Irdetennines tendicate fhe gvent (Gl2, v ES) thefirst %%%'%é?‘ééi?%"%%ls%g’é%a
proceedabto steB 513. %0041 At step 513, the first analysis device 30-1 standardizes the data format of
the event i question® BY WY of BRarple® thd it Hhalyds device 389 cammstslidefitificatidhe
informatidipaéseribimg theelentéhd Binceventvatue indicatingathéwalae of ghepavens tosa datatformat

that is readahle Byrihe ggeend analysisdevige 33-2{g.t @ data format common in the computing
system 10).

[0037]

Figure 3 shows a process flow between the first analysie device
30-1 and the second analysis device 30-2 according to the
present embodiment. Figure 4 shows an example of events
acguired by the first analysis device 30-1 and an example of
events sent by the first analysis device 30-~1. Figure 5 shows
an example of a table wused for concealing additional

information.
ioozg]

First at step 811, the first analysis device 30-1 acguires
events that occur in the associated control system 20 at
certain time intervals. In the example of Figure 4, the first
analysis device 30-1 acquires the temperature of a device
installed in the backyard of a building managed by the

associated contrel system 20 as events every ten minutes.
[0039]

Then at step 812, the first analysis device 30-1 determines
whether or not to indicate each one of the events it regularly
acquired to the sgecond analysis device 30-2. As an example,
the first analysis device 30-1 determines that the event should
be indicated to the second analysis device 30-2 when a change

in the event is greater than a predetermined amount of change.



[0042] In the example of Figure 4, the first analysis device 30-1 converts individual identification
information represented as "temperature" to common identification information represented as
"temperature sensor”. Also in the example of Figure 4, the first analysis device 30-1 converts "time"
represented in 12- hour format (an individual event value) into "time" represented in 24-hour format (a
common event value). In the example of Figure 4, the first analysis device 30-1 also converts
"temperature” represented in Fahrenheit (an individual event value) into "temperature” represented in
Celsius (a common event value). [0043] Then at step S14, the first analysis device 30-1 conceals a
portion of[g%tgo(%escribing the event to be indicated that should not be revealed to other analysis
devices 30 (e.g., data relating to security, data showing specific locations of event measurement). As
an example, the first analysis device 30-1 conceals sensor position information, which is additional
informatiém orttiee eveatuii theeXxarfplguafdigure 4, Hbe fst-analysisidevies 3Qd-coneeatssensor

position igforafiondepisgated asrhackyaid 1 i arandom cnde 149485, [0AAL The first
analysis dgwce 30-1 also stores a conversion table showmgllﬁ\t&e correspondence between

unconcedldd datCERY cONEERET a3 oot Example? and coiteatSBREIAM ESTeréhte fHRT)
conversiert tables Irfighiis example,tthe filst ahalysis devicel83- bstbies agonvatsipadable forhe

convertiWpa@@aiti%mwmati%@%ﬁse%n&é@S%%?%‘éQPSégacgy gl hackyard #2, main
door #1, gnmaci)pl dgorQ;%Z) in?eco:{zrlesggndii{% random codegﬁ}g394 5,.13456, 27321, 53884), such as the
one shown in Eigure 5,%r example. FOO f}_&t §t%% S5 HE first a%glyg}%edeﬁﬁ&-?%-ﬁ%iéﬁsﬁt least
one secoiflVariadly siCdevice3GDigH thetanalysis dadice st astherdestisation 6f&vent the

transmissiopsEosexanples when therexareitweeidaeresanalysis devices 30 that are able to receive
events from multiple analysis devices 30 and determine whether an anomaly occurred, the first
analysis device 30-1 selects one, or two or more analysis devices 30 as the second analysis device(s)

30-2 front #idse! devices.

At step 813, the first analysis device 30-1 standardizes the
data format of the event in guestion. By way of example, the
first analysis device 30-1 converts identification information
describing the event and an event value indicating the value of
the event to a data format that is readable by the second
analysis device 30-2 (e.g., a data format common in the

computing system 10} .
(00421

In the example of Figure 4, the first analysis device 30-1
converts individual identification information represented as
"temperature" to common identification information represented
as "temperature sensor”. Also in the example of Figure 4, the
first analysis device 30-1 converts “time" represented in 12-
hour format (an individual event value) into "time" repregented
in 24-hour format {(a common event value). In the example of
Figure 4, the first analysis device 30-1 also converts
"temperature" represented in Fahrenheit ({(an individual event
value) into '"temperature" represented in Celsius (a common

event value) .



[0046] The first analysis device 30-1 may dynamically change the device selected for the second
analysis device 30-2 from the analysis devices 30. For example, the first analysis device 30-1
designates the second analysis device 30-2 for each certain time period (e.g., a day, a week). [0047]
In this case, the first analysis device 30-1 may give a higher priority to an analysis device 30 with a
short response time when selecting the second analysis device 30-2 from the analysis devices 30.
This enables the first analysis device 30-1 to receive an indication of an anomaly faster. The first
analysis deviee B0-1 may also select a new second analysis device 30-2 after event indication to the
same second analysis device 30-2 has continued for a certain period or longer. The first analysis

device 30-1 thereby can prevent one analysis device from fixedly being the second analysis device
30-2. [0048f Fhehtat Scp5181 the VBAt thatiFds enlstaRGardiedd &t stép 513 andcendsaled at step
514 is indicateddo the Secbmdzanalysis dievice;302hselestathat step St2. At stephkis dhe sggend

analysis deyge 30:2 reqsivesdhe evegt ram he dirstanalysis deyice 30:1. [0Q49L AL step 518, the
second analysis. device 30-2 detects correlation betvyeq({alﬂr?:L é@ein%s é}%lclai%gg frggn g?m]eultﬂ)lo:-f ar%l%‘ls

devices 30° gﬁl& HREErmiheSSTHEthEY any B the TonthbN gy stains Dhikasiarr ahormafy. Morespadifically,
the secoi¢aaulysisadevice 30-2 determiresithiat thersds din asamalydfiaseventindicatedsfoom the first

analysis deviee 30s1 has gonelatignWithidd  information, which is additional
information on the event. In the example of Figure 4, the
first analysis device 30-1 conceals sensor position information

represented as "backyard #1" intc a random code "39485",
[CC44]

The first analysis device 30-1 also stores a conversion table
showing the correspondence between unconcealed data and
cencealed data, for example, and conceals data with reference
to the conversion table. 1In this example, the first analysis
device 30-1 stores a conversion table for converting sensor
position information representing sensor positions (backyard #1,
backyard #2, main door #1, main door #2) into corresponding
random codes {39485, 13456, 27321, 53884), such as the one

shown in Figure 5, for example.
[0045]

At step 815, the first analysis device 230-1 gelects ar least
one second analysis device 30-2 from the analysis devices 30 as
the destination of event transmissicn. For example, when there
are two or more analysis devices 30 that are able to receive
events from multiple analysis devices 30 and determine whether
an anomaly occurred, the first analysis device 30-1 selects one,
Or two or more analysis devices 30 as the gecond analysis

device{s) 20-2 from those devices.

[0046]



event indicated from an analysis device 30 other than the first analysis device 30-1. By way of
example, the second analysis device 30-2 determines that there is an anomaly if there is a correlation
equal to or greater than a predetermined correlation value between a change in events indicated by
the first analysis device 30-1 and a change in events indicated by an analysis device 30 other than the
first analysis device 30-1. [00501 For example, the correlation detecting unit 74 determines that there
is an anomaly if temperatures from multiple temperature sensors respectively provided in control
systems 20 have changed with a mutual correlation. In the example of Figure 4, changes occur in a

control system ggmw'@gétﬂ?ﬁ@pe&@\y%get%gq byﬁymgﬁ%%rlec%el?%r i%%rgasing tween

20:20 and 20;30 and the temperature detected by the temperature sensor dropping between 20:30
and 20:485&ifch st Btk Stond ARaly&is dedice 301y Baferfmes & aontalySiF 8Tentberature
sensor peowdedcingheleontrel systems 2Bcshowsaetipdrge intempcratire similay ta thoseshown in

Figure 4.49051] I the secandsanalysis device,30-2;dgfetraines thegjis.an aporalyzat step 81§, the
second analysis, device 30-2 then 'nZicates the apomaly to the first analysis device 30-1 at step 819. In
this case’ the Sedond Alalysis ﬁ%éic B092 pr(?via%'éf in anBfifdly information, the analysis unit 50 with
data on the concealed portion included in the event that was sent from the first analysis device 30-1
and that has been determined to be correlated with an event sent from another analysis device 30 and
be anomalous. [0052] Then at step 520, the first analysis device 30-1 receives the anomaly
information sent from the second analysis device 30-2. At step 21, the first analysis device 30-1
identifies’tRe Speégifi€s 8 thetdfontdly of tiadsotidtedeBats| systen ROYrapd e andmiaiper

informatipm sent from the secoadanadysis drvice-30-20 with a short response time
when selecting the second analysis device 30-2 from the
analysis devices 30. This enables the first analysis device
30-1 to receive an indication of an anomaly faster. The first
analysis device 30-1 may also select a new second analysis
device 30-2 after event indication fo the same second analysis
device 30-2 has continued for a certain period or longer. The
first analysis device 30-1 thereby can prevent one analysis

device from fixedly being the second analysis device 30-2.
[0048]

Then at step 816, the event that has been standardized at step
S13 and concealed at step 814 is indicated to the second
analysis device 30-2 selected at step S15. At step S17, the
second analysis device 30-2 receives the event from the first

analysis device 30-1.
[0049]

Et  step 818, the second analysis device 30-2 detects
correlation between events indicated from multiple analysis
devices 30 and determines whether any of the control systems 20
has an anomaly. More specifically, the second analysis device
30-2 determines that there is an anomaly if an event indicated

from the first analysis device 30-1 has correlation with an



[00531 The first analysis device 30-1 puts the concealed data portion in the anomaly information from
the second analysis device 30-2 back into unconcealed data with reference to the conversion table.
The first analysis device 30-1 then identifies the anomaly that occurred in the associated control
system from the now unconcealed event. For example, the first analysis device 30-1 finds out that the
anomaly occurred in the sensor in the backyard of the building with reference to such a conversion
table as shown in Figure 5. [0054] At step 522, the first analysis device 30-1 changes a mode for
controlliny ¢he: assutiatet «dnfrobsy stema2hfioyan aledemobde. Blde firdtanatyisisdeviee F0-tseports

the anomalyitodhe administatgrofthe assogiated sentzglsystem 20, The first ARalysis deviee 30-1

also increases the frequency of monitoring the associated control system 20, e.g., by incfeasing the
freq uen((:%e St&vent éé%uiéi]ﬁgﬁrfﬁélﬁ%t 5§§|§si§ Vice %-fﬁa@%‘@ﬁa&é{a&i@a&f}ﬁg @Qndmafdus

device armifaissiit bifithe soweérisupply to if0055 s descriltédiabove, withrthécomputingdystem

10 according &0 thei presentiebodimgat an-anemalyean be detected from qocurgngs of ingidents or
evemsf%gyg%cg%%e&ggghwggicﬁ 30-1 and a c¢hange in events indicated by

an analysis device 30 other than the first analysis device 30-1.
[0050]

For example, the correlation detecting unit 74 determines that
there 1s an anomaly if temperatures from multiple temperature
sensors respectively provided in control systems 20 have
changed with a mutual correlation. In the example of Figure 4,
changes occur in a control system 20 including the temperature
detected by a temperature sensor increasing between 20:20 and
20:30 and the temperature detected by the temperature sensor
dropping between 20:30 and 20:40. In such a case, the second
analysis device 30-2 determines an anomaly if a temperature
sensor provided in the control systems 20 show a change in

temperature similar to those shown in Figure 4.
[0051]

If the second analysis device 30-2 determineg there 1s an
anomaly at step 818, the second analysis device 230-2 then
indicates the anomaly to the first analysis device 30-1 at step
S19. Inn this case, the second analysis device 30-2 provides,
in anomaly information, the analysis unit 50 with data on the
concealed portion included in the event that was sent from the
first analysis device 30-1 and that has been determined to be
correlated with an event sent from another analysis device 30

and be anomalous.

[0052]



with each other on multiple analysis devices 30 even if each one of the incidents or events is not
detected as an anomaly in itself in a single control system 20. The computing system 10 therefore
permits multiple analysis devices 30 to cooperate to detect an anomaly with higher accuracy and
sensitivity. [0056] The second analysis device 30-2 may request an unconcealed event from the first
analysis device 30-1 when an event indicated from the first analysis device 30-1 has correlation with
an event indicated from an analysis device 30 other than the first analysis device 30-1. In this case,
the first ariadysisadevice=30-§ Irdicatas aif event witizout concermenttoithe Seeend: analysis device

30-2 in respapse-lo the-eauest ion apyncongealed gyent [0054] The secqnd apalysis deyice 30-2

then receives the unconcealed event from the first analysis device 30-1"and again determines whether

there is correl&fiGF betwen thBTindorcealed BILHERGm Hie irsanifists bR S0t 1 Gfid thSevent
from the apelysisidavice 30 Wtker Aimamthe/firstfanblysis devioeidc-¢dlf thendvants lsaveteorrebdtion, the

second apalysis deuice30-2-defermines.thatthere igapanamaly. Thesecend analysis-deyice;30-2
thus can gete,rmin%gg;%urrence of an anomaly more accurately. [0058] Figure 6 shows an exemplary
hardware ggnlf%%ratlon of a computer 1900 according to the present embodiment. The computer 1900
according to the present embodiment includes a CPU peripheral portion having a CPU 2000, a RAM
2020, a graphies controller 2075, and a display device 2080, which are interconnected by a host
controller 2082, an input/output portion having a communication interface 2030, a hard disk drive
2040, and a CD-ROM drive 2060, which are connected with the host controller 2082 through an
input/outpiiecontrofiér 2084, dhea RFHeF fpifodtpbt pertibhhatiirEa ROM 202b2a REXibSdisk drive
2050, andantnputéeidpetchip 2030mwhichrare connettedanitihcthe input/outpyt centialler 2084.

back inte unconcealed data with reference to the conversion
table. The first analysis device 30-1 then identifies the
ancmaly that occurred in the associated control system from the
now unconcealed event. For example, the first analysis device
30-1 f£inds out that the ancmaly occurred in the sensor in the
backyard of the bullding with reference to such a conversion

takle ag shown in Figure 5.
[0054]

At step 822, the first analysis device 30-1 changes a mode for
controlling the associated control system 20 to an alert mode.
The first analysis device 30-1 reports the anomaly to the
administrator of the associated control system 20. The first
analysis device 30-1 alsoc increases the frequency of monitoring
the associated control system 20, e.g., by increasing the
frequency of event acquisition. The first analysis device 30-1
may also deactivate the anomalous device and/or shut off the

power supply to it.
[0055]
As described above, with the computing system 10 according to

the present embodiment, an anomaly can be detected from

occurrence of incidents or events having certain correlation



[0059] The host controller 2082 connects the RAM 2020 with the CPU 2000 and the graphics
controller 2075, which access the RAM 2020 at a high transfer rate. The CPU 2000 operates
according to programs stored in the ROM 2010 and RAM 2020 to control components. The graphics
controller 2075 acquires image data generated by the CPU 2000 or the like in a frame buffer provided
in the RAM 2020 and has it displayed on the display device 2080. Alternatively, the graphics controller
2075 may internally include a frame buffer for storing image data generated by the CPU 2000 or the
like. [0060} The iwtitoutprteontellen2084-cennegeisithe hostrontroler 2082withhthe eomgumication
interface éﬁgoo@%@sﬁgwﬁ 2040, %r%d CR:ROM fléiv% gtoag @/gicthe%rearglaéiﬁ/eg/ nfgg%t ig&ut{output
devices. The communication interface 2030 communicates Wlt% other evices over a network.The

hard disk*drRel 2046 stBred pidfanteahd gataSihat &R d<bd by ife CPTPXE00ET thE TBRTPuist 1900.
The CD-RDM dfive206@ reddssa prograpiier data Iromi thelebiROM 2095 and:supprliestittothe hard

disk drive,2040.viathe RANEA020, (0961] Thepnytioutpyr.contrpler 2084 s cannected with the ROM
2010, - 20 - and also with the flexible disk drive 2050 and the input/output chip 2070, which are

relatively slow input/output devices. The ROM 2010 stores a boot program executed at start-up by the
computerl 2966 and/or programs that are dependent on the hardware of the computer 1900. The
flexible disk drive 2050 reads a program or data from the flexible disk 2090 and supplies it to the hard

disk drive 2040 via the.RAM 2020, The_input/output chip 2070 connects the flexible disk drive 2050
ef Blce

with the iNBGYOTTRLT controfiar 084 ard a15S Tonhects vEAdus TSR ufdevidBS Withhd =d
input/outBlittetntrolfePRO8A sy way 6 & parakel pokts sedalpgore keyBoard pbreror mouse pertt for

exampleindicated from the first analysis device 30-1 has correlation
with an event indicated from an analysis device 30 other than
the first analysis device 30-1. In this c¢ase, the first
analysis device 30-1 indicates an event without concealment to
the second analysis device 30-2 in response to the reguest for

an unconcealed event.
[0057]

The second analysis device 30-2 then receives the unconcealed
event from the first analysis device 30-1 and again determines
whether there is correlation between the unconcealed event from
the first analysis device 30-1 and the event from the analysis
device 30 other than the first analysis device 30-1. If the
events have correlation, the second analysis device 30-2
determines that there is an anomaly. The second analysis
device 30-2 thus can determine occurrence of an anomaly more

accurately.
{0058]

Figure 6 shows an exemplary hardware configuration of a
computer 1500 according to the present embodiment. The
computer 1300 according to the present embodiment includes a
CPU peripheral portion having a CPU 2000, a RAM 2020, a

graphics controller 2075, and a display device 2080, which are



[0062] Programs that are provided to the hard disk drive 2040 through the RAM 2020 are supplied by
the user being stored in a recording medium such as the flexible disk 2090, CD-ROM 2095, or an IC
card. The programs are read from the recording medium and installed in the hard disk drive 2040 in
the computer 1900 via the RAM 2020 and executed at the CPU 2000. [0063] Programs that are
installed on the computer 1900 and cause the computer 1900 to function as the analysis unit 50
include an acquisition module, a determination module, a standardization module, a concealment
module, aneventsensing:thodfe, an ahoealy reaetwng madulecan a nenitaingmpdulepthese

programs, ot mogyles, opetate o the,GRY,2000 apd the like f cause fhs £omputer 1900 fo,fupction as

the acquisition unit 52, determination unit 54, standardization unit 56, concealment unit 58, event
sending (it 86, aihialy FeEeiving GhitY, AHCHBnitsHiYy utiFE£T0664 IRfREEBRProtesiing
described irethé&peograms: isoeaddmnto tesconputendt800 4o functiornt ds thepacquisitiontmitiz;
determinatign Unit, 54, Séa”_fl@{;%lé%“%ﬂgﬂ%&%ﬁﬁa@@% YRIL, S8EMENL SeNaiRg,UNLE0, angmaly
recelvmgfL_anlt 6%1anddmoE|tc%%r\},gvunlt % W |chéire specific means realized ‘through cooperation of
software ahd the Variods hartivafe résoufceSdescribed ABBVE CHERE setifie m8afs thehimplement
operatiorrdEmedification f infebmatien hosordirg torart applivation bfthe 86rhputing system 10 in the
present embodiment so that the analysis unit 50 specific to the application is built. [0065] Programs
that are 'T?I%E‘il on the computer 1900 and cause the computer 1900 to function as the analysis
control unii iInclude an event receiving module, a correlation detecting module, and an anomaly
sending module. These programs or modules operate on the CPU 2000 and the like to cause the

computerh@00-osunctionasdheeventreceivingaii 72, coreelation detenting,uai 74 aad angmaly

Sendmg'ﬁ@&BGQHMi the graphics controller 2075, which access the RAM
2020 at a high transfer rate. The CPU 2000 operates according
to programs stored in the ROM 201C and RAM 2020 to ceontrol
components. The graphics contreller 2075 acquires image data
generated by the CPU 2000 or the Iike in a frame buffer
provided in the RAM 2020 and has it displayed on the display
device 2080. Alternatively, the graphics controller 2075 may
internally include a frame buffer for storing image data
generated by the CPU 2000 or the like.

[00860]

The input/output controller 2084 connects the host controller
2082 with the communication interface 2030, hard disk drive
2040, and CD-RCM drive 2060, which are relatively fast
input/output devices. The communication interface 2030
communicates with other devices over a network. The hard disk
drive 2040 stores programs and data that are used by the CPU
2000 of the computer 1500. The CD-ROM drive 2060 reads a
program c¢r data from the CD-ROM 20985 and supplies it to the
hard disk drive 2040 via the RAM 2020.

[0061]

The input/output controller 2084 is connected with the ROM 2010,

- 20 -



[0066] Information processing described in the programs is read into the computer 1900 to function as
the event receiving unit 72, correlation detecting unit 74 and anomaly sending unit 76, which are
specific means realized through cooperation of software and the various hardware resources
described above. These specific means then implement operation or modification of information
according to the application of the computing system 10 in the present embodiment so that the
analysis control unit 70 specific to the application is built. [0067] By way of example, when
communigation issperformedthetweea:the tempiier 1800,and ap externakdevice:puthedikepthe CPU

2000 exegHtfg azggwm%cia&gnﬂgg%éq’ald@gﬂ t &IA\M @Q /%ndtlnséru ts the commw}lcatlon

interface 2030 on communication processing in ac or ance Wi procesglng escrlbedsln the

communi&3tonto§rat FheTommbRREtioNLRETBRe 8BS Yeads dafa féBalsHiRsisly stéred in a
send bufferaped providetlin a stodage-devicesuahsas thesRAVa2620 d@dﬂdﬁ({ﬂﬂveﬁm%ﬂexmle

sk 2090, £7.62-ROM 2095 Andsods he datafo a nepuork unger sontsel of 5. GBU 2000 or

writes data reé;elved from the network in_a receive buffer area rgrowde in the stora%Oq vice

the commTRIE&tioR intBH28e 3830 ay tah&fer tratsmisEion/reteRth tatadd Tife stdtdde d%vfée by
direct mepndny bicegss: (DMA), Braltbmadivdlys thedC P2 00DdMay tead-tatafrdm asburce Sorage or

the commumpicationingritace 2030 and writes-thedaja infe.a destingtion carupunication inteytace 2030

or storage device thereb nsferrln transmission/received data. [0068] The CPU 2000 also reads
all or only ri%hlrg% da%a?%%r?a%ﬁg or a datan: aoseis ore%&%fan eéerngﬁ%to 858 telite Such A the

hard diskidHRECZ0AE: IB-REV HFive 2860 ICHIROMZYSE) cfidanle diskrdrkel2050 (Redkle kisk
2090), inteathe RAM 2@20-by DMA gansfer erthedike godiperiRans varausrecessing andhedata in
the RAM&QLZQ The CRU 20 0 €lghen writes processed data back into the external storage device by
DMA transfer or the like. Because the RAM 2020 can be considered to temporarily hold the contents of
the external storage device during such a process, the present embodiment generically refers to the
RAM 202Dvarc the external storage device or the like as memory, storage, or a storage device.
Various programs and information such as data, tables, and databases in the present embodiment are
stored in the storage device and subjected to information processing. The CPU 2000 may also hold

part of dataTrorA The RIEN 2998 iR FIEHE RSy At petfotmdata rédd 3Rd Ahitd intthé <aghe
memory. @Ra%@%a@@@em@r&y isseppansible foy sonte:of furetions«f:the RAM:2020 dlso ia such

an arrangesneht theypresent.embodimeptassumes;that eache femoryis @lsodpchidgd inthe RAM

2020, memor ra r Vi nl iti ifically differenti
020, e Oghaggﬂ) gja%%gep%%gxggg1§§§p§ga8a%g%meéaéaggtordzng medium

and installed in the hard disk drive 2040 in the computer 1900
via the RAM 2020 and executed at the CPU 2000.

[C063]

Programs that are installed on the computer 1900 and cause the
computer 1300 to function as the analysis unit 50 include an
acguisition module, a determination module, a standardization
module, a concealment module, an event sending module, an
anomaly receiving module, and a monitoring medule. These
programg or modules coperate on the CPU 2000 and the like to
cause the computer 1900 to function as the acguisition unit 52,
determination unit 54, standardization unit 56, concealment
unit 58, event sending unit 60, anomaly receiving unit 62, and

monitoring unit 64.

[00C64]
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[0069] The CPU 2000 also performs various kinds of processing, including the various arithmetic
operations, modification to information, conditional determination, information retrieval, and
replacement described in the embodiment, which are specified by instruction lines in programs, on
data read from the RAM 2020 and writes back the data into the RAM 2020. For example, when
performing conditional determination, the CPU 2000 determines whether any of variables shown in the
embodiment satisfies a certain condition, such as being greater, smaller, equal to or greater than,
equal to or smaller than, or equal to another variable or a constant, and branches to a different

instmctio&ﬂ@mﬂléq %@aegge§ﬂgth%§_g%@ﬂggaolﬁﬁ (%r{%oeg@@ hold). [9970] The CRL) 2000

also can search for infolmation storedin a file or database within a storage device. For example, when

a number 8FenfifdtRatE Soredin’a stotage B&Vid®EndaR eddifof fHeRTiRaS iR attiBdte valde of a
first attribige fsrassoziated withthte aiidbutesvalud af disecondmattribute, thesCPUWE 2006 searehes for an

entry with,iiecatibute valye ofdhe firsy afiributepatchinga, speciied gondition, from the entries in the
storage device, and reads the attribute value of the second attribute stored in that entry, thereby

obtaining"}ﬂrellatl[f?fﬁﬁ{l@véiﬁé bf the ‘'selBHd attibiite 3856TART WIFRHE fifst AttHbGte thatsiiigfes the
conditions JORRIEFHEPrograms oF riviotes iy bé storedsin amvextehsat dweording mediuns,awhich

may be the #exible-disk 2890, CD-ROQM 2095-9kar opticaldeeprding: mediia suchgs aRVBand CD,

a magneto-optic Lrﬁecor(%ing med]jfum such as an MO, a tape mediym, or semicanductor memary such
asanlIC C():grdr.n %\ térnﬁ?ﬁ/eﬁ/, a s?oraglexz1 aé?\lfi‘”é‘%f" Sic aéécz'ic E’%l?idl &%k%PRﬁf\l/l, %%% et i%lafJ Servér

system cbifie tEFR B idedlicatet e8mARinfatisi fetioric B thedtkedemaay beusedas tHewrecording
medium, anglithe programs ean bepravided tetheneomputer 4900 ever thesnetwork. [0072] While the
present invention has been described with reference to its embodiment, the technical scope of the
invention is not limited to the scope set forth in the embodiment. It will be apparent to those skilled in
the art thaP9&idus modifications or improvements may be made to the embodiment. It is apparent
from descriptions in Claims that embodiments with such modifications or improvements can be

enCO”WR§§@§¥ﬂH@1UKQ@CQ@&aE%E%@fﬁéQEgweggglcomputer 1900 and cause the
computer 1900 to function as the analysis contreol unit 70
include an event receiving module, a correlation detecting
module, and an ancmaly sending module. These programs or
modules operate on the CPU 2000 and the like to cause the
computer 1500 to function as the event receiving unit 72,

correlation detecting unit 74 and anomaly sending unit 76.
[00&§6]

Information processing described in the programs is read into
the computer 1900 to function as the event receiving unit 72,
correlation detecting unit 74 and anomaly sending unit 76,
which are specific means realized through cooperation of
software and the various hardware resources described above.
These specific means then implement operation or modification
cf information according to the application of the computing
system 10 in the present embodiment so that the analvsis

control unit 70 specific to the application is built.

[0087]
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[0073] It should be noted that the order of executing processes, such as actions, procedures, steps,
and phases in the devices, system, programs, and method set forth in the Claims, specification, and
drawings may be performed in any order unless specifically stated as "before", "prior to", or the like,
and unless output from the preceding process is used in the subsequent process. "First”, "then" or the
like, even if used in relation to a process flow in the Claims, specification, and drawings for
convenience, do not mean that execution in the described order is essential. [Description of symbols]
[0074] 1GecomputingsSystem2Dconirtaystemmdthanralysistevice dorteiwadaS@analysis upitd?2

acquisitiondynit. a4 fetesminalinn unif S8 standardizalign unit 58 conceaiment unit, oy 5400
executes a communication program loaded in the RAM 2020, and
instructs the communication interface 2030 on communication
processing in accordance with processing described in the
communication program. The communication interface 2030 reads
data for transmission stored in a send buffer area provided in
a storage device, such as the RAM 2020, hard disk drive 2040,
flexible disk 2090, or CD-ROM 2095, and sends the data to a
network under control of the CPU 2000, or writes data received
from the network in a receive buffer area provided in the
storage device. Thus, the communication interface 2030 may
transfer transmission/received data to the storage device by
direct memory access (DMA}, or alternatively, the CPU 2000 may
read data from a source storage or the communication interface
2030 and writes the data into a destination communication
interface 2030 or storage device, thereby transferring

transmission/received data.
[0068]

The CPU 2000 also reads all or only required data from a file
or a database stored in an external storage device, such as the
hard disk drive 2040, CD-ROM drive 2060 (CD-ROM 2095), flexible
disk drive 2050 (flexible disk 2090), into the RAM 2020 by DMA
transfer or the 1like and performs various processing on the
data in the RAM 2020. The CPU 2000 then writes processed data
back into the external storage device by DMA transfer or the
like. Because the RAM 2020 can be considered to temporarily
hold the contents of the external storage device during such a
process, the present embodiment generically refers to the RAM
2020 and the external storage device or the like as memory,
storage, or a storage device. Various programsg and information
such as data, tables, and databases in the present embodiment
are stored in the storage device and subjected to information

processing. The CPU 2000 may also hold part of data from the



60 event sending unit 62 anomaly receiving unit 64 monitoring unit 70 analysis control unit 72 event
receiving unit 74 correlation detecting unit 76 anomaly sending unit 1900 computer 2000 CPU 2010
ROM 2020 RAM

RAM 2020 in cache memory and perform data read and write in the
cache memory. Because cache memory is responsible for some of
functions of the RAM 2020 also in such an arrangement, the
present embodiment assumes that cache memory is also included
in the RAM 2020, memory, and/or a storage device unless it is

specifically differentiated.
[0069]

The CPU 2000 also performs various kinds of processing,
including the variocus arithmetic operations, modification to
information, conditional determination, information retrieval,
and replacement described in the embodiment, which are
specified by instruction lines in programs, on data read from
the RAM 2020 and writes back the data into the RAM 2020. For
example, when performing conditional determination, the CPU
2000 determines whether any of variables shown in the
embodiment satisfies a certain condition, such as being greater,
smaller, equal to or greater than, equal to or smaller than, or
egual to another variable or a constant, and branches to a
different instruction line or calls a sub-routine if the

condition holds (or does not heldd.
(00707

The CPU 2000 also can search for information stored in a file
or database within a storage device. For example, when a
number of entries are stored in a storage device and in each of
the entries the attribute wvalue of a first attribute is
associated with the attribute value of a second attribute, the
CPU 2000 searches for an entry with the attribute value of the
first attribute matching a specified condition from the entries
in the storage device, and reads the attribute value of the
second attribute stored in that entry, thereby obtaining the
attribute value of the second attribute associated with the

first attribute that satisfies the condition.



2030 communication interface 2040 hard disk drive 2050 flexible disk drive 2060 CD-ROM drive 2070
input/output chip 2075 graphics controller 2080 display device 2082 host controller 2084 input/output
controller 2090 flexible disk 2095 CD-ROM 4. Claims: An anomaly detection system for detecting an
anomaly in a plurality of control systems, the anomaly detection system comprising:

[0071]

The programg or modules may be stored in an external recording
medium, which may be the flexible disk 2090, CD-ROM 2095, or an
optical recording medium such as a DVD and CD, a magneto-
optical recording medium such as an MO, a tape medium, or
semiconductor memory such as an IC card. Alternatively, a
storage device, such as a hard disk or RAM, provided in a
server system connected to a dedicated communicaticn network or
the Internet may be used as the recording medium, and the

programs can be provided to the computer 1900 over the network.
[0072]

While the present invention has been described with reference
to its embodiment, the technical scope of the invention is not
limited to the scope set forth in the embodiment. It will be
apparent to those skilled in the art that various modifications
or improvements may be made to the embodiment. It is apparent
from descriptions in Claims that embodiments with such
modifications or improvements can be encompassed within the

technical scope of the invention.
[0073]

It should be noted that the order of executing processes, such
as actions, procedures, steps, and phases in the devices,
system, programs, and wmethod set forth din the Claims,
specification, and drawings may be performed in any order
unless specifically stated as "before", "prior to", or the like,
and unless output from the preceding process is used in the
subsequent process. '"First", "then" or the like, even if used
in relation to a process flow in the Claims, specification, and
drawings for convenience, do not mean that execution in the

described order is essential.



a plurality of analysis devices that are associated with the respective control systems and that acquire
an event occurring in an associated control system and analyze the event to determine whether there
is an anomaly, wherein a first analysis device among the plurality of analysis devices determines
whether an event occurring in the associated control system is to be indicated to a second analysis
device among the plurality of analysis devices; and the second analysis device determines that there
is an anomaly on condition that the event indicated by the first analysis device has correlation with an
event indicated by an analysis device other than the first analysis device. 2. The anomaly detection

system agerdingsto.claim L-wherain,eagh of the plurality of analysis devices comprises a
standardization unit that converts a data format for an event occurring in the associated control system

into a data fo/mat for the second analysis device, thereby standardizing the event. 3. The anomaly
detection S¥8fehh according to claim 2, wherein the standardization unit of the first analysis device
converts the da@)ﬁ%@@gf% an event occurring in the associated control system into a standard data
format for the pIurallt)éo control systems, thereby standardizing the event. 4The anomaly detection
system accordir%:goflotar?y oﬁé%‘f%\éims 1 to 3, wherein each of the plurality of analysis devices
comprises & coAgeslmentumiethateonceals a portion of data describing an event occurring in the
associateghcontrelsystem. 5The anomaly detection system according to claim 4, wherein

50 analysis unit

52 acguisition unit

54 determination unit

56 standardization unit

58 concealilment unit

60 event sending unit

62 anomaly receiving unit
64 monitoring unit

70 analysis control unit
72 event receiving unit

T4 correlation detecting unit
76 anomaly sending unit
1500 computer

2000 CPU

2010 RCOM

2020 RAM

2030 communication interface
2040 hard disk drive

2050 flexible disk drive
2060 CD-ROM drive

2070 input/output chip

2075 graphics controller
2080 display device

2082 host contreller

2084 input/output controller
2090 flexible disk

20395 CD-ROM



the concealment unit of the first analysis device stores a conversion table that shows correspondence
between unconcealed data and concealed data; if the second analysis device determines that there is
an anomaly, the second analysis device provides the first analysis device with anomaly information
including concealed data included in a concealed event received from the first analysis device; and the
concealment unit of the first analysis device converts the concealed data included in the anomaly
information provided by the second analysis device into unconcealed data with reference to the
conversich.tables angidentifies the anomaly that occurred in the associated control system. G. The
anomaly detection system according to claim 4 or 5, wherein the second analysis device requests the
first analysis device to indicate an unconcealed event if an event indicated by the first analysis device

has corretation @ith BN indfdREF byanSis d&HcssiHer Bidipthathiranamdksis dévice,
receives an ungohgealedtevent fromrtheditstanmalysis devibe, antbdeteyminesdbat theresissareanomaly
on condition that yncangcealed event indicated by the first analysis device has correlation with the
event indicated by the analysis device other than the first analysis device. 7.The anomaly detection
system according to any one of claims 1 to 6, wherein the second analysis device indicates an
anomaly to at leasiPdorme b the pllralityedfemblysidaduvices, ahd at least soameofithegfurality of

analysis devices te whichdhe anpmabhas-beensipdicatad increase,adregugnay-af menitorng the
asaxmnedcon%géaggggg in an asgociated control system and analyze the

event to determine whether there is an anomaly, wherein

a first analysis device among the plurality of analysis
devices determines whether an event occurring in the
assoclated control system is to be indicated to a second
analysis device among the plurality of analysis devices;

anad

the second analysis device determines that there is an
anomaly on condition that the event indicated by the first
analysis device has correlation with an event indicated by

an analysis device other than the first analysis device.

2. The anomaly detection system according to claim 1, wherein
each of the plurality of analysis devices comprises a
standardization unit that converts a data format for an
event occurring in the associated control system into a
data format for the second analysis device, thereby

standardizing the event.

3. The anomaly detection gystem according to claim 2, wherein
the standardization unit of the first analysis device
converts the data format for an event occurring in the
associated contrel system into a standard data format for
the plurality of control systems, thereby standardizing

the esvent.



8The anomaly detection system according to any one of claims 1 to 7, wherein the first analysis device
dynamically changes an analysis device that is selected as the second analysis device from among
the plurality of analysis devices. 9The anomaly detection system according to claim 8, wherein the first
analysis device selects a new second analysis device after event indication to a same second analysis
device has continued for a certain period or longer. 10. The anomaly detection system according to
claim 8 or 9, wherein the first analysis device gives a higher priority to an analysis device with a short
responsestime when setestiagthe secend analysis/devee feore Sieiphupality of analysisdevices. 11.
The anomaly detpetian, systarp ageorgling,lo any.o1e,of slairad 19 10, wherein e figt analysis device
comprises an analysis unit that acquires events occurring in the associated control sysiae ana

analyzes the eEnts [ fetefMTRFWREMer e CORGEESYREH hadbitanbfaly, FRseesAd andlysis
device comprisesahianalysi€ coatrohunid ¢zat distermineswhethenany of the-plirafity phcontrel

systems has ansanePalyred control system.

5. The anomaly detection system according to claim 4, wherein

the concealment unit of the first analysis device storeg a
conversion  table that shows correspondence  between

uncoencealed data and concealed data;

if the second analysis device determines that there is an
ancmaly, the second analysis device provides the first
analysis device with anomaly information including
concealed data included in a concealed event received from

the first analysis device; and

the concealment unit of the first analysis device converts
the concealed data included in the anomaly information
provided by the second analysis device into unconcealed
data with reference to the conversion table, and
identifies the anomaly that occurred in the associated

contrcl system.

6. The anomaly detection system according to claim 4 or 5,
wherein the second analysis device reguests the first
analysis device to indicate an unconcealed event if an
event indicated by the first analysis device  has
correlation with an event indicated by an analysis device
other than the first analysis device, receives an
unconcealed event from the first analysis device, and
determines that there is an anomaly on condition that the
unconcealed event indicated by the first analysis device
has correlation with the event indicated by the analysis

device other than the first analysis device.



the analysis unit of the first analysis device acquires an event occurring in the associated control
system and determines whether or not to indicate the event to the second analysis device, and
transfers the event to the analysis control unit of the second analysis device if the analysis unit
determines that the event is to be indicated to the second analysis device, the analysis control unit of
the second analysis device detects correlation between events from a plurality of first analysis devices,
and determines that there is an anomaly on condition that the events has correlation, and indicates the
anomaly to the analysis unit of the first analysis device if the analysis control unit determines that there

is an anomaly, @nd the analysis ugit.of the, first analysis, device reparts the anomaly indicated by the
second analysis device to an administrator of the associated controf sgstem. 15"he anoma?y
detection systeht &¢E6tdig 0 dhy 6HESFECIRiIms 1 to 11, wherein the second analysis device indicates

an anomaly to the first analysis device if the second analysis device determines that there is an

anomaly, and the rstanalysis deviee eporisig;anomalydndicated by fhe segand gnalysis device to

the administratgr of ttpe control ??ystem. él/g The anomaly detection system according to any one of
claims 1 to 12, WitereintRE seBond ARalSis device’ dEteritrestRABIHFY i<C4iF anéfidly on condition

that a change in events indicated by the first analysis device has correlation with a change in events
indicated by ananalysissdevisemtherthan the first analysis dexice.zna1yvsis devices to
which the anomaly has been indicated increase a freguency

of monitoring the associated control system.

8. The anomaly detection system according tc any one of
claime 1 to 7, wherein the first analysis device
dynamically changes an analysis device that is selected as
the second analysis device from among the plurality of

analysis devices.

9. The anomaly detection system according to claim 8, wherein
the first analysis device selects a new second analysis
device after event indication to a same second analysis

device has continued for a certain period or longer.

10. The anomaly detection system according to claim 8 or 9,
wherein the first analysis device gives a higher priority
to an analysis device with a short response time when
selecting the second analysis device from the plurality of

analysis devices.

11. The anomaly detection system according to any one of

claims 1 to 10, wherein

the first analysis device comprises an analysis unit that
acqguires events occurring in the associated control system
and analyzes the events to determine whether the control

gystem has an anomaly,



14. An apparatus configured to function as the analysis unit of the anomaly detection system
according to claim 11. 15. An apparatus configured to function as the analysis control unit of the
anomaly detection system according to claim 11. 16. A program for causing a computer to function as
the apparatus according to claim 14. 17. A program for causing a computer to function as the
apparatus according to claim 15. 18. An anomaly detecting method for detecting an anomaly in a
plurality of control systems, wherein a plurality of analysis devices are provided that are associated
with the respectivescontrobsystems apdithatieqiire anavent 8equITing inrNassosiatedoRyl
system and analyze the gvent tg determine é’Vh%JHSEH?P |s?\g ar&g)fnalé/hge g?g%oq%i%mpnglgg:
determining, by a first analysis device among the plurality of ahalysis devices, whether an eveht

occurring in the¥sbERteF E6TaI%y i Rt tidated to a second analysis device among the

plurality of analysis devices; and determining by the second analysis device that there is an anomaly

on condition thatyfhe gyant indicated:By the firsk £ivgr analysis device acguires an
event occurring in the associated control system and
determines whether or not to indicate the event to the
second analysis device, and transfers the event to the
analysis control unit of the second analysis device if the
analysis unit determines that the event is to be indicated

to the second analysis device,

the analysis control unit of the second analysis device
detects correlation between events from a plurality of
first analysis devices, and determines that there is an
anomaly on condition that the events has correlation, and
indicates the anomaly to the analysis unit of the first
analysis device 1if the analysis control unit determines

that there is an anomaly, and

the analysis unit of the first analysis device reports the
anomaly indicated by the second analysis device to an

administrator of the associated control system.

12. The anomaly detection system according to any one of

claims 1 to 11, wherein

the second analysis device indicates an anomaly to the
first analysis device if the second analysis device

determines that there is an anomaly, and
the first analysis device reports the anomaly indicated by
the second analysis device to the administrator of the

control system.

13. The ancomaly detection system according to any one of



analysis device has correlation with an event indicated by an analysis device other than the first
analysis device.

claims 1 to 12, wherein the second analysis device
determines that there is an anomaly on condition that a
change in events indicated by the first analysis device
has correlation with a change in events indicated by an

analysis device other than the first analysis device.

14. An apparatus configured to function as the analysis unit

of the anomaly detection system according to claim 11.

15. An apparatus configured to function as the analysis
control unit of the anomaly detection system according to
claim 11.

16. A program for causing a computer to function as the

apparatus according to claim 14,

17. A program for causing a computer to function asg the

apparatus according to claim 15.

18. An anomaly detecting method for detecting an anomaly in a

plurality of control systems, wherein

a plurality of analysis devices are provided that are
associated with the respective control systems and that
acgquire an event occurring in an associated control system
and analyze the event to determine whether there is an

anomaly, the method comprising:

determining, by a first analysis device among the
plurality of analysis devices, whether an event occurring
in the associated control system is to be indicated to a
second analysis device among the plurality of analysis

devicges; and

determining by the second analysis device that there is an

anomaly on condition that the event indicated by the first



analysis device has ccrrelation with an event indicated by

an analysis device other than the first analysis device.



