
Specification 1. Title of the Invention: ANOMALY DETECTION SYSTEM FOR DETECTING
ANOMALY IN MULTIPLE CONTROL SYSTEMS 2. Detailed Description of the Invention: [Technical
Field] [0001] The present invention relates to an anomaly detection system for detecting an anomaly in
multiple control systems. [Background Art] [0002] Industrial control systems (ICS) are known that
manage and control industrial and infrastructure systems (see Non-Patent Literature 1, for example).
Many of conventional industrial control systems are not connected with an external network and
operate with specific protocols. Recent industrial control systems, however, are increasingly connected
with an external network through a generic protocol, such as the Internet protocol. This enables
multiple industrial control systems to cooperate with each other. [0003] 



[Non-Patent Literature 1]"SCADA",(online),Wikipedia, (searchedonMarch30,2011),theInternet,URL:
http://ja.wikipedia.org/wiki/SCADA [Summary of Invention] [Problem to be solved by the Invention]
[0004]  Industrial control systems continuously monitor their internal devices or the like for anomalies;
however, multiple industrial control systems have not been cooperatively monitoring an anomaly.
[Means for Solving the Problem] [0005] 



To solve the problem, a first aspect of the invention provides an anomaly detection system for
detecting an anomaly in a plurality of control systems, the anomaly detection system comprising a
plurality of analysis devices that are associated with the respective control systems and that acquire
an event occurring in an associated control system and analyze the event to determine whether there
is an anomaly, wherein a first analysis device among the plurality of analysis devices determines
whether an event occurring in the associated control system is to be indicated to a second analysis
device among the plurality of analysis devices; and the second analysis device determines that there
is an anomaly on condition that the event indicated by the first analysis device has correlation with an
event indicated by an analysis device other than the first analysis device. A method and a program for
the system are also provided. [0006]  The summary of the invention does not list all of the essential
features of the invention. A subcombination of such features may also be within an invention. 3. Brief
Description of the Drawings: [0007] Figure 1 shows a configuration of a computing system 10
according to an embodiment of the invention;  Figure 2 shows a configuration of a first analysis device
30-1 and a second analysis device 30-2 according to the embodiment; Figure 3 shows a process flow
of the first analysis device 30-1 and second analysis device 30-2 according to the embodiment; Figure
4 shows an example of events acquired by the first analysis device 30-1 and an example of events
sent by the first analysis device 30-1; 



Figure 5 shows an example of a table used for concealing additional information; and Figure 6 shows
an exemplary hardware configuration of a computer 1900 according to the embodiment. [Mode for
Carrying out the Invention] [0008] While the present invention is described below with reference to its
embodiment, the embodiment is not intended to limit the claimed invention. Also, not all combinations
of the features set forth in the embodiment are essential for the solution of  the invention. [0009] Figure
1 shows a configuration of a computing system 10 according to an embodiment. The computing
system 10 of the embodiment includes multiple control systems 20, multiple analysis devices 30, and a
network 40. [0010] Each of the control systems 20 is a system constituted by multiple interconnected
computers and devices. The control systems 20 each may be an industrial control system (ICS) for
managing and controlling objects of an industry or infrastructure (e.g., traffic, energy) system, for
example. In this case, the control systems 20 have multiple devices, a programmable logic controller
(PLC) to control the devices, a server and the like. 



[0011] The control systems 20 may each be a system to manage various devices connected to a
network within a building (e.g., a system for electricity, gas, water, air conditioning, or security), for
example. Each of the control systems 20 may also be a partial system of a large control system. For
example, the control systems 20 may each be a partial management system constituting a system that
is responsible for managing a whole city (e.g., a system for managing buildings, plants, water supply,
electricity, etc.). [0012] The control systems 20 may also be systems for managing various devices
(e.g., telephones, copiers) connected with an office or  house network, for example. The control
systems 20 may also be systems for managing computers connected with a network within a
corporation or the like, or systems for managing a large number of servers connected with a network
of a data center or the like. [0013] The analysis devices 30 are respectively associated with the control
systems 20. Each of analysis devices 30 may be associated with one, or two or more control systems
20. The analysis devices 30 each acquire events that occur in the associated control system(s) 20 and
analyze the events to determine whether there is an anomaly in the control system(s) 20. 



[0014] An event refers to an incident that occurs in an associated one of the control systems 20 and
that can be detected by a sensor or a computer, for example. For example, an event may be a
physical amount (such as electricity, temperature, humidity, mass, volume, and flow rate) detected by
a sensor provided for a device or the like within the control system 20. An event may also be a
measurement of data that is input and output to and from an information processor or the like within
the control system 20 (e.g., data rate, response to data transmission and reception, and error rate), for
example. An event may also be the state of a device in the control system 20 (e.g.,
operating/non-operating, and operation mode), or the state of resources constituting the information
processor in the control system 20 (e.g., memory usage, processor utilization). [0015]  Each of the
analysis devices 30 acquires events occurring in the associated control system 20 and determines
whether a predefined event is acquired. When a predefined event is acquired, each of the analysis
devices 30 determines that there is an anomaly in the associated control system 20. Upon determining
that the associated control system 20 has an anomaly, the analysis device 30 carries out processing
for handling the anomaly. [0016] The network 40 connects between the control systems 20 and
analysis devices 30 to enable data transmission and reception therebetween. The network 40
transmits data according to a generic protocol, e.g., the Internet protocol. [0017] Figure 2 shows a
configuration of a first analysis device 30-1 and a second analysis device 30-2 according to the
present embodiment. The analysis devices 30 in the computing system 10 according to the present
embodiment cooperate with each other to function as an anomaly detection system for detecting
anomalies in the control systems 20. 



[0018] More specifically, the first analysis device 30-1 among the analysis devices 30 indicates an
event acquired from the associated control system 20 to the second analysis device 30-2 among the
analysis devices 30. The second analysis device 30-2 then determines whether there is correlation
between the event from the first analysis device 30-1 and one from an analysis device 30 other than
the first analysis device 30-1, and determines that there is an anomaly if they have correlation.  [0019]
In the present embodiment, at least one of the analysis devices 30 included in the computing system
10 serves as the second analysis device 30-2. The other analysis devices 30 than the second analysis
device 30-2 function as the first analysis devices 30-1. [0020] The first analysis device 30-1 includes at
least an analysis unit 50 that acquires events occurring in the associated control system 20 and
analyzes the events to determine whether the control system has an anomaly. The second analysis
device 30-2 includes at least an analysis control unit 70 that determines whether there is an anomaly
in any of the control systems 20. The second analysis device 30-2 may further include the analysis unit
50. [0021] The analysis unit 50 includes an acquisition unit 52, a determination unit 54, a
standardization unit 56, a concealment unit 58, an event sending unit 60, an anomaly receiving unit 62,
and a monitoring unit 64. The analysis control unit 70 includes an event receiving unit 72, a correlation
detecting unit 74, and an anomaly sending unit 76. 



[0022] The acquisition unit 52 acquires events occurring in the associated control system 20. For
example, the acquisition unit 52 acquires physical amounts (such as electricity, temperature, humidity,
mass, volume, and flow rate) detected by physical sensors located at certain points within the control
systems 20 as events. The acquisition unit 52 may also acquire  measurements of data that is input
and output to and from an information processor or the like within the control system 20 (e.g., data
rate, response to data transmission and reception, and error rate) as events, for example. The
acquisition unit 52 may also acquire the state of devices within the control system 20 or the state of
resources constituting the information processor in the control system 20 (e.g., usage of memory,
processor utilization) as events. [0023] The determination unit 54 determines whether the associated
control system 20 has an anomaly or not based on an acquired event. For example, the dete/mination
unit 54 determines whether an acquired event has a predetermined value. [0024] For example, the
determination unit 54 determines that the associated control system 20 has an anomaly when a
physical amount detected by a sensor falls outside a predetermined normal range. The determination
unit 54 may also determine that the associated control system 20 has an anomaly if a measurement of
data input and output to and from an information processor in the control system 20 falls outside a
predetermined normal range, for example. The determination unit 54 may also determine that the
associated control system 20 has an anomaly if a device in the control system 20 or a resource
constituting the information processor in the control system 20 is in a predetermined state, for
example. [0025] 



When the determination unit 54 determines that the associated control system 20 has an anomaly, it
notifies the monitoring unit 64 of the anomaly. Upon being notified of the anomaly by  the
determination unit 54, the monitoring unit 64 performs a handling process that should be done when
there is an anomaly. For example, the monitoring unit 64 reports the anomaly to an administrator of
the associated control system 20. The monitoring unit 64 may also increase the frequency of
monitoring the associated control system 20, for example. In this case, the monitoring unit 64
increases the frequency of event acquisition at the acquisition unit 52, for example. The monitoring unit
64 may also deactivate the anomalous device or shut off power supply to it. [0026] The determination
unit 54 further determines whether or not to indicate events occurring in the associated control system
20 to the second analysis device 30-2 even if the associated control system 20 is determined not to be
anomalous. In the present embodiment, the determination unit 54 determines that an event acquired
should be indicated to the second analysis device 30-2 if the event has a value that is not determined
as anomalous and if the difference between the value and a threshold of anomaly determination is
within a predetermined range. The determination unit 54 may also determine that an event with which
the associated control system 20 is determined as anomalous should also be indicated to the second
analysis device 30-2. [0027] As an example, the determination unit 54 determines that an event should
be indicated to the second analysis device 30-2 if a physical amount detected by a sensor or a
measurement of data that is input and output to and from an information processor in the control
system 20 falls within a predetermined normal range (a range in which the associated system is
determined to be normal) and if the difference between the value and a 



threshold of anomaly determination is within a predetermined range. As another example, the
determination unit 54 determines that an event should be indicated to the second analysis device 30-2
if a device in the control system 20 or a resource constituting the information processor in the control
system 20 is in a state with which the control system 20 is determined to be normal and also in a
predefined state. [0028] The standardization unit 56 standardizes the data format for an event that
occurred in the associated control system 20 and has been determined to be indicated to the second
analysis device 30-2 at the determination unit 54. More specifically, the standardization unit 56
standardizes an event that has been determined to be indicated to the second analysis device 30-2 by
converting the data format of the event into a data format for the second analysis device 30-2. The
standardization unit 56 may also convert the data format of an event that occurred in the associated
control system 20 into a standard data format for the multiple control systems 20 to standardize the
event, for example. The standardization unit 56 can thereby convert an event to be indicated to the
second analysis device 30-2 into a data format that is readable by the second analysis device 30-2. [
00 2 9] The concealment unit 58 conceals part of data describing an event occurring in the associated
control system 20 that has been determined by the determination unit 54 to be indicated to the second
analysis device 30-2. By way of example, the concealment unit 58 conceals a portion of data
describing an event that should not be revealed to other analysis devices 30. For example, the
concealment unit 58 conceals data that represents a matter that should not be revealed to the
administrators of the other control systems 20 for ensuring security (e.g., the installation location and
performance of a sensor). [0030] 



The event sending unit 60 sends an event in the associated control system 20 that has been
standardized by the standardization unit 56 and a part of data of which has been concealed by the
concealment unit 58 to the analysis control unit 70 of the second analysis device 30-2. The analysis
unit 50 of the first analysis device 30-1 converts the event into a message and sends it to the analysis
control unit 70 of the second analysis device 30-2 over the network 40. The analysis unit 50 of the
second analysis device 30-2 may indicate an event to the analysis control unit 70 via or without via the
network 40. [0031] The event receiving unit 72 of the analysis control unit 70 receives events sent from
the analysis devices 30. More specifically, the event receiving unit 72 receives events sent from the
analysis unit 50 of the first analysis device 30-1 and events sent from the analysis unit 50 of the
second analysis device 30-2. [0032] The correlation detecting unit 74 of the analysis control unit 70
compares events sent from the analysis devices 30 with each other to determine whether the events
have a correlation equal to or greater than a predetermined correlation value. The correlation detecting
unit 74 determines that one of analysis devices 30 is anomalous if events sent from the analysis
devices 30 have a correlation equal to a predetermined  correlation value or greater, for example.
[0033]  The anomaly sending unit 76 of the analysis control unit 70 indicates an anomaly to the
analysis unit 50 of respective first analysis devices 30-1 and the analysis unit 50 of the second
analysis device 30-2 if the correlation detecting unit 74 determines that there is an anomaly. In this
case, the anomaly sending unit 76 provides, in anomaly information, data on a concealed portion
included in an event that was sent from an analysis device 30 and that has been determined to have a
correlation with an event sent from another analysis device 30 and be anomalous to the analysis unit
50 of the analysis devices 30. [0034] 



The anomaly receiving unit 62 receives the anomaly information sent by the analysis control unit 70 of
the second analysis device 30-2. The anomaly receiving unit 62 transfers the anomaly information to
the concealment unit 58. [0035] The concealment unit 58 clears the concealment of the concealed
data portion included in the anomaly information. The concealment unit 58 transfers the anomaly
information and the unconcealed data to the monitoring unit 64. [0036] In response to indication of
anomaly information from the analysis control unit 70 of the second analysis device 30-2, the
monitoring unit 64 identifies the specifics of the anomaly indicated from the second analysis device
30-2. For example,  when the concealment unit 58 indicates an event with the installation location of a
sensor concealed, the monitoring unit 64 detects the installation location of the sensor from the
unconcealed data. This allows the concealment unit 58 to locate the sensor that caused an event that
has been determined by the second analysis device 30-2 to be anomalous. The monitoring unit 64
then carries out a handling process that should be done in the event of an anomaly. [0037] Figure 3
shows a process flow between the first analysis device 30-1 and the second analysis device 30-2
according to the present embodiment. Figure 4 shows an example of events acquired by the first
analysis device 30-1 and an example of events sent by the first analysis device 30-1. Figure 5 shows
an example of a table used for concealing additional information. 



[0038] First at step 511, the first analysis device 30-1 acquires events that occur in the associated
control system 20 at certain time intervals. In the example of Figure 4, the first analysis device 30-1
acquires the temperature of a device installed in the backyard of a building managed by the associated
control system 20 as events every ten minutes. [0039] Then at step 512, the first analysis device 30-1
determines whether or not to indicate each one of the events it regularly acquired to the second
analysis device 30-2. As an example, the first analysis device 30-1 determines that the event should
be indicated to the second analysis device 30-2 when a change in the event is greater than a
predetermined amount of change.  [0040] In the example of Figure 4, the first analysis device 30-1
determines that a temperature (an event) should be indicated to the second analysis device 30-2 if the
temperature (an event) of the device in the backyard of the building managed by the associated
control system 20 has changed by a predetermined amount or more in the last ten minutes. If the first
analysis device 30-1 determines to indicate the event (512: YES), the first analysis device 30-1
proceeds to step 513. [0041] At step 513, the first analysis device 30-1 standardizes the data format of
the event in question. By way of example, the first analysis device 30-1 converts identification
information describing the event and an event value indicating the value of the event to a data format
that is readable by the second analysis device 30-2 (e.g., a data format common in the computing
system 10). 



[0042] In the example of Figure 4, the first analysis device 30-1 converts individual identification
information represented as "temperature" to common identification information represented as
"temperature sensor". Also in the example of Figure 4, the first analysis device 30-1 converts "time"
represented in 12- hour format (an individual event value) into "time" represented in 24-hour format (a
common event value). In the example of Figure 4, the first analysis device 30-1 also converts
"temperature" represented in Fahrenheit (an individual event value) into "temperature" represented in
Celsius (a common event value).  [0043] Then at step S14, the first analysis device 30-1 conceals a
portion of data describing the event to be indicated that should not be revealed to other analysis
devices 30 (e.g., data relating to security, data showing specific locations of event measurement). As
an example, the first analysis device 30-1 conceals sensor position information, which is additional
information on the event. In the example of Figure 4, the first analysis device 30-1 conceals sensor
position information represented as "backyard #1" into a random code "39485". [0044]  The first
analysis device 30-1 also stores a conversion table showing the correspondence between
unconcealed data and concealed data, for example, and conceals data with reference to the
conversion table. In this example, the first analysis device 30-1 stores a conversion table for
converting sensor position information representing sensor positions (backyard #1, backyard #2, main
door #1, main door #2) into corresponding random codes (39485, 13456, 27321, 53884), such as the
one shown in Figure 5, for example. [0045] At step S15, the first analysis device 30-1 selects at least
one second analysis device 30-2 from the analysis devices 30 as the destination of event
transmission. For example, when there are two or more analysis devices 30 that are able to receive
events from multiple analysis devices 30 and determine whether an anomaly occurred, the first
analysis device 30-1 selects one, or two or more analysis devices 30 as the second analysis device(s)
30-2 from those devices. 



[0046]  The first analysis device 30-1 may dynamically change the device selected for the second
analysis device 30-2 from the analysis devices 30. For example, the first analysis device 30-1
designates the second analysis device 30-2 for each certain time period (e.g., a day, a week). [0047]
In this case, the first analysis device 30-1 may give a higher priority to an analysis device 30 with a
short response time when selecting the second analysis device 30-2 from the analysis devices 30.
This enables the first analysis device 30-1 to receive an indication of an anomaly faster. The first
analysis device 30-1 may also select a new second analysis device 30-2 after event indication to the
same second analysis device 30-2 has continued for a certain period or longer. The first analysis
device 30-1 thereby can prevent one analysis device from fixedly being the second analysis device
30-2. [0048] Then at step 516, the event that has been standardized at step 513 and concealed at step
514 is indicated to the second analysis device 30-2 selected at step 515. At step 517, the second
analysis device 30-2 receives the event from the first analysis device 30-1. [0049] At step 518, the
second analysis device 30-2 detects correlation between events indicated from multiple analysis
devices 30 and determines whether any of the control systems 20 has an anomaly. More specifically,
the second analysis device 30-2 determines that there is an anomaly if an event indicated from the first
analysis device 30-1 has correlation with an 



event indicated from an analysis device 30 other than the first analysis device 30-1. By way of
example, the second analysis device 30-2 determines that there is an anomaly if there is a correlation
equal to or greater than a predetermined correlation value between a change in events indicated by
the first analysis device 30-1 and a change in events indicated by an analysis device 30 other than the
first analysis device 30-1. [00501 For example, the correlation detecting unit 74 determines that there
is an anomaly if temperatures from multiple temperature sensors respectively provided in control
systems 20 have changed with a mutual correlation. In the example of Figure 4, changes occur in a
control system 20 including the temperature detected by a temperature sensor increasing between
20:20 and 20:30 and the temperature detected by the temperature sensor dropping between 20:30
and 20:40. In such a case, the second analysis device 30-2 determines an anomaly if a temperature
sensor provided in the control systems 20 show a change in temperature similar to those shown in
Figure 4. [0051] If the second analysis device 30-2 determines there is an anomaly at step 818, the
second analysis device 30-2 then indicates the anomaly to the first analysis device 30-1 at step 819. In
this case, the second analysis device 30-2 provides, in anomaly information, the analysis unit 50 with
data on the concealed portion included in the event that was sent from the first analysis device 30-1
and that has been determined to be correlated with an event sent from another analysis device 30 and
be anomalous. [0052]  Then at step 520, the first analysis device 30-1 receives the anomaly
information sent from the second analysis device 30-2. At step 21, the first analysis device 30-1
identifies the specifics of the anomaly of the associated control system 20 from the anomaly
information sent from the second analysis device 30-2. 



[00531 The first analysis device 30-1 puts the concealed data portion in the anomaly information from
the second analysis device 30-2 back into unconcealed data with reference to the conversion table.
The first analysis device 30-1 then identifies the anomaly that occurred in the associated control
system from the now unconcealed event. For example, the first analysis device 30-1 finds out that the
anomaly occurred in the sensor in the backyard of the building with reference to such a conversion
table as shown in Figure 5. [0054] At step 522, the first analysis device 30-1 changes a mode for
controlling the associated control system 20 to an alert mode. The first analysis device 30-1 reports
the anomaly to the administrator of the associated control system 20. The first analysis device 30-1
also increases the frequency of monitoring the associated control system 20, e.g., by increasing the
frequency of event acquisition. The first analysis device 30-1 may also deactivate the anomalous
device and/or shut off the power supply to it. [00551 As described above, with the computing system
10 according to the present embodiment, an anomaly can be detected from occurrence of incidents or
events having certain correlation  



with each other on multiple analysis devices 30 even if each one of the incidents or events is not
detected as an anomaly in itself in a single control system 20. The computing system 10 therefore
permits multiple analysis devices 30 to cooperate to detect an anomaly with higher accuracy and
sensitivity. [0056] The second analysis device 30-2 may request an unconcealed event from the first
analysis device 30-1 when an event indicated from the first analysis device 30-1 has correlation with
an event indicated from an analysis device 30 other than the first analysis device 30-1. In this case,
the first analysis device 30-1 indicates an event without concealment to the second analysis device
30-2 in response to the request for an unconcealed event. [0057] The second analysis device 30-2
then receives the unconcealed event from the first analysis device 30-1 and again determines whether
there is correlation between the unconcealed event from the first analysis device 30-1 and the event
from the analysis device 30 other than the first analysis device 30-1. If the events have correlation, the
second analysis device 30-2 determines that there is an anomaly. The second analysis device 30-2
thus can determine occurrence of an anomaly more accurately. [0058] Figure 6 shows an exemplary
hardware configuration of a computer 1900 according to the present embodiment. The computer 1900
according to the present embodiment includes a CPU peripheral portion having a CPU 2000, a RAM
2020, a graphics controller 2075, and a display device 2080, which are  interconnected by a host
controller 2082, an input/output portion having a communication interface 2030, a hard disk drive
2040, and a CD-ROM drive 2060, which are connected with the host controller 2082 through an
input/output controller 2084, and a legacy input/output portion having a ROM 2010, a flexible disk drive
2050, and an input/output chip 2070, which are connected with the input/output controller 2084. 



[0059] The host controller 2082 connects the RAM 2020 with the CPU 2000 and the graphics
controller 2075, which access the RAM 2020 at a high transfer rate. The CPU 2000 operates
according to programs stored in the ROM 2010 and RAM 2020 to control components. The graphics
controller 2075 acquires image data generated by the CPU 2000 or the like in a frame buffer provided
in the RAM 2020 and has it displayed on the display device 2080. Alternatively, the graphics controller
2075 may internally include a frame buffer for storing image data generated by the CPU 2000 or the
like. [0060] The input/output controller 2084 connects the host controller 2082 with the communication
interface 2030, hard disk drive 2040, and CD-ROM drive 2060, which are relatively fast input/output
devices. The communication interface 2030 communicates with other devices over a network. The
hard disk drive 2040 stores programs and data that are used by the CPU 2000 of the computer 1900.
The CD-ROM drive 2060 reads a program or data from the CD-ROM 2095 and supplies it to the hard
disk drive 2040 via the RAM 2020. [0061] The input/output controller 2084 is connected with the ROM
2010, - 20 -  and also with the flexible disk drive 2050 and the input/output chip 2070, which are
relatively slow input/output devices. The ROM 2010 stores a boot program executed at start-up by the
computer 1900 and/or programs that are dependent on the hardware of the computer 1900. The
flexible disk drive 2050 reads a program or data from the flexible disk 2090 and supplies it to the hard
disk drive 2040 via the RAM 2020. The input/output chip 2070 connects the flexible disk drive 2050
with the input/output controller 2084 and also connects various input/output devices with the
input/output controller 2084 by way of a parallel port, serial port, keyboard port, or mouse port, for
example. 



[0062] Programs that are provided to the hard disk drive 2040 through the RAM 2020 are supplied by
the user being stored in a recording medium such as the flexible disk 2090, CD-ROM 2095, or an IC
card. The programs are read from the recording medium and installed in the hard disk drive 2040 in
the computer 1900 via the RAM 2020 and executed at the CPU 2000. [0063] Programs that are
installed on the computer 1900 and cause the computer 1900 to function as the analysis unit 50
include an acquisition module, a determination module, a standardization module, a concealment
module, an event sending module, an anomaly receiving module, and a monitoring module. These
programs or modules operate on the CPU 2000 and the like to cause the computer 1900 to function as
the acquisition unit 52, determination unit 54, standardization unit 56, concealment unit 58, event
sending unit 60, anomaly receiving unit 62, and monitoring unit 64. [0064]  Information processing
described in the programs is read into the computer 1900 to function as the acquisition unit 52,
determination unit 54, standardization unit 56, concealment unit 58, event sending unit 60, anomaly
receiving unit 62, and monitoring unit 64, which are specific means realized through cooperation of
software and the various hardware resources described above. These specific means then implement
operation or modification of infoLmation according to an application of the computing system 10 in the
present embodiment so that the analysis unit 50 specific to the application is built. [0065] Programs
that are installed on the computer 1900 and cause the computer 1900 to function as the analysis
control unit 70 include an event receiving module, a correlation detecting module, and an anomaly
sending module. These programs or modules operate on the CPU 2000 and the like to cause the
computer 1900 to function as the event receiving unit 72, correlation detecting unit 74 and anomaly
sending unit 76. 



[0066] Information processing described in the programs is read into the computer 1900 to function as
the event receiving unit 72, correlation detecting unit 74 and anomaly sending unit 76, which are
specific means realized through cooperation of software and the various hardware resources
described above. These specific means then implement operation or modification of information
according to the application of the computing system 10 in the present embodiment so that the
analysis control unit 70 specific to the application is built. [0067]  By way of example, when
communication is performed between the computer 1900 and an external device or the like, the CPU
2000 executes a communication program loaded in the RAM 2020, and instructs the communication
interface 2030 on communication processing in accordance with processing described in the
communication program. The communication interface 2030 reads data for transmission stored in a
send buffer area provided in a storage device, such as the RAM 2020, hard disk drive 2040, flexible
disk 2090, or CD-ROM 2095, and sends the data to a network under control of the CPU 2000, or
writes data received from the network in a receive buffer area provided in the storage device. Thus,
the communication interface 2030 may transfer transmission/received data to the storage device by
direct memory access (DMA), or alternatively, the CPU 2000 may read data from a source storage or
the communication interface 2030 and writes the data into a destination communication interface 2030
or storage device, thereby transferring transmission/received data. [0068] The CPU 2000 also reads
all or only required data from a file or a database stored in an external storage device, such as the
hard disk drive 2040, CD-ROM drive 2060 (CD-ROM 2095), flexible disk drive 2050 (flexible disk
2090), into the RAM 2020 by DMA transfer or the like and performs various processing on the data in
the RAM 2020. The CPU 2000 then writes processed data back into the external storage device by
DMA transfer or the like. Because the RAM 2020 can be considered to temporarily hold the contents of
the external storage device during such a process, the present embodiment generically refers to the
RAM 2020 and the external storage device or the like as memory, storage, or a storage device.
Various programs and information such as data, tables, and databases in the present embodiment are
stored in the storage device and subjected to information processing. The CPU 2000 may also hold
part of data from the  RAM 2020 in cache memory and perform data read and write in the cache
memory. Because cache memory is responsible for some of functions of the RAM 2020 also in such
an arrangement, the present embodiment assumes that cache memory is also included in the RAM
2020, memory, and/or a storage device unless it is specifically differentiated. 



[0069] The CPU 2000 also performs various kinds of processing, including the various arithmetic
operations, modification to information, conditional determination, information retrieval, and
replacement described in the embodiment, which are specified by instruction lines in programs, on
data read from the RAM 2020 and writes back the data into the RAM 2020. For example, when
performing conditional determination, the CPU 2000 determines whether any of variables shown in the
embodiment satisfies a certain condition, such as being greater, smaller, equal to or greater than,
equal to or smaller than, or equal to another variable or a constant, and branches to a different
instruction line or calls a sub-routine if the condition holds (or does not hold). [0070] The CPU 2000
also can search for infolmation stored in a file or database within a storage device. For example, when
a number of entries are stored in a storage device and in each of the entries the attribute value of a
first attribute is associated with the attribute value of a second attribute, the CPU 2000 searches for an
entry with the attribute value of the first attribute matching a specified condition from the entries in the
storage device, and reads the attribute value of the second attribute stored in that entry, thereby
obtaining the attribute value of the second attribute associated with the first attribute that satisfies the
condition.  [0071] The programs or modules may be stored in an external recording medium, which
may be the flexible disk 2090, CD-ROM 2095, or an optical recording medium such as a DVD and CD,
a magneto-optical recording medium such as an MO, a tape medium, or semiconductor memory such
as an IC card. Alternatively, a storage device, such as a hard disk or RAM, provided in a server
system connected to a dedicated communication network or the Internet may be used as the recording
medium, and the programs can be provided to the computer 1900 over the network. [0072] While the
present invention has been described with reference to its embodiment, the technical scope of the
invention is not limited to the scope set forth in the embodiment. It will be apparent to those skilled in
the art that various modifications or improvements may be made to the embodiment. It is apparent
from descriptions in Claims that embodiments with such modifications or improvements can be
encompassed within the technical scope of the invention. 



[0073] It should be noted that the order of executing processes, such as actions, procedures, steps,
and phases in the devices, system, programs, and method set forth in the Claims, specification, and
drawings may be performed in any order unless specifically stated as "before", "prior to", or the like,
and unless output from the preceding process is used in the subsequent process. "First", "then" or the
like, even if used in relation to a process flow in the Claims, specification, and drawings for
convenience, do not mean that execution in the described order is essential.  [Description of symbols]
[0074] 10 computing system 20 control system 30 analysis device 40 network 50 analysis unit 52
acquisition unit 54 determination unit 56 standardization unit 58 concealment unit 



60 event sending unit 62 anomaly receiving unit 64 monitoring unit 70 analysis control unit 72 event
receiving unit 74 correlation detecting unit 76 anomaly sending unit 1900 computer 2000 CPU 2010
ROM 2020 RAM 



2030 communication interface 2040 hard disk drive 2050 flexible disk drive 2060 CD-ROM drive 2070
input/output chip 2075 graphics controller 2080 display device 2082 host controller 2084 input/output
controller 2090 flexible disk 2095 CD-ROM  4. Claims: An anomaly detection system for detecting an
anomaly in a plurality of control systems, the anomaly detection system comprising: 



a plurality of analysis devices that are associated with the respective control systems and that acquire
an event occurring in an associated control system and analyze the event to determine whether there
is an anomaly, wherein a first analysis device among the plurality of analysis devices determines
whether an event occurring in the associated control system is to be indicated to a second analysis
device among the plurality of analysis devices; and the second analysis device determines that there
is an anomaly on condition that the event indicated by the first analysis device has correlation with an
event indicated by an analysis device other than the first analysis device. 2. The anomaly detection
system according to claim 1, wherein each of the plurality of analysis devices comprises a
standardization unit that converts a data format for an event occurring in the associated control system
into a data fo/mat for the second analysis device, thereby standardizing the event. 3. The anomaly
detection system according to claim 2, wherein the standardization unit of the first analysis device
converts the data format for an event occurring in the associated control system into a standard data
format for the plurality of control systems, thereby standardizing the event.  4The anomaly detection
system according to any one of claims 1 to 3, wherein each of the plurality of analysis devices
comprises a concealment unit that conceals a portion of data describing an event occurring in the
associated control system. 5The anomaly detection system according to claim 4, wherein 



the concealment unit of the first analysis device stores a conversion table that shows correspondence
between unconcealed data and concealed data; if the second analysis device determines that there is
an anomaly, the second analysis device provides the first analysis device with anomaly information
including concealed data included in a concealed event received from the first analysis device; and the
concealment unit of the first analysis device converts the concealed data included in the anomaly
information provided by the second analysis device into unconcealed data with reference to the
conversion table, and identifies the anomaly that occurred in the associated control system. G. The
anomaly detection system according to claim 4 or 5, wherein the second analysis device requests the
first analysis device to indicate an unconcealed event if an event indicated by the first analysis device
has correlation with an event indicated by an analysis device other than the first analysis device,
receives an unconcealed event from the first analysis device, and determines that there is an anomaly
on condition that the unconcealed event indicated by the first analysis device has correlation with the
event indicated by the analysis device other than the first analysis device.  7.The anomaly detection
system according to any one of claims 1 to 6, wherein the second analysis device indicates an
anomaly to at least some of the plurality of analysis devices, and at least some of the plurality of
analysis devices to which the anomaly has been indicated increase a frequency of monitoring the
associated control system. 



8The anomaly detection system according to any one of claims 1 to 7, wherein the first analysis device
dynamically changes an analysis device that is selected as the second analysis device from among
the plurality of analysis devices. 9The anomaly detection system according to claim 8, wherein the first
analysis device selects a new second analysis device after event indication to a same second analysis
device has continued for a certain period or longer. 10. The anomaly detection system according to
claim 8 or 9, wherein the first analysis device gives a higher priority to an analysis device with a short
response time when selecting the second analysis device from the plurality of analysis devices. 11.
The anomaly detection system according to any one of claims 1 to 10, wherein the first analysis device
comprises an analysis unit that acquires events occurring in the associated control system and
analyzes the events to determine whether the control system has an anomaly,  the second analysis
device comprises an analysis control unit that determines whether any of the plurality of control
systems has an anomaly, 



the analysis unit of the first analysis device acquires an event occurring in the associated control
system and determines whether or not to indicate the event to the second analysis device, and
transfers the event to the analysis control unit of the second analysis device if the analysis unit
determines that the event is to be indicated to the second analysis device, the analysis control unit of
the second analysis device detects correlation between events from a plurality of first analysis devices,
and determines that there is an anomaly on condition that the events has correlation, and indicates the
anomaly to the analysis unit of the first analysis device if the analysis control unit determines that there
is an anomaly, and the analysis unit of the first analysis device reports the anomaly indicated by the
second analysis device to an administrator of the associated control system. 12. The anomaly
detection system according to any one of claims 1 to 11, wherein the second analysis device indicates
an anomaly to the first analysis device if the second analysis device determines that there is an
anomaly, and the first analysis device reports the anomaly indicated by the second analysis device to
the administrator of the control system. 13. The anomaly detection system according to any one of
claims 1 to 12, wherein the second analysis device determines that there is an anomaly on condition
that a change in events indicated by the first analysis device has correlation with a change in events
indicated by an analysis device other than the first analysis device. 



14. An apparatus configured to function as the analysis unit of the anomaly detection system
according to claim 11. 15. An apparatus configured to function as the analysis control unit of the
anomaly detection system according to claim 11. 16. A program for causing a computer to function as
the apparatus according to claim 14. 17. A program for causing a computer to function as the
apparatus according to claim 15. 18. An anomaly detecting method for detecting an anomaly in a
plurality of control systems, wherein a plurality of analysis devices are provided that are associated
with the respective control systems and that acquire an event occurring in an associated control
system and analyze the event to determine whether there is an anomaly, the method comprising:
determining, by a first analysis device among the plurality of analysis devices, whether an event
occurring in the associated control system is to be indicated to a second analysis device among the
plurality of analysis devices; and determining by the second analysis device that there is an anomaly
on condition that the event indicated by the first 



analysis device has correlation with an event indicated by an analysis device other than the first
analysis device. 




