WD 99/ 26409 '« - WBQI[QGI'BSS
-1- PACKET FLTERI NG The present invention relates to a nethodg 3§\ appar at us
for filtering a digital packet data streamas used in a digitg "J",{,',\ di ovi sual
transm ssion syPET in par twoswd mueL CIVSCIROIERDY ORGANRAZIOS L I eam CSEgr ming to
an MPEG f or mat for a d| ital television system Conventional digital

t el evi si OATERNATONAL ARPLICATHON PUBLISHED j ThE BATENS GROPERATION REATY (PCT)

t r ans @y metostoul Paciiei®ation 6 { r anspof t F&lﬁkﬁkﬁaﬁoﬁaﬂm&&ﬁ&ﬁhe@ei ng WO 89/26409
pr edetler nHp4NIshengt h and cont ai ni ng| a1header and a oad The MPEG 2
standdrd is the currently 10 favolr ed “3 aseatiops! Pul ?"Homal 37 M#yd 99 79599

out a predeterm ned format for transport ackets The acket header
GMEé

conpr i (SBsepfiopad peieleNupherve  dECH™P ?9? %g d
CONpr i [yRPintchftiofd FiflnglDAteDE  PYMICASS B @d;l_n.tadsla r ec 6E,\63 %w o &
i ncl udes a packet I1D) or P1D identifying]|t @Gﬁeﬂﬁ leé. MdefM(tlw MN,

packet S9Bh@ N audio, video or other data a&sg{m SK,
processfeg. ‘sﬁﬁmﬁ I eC el MeverhbAsH ¢elirdn0 BF PVi de ARG paiint Gm@hl %:ezﬁwﬁﬂ%
to gernlerate a program gui de or other visgal dmmqw% %Es 4
on the elaysyl pro "t

on e APKR Yl R g%fm%.gh £ Veg‘g‘g@ﬁ ‘%F.B@J’ mé‘ﬁt
of eagh pacfk’é?ll Pﬁeﬁmmﬁmibxed vi sual and audi @.d6ta i s then passed d| rectly'

to dedl(ﬁ?ﬂmr Fessor elenments in the receiver/decoder adapted to generatg
r eal tl(ﬂmnwusua pllaﬂdmﬂuﬁloay)i RAYERY, DoRpee | Pulkhed. Tel etext and subtitle data

are si|m | arl® 2] gen@#’a;lrffrm wmbw&sor of th "
. 3 i
recei Vier / degef ~ el et emaaﬁﬁim‘i’&;ﬁ?m F STt receipt of
([ERI;;FR]’ 3, rue des Ormes Dancouxt, F-28210 Senantes amendments.

(74) Agents: COZENS, Paul, Dennis et al.; Mathys & Squire, 100
Grays Inn Road, London WC1X 8AL (GB).

(54) Title: PACKET FILTERING

(57) Abstract

MPEG
~ Amefhod of filtering a packet data stream PACKETS '/
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Data requiring i medi ate processing such as visual, audio, teletext and
subtitle data:is communicated to an appropriate processor in the form of
what is conventionally 30 - known as a packetised el ementary stream or PES.
Thi s conti nuow© e of data, which is forned by assenbling PRETRSSOISAds of
the transport packets, itself conprises a sgquence of packets, each PES
packet conprising a packet header. and payl dad. Unlike the transport packet

data, the Iengtri, 'IPF.& is variable. The filtered PES streans are
processed i nmedi ' o provide a real tine operation. SUBSTI TUTE
SHEET ( RULE 26) -2- Wilst visual, audio, teletext or subtitle data are

the most common Qﬁléseﬂ{ %Iﬂ%ngggeé’%’a Pﬁéﬂﬂ: £ aﬁﬁﬁ'ﬁmorcﬁlﬁﬁhgfal Sétsa? ?H&eﬁ'at a

may equal ly be org ream addition to PB eam

data, ot her dat aiamuemqamsadng a.&m@ham@%mwgnmmmmaw%d
within the pa fhs &ﬁﬁ%sﬂ%tmé%mﬁpiﬁi@a%ﬁvﬁﬂn%ysféﬂ chis
y a pr

treated |m"red| ate ocessor to generate a real tine oufput, this
data is typically processed i-n an asynchronous manner by the processor. The

dat at is oft eln C)(fddvaailonalbdlguaﬂtélanéléw%wa& ssie&méleﬁhshﬁt dd&ncmé mrﬁrc]g'(ﬁe%i'dtt A ed
up at several intervals a ocessor.. X i S
kind is the so-é’éﬂnﬁl&!t %éﬁ'%ﬂﬂﬁ@s Sbgé‘i‘ﬁpPE ﬁﬁ“ﬁﬁl&r&?}% dﬁ%?‘?faetmn‘f‘?ﬁs
case, the data g eglem&m ylédde mgemm%stmmmaanénuy dgd
into a series o sect ons each i ncludi ng a header a

t he header 1% PW%% aﬁ‘{l"a se Fﬁ“’ﬂ'e’h? F‘ﬂg'??g? W‘g?

the initial PIDﬁackagarlng a

The packet header comprises general descriptive data regarding the packet, whilst the
payload comprises the data to be .processed at the receiver. The packet header
15  includes a packet ID or PID identifying the packet. The payload of the packet may
contain audio, video or other data such as application data processed. by the
receiver/decoder to provide extra functions, for example to generate a program guide
or other visnal data that may be superimposed on the screen over the normally
- displayed program. -
20 :
Conventionally, the incoming deta stream is filtered by a receiver/decoder according
to the PID of each packet. Demuitiplexed visual and audio data is then passed directly
to dedicated processor elements in the receiver/decoder adapted to generate real time
visual and audio images respectively. Teletext and subtitle data are similarly passed
25  directly to the general microprocessor of the receiver/decoder to generate real time
" teletext and subtitle displays.

Data requiring immediate processing such as visual, audio, teletext and subtitle data
is communicated to an apprepriate processor in the form of what is conventionally
30  known as a packetised elementary stream or PES. This continuous flux of data, which
is formed by assembling the payloads of the transport packets, itself comprises a
sequence of packets, each PES packet comprising a packet header and payload.
Unlike the transport packet data, the length of a PES packet is variable. The filtered
PES streams are processed immediately in order to provide a real time operation.
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second stage of filtering based on the section header is used to divide out
nodul es wth the same TID, and the payl oads of these nodul es are stored and
gradual |y assenbled in a nmenory elenent in the receiver/decoder to build up
t he downl oadwo sapéabs cation. Unlike PBS data, the order in viiraBodidiss -
sections arrive is not inportant, 20 since the application is assenbl ed
over a period of tinme. An exanple of a co#entional decoder architecture
for filtering PES and PSI type data is shown in the European Patent
Appl i cati on EP Vit vimal apdigeirieext pr spktisls: datp aveiibe moeat gommon fypesaef datat or ed
in a packet | aggfind B PES stahheothih 16N type dafdi thayrbqlIf 3R dtfaridel 2432 PES
filtering is carrled out. Audio and video PES data is immedi ately passed to
audi o and vi deé e oders for real-tine processing, whilst a second stage of
filtering at the PSI section header or TID level is carried out for PSI
data, such h ter . stor system deco buffer.
The Eur ope g‘f@ﬁ‘w&btﬂ ﬁ?&gt"{'ﬁﬂﬂl Mﬁé{fg‘ @X“E“é‘& ?‘ﬂ ?Pm:?s%?mgb@%y a
simlar decodea]saﬂ:emaminedrmﬂﬂmche paylaadsliof ﬂmntrauépmpsd«e& t UglilenPES Yafa, Of
adapt at i on flel r ned in the er of. .fran rg. ket s
used to convey™ H‘%F‘gf%nl?’ %B‘@c'ﬁ“q §8’f Fazely ﬁ%@gﬁe@f%ﬁ%
enabl es conpl ewmﬂmewﬁmmmmﬁmwwmw Zhip data is 8ften
downl oaded and r e hi s
f&g@@ﬁ@%@ B g%eﬁﬁ&%egﬁ:‘é%ﬁ& Ims d: A‘E%e\fefaﬂ %ﬁ&s 4!

process |lead t ati v processing aV| ng

the same TIOD nprocesser. i é@rmiampbdo data ©f ftldg kingt is:thel se<callediPrograntme Spevific/

bef ore the appissidien ot PSE@mR! ete. 5 It is an object of the present
i nvention to provide a nethod and apparatus for filtering

In this case, the data contained in the payload of the transport packets is divided into

a series of sections or tables, each including a header and a payload, the header
15  including a table ID or TID identifying the table. After the initial PID filtering, a

second stage of filtering based on the section header is used to divide out modules

with the same TID, and the payloads of these modules are stored and gradually

assembled in a memory clement in the receiver/decoder to build up the downloaded

application. Unlike PES data, the order in which the sections arrive is not important,
20  since the application is assembled over a period of time. '

An example of a conventional decoder architecture for filtering PES and PSI type data
is shown in the European Patent Application EP 0735776 (Hitachi). Transport packet
data is initially stored in a packet landing buffer, after which an initial stage of PID

25  filtering is carried out. Audio and video PES data is immediately passed to audio and
video decoders for real-time processing, whilst a second stage of filtering at the PSI
section header or TID level is carried out for PSI data, such data being thereafter
stored in a system decoder buffer,

30  The Buropean Patent Application EP 0714213 (LG Electronics) describes a similar
' decoder architecture and, in addition, discusses the analysis of adaptation field or ADF
data contained in the header of transport packets used to convey PES data.

Whilst the use of a set of assembled sections enables complex applications to be
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transm tted data packets which overcones the di sadvantages of the known
packet filtering systens. According to one aspect of the present invention,
there is provided a nethod of 10 filtering a packet data stream as
transmtted | wom926409i t al audi ovi sual transm ssion system and®CTaBs0I®8d by a
recei ver/ decoder characterised in that transport packet data is filtered at
a first stage by a first digital filter atxor di ng to the characteristics of

directly Lo a NORDPYeRRBREIPR v i aprepreBes ui Hel el Rl pREsaT ,

treating the prcketlativly longppresessing timer sinkiecall talilep daving ghe samé dIRonvstrbei onal

o thor sent i FBUEYE EHRIERE dod 6t Ul kb B bBlent Bkttt 0,

or is filtered in a second stage according to a TID or PSI header val ue

before being 29. L[ UR{SR : teQ f 10k

t ransport §ack§t‘s g@?@ﬁﬁ?‘@&ﬁsﬂg{iﬁ Ay ﬁ?@ﬁ"‘%{l %%ﬁﬁﬁ%{a P%@tfﬁ%ﬁ%%g ent

i nvention per niramsmitied data gacketmwhichpiveroemss dhes isedventages: of theJmoys pagket

ot herw se haveﬁli!&i%%&gﬁm | ed over a period of tinme by assenbling a series
of tables etc. For exanple, raw or native data may be carried in the
payl oad of the transport packet for storage in the nenory and subsequent

use by the mai &coir@ingSs WYneOdspbcd Of! BE Prekeht/ MOGHIAA] thedd'Bs poH¥RRY nelddE kSTt
data may be filtered at |east according to the value of a Eacket 30, IDor

PI D wi t hi f0t hefiltering p Packep daectrenn Afdranspied, @ an digital ment

10,88 Sy s ot st b
packet header jn_a ion to the v .0 e packe . The .data sed to
and stored in ¥ t%ﬁﬂfg}é\%?ﬁ? y‘rﬁ'ﬂfygﬂmﬁg"q‘gﬂ%m@‘?&wm“%ﬁm

transport packet header, selected filtered data then being passed directly to 2 memory

element within the receiver/decoder.
15
This method of treating the packet data represents a radical departure to the
conventional method, in which data filtered according to the PID packet header value
is either sent directly (in the form of a PES stream) to a dedicated processor or is
filtered in a second stage according to a TID or PSI header value before being
20  assembled in the memory of the decoder.

By storing transport packet data directly after a first stage filtering, the present
invention permits the direct and rapid processing of data that would otherwise have
to be compiled over a period of time by assembling a series of tables etc. For

25  example, raw or native data may be carried in the payload of the transport packet for
storage in the memory and subsequent use by the main processor of the
receiver/decoder.

The transport packet data may be filtered at least according to the value of a packet
30 ID or PID within the transport packet header. However, in a preferred embodiment

the data may be filtered according to other bit values within the transport packet
header in addition to the value of the packet ID.

The data passed to and stored in the memory element may correspond to only a part
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SUBSTI TUTE SHEET (RULE 26) of a transport packet, for exanple,!the
payl oad of a packet. Preferably, however, a conplete transport packet
i ncludi ng the packet header and payload is passed to and stored in the

menory el emgpd oo lides facilitates later treatnent of the pai’%‘:‘?ﬁnﬁﬁiﬁ? For
exanple, it may be desired to carry out an analysis of the transport packet

header 5 characteristics. In the case-gahere an MPEG type format is used,
the transport packet data is transmtted in packets of fixed size. In one
advant ageous ofatwausnestpacke, for example) thepidead of gpasketd Rreferabiyp owgver) 2nent

having the s ez&,@?,r{ hin the
paw ogd of - t%ranspo t gﬁﬁ‘:‘ e%aﬂ%‘géwgam#gﬁﬁéﬁﬂﬂﬁ&%% o:‘
secondary pagiResddn gie memeryelsmenty This facilitaterdpterineptmens of kheaacketdatak For he
transport pagkgisle, it ByBSRERAOIRY hnYobn ARAUKGES o e gaﬁié;ﬁ]t pia M&et BBAdRy PACKEL

I ength. 15 Inparticular, in the case wheré the tr data 1s
organi se@ in E’f-ormat the data contained in the payload of an MPEG
transport packet may- be organi sed in the form of a packetised el enentary

stream or Thi s pagketis Stre orrespond_to_a video,
audi o, tel et lthe S5t VoFE ‘?S‘rﬁg’@% a‘IE’EE ti 150 ﬁ'?“é??“sﬂaf"é’érﬁ%%h may
be pr oce/szedtrdisfxﬁnéd fn packets wrﬁxesmadlmgonarmaﬂsgedbu@émﬁwmeﬁtha filtered .
recei ver/ decg n ition to | ect e nDry
el enent , thep’?;'f? i % F“?‘??‘{%PW%{ F%é tsﬁ‘et 0 a
processd0, e.g. to pass selected dat a to a Vi sual processor to generate an
! rmge, Wt hoﬂata ﬁt%fne@ eﬂh@ﬂl &t %Eﬁgad 9f tﬁe m% pﬁék%%& ‘itself be organised in

the form of secondary packets of data each with a header and a payload. Unlike the

transport packets, these secondary data packets may have a variable packet length. -

15  In particular, in the case where the transmitted data is organised in an MPEG format, .
the data contained in the payload of an MPEG transport packet may be organised in
the form of a packetised elementary stream or PES. This f»acketised elementary
stream may correspond to a video, audio, teletext, subtitle or other packetised
elementary stream which may be processed directly by a corrwpondmg processor of

20 the receiver/decoder. :

In addition to passing selected packets to a memory element, the digital filter may also
be used to pass selected data to a processor, e.g. to pass selected data to a visual
processor to generate an image, without first being stored in a memory element.
25 ' '
Data may be passed to a processor for execution either directly or via a second digital
filter stage. In the case where data contained in the payload of transport packets is
organised in the form of secondary data packets, the second digital filter may filter the
packets based on the value of one or more elements of the header of the secondary
30 packets of data.

Data filtered by the second digital filter may be passed to an associated memory
element for storage and/or to a processor for decoding after having been filtered.
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25 Data may be passed to a processor for execution either directly or via a
second digital filter stage. In the case where data contained in the

payl oad of transport packets is organised in the formof secondary data
packets, the yemeamdadi gital filter may filter the packets basmrknBos/einss

val ue of one or nore elenents of the header of the secondary 30 packet s
of data. Data filtered by the second digit® filter nay be passed to an
associ ated nmenory el enent for storage and/aqr tq a progessor fo codi ng
after having bésRonding i@ atecond aspecs, e prpsen) Mvention foMmpRsss ameth ofgﬁﬁm

It nvent i ?[1 gorrpwp%agqtagttmltx@ﬁﬂ gé’fraxiskdi&éliﬂtn% dgikd Glidbvistal t&aﬁdrﬂiﬁi’dﬂ @%temargl ]
ransmtted in an, digital audj.ovisu ransu ssi.on system and regceiv y a
recei ver/decodé@%?’ﬁ@t’@?ﬁ“%}&e@ﬁ%@&{%mt‘ﬁ%@é@tp“%fagf‘és ftered ey’ at
ahfi rst stage gyﬁrat &gébydim’gﬁﬁbité]iﬂllfeﬁracgﬁﬁ_ﬁlgdélﬂ&éhgrdc’feﬁfsﬁdsadfaﬁé@ahﬁildmz of
the transpgt cket hea sel.ect i ltered data fromthe payl oa

cor r espondi®ng pgckgpﬁ X S‘igfhtﬁﬁfg?m(ﬁ’f‘é Wéxf°8‘g%“5%‘§%%%° &%hd
digital filter fiariofdatachentbing paged o6 a bedohd digitgl filkey Foma second dtagekofdiltering.
systens, the payl oad data subjected to the second filtering stage

corresponds to a continuous flux of data, rather than, for exanple, a set
of tabul ated 1(Againsenﬁkedmwhhg$tms,@haamhaﬂldeﬂ sobjectechtopthe sexdnd filteringestaghs

with the first t he..] '
contained in tﬁgé_%gﬁdosgé ao‘?’gﬁ%&gggx ?’ ?%%khlggh%p %n#g#?ﬂaeélg’ée&gro gggrlflﬁ!saée in
t he form of0 sesestidny thatiare asysmbledtaver a iperiodobtimedi gital filter acting to

filter the packets based on the val ue of one 15 or nore elenents of the
header of the secondary packets of data. This aspect of the present

i nvention is pastWithhadirst aspast ot the invention, thegontiauays flux|of dataicgntained in the
payload of transport packets may further be organised in the form of secondary data -

packets, the second digital filter acting to filter the packets based on the value of one
15  or more elements of the header of the secondary packets of data.

This aspect of the present invention is particularly applicable to a method of filtering

a packet data stream in which the transmitted data is organised in an MPEG format, -

notably in which the continuous flux of data contained in the payload of a filtered and .
20  stored MPEG packet is organised in the form of a packetised elementary stream.

As before, data filtered by the second digital filter may be passed to an associated
memory element for storage and/or to a processor for execution, depending on the .
results of the filtering. '
25 - _ |
As will be appreciated, any of the methods of filtering packet data described above,
according to either the first or second aspects of the present invention, may be carried
out in parallel with other filtering of the transport packet data. In particular, filtering
of transport packet data may also be carried out according to the value of the PID of
30  the transport packet stream so as to divide out packetised elementary stream data to
be sent to a corresponding processor element. '

In addition, parallel filtering of transport packet data according. to the value of the
PID, followed by a further filtering of sections contained within the payload of a
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a packet data streamin which the transmtted data is organised in an MPEG
format, notably in which the continuous flux of data contained in the
payl oad of a filtered and 20 stored MPEG packet is organised in the form

of a packet iwodomdsasent ary stream As before, data filtereddiipésivassgzecond
digital filter may be passed to an associated nenory el enent for storage
and/or to a processor for execution depé-ndi ng on the results of the

filtering. 25 As will _ be appreci of the nmethods_of filtering
packet data %Vggm g‘F é‘eéF‘it}?@rhe%‘}?éWra%%" b cagicd
aspects of the present invention, may be carr| ed out in parallel with other
filtering of hetrans_aor. acket data. artlcular tering,of
transport pa prgsgnh | E‘ﬁ'ﬁ) otV éﬂ’e fo acregrivsT @@"?‘{?lfﬁ"eav@% of the
PED of 30 tmmowmmmsﬁmwmanmngam&gw ﬁkbﬂﬁdﬁﬂém@?%dnﬁ,ecj

el ementary stgeam dat 0. b nt to.a SO

addi tion, g/par ‘?Q’fﬁ’g""g‘?“}a}‘?ﬁ? ﬁéﬁﬁggﬂ%ﬁ%&gﬁﬁé %S‘F%

val ue of the digiifa} ﬁltctIaowdmbytoathﬂnlﬁheﬁenﬁtzcktd‘rlhamkpm-eqamm&emmtaﬂned

wi thin the p I %fgﬂ E 26) -6- transport packet
[ Lss&l éﬁ%ﬁgﬂ-%ﬁn ea erL The

accordi ng to e va ue o sect1on may al so be carried out.
present invention extends in one aspect to a receiver/decoder for a dlgital

audi ovi sual t i 4

nmenory el errer'll?lg C g@g@%%ﬁm’gg I'n tﬁat aYJer}cd'eé&gﬂtd?(gr?s%gm{l ag%‘?: data S
filteredlGt aransmlsmswg@ pamprisinga first angl second digitalifiver,.chavsctatised m@hathe -
characteri st ifgaspeft pabieet HAtR SRR 402 FkE btaOARE FifPHigital filter, selected filtered

data from the payload corresponding'to a continuous flux of data then being passed
* to the second digital filter for a second stage of filtering.

15 * In the context of the present -application the term “digital audiovisual transmission - ..
-system” refers to all transmission systems for transmitting or broadcasting primarily
audiovisual or multimedia digital data. Whilst the present invention is particularly
- applicable to a broadcast digital television system such as a satellite, terrestrial or cable
television system, the present invention may equally be used in filtering data sent by
20  afixed telecommunications network for multimedia intemet applications, combination
‘telecommunication and broadcast systems etc.

The term MPEG refers to the data transmission standards developed by the

- International Standards Organisation working group “Motion Pictures Expert Group”

25  and notably the MPEG-2 standard developed for digital television applications and set

out in the documents ISO 13818-1, ISO 13818-2, ISO 13818-3, and ISO 13818-4.

In the context of the present patent application, the term includes all variants,

modifications or developments of the basic MPEG formats applicable to the field of
digital data transmission.

30 : . _ _

Similarly, whilst the description refers to “receiver/decoders™ and “decoders” it will

be understood that the present invention applies equally to embodiments having a

receiver integrated with the decoder as to a decoder unit functioning in combination

with a physically separate receiver, as well as decoder units incorporating other
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thereafter passed directly to the nenory el enent. The present invention
equally extends to a receiver/decoder for a digital audiovisual 10

transm ssion systemconprising a first and second digital filter

char act eri sedwior9oRéwa® transport packet data is filtered at aPCTABYS/0I883ge by
the first digital filter, selected filtergp data fromthe payl oad
corresponding to a continuous qux of dat&d"then being passed to the second

digital filter C I t t he
present appli cﬁ’P mﬁ{ﬁ& s?‘er m ofwsflrs OVI suafeﬁ{alr‘:"zflln"glrt]rl:-l ?@‘Fgﬁg‘é‘% senil _
refers to all asrddemieserdens, @Lemsmetcor transmtting or broadcasting

primarily audiovisual or nultinmedia digital data. Wilst the present
i nvention is particul arlééa pplicable to a broadcast digital television

syst em such asThere wildppwibe desceibeds by Wax(|of gxamaplp paly; & prefared smbedisneatef thee
present inxe n&r@&nﬁﬁ%eﬂﬁﬂ@%ﬁiﬁﬁrdﬂé@ﬂ:ih@aﬁh&ﬂe&ﬁgﬂ&sdﬁtﬁn&?m by 20 a

fixed tel eco nications network for nultinedia I nternet applications,
conbi nati on tel ecommuni cati on and broadcast systens etc. The term MPEG

refers to the pighR £ §HRAG EnSIVeRiew bAR diitib teliRisidOiedmdy the International
Standards Organisation working group "Mtion Pictures Expert Goup" 25

and notably the MPEG 2 standard devel oped for digital television

appl i cations aFigmec2 shows ittt élB@ernto &f HEFeceiverfiocdd® ¥or dse InSE digithl GelevisioO
13818- 3, (il d 1SO 138184. In the context of the present patent application,
the term flcl SHB€™a | variants, nodifications or devel opments of the basi c
MPEG f or mat s appl icable to the field of digital data transm ssion.

“decoder 5+ 1t BN ol it St etz heed o dslERF O Rt Bl F?q%egd%taually
t o enbodi ment sacherdingctocthis embodierent of thg patsent menhon,mddecoder as to a

decoder unit functioning in conbination with a physically separate

receiver, as well as decoder units incorporating other,
15  Figure 4 shows the structure of data packets within the transmitted data stream as well .

as the structure of data contained within the payload of such packets.

An overview of a digital television system 1 according to the present invention is
shown in Figure 1. The invention includes a mostly conventional digital television

20  system 2 that uses the known MPEG-2 compression system to transmit compressed
digital signals. In more detail, MPEG-2 compressor 3 in a broadcast centre receives
a digital signal stream (typically a stream of video signals). The compressor 3 is
connected to a multiplexer and scrambler 4 by linkage 5.

25  The multiplexer 4 receives a plurality of further input signals, assembles the transport
stream and transmits compressed digital signals to a transmitter 6 of the broadcast
centre via linkage 7, which can of course take a wide variety of forms including
telecommunications links. The transmitter 6 transmits electromagnetic signals via
uplink 8 towards a satellite transponder 9, where they are electronically processed and

30  broadcast via notional downlink 10 to earth receiver 12, conventionally in the form
of a dish owned or rented by the end user. The signals received by receiver 12 are
transmitted to an integrated receiver/decoder 13 owned or rented by the end user and
connected to the end user’s television set 14. The receiver/decoder 13 decodes the
compressed MPEG-2 signal into a television signal for the television set 14.
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SUBSTI TUTE SHEET (RULE 26) -7- functionalities such as web brewsers or
decoders integrated with other devices, such as video recorders,
televisions etc. There will now be described, by way of exanple only, a
preferred erfpshiggpt of the 5 present invention, with reperansoissy the
attached figures, in which: Figure 1 shows an overview of a digital

tel evision system Figure 2 shows the etnments of a receiverldecoder for

use in a digital television 10 system Figure 3 shows the digital filters
used in the @hesdeanspert chaguplsfop trapsmissiercef (ha drtatare) af eounsecnnsEblegsuch a8 hj s

enbodi ment  ofedheiaP hRsHABst, | AA¥RNirkrRhissRRY cémbined satefife/dhble) s, thlgplonk uct ur e

of data packets within thé transmtted data streamas well as the structure
of data cont EfWoEks#€-hi n t he payl oad of such packets. An overview of a
digital television system1 according to the pr esent i nvent ion is shown in

Figure 1. The invepntjon jncludes a tly con ntl |taI t el.evi sion
20 syst®em i“tah%%’{g'ﬁg@?e]l[ Wét%dgﬁ Méokﬁ#@ "é\}s‘fl prformatien . ¢
gorméI essed dirdteived ﬁiingaa{m)eg of Bﬁ&ﬁeldyahﬂ:ed andVinkeTadls mmxesaml | Ber 6 ta f

r oadcast centr ei.v [ t S strean Ne m o
vi deo si gnal ?)'° ﬁ‘ﬁ F‘E%E"B &9%??89%&‘“{@ é‘%’?ﬁ& e%éear%dﬁmé%1
scranbler 4 budlbhaiﬁagﬁoﬁnanaﬁ mesﬂages onsppligatiensanr aty pthewsovtanf digital datainayy of

compr essed P FEueR,ndpRE D of bf itk RSP BhGisld FRE G GulhRi ight |,

| i nkage 10 whaudib andivided informatient ake a wi de variety of forns including

A conditional access system 15 is comnnected to the multiplexer 4 and the
‘receiver/decoder 13, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or

15  more broadcast suppliers. A smartcard, capable of deciphering messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast
supplier), can be inserted into the receiver/decoder 13. Using the decoder 13 and
smartcard, the end user may purchase commercial offers in either a subscription mode
or a pay-per-view mode. '

20
As mentioned above, programmes transmitted by the system are scrambled at the
multiplexer 4, the conditions and encryption keys applied to a given transmission
being determined by the access control system 15. Transmission of scrambled data
in this way is well known in the field of pay TV systems. Typically, scrambled data

25 - is transmitted together with a control word for descrambling of the data, the control
word itself being encrypted by a so-called -exploitation key and transmitted in -
encrypted form. '

The scrambled data and encrypted control word are then received by the decoder 13
30 having access to an equivalent of the exploitation key stored on a smart card inserted
in the decoder to decrypt the encrypted control word and thereafter descramble the
transmitted data. A paid-up subscriber will receive, for example, in a broadcast
~ monthly ECM (Entitlement Control Message) the exploitation key necessary to decrypt

the encrypted control word so as to permit viewing of the transmission. '

SUBSTITUTE SHEET (RULE 26)



tel econmuni cations links. The transmtter 6 transmts el ectromagnetic
signals via uplink 8 towards a satellite transponder 9, where they are

el ectronically processed and 30 broadcast via notional downlink 10 to
earth recei veWwWa926¢¥nventionally in the formof a di sh ownedPQHVIBP#I8Ed by
the end user. The signals received by recgé]ver 12 are transmtted to an

I ntegrated receiver/decoder 13 owned or réfited by the end user and

ted to t : ; ' | yar/
docodss. t he.coBaaetoq b &, ffh yleBFle bf snliifelo£8 il B RER AP ohe
tel evi si on set 134nd g ucwet patiyEa the Rokdeast@entre andgparily incthe decodsr; onables
channel s for tgNgE S o '
terrestrial br oadcg‘sq[%‘?‘l @a f%&{%?ﬁ&?@ﬁ}%%ﬁ%é?@?ﬂmg’lbﬁ?éaﬁ:enks’
t el ephone net wiodsmehagk channel may, also bejuserh faredomsgunications weed fw the eanditisnal
handl es audy o gidsd/byieh 191 Ol irterRthive A&k ey b0 ihdd, 14 BRimpf 192t Ble

sources and interacts wth the transm t o broadcast I nfornati on

al ong a corresPSWEr g Gompapicge wmpedistely with thedtrengnission £eaire \tpsdemnand

i nformation, nNepxEeEREcR ko WRizhiaGRAHIRARS ePént2MoWié4NCdn a’ia?li&aﬁai. &d.gi tal data may
be introduced in sonme or all of these channels interlfaced with the

transmtted digital 10 audio and video information. A conditional access
syzt_em I15 i's gnﬂﬁﬁeﬂlgdlﬁgur&hhﬁﬂmdégi@iﬁﬂhefhcé‘iﬁ*&/deb@de&qls%tmf es;gdwpt&d?», |
and is locgted, partly.in the broadcast.centre and pgartly in t ecoder. It
enabl es th@ enﬁ&‘é‘?x%mﬁm yegRqnyilknove %ﬁsa%eﬁrﬁiaemtsﬁﬁﬁwmq Sor 15
mor e broadcast figaeplilldvesdesckibedt tetrms of firfioidl dloeks.deci pheri ng nmessages
relating to

The decoder 13 comprises a central processor 20 including associated memory

elements and adapted to receive input data from a serial interface 21, a parallel

15 interface 22, a modem 23 (connected to the modem back channel 17 of Fig 1), and
- switch contacts 24 on the front panel of the decoder. e

The decoder is additionally adapted to receive inputs from an infra-red remote control .

25 via a control unit 26 and also possesses two smartcard readers 27, 28 adapted to -
20  read bank or subscription smartcards 29, 30 respectively. The subscription smartcard

reader 28 engages with an inserted subscription card 30 and with a conditional access

unit 29 to supply the necessary control word to a demultiplexer/descrambler 30 to

enable the encrypted broadcast signal to be descrambled. The decoder also includes

a conventional tuner 31 and demodulator 32 to receive and demodulate the satellite. -
25  transmission before being filtered and demultiplexed by the unit 30.

Processing of data within the decoder is generally handled by the central processor 20.
The software architecture of the central processor may correspond to that used in a
known decoder and will not be described here in any detail. It may be based, for

30  example, on a virtual machine interacting via an interface layer with a lower level
operaﬁng system implemented in the hardware components of the decoder. In terms
of the hardware architecture, the decoder will be equipped with a processor, memory
elements such as ROM, RAM, FLASH etc. as in known decoders.
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commercial offers (that is, one or several television progranmes sold by
t he broadcast supplier), can be inserted into the receiver/decoder 13.
Usi ng t he decoder 13 and smartcard, the end user may purchase commerci al

of fers in eiwbeszeanssubscri pti on node or a pay- per-vi ew noDdecThbs/HEsss
menti oned above, programmes transmitted by the systemare scranbled at the
mul ti pl exer 4, the conditions and encry{®0ion keys applied to a given
transm ssi on being deternined by the access control system 15. Transmi ssion

of scranbl ed IB&e£assohmeeivedapdio and xideo figuaks, andyas;widl bejdescaibed inmorefetaily st ens.
Typically, sweliy azﬁewcdn%mﬁxﬁg\&&eaél xRk Wil degtul 1&:&4%&%&%@' word.

for descranbling of the .data, tr word Jjtself ypted by a
so-cal | ed expP 3?5%1??%??‘6‘9“%??@% waﬁ&}a r#ﬁ%ﬁ%éd’%gﬁ enﬁﬂ’anbl ed
gat a and encrsitpine (PES)of abdivand v?tree hdataeua deﬂib&led @ﬂdhyaﬁdfﬁddﬁﬁﬂd&&d oré or30 '
avi ng acgess an, £ vaglent o e e atian sto on a smart
card i nseft ed’ef‘ﬁlefsh%fg}éﬂ(iogbp PRve: bﬁ E}'@lﬂ 5% g’ &nd

t hereafter depmanqxlﬁbe%kmdtthamhmedlechﬂm oﬁpﬁ&ﬁﬂmpe@ﬂ&&ldwdd&r \Whe |
receive, for hicgment tr

Message) the ch‘%?%b gﬁg bﬁg%@%@ }505?3“{5(? %ﬂg%rg%%;é% SEP OgecaBﬁtrol
word so as t@MECAM/Mﬂ@?db thdreideo wtpmdshmcelmiﬁtdﬁtﬂ E SHEET (RULE
26) -9- An interactive system 16, also connected to the nultiplexer 4

and the receiver/decoder 13 and again located partly in the broadcast
centre aly pdhe|graphic pracesser 36 cdditionally) receives graphic data for display (such as

generated images etg:) from the central processor 20 and combines this information
- with information received from the video processor 34 to generate a screen display
combining moving images together with overlaid text or other images.

15 In the case of received teletext and/or subtitle data, the conversion of the real time
PES data to generate the appropriate images may also be handled by dedicated
-processors. However, in most conventional systems, this is handled by the processdr

- 20.

20 - The processing of the filtered audiovisual and teletext/subtitle data to generate the
necessary image and sound data is conventional and need not be described in any
further detail.

Referring now to Figures 3 and 4, a system of filtering packet data within the

25 demultiplexer 30 will now be described. In Figure 3, descrambled MPEG packets

. arriving from the descrambler part of the demultiplexer (not shown) are passed by a

- first stage of digital filters 40. This stage of filters comprises a standard set of four

PID filters 41 for extracting visual, audio, teletext and subtitie data, four packet header

filters 42 for extracting MPEG packets having predetermined header characteristics,

30  and a further conventional twenty eight PID filters for extractxng MPEG packets of a
predetermined PID value.

Referring to Figure 4, the structure of a standard MPEG-2 packet 60 of transmitted
data is shown. The packet has a fixed length of 188 bytes and comprises a header 61
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the end user to interact with various applications via a nodem back channel
17. The nodem back channel nay al so be used for comuni cations used in the
conditional 5 access system 15. An interactive system nay be used, for
exanpl e, to eWOA9640Be vi ewer to conmuni cate i mMmedi ately w t PCIIBI8/01883
transm ssion centre to demand aut horisatigQn to watch a particul ar event,
downl oad an appli cation etc. Referring to*Ftgure 2, the elenents of the

recelver/decoder te u ent
i nvention w |l m}n @g adﬁ@%r&‘%eoge%%h@ n@x%d éfol' il @%qm'sﬁl gur%&ﬁgﬁa
descri bed in tbhasasleogthf of i@dibyteal(14520itsy. The decoder 13 conprises a central
processor 20 including associ ated nenory el enents and adapted to receive
input data froma serial interface 21, a parallel 15 interface 22, a
nmodem 23 ( conn®be &bt bytetGdeof| thecheadds somptisesraya¢hranisagipn Hatg, the remaining 4 hydes
contacts 24 on d | Iy
3 ngﬂtsz B o ?ﬁhb 9k Imﬁa rpgﬁje rsﬁwsﬁm&frdﬁa OeFIA

adapted to receive 1np om an enpbte contro via a control
unit 26 and al sestipedaea lamgth ofol3shitsy the the gemainingcld IPIEF 20

read bank or subscription smartcards 29 30 respectlvely The subscri ption
smartcard reader 28 engages wi th an inserted SUbSCI’IRtIOﬂ card 30 and with
a conditional Hegetaikin pastandsed MPEG packet, the,3 hepderdes following the sypghrgnisafion
denul ti pl exer/ gfts ebmphiteer 30 to enable the encrypted broadcast signal to be
descranbl ed. The decoder al so includes a conventional tuner 31 and

denodul at 3® 32 to receive and denpdul ate the satellite 25 transm ssi on
before being filtereansont etomihdicandrexed by fildt unit 30. Processing of data

wi thin the decoder ner.al | ed by & central processor 20. The
" ect PR P it

software architect proces may correspond to that used
in a known decoder Twadsport prionity¥ be descri bedlbiitere in any detail. It nmay be
based, for 30 exafﬂ e, on a virtual nachi e itpteractl ng via an interface
| ayer with a | ower vel operating system i rrpl enented in the hardware
conponent d50f t he dJExanshert scrambling wontrol 2 bits '
Adaptation field control 2 bits
Continuity counter 4 bits

Referring back to Figure 3, the filters 41 for extracting the video, audio etc data -
20 streams carry out a filtering process based solely on the value of the bits within the -
PID section 63. For this reason, the filters have a size of 13 bits, corresponding to the
+ size of this section.

As in conventional MPEG systems, certain transport packets at reserved PID addresses
25 contain information regarding the PID addresses of andio packets, visual packets etc.
This information enables the filters 41 to extract the correct packets for subsequent
processing. Once the transport packet header is removed, the extracted PES streams
contained in the payload and filtered out by these filters are passed directly to the
appropriate processors for real time conversion to image and sound data.
30 '
By way of contrast, the filters 42 according to this embodiment of the invention carry
out a filtering of data based on the whole of the packet header 63, 64 including the
PID section 63 but excluding the synchronisation byte 62. For this reason, the filters
42 each have a size of 24 bits or 3 bytes.
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of the hardware architecture, the decoder wll be equipped with a
processor, nenory elenents such as ROM RAM FLASH etc. as in known
decoders. SUBSTI TUTE SHEET ( RULE 26) -10- In the case of received audio

and vi deo siwoadssaoeand as W || be described in nore detail poehfoiordshe MPEG
packets containing these signals will be denmultiplexed and filtered so as
to pass real tine audio and video data -4lB-the form of a packetised

el enentary stream (PES) of audi o and videqg data to_dedi cated audi o and

vi deo pr oces <t ¥ithpll sonveghonsl; digialsfilters the fites 43 vpn be pre-gtitp tacogmismibene
Ut pUt of e eyt e SERUE BT r 0 aBherd Wb Polnt of e e pithulie aucl o
processor 34?%399% Ym%ﬁa&%%%ﬁ%&wﬁs%ﬁﬂ mrikedhadwEe 37 to
tgg_ vi deo -?)ubﬁuﬁt@f: W‘ﬁﬂ*ﬁf]@'f‘égﬂmf progr a@nablérbmoghésapfbbsraﬁﬁg)&ﬁgﬁgh 36
additionglly receijves_.graphic da or display.(suc ener at i mages
otc) Trod t henpetieipanEhtutun 0o shrmdtier e diehe feds A2 crn R e
i nformati on prpeannmaed by e dehizal\conliesl ymitafahs receivel/decodee and fiag be chargedn
di spl ay conbi nid&%ﬁgovi ng i mages together with overlaid text or other

n

i mages. 15 % € case of received teletext and/or subtitle data, the
conversion of the real tinme PES data to generate the appropriate imges my

al so be hand i (o] S e I B, 4 c enti opal
systens, thi ?ﬁép*é%glﬁegﬁ%?ﬁ?ﬁg’ g@%cgist%gr%gs%ﬁem %%&E?bc?égi%é g’ t he
fi |t er edlOaudrepvesentations e f@@@tﬂ@k@%@@%ﬁ%@@@@g&ﬁéﬁ@ﬁ@h&@war y
image and soupfniatAsitgle G20 AW HPBRbr FYbIRRGRS SRl dRbERDE ShddCiflterd may

‘be provided in parallel. :

Depending on the outcome of the filtering process, some of the data may be passed
15 - to and stored in a dedicated memory element 44, for example 2 RAM -element. -
Alternatively, a predetermined space in the general memory of the receiver/decoder

may be allocated to the storage of this data. In this embodiment, the whole of a

. received and filtered MPEG packet of data is stored in the memory element 44, which

... - has a corresponding size of 188 bytes. In alternative arrangements, only the 184 byte
'20 - payload of the MPEG packet may be stored. As before, four such buffer elements

- will be provided for each of the four filters.

Data may be stored in the memory element according to either a simple mode, where

only the first matching packet is stored, the remaining filtered packets being ignored,

25  or a repeat mode where each matching packet is stored in the memory, a new packet
~ erasing a previously stored packet.

Once stored in the memory element 44, such data may be called up and processed at
will by the receiver/decoder. For example, the payload of the transport packet may
30 contain raw or native code to be executed by elements of the decoder. Alternatively,
it may be desired to analyse the characteristics of the header of the transport packet.

Unlike known systems for extracting and storing data modules arranged in a fixed
table form (see the description below of PID filters 42 and the subsequent processing),

SUBSTITUTE SHEET (RULE 26)



further detail. Referring nowto Figures 3 and 4, a systemof filtering
packet data within the 25 denul ti plexer 30 will now be described. In
Figure_ 3, descranbl ed MPEG packets arriving fromthe descranbl er part of

t he denul ti pl ®09926409t shown) are passed by a fist stage of ®CHABWIL™M| ters
40. This stage of filters conprises a standard set of four PIDfilters 41
for extracting visual, audio, tel et ext ana BSubtitle data, four packet

header fil ters t t s t der
characteristi csizg%é} St%“%d‘{iz;‘fsf er con ent | oi?llgﬁgl‘#%d%&ﬂ& \%1%9 ers
for extracti ngmngeﬂﬂ&ma,abclnamé@eomqm @ath) asdt emveﬂafmerspmgnud .
Figure 4, the qm%@ﬁ q}angégo ata
i's shown. The ﬁfOEE ﬁlslggwﬁe?gw% f %gﬁﬂ%l% tes {’ack&q??ggeﬁsl&lggwcejader
61 SUBSTI TUTE sﬂEﬂ_w filizn 42 may removelﬂle tganspert Wbém and sendy the S @latahas a

fixed sizesof doidh&bin e vBiibsd to 2 HLomf Ml‘?&%a | ength of 184 bytes
(1472 blts) The first bytpgyGZ gf thg he derlcorrprl ses synchroni sation

data, the remaining 3 bytes 5 (24 bits) being occupied by a packet 1D or
P1D section 63Rgfesriny BFighdla t@lowzpﬁllﬁ%ﬁoi%ﬂeﬁéﬁtsm &th%&éeh@ihal%m@l ts,

t he other data occup i,ng the remain detail "'in a standard

I bits. In
MPEG packet, the AR ope 19y mege PéYlPﬁ% 62gok ae MBEG: Rackst 6%t iUniike ap MPEG
conprise: 10 Thadket) arPES packet isolfivafiiilé length and ﬁetPEs packet may be carried in a

10  plurality of transmitted MPEG packets.

The PES packet comprises a header section 66 and payload 67. The header section
66 of a PES packet breaks down as follows:

15 Packet start code prefix 3 bytes
Stream identifier _ 1 byte
PES packet length - 2 bytes
Flag Field 2 bytes
Optional Fields (variable length)
20 Stuffing bytes (variable length)

In the present case, the elements of the PES header that are to be considered in the
second stage filtering process and their maximum value are:

25  From the Flag field:

Flags : 8 bit max
From the Optional Fields:
PTS fields ' 33 bit max
DTS fields 33 bit max
30 DSM trick mode field 8 bit max

The meaning of each of the fields relates to the field of digital broadcasting and will
be known to one skilled in the art. The term “PTS” refers to the “Presentation Time
Stamp” and determines the relative timing of display of data in that packet, “DTS”
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Payl oad unit start indicator 1 bit Transport priority . - 1 bit
PED 13 bits 15 Transport scranbling
cont rol 2 bits Adaptation field control 2 bits Continuity counter
4 bits Referwongzdasck to Figure 3, the filters 41 for extr agrhmsgifs Vi deo,
audi o etc data 20 streans carry out a filtering process based solely on
the value of the bits vm'thin the P1D sed#ion 63. For this reason, the

filters have |ze of Qrr onding.to.the size of thls section.
As in convenf¥ °§ é‘P%g@m ‘faﬁ%ﬁ“%‘?ﬁ wleh"ﬁé@veesg?afocmwed P1D

addLesses 25dat|apﬁmm$MI]ﬂokIM§ﬁ]d’Wef&g@&éhthmEﬁl a&&?ﬁiliﬁr(éf gslidlo
packets, visuyal . ts etc |5 infornption gnables fhe filter to
extract the COFfegd Lpsating a é’ﬁ‘BEé’iﬁu fiﬁ T8 25ptof Hagss por t

packet headeindicating thepresendelos a‘asehceauftcammlﬂiauemrrm thepﬁemeaie,l filtekihg
payl oad dfllt r e f S ar SS directly to the
e o8 TR G pE RGeS B4 o ARSI,

appropri d rea ge and sound data. 30
By way of contrast t he fllters 42 according to this enbodi ment of the

Tuent o0 Caylnfi kit o) iy ARl SRR ak Vi

synchr oni sat deseribgd gboge, th¢§ﬂ°0n¢1ﬁk§el‘r4éal§®¢$ to thiave 4 fize of 82 Uits comebponding ta. si ze
of 24 bits. OfnednRitnbih size\dPal the-dbbvebirics. THE Glertfl) process can be carried out on
- 10 - an*“‘OR” basis, i.e. if any of the fields (flag, PTS, DTS, DSM Trick Mode) are present
the PES stream may be sent to a-memory clement 46 or via a switch element 47 to
the dedicated processor element for real time processing and prv;sentation. As before,
filtering may be carried out according to known digital filtering techniques; masking,
. .. -comparison of a field to a given maximum/minimum value etc.
15 o - . .
As described above, the filtering at the filter 45 has been carried out in relation to the
PES header. However, in other embodiments, the filtering may carried out in relation
. to the payload. In such a case, the system operator defines the characteristics of the
- .. -payload to permit filtering, for example, by defining 2 number of predetermined fields
.20  after the end of the header that may be identified and filtered by the filter 45 etc.

The memoary 46 may have any value snfficient to store a useful amount of PES data.
In the present case, a memory of 1024 bytes has been chosen.

25  The switch element 47 is needed in order to prevent overiocading a given processor.
As described above, the filtering stages 42, 45 work in parallel with the filters 41. In
the case where the filters 42,45 are set up to direct a given PES stream (for example,
a video PES stream) to a processor for immediate real time processing, it is necessary
to inhibit the supply of the same data stream type (for example, the video PES exiting

30 from the filters 41) to the same processor.

In addition to the filters 41, 42, the present embodiment also includes a further set of

PID filters 43 adapted tfo identify and process downloaded application data stored in
the form of sections within the payload of the MPEG packet. Application data

) SUBSTITUTE SHEET (RULE 26)



-12- As with all conventional digital filters, the filters 42 can be
pre-set to recogni se the presence or absence of a given bit or to ignore
the value of a bit at a particular location by masking this bit. The
filters 42 maWoO¥W26#8 enented in a fixed hardware circuit or BSIABRMISR30f a
dedi cat ed programmabl e processor operati ngswlth an 5 enbedded software
program The characteristics of the digitaF filters 42 can be pre-

programed by t e PP i er a be

changed as desi regﬁg{l ﬁL rel{segén?3ufg utéfi nen %ts}r Wers ﬁoﬁﬁtg%en

i ndi cat ed. For whighecasty ot a rﬁitsensamrmn bases! émothe value »f ther seotion kemdelyi ng

from the out pUinchlgitd) e table SDSraRHCIPBE AR W2 15 aBled 'ﬁaﬁﬁtﬂgtagaa Biced N
nber's y

ot her enbodi ments ot rovi

paral | el . DepeRavipgg. o'ﬁhq ﬁhereﬁtabm%men nessw mé?ﬁﬁdmﬁpzsd&stg besassambiéd inhe
data may be& pagSstodéssor thém@ybostored in a dedicated menory el enent 44, for
exanple a RAM el enent. Alterhati-vely, a predeterm ned space in the general
menory of the receiver/decoder nay be allocated to the storage of this

data. In this mﬁaﬁmmwmﬁﬂa@é@noﬁ@ﬁmﬁgwaﬂmmmb b &g ﬁpxé\éﬁgﬁoaa& ket

of data is sto nenory, e] ement 44, which has a_correspondi ng Si

»
of 188 bytes. F?fij descd %f?’\@‘a?i’lreaﬁg‘éﬁ&mdéng PAten} application PO (EP 92 2114 &

of the MPEG pairhe naimy ob theprexertdpplivant3e iAdrsach, fitGited istWe destribed ity rthe Wl | |
be providg@ for e?ch of the four filters. Data may be stored in the nenory
el ement a ordpﬁ 8%t 0 either a sinple node, where only the first matching
packet is stored, the remaining filtered packets being ignored, 25 or a
repeat node mhere each mat ching packet is stored in the nenory, a new
packet erasing a previously stored packet. Once stored in the nenory

el ement 44, such data may be called up and processed at
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will by the receiver/decoder. For exanple, the payload of the transport
packet nmay 30 contain raw or native code to be executed by el enents of

t he decoder. Alternatively, it may be desired to anal yse the

charact eri stywe9se/sged he header of the transport packet. Unl ipk@pidamydassyst ens
for extracting and storing data nodules arranged in a fixed table form (see

the description below of PID filters 42-16nd t he subSequent processing),

SUBSTI TUTE SHEET (RULE 26) -13- the filter stage
adapted to filtering and storing transport packets Mﬂﬂ E J,ﬁ&#uﬂl’l a,
such as videqgpAmydi o PES data, as it arrives in one s plock. As
wi |l now be described, instead of passing.a transport packet to the nenory

44, the filter 42 may renove the transport packet header and send the PES
data 5  contjai Qeftiod df'iteRAy h Padket utdstieBMOR drafintitbdin dd difRdl af@iovisefier ri ng

to Figure 4, the |qwer illus rat reresets PES dat @ packet 65that may
be carried i (FARFESEEN Sysiem Wg ‘Sﬁ'@f(@f‘ ESH Aot VPEG
packetd a PE$a¢lﬁ€|@Ta isslﬁném&asftlaam;e &&B%}haaﬁﬁtG PES& ﬂaek
carried in a ura| 0 trans tte et
conprises a ﬁéﬁﬁ‘g éf\é/ gﬁ&gﬁﬁsgﬁ“ﬁ%aﬁﬁgﬁér %ﬁof a
PES packet bﬁ&edt@ﬁwmmeryfaémﬁmmthiﬁtherecewer/dmet start code prefix

3 bytes Streamidentifier 1 byte PES packet |ength

2 bytes Flag Field 2 bytes
10 2. A method of ﬁltenng a packet data stream as claimed in claim 1 in which the

transport packet data is filtered at least according to the value of a packet ID within
the transport packet header.

3. A method of filtering a packet data stream as claimed in claim 1 or 2 in which the
15  transport packet data is filtered according to other bit values within the transport
packet header in addition to the value of the packet ID.

4. A method of filtering a packet data stream as claimed in any preceding claim in
which a complete transport packet including the packet header and payload is passed
20 - to and stored in the memory element.

5. A method of filtering a packet data stream as claimed in any preceding claim in
which the transport packet data is transmitted in packets of fixed size, the memory
element having the same size as the fixed packet size. '

25 _
6. A method of filtering a packet data stream as claimed in any preceding claim in

which data contained within the payload of a transport packet is itself organised in the
form of secondary packets of data each with a header and a payload.

30 7. A method of filtering a packet data stream as claimed in claim 6 in which the
secondary data packets have a variable packet length.

8. A method of filtering a packet data stream as claimed in any preceding claim in
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Optional Fields - (vari abre Tength) 20 Stuffing bytes
(variable length) In the present case, the PES header that
are to_be considered in the second stJm ” ,amﬁﬂﬂfu ess and their

maxi num val uewarss/26409 Fromthe Flag f4eled: LFl agss = * /TB98/01883
8 bit max Fromthe Optional Fields: PTS fiﬁa 33 bit
max DTS fiel ds . 33 bi € x 30 DSM trick node

field t th
f: gl d of digi t‘?ﬁ“glér oa castl ng an ? &%loﬁﬁﬁg\{ﬂ%%@%gééﬁﬁlﬁte&ﬁ aerﬁart.e

The term' PTS"cmmdsmapbmlﬂuNSeﬂlamfadﬂbn Time Stanp" and deternines the
relative timng of display of data in that packet " 1DTS" SUBSTI TUTE SHEET

(RULE 26) -14- refers to "Decoder Tinme Stanp" and deternines the
relative tin ny AmethascefBitaingdf packetadaiagreamy gsgleimed dp any iprrgeding cla gt .

The term "fl agwﬁlbﬁlﬂf@traﬂsﬁlfn?erdsdaﬁﬁ %ﬂfseﬁh@%mm%aﬂg the presence or

absence of certain information. he present case, filtering 5 Is only
carried out on half the ava|IabIe flags in the flag field. Referring to

Figure 3, in oroiwxnbmo&efﬁnaiﬂgvaﬁxk&aam%ﬁnbaaeﬁnaﬁnhmnﬁﬁﬁwméduaal ues
descri bed above, the .second_fil terd\ﬁ% eeds to ve a size, of 8 bi t

cor respondi ng 908 indhs payleadof an g%&f&?@?"qﬂbﬂ‘f’ P’F%P?ﬁg
process can bepacketised eleftightatnstream.

10 _ '
11. A method of filtering a packet data stream as claimed in any preceding claim in

which the digital filter may also pass selected data from the payload of a transport
packet to a processor for execution.

15 12. A method of filtering a packet data stream as claimed in any preceding claim in
which the digital filter may also pass selected data from the payload of a transport
packet to a second digital filter.

13. A method of filtering a packet data stream as claimed in claim 12 in which data
20  contained in the payload of transport packets is organised in the form of secondary

data packets, the second digital filter acting to filter the secondary packets based on

the value of one or more elements of the header of the secondary packets of data.

14. A method of filtering a packet data stream as claimed in claim 13 in which data
25  filtered by the second digital filter is then passed to an associated memory element for
storage and/or to a processor for execution, depending on the resuits of the filtering.

15. A method of filtering 2 packet data stream as transmitted in an digital audiovisual
transmission system and received by a receiver/decoder characterised in that transport

30 packet data is filtered at a first stage by a first digital filter according to the
characteristics of the transport packet header, selected filtered data from the payload
corresponding to a continuous flux of data then being passed to a second digital filter
for a second stage of filtering.
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10 an "OR' basis, i.e. tfany—of—the++elds (flag, PTS, BTS, DSM Tri ck
Mode) are present the PES to a nenory elenment 46 or via
a switch element 47 to theﬂ"m’ ""aﬁlﬂmEor element for real tine
procéssi Nng sesPsssent ati on.* As befose,s r'lxltering may be cpetimthosss
according to known digital filtering techni ques; masking, conparison of a

field to a given maxi mum m ni mum val ue-¥c. 15 As descri bed above, the
filtering at the filter 45 has been carried out . in relation to the PES

header. HowelferA methogdiaf dilteding 8 parkchdata sirerm a3 plaimed-g claitp bhinvligh&m i n

rﬁl ation to aohanﬂ%slﬂﬁ\&d)fdhtla &gﬁmea i&&ﬁgaayrfoafoﬁﬁaispm ﬁﬂ{eﬁtiﬁbrg;iﬁi&édgﬁﬁ the
characteristicg o e payload to permt filte . Lor anpl e,

defining a ni} Q#seﬁpgﬂétdgﬁﬂaﬁl?&? °§@§df$’¢{€£§§qﬂgeﬁéﬁgﬁ‘8ﬁ’% header
that may be padedén fhe@elus o ohé biirasre@dldmentsivf tlie ieader of thecdeconddlypankatoefy 46 nay
have any VaL&J sufficient to store a useful amount of PES data. In the

pr esent 2as 8% nenory of 1024 bytes has been chosen. 25 The switch
el enent 47 is needed in order to prevent overloading a given processor. As

descri bed a , frLierin 42, Jd rqal S et he
filters 41. b%it Eé&@%sogkﬁﬁageag?%eagﬁﬁ ers g?‘ﬁﬁégr%%%? l%pérﬁg Whg%lt a
gi ven PES stthe tmansniitted data igpdrganised\in do MPEG fomaban) to a processor for

i mmedi ate real time processing, it is necessary to inhibit the supply of
the sane data streamtype (for exanple, the video PES exiting 30 fromthe

filterslal) 18 A methodaf filteing 8 peeket fdata stream psplaimed; iglam Yicinwhish they (e

present enbagdifRitus Aus 6f ddis botifRedin the fahRad 6£4 fikéredinld dtored BIPE pted to
identify and process, downl oadgd appl.i asl on data stored in the form of
sections wi tisoreapised guthe domn of 2 p @'NERIARY ST/ i cati on data SUBSTI TUTE

SHEET ( RULE 26)
19. A method of filtering a packet data stream as claimed in any of claims 16 to 18
15 in which data filtered by the second digital filter is then passed to an associated
memory element for storage and/or to a processor for execution, depending on the
results of the filtering.

20. A method of filtering a packet data stream as claimed in any preceding claim in
20  which the method is carried out in parallel with a filtering of transport packet data
according to the value of a packet ID used to divide out data to be sent in real time

- to one or more corresponding processor elements.

. 21. A method of filtering a packet data stream as claimed in any preceding claim in

25  which the method is carried out in parallel with a filtering of transport packet data
according to the value of the packet ID, followed by a further filtering of sections
contained within the payload of a transport packet according to the value of the section

header.

30  22. Areceiver/decoder for a digital audiovisual transmission system comprising a first -
digital filter and a memory element, characterised in that transport packet data is
filtered at a first stage by the first digital filter according to the characteristics of the
transport packet header, selected data thereafter being passed directly to the memory

element.
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-15- identified by ¢he PIDfilters 43 is routed via further set of thirty
two section filters 48 which carry out a further filtering operation based
on the.value of the section header including the table ID present in the
header of theWQA92649wit hi n t he BPEG packet payl oad. The fi| PETEBIS0AEBes
are then passed via FIFO buffers 49 to befassenbled in 5 t he processor
menory 50. As mentioned in the introduction, this filtering of data by

table 1D is imnpg hsl%béwéfmeme@fw Gf%mr amsuamm@m&%heysté:ﬂ célifri
patent application PCT/EP97/ 02114 led 1 n the nanme of B]esen

appl i cants. Asadsespnd;digital Bliery gharasteriged; i, thajdransport pag ?tﬁ‘ﬂaﬁ% tqred at ’H@f‘&l
SUBSTI TUTE SHEsEaEe(@L&E fi26)digital fikér, sgl%c%d\@ltered data from the payload corresponding

C L M S1 met hod of fllterln packe a str nsmtt&\dln
2 G gl tal audPRoBHRHOUS fux of G5 Hed bEish Pasiet 60 ihs FeroPa QUL Gl foba secon

recei ver/ dgcodgdgedfalRReingr i sed in that transport packet data is filtered at
a first stage by a first digital filter according to the characteristics of
the transport packet header, selected filtered data being passed directly
to a nenory elmmmeﬂioﬂrdfrﬁmeﬂmg & packev d4ta érreantl eubstatifially 4. hefeindeseritled
filtering a packet data streamas clained in claim1 in which the transport

packet data is filtered at | east according to the value of a packet ID
wi thin the tr % poreceivaridesoden dardedigital audiovisual transmission system substantially as

10 herein described.

I
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3. Anethod of filtering a packet data streamas clainmed in claiml or 2 in
whi ch the 15 transport packet data is filtered according to other bit
values within the transport: packet header in addition to the value of the
packet I D. 4. %gﬁﬁﬁd of filtering a packet data stream as B%ids? any
preceding claimin ich a conplete transport packet including the packet
header and payl oad is passed 20 to and stored in the nenory elenent. 5. A.
met hod of filtering a packet data streamas clainmed in any preceding claim
in which the transport packet data is transmtted in packets of fixed size,
the menory el enent having the sane size as the fixed packet size. 25 6. A
met hod of filtering a packet data streamas claimed in any preceding claim
in which data contained within the payl oad of a transport packet is itself
organi sed in the formof secondary q§£;1.of-data each with a header and a
payl oad. 30 7. A imethod of filteri:ng™~a packet data streamas clained in
claim6 in which the sédondary data packets have a variabl e packet | ength.
8. A methdqd—of fT1Termng a packer dara Stream as cf af ned™ T any precedimng
claimin §UBSTITUTE SHEET ( RULE 26) whi ch—t+ke—glat a contained in the %

i

payl oads qgf the transport packet data strea sponds to a continuou
flux of data. 9. A nethod of filtering a packet data stream as cl ai ned
any preceding claimin 5 which the transm ¥jgeg=tiata i s organised in aq
MPEG formgt. 10. A method of filtering a packgt Ydata stream as cl ai med in
claim9 in which the data l

L
4 > & 12

|
|
I
|
I
. |
_
|
|
|
l
l
l
I

i
10

I E—— E—

SUBSTITUTE SHEET (RULE 26) |



contained in the payl oad of an MPEG transport packet
formof a packetised elenentary stream 10 11. A nethod of filtering a
packet data streamas claimed in any preceding claimin which the digital
may al swo@asse9sel ected data fromthe payl oad of a transfasdsdiseket
12. A method of filtering a packet data

filter

to a processor for execution.

15

streamas clained in any preceding.
al so pass selected data fromthe payl oadsof a transport packet to a second
13. A method of filtering a packet data stream as cl ai ned
contained in the payl oad of transport

di gi tal

packets is okrgani sed— N theyforme@f secgndary data packets,

filter.
in claim1l2 in which data 20

claimin which the digital

filter

I's organised in the

may

t he second

digital filt& acti Yo ff\er tHQ secOndary packets based on thewzd ue of
one or nore el gnents of\ the t he\secondary packets of da 4. A
met hod of filtgring & pacKe hm as |clainmed in ghaim113 i 1 ch
data 25 filt¢red b _tl% > fter is then‘tilsse o] ang
associ ated nmenmgry el er_glﬁ to a processqrafor] ek&@ jon,
dependi ng on thhe resllLer g 5. A nethod of %Etr ng_a
packet data stifeam a;";gl"-‘_é $ i far—auar ovi sl =t2Z JSiA §si dn
system and recg¢ived by &ri¢ practerised i Slat ty apspor
30 packet dafa is tilteré sbyaflrst digitgd filter
accordingt@o the charac4 erlst cs of&the tfang por }» packet headerl ected
filtered gfn {r the payl ogll cor respondh nggto € dont i nuous f1 ux of dat a
t hen bei né.gas‘ed $econgh~e . f or [a seecpnd "s'zr'ﬁ'ag ol 3
filtering<cQUB}]I EET { RULE ZG)E 09 <E &
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-18- 16. A nmethod of filtering a packet data streamas clained in.claim15
I n which the continuous flux of data contained in the payl oad of transport
packets is organised in the formof secondary data packets, the second
digital filtewowesdmg to filter the packets based on the Vaﬁ%‘ﬁ{p@%@é}e or
nore el ements of the header of the secondary packets of 5 at a. . A
nmet hod of filtering a packet data streamas clained in claim15 or 16 in
which the transnmitted data is organised in an MPEG format. 10 18. A
method of filtering a packet data strédfmas clainmed in claim17 in which

t he continuous flux of data contained in the payload of a filtered and
stored MPEG packet is organised in the formof a packetised el enentary
stream 19. A nethod of filtering g packet data streamas clained in any of
clains 16 to fPE& in which data lgt_a_ed by the second digital filter is
t hen passed pPACKEPBSSOCI menory enent for storage and/or to a
processor for FR@NuUti o depending on the results of the f4i7lteri ng. 20. A
met hod of DESCBAMBLERacket data stream as cl ai ned dn.afly _preceding claim
in 20 V\thhtae—ﬁ‘eHaedis car 'WVIDEQUPES parallelfwith a fliltering of
transport fpackej ga a ng AgDibePeg8 ue of a packet | Djused to divide
out data tjo 'h*sﬂltTEFgS espondi rmcessor

el enents. [2]. A netho fct=iPred in any
precedi ngfckai mLin.25 i S ar-atel with a
filteringfof transpo?‘t41oacket dat | | the packet ID,
foll owed pyla f rTNgT T}l ter] t he payl oad of

a transpoft f packphcieEP fder .
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30 22. A receiver/decoder for a digital audiovisual transm ssion system
conprising a first digital filter and a nenory el enent, characterised in
that transport packet data is filtered at a first stage by the first
digital filtewoawssaesdi ng to the characteristics of the transpcwiBIgeIsssect
header, selected data thereafter being passed directly to the nenory

el emrent. SUBSTI TUTE SHEET ( RULE 26) 23. A receiver/decoder for a digital
audi ovi sual transm ssion systemconprigjsyng a first and second digital
filter, characterised in that transport packet data is filtered at a first
stage by the first digital filter, selected filtered data fromthe payl oad
corresponding to a continuous flux.of data then being passed to the second
digital filter for a second S stage of filtering. 24. A nethod of
filtering a packet data stream substantially as herein described. 25. A
recei ver/ decoder for a digital audiovisual transm ssion system
substantially as 10 herein descni ed. SUBSTI TUTE SHEET ( RULE 26)

Fig.4.
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