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DESCRIPTION

METHOD OF SHARING CRYPTOKEY

TECHNICAL FIELD
The present invention relates to a method of sharing
a cryptokey for cryptographic communications between enti-

ties on a computer network.

BACKGROUND ART

Recent years have seen a pressing need for
ciphertext communication technology to keep communication
data secret from third parties for communications on a net-
work such as the Internet.

One well known type of such ciphertext communication
technology is a form of public key cryptography known as
RSA. Another form of ciphertext communication technology
which is generally known in the art is a process of sharing
a cryptokey used for communications between entities on a
network. Accordihg to such a process of shﬁring a
cryptokey, a transmitting entity encrypts communication data
of a plaintext using a cryptokey and then transmits the
cryptographic communication data to a receiving entity.
Then, the receiving entity decrypts the received crypto-
graphic communication data back into the original communica-
tion data, using the same cryptokey as the cryptokey used by

the transmitting entity. The term "entity" used above sig-




nifies any existing body for carrying out communicatiomns,
e.g., a device such as a terminal connected to the networg,
a user of the device, a program for operating the device, a
combination thereof, or the like.

Conventionél attempts to realize the process of
sharing a cryptokey are disclosed in "NON-PUBLIC KEY DISTRI~
BUTION/Advances in Cryptography: Proceedings of CRYPTO '82
/Plenum Press, 1983, pp. 231 - 236" by Rolf Blom, "An Opti-
mal Class of Symmetric Key Generation Systems/Advances in
Cryptology: EUROCRYPT '84/Springer LNCS 209, 1985, pp. 335 -
338" by Rolf Blom, Japanese patent publication No. 5-48980,
and U.S. patent No. 5,016,276, for example.

According to the above disclosed proposals, a center
or central facility established on the network generates a
secret private key for each of entities for generating a
common cryptokey and distributes the generated secret privet
key to each of entities. When the entities communicate with
each other, each of the entities applies its own secret pri-
vate key to the other entity's identifier (name, address, or
the like), generating a common cryptokey shared by the enti-
ties.

In the above process, the secret private key for
each of entities is generated by transforming the identifier
of each entity according to a center algorithm which is held
by the center only and common to the entities.

More specifically, if the center algorithm is ex-

pressed as a function P(x, y) of variables x, y representing




two arbitrary identifiers, respectively, then the center al-

gorithm is established so that it has a symmetry'represented'

by P(x, y) = P(y, X). A function P(x, i) (hereinafter ex-
pressed as "Pi(x)") which is generated when the actual iden-
tifier i of each of the entities is substituted in the value
of- the variable y, for example, of the variables x,;y of the
function P(x, y) is distributed as a secret private key to
each entity. When the entity having the identifier i subse-
quently communicates with the entity.having the identifier
j, the entity having the identifier iiapplies the identifier
J of the other entity to its own secret private key Pi(x), '
i.e., sets the variable x to "j", thus generating a
cryptokey Pi(j). Similarly, the entity having the identifi-
er j applies the identifier i of the other entity to its own
secret private key Pj(x), thus generating a cryptokey Pj(i).
Since the center algorithm has the above symmetry, the
cfyptokey Pi(j) is equal to the cryptokey'Pj(i) (Pi(3) =
Pj(i)). TherefOre,_;he'entiﬁieS-having the respective iden-
tifiers i, j have obtained a common cryptokey.

'With the above,procéss of sharing a cryptokey, each
entity can obtain a.cryptokey common to itself and any other
arbitrary entity without involving the center simply:by ap-
plying the identifier of the arbitrary entity with which to
communicate to its own secret private key. Consequently,
the above process of sharing a cryptokey is effective to
simplify a cryptosystem on a;compuier network.

According to the above process of sharing a




cryptokey, it is important that the center algorithm should
not easily be analyzed in order to keep ciphertexts secret.
While the above process of sharing a cryptokey offers

the advantagesldésdribed}abové, the secret private keys of

respective entities, a cryptokey generated from the secret
private keys, and communication data encrypted by the
cryptokey thus generated all contain information regarding
the center algorithm. Because the center algorithm is com-~
mon to the entities, it is generally open to attack by a
plurality of collaborating entities as described in "Perfor-
mance of Linear Schemes for the Keypredistribution System ’
/IEICE Technical Report on Information Security, May 20,
1988, pp. 29 - 32" by Matsumoto.

If entity names are used as identifiers, then since
many similar names tend to occur, the identifiers are not
well dispersed, i.e., the distribution of the identifiers is
liable to be localized. Many of the secret private keys of
the entities which are produced by applying the center algo-
rithm to those identifiers tend to be analogous to each oth-
er. As a result, cryptographic communication data are sub-
ject to so-called differential attack.

COnsequenily, there has been a demand for increased
security against various forms of attack against the above
process of sharing a cryptokey.

It is therefore an object of the present invention
to provide a method of sharing a cryptokey for increased se-

curity against various forms of attack while simplifying the




generation of a common cryptokey for cryptographic communi-

cations and a cryptosystem on a computer network.

| THIS SHEET HAS BEEN
DISCLOSURE OF INVENTION . REPLACED

To achieve the above object, there is provided in
accordance with a first aspect of the present invention a
method of sharing a common cryptokey for encrypting and
decrypting-cqmmunicétidnfdata bétween'éntitiés'in a network
which includes a plurality ofzeﬁtities-and a center, com-
prising the steps of generating, in thé'center, a secret
private key peculiar_to.each of the entities by'transforming
an identifier which is peculiar to each of the entities and
which is public, according to a c¢enter aléorithm which is
held by the center only and common to the entities and which
includes at least an integral“transformatidn algorithm, and
distributing, from the center, the secret private key and
the integral transformation algorithm to each of the enti-
ties, and when the Entitieé'éommunicate'with:eabh other, ap-
plying, in each of the entities, the integral transformation
algorithm and the secret private key which are possessed by
each of the entities to the identifier of the other entity
thereby to generate a common cryptokey, so that the entities
will possess thercommon'cryptokéy shared by the entities.

Since the secret private key of each of the entities
is_generatéd in the center by transforming the identifier of
each of the entities according to the center algorithm in-

‘cluding the integral transformation algorithm, the data pro-
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duced when the integral transformation algorithm is applied
to the identifier are made highly dispersive even if the
identifiers of the entities are not well dispersed. Conse-
quently, the secret private keys are also made highly
dispersive. Therefore, the secret private keys which are
less analogous than heretofore are generated for the respec-
tive entities by the center, and distributed together with
the integral transformation algorithm to the respective en-
tities. For cpmmunications between entities, the integral
tranéforﬁéfion'aigorithm and the secret private key which
are possessed by each of the entities are applied in each of
the entities to the identifier of the other entity thereby
to generate a common cryptokey. Since the secret private
key of each entity contains elements based on the integral
transformation algorithm, when not only the secret private
key but also the integral transformation algorithm are ap-
plied to the identifier of the other entity, the common
cryptokey which is common to the entities which are going to
communicate with each other is generated by an algorithm
portion (which is assumed to be symmetric as described
above) of the center algorithm which precludes the integral
transformation algorithm.

With the first aspect of the present invention,
therefore, as the identifier of each entity is transformed
by the center algorithm including the integral transforma-
tion algorithm for thereby generating the secret private key

peculiar tc each entity and used to generate a common
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cryptokey for communications, the secret private keys of the

entities are made highly dispersive, resulting in increased
security against differential attack or the like.

For communications, only the identifier of the other
entity with which to communicate is applied to the integral
transformation algorithm and the secret private key which
are owned by each entity for thereby generating a common
cryptokey shared by the entities which are going to communi-
cate with each other, without involving the center.

According to.the first aspect o6f the present inven-
tion, a cryptosystem on the network is made highly secure .
agaiﬁst various forms of attack, such as differential at-
tack, while sim?lifying‘the generation of a common cryptokey
and the arrangement of the cryptosystem, and is also made
simple and highly reliable. '

The identifierlmay be the name, address, the mail
address or domain name thereof on the network, of their com-
bination of each entity insofar as it is peculiar to.each
entity and is public to at least to an entity:with which to
communicate. |

The integral transformation algorithm may be a
Fourier transformation (including a fast Fourier transfo:ma-
tion), a Laplace transformation, a Miller transformetion, a
Hilbert transformation, or the like. While either one of
these_transformations may be used, these integral transfor-
mations are defined in a analytically ‘infinite interval.
Since the identifier to be transformed by the integral
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transformation algorithm according to the first aspect of
the present invention is expressed in a finite interval
(e.g., a coset on a finite ring), when the data of the iden-
tifier is subjected to the integral transformation using a
computer or the like, the transformed data tend to suffer
anomalous dispersion (aliasing).

According to the first aspect of the present inven-
tion, therefore, the integral transformation algorithm pref-
erably comprises a integral transformation algorithm with a
weighting function. The aliasing can be prevented by adding
such a weighting function when the identifier is subjected
to the integral transformation. Since the weighting func-
tion may be established arbitrarily insofar as it is capable
of preventing aliasing, the secret private key generated
when the identifier is transformed by the center algorithm
which includes the integral transformation algorithm with
the weighting function contains unknown elements based on
the weighting function. As a consequence, the security of
the cryptosystem to which the first aspect of the present
invention is applied is increased.

The weighting function thus added is basically es-
tablished such that its value approaches "0" at ends of the
interval of the data of the identifier. According to the
first aspect of the present invention, the weighting func-
tion is determined in an unpredictable pattern by random
number data generated in the center. More preferably, the

random number data comprise one~time pass random number da-
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 ta.““The Q;;éﬁting function is.deteimined_by the random num-
ber data by determining the manner in which the value of'éhe
weighting function varies in the interval of the data of the
identifier, i.e., the manner in which the weighting function
approaches "0" at the ends of the interval of the data of
the identifier, using the random number data. Thé one-time
pass random numbér_data are random number data which are not
reproducible or hardly reproducible.. More specifically, the
one-time pass random number datd are ‘random number data
whose bit valuéS-appeaﬁ at equaiufrequéncies]and which are
not correlated. Such.random-number data can be generated .
based_on;the_timing with which a phrase or a sentence is
manually entered into a computer by a human operator.

With the weighting-function'thusudetérmined in an
unpredictable pattern, a person-who atfacks-the cryptosystem
finds it difficult to predict the weighting function.
Therefore, the security of the crthosystem'tb which the
first aspect of the present. invention is applied is in-
creased. Particularly, ifgthe weighting function is deter-
mined by the one-time pass random number data, the security
of the cryptosystem is further increased as the
reproducibility of the random number -data:is eliminated.

While the integral_traﬁsformation-algorithm may be
of any of various forms, the integral transformation algo-
rithm preferably comprises a Fourier transformation algo-
rithm in the first aspect of the present invention. The

Fourier transformation is an integral transformation which
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can quickly and easily be carried out by a computer, and data
transformed by the Fourier transformation generally tend to
be dispersed. 1I1If a Fourier transformation algorithm is used
as the integral transformation algorithm, then the secret
private key can quickly and easily be generated from the
identifier, and the secret private keys of the entities are
effectively made highly dispersive for thereby increasing the
security of the cryptosystem.

According to the first aspect of the present inven-
ion, furthermore, the method further comprises the steps of
randomizing, in the center, the identifier transformed by the

center algorithm, with one-time pass personal random number
data which are peculiar and unknown to each of the entities,
thereby to generate the secret private key, and distributing,
from the center, an identifier transformation algorithm which
comprises an algorithm for canceling out the elements of the
randomization which are contained in said secret private key
and said integral transformation algorithm together with said
secret private key, to each of the entities, and when the en-
tities communicate with each other, applying, in each of the
entities, the identifier transformation algorithm and the se-
cret private key which are possessed by each of the entities
to the identifier of the other entity thereby to generate the
common cryptokey, so that the entities will possess the com-
mon cryptokey shared by the entities.

The randomization or random transformation is carried

out by modifying the wvalues of the bits of a sequence
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of data representing thé-idenﬁifier transformed by the cen-
ter algorithm, with the one-time pass ‘personal random number
data, or rearranging.the.sequence of data, or both-mOdifying
the values of the bits of the sequence of data and rearrang-
ing the sequence of data. |
Therefore) the:secret-privaté'key contains elements
due to the random'transformaﬁion-in_édditibn to the center
algorithm. Since-the réndom transformation is effected us-
ing the one-time pass personal r;ndbm-number'data (random
number data which are not reproducible or hardly reproduc-
ible) which are peculiaf and-unknown-to each entity, the se:
cret private key of eéch-entity=contains'accidental ele-
ments. As a fesult,-thé-security of'the'cryptqsystem :
against various forms of attack is further strengthened.
The secret private key to be applied to the identi-
fier of the other entity contains elements due to the random

transformation. . Therefore, the identifier transformation -

~ algorithm which includes the algorithm for canceling out

those elements and the integral transformation'algorithm is
distributed together with the secret private key to each en-
tity. For communications, the identifier transformation al-
gorithm and the secret private-key.a;éwapplied to the iden-
tifier of the other -entity for thereby_generating a common
cryptokey shared by the entities which are going to communi-
cate with each other. h

The identifier transformed by the cenﬁer algorithm

is randomized by rearranging a sequence of data representing
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the identifier transformed by the center algorithm, with the
one-time pass personal random number data. -

More preferably, the sequence of data contains a
plurality of unnecessary bits, and the identifier trans-
formed by the center algorithm is randomized by randomizing
the values of the unnecessary bits with the one-time pass
personal random number data and further rearranging the se-~
quence of data, including the unnecessary bits, in its en-
tirety.

Because the values of the unnecessary bits of the
sequence of data which represents the identifier transformeé
by the center algorithm are randomized with the one-time
pass personal random number data, and the sequence of data,
including the unnecessary bits, is rearranged in its entire-
ty, a person who attacks, i.e., attempts to analyze, the
cryptosyétem is unable to comprehend which part of the ac-
quired data contains the unnecessary bits and which part of
the acquired data contains necessary data. The cryptosystem
is thus highly secure against such attack.

The one-time pass personal random number data are
generated accprding to a given process of each of the enti-
ties, preferably, a manunal data entering process, and the
one-~time pass personal random number data are generated
based on the timing of the mannal data entering process.

Inasmuch as the random number data are generated
based on the timing with which a phrase or a sentence is

manually entered into a computer by a human operator, the
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generated random number data are not reproduciblé or hardly
reproducible; The one-time pass-pefsonal random number d;ta
can thus appropriately be generated.

According to a secoﬁd aspect of the present inven-
tion,. there is provided a method of sharing a common
cryptokey for encrypting and decrypting communication data
between entities in.a network which includes a plurality of
entities and a center, comprising the steps of géneréting,

in the center, a secret private key'peculiar to each of the

entities by transforming an identifier which is peculiar to

each of thelentities and which-is_public, according to a
center algorithm which is héld_bj.the center only and common
to the entities, and then randomizing_thé-transformed iden-
tifier with one-time pdss personal random number data which
are pecu;iar_and.unknown-to,éach of-the:entities, and dis-

tributing, from the center, the secret private key and an

identifier transformation algorithm. which includes an algo-

rithm for canceling out the_elements_of-thefrandomization

which are contained.in the secret. private key to each of the
entities, and when,the entities commnniqate-with each other,
applying, in each of the entities, the identifier transfor-
mation algorithm and the secret private key which are pos-
sessed by each of the entities to the identifier of the oth-
er entity thereby to generate a common cryptokey, so that
the entities will possess the commbn-cryptokey-shared by the
entities. |

Since the secret private key of each of the entities

13




is generated in the centei by randomizing the identifier of
each of the entities transformed according to the center ;l~
gorithm (which contains a portion assumed to be symmetric as
described above), with the one-time pass personal random
number data (random number data that are not reproducible or
hardly reproducible), the secret private key of each entity
contains accidental elements. As a result, the cryptosystem
to which the second aspect of the present invention is ap-
plied is made highly secure against various forms of attack.
As with the first aspect of the present invention, the se-
cret private key of each entity contains elements due to tﬁé
random transformation. Therefore, the identifier transfor-
mation algorithm including an algorithm for canceling out
those elements and the secret private key are distributed to
each entity. For communications between entities, the iden-
tifier transformation algorithm and the secret private key
are applied in each of the entities to the identifier of the
other entity thereby to generate a common cryptokey shared
by the entities, without involving the center.

According to the second aspect of the present inven-
tion, therefore, a cryptosystem on the network is made high-
ly secure against various forms of attack, such as differen-
tial attack,'while simplifying the generation of a common
cryptokey and the arrangement of the cryptosystem, and is
also made simple and highly reliable.

With the second aspect of the present invention, as with

the first aspect of the present invention, the identifier
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transformed by the center algorithm is randomized by rear-

ranging a sequence of data representing the identifier

transformed by. the center algorithm, with the one-time pass

personal random number -data. . More preferably, the sequence

of data contains a plurality of unnecessary bits, and the
identifier_transformed:by-the center algorithm is randomized
by randomizing the valﬁes of the unnecessary bits with the
one-time pass personal random number data and further rear-
ranging the sequence of data, including the unnecessary -
bits, in its entirety. The security of the cryptosystem to
which the-secondaaspect of the present invention is thus in—’
creased.

With the second . aspect of the present 1nventlon, as
with the first aspect of:the present invention, furthermore,
the one-time pass personal random number data are generated
according to a given process of each of the entities. More
specifically,  the gi&en process comprises a manual data en-
tering process, and one-time pass- personal random number da-_
| ta are'generated'based-on-the timing of the manual data en-

tering process. The one-time pass personal random number

data can thus appropriately be generated.

The above and other objects, features, and advantag-
es of the present invention will become'apparent from the
following description when taken in conjunction with the ac-
companying drawings which illustrate a preferred embodiment

of the present invention by way of example.
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BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram of a cryptosystem to which
a method of sharing a cryptokey according to the present in-
vention is applied;

FIG. 2 is a block diagram showing the concept of a
basic structure of the cryptosystem shown in FIG. 1;

FIG. 3 is a flowchart of an operation sequence of
the cryptosystem shown in FIG. 1;

FIG., 4 is a flowchart showing details of a step 1 in
the operation seqguence shown in FIG. 3;

FIG. 5 is a flowchart showing details of a step 2 ih
the operation sequence shown in FIG. 3;

FIG. 6 is a flowchart showing details of steps 3 and
4 in the operation sequence shown in FIG. 3;

FIG. 7 is a flowchart showing details of steps 3 and
5 in the operation sequence shown in FIG. 3; and

FIG. 8 is a block diagram of a computer for carrying

out the steps shown in FIGS. 6 and 7.

BEST MODE FOR CARRYING OUT THE INVENTION
A cryptosystem to which a method of sharing a cryptokey
according to the present invention is applied will first be
described below with reference to FIGS. 1 and 2.
As shown in FIG. 1, the cryptosystem includes a cen-
ter or central facility 1, which is a basic main constituent
of the system, a plurality of entities 2 which are sub-

scribed to the cryptosystem for communication with each oth-
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er, and a network 3 such as the_Internet;'a“personal comput-
er_cbmmunication network, or the'iike through which the cén-
ter 1 and the entities 2 are connected to COmmunicate with-.
each other. The center 1 and the entities 2 include comput-
ers such as personal computers for effecting actual communi-
cations and data processing and'uSerS'of those computers.

In the cryptosystem on the network 3, as shown in
FIG. 2, the entities 2 (represented'byfi;“j, + « « in FIG.
2) have respective peculiar identifiéré yi,.yj, * » * (de-
scribed in detail later on). _If-i:¥rj, then yi # yj. The
entities 2 (i, j,_; + +) have been given, by the center 1, .
respectife secret private keys Xi, Xj, - .+ ¢ (described in
detail later on and hereinafter referred to as a "secret
private key Xn" if necessary) which are péculiar to the re-
spective entities 2 and'generated_by'the center 1 based on
the respective identifiers yi, yj,* * « (hereinafter re-
ferred to_as.an_"ideﬁtifier yn" if necessary). For crypto-
graphic communications.between any arbitrary entities i, j,
a common cryptokey Kij for encrypting communication data (on
the franémitting side)-and'decrypting-éommnnicatiop data'kon
the receiving side) is genetated for the entities i, j using
the secréte private keys Xi, Xj.of the entities i, j. Using
the generated common-cryptokej Kij,'the-encrypted communica-
tions are carried out between the entities i, j.

Prior tO'describing.the cryptosystem in detail, the

identifier yn will first be described below. In this em-
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bodiment, the identifier yn of each entity 2 may comprise
any attribute which is public and peculiar to each entity é,
e.g., the name, address, mail address or domain name on the
network, or their combination of each entity 2. Actually,
the center 1 and the computer of each entity 2 handle the
identifier yn as vector data which have been encoded by a
coset on a finite ring.

The cryptosystem for carrying out the above crypto-
graphic communications will be described below in detail
with reference to FIGS. 3 through 8.

As shown in FIG. 3, cryptographic communications aré
carried out between the entities i, j after the center 1
generates and distributes the secret private key Xn in a
preparatory stage.

In the preparatory stage, the center 1 generates a
center algorithm which serves as a basis for generating the
_ secret private key Xn of each entity when the center 1 is
established or the cryptosystem is updated (step 1).

In this embodiment, the center algorithm compriseé a
center matrix, a weighting function, and an integral trans-
formation algorithm.

The integral transformation algorithm is an algo-
rithm for producing an integral transform of the data of the
identifier yn of each entity 2. In this embodiment, a
Fourier transformation (more specifically, a fast Fourier
transformation) is used as the integral transformation algo-

rithm., Various Fourier transformations are known in the
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art, and one of the Fourier transformations is selected by

. the center 1 to generate a Fourier transformation algorithm

which is used in this .embodiment. 'The Fourier transforma-
tion algorithm is actually expressed as a matrix to prdcess
the data of the -identifier yn.

- The weighting functionjsérVes to pfevent anomalous
dispersion (aliasing) in the Fourier transformation of the
identifier yn, which is data in a finite interval. The
weighting function-is' a function whose valué approaches "0"

at ends of the interval of the data of the identifier yn.

. The center matrix is-a symmetric matrix, and more specifi-

cally, a nonsingular symmetric matrix.

The weighting function and the cerniter matrix are
generated using one-time pass random number data. Specifi-
cally, for generating-the_weighting fuﬁCtion and the center.
matrix, as illustrated . in FIG.I4,'the-center-i generates
random number dataibased on manual operation of the operator
at the computer in the center 1 (step. 1-1). More specifi-
cally, the operator enters a suitable phrase, sentence, or
the like into the computer of the center 1, and the computer
sequentially measures the_timing.of the entered data, i.e.,
times at which the respective words are entered or time in-
tervals at which'the;respective words are entered. The com-
puter then generates random number data in & time series
based on the measured timing of the entered data. Since the
random number data thus generated are based on the timing of

the entered data depending on the manual operation which
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contains elements of uncertainty, the random number data ac-
tually lack reproducibility and are accidental. Therefore,
the random number data are one-time pass data.

After having generated one-time pass random number
data, the center 1 determines the weighting function and the
center matrix based on the generated one-time pass random
number data (step 1-2). Specifically, the center 1 deter-
mines the weighting function by determining the manner in
which the value of a weigthing function varies in the inter-
val of the data of the identifier yn, i.e., the manner in
which a weighting function approaches "0" at the ends of thé
interval of the data of the identifier yn, using the one-tim
e pass random number data. The weighting function is thus
determined in a pattern which is unpredictable. In reality,
the weighting function is expressed as a diagonal matrix.
The center 1 determines the center matrix by determining the
values of elements of the matrix using the one-time pass
random number data while keeping the matrix symmetric and
nonsingular.

The center algorithm which comprises the center ma-
trix, the weighting function, and the integral transforma-
tion algorithm thus generated is stored in secrecy in the
center 1. Particularly, the center matrix and the weighting
function are kept in strictly secure storage such that they
cannot be referred to by third parties (including the enti-
ties 2) other than those specified by the center 1. The

center algorithm is common to the entities 2.
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Referring back to FIG.i3; when the entities 2 (i, j,
* * *) are subscribed to the cryptosystem, the center 1 gen-
erates a secret private key Xn peculiai to each of the enti-
ties 2 and an identifier transformation algorithm for gener-
ating a common cryptqkéy Kij using the center algorithm gen-
erated and stored in the center 1 as described above and the
identifier yn of each=6f_£he entities 2, and distributes the
secret private key.xn:and the identifier transformation al-
gorithm to each of the entities 2 (step 2).

Specifically, in_the step 2, - as shown in FIG. 5, the
center 1 applies the Fourier transformation algorithm and ’
the matrix of the WGighting-functioﬁ to‘ﬁhe data (vector da-
ta) of the identifier yn of each entity 2, thereby effecting
a Fourier transformation with a weighting function on the
identifier yn (step 2-1). - Then;_ihe center 1 multiélies'the
vector data produced in-ihe step 2—1.by-the center matrix
(step 2-2). Tﬁe d&ta of the identifier yn are made redun-
dant, so that the véctdrfdata produced in the step 2-2 con-
tain a plurality of useful bits generated by applying the
weighting function, the integral transformation algorithm,
and the center matrix to a bit train significant as the data
of the identifier yn, and a plurality of other unnecessary
bits.

At the time the center 1 communicates with-each en-
tity 2, e.g., in a subscription proceSsifor the entity 2,
the center 1 generates one-time:pass.personal random number

data which are peculiar to the entity 2 and are not known to
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the entity 2 (step 2-3). Specifically, in the same manner
as when the center 1 has'generated one-time pass random num-
ber data for determining the weighting function and the cen-
ter matrix, the operator enters a suitable phrase, sentence,
or the like from the computer of the entity 2, and the cen-
ter 1 sequentially receives the entered data. - The computer
of the center 1 measures the timing of the entered data.

The computer of the center 1 then generates personal random
number data based on the measured timing of the entered da-
ta. As with the one-time pass random number data generated
for determining the weighting function and the center ma-
trix, the one-time pass personal random number data lack
reproducibility and are accidental. Therefore, the personal
random number data are peculiar to the entity 2 and are one-
time pass data. Inasmuch as the timing of the manually en-
tered data cannot accurately be controlled, the entity 2 is
unable to know the personai random number data.

Then, the center 1 randomizes the respective values
of the unnecessary bits of the vector data produced in the
step 2-2, with the one-time pass personal random number data
generated in the step 2-3 (step 2-4). Then, the center 1
randomly rearranges vector data, which are composed of the
randomized unnecessary bits and the useful bits, i.e.,
changes the arrangement of the vector data, with the one~tim
e pass personal random number data (step 2-5). In this man-

ner, the center 1 randomizes the vector data (transformed
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from the identifier-yn by the center algorithm) generated in
the step 2-2. The center 1 then uses the randomized vecté?
data as the secret private key Xn of each of the.entities 2.
The above.randpmization or random transformation-is ex-
pressed as a matrix (which may hot necessarily be a symmet-

- ric matrix), and more particularly as a matrix whose trans-

posed matrix and inverse matrix are equal to each other.

The center_l,generatesfthe'identifier transformation
algorithm from ﬁhe'One—timé'pass"personal'random_numbef da-
ta, the Fourier transformation algorithm, and the weighting’
function (step 2-6). The identifier transformation algo-
rithm is generated.by'combining anlalgorithml(expressed as
the inverse of the matrix which'représenté the random trans-
formation) for canceling out the elements of the random
transformation which.are reflected in the secret private.key
Xn, the fourier transfo;mation algorithm, and the weighting
function, i.e., by multiplying-the matrixes representing the
algorithm, the Fourier transformation algorithm, and the
weighting‘function.

The secret private key Xn of each entity 2 and the
identifier transformation algorithm, which are thus génerat—
ed by the center 1,'are.distributed to each entity 2 through
commnnicatidns-(sée-the step 2 in FIG. 3).

The details of the preparatory stage in the center 1
have been described above. ' o

After having generated the secret private key Xn of

each entity 2 and the identifier transformation algorithm,
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the center 1 does not store, but deletes, the one-time pass
personal random number data corresponding to each entity 2
and the matrix representing the random transformation. When
each entity 2 receives the secret private key Xn and the
identifier transformation algorithm, it stores them secretly
in a suitable storage device of its own computer.

After the preparatory stage, a cryptographic commu-
nication process is carried out between any arbitrary enti-
ties 2 as described below. It is assumed that a crypto-
graphic communication process is carried out between enti-
ties i, 3 (i # Jj) with the entity i as the transmitting en-'
tity and the entity j as the receiving entity.

In the cryptographic communication process, the
transmitting entity i generates a common cryptokey Kij
shared by itself and the receiving entity j from the secret
private key Xi and the identifier transformation algorithm
which are held by the transmitting entity i and the identi-
fier yj of the receiving entity j (step 3).

Specifically, as shown in FIG. 6, the transmitting
entity i applies the identifier transformation algorithm of
the entity i on the computer of the entity i to the identi-
fier yj of the receiving entity j, i.e., multiplies the vec-
tor data of the identifier yj by the matrix of the identifi-
exr transformatioﬂ algorithm (step 3-1). Then, the transmit-
ting entity i calculates an inner product of the vector data
generated in the step 3-1 and the secret private key Xi

(vector data) of the transmitting entity i (step 3-2), gen-
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erating a common cryptokey Kij whioh is common to the trans-
mitting entity i and the réceivingxentity je.
| Similarly,oas shown in FIG. 7,:the receiving entity

j applies thé identifier transformation algorithm of the en-
tity j on the computer of the entity j to £he identifier yi
of the transmitting ontity i (step. 3-1), and then calculates
an inner product of the vector data generated in the step 3-
1 and the secret private key Xj of the receiving entity j
(step 3-2), géneﬁaﬁing¢a common cryptokey Kji which common
to the receivingfentity 3 and_theotransmitting entity i.

The commpn-cryPtokey_Kij_iﬁdependently generated by
the transmitting: entity i_énd_the-common cryptokey Kji inde-
pendently generated by the receiving.eﬁtity j are the same
as each other. |

Specifically, the secret. private keys Xi, Xj held
respeotively7by_theﬁtransmitting:énd receiving entities i, j
are vector data prodﬁCed by;applying;the Fourier transforma-
tion algorithm with a weighting function,tthé center matrix,
and the randomization to- the identifiers yi, yj of the re-
spective entities i, j, and the-identifier.trahsformation
algorithm which is applied to theoidentifiers Yj, yi of the
respective other[entities . 1 fof_the entitiés i, j to gen-
erate the common'c:yptokeys:Kij,JKji-is produced by combin-
ing the_Fourier_t:ahsfo:mation.algorithm.with a weighting
function apd.the,algo:ithm.for;cancelin§1out the elements of
the random transformation for each of the entities i, j,

which are reflected in the secret private keys Xi, Xj.
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Therefore, when the inner product is calculated in
the step 3-2, the effect of the random transformation for
each of the entities i, j is eliminated, and the common
cryptokeys Kij, Kji obtained as a result of the calculations
to produce the inner product are equal to inner products of
vector data which are generated by applying the Fourier
transformation algorithm with a weighting function and fur-
ther the center matrix to the identifiers yi, yj of the re-
spective entities i, j aﬁd vector data which are generated
by applying the Fourier transformation algorithm with a
weighting function to the identifiers yj, yi of the respec- ’
tive other entities j, i. Stated otherwise, if it is as-
sumed that the vector data generated by applying the Fourier
transformation algorithm with a weighting function to the
identifiers yi, yj are represented by yi', yi' (yi', yj' are
column vectors) and the center matrix by C, then the common
cryptokeys Kij, Kji are expressed respectively by Kij =
(yij')r-Ce+yi', Xji = (yi')*+C-yj' where T represents trans-
pose.

Since the center matrix C is a symmetric matrix, the
common cryptokeys Kij, XKji are obviously equal to each other
(Kij = Xji). Therefore, the common cryptokeys Kij, Kji
which are separately generated by the respective entities i,
j coincide with each other, so that the entities i, j can
share the common cryptokey.

After having generated the common cryptokey Kij

which is common to the transmitting and receiving entities
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i, j in the step 3 in FIG. 3, the transmitting entity i gen-

erates an encrypted communication text from the common

cryptokey Kij and a plaintext (sentences, a program, etc.)

to be transmitted to the receiving entity j (step 4). For
generating the encrypted-communicatioh text, the transmit-
ting entity i uses the common cryptokey-Kij and one-time
pass random number data.

Specifically, for generating a ciphertext, as shown -
in FIG. 6, the transmitting entity i generates one-time pass
random number data_(hereinafter referred to as "cryptograph- .
ic communication random number.data")'baéed on the timing oé
entered data, i.e.,-times-qr time iﬁtervais at which words
of a phrase or sentence are manually entered into the com-
puter of the trahsmitting entity i,*(step-4-1). Then, the
transmitting entiﬁy i encrypts the Oné—time pass crypto—
graphic communication fandom number déta using the common
cryptokey Kij as an intrinsic key (step 4-2). This encryp-
tion process is carried out according to a three-stage DES
(Data Encryption Standard),’fbr éxample.

The trahsmitting entity i also encrypts a plaintext
using the one-time pass cryptographic communication random
number data (prior to being encrypted) generated in the step
4;1, as alkey (step 4-3). This encryption process is car-
ried out according_tb a three-stage DEs,-for example, as is
the case with the encryption proéess-in'the'step 4-2.

- The ené;ypted_random number data generated in the

step 4-2 and the encrypted plaintext generated in the step
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4-3 are combined into one set, thereby generating an en-
crypted communication text to be transmitted to the receiv-
ing entity j. The encrypted communication text thus gener-~
ated is thereafter transmitted from the computer of the en-~
tity i to the computer of the entity j.

The cryptographic communication random number data
should preferably be generated and updated each time an
cryptographic communication process is carried out. Howev-
er, the cryptographic communication random number data may
be updated each time several cryptographic communication
processes are carried out, i.e., the.same cryptographic com;
munication random number data are used in the several cryp-
tographic communication processes.

After having received the encrypted communication
text, the receiving entity j decrypts the encrypted communi-
cation text using the common cryptokey Xji (= Kij) which is
common to the entities i, j for finally producing the
plaintext (step 5 in FIG. 7).

Specifically, as shown in FIG. 7, the receiving en-
tity j uses the common cryptokey Kji (= Kij) as an intrinsic
key to decrypt the encrypted random number data of the re-
ceived encrypted communication text into encrypted communi-
cation random number data (step 5-1). Then, using the
decrypted cryptographic communication random number data as
a key, the receiving entity j decrypts the ciphertext of the

encrypted communication text back into the plaintext (step

5-2). The receiving entity j can finally comprehend the
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contents of the plaintext from the transmitting entity i.
The cryptographic communication process between the entities
i, j is now completed.

The computer of each of the entities 2 for cérrying
out the above processing for cryptographic communications is
.shown in block form in FIG. 8.

As showh in FIG. 8, the coﬁputér of each of the en-
tities 2 comprises-a keyboard 4, a main unit 5 made up of a
CPU, a RAM, a ROM, etc., and a data base 6 comprising a hard
disk or the like for storing the secret private key Xn, the
identifier transférmﬁtionlalgorithm, plaintexts such as sen;
tences, progfams, etc., and encrypted communication texts.
The main unit 5 comprises as its functions a common key gen-
erator 7 for generating a common key, an encrypting and
decrypting processor 8 for encrypting and decrypting commu-
nication data,;a random number Qeneratot 9 for generating
cryptographic communication random ﬁumberzdata, and a data
storage memory 10 for storing a common cryptokey generated
by the gommon.key generator 7 and data such as- cryptographic
communication random number data‘ generated by the random
number generator 9.

| ~ The computer of each of the gntities 2 operates to
carry out the;abové process of cryptographic communications
as follows: |

For generating a common cryptokey (the step 3), the
secret private key Xn and the identifier transformation al-

gorithm which are to be used are indicated from the keyboard
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4 to the main unit 5 of the computer of each of the trans-
mitting and receiving entities. The secret private key Xn
and the identifier transformation algorithm which have been
indicated are read from the database 6 to the common key
generator 7 in the main unit 5. The identifier yn of the
other entity with which to communicate is entered from the
keyboard 4 into the main unit 5. The common key generator 7
applies the identifier transformation algorithm and the se-
cret private key Xn to the data of the entered identifier
yn, generating a common cryptokey (the steps 3-1, 3-2). The
generated common cryptockey is then stored in the data stor—’
age memory 10.

In the computer of the transmitting entity, data
(entered data of a phrase, a sentence, or the like) for gen-
erating cryptographic communication random number data are
entered from the keyboard 4 into the main unit 5. Based on
the entered data, the random number generator 9 generates
one-time pass cryptographic communication random number data
(the step 4-1) and stores the generated cryptographic commu-
nication random number data in the data storage memory 10.

In the computer of the transmitting entity, a
plaintext to be transmitted in the database 6 is indicated
by the keyboard 4 to the main unit 5, and the indicated
plaintext is read from the database 6 to the encrypting and
decrypting processor 8. The encrypting and decrypting pro-
cessor 8 encrypts the cryptographic communication random

number data stored in the data stbrage memory 10 using the
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common cryptokey stored in the data storage memory 10 (the
stép 4-2), and also encrypts the plaintext using the crypfé—
graphic cOmmunication'random number data aé a key (the step
4-3). The encrypted random number data and the encrypted
plaintext or ciphertext are held as an'encrypted communica-
tion text in the database- 6, and thereafter transmitted to
the computer of the receiving entity}

In the computer of the receiving entity; the re-

ceived encrypted communication text is held in the database

6, and then read to the encrypting and decrypting processor

8. The-encrypting and.décrypting_proceSSOr 8 decrypts the
encrypted random number data in the encrypted communication
text back to the cryptographic communicétion'randOm number
data using the common cryptokey stOred in the data storage
memory 10 (the step 5-1), and also decrypts the encrypted
plaintext in the-encrypted coﬁmunicatidn text back to the
original plaintext using the.dec:ypted-cryptographic-commu;
nication random number daté:as a key (the step 5-2). ‘The
plaintext thus decrypted by the encrypting and decfypting
processor 8 is held in the database 6.

As described above,.in.the'crthosystem-according to
the present invention, when the secret private key Xn of
each entity 2 is generated in the preparatory stage by the
center 1, the identifier yn, such as a name, of the entity 2
is subjected to a Fourier transformation as the integral
transformationf'-Therefore, even if many of the identifiers

yn of the respective entities -are analogous each other, data
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produced when those identifiers yn are subjected to the
Fourier transformation are well dispersed, and hence the se-
cret private keys Xn generated when those data are subjected
to the center matrix are also highly dispersed. As a conse-
quence, the center algorithm comprising the center matrix,
etc. of the center 1 is made difficult to analyze even under
the so-called differential attack.

The integral transformation may be a Laplace trans-
formation, a Miller transformation, a Hilbert transforma-
tion, or the like, other than the Fourier transformation.
However, the Fourier transformation (more specifically, the
fast Fourier transformation) used as the integral transfor-
mation in the illustrated embodiment is effective to make
the secret private keys Xn highly dispersive, and also to
process the identifiers yn at high speed with the computer.

Since the weighting function is added in the center
algorithm for generating the secret private key Xn, the data
produced when the data of the identifier yn in the finite
interval are subjected to the Fourier transformation are
prevented from being abnormally dispersed. Furthermore, be-
cause the weighting function is added as an unknown algo-
rithm element, in addition to the center matrix and the
Fourier transformation algorithm, in the center algorithm
for an unauthorized person who attempts to attack the center
algorithm, it is highly difficult for sunch a person to ana-
lyze the center algorithm. The center algorithm remains

highly difficult to analyze in view of the fact that the
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‘weighting function is generated'in an unpredictable form us-
ing one-time pass Eandom number data. -

For generating the secret private key Xn, the iden-
‘tifier data are subjected to the centef algorithm and also
the randomization 6:-random transformation based on one-time
pass random number data peculiar to each entity 2. Conse-
quently, the secret pfivate kéy.Xn of each entity 2 contains
elements peculiar.toneach.entity'z and based on the random
transformation which is not correlated to thé'random trans-
formation for the other entities 2. Therefore, even when a
plurality of entities 2 collabdrate with each other in an .
attempt to analyze the center algorithm from the secret pri-
vate'keYs Xn which are possessed by the respective: collabo-
rating entities 2, those enﬁities 2 will find it extremely
difficult to analyze the denter*algorithm. In the random
transformation, the wvalues of unnecéssary bits of the'data
produced after.the-data of the identifier yn have been sub-
jected to ﬁhe Fourier transformation, the weigﬁting func-
tioﬁ,‘and the cepter'matxix are randomized'by the one-time
pass random number data, and then the;randomized.unnecessary
bits and the useful bits are rearranged. - It is very diffi-
cult for any attacking person to analyze the center algo-
rithm because.such a person is;unable to recognize which
parf of the data of the secret privéte-keY'Xn contains those
what corresponding to unnecessary:bits. In addition, in or-
der for an unauthoriéed cryptanalyst to break the

cryptosystem dompletely, the unauthorized cryptanalyst has
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to analyze the four algorithms, i.e., the center matrix, the
weighting function, the Fourier transformation {(integral —
transformation), and the random transformation, based on the
data of the secret private key Xn, etc. Actually, it is im-
possible to analyze all the four algorithms.

For generating a common cryptokey for cryptographic
communications in the cryptosystem, the identifier transfor-
mation algorithm including an algorithm for canceling out
the elements of the random transformation which are reflect-
ed in the secret private key Xn has to be distributed, to-
gether with the secret private key Xn, to each entity 2.
However, since the identifier transformation algorithm is a
combination of the algorithm for canceling out the elements
of the random transformation, the Fourier transformation al-
gorithm, and the weighting function, it is also difficult to
individunally analyze the algorithm of the random transforma-
tion, the weighting function, and the Fourier transformation
algorithm of the center algorithm of the center 1 from the
identifier transformation algorithm.

cOnsequéntly, it is practically impossible to ana-—
lyze the center algorithm of the center 1, which is most im-
portant for the security of the cryptosystem, from the se-
cret private key Xn, etc. of each entity 2.

For carrying out cryptographic communications be-
tween any arbitrary entities i, j, a plaintext is not di-
rectly encrypted using the common cryptokey Kij, but is en-

crypted using, as a key, one-time pass cryptographic commu-
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nication random number data having no localized features,
and the cryptographic communication random number data as ;
key for decrypting the encrypted plaintext'of a ciphertext
are encrypted using'the common cryptokey Kij. Therefore,:
even if a third-party intercepts an encfyptedfcommunicatibn
text, the third party finds it diffiCult_to‘analyze.the com~
mon cryptokey. Kij based on“the'encrthed:cdmmunicatiOn text.
Inasmuch as it is difficult to analyze the common cryptokey
Kij, it is also difficult for the ﬁhird.party to acquire the
information of the secret private key Xn of each entity 2
which is éontained in the common cryptokey Kij and the ‘in-
formation of the center algorithm which is contained in the
secret private key Xn. The Security_of the plaintext is
maintained as it is encrypted using the cryptographic commu-
nication random number data as a key.

The cryptosystem is therefore highly secure against
various forms of attack. In.cryptograéhic'communications
between any arbitrary'entities i, j, the entities i, j can
generate and shafe.a common cryptokey Kij simply by applying
their own secret private keys Xi, Xj and the identifier
transformation algorithm to the other entityls identifiers
vi, vi, without ‘involving the center 1 and réquiring previ-
ous communication between the entities i, j. Accordingly,
the cryptosystem is simple and highiy vérsatile.as well as
highly secure. The idea that the identifier yn plays an im-
portant role in genérating the common cryptokey Kij as de-

scribed above is similar- to the concepﬁ'diSC1osed in "Iden-

35

3

T T T AR T e - R TR BT '_'_:;'.r-:,:;n;.--.-'-:-.'-_r-_-'_-:._-,: e B IER



tity-Based Cryptosystems and Signature Schemes/Advances in
Cryptography: Proceeding of CRYPTO ‘'84/Springer LNCS 196,-
1985, pp. 47 - 53" by A. Shamir.

The effectiveness of the cryptosystem to which the
method according to the present invention is applied dis-
cussed from a more theoretical standpoint will be described
below.

In the cryptosystem, the secrete private key of each
entity 2 is generated and a common cryptokey is generated
according tc a linear transformation or scheme. Such a lin-
ear transformation will be described below. .

It is assumed that Xif represents the secret private
key of an entity i for the generation of a common cryptokey
shared by £ entities 2. According to a general concept for
constructing the above linear scheme, an f-input symmetric
transformation g (which is a symmetric function having £
variables) is arbitrarily selected, and the secret private
key Xif of the entity i is determined as an f-l-input transQ

formation which satisfies an equation: Xif(&,, « * *, £¢.1)
= g{yi, &1, = * *,&¢.1) with respect to the identifier yi of

the entity i where £ is a variable representing an arbi-
trary identifier. The linear transformation can be found so
that the kernel of the f-input symmetric transformation g is
in accord with a multilinear map (an f-linear map), and is
basically defined in a vector space on a Galois field and
generalized as a cost on a ring.

The cryptosystem is based on the assumption that f =
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2, and the above linear transformation-is defined'as fol-
lows: |

It is assumed that the set of entities belonging:to
the center 1 is represented by E, the set of the identifiers
of the entities by I, and the:set of common cryptokeYs*by K
(see FIG. 1), and that Q represents a commutative ring hav-
ing a unit element, J a coset of an order m over the commu—
tative ring Q, and K a ‘coset of a hlgher order h over the
commutative ring Q, the cosets J, K haming elements as m- an
d h-column vectors, respectively; If the commutative ring Q

is a field, then the cosets J, K are vector spaces  having

respective dimensions m, h. The order m.is.equal to the to-

'tal number of identifiers.

It is also assumed that R represents a linear transfor-
mation for injective mapping from the coset I to the coset
J; and will hereinafter be referred to as an."identity
transformation"._:The identity transformation basically cor-
responds to the Fourier transformation with a weighting
function (integral transformation) effected on the identifi-
er data, and can further be expanded so as to include the
random transformation, as described later on. .

Based on the above assumptlons, flrst, a symmetric
ch mnltlllnear mapplng (2-1nput symmetrlc transformation)
g: J2-+ K from J; (a set of pairs of two elements of the
coset J) to the set K of common cryptokeys.is arbitrarily
selected and determined. The symmetric Qth multilinear map-

ping g is equlvalent to a transformation from any two arbi-
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trary identity-transformed identifiers to a common cryptokey
corresponding to the two arbitrary identity-transformed
identifiers.

For a given identifier yi (€ I), a matrix xi having
h rows and m columns over the commutative ring Q is deter-
mined to satisfy the equation: xi- 7= g(R(yi), n) where p
represents an arbitrary m-column vector and is an element of
the coset dJ.

Moreover, for the given identifier yi (€ I); a 1-in
put transformation Xi(£ ) is formed to satisfy the equation:
Xi(&€) = xi*R( &) ﬁhere £ is an arbitrary element of the
set I.

The 1-input transformation Xi(£) is a secret pri-
vate key for the entity i, and is expressed by the following
equation:

Xi(&) = Vi(R( §))
where a l-input transformation Vi is defined as Vi(np) = xi -
77 using the above matrix xi.

If there are a plurality of centers, then "xi" in
the equation Vi(n) = xi - n is replaced with the sumﬁation
of the matrix xi determined as described above for each of
the centers.

With the secret private key Xi thus defined, as can
easily be seen from the above description, the equation:
Xa(yb) = Xb(ya) is satisfied for any arbitrary entities a, b

€ E, i.e., a common cryptokey Xa(yb)} = Xb(ya) is obtained

when the entities a, b enter the otherls identifiers yb, yva
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into their own secret private keYs Xa, Xb.

Even if a'multivariate.polynomiai is selected in--
stead of the multilinear mapping g, such a multivariate
polynomial is covered by the linear transformation of the
present cryptqustem for the reasons that“any'arbitrary
polynomial can be rewritten as a 1ineaffpolynomial-by an ap-
propriate transformation of a-set-of unknowns and such a
transformation can be absorbed in the identity transforma-
tion R. Moreover, some transformations are interpreted as a
composition of a linear transformation and an operation such
as an exponential function.

The performance of the linear transférmatién of ﬁhe
presenﬁ cryptosystem and the role of the identity'transfor-
mation R will be described below.

It is assumed that for an arbitrary transformation
A, Cd(A) and Ce(A) repreéent the complexity of a description
of the transformation A.and_the complexity of an evaluation
of the transformation A, respectively.--At this time, the
above transformations Xi, R, Vi satisfy the following equa-
tion and inequality:

Cd(Xi) = Cd(R) + Ccd(vi),

cé(xi) =< Ce(R) + Ce(Vi).

If the input (identifier) of the transformation Xi
which represents a secret private key is described by w
[bit], then the cbmplexity Cd(vi) bf a description of the
transformation Vi is expressed by: |

Cd(Vi) = h-+m-w[bit]. - .
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The complexity Ce(Vi) of an evaluation of the transformation
Vi is expressed by: —
Ce{Vi) = O(h-m) [Q-operation]

where O(h *m) [Q-operation] signifies an h-+m order on the
commutative ring Q and its wvalue can be evaluated substan-
tially by O(w2) [bit transformation), i.e., a w2 order. When
a small commutative ring Q {e.g., a Galois field GF[2]) is
selected, the complexity Ce(Vi) is low in level.

Therefore, the complexity Cd(Xi) of a description of
the transformation Xi and the complexity Ce(Xi) of an evalu-
ation of the transformation Xi are largely due to the com- ’
plexity Cd(R) of a description of the identity transforma-
tion R and the complexity Ce(R) of an evaluation of the
transformation R.

A case in which one or more entities j attempting to
break the cryptosystem use their secret private keys Xj will
be described below.

Obviously, to break the cryptosystem completely

means to determine the above multilinear mapping g: J, — K.

For breaking the cryptosystem completely, it is necessary
that the center collaborate with the entity or entities or
as many entities as the order of the multilinear mapping g
(which is approximately equal to the total number m (= order
of J) of identifiers) collaborate with each other. However,
such a collaboration is impossible to achieve practically.
The possibility of determining a secret private key

Xi of an entity i by some entities j will be discussed be-
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lbw. For this problem, the identity transformation R plays
an impor:tant role as described below. -
first, it can easily be derived that the statement
"even if all entities j of a subset B of an entire set E of
entities collaborate and the entitieS-j-E B usé the whole
{Xj|j € B} of their respective secret private keys Xj, they
cannot obtain any useful'infqrmation,té determine a secret
private key Xi of an arbitrary entity i in the set E - B" is
equivalent tb the statemént "for each'eniity i in the set E
- B, an identity transformation R(yi) is liﬁearly.indepen—
dent of the whole {R(Y3j)|J € B} of réspéctive identity

transformations R(Yj) of the entities j in the subset B".

Consequently, the security of the linear transformation of

the present cryptosystem in terms of the information theory
is reduced to the linear dependency of an arbitrary subset U
of the set {R(yi)|i € E}.. Therefore,’ there is a strong re-
lationship between linear transformatibnéland linear-alge-
braic combinations. : For evaluatihg'the secufity of a linear
transfofmation, it is:important to EOnsidér a linear code LR
= {z € Qu|H-z = 0} defined by a parity check matrix H =
(R(yl), * * *, R(yn)) with m rows and n columns (n = #E = e:
the total number of entities E), i.e., a set of codewords z
expressed by an n-column vector over the cbmmutative_ring Q,
the product of thg.nfcolumn vector and the parity check ma-
trix H being zero. It can easily be derived that the exis-
tence of a codeword z (E;LR).of Hamming weights s is equiv-

alent to the fact that the secret private key Xi of a cer-
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tain entity i1 can be derived by the collaboration of s-1 en-
tities 7J.

Personalizing the identity transformation R, i.e.,
making the identity transformation R peculiar to each enti-
ty, renders the cryptosystem resistant to attempts to break
the cryptosystem even with the collaboration of many enti-
ties. Specifically, if the identity transformation R(yi) of
an entity i is linearly dependent on the set {R{y})|j € B}
of identity transformations R(yj) of respective entities j

(j € B) trying to break the cryptosystem and R{yi) = ZCj -

R(yj) where Cj is a suitable coefficient, then, as can be
seen from the above definition of secret private keys, the
secret private key Xi of the entity i and the secret private
keys Xj of the entities j (j € B) satisfy the equation: Xi
= XCj+Xj. Therefore, the set B of entities j trying to
break the cryptosystem can easily know the secret private
key Xi of the other entity i. However, when the identity
transformation R is personalized, it is made peculiar to
each entity, making it difficult for the set B of given en-
tities j to find an entity i having an identifier yi capable
of analyéing another secret private key Xi. Stated other-

wise, the entities j of the set B are unable to comprehend
which entityls secret private key Xi can be analyzed from
the information of the secrete private keys Xj, etc. pos-
sessed by those entities j. Conversely, it is also diffi-

cult for an entity i having a given identifier yi to find a

set B containing an identifier yj capable of analyzing its
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secret private key Xi. Therefore, even when an entity i
having a secret private key Xi to be analyzed is identifiéﬁ,
it is unable to recognize which entities may collaborate
with each other to analyze the secret private key Xi. Thus,
it is of essential importance to personalize the identity
transformation R for the purpose'bf increasingjthe compleXi-
ty and theoretica11seCurity of the cryptosystem.

Varipus linear transformations can be selected for
personalization of the identity trahsformatidn R. Basical-~
ly, techniques for personalizing the identity transformation
R are roughly classified into two categdries. .

In one of the categories, an identity transformation
R which egr:esponds to a linear code LR that is a well knéwn
algebraic or analytic geometric code is used. 1In the other
class, the identity transformation R is personally random-
ized for éach entitj.

Accprding to thé_fgrmer process, if the total number
m of identifiers is increased for security, then the amount
of necessary data tends ;o be enormous. For example, it is
assumed that Q = GF(q): Galois_fiéld”with a primitive ele-
ment of ¢, h=1, 8 is ;he_&th power of a (logfB = & *log
a); and R(&) = [1, B, B2, =+ « - Bm-}]T',' and I is encoded
as {0, 1, 2, » * +, n-1}. Since this identity transforma-
tion R is not unidirectional; it is not .a strict linear
transformation, However, the identity tfansformation R cor-
responds to a linear transformation proposed in the previ-

ously mentioned article "An Optimal Class of Symmetric Key
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Generation Systems" by R. Blom. The linear code LR corre-
sponds to the Reed-Solomon code. 1In this category, it is-
necessary that the total number n of entities in the network
be smaller than "q" in the Galois field Q = GF(gq). If this
category is applied when n = 1012, then the minimum Q is GF
(24%), requiring a very large amount of data.

The latter process in which the identity transforma-
tion R is randomized for each entity is a process which has
been realized by the random transformation in the above em-
bodiment. According to this process, even if the total num-
ber m of identifiers (which is egual to the total number n ’
of entities in the present cryptosystem), there exist a num-
ber of identity transformations R which can be processed at
high speed with a small amount of data.

According to a process similar to the process of de-
riving the well-known asymptotic Varshamov-Gilbert bound,
the following relation corresponding to the asymptotic
Varshamov-Gilbert bound is obtained:

m/n + r <P (b/n)
where r = m* logq(g-l), ® is a function defined by

P (u) = u-logg(g-1) - u-*logqu ~ (l-u) logg(l-u).

In the above inequality, "b" represents the total number (=
#B) of entities j attempting to break the cryptosystem.

The above inequality determines a limit for the to-

tal number b of entities j required to break the

cryptosystem. The number b of entities which does not sat-

isfy the above inequality indicates that the cryptosystem
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cannot be broken.

It is derived from the above inequality that with;.
respect to arbitrary numbers m, b, even if at most b enfi-
 ties 3 collaboraté with each other, there exist identity
transformations R preventing the entities j from analyzing
the secret private key Xi of*anothe; entity i. It can also
be seen that the pefsonal randomization of the'identity
transformation R-resultS‘infa lineafly independent structure
while satisfying the above-condition*in-many cases.

Therefdre,-the présent.cryptosystem is made highly
secure by the personal randomization5of;£h§ identity trans-
formation R. -Stated-otherwiée; thefpersonal randomization
of the identity transformation R increases the complexity
Cd(R) of a desbription of the identity transformation R and
the complexity Ce(R) of an evaluation of the transformation
R, and also the compléxity-Cd(Xi)‘of a description of the
transformation Xi.and £hé complexity Ce(Xi) of an evaluation
of the transformation Xi, thereby keeping thé cryptosystem.
highly secure.

In reality; if Q # GF[é],'m = 8192, and h = 64, then
Cd(Xi) = 64 [Kbytes]. - In.this case, it is.possible-to ef-
fect crypﬁégraphic Communiéatiqns.between two arbitrary en-
tities in the:é#yptosystem including .up to 10120 entities at
maximum, using a common.q:yptokey_of_169_pits¢_ If a 32-bit
CPU and 640—Kby£é memory are:used at a.¢1oqk of 200 MHz,
then each secret private key caﬁ be calculated within 20 ms.

This cryptosystem cannot be'broken_completely_unless 8192
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entities collaborate with each other. Because of personal
randomization for each entity, unless at least 256 entitiég
csllaborate with each other, any information of the secret
private key of another entity cannot be obtained.

In the above embodiment, the center matrix is estab-
lished in addition to the weighting function and the Fourier
transformation algorithm. However, the weighting function
itself can be used as the center algorithm.

While the Fourier transformation is used as the in-
tegral transformation in the above embodiment, any of vari-
ous other integral transformations such as a Laplace trans- '
formation, a Miller transformation, a Hilbert transforma-

tion, or the like may be used.

INDUSTRIAL APPLICABILITY

This invention is useful as a simple and secure
ciphertext communication method with the common cryptokey
system on a network such as the Internet, a personal comput-

er communication network, etc.
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THIS SHEET HAS BEEN
REPLACED

This Sheet Has Been.RTlaced

]

.1. A method of sharing a commoﬁ?cryptokey for

encrypting and decrypting communication ‘data between enti-
ties in a network which includes a plurality of entities and

a center, comprising the steps of:

|

generating, in said center, a secret private key pe-
culiar to each of the entities by tranSfbrming an identifier

which is peculiar to each of the entities and which is pub-

lic, according to a*éenter'algorithm_which'is held by said
center only and common to the entities and which includes at
least an integral transformation algorithm, and distribut-
ing, from the center, the secret private key and said inte-

gral transformation algorithm to each of the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said integral transforma-
tion algorithm and said secret private key which are pos-
~ sessed by each of the entities to the identifier of the oth-
er entity thereby to'geherate a commbh cryptokey,'so that
the entities will possess the commdn cryptokey shared by the

entities.
2. A method according to claim 1, wherein said inte-
gral transformation algorithm comprises an integral trans-

formation algorithm with a weighting function.

3. A method according to claim 2, wherein said
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weighting function is determined in an unpredictable pattern

THIS SHEET HAS BEEN
REPLAGED

by randcm number data generated in said center.

4. A method according to claim 3, wherein said ran-

dom number data comprise one-~time pass random number data.

5. A method according to claim 1 or 2, wherein said
integral transformation algorithm comprises a Fourier trans-
formation algorithm.

6. A method according to claim 1, further comprisiné
the steps of:

randomizing, in said center, the identifier trans-
formed by said center algorithm, with one-time pass personal
random number data which are peculiar and unknown to each of
the entities, thereby to generate said secret private key,
and distributing, from said center, an identifier transfor-
mation algorithm which comprises an algorithm for canceling
out the elements of the randomization which are contained in
said secret private key and said integral transformation al-
gorithm together with said secret private key, to each of
the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said identifier transforma-
tion algorithm and said secret private key which are pos-
sessed by each of the entities to the identifier of the oth-

er entity thereby to generate said common cryptokey, so that
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R~
:

the entities will possess the common cryptokey shared by the

entities.

7. A method according to claim 6, wherein said iden-
tifier transformed by said center algorithm is randomized by
rearranging a sequence of data representing the identifier
transformed by said center algorithm, with said one-time

pass personal random number data.

8. A method according to claim 7, wherein said se-
quence of data contains a plurality of unnecessary bits, an&
said identifier transformed by said center algorithm is ran-
domized by randomizing the values of said unnecessary bits
with said one-time pass personal random number data and fur-

ther rearranging the sequence of daté, including said unnec-

essary bits, in its entirety.

9. A method according to claim 6, wherein said one-
time pass personal random number data are generated accord-

-ing to a given process of each of the entities.

10. A method according to claim 9, wherein said giv-
en process comprises a manual data entering process, and
said one-time pass personal random number data are generated

based on the timing of said manual data entering process.

11. A method of sharing a common cryptokey for
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encrypting and decrypting communication data between enti-
ties in a network which includes a plurality of entities ;hd
a center, comprising the steps of:

generating, in said center, a secret private key pe-
culiar to each of the entities by transforming an identifier
which is peculiar to each of the entities and which is pub-
lic, according to a center algorithm which is held by said
center only and common to the entities, and then randomizing
the transformed identifier with one-time pass personal ran-
dom number data which are peculiar and unknown to each of
the entities, and distributing, from the center, the secret
private key and an identifier transformation algorithm which
includes an algorithm for canceling out the elements of the
randomization which are contained in said secret private key
to each of the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said identifier transforma-
tion algorithm and said secret private key which are pos-
sessed by each of the entities to the identifier of the oth-
er entity thereby to generate a common cryptokey, so that

the entities will possess the common cryptokey shared by the

entities.

12. A method according to claim 11, wherein said
identifier transformed by said center algorithm is random-
ized by rearranging a sequence of data representing the

identifier transformed by said center algorithm, with said
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one-time pass personal random number data.

13. A method according tc:élaim.lz,.whe:ein said se-
quence of data contains a plurality of unnecessary bits, and
said identifier transformed by-sai65Center'algorithm is ran-
domized by randomizing the values of -said unnecessary bits
with said one-time pass persbnal_random number data and fur-
ther rearranging the sequence of data,-includihg said unnec-

essary bits, in its entirety.

14. A method according to claim 11, wherein said
‘one~time pass personal_:andom-numberﬂdata are generated ac-

cording to a given process of each of the entities.

15. A method according to claim 14, wherein said
.given process comprises a manual_data entering process, and
said one-~time pass personal random number data are generated

based on the timing of said manual data entering process.
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