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exanpl e, har dwar e and/ or software suitably

| t 110
config ul?rgfuenf ?‘%P{i&g E:I??' %g‘%‘qﬂf Hﬁ:e;rﬁga%t R (5O LBP RS- 6 Bor MEBHEDLATEXSK - end

syst em;gr‘ob@srs inkOdemMRts € 1¢ LiehithAl |lc%/ok b t@dﬁeseéﬁ&rnh@mke efRRdl AR earry out a
application server tier 104 suitably includés an application server 110

coupl edvarety of dnsativals yndef éhe wortgoldaf anstanrmofczmlanplroaeqserssonatheprammrbb 7
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7 gt wel GRS OB eROSHT SEOUOR Salheoacaet iventipagy bf jimpfimented

i 11255t rattRang pRAAARMg oL RFPLIRG L gaag@éucﬁ%ter@wnw deBALSPERDWth ehe
backend systens tier 102 is suita connected to the application server

via pr ovﬁémralaqrahmanbmmmplqme@tqﬁiawnbomye n@mbméwllj@f dapp SIrgctgmsx abjegts,
o ek e EABAALAORAEF Y G BB, FREEEShTEOR, B i ot 172
appl i capriesent $@ferifibn a9-employ any number of conventional techniques for data transmission,
signaling, data processing, network control, and the like.
30 It will be appreciated that many applications of the present invention could be
formulated. One skilled in the art will appreciate that the network may include any system
for exchanging data or transacting business, such as the Internet, an intranet, an extranet,

WAN;, LAN, VPN (virtual private network), satellite communications, and/or the like. It is



Referring nowto Figs. 1 and 2, an exenplary display 202, pﬂo&l%%@p%y t he

system of,. (e.g., a web page displayed on a conputer i.Lar
i ncl udesI‘idrj{'zg’g]%%i;t ed data 204 fromvarious internal content lbél‘fléz)é'f’(‘si 120

and external content. providers, 116 (Fig. 1). In one 10 enbaqdi ment of the
presentnqt?ﬁafléhqti @ﬁ,nth&grnw'eéed%@e@@megmgﬁ CBKPpryRY QhtstWPEHh SHER G #dre

intern ] i n : r , nt
pr ovi dar S P L e B o R P AMamERALE
or nor edavideesuthl ascondegbdard)r mousksr 8iodld Opersuntah dipital ntsgamt ddndiadld cdBgputerom
any e~,-ternal content provider 116. Integrate ata 204 canprjses, at | east
one it 15¥arﬁh%¢q wdiprthd ik SaniledgsibedRie '“P@ﬁ?‘gfj ‘p“HS%‘i%C%U’é%tOQ.Wllﬂha@he
enmbqdi j S AGLI Y, o ed
- accar Aaas bt B EEenBndt ot Bl Bh YA ke MRS CL
at t he lilespesimg\aayioptrtingkysementieanaby casipent WindowseWsndies BT, Wiidows

syst em 055 VEdRva S uBriaRe Sl Dot Bedbariath BAIN SoraP kP dfce.
Aut omat 6, REA LA HEME iSvenBioR Y$ hieﬂgedii%tchés&%edQIeré}n %@Fb@ﬁ% RhSek@nidd Shith

system 126 20 wthout the user system 126 requesting it, Tor exanple iIf
user syBCRAP radniuwmicatibponmioiacalsd, it illohe wedilywitderstdral thetithé amesntionchostdrilsd

Average. |n one enbodi {1 of th esent inyention, one or nore.internal
onPent i BUFAEHET 15658 T LS O QNP OSaDS! &F g BT B GHHEAET on
(€.9., RunGeHsdols SMtadePNMe dydfdh (ddhieiblathd BRNGdeAlsalenNstt tistithfdn OF adine
like). Typically, internal content providers 120 are 25 selected from-a

sui t e dfoosler seresss of finfosmatign myer ainyi metwprkahavog tsemilap fandtivenkty1 described
exanpl Qe @y USer may choose to display brokerage sen~ices, card bal ances,
and 401 K 8ccount information froma list of available information nmade
accessi bl e byh@céhpaitfe @hits ey i JeUbdbriRcte@ W ils RMbther VR 4 G fhmEeRhesH
provider 120. In one enbodi nent of the present invention, each site
agdPegaesworket Woe ketvgsk snay2be apublisanceworkaand assumed e bd insecuse andveperptr t al .

Portal s 30 be configured tp.provide. .access to conteni and functignalit
cont or B BRRRFTE ot bS] eBhAieafuRRr R ndchofip el ps b bt WRE! 1Y
obj ect im@snet THIhistddBteSY Ih8 BbAPEREHAY dr quihBotiieesBbcted 6 hé el hivdl ¥
integrates public and private data into integrated data 204, which 8 11
Jul y 20@38es/\/Epy instapge] Ax3cysgTnesseampyter map ampley 8 madeadtoacesionaldy seraerct 26,
for ex . i 128 o] Qi tal  di -

wni oh rorpe ifteibel WinGIhe B Lo GpRRAS Ao ORRIE bR £ bSMBnelicBlth
of 20he tpr theeinterndty Spedifio, inforthation | rethtale & thpraaocods, stirmlavdy; | aad sappdiopiorent s

il b /i ded. | icati S As ioned briefl. ,
s
t . . i ] -
trer 1080 aR FrrnE AT e RSBl EIRP NS SR SR
appl i caRR@IDCDDS 2958y eIAVAD Qa3 ETR\erous anthotsy (Sybek 190AE MAEBGRATPRAE AND
Cont entERT 4% S GRREE TV DAL EWBbAORGR, 5 RHaLRL dries ARG, Al
gengr al ,AaRRi1eak iaférhegﬁ;\xg\flggoréggtég&% h@ﬁ.@nc]eava Server Pages ("JSPs") and

ulate f

JavaBeans to pop rns w ocal databases, client/server
dat abases, alibe Ispgjamy miast deasetmbiyo cagmed somdtworkl wiasdate dinkses durvessty 06Ps

eneol e SefEhoas]Sol SuELLRSH NPLY SOPRRRLSe i B I R bl ress
devel ops@nSd eNSoaRSLbA tohen IBRrsReSHice AdoPRiet AIP) S Uge RS 1RPSas Wi ch

are HTM.I i ke 'and can be used to access databases, and reusabl e Java
conmpondpypeallBuckd 48 ®enedtionswithdstdmdeaBaaodem Eomnfumidation, icabler madérmon Dish
regardi ng sych t aj e r exanpl e, AS. KASSEM AND THE . ..

NP ERPH B oA TSP R TRE i EepRp S ABHDREA B WP TP Pavmzigation
PLATFORNbHEMT SRR ERlch OMi4R000) et Wit aNBEA ek HERNAY! @12 Which
reference. The web forms, including, inter alia, Java applets, are exposed
t o t he intasfaces formpiwenk vand leased line (T 1,Rhste).r Bethtdorouerticatinn mathpdusre 78k t o
a collection of Java Servlets. Java Servlets are then transferred to an MQ
Series connector, a TCP/IP connector, or a JDBC (Java Database Connector).
Data then travels fromthe M) Series connector to a transaction server and
then 25 to a | egacy application and, subsequently, |egacy databases. O her
data travels fromthe TCP/IP connector “to TCP/I P sockets and then to
client/server applications and, subsequently, client/server databases.
Still other data travels fromthe JDBC to | ocal databases. |In accordance
wi th one aspect of the present invention, Java conponents are suitably
created to provide HTM. authors with conponent nanes and attri butes,

- . ”~ . o o - = 1 TR AN T



be associated with data el ements, defining when the distri Bbley 2Q%tem nmust
expend tQ @ﬂql onal overhead to nake a new call to the s!yr_(slt/ggﬂlpﬁ)( ecord,
r at her than usi ng a previously cached set of information. in

the contexrt of a credit card provider wifh a rgwards syste if i
known t Redw™i gtheest, @pdwé%pf’ve# éhdr vsiepophstandard teHpySeforfes 5 Hﬁﬁﬁ"ﬁhﬁ%en
an addi ”gﬂh@ nGURH: {@o the cached
dat a ISU:N%'?E%THG %ugkfafr%\r ovi r?gﬁlp)cgtr%f gr%@h@%@n b g?aet%n&] ET%Elte%eferrl ng to
Figure |, i nr@uceorldlarm&omdpmm)rtdocﬁcrrﬂmgramqiromﬂmghm pwesmv ofnue rikemplary

personal profile data store 124 is con ected to.a |cat|o server 110 and
i s conf PEIATRY FGORBBPEOHAN e ﬂtnﬁé)dégeﬁrar @reaentﬁ%‘?‘%apk deib o3Pl thendysien

Speq fi I Y n W §AekP r 6 dat a
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to as " hppictation seecpnest $04, dawaldsmgexrtemqu@étandrmghannubmm The backanpbesteihe
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user's dat}gO storlg g

cr edent P8l 0% Hitably CREIPTISES fPRAMINS QOR QS Mors FYERal SoH et PRI Al 4oy gRe o
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in a pelbondaclpesteidaé cdateat ptavider 124 amideachaster ird qonffml: reovider w) suitably
dyn cal ate a custom zed page. I n aone enbo of , the jnve

o (BT ¢ Relutist £ kFacBS: 807 Bk ditre R ptrRe OE0 P LD it PUbIRARET onal
user syﬁltlmi,ﬁ@mgﬁ%%g ?phé@[éﬂ et aliases may be used to provide nultiple
i nstances of a sen~let tor each request. The functionality of a servliet 20
i ncl udes, foffh@xlatﬁwt@a% devicentprahel backend mb'ﬁglnarmiéhbib ey M obdgfe storage

cont ai n| dyna ntent .based.on the natu sterds 126
request ! e‘g? et Thgs feg"’éPP'f‘ rPBIIaICg’ﬁ aIrlj'ITR}I’_J cHagE gﬁ IEH“ o t:ng TE%%‘P"%a‘??‘%e
enbedd eﬁotdﬁe%ﬁocﬁ?&ts&hh’@ﬁaﬂ% s@&%mﬂ@ﬂ@hﬂh@ GhﬂaBQseWxﬁdliudB Dﬁ’? l&)eIIYMe(tWhlte
handl i ng connections with nultiple user systens 126; filtering data fo

spebi al Plsinse 86%), gy sefctheadniahag dredivierwilohle Hpm Brasls Goiporetien dﬁcpci‘@aod
t
et ot - Rfekar AT ME o PR MRS By SRt Co P RRIH (Rl BPasp o0 BY Ry O

provi deothae dﬁﬂaﬁz&'&:l}ﬁﬁéﬂdtt yl)sréb@apbapaé lo@ghnmawﬁran;l&namerﬁl@ﬂ@dr mcafdMgmes
data store 122, and personal profile data store 124. For exanple, in one
enbodi me#e tablesspmlopku tahlgss A sacatian oleferiaiindia masebe accpimplpbad Wireonshawy t o

f ul
ol mr 1 & by aiocRtion LecBhRBERAAN agd tadkBed 0 aft SRk Ao IR Ao RBRRG Ry |
\r]] ul 2(;0 20068 actac;h:lﬂlshécfﬂf@ﬂﬁaﬁamtﬂygiiﬁf Mﬁ@m;ﬁﬁﬁﬂﬂ%ﬂAl{tbﬂﬁﬂlG(@BSOMloﬁﬂeﬂe&/lﬁnqlﬂds Zna§t8 any
ar awar r SO ware sulta conti gure (0] Vi servilce (0]
net\/\orkg’lﬁ SkupRle 1 ga E f“%éé 7 Hp1aDasg LRergs.¢ mﬁﬁl%@d/‘)r the

| .
app lcahLé)nTﬁgaggs&%t [Psteg ndy ta%c%cbl:h?hﬁ@d @Hi%%’dsn@‘?ﬁi% Mtfoﬁ%!r%samﬁgreﬁrz

110 i s connect Vi a ata connectio to web serve
Wit hi n u$ing actkeyefiald? inieach kfethe Imamdaturdanand reatler datprtabkesr edl “depdhldent

f th t t | et
Fr amowoPRUTGR (e dAPHY S5B1 B6e1 BRehiivel Arenerieg Pefinebpy HesBunted
parzgi gpyr é&n{ﬁé‘ta' QReHh ak@VRay b dedlg SAEITR Akdy ABRAH I HTEthe RrsB@4tY 't%‘le hied @
server side conponent, witten in Java that 'dynam cally extends th

funct i othl setqndoclataateﬂ)& ved thsewy detagatiies mnp thenene mergedtamthesbasistpfshbe vkass s |

senc: Lodeta bt et v IS pRoBHETERIbeHE feTbponnsEge ELKY frdaneren e >
net wor Kl as@r seyaat@m;aﬁlsﬁﬁef&a@y RIROMRS. MOwWRD, §4h \RleslHaAiddSinlile tﬁsﬁ%@r

112 sends the request information to a Java servlet. The servlet can

| oaded amldqntcabgauaynmfekﬁytﬁr@dwpyatsathe(merg@ byoasiag ASTRIBRfobexampleed t he
fir tlmsausrsstem uests jits 15 ervi.ces servl.et

dyrithi cal Ty EaPiaesY ST AL8 SRIS: bk, BN P OB PO ostheduin by
utili zi pehceéshPessB@dsVRomlind teSRYI&ffer tiehl0dnagb bkt @ldasRte i der] VR -FRED| ed
applications. The servlet then passes a response to the web ser<~er 112,

whi ch spartisuleri ineamorrserlpackubedimeat, upplicatips tservier 26T 104 saitelly ynondesadtivar e

d/
o O ERTRE B DS e Byl BTN PO
Enterprise 450 server can be used, equipped witli one to four

Utra-SPARC- 11 processors, 128 MB to 4&5 total nenory capacity, Solaris 2.6
operating system Netscape Enterprise b Server. Network and User S ~ns



25 According to one enbodi nent of the present invention, wehJu¥2083 1 12 is

conhect eg,.t work 114 via a web/network connection 128, . 14, in
turn, i§ggé)2/r‘1’2§lt"ed to one or nore network user systens 128?%@’%&6(&

enbodi t of e i nventjon, network user syste 6 acce net wor k
Tracvi Fath ot Areat. ShebirptitRiey oifi R AR AR DI, ot MLy
users MRYst@RIOSELIRmMESS @86h BRIWRI kodbdt MioRider T @16 GBS Hackiel, sysienagiist er ed
30 or opted-out networ k user systens 126 nay be provided a default content

page wHiOghis syérbly yoomaeaied 26 theappheation SSTVSRiVik PAREESHRSi hEP.t #ndt pashy internal
preference ich . ecor L S | -pmef fore
125, © nconieat RS TIEF SR BT St e RlocB o BB R 5 B0° SEPIRF pfiBieRel
pages fdafa bR TWand geﬂsmﬁl ofiRb@its JOrany aFd Asgistigatilieo0ple o Applidationl 1
July 2003 CVO 1121013?3 PCT/ USI| 1/ 201~C3 presentati on. Techni cal and desi gn

st andarsegerh}0.be comuni cated to user systems 126 to facilitate

custom zat i efforts.. Ei.gure | S_an_ex l,-a een shot. of a_ personal
Wb oit e or SREHTBEES BT S 25 eny SBey £he FRaBER o e SxRRERS T <
screen ROt (d gcd welte pagendieglaféEen 8abapdRE mehitbr)dinelirlee itsgrafedldbd 2@ #aima and
private data, Public data on the screen shot includes data under the "N1Y
CARDS' vAE@eS Hiernafqoatenh prordersilgp andertesnal gwntent gronaesrid fi (5ig dlari@sontnd on

aPRloY! AAImERUNEL pFAES 1rRBMidIR ifeb AR add 204 M P LA ahg3flli%neSgoW N9

market T ndex graphs: I'vate screen s g. udes
dat a unalse ihfeenal MinteAGREOUNESR' 12(kagd data froms londi orgmote extatnabadmetgaovidessent
paynments and nenpership 10 rewards points avail able. This s¢reen shot is

for eherfl arferpaipistis dafesiatsa daipdOfimay doriveeonln dom P8e AT HPre AYEwak ROPFRY i n
the art, fhal-samh "Wk, %tegm r&?{d 9?2 £5mPHR 13RS RbhekAL ?r&lﬂtﬁ% y be
em en~bodl rnents

accessed and viewed on a user sys 6 according to variou
of t he Iptegedd datn2@®htémprisesnt Basiarmddracofpublicaam anbadeavenhe némtdferivassent
i nvention, securitg for users can 15 be created through use of a 2-firewall

i nflPastdatfet I 8¢ &M edla&nf,ilemgaatwﬁﬁﬂ%@&ﬂd&%@ﬂ&%}arfgc%gqt%atic yrhBPatsdeinude
an | nt %E@ha&der@,}e@&%Sg&sige%pmouﬁ?éaueﬁy,W&@&{@@%Iﬁ@n@%@im the epe@ian

intranet tirewal connections Irnitfated network user systens 126
are prohteotabdr bxtemal tortentnapviderselgd ér Hét Intemcimet wodadting Téfeanth pelbng aataer

112 and. by .an intranet firewall _between web server 1 and applicatio
sory o ioth SRTES B Bt SAeR. 125 D165 36 “en e oIeAZs SO oL R
thr OUQ*baPan@fPWu@cﬁﬁatﬁ‘;vgaro%%é%fe}él% hdnth P8 80F bE 8tdaPDstBRE MLRRBr WReREIGer

112 and application ver ~110. Ba _ken&' systens tier 102 of enterprise
i n26r mawitlout shestsensystem ohdcdenquénting it Sor peaniple nfysearsystest B2l avdemeticadly i s

sui tably cqnnecied and protected the Intranet firewall. 25 Exemlary

pr opes#ﬂlaﬁéjgltg%esﬁgwc’gﬂﬁ ﬁ‘zg’f‘ftﬁlﬁp%(‘i"%r\?ﬁ%ha.rt/ar chitectural diagram

depi cti ng anneneERRdmeMSSeme hedschiinoaitdhi Be dakRré (RBNMBEIRME HOWdeRs t o
forma web page on a digital displ a\é as shown in Fig. 2. 1n one enbodi nment

of the 3Peinsidei n\psoprictary dhfasstprit efrast PigaAniGRtiem (8.8, s RoeeepY.i sHeedtional
appl i cat | on: Se e hcidt RuuR SRR tneP %) K pfalig, BhQhS! LoiteR HoPREROTA are
25  selected from a suite of services offered by one of internal content providers 120. For
example, a user may choose to display brokerage services, card balances, and 401K account
information from a list of available information made accessible by a financial institution
corresponding to internal content provider 120. In one embodiment of the present invention,

each site aggregates network users 126 to create what is referred to as a web portal. Portals

30  may be configured to provide access to content and functionality centered around common
interests or may differ in their focus and objectives. Thus, the system according to the

present invention suitably integrates public and private data into integrated data 204, which



30 preferences data store 122 (see Fig. 1). The conbi nati oﬂ1c)f-"ya";98r?‘i cation
sefver 11 00{;),@{3?9nal profile data store 124 and personal 2%@;/55&%%& dat a
store 122 is referred to as an application server system 334 'In ﬁgure 3.
(I'n Fig, web, server tier 6 s not .depi.cted in order to sinplify.the
G agr ants FapsA5et 38D bl (otod sPompio s HEAF i orRiiestoln B el
wi t h ongisplah @02 Neaidtweich rbffechy £8&Work MeEBhtéRrendsnet wor k user begi ns the
process by entering registration/authentication data 318 in response to a
request frontapisgithas Boenseraverviay Of thenprepans ivestien, adetetedhdescupfiamel is
stored in. refilg utility. A personal profile utility may

i ncl udekglo@g@%%gﬁ%% ‘ﬁr“é)“ a éo‘élfi%%{e 124 andlor a personal 5 preferences
dat asstore andl or any other suitable nmeans for storing and accessing
personal profile data. After entering this data, and thus registering for

the fir&Ppli¢ation Servesl e aut henti cati on may be requested, including, for
| e, i X I t |
oxam < vt ok it 545t SMARRRLBULSTR R BRPRIBIALt B g oo

al | owed suitbBs soffipuned 16 eirvédss dedsapes tfhen pindviodeich Ssepver etief Fi @ add badkdend
aai ot her 10 enbodinment, a certificate-based authentication nmay be used,
wher ei nS¥tenEnEer KBndn @sperdpnceabisls opg epbpdigieat optlyy presenddnyendiony pplisatiemd
t heygertlific i i fi i i ).
A SO B dr B3 o R BaEhtpBeinoBimrblngaog HBE Tl YT 67
syst em areetiqyr of dpdaggictwhetopgde soriténbincadcordaned With dsiendrhivadiyient bfethe ysesem of
the present  invention y.al so provide a | ogin-bl ocking, caggbi lity after
unsuccedYPHHon. ggngrabanrlicatian sqryerily Oyéflzah{fwﬁ W@&Fh@&@?s @p davaBeans
aut hent i j i J r
excanpl ¢ EuhaRhe 08 By D) S v RS WL et Uk [
These | ewesssnmitijie sbevebassoiress. sififiat driahly dbelapeer tk rifastivety ctpazste IITML
pas rd, .sonet hing the user. has, such as a smart card, and/or so ing
{hel lise Foding oy herusdiess ik Pieb RERY oF BPHERCEF: TAIA4OBPAHES 14 EviENE Do
under st gag de‘%@lbg@d‘ 8xteftbibn®fo ﬁgﬁtslﬁ 9?@}1%‘@&%&)9 Ehé?finél{li_éé E?Iﬁ g ewhRY kS H]QfM@-O

security mght be enployed an a y other reliable teechnol ogy for

provi di hige sekeani teyused to@tewss Hatabases, ayd reuseble 26vancoympanentsesiichRs semleaspide, a
conbi na igﬂ of different levels of se .urit% rgﬁ%t 'n\éﬁl ve a arhﬁ with a
magnet | (VEPFR- afl ZVIERTSORIMAOR 1pSaTiBg SR dithitse seo. Si0E F*aTples NISHFAR th a
ATM car gassi ARS TRENQEERBRGE TEAM) DERGRERMENTHRARNE AFPLICATNS WRlH A Riva

network user system 25 126 defines an identification code ("user )D"),

whi €0 i & PLASFORNGr ISTEREBISEEITION (808Q)ewhichas batsby riagprporatadi yhreferentsnpllat e.
Repeat [ [ r-systens,126 aut omat | ly. r j erved
w eh tnaes it MRt BhaT R G (b O5, BY VBT FE P S BRLEF i fRE R Y0

t hr ough trhifervgiethodughodléivasiond JSPsibladdolieeidinel REY -Scddefs. Ined Sedlelfre tBoh al SO
log in via renpte access recognition. After login, user_systens 126 may

modi fy PResferred tmen Mk Seres gonnssier, 10 hsewestar. and H2BGUHEVE MR i on.
ser SY@E%%%;&EDH&%E&&M&A’ Bok L rsr%ggs;@g@gaof bo 8 FandaBfLE <dGHDLE (G €SS

code (' retrreve prererence one enbodi nent, afte
regist erd ndegdacy applivatioasand, fsRbsduiily, MRER alatabasdse Ot aléid eravel Gronh elienor K

gigr arslé%’Fgg/rEP]-czognéc?orptl‘cwel"sgp/tEegocvl\inettsr;mg tk\llg?lltg %{{gnt/%gr%%r fal(::t)};licsa iglgsee[gdt Su Isgctlure%'ﬁlly,on
client/server databases. Still other data travels from the JDBC to local databases. In
accordance with one aspect of the present invention, Java components are suitably created to
provide HTML authors with component names and attributes, wherein the appropriate
30 database administrators provide HTML authors with the name of the database to be accessed
along with table information.
An additional feature of application server tier 104, according to one embodiment of

the present invention, is the internal “smart-caching” of data. Smart-caching allows rules to
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condi ti ORsg oMgBhs Systenms 126 conplete registration by provjpé ey mation
for the personaF profile data store 124 and nay select a m%/%g%léé§§% bility

to any @ vViee kST et ] i rifi
rog; o1 rt ERCARITNAR afe RRMELC! @k AR 15 HBRAF L IS bR dhe
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the system nay be él.d:)Ot ected through at |east one firewall. In one aspect of
the i nvBisYioBHy caehadosig)of gafosmations t Fprerkample, 40 the, sentents AasTRdip cardn oylst
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i nf o mambothlyf, vdrenpet sddiabnad reduebtefotl aéveards data 14 2hde avithimmlye ponth Sescached
exanple, informatjon may be used for 10 G’ji recti(g% mar keting efforts towards
specifiéatﬁlésé'ﬁt”@‘éiém’ks1@2’69‘“‘?&?%‘&9%}3?%? systeaR 1gde, user information may be

retrieved fr E‘feﬂ%ﬁ@‘g@% 9f iy &cgﬂ%gtﬁ%vﬁﬁ %n%?e%nlﬂ)'?]ﬂ;ﬁ?e&i tﬁ{e gpésgmhil%ﬁ"}n

messages, offers ot her sui e marketing nmaterials are presented
t 0 userpayaiabpofile @atdstosdl Dhist doahedted oo apytlication Senvet ai 0 wnd iintenfipgulred 20 and

external 116.content providers may custon ze fhe infor ion they provide
to net werRoNglgs the SKReRCNTe O nphwark Bier u%’éﬁe’DfS{%ﬁ?ofﬁHe@ﬁlgmﬁber iSYHEMTIZS 5

cusigom ' j j r i ' e [ nt ent
SokEr, bk, 5A0PBLShas ) michoRsTSRa iRl Ricdilon L
credit BSunhdrequygsthers heferred pecisatbimlegtrequestaineBindorg hajudsts snayf idchate, dar d
during a tri hat the card hol der has .pl anned for, a_given .city. Referring
agai n t?f‘aﬁipé‘g egusefifefieia %WRE%S‘@FS‘F%p s n}eél&dslofeﬁ“iﬂﬁ‘?nﬁqmynv and any

aut hent ie@dnrialk &9 Hahéntizdfon 2ARKHA pRIFIS @atCEtofel 924 hdPRlckival kiaye;
system 126 to access both transactionhal assets 302 and content assets 304.

Tr ansactequesiland ssessessiRkemhfimctenshior k2 wowpaeplyt rlamsecmbnsn&@6thernystem
busjnes artner tran ti ons. 308. Conpa transactj.ons ;306 are .

Lr alis actPBRESE YEReHLY 153 PIHNE it Persgl @Rtip fath He 1220mdaeasibe duogpaithmany
t r ansacfol RREmIAGy TPate acé{lg,tg@igeag,@%@cti ons provided by a credit card
conpany, such as checking a credit 25 card bill, 401K plan bal ance or

br oker age achogne espbodiment B sthedssentiont rder tthermpabcitons isdsdad,eassemletr

' ' by ,: I id | 6,. which bysi
par 1 nor Supse AT R BRRRE ritih 335 Rakor Sevi et S Borhl "

ai rl i neprovidéehsltPle ShAGkRs OT 4 is@flet PN REH r@pRal S TRO4uEQTHNAIISL of QNRRRMEL
content 310 and busi ness partner content 312. Conpany content 3l0 is

pr ;A deiachygles, rfoe remampées rreatingpansl rerning2en gntirerblIMD page| apataining lynawic
e T e o
news i tgige driTMRefrhgmsntBuSciievdtifedded e ah kefsting POINIE, fapentomeatfiestig®m

14 with other servlets; handling connections with multiple user systems 126, filtering data for

special processing such as image conversion; and providing customized processing to any of

25  web server’s 112 standard routines.

Any convenient set of hardware and/or software components may be configured in

order to provide the functionality of application server 110, personal preferences data store

122, and personal profile data store 124. For example, in one embodiment, a Sun Enterprise

450 server can be used, equipped with one to four Ultra-SPARC-II processors, 128 MB to

30 4GB total memory capacity, Solaris 2.6 operating system, IBM WebSphere application

server 3.5.
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11 July 2003 V1' O (12/ (11323 PCT/ USOL/ 20(~G3 I n accor dance it 20R2

enbodi meng. % present invention, transactional assets F S rough
a transaﬁ?% /gfﬂgggregati on utility 314, which aggregates Er)ﬁlrygg](s:/t(f(%gal
assets M&I i cation sen~er 110 may then send aggregated transacti onal
assets i ther personal profile data store |24, a security services

utility 328 ayelnts&QBt ¢nt iBARUSIRAe andlbl IsbA¥a3Rhitablys SorflbudsC Ry panbge Wi t h
one enbodi nent, content assets 304 may pass through a content aggregation

utilityvBheserniggr mgacehrkomeerystassel 36 30d/care itenfacsemtitht oetovonk ehl4 and

managenent,. ut.ilit O kn .accord 1.t h, one,.enbodi_nent,.qf. th esent
vent: Shpichlibnstet gzt G AESGLGPaGRublt: 05 ETRR SRR Blip i eB i

316, 5 basfda YRRAbIE fHatal yRRefonaBRetio twebbserb it BIOY dithEh thEOwERKEmEeNals 1bESiIAESS
partner content 312, for exanple, may be aggregated by content aggregation

utilityagiosdangsi whhrmpraferred ewhodimenhpdribgreseat ientisyciehsemebMahBess or

any otlier, sujtabl e coptent r Lon tool. Trha ctional asset,s 303, on
the ot her isihls BonfieitAREhafoR SRAVbE Appiions HRE REBIeHAE a RERRLRePoieng
execut e@afaylio aRPhictbbh@NaliRe -8 ab RBmpRryebolRietOh sei)etok NEEerSYl bide! e
server. According to one aspect of the present 15 invention, web pages

i ncor porampereritnwatiaain fayat dat dynamipilbsererds the fingtionalits mf antsrvege fentlets

41,00 oS0l B, 8B, R M5, FRSShgE A0S, A5RRS RN S Aot

avai | abk®ukstr apdclesgoke aeniyescover kihegnéthvopkighld @ns e¢rabddichent @ffsthangresent
on-line.reference maknual is avail able for custom zation qpti 8‘3%' 20
WeF dothp seEeg di 2

Accor di HY SPBORMRIHEFK Hass eyt | niendh peivanesh o Hissi 7es Lirian
control <L 1BRNEENs: Bk 2TantRoRL C THARRIAVEI 80U e ARIMAIdIYSer

systens and extern 6 content providers are provi ded
w th a sthandibe dpplatiamisionded @upaplbe loadddetht firg tinea sigat uteantl@rquestests to
comuni cat e technical  an desiHn standards. In another aspect of the

i nvént i 87VicESsef o perylst ﬁm@@,yﬁwe@ésas%p% qeeRdiRg 40 o UFSTVELTIRArS to
mai nt ai t QpI Grid): 1 i . e S

i nventi gcnq%é%tr ggsgtggﬁs%thﬁc%rgérﬁa???yre%dshg#bvl?ﬁgﬁﬁ% h?%ﬁ%ﬁgi %%ESES%\ e@)%Plggi ng
appl i cagpplitatiohn Jivet feevletadipe phsses @t @Epase conhemebi sermreki@ntvducht lsemisgihe

links to the provider web page n one enbodi nent, the system provides
suppor t fﬁsgpnﬁer%gégﬁ}eoqu{ 55&?%{ ]e%gt In another enbodi ment of the present
invention, clA ¢hri&}'FHNRAME R0y sctiiare Todipdh@fls 3yl bk @nFghRans!implement

preferences databaSe 122. Cick-streamdata may deiive from content pages
32020r theafuseidonadityn bf palesrve2ll 2a dirgsaniplyy imonreembedimesbra SpeEnterprsd ¢t on

t l'i ck- st dat a 320, 322 .data f h I fil

124" may SV ECCRES Pals FEVPRSH T4 20 TR CoP e RRC AL Peosaf s dBockcB ©
dat abas gtdi3Bemb; éﬁlpdé‘i'(t%){iold:ﬂfﬁ BBrh@l SM€dn aSetsts _éEiaérﬁ)ris;blw&bllSh’r\%Qm% 1'1' O
02/ 01323 PC T/ USOL/20Go3 regi strationl authentication 318, transactional

assets 302, content assets 304, and click-streamdata 320, 322, after
passi ngliett]&,ggglgdngergg IR e conponents of the application server system
334, is T - interactive presentation service 332. This
intefacti ve pARsalihgitd ofc s@bMienSSithe praeit inasdisal eebndiver 1321 vamected
suitably configured to create the 5 | ook and feel of network user systenis
126 webiajuegwork 114 via a web/network connection 128, Network 114, in turn, is connected to
one or more network user systems 126. In one embodiment of the invention, network user
systems 126 access the network 114 via the Internet or other global communications system.
Alternatively, users may choose to access network 114 via remote access. New, unregistered
30  or opted-out network user systems 126 may be provided a default content page which user
systems 126 may then customize according to their preferences, which may also be recorded

in personal preferences data store 122. According to one embodiment, user systems 126

may customize multiple pages for viewing, including labeling and arranging the order of

11



Figure 4,is a flow diagramdepicting in further detail an é&éWﬁPQP@ fl aw of
i nformat,, ugh web server 112 (Fig. 1). {In Fig. 4, i i server
tier I04%?gnhﬁigshomm, to sinplify the diagram) The diagﬁgﬂ#%§§%P§§s web
server 112 architecture, which utilizes, for exanple, JSP integration with
ser vl etP&eseptalion o rheplica) aad desigmstrdndampy-be corgmympisatsd i user tystemsel 4t ces
createca.: QnN: Lqital display 202 In one enbodi nent of the present
invent#%ﬁﬁﬁg%g%%ﬁggggﬁlgz ansferred from backend systens tier 102 to

ei ther user Hipofeid 8 aacsesplape atredd Shavlof a pressalgvely sisetreared aéddrduigator-dndP
422, wherein user_profile access beau 410 can be any form of perional_

prof i | Embodyner offthe Pressl INYERHGY. o ThiscEeseenyEoh luchedes; integratad et #4 St to
a pees ' : f | €,

i G ¢ ity B P3G AP et g, WhpRE BRIl Qe R ARGRAOPaA Hlder,
r equesttharail €ARDSIT headirty, offefing more afagnatgpnsar vdrd enehitierklsp trewasiyiantiach t o
presentatjon hean 416, a publjc data acg ean g.or _.a private data
access aBBlé’h“gtl ayother rrard, taﬁga‘{%Bn‘éﬂdge oﬁ/ﬁg PSN}N#’ deading,y shapung mgkete
data a g 411%, e f Wble: e g LGe i wgte

dat a agﬁﬁigﬁggn’ 42 aggga%eoxg%e fsg{erlgnhg))s 03;‘&?\/& e %@gﬁgpétﬁc%@é?n or \rrﬁg:li on
may al SACEOLINDY’ fheading, \wstudiag ecurrenti lgildmmks dresphiapaZ2i2ntso abdclemblesiiigt ens
ti 102. Such.inf or, ion may pass directly to user profile access, bean
2180 andeaes R%ntﬁawg%ie-s%tsewepi ot iporexgmpfary Jpuzpoges leyeraﬁatlr ve{lybe

i nfor I LA E ST I j A eSS ess
bean 413 an g ot Sah e e S0y MRSt b b DR DS

i nf or neElataomay be abwessedent! viewddanmkenskr sysem it 6taceordin@xowiasioXdvembadiments one
enbodi rTEnt web 25 server 112 further includes a network security service
442, 11 %P#ﬁ?l?tdﬁ"eb‘a%'i ng between user system|26 with digital display 202
and the varigpugc6RERAGIH DndlenbBBik&l \HBlthe presti SAVAINRY, SROYiSy fdFseld £t be
required to pass through network security service 442." Figure 5 is a

conbi ndei oreafed othrolighgnsemofind 2irewall einfra stabictaticag Mones paticwigrinn wehérepl

t hod of handljng inf tion flow.f lient,.tier, 108 to back t
Trer 36omB0 A 2 mh s ByesoEh it 540 SPBShTR st oRb Iy ogs o
I ni ti alihgtud@An kltFhep Giséw APt ThE§URBheloBs lisitihtel thyah&fofif @BRiClysRiMs 12@hrel 08

to web server tier 106. This data is tlien encapsul ated within the
pr esentpadtested bsiyparntgpst fiscwallobetweenaisweoss Vb4 and web ayser MReandrifyoririitianet i s

then sent vj n_ HTTP post tqQ application ser—~~ tier 104 faor 16
11 ul gl b Pes ot P TR A BB PR o Reho Rl o elnac 5 by
ongoof shfigblanpkiteakivadtk a4 \Riough Aysbvieaswelp ssiér 1 2f wilk i ORsticaliod between
presentation |ayer elenments may include, for exanp any conbi nation of

le, a
JavaBedrRd sgmps 113a9nd @pplicasion” serverahlf. ot Baskead nwistemasntiet 0de AbEAPHIE web
sen~er : ' [ ' t s Vi P [
ot ocos itpe Ol thAULE Db GRS Blrfuelt 'd REnsBEGSS s el Condeb
on t he aadiproteaigé by i ramétifoewallom client tier 108 that is processed by web
server tier 106 and application server tier 104 is then sent to backend
systens tier 102 via outgoing JDBC/ LDAP 514. Backend systens tier 102 then
progessss (and sends it back to application sen~er tier 104 via
i ncom 16. This data is then transferred to web ser~~er tier
106 as X. ~| Figoat 3 iS4 Goabihationdflovesehart/amhitd€18rah 911 dbParhiidpi dimpaarb 8Cemplaryone
enbodi nment o} the present jnvention, to mninmze coupling bet,\/ﬁen he
pr esentS4EEBNos Adeaighing dataifem vayiepssouscesd apgeh pagepbadigital dIPRYPSAs | s
known, (GowmBRGRE;BERN i r; Y& t ;
bel ongisﬁg to ilg’f g'r Zlﬁtaﬁeuﬂ%?c?dgﬁgf\{ ggﬁnai s,%]zr%gv%?ig@’l gg;%é%ﬁ%ﬁ?o%}ﬁ ilsty to
i nvoke ageemplished eby iappKcationasareerd 4ih@ e pdrSonal t profilee datav etoté d24 8yd personal

TR TR HEER i S B S s e R se e g BB Ssona
| pl enepbiRAANRFNEAOE JehAI et ce O HRBRD DN S reMidd 18l & @dpplibaton

content providers 11G providing simlar functionality, can be integrated
Wi t h t serveasgstemndenot Figare. 3.1 {lmHigal3t evebaterwes tienid6diinmot depigicd inorrdemi® beau
may corres&g&% to a shngle busi ness logic task such as a 20 query task,
updateSPQB e&ﬁ@”ﬁ? er such tasks as may be desired. Wth contiliued
reference to Fig. 1, the command bean framework substantially isolates
application server tier 104 from changes that could occur in the interface
supported by external content provider° 116. I n one enbodi nent of the

i nvention, the inplenentation of ehrternal content providers 116 or

medi ators that acquire data from backend systens tier 102 is nodifiable
(e.g. fromJava 25 servlets to Enterprise JavaBeans) witliout substantially
inpacting client tier 108 by effecting correspondi ng changes in the comand

o o o e o - v P ——— Yy — —



11 July 2003 ' O 021U1323 PCT/ USUL/ 2Ufi G3 server tier 106 ndy J9¥ 2898d to
sel ecti veliél aé)]pl{vJ styl esheets to 3~."IvlL, docunents when client tier | 08
devi ces dv?AghT3& pport XSL styl esheets to ~~vlL docunent s. P¢VUSHANS pe
understood that the exenplary processes illustrated above may include nore
or fewer stepsacsprdiage withpmetfestasiment aflibe prasendnvettion, kaefeerkpiset beginhg

herre. h the i i.on,_has b d i in.i junct i
w th e agsRS Y e B R B (R L (BRI ) BB B
the scoggliehtidhe@rvedVe0} theRedults BOhich dré Biitadf): stdfediih iaPerdod@Bbprofild Wdity. A

sel ection, design, and arrangenent of the various conponents and steps
di scussesonat orefilgayilive mewdicidan supershaphpiaile dati ot d 24c aponp paseonal

clam  ReEgReR el e 40y PREL ST R Bl s stord Y bR R gt o

store apdfife Madavatgidat@eshPrthist Qatd, WHEIthSY SéEteANEI{on thet ARE Kimd, henfYst em
conpri si ng: a web server configured to communicate with the user systemvia
t he ner furBenticatipm may kg pequesteflo mobedingrfor rexemplew rANSEHN D hhati Ws§r sHEeme b26
sen~er, ] j erv i Si cat,d e . i tility
confi gu?}ggﬂi[egggjg%:sg‘%g?&atnh Heﬁst%earlgr{g@ﬁédgattggtp feofrﬁmt' h%ﬁ%ru;gr? ?E&%é%gﬁv\?g@e% at a
St or es; syatedh AP6 iNdlRsvaklt docesspioewentateon Ubh kiid yrovitet's glte €Hid Q).f o ABbthdAt a
fromthe at Jleast one aggregation utility and to provide the I ntegrated
dat¥? t oepRAIEH! dseribicateohased athpmtiqatipn pigy b asers ayhessin clignts sendreaiiigaee m of
claim1l i b I id 4 0, J C nt
agar ot s SRl ProfilPadh slE8T34 AREuRABKERG entlics b BB ARG B CHEET, of
cl ai m 2systear a26).t fire cat dnglaxlimenteofgyr prgsdnit dnventibhj &Y foumts hefl accesspints glse a

transacti on aggregation utility nfj gured to aggregate transaction data.
4. The %}gsg%rﬂr%fpreqegp% thrqught ﬁgw%feor%@waélsng S BRY., ok SEethr pf yhgthresepty
configu I ] e 1 i i dat a.. 57, The
oyst em Sreutdh REFEN B At DIGAES AR BRRSIG NS aRRb AR L0 A o
conlfS guyetdnbtier embidiment, iodies huthamtichaba aad secuifitypmevhadésm sheoudd be kddedaganheadat a

to the presentation utility. G The systemof claim], wherein the_at |east
one. el 5t Edh COMpIT S5 o T shd ies SO S dF ety SouLk bR EREGr dieiey e

and st OfeQelk REightbeE8Hsad 8 sefeming the ier BV E W@ asCd PAsiverd, WohldBind BERIsEST NY
a content nmanagenent utility configured to receive aggregated data fromthe

at | eashaspsechaaggy sgart cand, and/br sgmethihgttbe ass eyl sndhhas 4 bioewtee Sdgefatiat or
therefrom 8. Thg syst f claim1 furth | fil
L1y OBARTr B RioPs ey aod it ages ShOTADACTRBIRLAE of ghETER AR P1 i ¢y
andt 0 gEuAtyRinlEhR Bk SRPISyRr Bl the AR Ghér RIAIE eecBholo8RFor ﬁiatﬁridiﬁgegeoﬁﬁwﬁm 9.

The system of claim 1 wherein the Wweb server conprises a data Tequest
handl ernetwork Ties syspeme 26 fmayl b peedl. wWherrexiamplha whanbkingtingues differendlevely of

configured .ro racejve dat romthe at.least one user syst nd t o . nvoke
a1 ook ubamiAR TS Bl SR & et SRS PeEShal URREMARE b

ser Vi cesuch aptidbscd vt DAIBNcArde, and a private data ser~~ice.

CARLSOF 3~PH7~~12Ui 395 | 11 July 2003 11, The system of claim 10 wherein
the data reqlicere pRadigient of the Prrsentcianentipn, eenfiignatiopref nelWerk pagiswsten

re st : . . | 8§4mn 10
wnerer n 1o SaiRs ofl 1qHfRabe 85k PRSHEPY KEh W inehdondBaa 45 W Bhuafl B, 07
and a periceoregistiatiad ¢ eompetelat Repdadme@twork user systems 126 may be automatically

recognized and served with the appropriate customized web page, even if they do not log in,
e.g., through the use of cookies or similar technology. User systems 126 may also log in via
remote access recognition. After login, user systems 126 may modify profile data such as
30 user ID or password and account information. User systems 126 may retrieve their
preferences or set their remote access code (“RAC”) to retrieve preferences remotely. In one
embodiment, after registering for services offered by internal content provider 120, network

user system 126 is presented with a welcome page for system registration 318 and

13



13. The systemof claim 12 wherein the personal profile dathl ¢4pP@03

conpri sesg,, ptimzed data store. 14. The system of claim 10 wherein

t he tran?a t(’:i/gflsg? aggregation utility receives and aggrega&?‘%g‘r’rﬁ%{’ﬁg/
transactional data and bhusiness partner transactional data. 15. The system
of cl ai AFCEDtaRRRPEISHIMS Had cswdiinns.addiee guttemhn 146 icPomplete gegivtaasionney REYiEgat es
conpany: . i L 4CQRAt . . of
cl oy m 1 Boch 7R Bt l18 T RAE TR R o01Bh RACT ALRSBIRYRE,
data, chiglghainr ssvicelds aefttiotadcoNh &t sypRERS1 NG veKfied regisiralvbs f 110®Mne
transactional pages.. 17. A nmethod for facilitating the integration and

del i ver yX&rplany gmbodimeah) raiiations A VisHied pgrnSetaseHnt FREPIFY biotendatstisps

of : acq g j i vali stipre
coupl ed tS AR Bl il i ol Ty Rialy SOEroRIRY Brob R0k GEMAITIRED,
dat a st oneaspecpdfatle trovehtion ngdryumakdath id ggredtinh agnishel gothhinofdhd vebd miphkex,
private dat agggg%%iﬂregati on utility to formintegrated data; formatting

the int&Yy #ta RRryPHdhedene bome Sranswites: 9wk ogennstEerkse creat e

forn~atted i Y i . ng. I, Jrat. L t ato

2 User syst enytorar | e aBERionit | §PohikEY biafdohPrk O WIE AL OB Rl

step of padielidatangtotdr@2puior imardaparposed udies exhiepke] dpfophalion an@cbevgled for

upd (})i ng. t he pubLi ¢ data in accordance with changes to the at |east one

pub? cl 31%&% eingetionty wrdospecis @ﬁreiyswmalé%m Fo aecomppiish thal £pd, ver a

i ncl ude i . i i e j o nce

w th changae Pl be rAELBFOKEb IR RIS aOEuBE YA, fud did BriEGlA

cl ai m 1hessaiges, aiffers any eghrexntsurigbls tregpke tesialsharesireentdd Lusteosystemg t he
| ai m 1Tessalges, aiffers hed any eghartsuitgbl ket mdeesialsh ofd Vet h

bl i t ivate d i d it h I fi.l
i1ty 126 padeen M ket Ghted 2 it iiginal 127 At sl B reatent eranid s  y
conpr i Sﬁ:%yacuﬁt%ﬁi%‘?de m&fmdt%pdﬁglg ﬁ&ﬁ&@;@ﬂ&%&%@éﬁﬁf&ﬁg @ﬁ@,r@dae@%ﬁ]ﬁg he

store. 21’ The nmethod of claim wherein the custom zing step inc
st ep3 of prafdesifatmatgpnt hWEhis duktiomizidton iandcdangisped varbeg atmonalizatoo rdanded wi t h

a data re St _service rofile. 13 PH1t1: Q' J95 I, - ZO 11, Jul
2003 2215 HESTHECHEHS B (bd HPATom s ot of RHEP e P RoLT o SEBBHIoR ETHEE T e
step of nja)ided sowidspdelal \Redts Pladdea FoF'Fhlﬁ;ﬂ'E:?st 8ﬂtﬂ@%ﬁr<ﬁ%x@[ﬂ§ig'tﬁ |th%{t 1H8 card

accordance with a personal profile utility. 23. The nethod of claim17,
wher ei nhelder kpsiplanaed fior agwpn icizl udes delivering the integrated data to the

user system ysj rowsar configured to communjcate.over the network. 24.
The met hod of S ndpghe VSR EP T e Slseh Oak PR MabES ki o BuPRUERIc (e
i nt 2gr adgd 348} #pplitatidiesersr 1 19ty UHbWYuSer3QEeMI 106 Bt RKeéR IRHENsaEtional
configured to comuni cate over the network 25. The nethod of claim 17,

wher ei naisie 3 0@ rGangens t assets ntd4udebragartiounl i aseets n02 eowmprise dathigompary t Eed
of o1 oy BRGbudREI 0P Sho HRLER TG Mt oI GO0 CoPiL ol P08 Al ot o

data totrafactisBrpreyide@ny inttendl$ohtesy piovlet QOPI IBXafiplé of dohRa$ tehavictions 27.
The nethod of claim?2G wherein the wreless device is a personal digital
assi st aA?6 mag ingude rarsaptenoproridgd by 2ecredih opi ¢omnaaywAuchl asseheckiDg @eCrpdit o

W re¢ es i L pheisl jveri step
i nc%&udegmg?Plﬁ\?ﬂg??%altgﬁgagﬁ%ﬁg?%gg%éﬁcgh'?o(mt]%ne' user e?%/@ futégn& t@ﬁgedcégéér ?ggyst em
conpr i saregsimilap tpansaetiono piogded dyt extaniloomitent aproyideed 11 6vehithdarst mrstneshe

i nt egrated datg. 0A§~soi PLrii X, z~g;195 i - 21 i ) e

. A9y . AgParpRers alelniginal gontont previder AZ0. Expmples may mchude huyingairlige Higketsspr

stocks on line. Content assets 304 comprise company content 310 and business partner

content 312. Company content 310 is provided by internal content provider 120 and may
30  include investment advice or savings advice from a credit card company. Business partner
content 312 is provided by external content provider 116 and may include news items from

Reuters news service or weather reports from weather.com.
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25  topic areas is provided. In one aspect of the present invention, transaction functionality is

provided through links to existing applications. In another aspect, detailed content is

presented through links to the provider web page. In one embodiment, the system provides
support for transactional content,

In another embodiment of the present invention, click-stream data 320, 322 is stored

30 in a personal preferences database 122, Click-stream data may derive from content pages

320 or transactional pages 322 accessed by a network user 126. In addition to click-stream

data 320, 322, data from the personal profile data store 124 may also be transferred to and

stored in the personal preferences database 122. Eventually, information such as user
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data access bean 418 or a private data access bean 420 and then to a web page on a digital

display 202. Public data access bean 418 can be any form of public data service and private

data access bean 420 can be any form of private data service. Information may also flow

20 from a web page on digital display 202 to backend systems tier 102. Such information may

pass directly to user profile access bean 410 and then to backend systems tier 102 via XML

424. Alternatively, information may be transferred from a web site to a messaging data

access bean 414 and then to messaging service 412. From messaging service 412,

information is then sent to backend systems tier 102 via XML 424, In one embodiment, web

25  server 112 further includes a network security service 442. Information passing between

user system 126 with digital display 202 and the various components of web server 112
described above, may first be required to pass through network security service 442.

Figure 5 is a combination flow diagram and architectural diagram showing an

exemplary method of handling information flow from client tier 108 to backend systems tier

30 102 and from backend systems tier 102 back to client tier 108, Initially, an HTTP post/get

request 510 is initiated from client tier 108 to web server tier 106. This data is then

encapsulated within the presentation layer application of web server tier 106. The

information is then sent via an HTTP post 512 to application server tier 104 for data
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In one embodiment of the present invention, to minimize coupling between the
presentation and application layers, a Command Bean framework is used As is known,
command beans act as interface adapters to system components belonging to different
functional domains, and provide the functionality to invoke various services in accordance

15 with the invention. By implementing a command bean, interfaces exposed by external
content providers 116 (shown in Fig. 1) can be changed independently by implementing the
changes through the command beans. Multiple external content providers 116, providing
similar functionality, can be integrated with the same command bean. In an alternative
embodiment, each command bean may correspond to a single business logic task such as a

20 ‘query task, update task or any other such tasks as may be desired. With continued reference
to Fig. 1, the command bean framework substantially isolates application server tier 104
from changes that could occur in the interface supported by external content providers 116.
In one embodiment of the invention, the implementation of external content providers 116 or
mediators that acquire data from backend systems tier 102 is modifiable (e.g. from Java

25  servlets to Enterprise JavaBeans) without substantially impacting client tier 108 by effecting
corresponding changes in the command beans.

In order to control how documents are presented to network user system 126, XML
tags may be used. To process and dynamically generate XML documents, according to one
embodiment, web server tier 106 function is extended by the XML Document Structure

30 Services in application server tier 104. This enables database connectors and integration
applications to parse, generate, manipulate, and validate XMI-based dynamic content. This

content is sent to client tier 108 and interchanged with other servlets. Alternatively, web

-
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5  Although the invention has been described herein in conjunction with the appended
drawings, those skilled in the art will appreciate that the scope of the invention is not so
limited. Modific::ions in the selection, design, and arrangement of the various components
and steps discussed herein may be made without departing from the scope of the invention as

set forth in the appended claims.
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We claim:

1. A system for delivering integrated data available from a public data store and a private
data store to a user system over a network, the system comprising;:
a web server configured to communicate with the user system via the network;
and
an application server in communication with the web server, the application
server comprising;
at least one aggregation utility configured to receive and integrate data from the
public and private data stores; and
an interactive presentation utility configured to format data from the at least one
aggregation utility and to provide the integrated data to the web server for
transmittal to the user system.

2. The system of claim 1, wherein the at least one aggregation utility comprises a
content aggretation utility configured to aggregated content data.

3. The system of claim 2 wherein the at least one aggregation utility further
comprises a transaction aggregation utility configured to aggregate transaction data.

4. The system of claim 1 further comprising a network security utility configured to
receive and process requests for authentication data.

5. The system of claim 1 further comprising a personal preferences database
configured to receive clickstream data and to provide the clickstream data to the presentation
utility.

0. The system of claim 1, wherein the at least one user system comprises a

computer configured to automatically retrieve and store the integrated data.

7. The system of claim 1 further comprising a content management utility
configured to receive aggregated data from the at least one aggregation utility and to assemble
the integrated data therefrom.

8. The system of claim 1 further comprising a personal profile utility configured to
receive aggregated data from the aggregation utility and to maintain personal profile data from
the at least one user system;

9. The system of claim 1 wherein the web server comprises a data request handler.
10.  The system of claim 9 wherein the data request handler is configured to receive

data from the at least one user system and to invoke and receive data from a network security
service, a personal profile service, a public data service, and a private data service.
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. e system of claim 10 wherein the data request handler is further configured to

format and transfer requested data to the at least one user system.

12. The system of claim 10 wherein the personal profile utility includes a personal
profile data store and a personal preferences data store.

13. The system of claim 12 wherein the personal profile data store comprises a read-
optimized data store.

14, The system of claim 10 wherein the transactional aggregation utility receives and
aggregates company transactional data and business partner transactional data.

15.  The system of claim 10 wherein the content aggregation utility receives and
aggregates company content data and business partner content data.

16. The system of claim 10 wherein the personal profile utility receives user
registration data, click-stream data from content pages and click-stream data from transactional

pages.

17. A method for facilitating the integration and delivery of data available over a
network, the method including the steps of:

acquiring public data from at least one publicly available data store coupled to
the network;

acquiring private data from at least one private data store coupled to the network;

integrating the public data and the private data at an aggregation utility to form
integrated data;

formatting the integrated data with an interactive presentation service to create
formatted integrated data; and

delivering the formatted integrated data to a user system via the network.

18. The method of claim 17, wherein:
the step of acquiring the public data includes the step of interactively updating
the public data in accordance with changes to the at least one publicly available data store; or
the step of acquiring the private data includes the step of interactively updating
the private data in accordance with changes to the at least one private data store.

19. The method of claim 17, wherein the integrating step includes the step of
customizing the public data and the private data in accordance with a personal profile utility.

20. The method of claim 19, wherein the personal profile utility comprises a
personal profile data store and a personal preferences data store.

21. The method of claim 19 wherein the customizing step includes the step of

translating the public data and the private data in accordance with a data request services
profile.
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27.  The method of claim 26, wherein the wireless device is a personal digital
assistant.

28.  The method of claim 26, wherein the wireless device is a wireless telephone.

29.  The method of claim 17, wherein the delivering step includes delivering the

integrated data to the user system, the user system comprising a computer configured to
automatically retrieve and store the integrated data.
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