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I nvent I on The present invention pertains to conputer

net wor ks. More particularly, this invention relates to inproving the
ability of a network to route around faulty conponents.

Backgr ound Modern conputer technology is advancing at a very
fast rate and has resulted in hi gﬂ-‘per_f or mance conputing components
bei ng nmade available in smaller and smal |l er packages. These small,
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BACKGROUND OF THE INVENTION
Fi he Invention

The present invention pertains to computer networks. More
particularly, this invention relates to improving the ability of a network to

route around faulty components.

Backaround
Modern computer technology is advéncing at a very fast rate and

has resulted in high-performance computing components being made
available in smaller and smaller packages. These small, high-
performance components are finding expanded uses in a wide range of
personal, business and academic fields.

| One use of these high-performance components is in network
~systems. In a network system, multiple processing units are coupled
together to perform various programmed tasks. For example, the
processing units may be networked together as a local area network
(LAN) in an office building to allow individuals with personal computer
systems in the building to communicate with one another. Such network
systems are beneficial to users because they allow the users to |
communicate with each other, such as by electronic mail or transterring
data files between one another. Or, by way of another example, a

“supercomputer" may contain multiple processing units which are



systens. In a network system nmultiple processing units are coupl ed
together to performvarious programmed tasks. For exanple, the
processing units may be networked together as a | ocal area network
(LAN) in ¥R %e building to allowindividuals with pers8&AUSEHIG606 er
systens in the building to communi cate with one another. Such network
systens are beneficial to users because they allow the users to

comuni cate with each other, such as by electronic mail or transferring
data files between one another. O, by way of another exanple, a '

"superconputer” may contain nultiple processing units which are V\D.
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together to perform various progranmmed tasks. These superconputers

are benefi ci altogethes ¢o peotawasiousgyrogramimes tasksk {Thesel sugexsomppterer f ul
and cost-effective systemto carry out users' requests. .= -
However, one cﬁfgzﬂﬁﬂéﬂ%f:@éj@ userichorrusesiheyprovide amextremely fast, pgwedubr t he
nunber of conp the system the greater the chances that a

conponent wi | |amf%5m§y M HRYCBIYE CBRUSBEY FRGUARIS. A network with
housands o oo Sy B AL ot ARy s s By "
greater the number of components in the system, the greater the
chances that a component will become faulty during system operation.
A network with thousands of components has a relatively low mean time
between failure for the system components. That is, there is a relatively
high probability that one component within the network will fail within a
given period of time (for example, one failure per week). In order to be
useful to the user(s), the network should be able to resolve these
component failures. A system whichl shuts itself down upon detecting a
faulty component and cannot re-‘start until the component is repaired or
~ replaced reduces the availability of the system and increases the
inconvenience to the users. Thus, it would be beneficial to provide a
~system which is able to automatically bypass faulty network
components.

Furthermore, many users have neither the expertise nor the
desire to resolve a component failure in the network by indicating to the
network how to route around the faulty component. Many users do not

“have the technical expertise required to perform such a correction.
Furthermore, performing such a correction could be very time-
consuming, and distracts the user from his or her other responsibilities.

Thus, it would be beneficial to_provi'de a system which resolves the
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hi gh probability that one component within the network will fail within a
given period of tinme (for exanple, one failure per week). In orderto be
useful to t ), the network should be able to resolve thqsss
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faulty conmponent and cannot re-start until the conponent is repaired or
repl aced reduces the availability of the system and increases the

i nconveni ence to the users. Thus, it would be beneficial to provide a
systemwhich is able to automatically bypass faylty network -
conponents. , _ Furthernore, many users fave neither the expertise
nor the desire to resolve a conponent failure in the network b '
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Many users do not have the technical expertise required to perform
such a correctionyser(s). Furthernore, performng such a correction could be

very tinme- consunj ng, .and distracts the user | S,.,0 ot her
responsibilities. n]”l'ggg',%optg%%ﬂ(ﬁn%é’nbtgﬁelg}'@i’ta&é)g]ewg% %efggﬁ%yst em -
\lghC'T/C Bsggf%\égg t hgomponentvgﬁgl cju%?fomultiple good components from the _r%r_nainder

fallure of & compgiRtndtihc TERBRRAR 6146 oo il SOHATHEA What

user(s). on the layout of a network, a

faul ty Coﬁggrﬂt%[perésHéldccﬁHbut@?é cBuldt hdtl @ revRAicReRanesthers, arthahe

r emai nder e network. Depending on the type of network, this

could mean that certain pr8BBs$IAG LSl waEMoE desavailabie twthecsystam vsareewenh
others, or that certain processing units would not be available to

the system user, giogigh they aretifgood workingacendition.odhuspitkwogiddem beoeticial
Thus, it woul d be benefici al to provide a system which reduces the
number of good cotopprovidesa system whitlmhedu@s(jﬁhecrwmget etigoed eemponesti nder
of the systemby a faulty conponent . '
which are disconnected from the remainder of the system by a faulty
component. |
Additionally, network systems should effectively resolve
"deadlock" situations. A deadlock situation occurs when one or more
components within the network cannot advance in their operation due to
resources within the system which the component(s) requires being
unavailable. The occurrence of a deadlock situation is dependent on
the routing technique utilized in the system. In one routing technique,'
referred to as “circuit switching," a source node sends control
information for a packet through its intended path to a destination node
in the network to reserve each link in the path. Once the entire path is
reserved, the source node transfers the data along the reserved path to
thé destination node. In another routing technique, referred to as
"wormhole routing," the source node sends the necessary control
information through its intended path to the destination node, followed
immediately by the data. That is, the source node does not wait for the

entire path to be reserved prior to beginning transfer of the data. In both



Additionally, network systens should effectively resol ve "deadl ock"
situations. A deadl ock situation occurs when one or nore conponent s

withint k cannot advance in their operation due to
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unavai |l abl e. The occurrence of a deadl ock situation is dependent on

the routing technique utilized in the system In one routing technique,
referred to as "circuit switching," a source node sends control

i nformation for a packet through its intended path to a destination node
in the network to reserve each link in the hth. Once the entire path is
reserved, the source node transfers the data along the reserved path to
t he desti nati ®f thesteroutingateshhiguesothe dgta pathet qnaintains ceserdation as
“wornhol e routing,"” the source node sends the necessary contr ol _
i nf or mation t IPOSIRNE Pt the paldnaleeprdyataserved mdilgawaitingtfobsubsriyertol | oved

I mredi ately by the data. That is,_ the source node does not wait for the
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one or nore dﬁﬁbidﬁttb%oﬁ@@%n@iﬁgea%&#ﬁn@@vﬁf%gemﬂ%tgrﬁ?%ch ot her

is blocking a portion of the data path required us,

in order to pdestidekissieshedsd e beoeBieg. of a network. system such. (
deadl ock i ssues need to be resol ved.
The present invention provides for these and other advantageous

results.

SUMMARY OF THE INVENTION

A method and apparatus for enhancing the -fault-tolerance ofa

network is déscribed herein. The present invention finds a set of
- computing nodes wifhin the network which are available for use in the
network upon detection of a faulty component. The present invention .
finds this set of available computing nodes by first determining a set of
computing nodes within the network which are physically con'ne'cted
together. The present invention then detérmines a connectivity value for
each computing node within this set. - A subset of this set is then
generated such that each computiné node in the subset is able to
transfer data to and from each other computing node in the subsét. This
subset is then utilized as the set of available computing nodes. In one |

embodiment, the set of computing nodes which are physically

-



The present invention provides for these and ot her advantageous

results. _ SUMVARY COF THE | NVENTI ON A net hod and
apparatus fo ing the fault-tol erance of a network i s descri bed
herein. The g‘ggggln%?ﬂ nvention finds a set of conput i ng no8EI/URPY/HioHs
the network which are available for use in the net wor k upon detection
of a faulty conponent. The present invention finds this set of

avai |l abl e conputing nodes by first deternmrning a set of - conputing
nodes within the network which are physically connected t oget her. The
present invention then deternines a connectivity val ue for each
conputing node within this set. A subset of this set is then gener at ed
such that each coffONPAGdIgEther is the largest setsofapiysiaally connectechsbmputinga
to and from each ot ger .C uting node in the subset. This subset is
then utilized as 'R e§é‘?%§)swﬁﬁ1-abl e conputing nodes. In one

enbodi nent, the set of conputing nodes which are physically WO
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- 5- connected together is the |largest set- of physically connected
conput i ng nodes in the system '
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BRI EF DE OF THE DRAW NGS - The present j ' is -
illustrate 4§9%g$'of exanpl e and not limtation in Ph@xﬁg%h$@§ of

t he acconpanying draw ngs, in which |ike references indicate simlar
el enents and in which: Figure 1A is a network system
according to one enbodi nent of the present invention;

Figure 1B is a network system according to an alternate enbodi ment of
the present invention; Fi gure 2%hows a router coupled to a

ment of the present invention;
Fi gure 3 showsl® , , gagne enbodi nent of t he
present invention; ) Hr 4 shows a routjng device according to

one enbodi ment of The pr@ﬁ@”b‘t“é@ghg i@?”’é‘ﬁ?’?ﬁ%’, by way of e ampig e 805 is a
fout i ng packelDnanoad ShE RBisY ol e sebstiinihg dftings. in WHED SN, ' ang
Fi 6 sh . | [ .of th t
[ In\g/g:ltGi onsi gwléesfég%'q%tgﬁﬁﬁbcfagé g@ﬁﬁ%&ég@? %ﬂpgﬂl\'ﬂi% g deagl ock- o esenf ree

pat h between each ot her.

conputi ng node _accordi ng

PHEE ket 's--»’-‘

to one .eodi
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Figure 1A is a network system according to one embodiment of
the present invention;

Figure 1B is a network system according to an alternate
embodiment of the present invention; |

Figure 2 shows a router coupled to a computing node according
to one embodiment of the present invention;

Figure 3 shows a packet of data according to one embodiment of
the present invention;

Figure 4 shows a routing device according to one embodiment of
the present ihvention; ‘

Figure 5 is a flowchart showing the steps foliowed in the present
invention in routing packets of data along paths through a network
system; and

Figure 6 shows the steps followed by one embodiment of the
present invention in establishing a set of nodes which have a deadlock-

free path between each other.
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DETAI LED DESCRI PTI ON In the follow ng detail ed des&ri pljon
NUNEr ous sp@%? Pt ai 1 s are set- forth in orger to proggﬁé&gbﬂ%&?

t hor ough under st andi ng of the present I-nvention. However, it wll be
understood by those skilled in the art that the present invention
may be practiced w thout these specific details. In ot her instances
wel | known net hods, procedures, conponents, and circuits have not
been described in detail so as not to obscure the present invention. " -
Some portions of the detailed descriptions which follow are " presented
in terns of al gorRETAILEDDESGRIPTIOMepr esent ati ons of operations on
data bits within a conputer nenory. These algorithmc descri ptions
and representations are the means used by those skilled in t he data

processing arts to nost effectlvelg convey the substance of t

L 13, e, ol sty B dn ot g1
result. The step§eég 'ngbgédqréatﬂrp?"ﬁg ﬂf&?@ﬂhﬂ?&%fﬁﬁpa gﬁsthgfparﬁgéit: (r:gld
form of el ectr camvamategHenble TEHETES] hbégﬁt@@?ﬁgﬁﬁﬁé% pldn e & e
br oven_conven: endhdPesIReRfan. A, % BRctopd TR Shéid Enettic i 1
refer to these st ﬁ‘SPaQ'L@St‘??“KﬂWﬁ“S cgi?ﬁﬁ'éeeoﬁ)fﬁ%émp%éﬁt%chﬁﬂs

ternms, nunbers, e in mnd, however, that all

of these and si mdu@mté ‘Wa% it Delep dEScADRAGH RSl Bb 3 Adtaoarcard tieg e
physi cal quantities and are nmerely convenient |abels applied.to these

present invention.

Some portions of the ‘detailed descriptions which follow are

presented in terms of algorithms and symbolic representations of

~ operations on data bits within a computer memory. These algorithmic
descriptions and representations are the means used by those skilled in
the data processing arts to most effectively convey the substance of their
work to others skilled in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical
quantities. Usually, though not necessarily, fhese_ quantities take the
form of eléctrical or magnetic signals capable of being stored,
transferred, combined,_comparéd,-and otherwise -manipulated. It has
proven convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, elements, symbols, characters,
terms, numbers, or the like. It should be borne in mind, however, that all
of these and similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied.to these

quantities. Unless specifically stated otherwise as apparent from the



guantities. Unless specifically stated otherw se as apparent fromthe

WD 96/ 19770 -

PCT/ US95/ 16606 , - -8- :
fol I owi ng™R2TW ons, it is appreciated that throughout thBCHUSS¥I6606

I nvention, discussions utilizing terms such as "processing" or '
"conmputing" or "calculating" or "determ ning" or "displaying" or the like,
refer to the action and processes of a conputer system or simlar

el ectroni c conputing device, that mani pulates and transforns data -
represented as physical (electronic) quantities within the. conputer
system s registers and nenories into other data sinmlarly represented

as physical qufoliowing dlisgusbions! hds apppediatedsihat thmoughout the preseayi st er s

or other such information storage, transm ssion or display devices.

Fi gure 1A showinventionndiskussiene utibziogrtdimg such@se"prabessing'hor of the
present invention. A two-dinensional mesh network 100 is shown

i ncl udi ng nul t 'gRrapUtng"; ¢rg'caleulating” rytdetarginingt ef rdigplaying’’ erdhedike, Each
router 102 is coupled to the two, three, .or four routers adjacent to the

router in the FRIE tqth%@raw PERFESEES 106 @RQTBRUTER SYRIE MR $IMIIEE shown. A
electronic computing device, that mampulates and transforms data

represented as physical (electronic) quantities within the computer
system's registers and memories into other data similarly .represented
as physical quantities within the computer' system memories or registers
or other such information storage, transmission or display devices.
- Figure 1A shows a n_etwork system according to one embodiment

of the present invention. A two-dimensional mesh network 100 is shown
‘including multiple routing devices 102, also referred to as routers. Each
routér 102 is coupled to the two, three, or four routers adjacent to the
router in the matrix, depending on its location in the matrix as shown. A
network 100 may have any number of routing devices.. In one
embodiment, network 100 includes 16 such routing devices organized
in a four-by-four grid, creating a 4-ary 2-dimensional network.

Each router 102 is coupled to its adjacent routers 102 via a bi-
directional communication link 105. Communication link 105 can be
any of a wide variety of conventional communication devices. in one
embodiment, communication link 105 is a set of wires or other signal
transmission medium via which signals iss_u'ed- by a source router
propagate to a destination router.

It should be noted that the bresent invention is not limited to two-
dimensional mesh networks as shown Figure 1A. Routers may be

coupled together in a k-ary n-dimensional network, where k and n are



net wor k 100 may have any nunber of routing devices. In one
enbodi nent, network 100 includes 16 such routing devices organi zed

m;afour-by creating a 4-ary 2-di nensional network
Each rout er de’z‘}%@%’oum ed to its adjacent routers 102 via a bFCT/US9S/16606

di rectional conmunication |ink 105. Communication |ink 105 can be any
of a wide variety of conventional communication devices. |In one

enbodi ment, conmunication link 105 is a set of wires or other signal

transm ssion nedi um via which signals issued by a source router

propagate to a destination router.: -9t shoul d be noted that the
present invention is not limted to two- di nensi-onal nesh networks as
shown Figure 1A Rt rumbangreater than oceqyalda q&egeEWeexamp& R_-three-

n-di mensi onal netwyrk, where k and n are VO 96/ 19770
PCT/ US95/ 16606 dimensional mesh-based network may be ut:hzed in which each router
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in a torus network 150, as shown in Figure 1B. In a torus network, the
routers on the ends of the network are directly coupled to the routers on
_the opposing ends of the network; thus, each router is directly coupled to
four other routers. For example, router 152 is directly coupled to routers
154, 156, 158 and 160. In an alternate embodiment, the routers may be
connected in a partial torus network, such that the routers on only two of
the ends of the network are directly coupled together, thereby resulting
in each router being directly coupled to three or four other routers
depending on its location within the network.

Furthermore, it will be appreciated that the network systems
shown in Figures 1A and 1B represent a wide variety of computer
‘networks. For example, the network could be a mesh-based -
interprocessor communication network utilized to couple computing
nodes together in a supercomputer. Alternatively, the network could be
a LAN which couples multiple personal' computers together, such as
multlple file or video servers.

In one embodiment of the present invention, each router 102 is
coupled to a computing node_200 as shown in Figure 2. A computing
node 200 is shown comprising.a bus or other communication device
210 for communicating information between one or more processoré
215 and 220 for processing information and instructions. In one

implementation, the present invention includes Intel® architecture



in atorus network 150, as shown in Figure 1B. In a torus network, the
routers on the ends of the network are directly coupled to the routers on

t he oppo ?ﬂﬁ of the network; thus, each router is dir cou led to .
four ot hz&%’)ﬁ ers. For exanple, router 152 is directly coﬁﬁ 95[”66 %ut ers _
154, 156, 158 and 160. In an alternate enbodinment, the routers may be
connected in a partial torus network, such that the routers on only two of
the ends of the network are directly coupled together, thereby resulting

in each router being directly coupled to three or four other routers
depending on its location within the netmor@() Furthernore,. it
w Il be appreciated that the network syst shown in Figures 1 A and

1 B represent @'Wﬁ@qﬁéﬁpéﬁ 9S@I"°Q,Qﬁ$@u$ é’ﬁ5 and 22@e'ﬂWEk@" tepresentpl e, the
networ k coul d be a.nesh- i Nt er processor conmuni cati on net wor k

utilized to cdﬂﬁ?@t'%fﬁﬁﬁ \‘sze any ty%?lfe%“ repEICeEEe] ﬂLCri”t?GB&?cdﬂ}ﬂJnﬁerl

Al | t

er sonal - com RBPEAe his 2 Befiies acareSs, ifla e porEsthiSasiebhetr ver s.
coupled to a comlials TdioegBinddh ERELSS G, (AN 228, %%lﬂfﬁ?w“h

node 200 i s Shai2¢0Fbr &tdlig iftopaneh Mﬁ&uﬁ&fwm&ég}oé}%&s 215, . o4O

for conmuni cat| ng In mat | tween one oOr nore proce and

220 for procesgidg20 né@éé@bhfwm@mbrwﬂuwése%%upiéa ﬁ:gﬁt e bus 210 for

I mpl enentation, the present i'nvention iIncludes Intel architecture
WO 96/ 19770  storing static information and instructions for the processors 215 and
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ni cr opr ocessor2Gmmasostesage delics 2661saA0 as romageetic dropticabdisk and
invention may utilize any type of microprocessor architecture. In one
disk drive coupled with the bus 210 for storing information and
instructions, and input/output (I/O) devices 240 coupled with the bus 210
which input and output data and control information to and from the
processors 215 and 220. /O devices 240 include, for-example, a
display device, an alphanumeric input device including alphanumeric
and function keys, and a cursor control device. A hard copy device such
as a plotter or printer may also be included in VO devices 240 for
providing a visual representation of computer images.. |
A network interface unit 205 is also coupied with the bus 210 for
allowing the node 200 to communicate with the router 102. In an
alternate embodiment, network interface unit 205 is coupled to a
separate 1/O bus, such as a Peripheral Component Interconne_,ct (PCI)
bus, whic.h is coupled to bus 210 via a bus bridge. In another alternate
embodiment, network interface unit 205 is included as part of I/O
devices 240. The network interface unit 205 operafes in a conventional
manner to transtfer information to and from a router 102.
In one embodiment, the method of the present'invention is

implemented as a series of software routines that are run by the



embodi nent, bus 210 includes address, data and control buses. The
systen1a|so I ncl udes random access nenory (RAM 225 coupled with

bys 210 for nformation and instructions for the proce

and 220, a rzéldc;&%onlyd menory (ROVM) 230 coupled with the bus 2102@@95&1‘3’%
storing static |nfornat|on and instructions for the processors 215 and
220, mass storage device 235 such as a magnetic or optical disk and

di sk drive coupled with the bus 210 for storing information and

i nstructions, and input/output (1/0O devices ﬁiq coupled with the bus 210
whi ch i nput and output data and control informati'on to and fron1the
processors 215 and 220. 1/0O devices 240 i nclude, for exanmp

di spl ay device, &R Oé?ﬁﬁ%fﬁ@ﬂé ard i220.af the compyting M%'nﬁhﬁrﬁyﬁlﬁfﬁr i hese
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al ternate enbodi men ace uni

separate |/ 0O bus,p 9&&9 I t connect (PCl)

bus, which is coupﬁg}ehéale gq o hﬁﬂw ﬂr én}éanot her alternate
enbodi nent, network i g iff Bé% & diattitbthias céﬁélrﬂﬁrﬂﬂeﬁ%n@@ﬁdnsoéf thePresent

devi ces 240 The network interface unit 205 operates in a conventi onal
invention may include additional processors or other components.

Furthermore, certain implementations of the present invention may not
require nor include all of the above components. For example,
processor 220 or a display device may not be coupled to bus 210.
Returning to Figure 1A, the present invention routes packets of

data from source nodes to destination nodes in the network 100 utilizing
"custom routing”. A packet of data, as referred to herein, is the data
which is being transferred from the source node to the destination node.
Each packet may be of any size, typically ranging from a few bytes to
several megabytes. In custom routing, the source node determines
which path through the network 100 to utilize for transferring packets of
data to a particular desﬁnation node. The path of a packet of data refers
to the routers and links the packet travels through between the source
and destination nodes. The path of the packet consists of one or more
pathway segments. For example, assuming every router in Figure 1A is
coupled to a computing node, a path in the network of Figure 1A exists

| where node A is the source node transferring information to the
destination node E. The path node A selects includes pathway
segments between node ‘A and node B, node B and node C, node C

and node D, and node D and node E.



manner to transfer information to and froma router 102. I n

one enbodi nent, the nethod of the present invention is i mpl ement ed
as a ser| oftware routines that are run by the WO 96/ 19770
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processors 215 and 220 of the conputing nodes in the system These
‘software routines interact with the network to establish paths around

faulty conponents. It will be appreciated by those skilled in the art,
however, that in an alternative enbodi nent, the present invention may

be inplenmented in discrete hardware or firmidte.: It will be
appreci ated that certain inplenentations of the present I nventi on may
i ncl ude additional loroneesbadimentofite praseahinvention, custéor thdingoise,
certain inplenentations of the present invention may not require nor

i ncl ude al | ofimpiemgptacutilizing muitiple Radentiagkeas shown ipriiguss8dr 1820 or a
di spl ay device, pray not , be coupled to bus 210. Returning to

Figure 1 A t H@' _@?@ﬁ{m?WEﬁPhdﬁuﬁ%d@ de patwerksisgrssigned amidentifien sour ce

out ing. A patiet S0p i IdhritEalsh Bibsrcia acke s caneraied By uni ch
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necessary control information to indicate to the routers the path of the
packet through network 100. The packet 300 shown includes four
header blocks 310, 320, 330 and 340. Header biock 310 is the first
header block and indicates that the source node is the computing node
coupled to router A and the first pathway segment is from router A to
router B. The subsequent header'blocks 320, 330 and 340 indicate
pathway segments from router B to router C, router C to router D, and
router D to router E, respectively. It should be noted that the header
blocks in packet 300 indicate where the path through network 100
should begin, end, and the destination routers for pathway segments.
For example, in Figure 1A additional routers may exist between routers
A, B, C, D and E. However, since those additional routers are not
indicated as destination routers, the' path of the packet continues in the
same direction at these additional routers.

The header blocks 310-340 contain control information which |

indicate the proper path through the network 100. Following the header
blocks 310-340, the packet 300 includes the data 350 and the tail 360.
The data, as discussed abox)e, can be bytes or megabytes. The tail 360
indicates the end of packei 300. Packets of data are transferred through
the network 100 in units referred to as "flits". In one implementation of

the present invention, each flit is 64 bits; however, a fiit could contain



several megabytes. In customrouting, the source node determ nes whi ch
path through the network 100 to utilize for transferring packets of

data to a p i destinati on node. The path of a packet of rs
to the rout Ee‘&éggf#ﬁfi nks the packet travels through bet vveen.tﬁeﬁzl?)%rséggog
and destination nodes. The path of the packet consists of one or nore

pat hway segnents. For exanple, assum ng every router in Figure 1 Ais
coupled to a conputing node, a path in the network of Figure 1A exists
where node A is the source node transferring information to the .
destination node E. The -path node A selects i ndBudes pat hway segnent s
bet ween node A and node B, node B and node C, node C .and node D, and -
node D and node Eany numbet\of bits.1 &y ppe embodiment of the present invention, each

PCT/ US95/ 16606 . - , . -12-
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packet through ne e packet 300 shown 1| our
a 64-bit bus or other communication means. In one embodiment of the

present invention, each one of the header blocks 310-340 and the tai.l
360 is a single flit. The data portion 350 typically comprises multiple flits
and may comprise any number of flits. In one implementation, data
portion 350 typically comprises 4k bytes, or 512 64-bit flits. In an
alternate implementation, data portion 350 typically comprises four
bytes, or four 64-bit flits.
| in one embodiment of the present invention, custom routing is

implemented using a "wormhole routing” technique. In wormhole
routing, when a packet of data begins transfer along a path, each
portion of the path it begins on is reserved for that pé'cket until the packet
tail 360 is received. That is, when router A begins the transfer to router
B, router A determines whether the link between router A and the next
router is available. If the link is not available, then the router A waits to
begin transmission of the packet until the link is available. Once the link
is available, router A transfers the first flit, header block 310, from router
A to the next router. Note that this next router may be router B, or may

. be an additional router between router A and router B. Router A then
holds that portion of the path to the next router for this packet of data and
cohtinues to transfer subsequent data in the packet to the next router

until the tail 360 is transferred. It should be noted, however, that other



header bl ocks 310, 320, 330 and 340. Header block 310 is the first
header bl ock and I ndi cates that the source node is the conputing node
coupl ed hﬂ{# A and the first pathway segnment is from

router B e subsequent header bl ocks 320, 330 and 340 Ing&@éﬁéyﬁsﬁé)
pat hway segnments fromrouter B to router C, router Cto router D, and
router Dto router E, respectively. It should be noted that the header
bl ocks in packet 300 indicate where the path through network 100
shoul d begin, end, and the destination routers for pathway segnents.
For exanple, in Figure 1A additional routers4hay exi st between routers
A B C Da si nce those additional routers are

i ndi cated as BEQE'E‘Ptﬁe{F?bﬁ'%Q?é@SfQﬂﬁ%d PyeRthis seme phywies! 'Hli‘nlt‘ﬁ”t?-tﬂgs in the
The header bl ocks

di t It |
s))zit(r)re 346r§gnt gpﬂﬁuat&qﬂnq @,s}pﬁ??%#qﬁﬁnpgnore detait BRiPWat ¢ the proper path

packet 300 i nel uaeEebndma g, ”°§*§%"§ﬁé*3?ﬁ?%?§?§f aggw padkel thl il o

di scussed abo ates
the end of pazéﬁecf‘“%‘%gﬁlgg {zgt§1 se(%f) athtlryaanls 'gPIr é%ﬁ‘[&nbec%nﬁtrdn%%rc
network 100 i | I| q§ﬁyqﬁé

t he present |ﬁl\</)lgtgttt|h§nrﬂieggésq llgtév?ga%l% bTﬁe Pr%ﬁl\@grtbm 1t cou%g contain

WD 96/ 19770 s indicated in the header blocks. In one implementation, when a router
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receives a new header block it checks whether it is the destination
router for that block. If it is not the destination router, then the router
transfers the header block and ali subsequent- flits in the packet in the
same direction within the network. However, if the router is the
destination router indicated by the first header block-, it discards the first
header block and checks the subsequent flit (that is, the second header
- block) to determine the next pathway segment. Once it determines the
next pathway segment, the router transfers tne second header block and |
all subsequent flits to the next router in the path.

Once the destination node is reached, the first flit received by the
destination router is the last header block. The second flit received by
the destination router is the first flit of data 350. In one implementation,
this first flit of data 350 is a flit of control information indicating it is the
first flit of data. Alternatively, the destination router could know the flit is

| data and not a header block because the control information included
within each header block is not contained within the data flit, or the last

" header block may contain. control information indicating it is the last
header blo_ck. Thus, the destination router knows that the computing

node coupled to the router is the proper destination for the subsequent



-13 - any nunber of bits. In one enbodi nent of the present
I nvention, each one of the links 105 shown in Figure 1 Ais a 16,bit

bus or ot her conmuni cation nmeans. I n an alternate enbog| P h
one of the Wowmﬂllnks 105 is capable of transferring an ent ?r:eq; q% ?’f&%

between two routers concurrently. For exanple, if a flit is 64 bits
t hen each one of the links is a 64-bit bus or other comunication
nmeans. I n one enbodi nent of the present invention, each one of the
header bl ocks 310-340 and the tail 360 is_a single flit. The data
portion 350 typically conprises multiple fli ts 13- and rmay conprise any
nunber of flits. In one inplenentation, data . portion 350 typically
conprises 4k byt eflitsandiransiersithe subseguan flits in the packe todhg fognputing

I npl ement ati on, datg portiop 350 typically conprises four bytes, or
four 64-bit flitshoderatherthan o appth{doutiodi nent of the present

u wor mhol e..rout.i

| muention, oustom Ut ke’ spayea N ELISE sEhithed o 5 IShAERA 19
Lo e 209, B s vamtonn G ORa PHF P a0 RSB R co
2k er nen st nafOFPAOE, A0S aEARE, Sk Buf R ks 11,2 Sttt
Each of the four input links and the four output links represent one of the
links 105 shown in Figure 1A. Thus, the router 400 shown in Figure 4 is
coupled to four other routers 102 of Figure 1A. The router 400 also
includes a crossbar 416 which transfers data received on an input link
401, 402, 403 or 404 to the appropriate output link 411, 412, 413 or 414..
It will be appreciated that the number of input links and output links
which are directly coupled to a router is dependent on the topblogy of
the network and that router's location in the network, as shown in
Figures 1A and 1B. _

Each of the four input links 401-404 is coupled to four different
inbound queues 418a, 418b, 418¢ and 418d. The inbound queues |
418a-418d are teniporary'storage facilities in router 400 for incoming
data. In one embodiment of the present invention, each one of the
inbound queues 418a-418d is a 16-flit first in-first out (FIFO) buffer.
Therefore, each of the inbound queues 418a-418d can be smailer than
the size of a packet being routed through the network.

Each one of the queues 418a-418d represents a different "virtual
channel” of the router. That is, even though the router 400 is coupled to

-only the single input link 401, router 400 can temporarily store data
before passing it on to the next router'vié ohe of the oufput links 411-

414. Thus, even though a single physical network exists, the router 400



router is available. If the link is not available, then the router A waits

to begin transm ssion of the packet until the link is avail able. - .
Once th i : is available, router A transfers the f} | i header |,
bl ock 3%&”?}}%7%0r out er A to the next router. Note t%@?%(lg‘t’%ext '
router may be router B, or may be an additional router between

router A and router B. Router A then hol ds that -portion of the path
to the next router for this packet of data and - | ~continues to transfer
subsequent data in the packet to the next router _ until the tail 360
is transferred. It should be noted, howevel®-that other WD 96/ 19770

PCT/ US95/ 16606 _ ) -14-

packets may 43 8Bl&® emprpdlydaredata fremdounRePaIAie pagkets nkhug, irputairng

ime. & rout oPCRERURRFES (4T SVGA GNP o ERUSe KBS FOties/s 20 10 cheoks
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of the inbound queues 418a-418d. :

In one embodiment of the present invention, these virtual
channels are configured as static virtual networks. A static virtual
network is a network in which paths between source and destination _
nodes utilize the same numbered virtual channels. For example, if two
virtual networks are supported by the system, then a path between
source and destination nodes is entirely in the first network or entirely in
the second network (however, note that two separate paths, one in each
virtual network, could exist). Thus, packets which router 400 receives on

a particular virtual network and transfers to input queue 418a (for
example, virtual channel A) will be transferred to virtual channel A in
each of the other routers in the system which receive the packet.

- - In an alternate embodiment of the present invention, static virtual
networks are not required. For example, a particular source node may |
indicate that the path to a destination node should utilize a first virtual
channel for the first pathway segment and a second virtual channel for
the second pathway segment. In this embodiment, the channel
selecting logic 420 checks the control information in the header blocks -
received and transfers the subs:guent flits of the packet to the channel
indicated by the header block. Note that in this embodiment the router

400 also checks whether the second virtual channel of the next link is



récei ves a new header block it checks whether it is the destination

router for that block. If it is not the destination router, then the router
transfers t bl ock and all subsequent flits in the pacl;telt '

sane direct T‘S’R@%ﬂ%n the network. However, if the router is themédgnwﬁ
destination router indicated by the first header block, it discards the

first header bl ock and checks the subsequent flit (that is, the
second header bl ock) to determ ne the next pathway segnent. Once it
determ nes the next pathway segnment, the router transfers the second
header bl ock and al | subsequent flits td %-he next router in the

pat h. " Once the destination node is reached, the first flit

received by the availablejor examipte) annibher pagkatiaay gutreRty der utiizingtherhe
second flit recei vedr%y the destination router is the first flit of
data 350. | n one $9RANEnRSIWRIKLN, this first fl'it of data 350 is a

Aternativel y. the descPHiniPER WGt She sshrercusipmiis opl 10 plize ahy oRggly
o 2 neRe” RS ol LSS, i AT TRRMGA A B Hog s oo
heer b ock. ™ BTG 408 ohON AU A0 WOUBGRIA o sl
node coupl ed to thgubRY e édsfehteRiAPEeadBEk fRl AR Widhinithe VIHDSIGBIRTK
as discussed in more detail below. [n the example shown, four virtual
networks are supported. |t will be appreciated however, that any
number of virtual networks can be supponed by router 400 by utilizing
the proper number of input queues 418. | |
 Data is received by router 400 in flits, as discussed above. Upon
receipt of a flit of a new packet via input link 401, a channel selecting
logic 420 coupled to input link 401 checks the controf information in the
flit. In one embodiment of the present invention, the first flit of a néw
packet is a header block. If the header block indicates that the current
router is not the destination router for the pathway segment, then the
channel selecting logic 420 checks the control information in the header
block to determine which virtual network the packet is using. The
channel selecting logic 420 then transfers the first flit and all subsequent
flits in the packet to the channel of input link 401 _COrresponding to the
| virtual network and asserts a request signal to ah arbitration unit to
transfer the flits of the packet to the output link continuing in the same
.direction through the network.
However, if the header block indicates that the current router is
the destination router for this pathway segment, then channel selecting

logic 420 discards the first.header block and checks the second flit. If
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flits, a 34 ers the subsequent flits in the packet to i ng
node rather {ﬂﬂn to anot her router. Figure 4 §ﬁ§ﬁ£ﬁgﬂgﬁﬁtlng
devi ce according to one enbodi ment of the present invention in nore-
detail. The router 400 has four input |inks 401, 402, 403 and 404,
and four- output links 411, 412, 413 and 414. Each of the four input

| i nks and the four output i nks repr esent opg of the | i nks 105.shown
in Figure 1A Thus, the router 400 shomn Ih'¥irgure 4 is coupled to -
four other ers 102 of Figure router 400 al I ncl udes a
crossbar 416 a}ﬁ sgceng Hitig ahepdes Q‘@%ltbﬁﬂ oanag! Fﬁ'ﬁ@‘rﬁ'ng ||<Pgdc 420 401, 402,

403 or 404 to
will be appref

which are dir

i S8l Rictinilion dp e eader Bl desatmie whmbsof

the netvor k. aftF VWEF PBuFaKsIng delkbEls Lrst"é’ AR selbenblifoRied”
cotpl ed to' folerirRpslers jhe second A8 aiTurds émﬂgﬂaﬁ%&%ﬂ%ﬁﬁ%ﬁo
The i nbound qeRael of mpumfﬁaznéi%fén%gohema%ath { SRIAGBOAGA dhd | e

router 400 for 1 ncomng

one“enbodi nent o pr esent

i nvention, eaabsmaqégué@t s:?nal toithd aritrafioe Ut t4 testdBithel fitstofkhef |

first in-first out (FI

O buffer. Therefore, each of the inbou

4 is
418d.
in

it
nd

queues 41 8a- packetcenthboutpat linkintivated by the hieadsr biook{ Pheah&mhelbei ng

routed t hrough the network.

represents a selettingfagic \4i20tam1tinues to dtenshen dll sgbsdauend dlitsrto thisat i s,
t hough the router 400 is coupl ed only the single input |ink

router 400 cafhamngd et Th%ﬁ%thrtEemKet is feCﬁUﬁ‘dr df, osvevey, the secand t he next

router via on@ of the out
si ngl e physic t

Thus, even though

lin 414.
lwtvﬁ)hgaggq Blogk, meg thg@a@keamransferred to the computing
node connected to the router 400, as discussed in more detail below.

In one embodiment of the present invention, channel selecting
logic 420 stores the directions of the input links 401-404 and the output
links 411-414. Channel selecting logic 420 utilizes these directions
when router 400 is not a destination router for the packet. In this
situation, router 400 transfers the packet to the next router along the
same direction in the network as the previous link. Channel selecting
logic 420 is able to determine which output link 411-414 is in'the same
direction based on these stored directions.- |

Data received by router 400 via input links 402-404 is handled
analogously to the discussion above regarding input link 401.

in one embodiment of the present invention, router 400 includes

an additional set of inbound queues 419a-419d which are coupled

- directly to the computing node connected to router 400. These inbound

queues 419a-419d are used analogous to inbound queues 418a-418d

discussed above, except that the source of the packets transferred to

Each one of the queues 41 8a-41 8d

even
401

a

~

(
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is able to t 63877 by store datafromfour separate packets. FH‘?G r
400 supports%ur |rtual channel s, " because the router is abl 0595/?&%?
support four separate data paths uti lizing its tenporary storage
capabilities. Each one of these four virtual channels corresponds to one

of the inbound queues 418a-418d. I n one enbodi nent of the
present invention, these virtual channel s &re configured as static
virtual networks. A static virtual network?i's a network in which

at hs bet ween sour e and desti odes Uuti e the sane numnbered
\F;| rtual channels. NG, GueH Q?éaﬁ\ﬂ@d is the\ﬂ"l”?%l“%@?aﬁ)fﬁ@eﬂ@a%@Hﬁg%)qred

by, e, system P BFEEE enarg SSI SEHITRETT
Chover, o 1080t A3 i e e OB B,
I ihal Ceaerk SPRckRABRSERTRA R nB Al o ot
of the other routgygals gd‘&nébﬁhﬁﬁéﬂ‘é’élé&lﬁ@féﬁld%obbfédofbcff@ inbound queues
419a~419d asserts a request signal to the arbitration unit to transfer the
flits of the packet to the appropriate outbound link, as indicated by the
header information for the packet.

Crossbar 416 transfers flits from the four input links 401-404 to
the four output links 411-414. The channels of each of the four input
links 401-404 are multiplexed onto the output links 411-414 by crossbar
416. In one embodiment of the present invention, router 400'operates
according to an arbitration policy which ensure's that the data being
received on each input link 401-404 is treated fairly. In one '
implementation, this arbitration policy is the well-known round-robin
scheme. By ensuring that each input link is treated fairly, packets being
transferred on multiple virtual networks progress through the network
independent of the progress of packets on any other virtual network.
Alternatively, other arbitration policies may be employed which are less
fair, such as giving ene or more chanhels priority over the remaining |
channels. Howevef, these other arbitration policies should be such that
the progress of packets on one virtual network does not prevent the
progress of packets on another virtual network indefinitely.

In one embodiment of the present invention, channel selecting
logic 420 maintains the current state for each channel of the four input

channels. That is, channel selecting logic 420 keeps track of whether a



In an alternate enbodi nent of the present invention, static virtual
networ ks are not required. For exanple, a particular source node may :

i ndi catew@s? Lhe path to a destination node should utili Zg, %M & vi rtual L
SR CHRiooge

channel” first pathway segnent and a second virtual or

t he second pat hway segnent. In this enbodi nent, the channel sel ecting
| ogi ¢ 420 checks the control information in the header bl ocks recei ved
and transfers the subsequent flits of the packet to the channel

i ndi cated by the header block. Note that in this enbodi nent the router

400 al so checks whet her the second virtuat2€hannel of the next link is .

WD 96/ 19770 , . , .
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Second net wordeytect Sbtoound ik e alspakatil BbaRet it Re AL Paps RMegetBihiSs  ab e
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net wor ks can g8gefs RPCIdcREs Mequiostt 88 21y atbifration D8it for access to the
appropriate output channel. If another input link is currently using the
requested output channel then the request is denied. Once the output
channel is available, the arbitration unit asserts an access granted |
signal to channel selecting logic 420. Channel selecting logic 420 does
‘not begin transfer of the data to the output link until this access granted |
signal is received. Thus, conflicts between multiple input links for the
same output channel are resolved by the arbitration unit-granting access
to the output channel to only one input link at a time. Note that if only a
single channel has data to be transferred, the crossbar 416 allows that
channel to monopolize the crossbar 416 until another channel has data
to be tra_nsferred. The arbitration unit grants access to the output
channels according to the arbitration policy utilized by the router, as
discussed above.
it will be appreciated that dthe_r implementations of an arbitration
unit méy also be utilized within router 400. Any of a wide variety of '
~ arbitration policies and units may be employed by router 400 which
allow an inbound link to obtain access to an outbound link, which allow
the inbound "Iink to maintain access to the outbound- link until the transfer

of the packet is completed, and which resolve conﬂicts-between multiple

ihput links for access to the same output link. -



t he proper nunber of input queues 418. Data is received by

router 400 in flits, as discussed above. Upon receipt of a flit of a
new packet Vg dghidde | i Nk 401, a channel sel ecting - | ogi cpdRRsfiseescd
to input link 401 checks the control information in the flit. In one
enbodi nent of the present invention, the first flit of a new packet

I s a header block. If the header block indicates that the current

router is not the destination router for the pathway segnment, then the
channel selecting |ogic 420 checks the control jpformation in the header
bl ock to determi ne which virtual network the pdcket is using. The
channel sel ecting Iogi$p420 then transfe

subsequen'él_ flits'NR a(gpéog%tgequtpgt ﬁ'ﬂ%}‘{}%aﬁ'héahcﬁel ﬁh%‘ﬁg%ﬂ??ﬂ{? jﬂd‘ﬂd‘l"
CorTeEDon1 15 10 L8 o ke S REETIEGE SRR SRS R BB
kom0 et NS, KISy avve

desti nat i on 10Ut efn &Ribiste RANBARINGTRIERANne| RRAABABHR 45T beEbHED

| ogi ¢ 420 di scards the first header check e second f

WO 96/ 19770 signal to crossbar 416 each time it receives a new header block. This
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the second flit isigaahindibatedtockossbaed16ithsrappropliatetoutgut gk 142014 for
checks the control. information in the header block to determ ne which of

t he virtual netwoalk§its bemirg krem the apprapricié inbdundheliewe uatit 8 mpw siginal 20

then transfers the second and all subsequent flits in the packet to the
asserted. Alternatively, control logic within crossbar 440 6 may monitor
the flits as they are transferred through the crossbar 416. Each time the
control logic monitors a flit which is a header block indicating the next |
portion of the path for this router, the crossbar stores which output link all
subsequent flits from that queue should be transferred to (until another
appropriate header block is received). |

If a flit received by router 400 is the first flit in a new packet, then

router 400 does not transfer the flit to the appropriate output link 411,
412, 413 or 414 until that appropriate output link is reserved. For
example, a flit for a new packet may be received on input Iink_401 which
is to be transferred to channel A of output link 412. However, another
packet may have already been received on input link 403 which is
currently transferring data to channel A of output link 412. Thus, router
400 waits until the packet being received on input link 403 is finished
before transferring the packet from input link 401 to channel A of output
link 412. 1t should be noted that, under certain circumstances, flits
received via input link 401 may fill the inbound queue for channel A
before the packet being received on input link 403 is completely

transferred to channel A of output link 412. When this occurs, router 400



channel of input link 401 corresponding to that virtual network and
asserts a request signal to the arbitration unit to transfer the flits of

t he Wo Qﬁﬁﬁ to the output link indicated by the head?FTgﬁﬁﬁﬁﬁngf

channel selectlng | ogic 420 continues to transfer a

flits to this channel until the tail of the packet is received. If,
however, the second flit is not a header bl ock, then the packet S
transferred to the conputing node connected to the router 400, as .
di scussed in nore detail bel ow.. I n one enbodi nent of the
present invention, channel selecting -Bdgi c 420 stores the directions .-
of the input |inks 401-404 and the out put | inks 411-414. Channe

sel ecting | ofAssens@ signal tocthe: Ioster nm&@@elmthe packettfeomraguingut 460 i s not
a destination rouier for the packet. In th situation, router 400
transfers théQJackBis ﬁ'ﬁ“@'HEd'ﬁé?ﬂS fooiheerrion f@HEf"tthéf the inboyagauauedst i on i n

t he network s thﬁtﬁreVIO

to determ ne %?@ gt traps Pfﬁkﬂﬂiio ﬁ‘i"ﬁ gOé%lh?)ﬁE gg@spendeggqnp ?olnsbglsjleg
Cput 1 nks #0658 ReReR. o fouter 400,geakBH Tk C?*@Y‘?ﬂsgﬁ? i cBRafehnova
regar ding i npuby bl ik 412 s avaitable. 1t éﬂod_ga%ﬁﬁ@ro Mlq fatifig P esent

i nvention, rou rtronal d queues
419a-419d whiggl é‘ﬁﬁoﬁ%ﬁ*fr@fe fliei ﬂwb' 3% de connect ed
to router 400. ?’hese I nbound fring LYZues{yrzl193“419@8gpgé%lgg1dmaénal ogous to

i nbound queug@sbaliFthqdddél of the prior router being filled. In this situation, the prior
- router asserts a signal to the router it is receivihg"flits from to suspend
transfer of flits until the signal is deasserted, analogous to the discussion
above.

In the embodiment shown in Figure 4, each output link 411-414 is
associated with four outbound channels, each of which-corresponds to |
an inbound channel of the input links 401-404. In one implementation
of the present invention, érossbar 416 transfers one flit of data from an
inbound channel to an outbound channel at a time. Each of the |
outbound channels corhprises a 1-flit buffer which stores the flit until it is
received by the next router. Alternatively, each of the outbound
channels may comprise a multiple-flit FIFO buffer (for example, the same:
size buffer as each of the inbound queues 418a-418d). Thus, even
though only a single flit is transferred from an inbound channel to an
outbound channel by crossbar 416, the flits may be stored temporarily in

- the outbound channel and transferred over the output link to the next
router as a multiple-flit unit.

In one embodiment of the present invention, router 400 includes
an additional set of outbound channels which are coupled directly to the

computing node connected to router 400. These outbound channels



di scussed above, except that the source of the packets transferred to
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i nbound queues QP19 41 9d is the conputi ng node rather than aﬁé?’ﬁ’g?m““
routing device. Thus, when the conputing node connected to the

routing device is the source node for a particular packet, the flits of

t hat packet are transferred fromthe conputing node to the inbound
gueues 419a-419d and channel sel ecting Iﬂg}lc coupl ed to the inbound
gueues 41 9a-41 9d asserts a request sig to the arbitration unit

to transfer the flits of the packet to the appropriate outbound |ink,
as indicated by t&® used anﬁ@raéwatednff@rrm!pgnusmtlnen@umm channels
Crossbar 416 transfers flits fromthe four input |inks 401-4

four output Ii nkchHP.[edfiql outi '@Kﬁﬁél‘@ﬁfemu&ﬂt tf‘ﬁé’h‘aé\ﬁ‘ﬁlﬁ ﬁggsfer data

|'i nks 401-404 I d ontpo th 1 b
4161 n one. enbodiY BiiPETRTIRAnG,0un Feer hAN oanaol saubie Aavee.

Fecel ved ‘on-sacn A one 9 pREStls TReEBESTele Bl i e Boithos
e b bmayr (e Srrel BechRo MBIk et inids wﬁéégemms teadeliohidh

schene. By ensuring eac I's treat Rote

transferred on MpAdddidt the g‘a%]?é ﬁﬁ%ﬁE&r@ﬁﬁ&bﬁéﬁeﬁBﬁ%ﬁ@r@ r&l\%})&% &t

i ndependent of the progres ets on any other vir

Al ternatively, otthgrozb8iuhd %hbﬁﬁel@%drﬁie%@ed@tﬁ@c@ﬁ%ﬂh@%ddé‘ ch are less
fair, such as giving one or nore channels priority over the remaining

channel s. However, thdaearmthiermats kimibadiment pdthe pessatitinvahtion, ghahnélhat

t he progress of packets on one virtual network does not prevent the
selecting logic 420 may be directly connected to the computing node.
Thus, if the second flit is not a header block, then channet selecting logic
420 transfers the second and subsequent flits to the computing node
connected to router 400. The channel selecting logic 420 continue.s to
transfer the flits received from input link 401 to the computing node until
the tail of the packet is received. Therefore, packets which are destined
for the combuting node coupled to router 400 are not transferred
through crossbar 416 in this alternate embodiment.

Figure 5 is a flowchart showing the steps followed in the present
invention in determining paths for routing packets through a network
system. Initially, packets of data are routed between the source and
destination nodes according to established paths, st'e'p 510. Each node
within the network contains a list of paths' which enables the node to
transfer data to other nodes in the network. In one embodiment of the

- present invention, each of these established paths is determined by

each computing node in the network at system start-up according to

steps 530-550 discussed below.



progress of packets on another virtual network indefinitely. - In
one enbodi nent of the present invention, channel selecting | ogi c 420

mai nt ai n éﬂﬁ rent state for each channel of the four i
channel s%v altggjlﬂis, channel selecting |ogic 420 keeps trackggﬁh{ﬁﬁﬂfﬁg‘? a
WO 96/ 19770 .
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packet is currently being transferred-via a particular channel and the

correct outbound link for a packet if a packet is being transferred. In

this enbodi ment, crossbar 416 is a 'c?o‘bpl I ng devi ce which connects
each i nput gqueue of each input |ink to each outbound channel of each
out put | i nk Eaghd1pde withinpghekratwosk coptinyally efyecksawhethesd taityng

| ogic 420, it . asserts .an access request signal_to an arbitration unit
for access tofQYiing componeptin the §¥§@”€)Lﬁ§%ﬁ90§?§ 520¢ lg@dener i nput. |ink

he request is

L ncunr et SRR of the prebEALRRERToS L0 IS ShrisAch B SISt |
csserts o0, AoBBRh B hyra) ear BT gi? THERRRLARRBERAIS ARG, 12",
Lot VP! et S KD o SoBRETE Ty SRS ang conunoOEY mbfi e o U5
behavior of the routing components within the system. When a faulty
compdnent is detected, the diagnostics unit broadcasts a ‘signal to all
nodes in th_e system indicating a faulty component has been detected. A
faulty routing component can affect the transfer of data to a particular
- node by disabling one or all possible paths to that node.

A component may become faulty due to any of a wide variety of
circumstances. For example, the control logic within a router may
become faulty and not perform its task properly. Alternatively, other
components which the router depends upon may become faulty, such
as a power supply or one of the links between two routers. It should be
noted that a fauity computing node is different from a faulty-routef. A
computing node may become faulty, which means it is unavailable as a
destination node. However, the router which is directly conneéted to
that node may still be fully functional: Thus, the router can stili be used

by the network even though the computing node cannot. -

In one implementation, the centralized diagnostics unit is coupled
to each router in the system utilizing a serial bus which conforms to the
IEEE JTAG standard. -Each router includes multiple error bits and a |
single error pin coupled to the diag-hostics unit. When a router discovers
a possible error, the router sets the error bit(s) corresponding to the error

discovered and asserts a signal via the error pin to the diagnostics unit.



same out put channel are resolved by the arbitration unit granting access

to the output channel to only one input link at a time. Note that if only a
singl e chan h 7gata to be transferred, the crossbar 416 alhll g
channel to :}& 3@?7 e the crossbar 416 until another channel @ﬁ%ﬂs #os
to be transferred. The arbitration unit grants access to the out put
channel s according to the arbitration policy utilized by the router, as

di scussed above. It will be appreciated that other

i npl ementations of an arbitration unit may also be utilized within
router 400. Any of a wide variety of - arbZPration policies and units
may be enpl oyed by router 400 which allow an inbound link to obtain
access to an out Y¥bigh emonbit(ehiscesetds idependent on ke eros giscavergd aodmaant ai n
access to the outbound link until the transfer of the packet is

conpl eted, and V\Aﬁ?PEfI?SP@BGIthfOé&*FﬁmF&@»sa Déf'We@ﬁohﬁq"MRQV@r or an impsaper i nks

f to th
PeT/ USoEl | 6606 Protocol 2tcR s the Mt fiit of a pacKet hdtbeing a header). Upen

The appropriate Quiauf of b U6 dafrofh Ghidrrdin ¥ SRLEETAS Giddhoidd S5t can
access, via the serial bus, the error bits of the router to determine what
error was detected. The diagnostics unit then determines whether the
-router is faulty. In one implementation', this determination is made
based on the nature of the error (e.g., low power). Alternatively, the
diagnostics unit may make this determination based on the frequency of
error received (e.g., parity errors occurring too frequently). If the
diagnostics unit determines the router is faulty, then the diagnostics unit
broadcasts a signal to all nodes in‘the system indicating the identity of

- the failed router.

If no faulty router components are detected in step 520, then each
node in the network contindes to use its current established paths to
route data throughout the network. However, when a faulty component
is detected, each computing node in the system begins the process of
determining a new set of paths to utilize in routing packets throughout
the network.

The first step in generating a new set of paths is to find the largest

physically connected set of nodes, step 530. Any two nodes are |

~ physically connected if a path(s) exists between them, in both directions,
which does not involve any faulty components. For example, if a first
path exists which can transfer data from node A to node B, but not from
node B to node A, and a second path exists which can transfer data from

node B to node A, but not from node A to node B, then nodes A and B



vari ety of manners. In one enbodi nent, channel selecting |ogic 420
stores the appropriate output link for each packet, as di scussed above.

In an al%srggﬁé@ enbodi ment, channel selecting |logic 420 asserts a.
si gnal t Bar 416 each time it receives a new header Tt HURS16606s

signal indicates to crossbar 416 the appropriate output |ink 411-414 for
all flits comng fromthe appropriate inbound queue until a new signal is.
asserted. Alternatively, control logic within crossbar 416 rmay nonitor '
the flits as they are transferred through the crossbar 416. Each tinme the
control logic nonitors a flit which is a hd@der block indicating the next
portion of the path for this router, the crossbar stores which output |ink
al | samsphysically conredted mHaweveru i eepathoenistshehichaoest rangfdrt o (unti |

anot her appropriate header block is received). If a
flit recei vedaigfremuaege 400 node Bebyl ne path existswhichegarptiersler dateen

router 400 dpes no ransfer the flit tqQ the appropriate output link 41 1, .
412, 413 or M ?b@h%&deeaﬁpF neges g\ﬁ'?ﬁe@ st ot Rhysicallyy od. For
exanple, a flit fq?Ir a new packet may be received on input link 401 which
is to be trafeif 39' to channel "A of output link 412. However, another

DK o, v ol AT RRE R LR M B R  out e
00 | aeophlsily eRftte g SCRUSHg aeifo b dndiighal TSI

depth-first search. That is, each node starts with itself and determines

all other nodes which it is physically connected to.. Once that set is

determined, the node selects a node refnaining within the network

which is not part of that first set and determines all the nodes it is

connected to. This process continues until all of the nodes are part of a

set (note that a set is one or more nodes). Each node then determines

which of thesé sets contains the largest number of nodes. In the event

that two or more equally sized sets are the largest, then one of these

sets is selected to be the "largest” set. In one implementation, this

selection is made arbitrarily.

In one embodiment of the present invention, each node in the

network knows the topology of the network. That is, each node contains |

information indicating which nodes are connected to which other nodes

in the network and via which links and additional routers (if any) the

nodes are connected. Thus, physical connection can be determined by

each node if the central diagnostics unit sends out a message indicating

which component(s) is faulty. Alternatively, physical connection of two

nodes could be determined by a node sending a signal to another node.

and waiting for a response. If a response is not received within a



|ink 412. It should be noted that, under certain circunstances, flits
recei ved via input link 401 may fill the inbound queue for channel A

. before the packe ing received on input link 403 is conpl et
' transferred %‘hﬁﬂﬁ A of output link 412. When this occurs, J’%&HF%’(IGQ%
WD 96/ 19770
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asserts a signal to the router it is receiving the packet from on input

i nk 401. This signal indicates to the prlor router that the inbound
gueue is full and that transfer of flits2flo router 400 shoul d be
suspended until the signal is deasserted. Router 400 deasserts the
si gnal once the gtredetarmined peAodfofdimeythehithe twonddesaare matiphysicallyshoul d
further be noted that the suspension of transferring flits by the
prior router nay ganngcted.n t he |nbound queue of  the prior router
being filled. In this situation, the priog outer asserts a to

the router it is receilShguidihe §°fqdotr*i*ra§ 8 féuﬁqbéw}er could reghfdp @r“ Wefsl $tt”s

until the signal s deasserted, an gaus to the discussion

" the. enbods mentOSRORAY el Gpaeate0S et SxariAl. Rirakter Thew pat have X
cpmputmg node directly connected to it. If that router were to become
faulty, then a physical path' could still exist between all nodes in the
network. |

Once the largest set of physically connected nodes is determined,

each node in that set determines the connectivity of the nodes within
that set, step 540. In one embodiment of the present invention, each
node within the network is associated with both a row and a column of a
matrix. Referring to Figure 1A, the node coupled to the router at the top
left of the matrix is associated with the first row and the first 'column., and
the router at the bottom right is associated with the nth row and the nth

column. This matrix is called the t:onnectivity matrix and



associ ated with four outbound channels, each of which corresponds to
an i nbound channel of the input |inks 401-404. In one inplenentation

of the pn gmv,@vention, crossbar 416 transfers one flit _?,%gﬂ?stgg\hggogm an

i nbound channel to an outbound channel at a time. Each of

out bound channel s conprises a 1-flit buffer which stores the flit until it
S received by the next router. Alternatively, each of the outbound
channel s may conprise a multiple-flit FIFO buffer (for exanple, the sane
size buffer as each of the inbound queues 41 8a-41 8d). Thus, even :
t hough only a single flit is transferred fr<o%tan i nbound channel to an .

out bound chanpe] by crossbar 416, the flits may be stored tenporarily in
t he out bound W&?ﬁ‘éﬁ thg, goppectivityafdhe datgest set oLphmicallytonneate’d next

router as a multiple-flit unit. - . Ln,.one enmhqgdi nent of the present
i nventi on, roﬂ?é?gﬂ q’%’i’ﬁﬁé@‘?””em'v'&’nmﬁﬁwg fora s@é’t"a'bf‘ d8nd channel s
whi ch are Cou@k&ﬂng:ié’lﬁ&“y to the .~ conputing node connected to router
400. These oulbounad chahnel s WD 96/ 19770

PCT/ US95/ 16606

Ci,1 C12 =+ ++ Cin
C21 C22 =+« C2n

L] L] *

The cénnectivity matrix C is g'en'erat'ed by determining, for each
node in the largest set, whether a deadlock-free path exists bethen
that node and every other node in the largest set. If a deadlock-free
path exists from node x to node y, then Cx y is a one. However, if a
deadlock-free path does not exist from node y to node x, then Cy x is a
zero. Thus, each entry in the connectivity matrix C is either aone or a
zero. |

in one embodiment of the present invention, the connectivity
matrix includes all nodes in the network. However, deadlock-free paths
are only determined between the nodes in the largest set of physically
connegted nodes. Thus, the deadlock-free routing scheme(s) is able to
properly determine routes through the system taking into account all
routing components in the network, includihg those which are faulty,
while only determining routes between the largest set of physically
connected nodes.

in one embodiment of the present invention, a connectivity matrix

C is generated for each virtual network within the set. Thus, by utilizing



-23- are used and arbitrated for anal ogous to the outbound channels
coupled to output links 411-414, except that the' channels transfer data
~di;rectly to uting node rather than to another routing l%gl\fh

Thus, when a%e%ﬁgg@ket is received by one of the input links" -%ﬂ,“m

t he channel selecting |ogic determ nes whether this is the-destination
node for the packet and transfers the packet to the appropriate one of

t he out bound channel s connected to the conputing node. In an
al ternate enbodi rent of the present invention, channel sel ecting
| ogi ¢ 420 may be directly connected to the condting node. Thus, if

-the second flit is not a header block, then channel selecting |ogic

420 transfers thalifewnt deadipckfres ruding scharges. 2 difterenheennadiivity meatrix C
connected to router 400. The channel selecting |ogic 420 continues to
transfer the fliteoul@bgigrserategfor apah intyd ”@8‘10% Edeh odthrae RmgthicRfkisunt i |

the tail of the packet i.s received. Therefore, acket I ch ar estined
for the computindNBB&EMRIY &9?89@6?@@9@695 c%@eqwﬁh@@,rvelg i e

L oanhar 0 s hor it Peiale dhedhify Aiffix AT 04 8RRkl tree path exists fodiidde ' °
det erni i g Dat 'S f¥iodip By BARKS! Aot PR TRNEIS YR netwoRESHHE Ax,

Initially, packets a are rou ween ource

destinati on nodesg acHfy: $théhwise A3t \ARI4 sbrfl paths, step 510. Each node
within the network cont'ains a |iS8t’ of paths which enabl es the node to

transfer data to ot hef\Nﬂ@ﬁQﬁlllkl’hgtrhﬁltI'iWé Vel nbfwerRe, 88819 &F tRd coRhedtiAty
present invention, each of thesé established paths is determ ned by

each conputing nodgtrices C1orieichsfithatvisysitrrweHe is- storeaCP Tl 66mpating

steps 530-550 di scussed bel ow. WD. 96/ 19770

PCT/ US95/ 16606 node. Thus, the computing node is able to reference these connectivity
‘matrices at a later time in order to determine which virtual network
provides a deadlock-free path to a particular destination node.

The deadlock-free routing scheme(s) utilized in step 540 can be
any of a wide variety of conventional routing schemes. One such
rou_ting scheme is referred to as the "negative-first” scheme, indicated as
R-- ++. Referring to the network of Figure 1A, in the negative-first
scheme, routing from the source node to the destination node begins in
the negative direction. The negative direction equates to a movement to
the left or up in the network. For example, movement from router C to_
router B or router D is in the negative direction, and movement from
router D to router C or router E is in the positive direction. Once
movement begins in the positive direction it can continue in the positive
direction, however movement in the negative direction cannot be
resumed. |

Other deadlock-free routing schemes may also be implemented

by the present invention, such as the R4+ --, R-4 +-, Or R4~ -4+ schemes.

In each of these deadlock-free routing schemes, generation of a path



- 24- Each node within the network continually checks whet her

a faulty -routing conponent iin the systemis detected, step 520. In
one wo,(gﬂp.p,qi ment of the present invention, faulty routing conponents
are etected by a central diagnostics unit. The cemtTHPSH{14¥€osti cs
unit is coupled to each router in the system and conti nuously
nonitors the _ behavi or of the routing conponents within the system -
When a faulty conponent is detected, the diagnostics unit broadcasts
a signal to all nodes in the system.indicating a faulty conponent
has been detected. A “faulty routing-c onent can affect the transfer
of data to a particular node by disabling one or all possible paths
to that node.Dbegins by moving in tagwoﬂéeﬁthmyd@e&gﬂtmﬂnsysubecdm. any of a.

wi de variety 8fnce m Ci rtc st anges. xForir exanpl e, the control logic within

a router nay BRBREt Paginsyn dhe xylirestipn dndicated by dhe spepRd | y.

becons. f aul 155U, then mageBRL RN o BHERA PHane fits bet weon t wo

From & faul tySgrEr o pot resuRReETEb e Bhaelsh et BERS AT 1EY ' i ch means

i rectly connactga Tamg schemp DathnbleRoRt BegirsihTHE negefife MM s °

the router capdrbéfidn BARd'¢@A%witch to the positive x negative y direction at any
time, but does not switch back to the negative x positive y direction. It is
well understood by those skilled in the art that by adhering to one such
deadlock-free routing scheme for all nodes for a specific virtual network,
a set of paths can be generated between each_' node which are '
guaranteed to be deadlock-free, assumihg no faulty components are in
the network.

By way of example, if routers. D and.-H of Figure 1A are faulty then
a deadlock-free path exists from router F to router E according to the
R++,-- routing scheme. For example, router F to router B, router B to
router G, and router G to router E. However, according to the R-- 44
routing.scheine, a deadlock-free path does not exist from router F to
router E.

The following deadlock-free routing schemes are utilized
according to one embodiment of the-present invention. If the system
uses a single network (that is, no virtual networks), then the R-- +4
routing scheme is utilized. If the system uses two virtual networks, then
the R-- 44 scheme is utilized for one network and the R4 -- routing
scheme.is utilized for the second network. If the system uses four virtual
networks, then the first, second, third and fourth networks utilize the R..

++, R4+ -, B-4 +-, R4- -4 routing schemes, respectively.



bi t he network even though the conputing node cannot. I n one
i npl ementation, the centralized diagnostics unit is coupled . to each
router in thgeosepy Utilizing a serial bus which conforns to ?@Fmsssnssos
_IEEE JTAG standard. Each router includes nmultiple error bits an

single error pin coupled to the diagnostics unit. Wen a router dlscovers
a possible error, the router sets the error bit(s) corresponding to the

error di scovered and asserts a signal via the error pin to the
di agnostics unit. V\D 96/ 19770 .
PCT/ US95/ 16606 -31- -25-

Which error bit(s) is se S endent on the err dlscovered a na
correspond to, for exai‘p‘{"@l bea ﬁq%ﬁegrﬂf‘%tral Q}Wrb&ﬁe?bo‘fﬁ r%{-ﬁ"\grr%?

protocol (such, as igelid e ST BES ey s BB e, G o

2O, 1 e Bohheb i YHEn TSRS i AR SEok B Thae v
three-dimensional mesh network, utilizing a routing scheme of R---,+++
ensures a set of deadlock-free paths. These deadlock-free routing
schemes are well-known to those skilled in the an, and thus will not be
discussed further.

Once the connectivity of the largest set of physically connected
nodes is determined, a subset of the physically connected set of nodes
is determined in which every node in the subset has a deadiock-free |
path to every other node in the subset, step 550. A deadlock-free path
between each and every node is established when each entry in the
connectivity matrix C is a one. This is discussed in more detail below
with respect to Figure 6. Thus, each node within this subset is able to
transfer p_ackets of data to and from every other node in the subset along
a deadlock-free path. Each node within this subset then stores the
paths to all other nodes in the subset which were generated in Step 540.
These new paths are then utilized by the node in transferring data to
destination nodes within the network, step 560. Nodes within the
network then continue transterring packets of data between each other,
step 510, until- another faulty routing component is detected.

It should be noted that, under certain circumstances, multiple
deadlock-free paths may be generated from a source node to a
destination node in step 540. These multiple paths may be in the same
or different virtual networks. In dne implementation, the source

computing node maintains each of these paths and determines which



router is faulty. In one inplenentation, this determ nation is nmade

based on the nature of the error (e.g., |low power). Alternatively, the

di agnost | LI, may nmake this determ nation based on the frequency of
error ret‘é}s?leg»‘;(oe. g., parity errors occurring too frequent?ﬂ’.%s?ﬁ" $e

di agnostics unit determnes the router is faulty, then the diagnostics unit
broadcasts a signal to all nodes in the systemindicating the identity of
the failed router. If no faulty router conponents are detected
in step 520, then each node in the network continues to use its
current established paths to route datd-throughout the network.
However, when a faulty conponent is detected, each conputing node in

t he system bepatista Utdizerwiien @ packet of datreisctransferrgd4o tbevdestinatiompat hs to
utilize in routing packets throughout t he networKk. The

first step i nNgeRe diErmaivelydie comptinganode may selectene pethepgihstto
Pyl cal 1y coriia aad FFecans 4t eaising Petiso; TE8/HoMNG FOBBIMAM r ect i ons,
o o docs mheleifhe e el Athile BEERF e RS wRETEHRY & mRbbRS o
n0%e B 15 nockh dne BbAITERE I AP At B 1 AR el o

Alternatively, the computing node may select the path in the virtual

network which is least-used by this computing node.

In an alternate embodiment of the present invention, steps 540

and 550 are repeated for each physically connected set of nodes rather

than just the largest set. The resulti.ng number of available nodes in the

subsets from step 550 are then 'compared for each subset of nodes and

the subset havirig the largest number of available nodes is made

available to the user. Thus, this alternate embbdiment verifies which set

of physically connected nodes provides the Iargest- number of available

nodes, rather than presuming that the largest set of physically -

connected nodes provides the largest number of available nodes.

In one embodiment of the present invention, the network is a

torus network. In a torus network, as described above, the routers on

the ends of the network are coupled together, thus generating a layout

analogous to a sphere. In one implementation, the method of Figure 5

described above can be utilized in a torus network having twice as

many virtual networks as a mesh network. That is, the present invention

as described above using n virtual networks is applicab'le to a torus

network utilizing 2:n virtual networks.

For example, the present invention applies to a torus network

utilizing two virtual networks as shown below. Each router in the
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are physi cal conpected. However, if a path exists which can :
data from no%%%{;g%node B, but no path exists which can trans?é?lﬁggﬁf‘“
fromnode B to node A then nodes A and B are not physically
connect ed. I n one enbodi nent of the present invention, the
| ar gest set of physi cally connected nodes is determned utilizing a
conventi onal depth-first search. That is,_each node starts with’
itsel f and deternines all other nodes whitB-it is physically
connected to. Once that set is deternined, the node selects a node
remai ni ng wit hi n Netverk:ikwssigned a opliron ans e ppsition &s shewn ielew fektheand
determnes all the nodes it is connected to. This process continues
until all of -the HEdedtalaetwptk.of a set (note that a set is one or
nore nodes). Each node then determ nes ' whi ch of these sets contains
the | argest nunber of nodes. In fhe eveﬁlt that_two or nore equally
sized sets are the largest, thenBdde ofit.Bese® * * Rin

R2,1 R22 - -+ R2n

L ] *
L - . L]
L] L]

Rn,i Rn2 **+ PRnn

Whén determining paths according to the deadlock-free routing scheme,
the routers are treated as if they were setup in a mesh-based network as
described above with respect to Figure 1A. Thus, paths cannot flow
over the boundaries of the matrix. For example, a path could not flow

from the R1 n router to the R1,1 router in the positive direction.



sets is selected to be the "largest” set. In one inplenentation, this

selection is nmade arbitrarily. I n one enbodi nent of the present .

inventl node in the net wor k knows t he topolo
net wor K. ?hggéiﬂl),g each node contains information in %Z)‘Q&Nl ch

nodes are connected to which other nodes in the network and via which
| inks and additional routers (if any) the nodes are connected. Thus,
physi cal connection can be determ ned by each node if the central |
di agnostics unit sends out a nessage indi C%’[I whi ch conponent(s) is
faulty. Alternatively, physical connection-dt- two nodes coul d be .
determ ned by a node sendi ng a signal to another node. and waiting
for a response. |fT1Recelysonaad @%BQS'F'@Bésﬁmmmthﬂae routers age $&n 9770
PCT/ US95/ 1660 -27-

pr edet er mi ned® f&?ﬁ’&ﬂ&ﬁ $8G08d Yiual Refwork s sheWNedoWot physical Iy

connect ed. It should be noted that a faulty router could
result in all nodes still '

L] [ L
L] - L d -

. . . B .

**+ Rpin1 Rpin Rn-1,1 Rn-12 + < ¢
* *« + Rnn-1 Rn,n Rn,1 Rn2 » ¢ -
* * + Rin-1 R1,n R1,1 Ri2 = ¢+
*« ++ R2n- R2,n R2,1 R22 » - -

Analogous to the discussion above, paths cannot flow over the
boundaries of the matrix. However, the boundaries are eétablished
along different router paths than the first virtual network. For example, a
path from the R2;1 router to the Rp,1 router in the positive direction is
invalid in the second virtual network, but valid in the first virtual network.
Similarly, a path from the R2,1 router to the Rn, 1 router in the negative
direction is invalid in the first virtual network, but valid in the second
virtual network. Thus, each of the two virtual networks represents a
single mesh-based network, analogous to the discussion above. By
utilizing these two layouts for the two virtual networks, each node in
each virtual network is then associated with both a row and a column of
a connectivity matrix, as discussed above. An aggregate connectivity
matrix is then generated and new paths are generated as discussed
above with reference to Figure 5.

In step 550 of Figure 5, a subset of the physically connected set of.
nodes is determined in which every node has a deadlock-free path to

every other node in the subset. Ideally, this subset is the largest subset _



bei ng physically connected. For exanple, a router may not have a
conputing node directly connected to it. If that router were to becone

faulty, theggoditysd cal path could still exist between all noge.t?,eulégsr{% gGS S

net wor K. Once the largest set of physically connec

det er m ned, each node in that set determ nes the connectivity of the
nodes within that set, step 540. In one enbodi nent of the present

i nvention, each node within the network is associated with both a
row and a colum of a mat ri x. Referring}go Figure | A, the node
coupled to the router at the top |l eft of-'The matrix i s associ ated

wth the first row.and the first colum nd ) .the route t the
ot tom i ght 1 s QL UikPhySkal FAinared SRt phADARSITR WBIGH Rvery Node Bes dm. Thi s

gaCtT; IU)éQ::S/S lggggeddtegglo%ﬁgpeeecbet\ﬁ' 'ttoyev%% 'othef) rrfgde in the g%sge(?./ JIﬁqe?tégmi_ning this

I ndi cates the copggly ¥kt Ohobbler, ¥ BRNPIBmAbie (HeHdatbininfignect ed

polynomial) problem; that is, the time necessary to solve the problem
increases exponentially with the size of the problem (in this case, the

- size of the connectivity matrix). The solution to such a problem can be
very time consuming; thus, one embodiment of the present invention, as
'described in more detail below with reference to Figure 6, utilizes a
heuristic algorithm that comes close to the ideal solution. The time for
the heuristic algorithm increases as a polynomial function of the size of |
the problem rather than exponentially.

Figure 6 shows the steps followed by one embodiment of the
present invention in determining a subset of nodes which have a
deadlock-free path between each other. Figure 6 shows one
implementation .of step 550 of Figure 5 in more detail. First,a
connectivity value is generated for each node in the set of nodes, step _
610. This connectivity value indicates the number of hodes within the
set that a particular node has a deadlock-free path both to and from. In

- one implementation of the present invention, this connectivity value is
generated on a row-by-row basis from matrix C. _The connectivity for a
node x starts at zero and is incremented by one each time Cx,y and Cy,x
are both one. This is done for each of the n nodes in the matrix C,
thereby generating a connectivity value for each of the nodes.

The nodes are then sorted according to their connectivity, step
620. Thus, a list of nodes is generated in order of increasing |

connectivity, so that nodes earliest in the list have the least connectivity.



nodes. An exanpl e connectivity matrix C for a set wwth n nodes is

shown below. [err] The connectivity matrix Cis

gener at ed 96‘;1‘35 m ning, for each node in the | argest gﬂyg gj)ﬂ{%&;er a

~ deadl ock-Tree path exists between that node and every P

the largest set. If a deadl ock-free path exists fromnode x to node vy, -
then Cx,y is a one. However, if a deadl ock-free path does not exist
fromnode y to node x, then Cy,x is a zero. Thus, each entry in the
connectivity matrix Cis either a one or a zero. I n one
enbodi nent of the present invention, the colrfect i vi ty ~-matrix includes --
all nodes in the network. However, deadl ock-free paths are only:

deterni ned bet ween NAdesaaeihemrameved frgasthesset off nogassuntiliful
connected nodes. Thys, the deadl ock-free routing schene 6(;38& is able to
properly det erGRMECHYitY QEW%F%UQ'H'Q%@OQ%!Se?fﬁ:*ﬂ'ﬁ)(?%gsmﬁt cE8lint al |

oo ek PoaRe Lo Bhin abReydhy do AGRoa A3t v B Bl
free path to every other node in the remaining set (that is, each element
in the connectivity matrix is a one). Nodes are removed from the set of
nodes according to their connectivity. Thus; nodes earliest on the
connectivity list, which are the nodes with the least connectivity, are
removed from the set before other nodes are removed from the set. This
process of removing nodes from the list is repeated until full connectivity
is achieved (that is, until 'each node remaining in the-set has a deadlock-
free path to every other node in the set).

Once full connectivity is achieved, nodes which were removed
from the set are attempted to be re-added to the set, step 640. It should
be noted that step 640 is an optional optimization step. A node is re-
added to the set if the set maintains full connectivity with the re-added

- node. In one implementation, nodes are attenﬁpted--to be re-added in
the reverse order of their removal in step 630 (that is, the first node to be
removed is the last node to be attempted to be re-added). For example,
the set of nodes determined in step 610 may comprise fifty computing
nodes, eight of which are removed in step-.630. However, the -
connectivity of these fifty nodes may be such that the third and fifth
nodes to be removed in step 630 did not have full connectivity with the

_ other nodes at the time they were removed only because they were not
connected with the other six nodes which are removed in step 630.
Therefore, the third and fifth nodes could be re-added to the remaining

set of forty-two nodes and full connectivity could still be achieved.



connect ed nodes. I n one enbodi mrent of the present invention, a

connectivity matrix Cis generated for each virtual network within the
- set. Thus, by utilizing WD 96/ 19270

di fferent deadl ock-free routing schenes, ‘a-di-fferént-connectivity matrix C
coul d be generated for each virtual rnetwor’k:.:Each of/ithese matrices is
then conbined to generate an aggregate connect+Vity matrix A In the
aggregate connectivity matrix A, if a deadl ock-free pdth exists from node
x to node y in any one or nore of the nulti ple3\7|.-rtual net wor ks, then Ax,y.
Is a one; otherwise AX,y is a zero. When utilizing multiple
vi rtual networks, eachTétﬂS,-tthe presenicinventign enhanceswie fagdstoerasee @héh of

the virtual networks is stored by the computing . node. Thus, the
conput i ng node i sneimosk systear. e W2 fawiiecempaBent(s) isydetected infae netwarkat a
deadl ock-ree pattierySPARPERNGF &ieek oraderwhiGere Physically &nnected
together, taking into account the faulty component(s). A subset of this
set of nodes is then generated to ensure that each node within that
subset has a deadlock-free path between every other node in the
subset. Then, this subset of nodes becomes the new set of computing
nodes which make up the network. The system performs these steps
~automatically in a manner which is transparent to the system user(s).
Thus, even though components may break down while the network is |
operating, the network corrects the problems automatically without user
intervention.
| Whereas many alterations and modifications 6f the present
invention will be cdmprehended by a person skilled in the art after
having read the foregoing description, it is to be understood that the
particular embodiments shown and described by way of illustration are
in no way intended to be considered limiting. Therefore, references to
details of particular embodiments are .nbt' intended to limit the scope of
the claims, which in themselves recite only those features regarded as

essential to the invention.

Thus, a method and apparatus for enhancing the fault-tolerance

ofa hetwork has been described.



The deadl ock-free routing schene(s) utilized in step 540 can be any
of a wide variety of conventional routing schemes. One such routing

scheme iwqa' ed to as'the "negative_L{rst" schenme, indi ’@%

R--, ++. ‘ngggirlﬁ’gg to the netwoik-ef~Heeile 1 A in the neg‘%‘?ﬁt _sﬁ?,?ogt

schenme, routing fromthe_s o rlr'}hfé ‘E“fdf-t'he destinati on node begins in

the negative direction. ANCER dieettion equa :
the left or up in the natworkiZbFer~exanpl e, novenent fromrouter Cto

- router B or router Dis ¥ The negative dig ction, mn "M]mnm
router Dto router Cor router Eis in the gositivei [ A L

novenment begips. jn_the positive direction it can continue in t fie f)osTtive

direction, h novenent in the negative direction cannot be
resumed. What is. clai O her deadl ock-free routing schenes may al so be
i npl ement ed al 5 CRIMRECGPesent i nvention, such as the Rt+,--, R+, +-, or

R+:, -+ schenegs. 1 of these deadl gck-free.routing.schenes,
generati on e o methed?%@gg A seipf availaBle computing nodes in a
PCT/ US95/ 166 Q&twork u 30-

begins by nmoving In ??1% d%,ec&ilorn e%ftal Banultlynraelt\évgtrlégolmrp otrlrggt!]cpfnﬁrisé%gieri pt .
steps of: _
(a) déterminin’g a set of nodes in the network which are
physically connected;
(b) determining a connectivity value for each node of the set of
nodes; |
- (c) detérmining a subset of the set of nodes such that each

node in the subset can transfer data to and from each other node
in the subset; and
(d) _ utilizing the subset of the set of nodes as the set' of

available computing nodes.

2. The method of claim 1, wherein the determining stép (a)
comprises determining a largest set of nodes in thé network which are

physically connected together.

3. The method of claim 1, wherein the detérmining step (b)
comprises, for each node in the set of nodes, determining a number of
other nodes within the set of nodes to which each node has a deadlock-

free path.
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©Once novenent begins in the xy direction indicated by the second
subscript, then novenent in the xy. djrectlon I ndi cated by the first

subscri pt |s not resumgy. For, examnt-e, he POIUSIS/16606
routing sch¥¥f q%ﬂqlnnvenent begi-ns—- positive y

direction and can swi tch to. the. posi i reui of—at—any
time, but does not switch back to thé ection.

is wel | understood by those skitTed in the art that ﬂm ,ll')LU",
one such - deadl ock-free routing scheme fqr, al | nodes

virtual network, a set of paths can be- ge?ner at ed bet ween each node
whi ch are guaranteed to be deadl ock-free, assum ng no fa Lty
conponents are iM.  The methedwdckaim 1, Whe"e'” the dgierpiingsSteR Ie i f
routers D and H of Figure 1 A are faulty pat h
exi sts from rout e:ompgs&fes eateémlrmnaéaemnﬁscwtt Ylue uﬁ'zﬁﬁ gpﬂ%h%@en
schene. For exarrple router F to router B, router Bto _ router Ci and
router Gto rout éfirgal 'P%WQ,’E?, according to the R--, ++ routing
scheme, a deadl ock-free path does not exist fromrouter F to - router
E. The foll ow ng deadl ock-free routing schenes are utilized
according to one enbodi nent of the present invention.-If the system

uses a single network (that is, no virtual networks), then the R--, ++
routing schenme is utilized. If the systemuses two virtual networks, then

the R-,++ schene is utilized for one network and the R++,-- routing
schene is utilized for .the second network. If the systemuses four virtual

This Sheet Has Been Re; laced
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networks, then the first, second, third and fourth networks utilize the R-
++, R++ ,, R+, +-, R+, -+ routi ng schenes, respectively. WO 96/ 19770

PCT/ US95/ THIS
It will b‘gﬁgggr eci ated that al t. hough %%%&H?S QEEN scher%rms”g&6606
k__frnn rout i nn

di scuss a two-di mensi ona.L nesh netwo ]
schenes exi st for n-di rrenS| onal n’esh networks For examp

t hr ee- di mensi onal mesh network, utilizi'mg a routing sche [m "mm””m
ensures a set of deadl ock-free paths. Thesef}ﬂgadl ock- free
schenmes are well-known to those skilled in art, and thus will ndt be*

di scussed further. Once the connect|V| ty of the |argest set of _
physi cal |y confrect efine method af@laim 4. wherinithe gdeterminingestesf(c) he phy5| cally

ted t of des et whi ch de i’
subset has a deMEPBcES Eheeking Whetﬁﬁ%l??ﬁ?te&‘?%%f};e&ai%ﬁirvﬁaﬁe?ﬁegnégg beet

ng 2b|5|52h e'dA‘ S\ﬁ%q#egﬁlgwf reeqs?g? h;iﬁg a dif%%%‘fe 8@3&8&? fr%rédro%\/l%{; rt]1(<?3mee .or .

each of the plurality of virtual networks.

6.  The method of claim 1, wherein the determining step (c)
comprises checking whether a deadlock-free path exists between each

node in the subset.

7. The method of claim 1, wherein the determining step (c) -
comprises removing nodes from the set of nodes until a deadlock-free

path exists between each node remaining in the set of nodes.

8. The method of claim 7, wherein the determining step (c) further
comprises removing a first node prior to removing a second node,

wherein the first node has a lower connectivity than the second node.

9. The method of claim 7, wherein the determining step (c) further
comprises adding nodes which were previously removed to the set of

nodes.
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connectivity matrix Cis a one. This is discussed in nore detail bel ow
wth respect to Fi gure 6. Thus .each node-w thin this subset is able to

transfer Shpdat a t@tan ?Dmevery i6t'her node in the y&ﬁﬁg g
a deadl ock free pat?t Each nadeamitti n't hi s subset then stares the sfisedd

paths to all other nodes in the subset i C‘]"PM‘%I-EEUW@BEW in step 540.

These new p |ized by the fode i- Uatedf erripg data to
destinati onﬂl "m[lmﬂ ﬂﬂ””m network, stef :

t he
networ k then*conti nuen T rsans

erring packets of ta between each other,
step 510, until another ‘faulty routing conponért’is detected
It should be noted that, under certain C|rcunsta2ces

deadl ock-free path& nednRPRAAWBVBIGhrenfANges he @UIHMGFQWeaOfa”etWO"k

destination node in step 540. These nultiple paths nay be in the sane
or different virt%RMPH §’tﬁ‘\90rks In one inplementation,” the source

conputi ng node mai ntai ns each_of these pat hs and determ nes whi ch WO

Egtr/hutsgS{JtL?IG?Se when a pac kgtneé‘floﬁ‘a néerf%cet ll’m'psCPLé?lregc}otme ’ﬂ%mc%)é%‘?’ﬁa?. on

node. Alternatively, the COWS&é&Iﬁ@GﬁIthﬁ ﬁ)cttheor%nfﬁcry% e to
network interface unit which, upon the discovery of a faulty
network component, determines a set of nodes in the network
which the apparatus is physically.connected to and determines a
number of deadlock-free paths between the apparatus and each
node in the set of nodes, wherein the processing unit also |
_determines a subset of the set of nodes such that each node in
the subset can transfer data to and from each other node in the
subset, and utilizes the subset of the set of nodes as the set of

available nodes.

11.  The apparatus of claim 1'0, wherein the processing unit also
determines the number of deadlock-free paths between each node and

every other node in the set of nodes.

12. The apparatus of claim 10, wherein the processing unit
determines the number of deadlock-free paths between the apparatus

and each node utilizing a plurality of virtual networks.

13. The apparatus of claim 10, wherein the processing unit selects a

deadlock-free path between the apparatus and each node of the subset

and stores the path in the memory unit.
This Sheet Has Been Reilaced




utilize and discard the remai ning paths. The conputi ng.node may

I?EE’N i de variety of manners. |
I n one ephodi t, the computi-ng {dHe e $hortest_path.

Alter nat%eﬂ%,gwf]he,_qqmpu_t ing: nodq 1 Y he pdth in (REFURIEES
network which is | east-uséd by.thgsTonputi ng node. |n_an

al ternate enbodi nent of the pr€sent i nvention, steps 540 and 550 are

L argest sor. TheFesal ] ng. murber of aval QEFESALE\IEW 1 \IIITIE!!IF -

subsets from step 550 are then conpared foff2each subse nodets &n

t he subset having the | argest nunber of avail able nodes is made

avail able to the user. Thus, this alternate enbodi nent verifies which set
of physically connected nodes provides the |argest nunber of avail able
nodes, ratherl4-han'f}g appafatgs Pzﬁlalmh@-l‘m%f@y’t the-gpparatius is eng pjthe
connected nodes provi des the | argest -nunber of avail abl e nodes.

| h one enbodﬁﬁéﬁ?n8¢e§he present invention, the network is a t orus
network. In a torus network, as described above, the routers on t he
ends of the network are coupl ed together, thus genérating a | ayout

anal ogous to spher 6. I ept-ation, the nethod of Figure 5

descri bed abo13;e c nggw%%gee@%rﬁgﬁﬁﬁ us network having tw ce as

many virtual networks aépﬁlrﬁﬁ?rbfr?ﬁﬁw Eiev'-EQ@t' is, the present invention
ne wor1<

as descri bed above using ' n viftua S Is applicable to a torus

network utilizing 2*n b . .
g \d pltaity ¥\ctirkiEnication links coupfedf tott@ LRty BF (

present invention applies to a torus networ l'1zing two
networ ks as shown rhglimyvdelizel; aagt er in the WO 96/ 19770
PCT/ US95/ 16606 -33 -

network is assigned a eplunalitpod computing nodes esupibdwo the lptuvafityr oft he
routing devices, wherein each of the plurality of computing nodes
determines, upon discovery of a faulty network component, a set
of nodes in the network which are physically connected together
and determines a number of deadlock-free paths between each
node of fhe set of nodes, wherein each of the plurality of
computing nodes also determines a subset of the set of nodes
such that each node in the subset can transfer data to and from
each other node in the subset, and utilizes the subset of the set of

nodes as the set of available nodes.

16.  The system of claim 15, wherein the plurality of routing devices

are coupled together in a two-dimensional mesh network configuration.

17.  The system of claim 15, wherein each of the plurality of

computing nodes is connected to one routing device of the plurality of

routing devices. .

-
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first virtual network. [err] When determ ni ng pat hs accordi ng
to the deadl ock-free routrng sqheme,, the routers are treated as if

they were s nmesh-based ﬁetyvork a

respect to gtr}r)el&ﬁA Thus; 3 ipat hs é;ﬁ’netwf! &,\,SHEFIFHXS\QEEN'[ heo%ound‘%r 808 of
t he rratH—x.——Ferﬂexecﬂapr—e,——a—path;,_ceul Yed ki owREP EPomtHe RL ,n router

[ WO 96719770

to the R1 router in the positive di r-' q

PCT/ usqsm !ljﬂlu | IJ!" IIIL “34 -
The collu n assignments of the routers are then
shifted for the second virtual network, as shof? bel ow. [err]

18.. The system of claim 15, wherein each routing device of the
- plurality of routing devices comprises a plurality: of input queues for each

of the plurality of communication finks input to each routing device.

19. The system of claim 15, wherein the plurality of routing devices

provides a plurality of virtual networks.

20. An apparatus for finding a set of avarlable nodes in a network
upon detection of a faulty network component comprising:
(&) means for determining a largest set of nodes in the
network which are physically connected;
(b)  means for determining a connectivity value for each node
of the largest set of nodes; '
(c) means for determining a subset of the largest set of nodes
such that each node in the subset can transfer data to and from
each other node in the subset; and
(d)  means for utilizing the subset of the largest set of nodes as

the set of available nodes.

21. The apparatus of claim 20, wherein the means for determining
the connectivity determines, for each node in the largest set of nodes,
the number of other nodes within the largest set of nodes which each

node has a deadlock-free path to.

i



Anal ogous to the discussion above, paths cannot flow over the
boundaries of the matri x. However, the boundaries are established

along diffe outer. paths tham-tte first virt net wor k. For ,exahpl e, a
path fro&ﬁ?ﬁ@%1;r--o:Lit*ee.'r-’"'to-_-,.t_;hié--s 0 —+orar g BEEN posi ti FETHSPHLE6N i s
i nvabHd=iTmthe second virtual® et E

Dd in the first vi.rtual

)
net wor k.. [ Yisleardy, @ path fram . to the Rn,1 router in
the n “ﬂﬁ‘“sl ‘mlﬁ‘ “ction isin In the first virtual network, but
valid L on * virtual network. Thus, each of the two virtual

net wor ks represents a si ngl e -mesh- baséd net wor k, anal ogous to the

di scussi on above. B_}( utilizing these two | ayouts for the two virtual
networ ks, eacrRdodel i¢apparatds of claim 2@ whatsip the meansder getermiaingd wi t h

bot h ' I Of , tivi . di : d. ab :
A agar cqat o dbRRRrREYY determifs S coaneaiidly fekis KA e AP REAME S he o o
generated as (j; S above with reference to Figure 5. - .

In step 550 of '@@ﬁéa@m&d subset of the physically connected set of

nodes is determ ned in which every node has a deadl ock-free path to

every other node in the subset. Ideally, this subset is the |argest subset

WD 96/ 19770
PCT/ US95/ 16606
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=35 - of the physically connected set of nodes in which every node

has a deadl ock-free path to every other node in the subset.

Det er m ni ng ' | ar.gest subset, however [ s an NP-corrp

(‘nondet er m n@%%@”"’ pol, ynom al.). probl EEE@ r‘géﬁg?égg@fy

to sol ve the—probtem ' mcreases exppne tﬁ Q‘mt He size of the
the vityimatrix). The

probl em (i 'si‘zée of y .

sol ution tgumﬂ Bm Bg an be very time consum ng; thus, one
enbodi nent At k¥ Nnvention, as described in nore detail
below with reference to Figure 6, utilizes a -45- heuristic algorithm
that conmes close to the ideal solution. The tine for the heuristic
al gorithmincreas@8. as aempﬂnaws:gf dainc 2 owherein liiee sneansofor determiningea

probl em rather than exponenti e 6 shows the steps
fol Lowed by one eSusat @Q@kéwhﬁiéefadeadl%%%watmgéﬁis BRWeRNIEREN MORENG a
subset of nodes whi

d k- th t h ot
Figure 6 shows on® 3 su%se; Hiilizing & g gg?f‘tﬁe@%% %’Eg rgyt 'Eg \ggﬁ%mgaf?’ﬁ e%'ﬁ_ :r
detail. First, a ofst[hgpoluf;a?“tyngftgl'{t\é'a %ﬁ@%gnl s generated for each node in

t he set of nodes, nectivity value indicates the
nunber of nodes within the set that a particular node has a
deadl ock-free path both to and from In one inplenmentation of the

present inventionggt hi $hgRRartLYidikiaial 86, Wherein the means for determining a
subset checks whether a deadlock-free path exists between each node

in the subset.

25. The apparatus of claim 20, wherein the means for determining a
subset removes nodes from the largest set of nodes until a deadlock-
free path exists between each node remaining in the largest set of

nodes.

26. The apparatus of claim 25, wherein the means for determining a
subset also removes a first node prior to removing a second node,

wherein the first node has a lower connectivity than the second node.

27. The apparatus of claim 25, wherein the means for determining a
subset also adds nodes which were previously removed to the largest

- set of nodes.
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génerated on a rowby-row basis frommatrix C. The connectivity for a
node x starts at zero and is increnented by one each tine Cx,y and Cy, x

done for

each of the n nodes in the matri x

ar.e both one. LS C,
t her eby gener‘gg'%@g@?connectlw ty val ue figi7 each of the nodes. PCI"US”’I“OG

The nodes are then sorte cording to FDELF connectivity, step 620.
Thus, a list of nodes iq generated | n order{ of increasing

connectivity, so that nddes | BS[elfl theld-lst jhave .t hedeasty|
connectivity. WO ¢

PCT/ US95/ 16606 : -B6-

Nodes are then renoved fré#mthe s&t of nokles until full commectivity
of the remai ni ng nodes is|achievefl, step £30. Full connectipity
refers to each node in the remai nfng set having a deadl ock- ree path
to every other node in the remain|ng set (that is, each el enent in
the connectivity matrix ig a one)}] Nodes jare renoved fromthe set Jof

nodes according to their gonnectiyity. Thus, nodes earliest on th
connectivity list, which are the Yodes wi%h the | east connectivit , are

renoved fromthe set before other.

)

nodes are renpved fromthe set.

'y

Jhis

L f— N fe—> T S——
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g
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process of renoving nodes fromthe list is repeated until full connectivity
is achieved (that is, until each node remaining in the set has a deadl ock-

free path t ther node in the set). Once
connectivitawﬁé%g%ﬁﬁeved, nodes whi ch were renoved fron1%HQQ§ﬁn%W%
attenpted to be re-added to the set, step 640. It should be noted
that step 640 is an optional optim za/7on step. A node is re- added
to the set if the set intainsfull cognectivity with t re- added

node. In one inplenentéglon, es ar ttenpted to be r\&/added in

the reverse order of their re al in dtep 630 (that is, ##he first node to
be renoved is thellast ndde to bg attenpted to be rle-added). For
exanpl e, the set pf nodeq determfned in step 610 y conprise fifty
conput i ng nodes, i ght ofg which e renoved in stey 630. However, the

such that the[Thrjd and fifth
‘have full conngctiyity with the
(H¢ory* becatrset he‘ not

connectivity of these[TITlty rfode
nodes to be renmgwed ip stlep 430 3'
ot her nodes at nﬁ]tﬁe‘y’were
connected with the otper Jsix [nodd are renoved in step 630.

Therefore, the third 3ﬂdffifthlﬁudes d be re-added*tg—the renuaining
set of forty-two nodes |nd ful [} connecfjivity could still |be achi eved.
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Thus, the pr
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e
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together, taking into a
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ti on enhances the fault-tol erance of a
faulty conponent(s) is detected in the REF{HSPH16606

the system determ nes a set of nodes whi ch3ape physically connected

ccount the faulty conponent(s).

A subset of this

set of nodes is then ge
subset has a deadl ock-f
subset. Then, this subs
nodes whi ch nake up the
automatically in a manr
Thus, even though conpg
operating, the network
i ntervention.

t he present i nver
art after havi ng.
understood that the
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details of particular enbodinents are not intended to linit the scope of
the clains, which in thenselves recite only those features regarded as
regsential to ' ntion. Thus, a nethod and for
enhanci ng thewﬁgﬂgt‘,ﬁol erance of a network has been desc?’?ﬁ@&%’ﬁsﬁ“
IN THE CLAI MS: 1 1. . Anmethod for finding a set of available conputing
nodes in a network 2 upon detection of4/gd faulty network conponent, the

nmet hod conprising the 3 steps of: 4 (a) determning a set of nodes
in the network which are physically coupled 5 together; 6 (b) for
a first node of the set of nodes determ ning a connectivity value 7 which

i ndi cates a nunber of nodes of the set of nodes to which the first 8 node
has a deadl ock-free path; 9 - (c) repeating the determ ning step (b)
for each node of the set of nodes; 10 (d) determ ning a subset of
the set of nodes such that each node in the 11 subset can transfer data to
and from each other node in the subset, wherein 12 ‘the determ ning of the
subset is based on the connectivity value for each 13 node of the set of

nodes; and
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14 (e) using the subset of the set of nodes as the set of available
conputing 1 5 nodes. 1 2. The nmethod of claim1l, wherein the
determning ste conprises 2 determning a |l argest set of_nodes in the
net wor k whi cHV% 63(92'%%& cal ly 3 coupl ed together, excluding thePFEHES(16606

net wor k conponent . t he net hod of cIa|n11 wherein the network
supports a plurality of 2 virtual networks, and wherein the determ ning
step (b) conprises 3 determning the copmectivity value using the plurality
of virtual networks. 1 4. The nethod of claim 3, wherein the
determning step (d) conprises a 2 step of checking whether a deadhgck-free
path exi sts between each node in 3 the subset using a different "

deadl ock-free routing schenme for each of the 4 plurality of vi rtu@lg

net wor ks. <« -39- 12

The net hod of cIa|n11,<Mhere|n tge detern1nlgg step (d)<gconprises ég 2 step
of checki ng whet her a deadl ock-fkee path exikts betweendeach node ik 3

t he subset. 1 6T The method of claim 1} wherein the determ ning stlep
(d) conprises a 2 s renoving nodes
deadl ock-free path |3 (eXi qts be ep each{n
nodes. l
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1 7. The nethod of claim®6, wherein the determning step (d) further 2
conpri ses renoving a second node prior to renoving a third node, wherein 3
t he second nqﬂg ?ﬁﬂf | ower connectivity value than the third node. 1

8. The net Kot ® aim6, wherein the determning step (d) fRETHEPS16806
conprises adding a second node to the subset of nodes, wherein the second

3 node is one of the set of nodes, and erein the second node was

previously 4 renoved fromthe subset of nodes 1 9. An apparatus in
a network conprising: 2 a Mep : a network
interface unit coupled to the nenory unlsanwnd 4 a processing unit
coupled to the nenory unit and the netuu 5 unit which, upon

di scovery of a faulty network conponent, ternlnes a set 6 of nodes in

t he network which the apparatus S phySIC- l'y coupled to and |7 determ nes
a nunber of nodes of the [sef aptus has 8 a
deadl ock-free path, whergin Ph&mm&&momﬁvlsmsmm erm negs a subset 9
of the set of nodes such |t hatANIADESTHSAHONINQDES AIHORPINGan Trapsfer data to
10 and from each other rod¢ in thECEHABRISHERFATiHPer ei n t he pfocessing unit
11. uses the subset of tHe set of nodes a set of avai|] abl e] net wor k
nodes. -40- 1 10. apparatus off claim9, wherein
the processing unit alsoj 2 determnes, 1jor each node of the|set of nodes,
a nunber of nodes of thej|set 3 of nodes tg which each node hak a

deadl ock-free path. 1 |11. The appara of claim9, wherejn the network
supports a plurality of
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2 virtual networks and wherein the processing unit determ nes the nunber of
3 nodes to which the apparatus has a deadl ock-free path using the plurality
4 of virtual_net E 1 12. The apparatus of claim9, wheicqidkok/iés06
processi ng JHPPﬁg'ﬁ cts the 2 deadl ock- fregg,path between the apparatus and
each node of the subset of 3 nodes and stores the path in the nmenory unit.
1 13. The apparatus of claim9, wherein the apparatus is one of the set
of 2 nodes. 1 14. A network system conprising: 2 a plurality of
routing devices; 3 a plurality of comrunication |inks coupled to

the plurality of routing 4 devices; and(5 a plurality of conputing
nodes coupled to the plurality of routing BEGBYi ces, wherein each node of
s opoh d|scovery of a faulty

the plurality of conputing es determ

network component, a set of nodes in the netwbrk 8 system which are

physi cal ly coupl ed together and d nodes of the set
of nodes to which each node has ajdegsiragikelcoemepatvitry od0| wher ei n each of
the plurality of conputing nodes &l so det esgHmN&DEa subset| 11 of the set of
nodes such that each node in the s$ubset can transfer datajto 12 and from
each other node in the subset, ang wherein e&h node of the subset 13 of
nodes uses the subset of the set of-Todes—as set—of aval | abl e nodes.
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- 41 - 1 15. The systemof claim 14, wherein the plytality of routing

0o o IMATIEMERAR o 5% 5 e R e ]

confsi gur at i on.
plurality of compating t @S is connected to one rqu 1,0g &l

plurality of routing 3 devices. 1- 38.- The. syst etb=—0f—CLAT TA e e
wherein eaq w@%ﬁg ce of the plurality 2 of routing devices
conpri ses a’i{ﬂ‘u of input queues for each of the 3 plurality of
comuni cation |inks input to each routing device. 1 18. The system of
claim 14, wherein each of the plurality of routing 2 devi ces supports a

plural ity of virAusetlhed for Kinding aket 09 availablespmputing nedes imaingfworket of
&
avai |l abl e nodes in a network upon 2 detection of ahégult nei}igoeti‘llé
of.
5

conpone@ cwppnidstegtion 8f a faulty nefseork asppeRent; theymeshagd (cQ
nodes in the network which are 4 physi cal |y coupl ed toget her;
for eacB nostepsbft he | argest set of nodes, neans for determining a 6

connectivity val ue ghich. indi cates & TRShe Herngdesiiin bPE phYLRSRY Rip1oh
5 - together; '
6 (b) for a first node of the set of nodes determining a connectivity value
7 which indicates a number of nodes of the set of nodes to which the first
8 node has a deadlock-free path; |
g (c) repeating the determining step (b) for each node of the set of nodes; -
10 (d) determining a subset of the set of nodes such that each node in the
11  subset can transfer data to and from each other node in the subset, wherein
12  the determining of the subset is based on the connectivity value for each

13 node of the set of nodes; and

14 (e) using the subset of the set of nodes as the set of available computing
15 nodes.
1 2 The method of claim 1, wherein the determining step (a) comprises

2  determining a largest set of nodes in the network which are physically’

3 couPled together, excluding the faulty network compdnent.

1 3. The method of claim 1, wherein the network supports a plurality of
2 virtual networks, and wherein the determining step (b) comprises

3 determining the connectivity value using the plurality of virtual networks.

1 4. The method of claim 3, wherein the determining step (d) comprises a
2 step of checking whether a deadlock-free path exists between each node in

3 the subset using a different deadlock-free routing scheme for each of the

4  plurality of virtual networks.
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7 nodes to which a particul ar node has a -deadl ock-free- R
means for determning a subset of the |argest set of nodfsy
ARCEMENT SAERL

.9 pode in the fer data to and from eachfjother n
10 subset, Whtgﬂ m‘uimmmmor deternining a subset ditresgn &5, NAY 1998
L ...- ifsdiss
12

subset 11 ba en connectivity value for each node=et=thae.larljest "
set of nodes; and 13 -~ means for using the subset of the |argest
set of nodes as the set of 14 avail abl e nakes:

- 42 - 1 "20. The, apparatus_of claim 19, wherein the network supports a
plaralityl 2 ®f vi Thaanethadef glaimghgvhereinithe drtermining step (ddcompmsesgat he
connectivity 3 value, determ nes the ,connectivjty, value using_the plurality
of virtud steRafierking whether o depdlogkiree path eists Fsm%?a%epéﬁ ANt he
means for, determ.,ning a subset 2 checks whether a deadl ock-free path exists
bet ween Sach cﬁﬁb E t he subset 3 using a different deadl ock-free-routing
schene for each of the plurality of 4. virtual networks. 1 22. The
apparatus of claim 19, wherein the neans for determ ning a subset 2 renoves

nodes frqmtdie | arHEthettdld 6f cRAACE Whirein thél@eRiRAT inG f6p RA) Romprises a

2  step of removing nodes from the set of nodes until a deadlock-free path

2 honaded

3 exists between each node remaining in the subset of nodes.

1 7. The method of claim 6, wherein the determining step (d) further
2 comprises removing a second node prior to removing a third node, wherein

3 the second node has a lower connectivity value than the third node.

1 8. The method of claim 6, wherein the determining step (d) further
comprises adding a second node to the subset of nodes, wherein the second

node is one of the set of nodes, and wherein the second node was previously

HON

removed from the subset of nodes.

9. An apparatus in a network comprising:
a memory unit; ‘
a nétwérk interface unit coupled to the memory unit; and
a processing unit coupled to the memory unit and the network interface
unit which, upon discovery of a faulty network component, determines a set
of nodes in the network which the apparatus is physically coupled to and
determines a number of nodes of the set of nodes to which the apparatus has
a deadlock-free path, wherein the processing unit also determines a subset

of the set of nodes such that each node in the subset can transfer data to

© © OO N O O b W ON -

b

and from each other node in the subset, and wherein the processing unit

uses the subset of the set of nodes as a set of available network nodes.

ks
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3 exists between each node remaining in the subset of no

apparatus of cL e nmeans for determ ning MQTEM}EWWET
renpves a first node prior to renoving a second node, whejein té; M?M
h

e oo 1 e (o EPIEE

adds a first node*td the ¥ub%et* off nodes, -\M‘}@rel n the first node is 3 one

of the largesi set_of nodes d wher.ei he first node was previously 4
r enoved fromi%e S %@ppara%dgsdalw quw £Prpgessing unit also

/ / - f | h
Cout o eo; Setepmings, for each poddof IS S %Ona%aﬁé‘?%regf ogiss ot Gt
plural 'ty oof {npusted %egﬁfld{%d-? ARl g de 5&&:& he.plhral ity of

§E€ACR F out evice. 19. The system
of claim 15, wherein the plurality of rout| ng devi ces . provi des a
plurality of virtual networks. 20. An apparatus for finding a set

of avail all e TIOdeSTha appaitiBIdf claim 9, wiheBdindhE etiverk Shppofta 4l phurAREpBE K
conponent conpri sing:
2 virtual networks and wherein the processing unit determines the number of
3 nodes to which the apparatus has a deadlock-free path using the plurality

4 of virtual networks.

1 12.  The apparatus of claim 9, wherein the processing unit selects the
2 deadlock-free path between the apparatus and each node of the subset of

3 nodes and stores the path in the memory unit.

1 13. The afparatus of claim 9, wherein the apparatus is one of the set of

2 nodes.

14. A network system comprising:

a plurality of routing devices; |

a plurality of communication links coupled to the plurality of routing
devices; and |

a plurality of computing nodes coupled to the plurality of routing
devices, wherein each node of the plurality of computing_' nodes determines,

upon discovery of a faulty network component, a set of nodes in the network

O N O 0 AW N -

system which are physically coupled together and det_ermi_nes a number of
9 nodes of the set of nodes to which each node has a deadlock-free path,
10 wherein each of the plurality of computing nodes also determines a subset
11 of the set of nodes such that each node in the subset can transfer data to
12 and from each other node in the subset, and wherein each node of the subset

13 of nodes uses the subset of the set of nodes as a set of available nodes.
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(a) _nmeans for determining a |largest set of nodes in th
net wor k whi ch are physicalTy connect ed,; (b) WEMEY"TSHEET

det gr ni ni ng a con for each node of t L &h

~set of nodes; l(!ﬂ"”"'""'" m ﬁlmaans for determning a Wagﬂwm
. | argest set of no such that each node in SEr can
‘transfer data to and from —eagh other node in the subset; and
F(d) means for utilizing the subset of the |argest set of nodes as

the set ofy aves] ab‘l‘ﬁery?é%in of claim 142111here-ﬂ‘i€théi?w #ity'of ebudhgidevites afeer ei n
t he nmeans for determn t he connécti vi det’er m nes, for each node
in the | a@eséo@pl‘edoioﬁ?ﬂ‘i@ﬁn a mO-dtlhensiUﬁblemesﬁ metwerk nodﬁgumtﬁdsr’n.n t he

| ar gest set of nodes i ch each node has a deadl ock-free path to.

WD 96119770

PCTI US9S/ 16606
22.  The fapplb.at uThefsystem af mlainyhéy Whﬁfqlh@aﬁb% he Blu"@@ﬂé %Cﬁmibuhng

the connectivity determ nes_ the connecti ue lurality of
virtual neé Wopqées is connected to one roufing cY evice o? the pﬁxrafl op 9011ah.r?g y

3° devices.

1 17. The system of claim 14, wherein each routing device of the plurality
2  of routing devices comprises a plurality of input queues for each of the

plurality of communication links input to each routing device.

1 18.  The system of claim 14, wherein each of the plurality of routing

2  devices supports a plurality of virtual networks.

19.  An apparatus for finding a set of available nodes in a network upon
detection of a faulty network component comprising:

means for determining a largest set of nodes in the network which are
physicaily coupled together;

| for each node of the largest set of nodes, means for determining a

connectivity value which indicates a number of nodes of the largest set of
nodes to which a particular node has a-deadlock-free path;

means for determining a subset of the largest set of nodes such that each

node in the subset can transfer data to and from each other node in the

O W OO N OO s W N -

b

subset, wherein the means for determining a subset determines the subset

based on the connectivity value for each node of the largest set of nodes;

-t ek
N -

and

means for using the subset of the largest set of nodes as the set of

—y
w

available nodes.
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i
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23. : The appara ' wherein the neans for det@&rmnin
subset checks %ﬂﬁﬁ“\‘ﬂ“ﬂ‘%ﬂm -free path exists between embnﬁﬁumw |

in the subset u ing andi¥férent deadl ock-free routi ngm gacn
of the plurality of virtual networks. 42 24. The apparatus of claim
20, wherein the neans for deternining a ~ subset checks whet her a
deadl ock- {regypat hyg ia?ﬁy’ér&ﬁrs\/&eﬂlaiﬁﬁ(w, wh@eein the netwotlhsuppbrsta plurality
25. . The apparatus o aim 20, wherein the neans for determning a
subset rembvesf opdesl Asvorkaeahdrwheteis dhe ahearsdies deterrniningdhg| cormectivity
free path exists between each node remaining in the | argest set_ of

nodes. 3 vali@. defErmingpthecosnestivityavaluesusing dheiplurality Riavietyal;

determ ning a subset. al so renpbves a first node prior to renoving a
second node, networksherein the first node has a | ower connectivity than the
second node. - 27. The apparatus of claim 25, wherein the nmeans for
determning a subset al so adds nodes which were previously renoved to
the lar ges1t 21. %%te aci)fpar}g % of claim 20, wherein the means for determining a subset

o checks whether a deadlock-free path exists between each node in the subset
3 using a different deadlock-free routing scheme for each of the plurality of
4. virtual networks.

1 22.  The apparatus of claim 19, wherein the means for determining a subset
2  removes nodes from the largest set of nodes until a deadlock-free path

3 exists between each node remaining in the subset of nodes.

23.  The apparatus of claim 22, wherein the means for determining a subset
2  also removes a first node prior to removing a second node, wherein the

3 first node has a lower connectivity value than the second node.

24.  The apparatus of claim 22, wherein the means for determining a subset
also adds a first node to the subset of nodes, wherein the first node is

one of the largest set of nodes, and wherein the first node was previously

O N =

removed from the subset of nodes.
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(57) Abstract

A method and apparatus for enhancing the fault-tolerance of a network finds a set of —>
computing nodes within the network which are available for use in the network upon detection .
of a faulty component. This set of available computing nodes is found by first determining a set
of computing nodes within the network which are physically connected together, A connectivity
value for each computing node within this set is then determined. A subset of the set is then
generated such that each computing node in the subset is able to transfer data to and from each
other computing node in the subset. This subset is then utilized as the set of available computing
nodes. In one embodiment, the set of computing nodes which are physically connected together
is the largest set of physically connected computing nodes in the system.
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