DIGITAL CERTIFICATE VERIFICATION METHOD AND
APPARATUS, COMPUTER DEVICE, AND STORAGE MEDIUM

RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No. 201810821667.6,
entitled "DIGITAL CERTIFICATE VERIFICATION METHOD AND APPARATUS,
COMPUTER DEVICE, AND STORAGE MEDIUM" and filed on July 24, 2018, which is

incorporated herein by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of computer technologies, and in particular, to a

digital certificate verification method and apparatus, a computer device, and a storage medium.

BACKGROUND OF THE DISCLOSURE

[0003] A digital certificate is a certificate file used for verifying the identity of a network
node in a network. To verify the identity, the network node may apply for a digital certificate from a
certificate authority (CA). The CA issues a digital certificate to the network node after performing

identity certification.

[0004] Often, a digital certificate is verified by a CA that generates the certificate. If the CA
is hijacked, a verification result obtained by verifying the digital certificate by the CA is unreliable,

resulting in low network security.

SUMMARY

[0005] Embodiments of the present disclosure provide a digital certificate verification
method and apparatus, a computer device, and a storage medium to address the foregoing problems.
A corresponding target account type may be obtained according to a transaction record, recorded in
a blockchain of a target digital certificate, and a verification result corresponding to the target
digital certificate is determined according to the corresponding target account type. Because a
digital certificate is stored in a blockchain as a transaction resource, a transaction record is not
prone to tampering. Further, different account types correspond to different certificate operation
states, a verification result obtained according to an account type in the transaction record in the

blockchain has high reliability and high network security.



[0006] One aspect of the present disclosure provides a digital certificate verification
method. The method includes receiving a verification request for verifying a target digital
certificate; obtaining a target transaction record corresponding to the target digital certificate from a
blockchain, the target digital certificate being stored in the blockchain as a transaction resource;
obtaining a target account type corresponding to the target transaction record, different account
types corresponding to different certificate operation states; and determining a verification result

corresponding to the target digital certificate according to the target account type.

[0007] Another aspect of the present disclosure provides a digital certificate verification
apparatus. The apparatus includes a verification request receiving module, configured to receive a
verification request for verifying a target digital certificate; a target transaction record obtaining
module, configured to obtain a target transaction record corresponding to the target digital
certificate from a blockchain, the target digital certificate being stored in the blockchain as a
transaction resource; a target account type obtaining module, configured to obtain a target account
type corresponding to the target transaction record, different account types corresponding to
different certificate operation states; and a verification result determination module, configured to
determine a verification result corresponding to the target digital certificate according to the target

account type.

[0008] In one embodiment, the apparatus further includes: an operation request receiving
module, configured to receive an operation request for operating the target digital certificate; a
recipient account type determination module, configured to determine a target recipient account
type corresponding to the target digital certificate according to an operation type of the operation
request; and a certificate transaction record generation module, configured to: generate a certificate
transaction record corresponding to the operation request, and write the certificate transaction
record into the blockchain, a transaction resource in the certificate transaction record being the
target digital certificate, a recipient account in the certificate transaction record being an account

corresponding to the target recipient account type.

[0009] In one embodiment, the recipient account type determination module is configured to
determine that the target recipient account type is a certificate issuing account type if the operation

type corresponding to the operation request is an update operation type or an insertion operation
type.
[0010] In one embodiment, the recipient account type determination module is configured to

determine that the target recipient account type is a certificate recovery account type if the operation

type corresponding to the operation request is a revocation operation type.



[0011] In one embodiment, the target transaction record is a latest transaction record; the
target account type obtaining module is configured to obtain a current recipient account type as the
target account type, the current recipient account type corresponding to the latest transaction record
and belonging to an account receiving the target digital certificate; and the verification result
determination module is configured to: determine, if the current recipient account type is a
certificate issuing account type, that the verification result corresponding to the target digital

certificate is that the verification succeeds.

[0012] In one embodiment, the target account type obtaining module is configured to obtain
a current recipient account type as the target account type, the current recipient account type
corresponding to the latest transaction record and belonging to an account receiving the target
digital certificate; and the verification result determination module is configured to: determine, if
the current recipient account type is a certificate recovery account type, that the verification result

corresponding to the target digital certificate is that the verification fails.

[0013] In one embodiment, the verification request carries a transaction identifier

corresponding to the target digital certificate, and the target transaction record obtaining module is
configured to: obtain a transaction chain corresponding to the target digital certificate according to
the transaction identifier, and identify a transaction record at an end of the transaction chain as the
latest transaction record, transaction records in the transaction chain being sequentially arranged in

a transaction order.

[0014] In one embodiment, the apparatus further includes: a root certificate obtaining
module, configured to obtain a root certificate corresponding to the target digital certificate from the
blockchain according to the verification request; a root verification result obtaining module,
configured to verify the target digital certificate according to the root certificate to obtain a root
verification result; and an execution module, configured to: determine, if the root verification fails,
that the verification result corresponding to the target digital certificate is that the verification fails,
if the root verification succeeds, perform the operation of obtaining a target transaction record

corresponding to the target digital certificate from a blockchain.

[0015] Another aspect of the present disclosure provides a computer device, including a
memory and a processor, the memory storing a computer program, the computer program, when
executed by the processor, causing the processor to perform operations of the digital certificate

verification method.



[0016] Another aspect of the present disclosure provides a computer-readable storage
medium, and stores a computer program, the computer program, when executed by a processor,

causing the processor to perform operations of the digital certificate verification method.

[0017] In the digital certificate verification method and apparatus, the computer device, and
the storage medium, a verification request for verifying a target digital certificate is received; a
target transaction record corresponding to the target digital certificate is obtained from a blockchain,
the target digital certificate being stored in the blockchain as a transaction resource; a target account
type corresponding to the target transaction record is obtained, different account types
corresponding to different certificate operation states; and a verification result corresponding to the
target digital certificate is determined according to the target account type. Because a digital
certificate is stored in a blockchain as a transaction resource, a transaction record is not prone to
tampering, and different account types correspond to different certificate operation states, a
verification result obtained according to an account type in the transaction record in the blockchain

has high reliability and high network security.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 is a diagram of an application environment of a digital certificate verification

method according to an embodiment.

[0019] FIG. 2 is a flowchart of a digital certificate verification method according to an
embodiment.

[0020] FIG. 3 is a flowchart of a digital certificate verification method according to an
embodiment.

[0021] FIG. 4 is a flowchart of a digital certificate verification method according to an
embodiment.

[0022] FIG. 5 is a schematic diagram of a digital certificate according to an embodiment.
[0023] FIG. 6 is a flowchart of writing a target digital certificate as a transaction resource

into a blockchain corresponding to a consensus authentication center according to an embodiment.

[0024] FIG. 7 is a schematic diagram of a transaction chain according to an embodiment.
[0025] FIG. 8 is a flowchart of a digital certificate verification method according to an
embodiment.

[0026] FIG. 9 is a diagram of an application environment of a digital certificate verification

method according to an embodiment.



[0027] FIG. 10 is a structural block diagram of a digital certificate verification apparatus

according to an embodiment.

[0028] FIG. 11 is a structural block diagram of a digital certificate verification apparatus

according to an embodiment.

[0029] FIG. 12 is a structural block diagram of a digital certificate verification apparatus

according to an embodiment.

[0030] FIG. 13 is a block diagram of an internal structure of a computer device according to

an embodiment.

DESCRIPTION OF EMBODIMENTS

[0031] To make objectives, technical solutions, and advantages of this application clearer
and more understandable, this application is further described in detail below with reference to the
accompanying drawings and the embodiments. It is to be understood that the specific embodiments
described herein are merely used for explaining this application, and are not intended to limit this

application.

[0032] It may be understood that the terms "first", "second" and the like used in this
application may be used for describing various elements in this specification. However, the
elements are not limited by the terms unless otherwise specified. The terms are merely used for
distinguishing the first element from another element. For example, without departing from the
scope of this application, a first transaction record may be referred to as a second transaction record,

and similarly, the second transaction record may be referred to as the first transaction record.

[0033] FIG. 1 is a diagram of an application environment of a digital certificate verification
method according to an embodiment. As shown in FIG. 1, the application environment includes a
certificate application node, an interaction node, and an authentication center. When interacting
with the certificate application node, the interaction node transmits a digital certificate obtaining
request to the certificate application node. The certificate application node returns a target digital
certificate and a transaction identifier to the interaction node. The interaction node may transmit a
verification request to the authentication center, the verification request carrying the transaction
identifier and the target digital certificate. The authentication center performs the digital certificate
verification method provided in this embodiment of this application, to obtain a verification result,

and returns the verification result to the interaction node.

[0034] The interaction node may be connected to the certificate application node and the

authentication center by a network. Each authentication center may be an independent physical
5



server or terminal or may be a server cluster including a plurality of physical servers or may be a
cloud server providing basic cloud computing services such as a cloud server service, a cloud
database service, a cloud storage service, and a content delivery network (CDN) service. The
certificate application node or the interaction node may be an independent physical server or
terminal or may be a server cluster including a plurality of physical servers or may be a cloud server
providing basic cloud computing services such as a cloud server service, a cloud database service, a

cloud storage service, and a CDN service.

[0035] As shown in FIG. 2, in one embodiment, a digital certificate verification method is
provided. This embodiment is described mainly by using an example in which the method is applied

to the authentication center in FIG. 1. The method may specifically include the following steps:
[0036] Step S202: Receive a verification request for verifying a target digital certificate.

[0037] Specifically, a digital certificate is a string of digits identifying identity information
of a communication party in network communication and is used for recognizing the identity of the
communication party. The digital certificate provides a manner of authenticating the identity of a
communication entity on the Internet, so that the digital certificate is usually issued by a CA. The
CA may be, for example, the China Financial Certification Authority (CFCA). The verification
request is used for requesting to verify the target digital certificate, to confirm the validity and
authenticity of the digital certificate. The target digital certificate is a digital certificate of a node
whose identity needs to be authenticated, for example, a digital certificate corresponding to the
certificate application node in FIG. 1. The verification request may be transmitted by an interaction
node interacting with the certificate application node. For example, when needing to log in to a
website corresponding to the certificate application node, the interaction node may obtain the target
digital certificate from the certificate application node, and transmit the verification request to the

authentication center.

[0038] Step S204: Obtain a target transaction record corresponding to the target digital
certificate from a blockchain, the target digital certificate being stored in the blockchain as a

transaction resource.

[0039] Specifically, the transaction resource is a resource that may be used for a transaction.
The blockchain is a carrier and organization manner of running a blockchain technology (BT). The
BT, also referred to as a distributed ledger technology, is an Internet database technology
characterized by decentralization, openness, and transparency, so that everyone can participate in
database recording. The BT is a distributed-infrastructure and computing-paradigm that uses a

block-chain data structure to authenticate and store data, a distributed-node-consensus algorithm to
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generate and update data, cryptography to safeguard a process of data transmission and data access,
and smart contracts formed by automated scripts to write code and process data. A transaction
record is a record of a successful transaction corresponding to a transaction resource. The
transaction record may include a transfer-from account transferring the transaction resource and a
recipient account receiving the transaction resource during the transaction. The transaction record
may include a digital certificate or an identifier corresponding to the digital certificate. In a
blockchain, a transaction resource is represented in the form of a transaction record. A transaction
record of a certificate is equivalent to an unspent transaction output (UTXO) transaction. The
UTXO transaction includes a transaction input and a transaction output. Each transaction has a
transaction input, that is, the source of a transaction resource, and a transaction output, that is, the
destination of the transaction resource. In this embodiment of this application, an account
corresponding to a transaction input is referred to as a transfer-from account, and an account
corresponding to a transaction output is referred to as a recipient account. The target transaction

record may be a latest transaction record corresponding to the target digital certificate.

[0040] In one embodiment, the verification request carries a transaction identifier
corresponding to the target digital certificate. When generating a certificate transaction, the
authentication center generates a transaction identifier corresponding to the transaction record, and
transmits the transaction identifier to the certificate application node, to enable the certificate
application node to transmit the transaction identifier to a verification request transmission node.
The verification request transmission node herein is the interaction node interacting with the

certificate application node.

[0041] Step S206: Obtain a target account type corresponding to the target transaction

record, different account types corresponding to different certificate operation states.

[0042] Specifically, the target digital certificate stored in the blockchain presents operation
states of the certificate by using different account types. The target account type may be a recipient
account type, that is, the type of an account receiving the target digital certificate. An operation
state of a digital certificate in the blockchain may be one of an inserted state, an updated state, and a
revoked state. A digital certificate corresponding to the inserted state is inserted into the blockchain
as a newly generated initial digital certificate. A digital certificate corresponding to the updated
state is a digital certificate obtained after updating the initial digital certificate, that is, the certificate
has been updated. A digital certificate corresponding to the revoked state is a digital certificate that
has been revoked. The types of accounts of the authentication centers may include a certificate

recovery account type and a certificate issuance state type. For a digital certificate in a revoked



state, a corresponding recipient account type in the latest transaction record is the certificate
recovery account type. When a recipient account type in a transaction record is the certificate
recovery account type, it indicates that a digital certificate is in a revoked state, that is, the digital
certificate has been revoked. For a digital certificate in an inserted state or an updated state, a
corresponding recipient account type in the latest transaction record is the certificate issuing
account type. When a recipient account type in a transaction record is the certificate issuing account
type, it indicates that a digital certificate has been issued, that is, the digital certificate is in an issued

state and is a valid digital certificate.

[0043] Step S208: Determine a verification result corresponding to the target digital

certificate according to the target account type.

[0044] Specifically, the verification result may be that the verification succeeds or the
verification fails. After the target transaction record is obtained, it is determined, according to the
target account type in the target transaction record, that the verification result corresponding to the
target digital certificate is that the verification succeeds or the verification fails, and an operation
state of the target digital certificate may be determined based on the target account type
corresponding to the latest transaction record. If the recipient account type corresponding to the
latest transaction record is a certificate recovery account type, the target digital certificate has been
revoked, and the verification result corresponding to the target digital certificate is that the
verification fails. If the recipient account type corresponding to the latest transaction record is a
certificate issuing account type, the digital certificate may be an inserted digital certificate or an
updated digital certificate. Therefore, the digital certificate is valid, and the verification result
corresponding to the target digital certificate is that the verification succeeds. Alternatively, a
transfer-from account type corresponding to the latest transaction record may be obtained. If the
transfer-from account is a preset initial account, the digital certificate is a newly inserted digital

certificate, and the verification succeeds.

[0045] In one embodiment, the target transaction record is the latest transaction record, and
the obtaining a target account type corresponding to the target transaction record includes: obtaining
a current recipient account type as the target account type, the current recipient account type
corresponding to the latest transaction record and belonging to an account receiving the target
digital certificate. The determining a verification result corresponding to the target digital certificate
according to the target account type includes: determining, if the current recipient account type is a
certificate issuing account type, that the verification result corresponding to the target digital

certificate is that the verification succeeds; and determining, if the current recipient account type is



a certificate recovery account type, that the verification result corresponding to the target digital
certificate is that the verification fails. The current account type is the type of a recipient account in

the latest transaction record.

[0046] In the digital certificate verification method, a verification request for verifying a
target digital certificate is received; a target transaction record corresponding to the target digital
certificate is obtained from a blockchain, the target digital certificate being stored in the blockchain
as a transaction resource; a target account type corresponding to the target transaction record is
obtained, different account types corresponding to different certificate operation states; and a
verification result corresponding to the target digital certificate is determined according to the target
account type. Because a digital certificate is stored in a blockchain as a transaction resource, a
transaction record is not prone to tampering, and different account types correspond to different
certificate operation states, a verification result obtained according to an account type in the

transaction record in the blockchain has high reliability and high network security.

[0047] In one embodiment, as shown in FIG. 3, the digital certificate verification method

may include the following steps:
[0048] Step S302: Receive an operation request for operating the target digital certificate.

[0049] Specifically, the operation may be one of an insertion operation, a revocation
operation, and an update operation. The insertion operation is an operation corresponding to the
storage of a digital certificate into a blockchain for the first time. The update operation is an
operation corresponding to the update of the stored target digital certificate. The revocation
operation is an operation corresponding to the revocation of the target digital certificate. The
operation request for operating the target digital certificate may be triggered by a certificate
application node, an authentication center or another node. For example, if the target digital
certificate needs to be updated, the certificate application node may transmit a digital certificate
update request. If the target digital certificate needs to be revoked, the certificate application node
may transmit a digital certificate revocation request. Alternatively, if the authentication center finds
that a deception action exists when the certificate application node obtains the target digital
certificate, a worker at the authentication center may initiate a revocation operation in the
authentication center, and the authentication center triggers a digital certificate revocation request
according to the revocation operation, to request to revoke the digital certificate. Alternatively,
when generating the target digital certificate and needing to store the target digital certificate into
the blockchain, the authentication center may also trigger the operation request for operating the

target digital certificate.



[0050] Step S304: Determine a target recipient account type corresponding to the target

digital certificate according to an operation type of the operation request.

[0051] The target recipient account type corresponding to the target digital certificate may

be a target recipient account type corresponding to an account receiving the target digital certificate.

[0052] Specifically, different operation types correspond to different recipient account
types. The types of accounts of the authentication centers may include a certificate recovery account
type and a certificate issuance state type. For a revocation operation type, a corresponding recipient
account type is the certificate recovery account type. When a recipient account type in a transaction
record is the certificate recovery account type, it indicates that a digital certificate is in a revoked
state, that is, has been revoked. For an update operation type and an insertion operation type, a
corresponding account type is the certificate issuing account type. When a recipient account type in
a transaction record is the certificate issuing account type, it indicates that a digital certificate has

been issued, that is, the digital certificate is in an issued state and is a valid digital certificate.

[0053] In one embodiment, the target recipient account type may be a certificate issuing
account type if the operation type corresponding to the operation request is an update operation type

or an insertion operation type.

[0054] In one embodiment, the target recipient account type is a certificate recovery account
type if the operation type corresponding to the operation request is a revocation operation type. A
certificate recovery account and a certificate issuing account may be accounts corresponding to a

certification node generating a digital certificate.

[0055] Step S306: Generate a certificate transaction record corresponding to the operation
request, and write the certificate transaction record into the blockchain, a transaction resource in the
certificate transaction record being the target digital certificate, a recipient account in the certificate

transaction record being an account corresponding to the target recipient account type.

[0056] Specifically, in a transaction, a recipient account is an account having a transaction
resource. A transfer-from account is an account transferring the transaction resource to the recipient
account. The target digital certificate is used as a resource that may be transacted, and the
blockchain stores the transaction record of the digital certificate. A correspondence between an
account type and an account is preset. For example, an account corresponding to the certificate
issuing account type is 00001, and an account corresponding to the certificate recovery account type
is 00002. After the target recipient account type is obtained, the account corresponding to the target

recipient account type is obtained as the recipient account corresponding to the certificate
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transaction record. After the certificate transaction record is obtained, the certificate transaction
record is written into a block of the blockchain, so that the block stores the certificate transaction
record. It may be understood that when the certificate transaction record is written into the block,
the certificate transaction record is broadcast, so that a node in the blockchain also stores the
certificate transaction record in a block. Before the certificate transaction record is broadcast, the
certificate transaction record may be signed by using a private key, and the signed certificate
transaction record is broadcast. When the certificate transaction record is generated, a

corresponding transaction identifier may be generated for identifying a certificate transaction.

[0057] In one embodiment, after the transaction identifier corresponding to the certificate
transaction record is generated, the transaction identifier is transmitted to the certificate application
node. Accordingly, an interaction node communicating with the certificate application node may
obtain the transaction identifier corresponding to the certificate application node and the target
digital certificate, and obtain, from the blockchain according to the transaction identifier, the
transaction record, stored in the blockchain, of the target digital certificate, to perform certificate

verification.

[0058] It may be understood that steps S302 to S306 may be performed before steps S202 to
S208 or may be performed after steps S202 to S208.

[0059] In one embodiment, the operation performed on the target digital certificate is the
insertion operation. As shown in FIG. 4, the digital certificate verification method may further

include the following steps:

[0060] Step S402: Receive a digital certificate generation request transmitted by the
certificate application node, the digital certificate generation request carrying identity certification

information.

[0061] Specifically, the identity certification information is used for certifying the identity
of the certificate application node. The identity certification information may be, for example,
business license information corresponding to an enterprise of the certificate application node or
identity card information corresponding to an individual user of the certificate application node. The
certificate application node is a node needing to apply for a digital certificate. For example, when
needing to create a website, an enterprise needs to apply for a digital certificate corresponding to the
website. In this case, an enterprise server needing to apply for the digital certificate may transmit a

digital certificate generation request to an authentication center.
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[0062] In one embodiment, the digital certificate generation request may further carry a
public key. The public key and the private key are a secret key pair obtained by using an algorithm.
The public key is a public secret key in the secret key pair, and the private key is a non-public secret
key. The public key is usually used for encrypting a session key or authenticating a digital
signature. When needing to apply for a digital certificate, the certificate application node generates
a secret key pair, stores the secret key pair of the private key, and transmits the public key to the
authentication center, so that the authentication center writes the public key into the digital
certificate. Accordingly, the certificate application node may sign transmitted information by using
the private key, and a node receiving the signed information may perform, by using the public key
of the digital certificate, signature certification on the information transmitted by the certificate
application node, to determine that the received information is the information transmitted by the

certificate application node.

[0063] Step S404: Transmit the identity certification information to all consensus
authentication centers for certification, and obtain certification results obtained through
authentication by the consensus authentication centers according to the identity certification

information.

[0064] Specifically, a quantity of the consensus authentication centers may be set as
required. The transmission of the identity certification information may be implemented by using a
peer-to-peer (P2P) technology. An authentication center 1 may broadcast the identity certification
information in the blockchain, and a consensus authentication center receiving the identity
certification information may continue to broadcast the identity certification information, so that all
the consensus authentication centers can receive the identity certification information. The
consensus authentication center is an authentication center for performing consensus authentication,
and consensus is a process in which a plurality of participating nodes reach the consistency of some
data, actions or procedures through interaction between the plurality of nodes according to a preset
rule. A consensus algorithm used for consensus may be the practical Byzantine fault tolerance
(PBFT). The authentication center may be an authoritative and impartial computer node that
undertakes work such as a certification service and issuance of a digital certificate to confirm a node
identity in a network. After each of the consensus authentication centers receives the identity
certification information, the received identity certification information may be compared with
prestored identity certification information of the certificate application node or the received
identity certification information may be transmitted to a trusted source storing identity certification
information for comparison, to determine whether received identity certification information is

consistent with the stored identity certification information. When they are consistent, it is

12



determined that the received identity certification information is authentic, and a certification result
corresponding to the consensus authentication center is that the certification succeeds. When they
are inconsistent, the certification fails. The trusted source may be a node issuing identity
certification information, for example, a node corresponding to a public security organ that issues a

personal identity card.

[0065] Step S406: Determine an identity certification result corresponding to the certificate

application node according to the certification results of the consensus authentication centers.

[0066] Specifically, the identity certification result may be that the identity certification
succeeds or the identity certification fails. The identity certification result is obtained through
calculation in combination with the certification results of the consensus authentication centers.
When the identity certification result is determined, at least one of a first quantity corresponding to
consensus authentication centers whose certification results are that the certification succeeds and a
second quantity corresponding to consensus authentication centers whose certification results are
that the authentication fails may be obtained, and the identity certification result is determined
according to at least one of the first quantity and the second quantity. For example, the identity
certification result may be that the identity certification succeeds when at least one of the following
conditions is met: the first quantity is greater than the second quantity, the first quantity reaches a
first preset threshold, a ratio of the first quantity to a quantity of the authentication centers
participating in the consensus verification reaches a second preset threshold, and a ratio of the first
quantity to a quantity of nodes of the blockchain reaches a third preset threshold. It may be
understood that the authentication center 1 is also a consensus authentication center. Specific values
corresponding to the first preset threshold, the second preset threshold, and the third preset
threshold may be set as required. For example, assuming that certification results corresponding to
authentication centers 1 to 4 are respectively that the certification succeeds, the certification
succeeds, the certification succeeds, and the certification fails, the first quantity is 3, and the second
quantity is 1. Assuming that a condition of the identity certification result being that the certification
succeeds is that a proportion of the first quantity in the total quantity of the consensus authentication

centers is greater than or equal to 3/4, the identity certification succeeds.

[0067] Step S408: Generate the target digital certificate corresponding to the certificate

application node according to the digital certificate generation request.

[0068] Specifically, a digital certificate is a file with a digital signature from an
authentication center and is used for verifying the identity of a network node. The digital certificate

may include identity information of the certificate application node and public key information and
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is further attached with signature information of the authentication center. Certainly, the digital
certificate may further include information such as a validity period of the digital certificate. The
target digital certificate may be generated after it is determined that the identity certification
succeeds. The target digital certificate may be generated before it is determined that the identity
certification succeeds. When the target digital certificate is generated before it is determined that the
identity certification succeeds, when the identity certification succeeds, the target digital certificate
may be quickly written into the blockchain. If the target digital certificate is generated after it is
determined that the identity certification succeeds, the method can avoid the situation in which the

target digital certificate also needs to be generated when the identity certification fails.

[0069] FIG. 5 is a schematic diagram of a digital certificate. The digital certificate includes
information about a certificate issuer, a public key of a certificate application node, information
about the certificate application node, that is, a certificate owner, validity period information, a
signature hash algorithm for a digital signature, and a digital signature. The digital signature is a
message digest obtained by calculating the digital certificate according to the signature hash
algorithm agreed by both parties. It can be mathematically ensured that provided that any digit in
the digital certificate is changed, a recalculated value of the message digest becomes inconsistent
with an original value. Accordingly, it is ensured that it may be recognized whether the digital

certificate is changed.

[0070] Step S410: Write the target digital certificate as a transaction resource into a
blockchain corresponding to the consensus authentication centers if the identity certification
succeeds, a recipient account corresponding to the target digital certificate being a first account

corresponding to a digital certificate generation request receiving node.

[0071] Specifically, the blockchain into which the target digital certificate is written is the
blockchain corresponding to the consensus authentication centers. The digital certificate generation
request receiving node is a node receiving the digital certificate generation request. In a transaction,
a recipient account is an account having a transaction resource. A transfer-from account is an
account transferring the transaction resource to the recipient account. When the target digital
certificate is written into the blockchain, the target digital certificate is used as a resource that may
be transacted, and the blockchain stores the transaction record of the digital certificate. When the
target digital certificate is stored into the blockchain, the recipient account in the transaction record
of the target digital certificate is an account corresponding to the node receiving the digital
certificate generation request. The target digital certificate is a target digital certificate that is stored

for the first time, so that the transfer-from account may be a preset account. For example, the
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transfer-from account may be a character string with all Os, representing that the transaction
resource is an initial transaction resource. When the target digital certificate is written as a
transaction resource into the blockchain corresponding to the consensus authentication centers, a

new block may be created, and the target digital certificate is written into the created new block.

[0072] An account in the blockchain may also be referred to as an address. The address may
be obtained by performing a one-way encryption hash algorithm on a public key. The hash
algorithm is a one-way function that receives an input having an arbitrary length to generate a
fingerprint digest. An algorithm used to generate the address from the public key is a secure hash
algorithm (SHA) or the RACE integrity primitives evaluation message digest (RIPEMD) algorithm,
for example, the SHA256 algorithm or the RIPEMD160 algorithm.

[0073] In this embodiment of this application, consensus authentication may be performed
by using the identity certification information, and the target digital certificate is written into the
blockchain when the obtained identity certification succeeds. If the authentication center is
hijacked, it is difficult to write the digital certificate into the blockchain. In addition, the digital
certificate is written as a transaction resource into a block, the recipient account is the account
corresponding to the digital certificate generation request receiving node, and other nodes cannot
randomly change or revoke the digital certificate, thereby ensuring the security of the digital

certificate, improving the reliability of the digital certificate, and also improving network security.

[0074] In one embodiment, as shown in FIG. 6, step S410, that is, the step of writing the
target digital certificate as a transaction resource into a blockchain corresponding to the consensus

authentication centers may specifically include the following steps:

[0075] Step S602: Generate a first certificate transaction record, a transaction resource in
the first certificate transaction record being the target digital certificate, a transfer-from account in
the first certificate transaction record being a preset initial account, and a recipient account in the
first certificate transaction record being a certificate issuing account corresponding to the digital

certificate generation request receiving node.

[0076] Specifically, the certificate transaction record may include a transfer-from account
transferring the transaction resource and a recipient account receiving the transaction resource
during the transaction. The transaction record includes a digital certificate or an identifier
corresponding to the digital certificate. The preset initial account is preset and is used for indicating
that before the current transaction is performed, the transaction resource is an initial resource that
has not been transacted. Equivalent to the Coinbase transaction corresponding to mining income of

a Bitcoin transaction, a specific value of the preset initial account may be set as required. For
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example, the value may be a character string with all Os. A quantity of the characters in the
character string may be set as required. The certificate issuing account is an account for issuing a
certificate. When the recipient account type is the certificate issuing account type, it indicates that
the digital certificate is in an issued state and is a valid digital certificate. The certificate transaction

record may also include information such as a certificate transaction time.

[0077] In one embodiment, the transfer-from account in the certificate transaction record
may be a recipient account in a previous transaction record of the certificate transaction record.
Alternatively, a transaction identifier corresponding to the previous certificate transaction record of
the certificate transaction record may be used to identify a transaction input. That is, the transfer-
from account may be represented by the transaction identifier corresponding to the previous

transaction record.

[0078] Step S604: Write the first certificate transaction record into the blockchain

corresponding to the consensus authentication centers.

[0079] Specifically, after the first certificate transaction record is obtained, the first
certificate transaction record is written into a block of the blockchain corresponding to the
consensus authentication centers, so that the block stores the first certificate transaction record. It
may be understood that when the first certificate transaction record is written into the block, the first
certificate transaction record is broadcast, so that a node in the blockchain also stores the first
certificate transaction record in a block. Before the first certificate transaction record is broadcast,
the first certificate transaction record may be signed by using a private key, and the signed first

certificate transaction record is broadcast.

[0080] In one embodiment, after a first transaction identifier corresponding to the first
certificate transaction record is generated, the first transaction identifier is transmitted to the
certificate application node. Accordingly, a node communicating with the certificate application
node may obtain the first transaction identifier corresponding to the certificate application node and
the target digital certificate, and obtain, from the blockchain according to the first transaction
identifier, the transaction record, stored in the blockchain, of the target digital certificate, to perform

certificate verification.

[0081] In one embodiment, after the target digital certificate is inserted into the blockchain,
the target digital certificate may be revoked or updated. When the operation performed on the target
digital certificate by the authentication center is an update operation or a revocation operation, a
second certificate transaction record is generated, and the second certificate transaction record is

written into the blockchain, a transaction resource in the second certificate transaction record being

16



the target digital certificate. When the operation performed on the target digital certificate is an
update operation, a recipient account in the second certificate transaction record is a second account
corresponding to a target recipient account type corresponding to the update operation. When the
operation performed on the target digital certificate is a revocation operation, a recipient account in
the second certificate transaction record is a second account corresponding to a target recipient

account type corresponding to the revocation operation.

[0082] It may be understood that a transfer-from account in the second certificate
transaction record may be a recipient account in a previous transaction record of the second
certificate transaction record. For example, when the previous transaction record of the second
certificate transaction record is the first certificate transaction record, the transfer-from account in
the second certificate transaction record is the first account, the first account being the recipient
account in the first certificate transaction record. Alternatively, a transaction identifier
corresponding to the previous transaction record of the second certificate transaction record may be
used to identify a transaction input. That is, the transfer-from account may be represented by the

transaction identifier corresponding to the previous transaction record.

[0083] In the blockchain, the operation of writing the digital certificate into the blockchain
for the first time is referred to as an insertion operation. The insertion operation is used as a
transaction. A transaction record is formed and written into the blockchain. The target recipient
account type of the account receiving the target digital certificate is determined according to the
operation type of the operation request, and the second transaction record is generated. The
recipient account in the second certificate transaction record is the second account corresponding to
the target recipient account type. Therefore, different account types may be used to represent
whether the digital certificate has been revoked or updated. Generally, because a stored transaction
record is tamperproof, when the digital certificate needs to be updated or revoked subsequently, an
operation performed on the digital certificate may also be used as a transaction, and a corresponding
transaction record is formed according to the type of the operation and stored in the blockchain.
Accordingly, if the state of the digital certificate needs to be queried, it may be determined,
according to the account type corresponding to the latest transaction record, whether the digital

certificate has been updated or revoked.

[0084] In one embodiment, the authentication center may return a second transaction
identifier corresponding to the second certificate transaction record to the certificate application

node, to enable the certificate application node to transmit the second transaction identifier to the
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interaction node. The transaction identifier carried in the verification request may be the second

transaction identifier.

[0085] In one embodiment, the target transaction record is the latest transaction record, the
verification request carries a transaction identifier corresponding to the target digital certificate, and
the obtaining a target transaction record corresponding to the target digital certificate from a
blockchain includes: obtaining a transaction chain corresponding to the target digital certificate
according to the transaction identifier, and using a transaction record at the end of the transaction
chain as the latest transaction record, transaction records in the transaction chain being sequentially
arranged in transaction order. The transaction chain may be the blockchain storing the transaction

record corresponding to the digital certificate.

[0086] Specifically, the latest transaction record is a transaction record having the latest
transaction time in transaction records corresponding to the target digital certificate. In the
blockchain, the operations performed on the target digital certificate are considered as transactions
performed on the target digital certificate. Therefore, the blockchain stores the transaction records
of the target digital certificate, and the transaction record having the latest transaction time may be

obtained from the transaction records of the target digital certificate as the latest transaction record.

[0087] Transaction records of transaction resources in the blockchain are sequentially
connected. The form of the transaction chain is that a transaction consumes an output of a parent
transaction and creates an input for a subsequent transaction (child transaction). The transaction
records in the transaction chain are sequentially arranged in transaction order. Therefore, the
transaction chain corresponding to the target digital certificate may be obtained according to the
transaction identifier, and a transaction record at the end of the transaction chain is used as the latest
transaction record. The end of the transaction chain is an end point at which the transaction record
having the latest transaction time is located. Each transaction record records a transaction identifier
corresponding to a parent transaction. FIG. 7 is a diagram of a transaction chain. In FIG. 7, a
transaction record having a transaction identifier 1001# is a record corresponding to an operation of
writing a digital certificate into a blockchain, 1001# is the parent transaction of 2001#, and 2001# is
the parent transaction of 3001#. The transaction record may include a digital certificate or an
identifier corresponding to the digital certificate. It may be obtained from FIG. 7 that a transaction
input is a transaction identifier corresponding to a last transaction. A transaction output is an
account corresponding to a user, and may also be referred to as an address. A plurality of
transaction outputs may exist in one transaction record, and one transaction record may include a

plurality of transaction resources.
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[0088] In one embodiment, a verification request carries a second transaction identifier, and
a transaction chain corresponding to a target digital certificate may be obtained according to the
second transaction identifier. The second transaction identifier is an identifier corresponding to a
second certificate transaction record. When generating the second certificate transaction record, an
authentication center may transmit the second transaction identifier to a certificate application node,
to enable the certificate application node to transmit the second transaction identifier to a

corresponding interaction node.

[0089] In one embodiment, the verification request carries a first transaction identifier, and a
latest transaction record may be obtained according to the first transaction identifier of the target
digital certificate by using the transaction chain. In this case, even though the second transaction
identifier corresponding to the second transaction record is not transmitted to the certificate
application node in time, the latest transaction record may be alternatively obtained by using the
first transaction identifier because the transaction identifier transmitted to the interaction node by

the certificate application node is the first transaction identifier.

[0090] As shown in FIG. 8, in one embodiment, the digital certificate verification method

may further include the following steps:

[0091] Step S802: Obtain a root certificate corresponding to the target digital certificate

from the blockchain according to the verification request.

[0092] Specifically, the root certificate is a certificate issued by the authentication center to
itself, and is a start point of a chain of trust. The root certificate is used for verifying a digital
certificate issued by the authentication center, and may use a public key in the root certificate to
authenticate a digital signature in the digital certificate, to confirm legality and validity of the digital
certificate, that is, authenticate whether the target digital certificate is signed and issued by a CA.
The root certificate may be alternatively stored in the blockchain. The root certificate may be stored
in a genesis block of the blockchain. The genesis block is the first block of the blockchain, making

the root certificate less prone to tampering.

[0093] Step S804: Verify the target digital certificate according to the root certificate to

obtain a root verification result.

[0094] Specifically, the root verification result may be that the verification succeeds or the
verification fails. After the root certificate is obtained, the public key in the root certificate may be

obtained, to authenticate the digital signature of the target digital certificate. If the authentication of
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the digital signature succeeds, the verification succeeds. If is determined that the authentication of

the digital signature fails, the verification fails.
[0095] Step S806: Determine whether the root verification fails.

[0096] Specifically, if the root verification fails, perform step S808. If the root verification

succeeds, perform step S204.

[0097] Step S808: Confirm, if the root verification fails, that the verification result

corresponding to the target digital certificate is that the verification fails.

[0098] Specifically, if the root verification fails, the verification result corresponding to the
target digital certificate is that the verification fails, and it is unnecessary to continue to verify the
target digital certificate. If the root verification succeeds, an operation of obtaining a latest
transaction record corresponding to the target digital certificate from a blockchain is performed, and

the target digital certificate continues to be verified.

[0099] In one embodiment, the root certificate, the certificate issuing account, and the
certificate recovery account may be stored in the authentication center or may be stored in the
blockchain. For example, the root certificate, the certificate issuing account, and the certificate
recovery account may be stored in the genesis block of the blockchain. It may be understood that
the authentication center receiving the verification request and the authentication center receiving
the digital certificate generation request may be the same or different. For example, the root
certificate, the certificate issuing account, and the certificate recovery account may be stored in the
authentication center receiving the digital certificate generation request. In this case, only the
authentication center receiving the digital certificate generation request can verify the target digital
certificate. Each authentication center may also store the root certificate, the certificate issuing
account corresponding to the node receiving the digital certificate generation request, and the
certificate recovery account; or the root certificate, the certificate issuing account, and the certificate
recovery account on the blockchain are open and traceable to the authentication centers
participating in consensus. Accordingly, each authentication center may receive the verification
request for verifying the target digital certificate, to verify the target digital certificate. Even if an
authentication center issuing the certificate is hijacked or collapses, another authentication center
may be used alternatively to perform verification. That is, different authentication centers may trust
each other, and one authentication center may verify digital certificates issued by a plurality of
authentication centers. It is not limited that only an authentication center issuing the certificate can

verify a target digital certificate.
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[0100] In one embodiment, it may be alternatively determined whether the target digital
certificate exists in the blockchain. If the target digital certificate exists in the blockchain, the
verification of the target digital certificate succeeds. Because a digit of a blockchain is not prone to
tampering, if a consistent digital certificate exists in the blockchain, it indicates that the digital

certificate is trustworthy.

[0101] FIG. 9 is a diagram of an application environment of a digital certificate verification
method according to an embodiment. The application environment includes an authentication center
1, an authentication center 2, an authentication center 3, and an authentication center 4 that belong
to a same blockchain and a certificate application node. The certificate verification method provided

in this embodiment of this application is described below with reference to FIG. 9.

[0102] 1. When it is necessary to apply for a digital certificate, the certificate application
node transmits a digital certificate generation request to the authentication center 1, the digital

certificate generation request carrying identity certification information.

[0103] 2. The authentication center 1 receives the digital certificate generation request, and
transmits the identity certification information to the authentication center 2, the authentication

center 3, and the authentication center 4, to perform consensus authentication.

[0104] 4. When an identity certification result obtained according to a result of the
consensus authentication is that the certification succeeds, the authentication center 1 generates a
target digital certificate and a corresponding first transaction record, stores the first transaction
record in the latest block in a blockchain, and returns the target digital certificate and a first

transaction identifier to the certificate application node.

[0105] 5. When interacting with the certificate application node, an interaction node

transmits a digital certificate obtaining request to the certificate application node.

[0106] 6. The certificate application node returns the target digital certificate and the first

transaction identifier to the interaction node.

[0107] 7. The interaction node transmits a verification request to the authentication center 4,

the verification request carrying the first transaction identifier and the target digital certificate.

[0108] 8. The authentication center 4 obtains a root certificate from a genesis block, and
verifies the target digital certificate according to the root certificate to obtain a root verification

result.

[0109] 8. When the root verification succeeds, the authentication center 4 obtains a recipient

account type in a latest transaction record in a transaction chain corresponding to the target digital
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certificate according to the first transaction identifier, and determines a verification result according
to the recipient account type in the latest transaction record. For example, if the recipient account
type is a recovery account type, it indicates that the target digital certificate has been revoked, and

the verification fails.

[0110] It may be understood that another node in the blockchain may receive the
verification request and perform verification, provided that the interaction node is considered to be
trustworthy. Alternatively, the interaction node may be a node in the blockchain. In this case, the
interaction node also obtains the root certificate and a transaction record from blockchain data that

is locally stored, to perform verification.

[0111] As shown in FIG. 10, in one embodiment, a digital certificate verification apparatus
is provided. The digital certificate verification apparatus may be integrated in the foregoing
authentication center 4, and may specifically include: a verification request receiving module 1002,
a target transaction record obtaining module 1004, a target account type obtaining module 1006,

and a verification result determination module 1008.

[0112] The verification request receiving module 1002 is configured to receive a

verification request for verifying a target digital certificate.

[0113] The target transaction record obtaining module 1004 is configured to obtain a target
transaction record corresponding to the target digital certificate from a blockchain, the target digital

certificate being stored in the blockchain as a transaction resource.

[0114] The target account type obtaining module 1006 is configured to obtain a target
account type corresponding to the target transaction record, different account types corresponding

to different certificate operation states.

[0115] The verification result determination module 1008 is configured to determine a

verification result corresponding to the target digital certificate according to the target account type.

[0116] In one embodiment, as shown in FIG. 11, the digital certificate verification apparatus

further includes:

an operation request receiving module 1102, configured to receive an operation

request for operating the target digital certificate;

a recipient account type determination module 1104, configured to determine a target
recipient account type corresponding to the target digital certificate according to an operation type

of the operation request; and
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a certificate transaction record generation module 1106, configured to: generate a
certificate transaction record corresponding to the operation request, and write the certificate
transaction record into the blockchain, a transaction resource in the certificate transaction record
being the target digital certificate, a recipient account in the certificate transaction record being an

account corresponding to the target recipient account type.

[0117] In one embodiment, the recipient account type determination module 1104 is
configured to determine that the target recipient account type is a certificate issuing account type if
the operation type corresponding to the operation request is an update operation type or an insertion

operation type.

[0118] In one embodiment, the recipient account type determination module 1104 is
configured to determine that the target recipient account type is a certificate recovery account type

if the operation type corresponding to the operation request is a revocation operation type.

[0119] In one embodiment, the target transaction record is a latest transaction record; the
target account type obtaining module 1006 is configured to obtain a current recipient account type
as the target account type, the current recipient account type corresponding to the latest transaction
record and belonging to an account receiving the target digital certificate; and the verification result
determination module 1008 is configured to: determine, if the current recipient account type is a
certificate issuing account type, that the verification result corresponding to the target digital

certificate is that the verification succeeds.

[0120] In one embodiment, the target account type obtaining module 1006 is configured to
obtain a current recipient account type as the target account type, the current recipient account type
corresponding to the latest transaction record and belonging to an account receiving the target
digital certificate; and the verification result determination module 1008 is configured to:
determine, if the current recipient account type is a certificate recovery account type, that the

verification result corresponding to the target digital certificate is that the verification fails.

[0121] In one embodiment, the verification request carries a transaction identifier
corresponding to the target digital certificate, and the target transaction record obtaining module
1004 is configured to: obtain a transaction chain corresponding to the target digital certificate
according to a first transaction identifier, and use a transaction record at the end of the transaction
chain as the latest transaction record, transaction records in the transaction chain being sequentially

arranged in transaction order.
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[0122] In one embodiment, as shown in FIG. 12, the digital certificate verification apparatus

further includes:

a certificate generation request receiving module 1202, configured to receive a
digital certificate generation request transmitted by the certificate application node, the digital

certificate generation request carrying identity certification information;

a certification module 1204, configured to: transmit the identity certification
information to all consensus authentication centers for certification, and obtain certification results
obtained through authentication by the consensus authentication centers according to the identity

certification information;

an identity certification result determination module 1206, configured to determine
an identity certification result corresponding to the certificate application node according to the

certification results of the consensus authentication centers;

a certificate generation module 1208, configured to generate the target digital
certificate corresponding to the certificate application node according to the digital certificate

generation request; and

a writing module, configured to write the target digital certificate as a transaction
resource into a blockchain corresponding to the consensus authentication centers if the identity
certification succeeds, a recipient account corresponding to the target digital certificate being a first

account corresponding to a digital certificate generation request receiving node.
[0123] In one embodiment, the digital certificate verification apparatus further includes:

a root certificate obtaining module, configured to obtain a root certificate
corresponding to the target digital certificate from the blockchain according to the verification

request;

a root verification result obtaining module, configured to verify the target digital

certificate according to the root certificate to obtain a root verification result; and

an execution module, configured to: determine, if the root verification fails, that the
verification result corresponding to the target digital certificate is that the verification fails, if the
root verification succeeds, perform the operation of obtaining a target transaction record

corresponding to the target digital certificate from a blockchain.

[0124] FIG. 13 is a diagram of an internal structure of a computer device according to an

embodiment. The computer device may be specifically the authentication center in FIG. 1. As
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shown in FIG. 13, the computer device includes a processor, a memory, a network interface, and an
input apparatus that are connected by a system bus. The memory includes a non-volatile storage
medium and an internal memory. The non-volatile storage medium of the computer device stores an
operating system and may further store a computer program, the computer program, when executed
by the processor, causing the processor to implement the digital certificate verification method. The
internal memory may also store a computer program, the computer program, when executed by the
processor, causing the processor to perform the digital certificate verification method. The input
apparatus of the computer device may be a touch layer covering the display screen, or may be a
button, a trackball or a touch panel disposed on a housing of the computer device, or may be an

external keyboard, touch panel or mouse.

[0125] A person skilled in the art may understand that, the structure shown in FIG. 13 is
only a block diagram of a partial structure related to the solution in this application, and does not
limit the computer device to which the solution of this application is applied. Specifically, the
computer device may include more components or fewer components than those shown in the

figure, or some components may be combined, or a different component deployment may be used.

[0126] In one embodiment, the digital certificate verification apparatus provided in this
application may be implemented in the form of a computer program. The computer program may be
run on the computer device shown in FIG. 13. The memory of the computer device may store
program modules forming the digital certificate verification apparatus, for example, the verification
request receiving module 1002, the target transaction record obtaining module 1004, the target
account type obtaining module 1006, and the verification result determination module 1008 shown
in FIG. 10. A computer program formed by the program modules causes the processor to perform
the steps in the digital certificate verification method in the embodiments of this application

described in this specification.

[0127] For example, the computer device shown in FIG. 13 may receive, by using the
verification request receiving module 1002 in the digital certificate verification apparatus shown in
FIG. 10, a verification request for verifying a target digital certificate; obtain a target transaction
record corresponding to the target digital certificate from a blockchain by using the target
transaction record obtaining module 1004, the target digital certificate being stored in the
blockchain as a transaction resource; obtain a target account type corresponding to the target
transaction record by using the target account type obtaining module 1006, different account types

corresponding to different certificate operation states; and determine a verification result
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corresponding to the target digital certificate according to the target account type by using the

verification result determination module 1008.

[0128] In one embodiment, a computer device is provided. The computer device includes a
memory, a processor, and a computer program that is stored in the memory and is capable of being
run on the processor, the computer program, when executed by the processor, implementing the
following steps: receiving a verification request for verifying a target digital certificate; obtaining a
target transaction record corresponding to the target digital certificate from a blockchain, the target
digital certificate being stored in the blockchain as a transaction resource; obtaining a target account
type corresponding to the target transaction record, different account types corresponding to
different certificate operation states; and determining a verification result corresponding to the

target digital certificate according to the target account type.

[0129] In one embodiment, the computer program further causes the processor to perform
the following steps: receiving an operation request for operating the target digital certificate;
determining a target recipient account type corresponding to the target digital certificate according
to an operation type of the operation request; and generating a certificate transaction record
corresponding to the operation request, and writing the certificate transaction record into the
blockchain, a transaction resource in the certificate transaction record being the target digital
certificate, a recipient account in the certificate transaction record being an account corresponding

to the target recipient account type.

[0130] In one embodiment, the determining a target recipient account type corresponding to
the target digital certificate according to an operation type of the operation request that is performed
by the processor includes: determining that the target recipient account type is a certificate issuing

account type if the operation type corresponding to the operation request is an update operation type

or an insertion operation type.

[0131] In one embodiment, the determining a target recipient account type corresponding to
the target digital certificate according to an operation type of the operation request that is performed

by the processor includes:

determining that the target recipient account type is a certificate recovery account

type if the operation type corresponding to the operation request is a revocation operation type.

[0132] In one embodiment, the target transaction record is a latest transaction record; the
obtaining a target account type corresponding to the target transaction record that is performed by

the processor includes: obtaining a current recipient account type as the target account type, the
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current recipient account type corresponding to the latest transaction record and belonging to an
account receiving the target digital certificate; and the determining a verification result
corresponding to the target digital certificate according to the target account type that is performed
by the processor includes: determining, if the current recipient account type is a certificate issuing
account type, that the verification result corresponding to the target digital certificate is that the

verification succeeds.

[0133] In one embodiment, the target transaction record is the latest transaction record, and
the obtaining a target account type corresponding to the target transaction record that is performed
by the processor includes: obtaining a current recipient account type as the target account type, the
current recipient account type corresponding to the latest transaction record and belonging to an
account receiving the target digital certificate; and the determining a verification result
corresponding to the target digital certificate according to the target account type that is performed
by the processor includes: determining, if the current recipient account type is a certificate recovery
account type, that the verification result corresponding to the target digital certificate is that the

verification fails.

[0134] In one embodiment, the verification request carries a transaction identifier
corresponding to the target digital certificate, and the obtaining a target transaction record
corresponding to the target digital certificate from a blockchain that is performed by the processor
includes: obtaining a transaction chain corresponding to the target digital certificate according to the
transaction identifier, and using a transaction record at the end of the transaction chain as the latest
transaction record, transaction records in the transaction chain being sequentially arranged in

transaction order.

[0135] In one embodiment, the computer program further causes the processor to perform
the following steps: obtaining a root certificate corresponding to the target digital certificate from
the blockchain according to the verification request; verifying the target digital certificate according
to the root certificate to obtain a root verification result; and determining, if the root verification
fails, that the verification result corresponding to the target digital certificate is that the verification
fails, if the root verification succeeds, performing the operation of obtaining a target transaction

record corresponding to the target digital certificate from a blockchain.

[0136] In one embodiment, a computer-readable storage medium is provided. The
computer-readable storage medium stores a computer-readable storage medium, the computer
program, when executed by a processor, causing the processor to perform the following steps:

receiving a verification request for verifying a target digital certificate; obtaining a target
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transaction record corresponding to the target digital certificate from a blockchain, the target digital
certificate being stored in the blockchain as a transaction resource; obtaining a target account type
corresponding to the target transaction record, different account types corresponding to different
certificate operation states; and determining a verification result corresponding to the target digital

certificate according to the target account type.

[0137] In one embodiment, the computer program further causes the processor to perform
the following steps: receiving an operation request for operating the target digital certificate;
determining a target recipient account type corresponding to the target digital certificate according
to an operation type of the operation request; and generating a certificate transaction record
corresponding to the operation request, and writing the certificate transaction record into the
blockchain, a transaction resource in the certificate transaction record being the target digital
certificate, a recipient account in the certificate transaction record being an account corresponding

to the target recipient account type.

[0138] In one embodiment, the determining a target recipient account type corresponding to
the target digital certificate according to an operation type of the operation request that is performed
by the processor includes: determining that the target recipient account type is a certificate issuing

account type if the operation type corresponding to the operation request is an update operation type

or an insertion operation type.

[0139] In one embodiment, the determining a target recipient account type corresponding to
the target digital certificate according to an operation type of the operation request that is performed

by the processor includes:

determining that the target recipient account type is a certificate recovery account

type if the operation type corresponding to the operation request is a revocation operation type.

[0140] In one embodiment, the target transaction record is a latest transaction record; the
obtaining a target account type corresponding to the target transaction record that is performed by
the processor includes: obtaining a current recipient account type as the target account type, the
current recipient account type corresponding to the latest transaction record and belonging to an
account receiving the target digital certificate; and the determining a verification result
corresponding to the target digital certificate according to the target account type that is performed
by the processor includes: determining, if the current recipient account type is a certificate issuing
account type, that the verification result corresponding to the target digital certificate is that the

verification succeeds.
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[0141] In one embodiment, the target transaction record is the latest transaction record, and
the obtaining a target account type corresponding to the target transaction record that is performed
by the processor includes: obtaining a current recipient account type as the target account type, the
current recipient account type corresponding to the latest transaction record and belonging to an
account receiving the target digital certificate; and the determining a verification result
corresponding to the target digital certificate according to the target account type that is performed
by the processor includes: determining, if the current recipient account type is a certificate recovery
account type, that the verification result corresponding to the target digital certificate is that the

verification fails.

[0142] In one embodiment, the verification request carries a transaction identifier
corresponding to the target digital certificate, and the obtaining a target transaction record
corresponding to the target digital certificate from a blockchain that is performed by the processor
includes: obtaining a transaction chain corresponding to the target digital certificate according to the
transaction identifier, and using a transaction record at the end of the transaction chain as the latest
transaction record, transaction records in the transaction chain being sequentially arranged in

transaction order.

[0143] In one embodiment, the computer program further causes the processor to perform
the following steps: obtaining a root certificate corresponding to the target digital certificate from
the blockchain according to the verification request; verifying the target digital certificate according
to the root certificate to obtain a root verification result; and determining, if the root verification
fails, that the verification result corresponding to the target digital certificate is that the verification
fails, if the root verification succeeds, performing the operation of obtaining a target transaction

record corresponding to the target digital certificate from a blockchain.

[0144] It is to be understood that although the steps in the flowcharts of the embodiments of
this application are displayed in sequence according to arrows, the steps are not necessarily
performed in the sequence indicated by the arrows. Unless explicitly specified in this specification,
the sequence for performing the steps is not strictly limited, and the steps may be performed in other
sequences. Moreover, at least some of the steps in each embodiment may include a plurality of sub-
steps or a plurality of stages. The sub-steps or stages are not necessarily performed at the same
moment but may be performed at different moments. Execution of the sub-steps or stages is not
necessarily sequentially performed, but may be performed in turn or alternately with other steps or

at least some of sub-steps or stages of other steps.
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[0145] A person of ordinary skill in the art may understand that all or some of the
procedures of the methods in the foregoing embodiments may be implemented by a computer
program instructing relevant hardware. The program may be stored in a non-volatile computer-
readable storage medium. When the program is executed, the procedures of the foregoing method
embodiments may be performed. Any reference to a memory, a storage, a database, or another
medium used in the embodiments provided in this application may include a non-volatile and/or
volatile memory. The non-volatile memory may include a read-only memory (ROM), a
programmable ROM (PROM), an electrically programmable ROM (EPROM), an electrically
erasable programmable ROM (EEPROM), or a flash. The volatile memory may include a random
access memory (RAM) or an external cache. For the purpose of description instead of limitation,
the RAM is available in a plurality of forms, such as a static RAM (SRAM), a dynamic RAM
(DRAM), a synchronous DRAM (SDRAM), a double data rate SDRAM (DDRSDRAM), an
enhanced SDRAM (ESDRAM), a synchlink DRAM (SLDRAM), a rambus direct RAM (RDRAM)),
a direct rambus dynamic RAM (DRDRAM), and a rambus dynamic RAM (RDRAM).

[0146] The technical features in the foregoing embodiments may be randomly combined.
For concise description, not all possible combinations of the technical features in the embodiment
are described. However, the combinations of the technical features are to be considered as falling

within the scope recorded in this specification provided that they do not conflict with each other.

[0147] Only several implementations of this application are described in the foregoing
embodiments, and are described in detail, but they are not to be construed as a limitation to the
patent scope of this application. A person of ordinary skill in the art may further make variations
and improvements without departing from the ideas of this application, which shall fall within the
protection scope of this application. Therefore, the protection scope of the patent of this application

is to be subject to the appended claims.
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CLAIMS

1. A digital certificate verification method, performed by an authentication center, the method
comprising:
receiving a verification request for verifying a target digital certificate;

obtaining a target transaction record corresponding to the target digital certificate from a

blockchain, the target digital certificate being stored in the blockchain as a transaction resource;

obtaining a target account type corresponding to the target transaction record, different account

types corresponding to different certificate operation states; and

determining a verification result corresponding to the target digital certificate according to the

target account type.
2. The method according to claim 1, further comprising:
receiving an operation request for operating the target digital certificate;

determining a target recipient account type corresponding to the target digital certificate

according to an operation type of the operation request; and

generating a certificate transaction record corresponding to the operation request, and writing
the certificate transaction record into the blockchain, a transaction resource in the certificate
transaction record being the target digital certificate, a recipient account in the certificate transaction

record being an account corresponding to the target recipient account type.

3. The method according to claim 2, wherein the determining a target recipient account type
corresponding to the target digital certificate according to an operation type of the operation request

comprises:

determining that the target recipient account type is a certificate issuing account type if the
operation type corresponding to the operation request is an update operation type or an insertion

operation type.

4. The method according to claim 2, wherein the determining a target recipient account type
corresponding to the target digital certificate according to an operation type of the operation request

comprises:

determining that the target recipient account type is a certificate recovery account type if the

operation type corresponding to the operation request is a revocation operation type.

5. The method according to claim 1, wherein the target transaction record is a latest transaction
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record; the obtaining a target account type corresponding to the target transaction record comprises:

obtaining a current recipient account type as the target account type, the current recipient
account type corresponding to the latest transaction record and belonging to an account receiving

the target digital certificate; and

the determining a verification result corresponding to the target digital certificate according to

the target account type comprises:

determining, if the current recipient account type is a certificate issuing account type, that the

verification result corresponding to the target digital certificate is that the verification succeeds.

6. The method according to claim 1, wherein the target transaction record is a latest transaction

record; the obtaining a target account type corresponding to the target transaction record comprises:

obtaining a current recipient account type as the target account type, the current recipient
account type corresponding to the latest transaction record and belonging to an account receiving

the target digital certificate; and

the determining a verification result corresponding to the target digital certificate according to

the target account type comprises:

determining, if the current recipient account type is a certificate recovery account type, that the

verification result corresponding to the target digital certificate is that the verification fails.

7. The method according to claim 5 or 6, wherein the verification request carries a transaction
identifier corresponding to the target digital certificate, and the obtaining a target transaction record

corresponding to the target digital certificate from a blockchain comprises:

obtaining a transaction chain corresponding to the target digital certificate according to the
transaction identifier, and identifying a transaction record at an end of the transaction chain as the
latest transaction record, transaction records in the transaction chain being sequentially arranged in

a transaction order.
8. The method according to claim 1, further comprising:

obtaining a root certificate corresponding to the target digital certificate from the blockchain

according to the verification request;

verifying the target digital certificate according to the root certificate to obtain a root

verification result; and

determining, if the root verification fails, that the verification result corresponding to the target
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digital certificate is that the verification fails; and obtaining a target transaction record

corresponding to the target digital certificate from the blockchain if the root verification succeeds.

9. A digital certificate verification apparatus, applied to an authentication center, the apparatus

comprising:

a verification request receiving module, configured to receive a verification request for

verifying a target digital certificate;

a target transaction record obtaining module, configured to obtain a target transaction record
corresponding to the target digital certificate from a blockchain, the target digital certificate being

stored in the blockchain as a transaction resource;

a target account type obtaining module, configured to obtain a target account type
corresponding to the target transaction record, different account types corresponding to different

certificate operation states; and

a verification result determination module, configured to determine a verification result

corresponding to the target digital certificate according to the target account type.
10. The apparatus according to claim 9, further comprising:

an operation request receiving module, configured to receive an operation request for operating

the target digital certificate;

a recipient account type determination module, configured to determine a target recipient
account type corresponding to the target digital certificate according to an operation type of the

operation request; and

a certificate transaction record generation module, configured to: generate a certificate
transaction record corresponding to the operation request, and write the certificate transaction
record into the blockchain, a transaction resource in the certificate transaction record being the
target digital certificate, a recipient account in the certificate transaction record being an account

corresponding to the target recipient account type.

11. The apparatus according to claim 10, wherein the recipient account type determination

module is configured to:

determine that the target recipient account type is a certificate issuing account type if the
operation type corresponding to the operation request is an update operation type or an insertion

operation type.

12. The apparatus according to claim 10, wherein the recipient account type determination
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module is configured to:

determine that the target recipient account type is a certificate recovery account type if the

operation type corresponding to the operation request is a revocation operation type.

13. The apparatus according to claim 9, wherein the target transaction record is a latest

transaction record; the target account type obtaining module is configured to:

obtain a current recipient account type as the target account type, the current recipient account
type corresponding to the latest transaction record and belonging to an account receiving the target

digital certificate; and
the verification result determination module is configured to:

determine, if the current recipient account type is a certificate issuing account type, that the

verification result corresponding to the target digital certificate is that the verification succeeds.

14. A computer device, comprising a memory and a processor, the memory storing a computer
program, the computer program, when executed by the processor, causing the processor to perform

operations of the digital certificate verification method according to any one of claims 1 to 8.

15. A computer-readable storage medium, storing a computer program, the computer program,
when executed by a processor, causing the processor to perform operations of the digital certificate

verification method according to any one of claims 1 to 8.
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