TITLE OF THE INVENTION
INFORMATION PROCESSING APPARATUS, MONITORING SYSTEM
METHOD, AND NON-TRANSITORY COMPUTER-READABLE STORAEG
MEDIUM

BACKGROUND OF THE INVENTION
Field of the Invention
[0001] The invention relates to an information processipgaratus, a
monitoring system, a method, and a non-transitomputer-readable storage

medium.

Description of the Related Art

[0002] To grasp the state of a user who visits a factlitgre is proposed a
system that uses image authentication (see JapBaésat Laid-Open Nos. 2006-
99486 and 2015-232791).

[0003] However, for example, there has been proposedatmique of
monitoring persons by actually observing persork\agitors in a facility while
ostensibly simulating business to obtain confiddntiformation in a shared area

such as a waiting area of a laboratory where anyifpersons are allowed to stay.

SUMMARY OF THE INVENTION
[0004] The invention provides a technique for specify@gngerson who
unnecessarily stays in a shared area for a lorgyaimal making a notification.
[0005] One aspect of embodiments of the invention releden information
processing apparatus comprising, a calculationaamfigured to calculate, for
each of persons who stay in a first area includealprocessing target image

obtained by capturing the first area, a stay domaita which the person stays in



the first area, a specifying unit configured to@fye among the staying persons, a
first person whose stay duration exceeds a predeted duration, and an output
unit configured to output a notification about firet person specified by the
specifying unit, wherein the calculation unit cditas, as the stay duration, a first
stay duration after each person exits, to the dirs, from a second area different
from the first area.

[0006] Further features of the invention will become appafrom the

following description of exemplary embodiments wieference to the attached

drawings).

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] Fig. 1is a block diagram showing an example efatrangement of a
monitoring system 10 according to an embodimetih@fnvention;
[0008] Fig. 2Ais a view showing an example of a monitgriarget zone to
which the embodiment of the invention is applicable
[0009] Fig. 2B is a block diagram showing an exampléheftardware
arrangement of an information processing appa@0saccording to the
embodiment of the invention;
[0010] Fig. 3Ais a table showing an example of the datacture of a visitor
database 310 in a database apparatus 300 acctodhmyembodiment of the
invention;
[0011] Fig. 3B is a table showing an example of the datacture of a time
information database 320 in the database appas@tuaccording to the
embodiment of the invention;
[0012] Fig. 3C is a table showing an example of the datacture of an image
database 330 in the database apparatus 300 agctodime embodiment of the

invention;



[0013] Fig. 3D is a table showing an example of the datacture of a
suspicious person database 340 in the databaseatympa00 according to the
embodiment of the invention;

[0014] Fig. 4Ais a flowchart illustrating an examplembcessing executed by a
network camera 100 in the monitoring system 10 @tting to the embodiment of
the invention;

[0015] Fig. 4B is a view showing an example of the détacsure of a detected
person information according to the embodimenhefibvention;

[0016] Fig. 5 is a flowchart illustrating an example obpessing executed by
the information processing apparatus 200 in theitoong system 10 according
to the embodiment of the invention;

[0017] Fig. 6A and Fig. 6B are flowcharts illustrating example of
authentication processing executed by the infowngtrocessing apparatus 200
in the monitoring system 10 according to the emipexdit of the invention;

[0018] Fig. 7 is a flowchart illustrating an example obpessing for displaying
information indicating a suspicious person on darimation display device 500,
that is executed by the information processing egipa 200 in the monitoring
system 10 according to the embodiment of the ineant

[0019] Fig. 8Ais a view showing an example of a screispldyed on the
information display device 500 according to the ediment of the invention; and
[0020] Fig. 8B is a view showing another example of ttreen displayed on the

information display device 500 according to the ediment of the invention.

DESCRIPTION OF THE EMBODIMENTS
[0021] An embodiment of the invention will be describeddw with reference
to the accompanying drawings. Note that arrangésrterbe described in the

following embodiment are merely examples, and tivemtion is not limited to
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the illustrated arrangements.

[0022] Fig. 1is a block diagram showing an example efatrangement of a
monitoring system 10 according to the embodimenhefinvention. The
monitoring system 10 is formed by a network cani€@, an information
processing apparatus 200, a database apparatus @@ ption terminal 400, and
an information display device 500, all of which arerconnected by a LAN 600
as a network line. The constituent elements ohtbeitoring system 10 shown
in Fig. 1 are merely examples, and other constitaklmments may be added.
Each constituent element will be described below.

[0023] The network camera 100 can be configured to irchmlimage sensor
unit 101, a development processing unit 102, anding unit 103, a person
detection processing unit 104, and a LAN interfd® unit 105. The image
sensor unit 101 includes an imaging element sueh@¥OS element that
photoelectrically converts an optical image fornoadan imaging plane and
outputs an analog image signal, and an A/D convériég converts an analog
image signal into a digital image signal. The depment processing unit 102
executes predetermined development processingdatigital image signal
output from the image sensor unit 101. The dewekag processing can include,
for example, DeBayer processing, white balancegssiag, tone conversion
processing, edge enhancement correction proces$singcorrection, noise
removal, enlargement/reduction processing, and aaloversion to the YCbCr
format.

[0024] The encoding unit 103 compresses/encodes thaldigiage signal
output from the development processing unit 10getoerate image data for
distribution to be provided to the information pessing apparatus 200. The
generated image data includes the identificatiéormation (camera ID) of the

network camera 100, information (position inforroadi of an installation place,



and shooting time information. The encoding ubfiB Also sets a frame rate at
the time of generation of image data. An image m@®ssion method for
distribution can comply with a standard such asté, 24.265, MPEG, or JPEG.
Image data in an arbitrary format including the MP4VI format may be
generated.

[0025] The person detection processing unit 104 detefrisnhation about a
person included in the digital image output froma tfevelopment processing unit
102 by analyzing the digital image. Person infdrorato be detected includes
image data of, for example, the face, the uppey,tbe lower body, the whole
body, the appearance from behind, or the like. iffee data may be image
data obtained by extracting, from a captured imagegion including a person.

If a region is extracted, coordinate informatiorainaptured image of the region is
attached to the image data. The person informaigad not be the image data,
and may be a feature amount obtained from the irbaged on predetermined
calculation or may include both image data andagufe amount. If the person
information includes image data, the image dataetguks the same
compression/encoding processing as that executételbgncoding unit 103, and
includes JPEG image data in the case of, for exanapdtill image. The
detected person information and its coordinatermédion in the captured image
are provided to the information processing apparaf0 together with the camera
ID of the network camera 100 that has shot thegpefsosition information,
shooting time information, and the like. The gexed information will be
referred to as "person detection information" heatter.

[0026] The person detection processing unit 104 may ddaded in an external
apparatus, for example, the information procesapyuaratus 200, instead of
being included in the network camera 100. In tlise, the information

processing apparatus 200 may execute some ortak déinctions executed by



the person detection processing unit 104, andeh&ark camera 100 may
execute the remaining functions.

[0027] The LAN I/F unit 105 serves as a communicatiorrifatce for
transmitting, to the information processing appas&00 via the LAN 600, the
image data output from the encoding unit 103 ompiieson detection information
generated by the person detection processing 0dit 1The LAN I/F unit 105
adjusts data exchange with a communication patsieg, for example, a
network file system such as NFS or CIFS or a ndtwommunication protocol
such as UDP or TCP.

[0028] Next, the arrangement of the information proceagsipparatus 200 will
be described. The information processing appa2iQscan be configured to
include a LAN interface (I/F) unit 201, a decodingjt 202, an authentication unit
203, a database management unit 204, a deternminativ205, and a notification
unit (output unit) 206, all of which are connectedach other by a system bus
207.

[0029] The LAN I/F unit 201 communicates with the netweogdmera 100, the
information display device 500, and the like via ttAN 600. The decoding
unit 202 reconstructs a digital image signal byoegressing and decoding the
image data included in the person detection inftionaacquired from the
network camera 100 via the LAN 600. The decodgdaliimage signal is
output to the authentication unit 203. In an eniimeat in which the
information processing apparatus 200 includes #énegn detection processing
unit 104, the person detection processing unitcEivbe provided to be
connected to the system bus 207. The person aetgrbcessing unit 104
detects the information about the person from iegie data decoded by the
decoding unit 202, and provides the person deteaifmrmation to the

authentication unit 203.



[0030] The authentication unit 203 performs authenticaioocessing for
specifying the captured person based on the pelstaction information
generated by the person detection processing 0diahd person specifying
information (to be described later) registerednrraage database 330 and a
suspicious person database 340. The authentigatbmessing will be described
in detail later. The database management unin2Z@dages registration
information in each of databases 310 and 320 anddkabases 330 and 340 of
the database apparatus 300. For example, theadatatmnagement unit 204
performs processing of updating the registratidorimation in each database,
extracting the registration information from eactabase, and providing the
information to each processing unit, as needed.e ddtermination unit 205
performs processing for specifying, based on thesnetion information in each
database of the database apparatus 300, a suspgi&mon among persons
staying in a shared area. The notification un@ &6tifies (outputs) the
information display device 500 of information abthe suspicious person based
on a determination result in the authenticatiort 288 and the determination unit
205. Details of the notification information wile described later with
reference to Figs. 7, 8A, and 8B.

[0031] The database apparatus 300 is a database in imfochnation to be
referred to by the information processing apparafisto execute processing
according to this embodiment is registered, andimelnde the visitor database
310, the time information database 320, the imagelise 330, and the
suspicious person database 340. Although the alsgadpparatus 300 is
connected to the information processing appardlQsthe database apparatus
300 may include a network interface to be connettdtle LAN 600. In this
case, the information processing apparatus 20@rendatabase apparatus 300

communicate with each other via the LAN I/F unit.l20



[0032] The visitor database 310 is a database in whichnration of a visitor
staying in the monitor target zone of the monitgraystem 10 is registered. The
time information database 320 is a database inlwtimiee information of the time
when a visitor is confirmed at a predetermined fpmsin the monitor target zone
or the like is registered. The image databasei8d@atabase in which an image
captured by the network camera 100 arranged imth&tor target zone in the
monitoring system 10 is registered in associatidh the visitor information
registered in the visitor database 310. The simm@erson database 340 is a
database in which information about a person whsoblegn recognized as a
suspicious person as a result of monitoring thetieh of the visitor in the
monitoring system 10 is registered by includingt paf®rmation. Data

structures of these databases will be describédtail later with reference to Figs.
3Ato 3D.

[0033] The reception terminal 400 is a terminal apparasesl to receive a
visitor who visits the monitoring target zone. i&itor can reserve a visit in
advance, and can perform a reception proceduressageto enter the zone by
presenting predetermined information (a managemeamter concerning social
security or an ID card) for specifying himself/relfs Upon completion of the
reception procedure, the reception terminal 40@ifipe the person of the visitor
who has been received, and transmits person infameo the information
processing apparatus 200 together with receptiorpation information. The
person information can be transmitted to the inftion processing apparatus 200
by specifying the name and ID number (a numberldapat identifying an
individual, such as a management number concesto@l security) of the

person based on the ID card or the like.

[0034] The information display device 500 is a devicd thaplays the

information transmitted from the information prosieg apparatus 200, and can
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be implemented by, for example, a personal com®€), a tablet terminal, or a
smartphone terminal. The information display de\6©0 may be connected to
the LAN 600 via a wire or wirelessly. Wireless oeation can comply with, for
example, the standard of IEEE802.11 wireless LANhe embodiment to be
described below assumes, as the information disjgaice 500, a personal
computer serving as a display device used by adguwdro guards a facility where
the monitoring system 10 is installed, to confirmadification from the
information processing apparatus 200.

[0035] In the arrangement of the monitoring system 1@whion Fig. 1, the
number of network cameras 100 can be an arbitnamyber of one or more, and is
not limited. Each of the information processingaatus 200, the database
apparatus 300, and the information display devi3iS implemented by a single
apparatus but each function may be implementedpyrrality of apparatuses in
cooperation with each other.

[0036] The monitoring system according to this embodinoamt be applied to a
monitoring target zone shown in Fig. 2A. The moriitg target zone is roughly
partitioned into a shared area 1 and a predetedchairea 2. The shared area 1 is
an area where an arbitrary person can freely aeziéssut advance reservation or
reception, and the predetermined area 2 is an(an@®mm or a passage connecting
to the room) where a room entry (or "entry", theneaapplies to the following
description) of only a visitor who has been recéiiepermitted. Fig. 1 shows
the predetermined area 2 as one area but the erateéd area 2 may be
partitioned into a plurality of rooms.

[0037] A monitoring room 7 where an observer who monitbesshared area 1
and the predetermined area 2 resides is additiopedvided. The installation
place of the monitoring room 7 depends on an aatalementation form in

accordance with the relationship with the shared dror the predetermined area
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2, and does not particularly influence the impletagan of the invention.

[0038] A person needs to pass through an entrance/dgit3g@ enter the
monitoring target zone, and the network cameraid @fstalled at the
entrance/exit gate 3, and can capture an imaggefson who passes through the
entrance/exit gate 3 to specify the person basdbenaptured image. A
waiting area 4 and a reception 5 are providederstiared area 1, and a visitor
can wait in the waiting area 4 for reception ooem entry. A plurality of
network cameras 100 are installed in the sharead Brethereby making it possible
to monitor the behavior of a visitor. Each netwoamera 100 can capture a
state of a visitor who stands by in the shared arnealuding the waiting area 4,
and the information processing apparatus 200 ctarrdane, based on the
captured image, whether there is a visitor who oesearily stays for a long time.
A visitor performs, at the reception 5, a recepfoocedure for entering the
predetermined area 2. A state at this time isuredtby each network camera
100, thereby making it possible to specify the pensho has performed the
reception procedure.

[0039] A visitor needs to pass through a room entrande@e enter the
predetermined area 2, and the monitoring targed has a structure in which a
visitor can enter the predetermined area 2 onipftioe shared area 1. A
network camera 100 is installed at the room engéaxit 6, and can capture a
visitor who makes a room entry or room exit (oritexhe same applies to the
following description) to specify a person who msleroom entry or room exit.
The room entrance/exit 6 may be provided with a gjdte through which a
visitor who has performed the procedure can pa$he use of the side gate
makes it possible to reliably detect whether a r@ortny or room exit has been
made while specifying accurate time. A similaresghte can be provided at the

entrance/exit gate 3. The network camera 10Gsisliled in the predetermined
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area 2, thereby making it possible to monitor tlleavior of a visitor in the
predetermined area 2.

[0040] If a person who unnecessarily stays in the sharea 1 for a long time is
detected, the observer is notified of the existarfdbe person using the
information display device 500 in the monitoringno 7.

[0041] The schematic arrangement of the information @siog apparatus 200
forming the monitoring system 10 according to #mnsbodiment will be described
next. Fig. 2B is a block diagram showing an exagflthe hardware
arrangement of the information processing appa2@ds The above-described
database apparatus 300, reception terminal 400n&dhation display device
500 as information processing apparatuses maythav&milar or same hardware
arrangement.

[0042] Referring to Fig. 2B, a CPU 210 performs contooékecute an
application program, an operating system (OS),rarobprogram, or the like
stored in a hard disk device (to be referred tarablD hereinafter) 215 and
temporarily store, in a RAM 212, information, fiJemnd the like necessary to
execute a program. The CPU 210 also executesgmiogeaccording to this
embodiment based on the detected person informptmrnided from the network
camera 100 and stored in the RAM 212 and the irdition acquired from the
database apparatus 300. Furthermore, the CPU2itfbls data
transmission/reception to/from the external infaiioradisplay device 500 via an
interface (I/F) 218. Note that processes of Fagm 7 (to be described later) are
implemented when the CPU 210 controls the ovepgdheatus by executing
corresponding processing programs.

[0043] A ROM 211 stores various data such as an appicgtiogram for
executing predetermined processing in additionltasic I/O program. The

RAM 212 temporarily stores various data, and fuordias a main memory, a
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work area, or the like for the CPU 210. The RAM 21so temporarily stores
the information received from the network camer@ @0the database apparatus
300.

[0044] An external storage drive 213 is an external gi@@rive for
implementing access to a recording medium, andazha program and the like
stored in a medium (recording medium) 214 into tuimputer system. Note
that as the medium 214, for example, a fldpgisk (FD), CD-ROM, CD-R, CD-
RW, PC card, DVD, Blu-rdy; IC memory card, MO, memory stick, or the like
can be used.

[0045] In this embodiment, as the external storage de¢4& an HD (Hard
Disk) functioning as a mass memory is used. The2dib stores application
programs, an OS, control programs, and relatedranag, and the like. Note
that instead of the hard disk, nonvolatile stordggice such as a fla&tmemory
may be used.

[0046] A keyboard and a pointing device (mouse or the))ik touch panel, or
the like corresponds to an instruction input deAté. An output device 217
outputs a command input from the instruction ingesice 216, a response output
of the information processing apparatus 200 tactimemand, or the like. The
output device 217 can include a display, a loudspeand a headphone terminal.
A system bus 219 manages the flow of data in tfenmation processing
apparatus 200.

[0047] The interface (to be referred to as the I/F hexféém) 218 has the role in
mediating data exchange with an external apparatMire specifically, the I/F
218 can include a wireless communication moduld,teka module can include
well-known circuit mechanisms including an antesgpstem, an RF
transmitter/receiver, one or more amplifiers, atuone or more oscillators, a

digital signal processor, a CODEC chipset, a silliscrdentification module card,
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and a memory. Furthermore, the I/F 218 can includéred communication
module for wired connection. The wired communmatnodule allows
communication with another device via one or mottermal ports. The I/F 218
can include various software components that pgdata. The external port is
coupled to another device directly via EthernetBUEEEE1394, or the like or
indirectly via a network. Note that software forglementing the same function
as that of each of the above apparatuses can terugkace of the hardware
apparatus.

[0048] Every time the corresponding program is operatezkecute the
processing according to this embodiment, the pragreay be loaded from the
HD 215, in which the program has already been liestainto the RAM 212.
Alternatively, the program according to this emimoeint can be recorded in the
ROM 211 to form part of a memory map, and then eteztby the CPU 210
directly. Furthermore, the corresponding programt @elated data can be loaded
from the medium 214 into the RAM 212 directly angeuted.

[0049] The data structures of the respective databadbs idatabase apparatus
300 will be described next with reference to F@&to 3D. Fig. 3Ais a table
showing an example of the data structure of theovidatabase 310. In the
visitor database 310, pieces of information of @r811, a name 312, an ID
number 313, a reception 314, a room entry 315pmrexit 316, and a suspicious
person flag 317 are registered as information ahatgitor who visits the
monitoring target zone of the monitoring system 10.

[0050] Inthe ID 311, identification information capalgituniquely specifying
an individual visitor in the database is registerelf a visitor has been registered
as a user of the facility, the name of the visisaregistered in the name 312. In
the ID number 313, information of an ID number gssd to the registered visitor

is registered. For example, for a person who leas bbegistered as a user of the
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facility, a person name and an ID number are regasitin association with a use
history. A person can be specified based on agalid presented at the reception.
For a visitor who has been received, a name anD anmber are registered
based on specified person information. Note thaddtabase for managing
person information (name, ID number, visit histanyage, and the like) can be
prepared separately.

[0051] In the reception 314, information indicating whestkhe visitor has
performed the reception procedure at the recefptigrregistered. In the room
entry 315, information indicating whether the \asihas entered the
predetermined area 2 from the shared area 1 isteegd. In the room exit 316,
information indicating whether the visitor has exithe predetermined area 2 and
returned to the shared area 1 is registered. elsubpicious person flag 317,
information indicating whether the visitor corresps to a suspicious person is
registered. The flag information may be set tadatk the rank of the degree of
suspiciousness of the visitor. For example, ikinag of degrees of
suspiciousness is performed in three stages, wieeftag information is 0, the
visitor is not a suspicious person, and the degfegspiciousness is higher as the
number increases like 1, 2, and 3. The piecesfofmation shown in Fig. 3A

are merely examples, and information other thasdhuan be registered as
information of the visitor.

[0052] Fig. 3B is a table showing an example of the datacture of the time
information database 320. In the time informatiatabase 320, the time at
which each visitor managed in the visitor datat&i€® performs a predetermined
behavior is registered based on the capturing ¢iftibe network camera 100
installed in the monitoring target zone, or thelik

[0053] In the time information database 320, an ID 32iryetime 322,

reception time 323, room entry time 324, room &rie 325, exit time 326, a
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available time period 327, a current position 3#8] a shared area stay duration
329 are registered to manage information aboutirtine of each visitor. In the

ID 321, the identification information capable ofiquely specifying each visitor
is registered. The same visitor is assigned wighsame identification
information as the ID 311 registered in the visilatabase 310. In the entry
time 322, the time at which the visitor enters fribra entrance/exit gate 3 of the
monitoring target zone is registered. The entnetcan be determined based on
the capturing time of an image captured at the dirtbe entry. Alternatively, if
there exists an entrance gate, the entry time raalebermined based on gate
passage time. In the reception time 323, the &itnehich the visitor has
performed the reception procedure at the receptisregistered. The reception
time can be determined based on the capturingdfra@ image captured at the
time of the reception or the time at which recapi®performed. In this
embodiment, the reception procedure may be a palrpoocedure performed by a
receptionist or a procedure performed using theptaon terminal 400 without
personal intervention.

[0054] In the room entry time 324, the time at which ¥igtor moves from the
shared area 1 to the predetermined area 2 and ¢n¢epredetermined area 2 is
registered. The room entry time can be determipzesgtd on the capturing time
of an image captured when the visitor passes thrthg room entrance/exit 6 or,
if a gate is provided at the room entrance/exg provided, the time of passage
through the gate. In the room exit time 325, thretat which the visitor moves
from the predetermined area 2 to the shared aaga Exits from the
predetermined area 2 is registered. The roontiex@ can be determined based
on the capturing time of the image captured whenvikitor passes through the
room entrance/exit 6 or, if the gate is providethatroom entrance/exit 6, the

time of passage through the gate.
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[0055] In the available time period 327, information dfrae period in which
the visitor is permitted to use (stay in) the ptedained area 2 is registered.

For example, if the visitor is permitted to ente# predetermined area for 1 hr
from 14:00 to 15:00, information of a time peridd} 00 - 15:00" is registered.
The information of the available time period maydesignated and registered at
the time of reception of the visitor. In the cuntr@osition 328, information of
the current position of the visitor in the monitagitarget zone is registered. The
current position can be determined based on, famgie, the position of the
network camera 100 that has generated the latpirea image of the visitor.

In the shared area stay duration 329, a stay daratiwhich the visitor stays in
the shared area 1 is registered.

[0056] The pieces of information shown in Fig. 3B are eheexamples, and
information other than those can be registeredasinformation.

[0057] Fig. 3C is a table showing an example of the datecture of the image
database 330. In the image database 330, an infi@agésitor managed in the
visitor database 310, that has been captured biyettveork camera 100 installed
in the monitoring target zone, is registered. himimage database 330, an ID
331, person specifying information 332, an entrage 333, a reception image
334, a room entry image 335, a room exit image d88&xit image 337, and a
latest image 338 are registered.

[0058] Inthe ID 331, identification information capaldfuniquely specifying
each visitor is registered. The same visitor ggaeed with the same
identification information as the ID 311 registeiadhe visitor database 310. In
the person specifying information 332, informataailable to specify a visitor is
registered. For example, feature information (idolg a face image and a
feature amount extracted from the face image) efdlae of the visitor, that is

available to specify the person in the capturedyenzan be registered. The
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feature information may include image data of teefimage that has been
captured in the past in the monitoring system IDwsed for person specification.
Furthermore, in this embodiment, in addition to thee, a feature obtained from
the whole body may be used. For example, in amdit the face image, an
image of the whole body, upper body, lower bodytherlike, or a feature amount
from the image can be included. Furthermore, iddial information (birthday,
address, age, sex, occupation, and the like) afigbe other than the image data
can be registered. Image recognition processimgjuike person specifying
information makes it possible to perform persorc#mation of an individual
visitor in the image captured by the network cami€@ in the monitoring target
zone.

[0059] In the entry image 333, an image captured whenittir enters from
the entrance/exit gate 3 of the monitoring targetezis registered. In the
reception image 334, an image captured when tlitewis received is registered.
In the room entry image 335, an image captured whervisitor passes through
the room entrance/exit 6 to enter the predetermamed 2 is registered. In the
room exit image 336, an image captured when thtowvigasses through the room
entrance/exit 6 to exit from the predetermined &earegistered. In the exit
image 337, an image captured when the visitor é&dita the entrance/exit gate 3
of the monitoring target zone is registered. Inldtest image 338, a latest
image obtained by capturing the visitor is regester

[0060] Fig. 3D is a table showing an example of the datacture of the
suspicious person database 340. In the suspipergen database 340,
information of a visitor determined that he/sheésforming a suspicious
behavior in the monitoring target zone is regigtereln the suspicious person
database 340, an ID 341, a name 342, an ID nundt&:rdate/time 344, a shared

area stay duration 345, and person specifying imédion 346 are registered.
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[0061] Inthe ID 341, identification information capaldfuniquely specifying a
visitor registered as a suspicious person is regidt Identification information
different from the ID 311 registered in the visittatabase 310 may be assigned.
For example, if one person visits the monitoringéa zone a plurality of times,
and is determined as a suspicious person every tiragerson is registered a
plurality of times in accordance with respectivéedaination results and, in this
case, the same identification information is assign

[0062] If the suspicious person has registered the uigeahonitoring target
zone, the name of the person and the assignedriibeware registered in the
name 342 and the ID number 343, respectively. hdfduspicious person has
performed no registration, the name 342 and thediber 343 may be blank.

In the date/time 344, in addition to the date wtinenperson is determined as a
suspicious person, time information such as infeioneof a total stay duration, a
stay time slot, and a available time slot of thg daregistered. In the shared
area stay duration 345, information of a time iricliithe person stays in the
shared area when he/she is determined to be suspisi registered. The time
information can include information of the lengthtioe stay duration and the stay
time slot.

[0063] In the person specifying information 346, inforinatavailable to
specify the person is registered. As person sgagiinformation, for example,
feature information used to specify the person wheshe is determined to be
suspicious can be registered, similarly to thegespecifying information 332
registered in the image database 330. When tls®persits the monitoring
target zone next time, the person specifying infitiam 346 can be used to
determine, at the time of an entry, whether the@ehas been registered as a
suspicious person. The pieces of information shiowiig. 3D are merely

examples, and other information can be registesesiliapicious person
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information.

[0064] An operation in the monitoring system 10 accordmthis embodiment
will be described in detail next. Fig. 4A is avilchart illustrating an example of
processing executed by the network camera 10Gimibnitoring system 10
according to the embodiment of the invention.

[0065] In step S401, the network camera 100 causes thgeirsensor unit 101
to capture an image of a predetermined space mnreg a capturing target at its
installation position and output a digital imagenrsil to the development
processing unit 102. The development processiitgl0& performs
predetermined development processing, and themutsugpdigital image signal of
a processing result to the encoding unit 103 aag#rson detection processing
unit 104. The encoding unit 103 generates imagg lspacompressing/encoding
the input digital image signal, and transmits thage data to the information
processing apparatus 200 via the LAN I/F unit 105.

[0066] In step S402, the person detection processindglOdiperforms person
detection based on the digital image signal (tsibwly referred to as a
processing target image hereinafter) as a progesasiget. A case in which the
person detection processing unit 104 performs pedstection by detecting the
face of a person will now be described. A knowrthod can be used as a face
detection method. If the face of a person candteatied, the process advances
to step S403; otherwise, the process returns poS#e1.

[0067] In step S403, the person detection processindglOditransmits
information (detected person information) aboutdbtected person to the
reception terminal 400 via the LAN I/F unit 105. igF4B shows an example of
the data structure of the detected person infoonatt this time.

[0068] Detected person information 410 includes an 1D &4 identification

information for identifying the information, a camadD 412 for identifying the
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network camera 100 which has detected the imag#iqoinformation 413 of

the network camera 100, and time information 4icexting the capturing time

of the image. In addition, the detected persoorinftion 410 includes person
information 415 indicating the detected face imaga predetermined feature
amount extracted from the face image. If the peisformation 415 includes
the image data, the image data may be compressedkxhas a still image in a
format such as JPEG. Instead of the face imafmnmation of coordinates at
which the face of the person is located in the ggeing target digital image signal
may be included in the detected person informatibh I a plurality of persons
are detected in one captured image, the detectedrpaformation 410 may be
generated for each person or one piece of infoanatiay be generated
collectively for the plurality of persons. At thtisne, for each person, coordinate
information for specifying the position of the pansin the image is included.
[0069] After that, the process returns to step S401peatthe processes.

With the above processing, the network camera adtmansmit the image data of
the capturing target region to the information gs®ing apparatus 200, and
transmit, if person detection processing is perfmtrand a person is detected, the
detected person information 410 about the persdmetinformation processing
apparatus 200 at the same time.

[0070] In an embodiment in which the person detectiorgseing unit 104 is
included in the information processing apparatu® 2@ processes in steps S402
and S403 are executed not in the network camerdd0d the information
processing apparatus 200. More specifically, #ms@n detection processing
unit 104 executes person detection processingsmoraling to step S402 for the
image data decoded by the decoding unit 202, anddws, if a person is detected,
detected person information to the authenticatimh203.

[0071] Processing executed by the information processaparatus 200 based
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on the detected person information 410 receiven fitee network camera 100
will be described next with reference to Fig. 5.ig. B is a flowchart illustrating
an example of processing executed by the informatrocessing apparatus 200
in the monitoring system 10 according to the emipexdit of the invention.
Although a case in which person detection procgssiexecuted in the network
camera 100 will be described below, the personctieteprocessing may be
performed on the side of the information processipgaratus 200. In this case,
the detected person information 410 is changedftornation provided by the
person detection processing unit 104 arrangedeinfiormation processing
apparatus 200.

[0072] In step S501, the information processing appar2®dsacquires the
captured image and the detected person informdfiGrfrom the network camera
100. In step S502, the authentication unit 203 etes authentication
processing. More specifically, the authenticatioit 203 searches the database
apparatus 300 based on the acquired detected pgafesanation 410, and
performs processing of specifying a person whiléating the registration
information in each database. Details of the anttbation processing in step
S502 will be described later with reference tooavithart shown in Figs. 6A and
6B.

[0073] The information processing apparatus 200 exec¢héeprocesses in steps
S501 and S502 for each of the captured image andetected person
information 410 acquired from the network camer@ it3talled in the

monitoring target zone. Processes in step S503@losequent steps are
executed for a visitor who is recognized to cutlgesitay in the shared area 1.
The visitor staying in the shared area 1 is aaisithose current position 328
indicates the shared area 1 in the time informadeabase 320.

[0074] In step S503, the determination unit 205 acqufres) the database
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apparatus 300, information of the visitor corresting to the person staying in
the shared area 1. In step S504, based on treregigin information acquired
by the determination unit 205, it is determined thiee the detected visitor has
already been received. For example, this detetiomarocessing can be
performed in accordance with whether the rece@ibhin the visitor database
310 is "done". Ifitis determined that the visit@s not been received yet, the
process advances to step S505; otherwise, thegwrackwances to step S506.
[0075] In step S505, the determination unit 205 determimeether the stay
duration in the shared area 1 is equal to or lotigar a predetermined duration.
This processing can be executed by, for exampterméing whether the shared
area stay duration 329 in the time information base 320 has a value equal to or
longer than a predetermined duration. At this tithe predetermined duration
can be represented by Thl. The magnitude of Thbealetermined in
consideration of a waiting time assumed to be vecki If it is determined in
step S505 that the predetermined duration haseslafise process advances to
step S510; otherwise, the process advances t&5Stp

[0076] In step S506, it is determined whether a roomyéiit has been
recorded. For example, this determination proogssan be performed by
determining whether both the room entry 315 anddlen exit 316 in the visitor
database 310 are "done". If it is determined &hatom entry/exit has been
recorded, the process advances to step S507; aseetttve process advances to
step S508. In step S507, the determination ulitd#@ermines whether the stay
duration in the shared area 1 is equal to or lotitgar a predetermined duration.
This processing can be executed by, for exampterméing whether the shared
area stay duration 329 of the time information dasg 320 has a value equal to
or longer than the predetermined duration. At tim®, the predetermined

duration can be represented by Th2. The magnatid@2 can be set to a time
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equal to or shorter than Th1l determined in conatdter of the waiting time
assumed to be received. If it is determined ip &807 that the predetermined
duration has elapsed, the process advances t&51€] otherwise, the process
advances to step S511.

[0077] In step S508, the determination unit 205 determimeether the available
time assigned to the visitor has already startéthr example, the determination
processing can be performed based on informatidhechvailable time period
327 in the time information database 320. If thailable time has already
started, the process advances to step S509; ofegrilie process advances to step
S511. In step S509, the determination unit 206rdahes whether a time equal
to or longer than a predetermined duration hasseldgince the start time of the
available time. This processing can be executetbbgxample, determining
whether the difference between the current timethadtart time of the available
time is equal to or longer than the predetermingdtibn. At this time, the
predetermined duration can be represented by TA3ime equal to or shorter
than Thl or Th2 can be set as Th3. It is deterthinestep S509 that a time
equal to or longer than the predetermined durdtamelapsed, the process
advances to step S510; otherwise, the process eslvém step S511.

[0078] In step S510, the determination unit 205 contiteésdatabase
management unit 204 to determine the correspondsitypr as a suspicious
person, thereby registering, in the suspiciousquefiag of the visitor database
310, information indicating that the visitor is@spicious person. At this time,
the degree of suspiciousness may be registereglurality of stages in
accordance with the length of the stay duratiothéshared area 1 that is the
basis of the determination. For example, by sgttimee stages of 30 min, 1 hr,
and 2 hr, degree 1 of suspiciousness can be set 3¢hmin is exceeded, degree 2

of suspiciousness can be set when 1 hr is exceadddjegree 3 of
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suspiciousness can be set when 2 hr is exceedeanlveudr, this ranking is
merely an example, and ranking according to an eimient can be performed.
[0079] Information of the person is registered in thepstisus person database
340. More specifically, the name 342 and the Ihbar 343 of the person are
acquired from the visitor database 310, and the/tiaie 344 and the shared area
stay duration 345 are acquired from the time infation database 320. The
person specifying information 346 is acquired fritre image database 330.
[0080] In step S511, the determination unit 205 determmieether the
processes in steps S503 to S510 have been exdoutdbvisitors staying in the
shared area 1. If there is an unprocessed vifli®process returns to step S503
to repeat the processes; otherwise, the procagasedb step S501 to repeat the
processes

[0081] Note that when determining whether a visitor &iapicious person, a
degree of confidentiality assigned to the destimatif the person in the
predetermined area 2 may be taken into consideratiBor example, since it can
be said that a person permitted to enter an atbeaviigh degree of
confidentiality is highly reliable, it is possible decrease the possibility that the
person is determined as a suspicious person, tiggktrge values as the
thresholds Th1l to Th3 each used to determine whétkgredetermined duration
has elapsed.

[0082] As described above, it is possible to specifyspmious person by
determining the degree of suspiciousness for ehah the visitors staying in the
shared area 1.

[0083] The authentication processing in step S502 williéscribed next with
reference to Figs. 6A and 6B. Figs. 6A and 6Bflangcharts illustrating an
example of the authentication processing accorttirige embodiment of the

invention.
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[0084] In step S601, the authentication unit 203 extrigperson information
415 from the detected person information 410 resmkivom the network camera
100, and specifies the detected person. More fagadly), since the detected
person information 410 includes the person inforome4 15 of the detected
person, a visitor with the person specifying infation 332 whose feature most
matches the person information 415 among the pigic® person specifying
information 332 registered in the image databa€ei83pecified. For example,
if the person information 415 includes a face imageisitor with the person
specifying information 332 including a face imagesnsimilar to the face image
is specified. Furthermore, if the person informat#15 includes an image of the
whole body of the person, an image of the uppey lmédhe person, or the like, a
visitor with the person specifying information 3B2luding an image most
similar to the image is specified. Since the featibtained from the image can
include information of clothing, a bag, an ornamamid the like, the information
can be used supplementarily. A method of procgssitomparing images to
specify a user is not the feature of the inventioAn arbitrary known method can
be adopted, and a detailed description thereofbgilbmitted.

[0085] In step S602, the authentication unit 203 deteeshimhether the person
can be specified, or whether the person has begsteeed in the image database
330. If, with the person specifying processingtep S601, the person cannot be
specified in the image database 330, the processads to step S603. On the
other hand, if the person can be specified areldetermined that the person has
been registered, the process advances to step SG04tep S603, since the
visitor is a person who has not been registereédaénmage database 330, the
authentication unit 203 assigns a new ID for idgimtg the visitor, and registers a
new entry in each of the visitor database 310tithe information database 320,

and the image database 330 via the database mamaigenit 204. If it is
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determined in the person specifying processingep S601 that the person has
not been registered in the image database 33Mtautriation matching the
person information 415 of the detected persongstered in the person
specifying information 346 of the suspicious perdatabase 340, the person is a
person of the first type specified as a suspicpmrson in the past. If the person
is newly registered in the visitor database 316tép S603, the value of the
suspicious person flag 317 is set to a value ititigaa suspicious person. At
this time, the rank of the degree of suspiciousnagssbe determined in
accordance with a past registration count. Fomge, if the number of times
the person was recognized as a suspicious persmejsank 1 can be set, if the
number is two or three, rank 2 can be set, arfteifiumber is four or more, rank
3 can be set.

[0086] For example, the person with an ID "1112" regesiein the visitor
database 310 shown in Fig. 3A has not been recénethe suspicious person
flag 317 has been setto 1. This is because ¢éngop is specified as the same
person as the person with an ID "0003" registemgtié suspicious person
database 340 based on the authentication resallcabtured image at the time of
an entry.

[0087] In steps S601 to S603, all the persons includdékdanmage captured by
the network camera 100 are set as person speciiyiggts. However, a person
of the second type for which it is unnecessaryetdqum person specifying
processing, such as a staff working in the momitptarget zone, may be included
in the captured image. A person of the second ityp&cluded from the person
specifying target. To do this, person specifyimigimation such as a face image
for a person of the second type is prepared inrambjeand compared to the
information included in the person information 415f the person is recognized

as a person of the second type, the person isaeatlinom the application target
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of the invention.

[0088] In step S604, based on the camera ID 412 and¢grdkition information
413 of the detected person information 410, thaenttcation unit 203
determines whether the captured image is an imagieied at the entrance/exit
gate 3 of the shared area 1. If it is determiied the captured image is an
image captured at the entrance/exit gate 3, theepsoadvances to step S605;
otherwise, the process advances to step S607.tepr5605, the authentication
unit 203 registers entry time in the entry time 822he time information
database 320 via the database management unia26d bn the time information
included in the time information 414 of the detégberson information 410.

The authentication unit 203 also registers theerumposition 328 based on the
position information 413 of the detected persoornmfation 410. In this case,
since the visitor enters the monitoring target zahe current position 328
indicates the shared area 1. In step S606, themtitation unit 203 registers, in
the person specifying information 332 of the imdg&abase 330 via the database
management unit 204, the feature amount includédeiperson information 415
of the detected person information 410, and registe the entry image 333 and
the latest image 338 of the image database 33(mtge included in the person
information 415. After that, the process advaroestep S625.

[0089] In step S607, based on the camera ID 412 and¢grdkition information
413 of the detected person information 410, thaenttcation unit 203
determines whether the captured image is an imaggeied at the reception 5 of
the shared area 1. If it is determined that thturad image is an image
captured at the reception 5, the process advaacdsp S608; otherwise, the
process advances to step S611. In step S608,tiertgication unit 203
registers reception time in the reception time 82®e time information database

320 via the database management unit 204 basduk dimte information included
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in the time information 414 of the detected persdormation 410. At this time,
the reception 314 of the visitor database 310 datgd from "not yet" to "done".
In addition, the current position 328 is registelbeded on the position
information 413 of the detected person informa#td@®. In this case, since the
visitor has been received in the shared area Luirent position 328 indicates
the shared area 1. In step S609, the authenticati 203 registers, in the
person specifying information 332 of the image Hase 330 via the database
management unit 204, the feature amount includédeimperson information 415
of the detected person information 410, and registe the reception image 334
and the latest image 338 of the image databasetl@inage included in the
person information 415. As for the person speegdyinformation 332, an old
feature amount may be overwritten with a new featumount, a new feature
amount may be newly registered in addition to ahfeature amount, or a result
of combining old information and new informatiomi(iexample, the weight of a
new feature amount is increased by the simple geevaweighted average) may
be registered. The person specifying informatid8® i3 processed in the same
manner in subsequent processing.

[0090] In step S610, the database management unit 284enesginformation
about the visitor transmitted from the receptiamieal 400 to the information
processing apparatus 200. For example, if a natitin of the name and the ID
number is made, the pieces of information are teigd in the name 312 and the
ID number 313 of the visitor database 310. Aftattthe process advances to
step S625.

[0091] In step S611, based on the camera ID 412 andégudhition information
413 of the detected person information 410, thaenttcation unit 203
determines whether the captured image is an imagieied at the room

entrance/exit 6 at the time of a room entry. i§itletermined that the captured
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image is an image captured at the time of a roamy,ehe process advances to
step S612; otherwise, the process advances t&stbh In step S612, the
authentication unit 203 registers room entry timéhie room entry time 324 of the
time information database 320 via the database gesment unit 204 based on the
time information included in the time informatiofh4tof the detected person
information 410. At this time, the room entry 3dfsthe visitor database 310 is
updated from "not yet" to "done". Furthermore, tierent position 328 is
registered based on the position information 41®efdetected person
information 410. In this case, since the visitoregs the predetermined area 2
from the room entrance/exit 6, the current posi8as indicates the
predetermined area 2. In step S613, the authéioticanit 203 registers, in the
person specifying information 332 of the image Hase 330 via the database
management unit 204, the feature amount includédemperson information 415
of the detected person information 410, and registe the room entry image 335
and the latest image 338 of the image databasetl@inage included in the
person information 415. After that, the processmades to step S625.

[0092] In step S614, based on the camera ID 412 and¢grdkition information
413 of the detected person information 410, thaenttcation unit 203
determines whether the captured image is an imagieied at the room
entrance/exit 6 at the time of a room exit. [sitletermined that the captured
image is an image captured at the time of a roamtée process advances to
step S615; otherwise, the process advances t&step  In step S615, the
authentication unit 203 registers room exit timéhi@a room exit time 325 of the
time information database 320 via the database gesment unit 204 based on the
time information included in the time informatiofh4tof the detected person
information 410. At this time, the room exit 31f6tloe visitor database 310 is

updated from "not yet" to "done". In addition, tharent position 328 is
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registered based on the position information 41®efdetected person
information 410. In this case, since the visititefrom the predetermined area
2 through the room entrance/exit 6, the currenttijpms328 indicates the shared
area 1. In step S616, the authentication unitr@@Bters, in the person
specifying information 332 of the image database A3 the database
management unit 204, the feature amount includédeimperson information 415
of the detected person information 410, and registe the room exit image 336
and the latest image 338 of the image databasetl@inage included in the
person information 415. After that, the processmades to step S625.

[0093] In step S617, based on the camera ID 412 and¢grdkition information
413 of the detected person information 410, thaenttcation unit 203
determines whether the captured image is an imagieied at the entrance/exit
gate 3 at the time of an exit. If it is determinibdt the captured image is an
image captured at the time of an exit, the proedsances to step S618;
otherwise, the process advances to step S620.tepgr5618, the authentication
unit 203 registers exit time in the exit time 328t time information database
320 via the database management unit 204 basdukdimte information included
in the time information 414 of the detected persdormation 410. Furthermore,
the authentication unit 203 registers the curresitipn 328 based on the position
information 413 of the detected person informa#td@®. In this case, since the
visitor exits outside the monitoring target zore turrent position 328 indicates
the outdoors. In step S619, the authentication208 registers, in the person
specifying information 332 of the image database A3 the database
management unit 204, the feature amount includédemperson information 415
of the detected person information 410, and registe the exit image 337 and
the latest image 338 of the image database 33(mtge included in the person

information 415. After that, the process advanoestep S622.
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[0094] In step S620, the authentication unit 203 regssttee current position in
the current position 328 of the time informationatmse 320 via the database
management unit 204 based on the position infoomaticluded in the position
information 413 of the detected person informa#ld®. In step S621, the
authentication unit 203 registers, in the persact#ping information 332 of the
image database 330 via the database manageme@0dnthe feature amount
included in the person information 415 of the detdgperson information 410,
and registers, in the latest image 338 of the intigabase 330, the image
included in the person information 415. After thhe process advances to step
S625.

[0095] In step S622, when the exit image 337 is regidtdhe authentication
unit 203 refers to the value of the suspiciousqreftag 317 of the visitor
database 310, and determines whether the persdrebagecognized as a
suspicious person. If it is determined that thesge has been recognized as a
suspicious person, the process advances to ste}) &bB2rwise, the process
advances to step S624. In step S623, the auth@atiaunit 203 updates the
person information of the person in the suspiciparson database 340 via the
database management unit 204. After the suspigierson database 340 is
updated, the corresponding person information listelé from each of the visitor
database 310, the time information database 32Dthenimage database 330. In
step S624, the authentication unit 203 deletegfoemation of the person
determined not to be a suspicious person from ehtife visitor database 310,
the time information database 320, and the imatgbdae 330 via the database
management unit 204. After that, the processmstto the processing shown in
Fig. 5. Note that deletion of the registratioromhation from each database is
described in steps S623 and S624. However, thenmation may be held until a

predetermined period elapses, and then deletedtaéteredetermined period
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elapses.
[0096] In step S625, the stay duration of the visitor séourrent position 328
in the time information database 320 indicatesretharea 1" is calculated using
expressions (1) to (3) below, and the shared aagadsiration 329 is updated.

time from entry to reception: current time - erntinge (1)

time from reception to room entry: current timgart time of available
time

..(2)

after room exit: current time - room exit time (3).
[0097] The expression to be used can be determined basthe values of the
reception 314, room entry 315, and room exit 31@wvisitor database 310. If
the reception 314 is "not yet" (the room entry &bl the room exit 316 are also
"not yet"), expression (1) is selected. If theeqaon 314 is "done" and the room
entry 315 and the room exit 316 are "not yet", egpion (2) is selected. If all
the reception 314, the room entry 315, and the rerin316 are "done",
expression (3) is selected. Note that if the r@xihtime cannot be specified in
expression (3), the end time of the available tinas be used.
[0098] Processing for displaying information about a stieps person on the
information display device 500 based on the abawegssing result will be
described next. Fig. 7 is a flowchart illustrateng example of processing
executed by the information processing apparatQsr2€éhe monitoring system
10 according to the embodiment of the invention.
[0099] In step S701, the notification unit 206 of theomhation processing
apparatus 200 specifies a person whose suspicesasmpflag 317 has been set in
the visitor database 310. Since the person capdeafied based on the ID 311,
the name 312, the ID number 313, and the likenttdication unit 206 acquires

the pieces of information from the visitor databae via the database
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management unit 204. In step S702, the notificatinit 206 acquires the person
specifying information 332 of the suspicious perfom the image database 330
via the database management unit 204 based onfthenation acquired in step
S701. In this embodiment, since a common ID isldsethe same person, the
person specifying information 332 associated withID 331 that is the same as
the ID 311 acquired from the visitor database 31&cquired.

[0100] In step S703, the notification unit 206 searcledHe suspicious person
in the captured image received from the networkeram 00 installed in the
shared area 1. In this example, for example,pbissible to search for the
person whose feature amount matches that includgaeiperson specifying
information 332 in each captured image. Sincedtttected person information
410 is transmitted from the network camera 100stispicious person may be
specified by applying the person specifying infotima 332 acquired in step S702
with respect to the person information 415 incluaethe detected person
information 410.

[0101] If the position of the suspicious person can keeiied in the captured
image, the notification unit 206 acquires, in sj®4, the pieces of information
about the person from the visitor database 31Qijnteinformation database 320,
the image database 330, and the suspicious peasabage 340 via the database
management unit 204. In step S705, the notificatioit 206 transmits, as
information that can be superimposed and displayetthe captured image of the
shared area 1, to the information display devidgtbg@ether with the captured
image, the information about the suspicious peesmuired via the LAN I/F unit
201. The information display device 500 can dig@lacreen by superimposing
the information about the suspicious person orrtage transmitted from the
information processing apparatus 200.

[0102] Figs. 8A and 8B show examples of the display iatttme. Figs. 8A
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and 8B are views each showing an example of theesadisplay on the
information display device 500. Fig. 8A shows aaraple of a screen on which
an image obtained by capturing the waiting araatheé shared area 1 is displayed.
In a screen 800, an image obtained by shootingvititng area 4 by the network
camera 100 is displayed as an image 801. The rietamera 100 that captures
the waiting area 4 can capture the waiting araa the ceiling side so as to
observe it from above, and capture, from the fraisitors sitting on chairs in the
waiting area 4. In the image 801, each mark 8@2neark for identifying a
person determined as a suspicious person. Atithés two persons are
recognized as suspicious persons.

[0103] In this display state, if a predetermined operaisoperformed with the
operation unit of the information display devicéd5€he screen display is
switched to a form shown in Fig. 8B. Referring-ig. 8B, information about
each person recognized as a suspicious persospisiged. The information can
include, for example, the degree of suspiciousnéfse person, information
indicating whether a reception procedure has beer,ch available time period, a
total stay duration, an excess duration, and adetsttion count. Among them,
the excess duration can be obtained as, for exathgletay duration in the
shared area 1, which is calculated by one of egmes (1) to (3) above, or the
difference between the stay duration and the cporeding threshold.
Furthermore, the past detection count can be datechbased on the registration
count of the same person in the suspicious peratabdse 340. This past
information may be displayed in more detail bykilig a portion on the screen
800 where the past detection count is displayed.

[0104] The above embodiment has described a case in atpelson is
specified based on an image captured by the neteariera 100. However, a

person need not be specified based on only an imager example, a beacon
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transmitter may be lent at the time of receptiothatreception 5, and a beacon
signal transmitted by the beacon transmitter magebeived, thereby detecting
and specifying the existence of the person.
[0105] According to the above embodiment, it is possiblesliably detect and
monitor a person who unnecessarily stays, for g tome, in the shared area 1
where arbitrary persons can stay. Especiallyi;mi@mbodiment, it is possible to
detect and monitor a person who stays in the stareadl1 for a long time during
a period from an entry to the monitoring targetetmreception, during a period
from reception to a room entry, or after a roont.exiThis can provide a
mechanism for appropriately monitoring a persombiyally observing persons
and visitors in a shared area in a facility whisgemsibly simulating business.
[0106] <Other Embodiments>

Although the embodiment has been described irilddtave, the
invention can take an embodiment as a system, parafos, a method, a program,
a recording medium (storage medium), or the likilore specifically, the
invention may be applied to a system constituted piurality of devices (for
example, a host computer, an interface devicemagé capturing apparatus, and
a Web application), or an apparatus formed fromadmece.
[0107] Embodiment(s) of the invention can also be redlizg a computer of a
system or apparatus that reads out and executgsutenexecutable instructions
(e.g., one or more programs) recorded on a staregkum (which may also be
referred to more fully as a 'non-transitory compuéadable storage medium’) to
perform the functions of one or more of the abogsetibed embodiment(s)
and/or that includes one or more circuits (e.gpliagtion specific integrated
circuit (ASIC)) for performing the functions of ome more of the above-
described embodiment(s), and by a method perfolmgdte computer of the

system or apparatus by, for example, reading adliearecuting the computer
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executable instructions from the storage mediupetform the functions of one
or more of the above-described embodiment(s) amaiatrolling the one or more
circuits to perform the functions of one or mordhe above-described
embodiment(s). The computer may comprise one e macessors (e.g.,
central processing unit (CPU), micro processing (MPU)) and may include a
network of separate computers or separate processogad out and execute the
computer executable instructions. The computecabdle instructions may be
provided to the computer, for example, from a nekway the storage medium.
The storage medium may include, for example, omaare of a hard disk, a
random-access memory (RAM), a read only memory (R@\storage of
distributed computing systems, an optical disk lfsag a compact disc (CD),
digital versatile disc (DVD), or Blu-ray Disc (BD)JMa flash memory device, a
memory card, and the like.

[0108] While the invention has been described with refeegto exemplary
embodiments, it is to be understood that the irngaris not limited to the
disclosed exemplary embodiments. The scope dbtlwving claims is to be
accorded the broadest interpretation so as to gpassrall such modifications and
equivalent structures and functions.

[0109] This application claims the benefit of Japanedem@pplication No.
2017-220132 filed in November 15, 2017 and No. 2048304, filed in March 8,

2018 which are hereby incorporated by referenceihén their entirety.
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WHAT IS CLAIMED IS:

1. An information processing apparatus comprising:

a calculation unit configured to calculate, focleaf persons who stay in
a first area included in a processing target in@gained by capturing the first
area, a stay duration in which the person staylsdriirst area;

a specifying unit configured to specify, among steeying persons, a first
person whose stay duration exceeds a predetermimation; and

an output unit configured to output a notificatetvout the first person
specified by the specifying unit,

wherein the calculation unit calculates, as thg duration, a first stay
duration after each person exits, to the first diirean a second area different from
the first area.
2. The apparatus according to claim 1, whereirc#tteulation unit
calculates the first stay duration based on argiffee between current time and
time at which each person exits from the second tar¢he first area.
3. The apparatus according to claim 2, whereihdfttme at which each
person exits from the second area to the first eaeaot be specified, the
calculation unit calculates the first stay durati@msed on a difference between the
current time and end time of a time slot in whieé person is permitted to stay in
the second area.
4, The apparatus according to claim 2, whereirtithe at which each
person exits is based on one of

capturing time of an image captured when the peesits from the
second area to the first area, and

time at which the person passes through a sidefgah the second area
to the first area.

5. The apparatus according to claim 1, whereirc#tteulation unit further
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calculates, as the stay duration, a second stafidnrin which each person stays
in the first area during a time period from whea gerson completes, in the first
area, a procedure for entering the second arekthmtperson enters the second
area.
6. The apparatus according to claim 5, whereirc#tteulation unit
calculates the second stay duration as a time iohathe person stays in the first
area even after the procedure is completed andrduime exceeds time at which
the person is permitted to enter the second area.
7. The apparatus according to claim 1, whereirc#tteulation unit further
calculates, as the stay duration, a third staytauran which each person stays in
the first area before a procedure for enteringsemnd area is performed in the
first area.
8. The apparatus according to claim 1, wherein

the specifying unit ranks the person specifiethadirst person in
accordance with a length of the stay duration, and

the output unit includes information about thekramthe notification.
9. The apparatus according to claim 1, whereihdfgirocessing target
image includes a person of a first type registaneativance, the specifying unit
specifies the person of the first type as the fiegson.
10. The apparatus according to claim 9, whereirpdreon of the first type is
a person who has been specified as the first pénsihie past.
11. The apparatus according to claim 1, whereihefprocessing target
image includes a person of a second type registeradvance, the calculation
unit excludes the person of the second type fraanget whose stay duration is
calculated.
12. The apparatus according to claim 1, whereihafsame person as the

person specified as the first person by the spiegfynit has been specified as the
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first person in the past, the notification includ®@®rmation about the past
specification.
13. The apparatus according to claim 1, whereirothiput unit outputs the
notification as information that can be superimpoaed displayed on an image
obtained by capturing the first area.
14. The apparatus according to claim 1, wherein

the first area is an area where an arbitrary pecan stay, and

the second area is an area where only a pernpitiesdhn can enter.
15. A monitoring system comprising:

an image capturing apparatus configured to gemaraimage by
capturing a predetermined space including a fest @and generate a processing
target image by extracting a region of a persoluded in the image;

an information processing apparatus including

a calculation unit configured to calculate, focleaf persons who stay in
a first area included in the processing target enalgtained by capturing the first
area, a stay duration in which the person staylsdriirst area,

a specifying unit configured to specify, among steeying persons, a first
person whose stay duration exceeds a predetermimation, and

an output unit configured to output a notificatetdvout the first person
specified by the specifying unit,

wherein the calculation unit calculates, as thg duration, a first stay
duration after each person exits, to the first diirean a second area different from
the first area; and

a display device configured to receive and disghaynotification output
by the output unit of the information processingaatus.
16. A control method for an information processapgparatus, comprising:

calculating, for each of persons who stay inst farea included in a
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processing target image obtained by capturingiteedrea, a stay duration in
which the person stays in the first area;

causing a specifying unit to specify, among tlaisty persons, a first
person whose stay duration exceeds a predetermimation; and

causing an output unit to output a notificatiomattthe first person
specified in the causing the specifying unit,

wherein in the calculating, a first stay duratadter each person exits, to
the first area, from a second area different frbenfirst area is calculated as the
stay duration.
17. A non-transitory computer-readable storage oreditoring a program
that, when executed by a processor of an informatfocessing apparatus, causes
a processor to perform:

calculating, for each of persons who stay inst farea included in a
processing target image obtained by capturingiteedrea, a stay duration in
which the person stays in the first area;

causing a specifying unit to specify, among tlaisty persons, a first
person whose stay duration exceeds a predetermimation; and

causing an output unit to output a notificatiomattthe first person
specified in the causing the specifying unit,

wherein in the calculating, a first stay duratadter each person exits, to
the first area, from a second area different frobenfirst area is calculated as the

stay duration.
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