
An apparatus for providing ciphering problem detection may include a
processor. The processor may be configured to receive an unacknowledged
mode message, initiate operation of a timer based on receipt of the
unacknowledged mode message, re-initiate timer operation in response to
each subsequent unacknowledged mode message received prior to expiration of
the timer, record a timer expiry event in response to the timer expiring
prior to receipt of a subsequent unacknowledged mode message, and indicate
a data reception error in response to receipt of the subsequent
unacknowledged mode message after recordation of the timer expiry event. 




