;e3eN{N\vvwW y.yz6zT{+1 7 OCT 2002 *166166* , . METHOD FOR COPY PROTECTI NG A
-RECORD CARRI ER Description The invention relates to a nethod for coply/ 0CT 2002
" protecting a record carrier, copy protected record emissrer and net hod for
detecting access control informti onlf\ system for copy protecting a record

carrier, a copy protected record cartier and a Mm mw genent are
known from EP-0545472 (docunent D1 in the |ist ﬂ Mﬂmmmm cunents). The
known record carrier conprises a prearranged guiding track, a so-called *
pregroove. In the track determined by the pregroove, information which is
witten in a METEHOD&ORGORY BROTEQTEIM\AGHI%QPMM&BM@& eadabl e
patterns which are forned by variation of a first physical paranmeter, such
as the height of the scanned surface. The pregroove has variations in a
second physical parameter, such as an excursion in a transverse direction.
al so denoted as wobhl e. Preqroove wobble is FM nodul ated and this

modul ation represenPESEEPEON control information which is related to

i nformation, such as a descranble code for recovering information stored as

scranbl ed information. TheTkaawendevirsiatexopimetndifepgomgoreans for readi ng
the patterns and reféi’:‘fiﬂg'Qgewga{r%?,oéﬁyﬂéé‘tgdtrBSoﬁ:fCEQ‘?%rCO”t r ol

i nformation. The knovxa e |c3 aa on_car r.|fer Qrma systemfor
control | ed i nformat B ”F%%PQ BEPRIGFINE GCCesh Q?rﬂ)tﬂ?ld’&%’?af'ﬂ% devi ce conpri ses
means for reproduci ng the Ardystemtipoaopnpudectintgeacecerd gamienccess control

information. |f theaigdbQrdretdced récordRiapderihda WeadiRg aPrantfeor Mati on

AR 2 e T e
r

during the witing Process on
itsel f does not conﬁ i o ERipt 988@"‘@8& i—lrhei KR HreeFYH. CAMSF obl em i n” t he

“known system i s thatompeisesadiragrranged ghising tsack lal so-caladyprever t he access
control informati Ongbhibv@elrﬁﬂ'fémgckbaemrde@tﬂmép?égme,smf&nd physi cal

par anet er . 17 0 : : & 951 03655
(docunent D3) descri a-ﬁg%wgh?é%{?%m%s 8@&3# ch t he

i nformati on on a CDSEXYE ¥ired %Q//'eé’ {Ns WRICErRrRd9™@d pr ogr anmed i nt o
the CD-ROM after nabyivaciation diya firsteiysipat pheameigrssisthoas the be unreadabl e
by conventional reaHeigysbetio sddithairs@tdcd Theqireffocvethdd v cal | y danaged
by a high power 1 asgfion66ar&hdaid bifjsicdt bardmeler Ak 4y afRg0! ed by having a
specific key for a cerPaln user_or @ u .oF ulser’. t 1S an object of the

i nvention to provi dguﬁ"%ﬁ%iﬁapﬁye@ pﬂo}r '8?6%??#%”9 "T‘%Wé’ﬁr'ri ers which
does not rely on vableafiregwaye wahrledsFMraredwated gndihis moche maki ng of
usabl e copies on w ulatbheeprésenmatacoess sontrelrinfdrmationnwisichdsed. The

invention is definegy il ReintSHERRININER Hsth MescrantblidReRdept cl ai ms define

advant ageous enbodi pents.. .. . . .
9 recovering information stored as scrambled information.

The known device comprises reading means forreading
the patterns and recovering means for recovering the
access control information. The known device and in-
formation carrier form a system for controlied informa-
tion reproduction. For this purpose, the device compris-
-es means for reproducing the information in depend-
ence on the access control information. If the informa-
tion is copied on a writable information carrier, the infor-
mation of this copy will not be reproduced, because dur-
ing the writing process only the patterns are written and
the copy itself does not contain any access control in-
formation. A problem in the known system is that the
reading means must be able to recover the access con-
trol information by detecting the variations of the second

physical parameter.
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Furt her advantageous, preferred enbodi nents of the copy protected record
carrier, the retrieval arrangenent and nethods according to the i nvdnt §6h1002
*are described bel ow. These and ot her aspects of the invention will be
apparent from and el uci dat ed furthe_rz_vvith reference to the enbodi nents
descri bed by way of exanple in the follow ng description and with reference
to the acconpanying drawings, in which Fig. 1 shows a copy protected record
carrier Fig. 2 shows a logical map of the recording area of a copy *
protected record carrier Fig, 3 shows an erraqr cfjng unit Fig. 4 shows
a bit error pattern Fig. .5 wsb%nofgﬂrgrﬁ&%@@}%fﬁ@qcﬂmﬁmg i nformation
froma copy protected®3)eescibenaQRPROM.erergitonsysteso iemetict di agram f or
copy proz eczl 39 a regd thiE@hatidH ohl 4 CB-ROMBVShGFHREBEDY akédy a fll sc[( sga]ped
copy protected recor re ' i S atrac or
ULk s rooflfif R HRAEDLAONF AREE

storing information, , arran%g? attern of

wi ndi ngs around a ceHtaciirefy damagingselapieriserjersiaPeanéead!ar r anged
concentrically in |ibycohvértianearéad systiemsetioe seleated sectdrsiage of ~ ~ ocT
zoo2 -3 an opti cal | gphyQadinPiembayeea bya WyhGbwerlagers Reesrd caubstrate is
covered by a recordi n rSI %etefno?\ﬂgugi{féﬁétﬁga'bﬁﬁhé\ﬁxﬁra sﬁé&% ﬁgyt he wel | - known
Conpact Disc (CD). Infor Ion on t‘hé in Pr tionYcarrier is’represented by
patterns of optical | {PreeRAdNISeR Ok IrOWRPT USI/pl e, the position and/or the
length of the marks then relpisarobjest bf iheripvénticortomrovidesigysal . The marks
nmay be made by pressesm feschSy pHREOIR] Yedord caffsts Hivh ddes notuch as CD- ROM

htor s one et i PaAeL N5 AR DU VAR

i nformation. The inven i an ) record carrier, on
whi ch information i s'ﬂge%fo%ﬁ?&e&@E’!ﬁsd‘i"?@’r’tt%b'ﬁr'éfd’éﬁpﬁp FEH'PEr'®r correcting

"rules, such as the htguntéeactedyTpinveationlisstefiDed byDhginddpevieksatil e Di sc),
optical tape or magnghi QalmdeTHodepbmtidrtlathderiindgvaragkolsconprises the

mar ks and i s scannab ifeh ad head for reading the stored infornmation.
The marks represent It séquénce according to a channel c8,de, such as EFM
for CD (Eight to Fourteen ModNgk i dRyaniageoys ¢ REelsredc LPRpfsent s

i nformati on accor di ntnants pf teetaynprotetted recordwarrest thenrebmev e or mat ti ng

rules, such as the Chffgnf&mess ahat ictiesisedcdnamhepicomaninvadgdnfor CD.
According to the forgpé&% ibreLHt? IH{‘pe record carrier may be subdivided in

addr essabl e sectors, such as on € CD-ROM The ROM i.s described in
standard 1SO 10149, the CD- Re##%pREIFNRLAFRAL!S PhENG VEPHRR M8h on t he copy

protected record carbé@pparedrfpomses! efacidaltad tirtimet With refateaceess contr ol
brevent. access. to- M aodeMEs B8serdhd ey o ek Bl on copy
does not conprise al f°“8&32‘§§§§§/"§&:°@e§@4’ @gtﬁtr%%epﬁ?é?g@? ?SBS%Accordi ng to
the invention the coP§nyingdeawe@sy EcWh¥hcarrier 1 is provided with | ogical
errors 2, which logical errors constitute an error pattern representing at

: east som&*I of t hF accesg; .qrgﬁm%grgo(bg,y’agié&:{bd F-Jt&rércrag‘ietrpat tern B?s at
pat tern of | ogical er ?Lf‘g el
a copy protected record carrier

Fig. 3 shows an error correcting unit

Fig. 4 shows a bit error pattern

Fig. 5 shows an arrangement for retrieving informa-
tion from a copy protected record carrier

Fig. 6 shows a schematic diagram for copy protect-
ing a record carrier

Figure 1 shows schematically a disc-shaped
copy protected record carrier 1. The record carrier com-
prises a track 9 for storing information, which track is
arranged in a helical pattern of windings around a cen-
tral hole 10. The windings may also be arranged con-
centrically in lieu of helically. The record carrier 1 is of



17 0CT 2002 -4 F predeterm ned locations. A different error pattern mﬁfﬁ
be generated for each newtitle to be distributed on a copy prot ectet0CT 1002
‘' record carrier. In an enbodi nent of the error pattern the error |ocations
should be interm xed with non-error Jocations or with essenti al

information. Further the error pattern may conprise a nunber of isolated
error locations in between non-error |ocations, but also sone consecutive
error locations. Preferably the pattern of error locations is a pseudo *
random pattern conprising circa 50%error |ocations and 50% non-error

| ocations, the pseud%nrﬂm%déﬂu readaitie tyre iywihiciea dranspereiihsdibseed val ue by a
predet erm ned al gori gthate iSheveradby patdoerdingdayer dred aqurofectide i n an access

control procedure, X%P RUPCEIH E We-Ridrs 8o d{,ﬁg@&égﬁ_d,ni_n t he
e t10

procedure to use th |n|nf0frrat|on. he verift.icatl Eecﬁﬁ'd i ncl ude at
| east one error | ocaldBRUGAPLHING LHABNFHC] CAIMG 1P £8REESEA -error

| ocation in the vicipatgrnsfofaptisely readaieiroarksThps epa@pinte a mal i ci ous
party of easily nm n g&singn tahe/@Ttheriepgtht 6f thebiyhapksythedalebyeséatragi ng a few

| ocations. A |ogical o St | Deiblags it,errors in the
bit sequence, which %E%ag? 'dcl;ﬁr.rﬁlg{']éﬁeﬁgg%gq}h%yrﬂégor r E,)gb ae |%{vsai d error
correcting rul es. ThE'GSSESeR? dF SUSIOMAY 195 r@jﬁgioéw PoSUPrsESindar d

recordi ng device, asCEuBRPM afewhioh einbpssed s ansf landatbiedvee® be recorded

Wi thout error correcfhesitshichfeseiens etormigtionVTHe ipvestsscdrbe i nf or mati on
according to the bui thdgyvrva@&?ﬂ?% &f HBcB?d*c&Frife]?,Lod-F\%fcﬁ%\i/&o?rﬂaﬂé‘ﬁ’ formatting

rules for generating a n enerated and

) sequence, _Lncl'udi ng ne
i nherently correct eisrrSPOESj@rdr%i?Pf%ﬁgﬁ?P@d#ﬁ@@ﬁg@ér"cfiﬁo\éeg@w bit sequence
will not conprise angles,rstich,asdhe high densificeptics! dise DVP (Digitagi ng bits in

“such standard recor diyegaliRVDRRS, opthtal il & inagheatie iR foRyidial recorded on a
witable record carr{,ﬁ i

't has Lo be noted Ve Tik tad® Sttt tndPanfOdid ISt o (°7 BT T
sequence after the ePlreg?Y arieadi ‘E%ﬂeﬁamr@evﬁtPEQ‘ﬁE‘f? WRysi cal pattern

of marks so as to beThecauarkscteprbsetlyat ihit sequencelexsdrdigg doep after reading
the gyar k)s- App! xél ng ERaKHet cealeasmrga@_rersmt%?md nghtflﬂ:@ﬂﬁeéﬂﬂ? errO(rj .
encoding) e.g. by in e I, ion codes) in
a sector or a sector %@g@&%bn¥%%%nf%7reg rﬁéd%%éﬁ(%y be easily

mi mi cked by a malici 8eROTBRGH) ProdetarameadRITIrGoRactiPAGNe s for higher

| evel s is usually petifigrutes, such sothev@lBCaiitoshdntefleaeedhBeedsi bl e f or

mani pul ation. An OpeS@Fdn%}WGod?:foiﬂd:@gaioco%iﬂ}_zj @Oty Ferigtiddie hi gher | evel

errors may be nade w a rdr r.di d ) ted) software
in the connected co%dgseﬁ*es&%t%é cagr‘_feg,rﬂé\?%etﬁ%:’ﬂooq\;alﬁﬁgwragafé;s@m avail abl e for
maki ng copi es of audPBleggciorsasu@uasendpe &-REP lTB@@fP' i$0 dirt or
scratches on the surtlaseribed ia standard |86 10519, the CD-RAMrspetifing rul es, e. g,
of CD, are especiall ya@gsi gned for correcting burst errors by applying

interl eaving before storin -Lnter|eaving after, . reading. The bit
errors constituting such a%@?ﬂ}fgﬁp?@n‘&pﬁﬁeﬁggmqg c\tﬁcﬁ?cgrgar | ar ger
nunber of ot her bitsCRIEM! CREMFISES SRYNdHOEMBIoand ACERISRAM®Y rul es whi ch
are part of the forninforimmegiomnidr eonrollingrthe@ccegs tathesmaih inforber of

consecutive bit erropfmtiphfdd &4 R Prel EnlCaiées tdMmaNPShRAbARLB-errors has to
be | onger than the | rr . T rQf correcting
rul es are descri bed W%—ﬂ‘ @@Ps?g‘gﬁr%ﬁ?@#’é??éﬁ@%@ﬁ?ﬁ%ﬁﬁ only sel ected
bits of the bit sequBRESSEHACERTSHFANIrAierMBlieR. Agcordisgdethel so as to
accunul ate by de-i nt #wlestion tig coglyi prbtetted necarteauiard is prgpaded of t he
formatting and error wafrsgiehl gofsu eFhichibgicae 8Hbts comstAuteOg@t i on on the

record carrier show t ro I adj oi ni ng

| ocati ons show only §pr g{?\/ ,%g'jﬁn{)é%g%?%@oé@ga%séésréglsfgeggcg% errors is
described with Fi gureoniroligigamesioar Fae g Rattaradasidtdsasinenespeci al | y
(de)interl eaving rul kgical efroopeta aredetemejnddobsatien, dput prefbyabdys of 8 bits,
while the error corrgehkBeh @meg%éseﬁrsrsaﬂm reFstivedy RIir§@humpledss of a number of
synbol s accunul ated by deinterleaving. The error” synhbols are selected to
accunul ate during de-interleaving to an uncorrectable nunber in one or a
few error words. An effective way of applying bit errors is to invert each
bit froma selected synbol in the original bit sequence w thout errors,

whi ch sel ected synbol is to be provided with a bit error. Alternatively the
bit errors may be applied to the synbols, when said synbols are transl ated
into the pattern of physical marks, e.g. using a controllable EFM encoder.
For said synbols the EFM encoder m ght be controlled to change sonme of the
phys F 17 OCT 2002



-6 ical marks to be different fromthe originally intended marks based on
the bit sequence without errors. Preferably the resulting physical fdrldd 2001
“conply with the constraints specified for the physical nmarks, as this
assures reliable functioning of the yeading and decoding process. Figure 2
shows a |l ogical map of the recording area of a copy protected record
carrier. The recording area is subdivided in addressable sectors fromthe
top at address 00 up to address MAX. The first area 21 may be a lead-in or

re-gap area, such . S : fee SI second area
!Os agssstem ar ea 22%%%%%*:%&3?'%@8@%%% %f%eﬁbhfggsrg tcglé}?r IEnhgtlyecontents of
the disc, such as t € S¥ISTaMRY ?ﬁir%ﬁ%ﬂ%‘?fé'@e%? [.‘f%?' U§H ¥bABROM  The
remai ni ng part of tleepgipsotactechrandrabbbeaidron asemaimentaictiieas nai n

i nfor rrFti on andmﬂi r %Gﬁd?rb’atfé:rh_ecﬁe s Mggﬁo,qi%ggo@me@e _rpm}énhg(e@?lﬁdi Vi dedhi nt o
several areas, i ch .subdivision | i - e map shown
in Figure 2. In thi gv'ﬁhﬁg?ﬁérqreﬁﬁ?@?%gg@ ggﬁ%ﬂa&g@%ﬁ?ﬂ%d area 23
conpri sing user fil 4Py the ear PAYPSHAYIOMPIISe SAUTRENR) I$er data, and a
fifth area 25 agai nlatenmricilogatiohsrin detveeeMoonedion jpdationbegbutnvent i on t he

fou:th area 23_ Cogprdls%%?ﬁep@&?gégﬂti@é%r&ﬁocgﬂiﬁs@m'flé?gb@rt%%h% has error
sectors 1li indicate X, a - error s , error sectors
conprise the | ogi caﬁagﬁrbr_og eé'f?&qegﬂgﬁ};tgééfg%‘ggég?ﬁ%ﬁ;%ﬁ%@%r ! The paddi ng
area 26 may conpri sEOMATEHECIHMPE] § angd §9% ponastAre, and may
cover substantial |y |addtions, tHeepsewy dinupnapeatienobeing\ganedatey t he mai n
pattern has 1o be varr resged 2Ry o prRIdeIIn Bl TR ne. of t he
error sectors nmay b@rrsoélpeag{eéﬁ '3 %h?{%éﬁféggénn%ﬁﬁ?éf‘ Cé’\?énf’fab_ ‘e in the

"paddi ng area. A nal iCeAHIS WeieBRTOERYIeyist Hdissobibhe pmbesidedein f i cation wil |
not see a recurring theptroceduce o ose thef mairsiptorinfations€oe verified-, but nost |y
different sectors wibh fRu@REIIdOR BabPo e eRdf IRESON @RAPreAr detecting the
presence of | 0gi cal (fhbgieiso dastild nbh sfibnflb BEOiGe TRl i ous
party from desi gni ng Si e Interce ,|% neans 1 or, fakin e out put of
readi ng a sector. AS @&%$Eer '8&@3‘?1‘?-5&93 GVEs SmRdGioHs iPATYHY writ abl e di sc
hol ding the ill egal easflyniascking there@ITo20EA bysphysiddllydadeagr capacity than

the pressed disc. FoigexRWldafBnsPAto§RaRENoB iichmdtitedt B\e acapacity is

unused, but may be I i 5. W t hout

i ncreasing the manu?' %%%oﬁ ﬁftcéﬂgér{sqaktllzf?bﬁégtqggegé?,gg@ﬁg n@ﬁ’%& ReWitabl e
have a snaller capadlt tﬁﬁaﬁs & Hﬁﬁ?'}?ﬁq?tlaslq ¥ EYORAANNGhat case not
all information (usdulesnibe idtérorssannptdeicapiesiusing amtandardr ansferred to
the illegal copy. |mecdrdaigdaeviodds siich & ipviceonitisecephinfetima-nf ormation is
comprised in the sy HeGRebiicfwiibitWHortoRtigh Bits Mhe fl-rect | v

accessible in a stan r deyl ce), such as Te I n, | eadout or

pre-gap area 21. Thé’of‘Eﬁ.rtWﬁEpé%%é_s%&ﬁfpﬁpaﬁ'w_&cﬁﬁfq'%?ﬂi@ﬁt be a |icence
code indicative for buid ipapregetairingd ggror eprrerting gaddamaitingopy prot ecti ng
record carriers; andlles foryeriaiimngla aaivibliesdquentcbeineiuding makiyern, e.g. to be

used as a seed in ahePMteRAdEHhe abir8s & &jéfr&ﬁlonlzﬁ’ re 3 shows an
error correcting uni%gsfeg i.n tLe %ﬂ@;ste C ?floe the C (Cross
Interl eaved Reed- SollG5ROEHLS new § F&%SP@BE%&Q@P%‘??'BW_'%‘F 4Ye QRC error
correcting rul es maerisssfanchis nat apeasitdgdor clrangispbds)in st¢bunent D2, the
decoder therein bei stantegdredmding ddviéésgThe new bibséqgence Mayhe i nput (on
the left) is a fra”%eorfeﬁé?dég?’hﬁ% RERE vhé '%rﬁ%enggﬁg&?%r ecord

i e L R A e

i nformation bytes 16ha&t7thgniegicalieriors are ¢ beoppriiad tegth®/ bBsse-The odd bytes
are del ayed by one queheeiafteatiie estr decagingstdp Bdforamditingetheesul ting error
words of 32 bytes ar ﬁyg%%gb%tg?w&%?,ﬂs% 5%@035% LMBbFreél%bleTB&hCl unit can

correct one byte erro ct an te _errors ile 4-32 byte
errors are detect edIWFH%d%?@”_G&ﬁ?Ra‘i%?rufreé'dm & MArkSHAPBY uni t detects un
uncorrectabl e error ing er@rs en g highen systgmdeval befredhe @ricdisire.  The out put  of
the C1 unit is del ayediryy ed.bgimionticteligxhangingdRe EQD @riovaidyte 0 by 27 * 4
~ o8 Trames, byte foljorddesfinasifordrarmaidheaddhf qimgiy Cf the second
delay unit 33 constifutes a second error word, which is errdr corrected by
the C2 unit. The C2 unit usually corrects up to 2 errors, but may correct
up to 4 bytes by erasure if the Cl unit flags all detected errors. The
output of the C2 unit is descram 170Ct 2002 g _ bled by descranble
unit 35. The described functions are the conpl enent of inverse functions in
t he encoder, all functions being well-known fromthe CD system and
described in detail in docunent D2. According to the invention a |ogical

- o w o Y o o,



1.7 0 CT 200Z -9 over 28 * 4 + 1 = 113 franes, and with a m ni rrumgf @& 0
consecutive error frames over 130 franes. The nunber of bytes affe the i@
130 * 24 = 3232) which is far nore than one sector. Wen errors are
detected which are uncorrectable in_the C1 and/or C2 unit, the bytes wll
not be changed, but flagged as errdPs. Bit errors in information bits
results in bit errors to propagate to the output of the error correcting
unit) whereas error correction bits are used in the error correction uni't
and will not be visimgebateasiy namigkad byragnaticioes party, peeguser ed enbodi ment
the bit errors are pr&$@Miatting Phecesy for Mighdmeels s agdampper-n the error
correcting bits. Morgayes vaa%mﬁéré%a e RN e T

eclt.ors ch are 1o reng

de-interl i t f .
Therefore. i a pr of ST AR@RRTAHAT, et (1881, GoPY EmBrE S iBence
correspondi ng t o norhigherdevel esors maytiesnadeyitb standase ceamrdingonpri ses
substantial 'y no bi tdegfde@rgnd @dapta@)sciaviehh th&€bbAhdctBBYobe corrected in
O R 00 et od S RESE TR S, DTS
that case a non-err érakiggcgp! idio Hey y classified as an error sector.
Al t hough the bit errors ar Asdsesirarrersadil pocer dustogiitt oc sedtetr or words and

therefore directly aisfe@sthe@ruatbafsersdraccdraentdrisissorfedtidigge nunber of
symbol's (_ bytes) wi] spggc./!o?@%%rmés Q&a@dgﬁbhe??o%r%dtﬁ le (in fact all
synbols in all Cl rds |?bgea2F§r_ re error es). .The error unit
will first cal cul at OUESISFRIBAYAR Y'ast"éf@f'eawgﬁt%%ﬁ tariggd @9Fs, whi ch
syndrone indi cates ide-ieterteayirgy aftgnreading. Tlﬁart_tiifmorsadanstimtin@n will indicate
\ the nunber of errorguaRt MASEEROYWIIME GRlcR With 8RasiirRe umtead to be

Ch only 1 or 2 sympd Sig,bELRG! MEbRARIRREERY BRIRAMIEG CoB TOOS
error synbols the fI'HgSs Whisharegapaline fRrmeattingapd @ElPriseTeskd to i ndicate
whi ch symbol to replingeul¢sohmerbemofigorseastive pit doaralsufficiend C2 unit wil |
not use any Cl flag$, thudd tHLlRIriedaie hrdtsHas%o bsggﬁgér%snt he [arge

nunber of flagged, but, unchanged:; ols w !l not oti.ced or classified
as errors by the C2 uq..|o[n_geéfcéc?ré?cétgﬁE}?Lgp?grr%gpgreé&orfwﬁﬁmg 170CT
2002 -10 said Cl (fadlgedredaseibedwihiFiguse 3aln aneafesdgsdadie © within the
sel ected error sect imenbonipddictiantits afithebit sequseck Shyowlerrorgt c. may cause

uncorrectabl e C2 er iHish bifs SRIGHIBAHYD 4 folhddif fdieldyAaiRflesy Dol 5. For a
detail ed description of the .ehr rgﬁr?cesm n$q re:g%ihr ference is made to D2.
In a different embolfERd YR gdoed B9 & PeD/ELNe 1P EPaEABodi ng errors
are introduced duri R§AeSTETRAUILCINELHashd hepraswdisdn Bgosatigh Bot before the Cl1
encodi ng step. Hencéhelvesord cigdedsinowing 2higit soaterittationlofdecoder are
Step) the orrors apnos: MagadeinfliBeufors i only ePL: A6 blt 1€ 2 Sei Ty
controlled to be w It%ﬁri%ﬁs'gﬂ]ee Ptér?cf%étser%%q? ﬁ?ﬁ?rl'beeé&v%%s%ede-i nt erl eavi ng

occurs after the C2%MSy@ih@rahEopectng rules and asperiaih(d®)®h. Alternatively
a conbi nation of C2tenehviig erleomdll opgrdie arssymbdlseeigioanbytes can be appl i ed
n systens using di fofBWt@}Pwﬁﬂéfﬁe 6R6F E6itectihd dioBBss RUPbIRA OVD. A
correspondi ng patter i n -1 pterleaving can
be found according tegro?&vg,g%OP%H§@§§?§E%§r§h. gﬂ?‘:?maﬁ@ %Xp%'i cations a nore
sophi sti cated appr odHRNBAVIBGr L1 eer PP are selecied ta aced@Wred appl i cati on
of the error correctataguringede-ingeréaving tomapnineateatabidauiieput of the first
error correcting prgcens orialkew éyrrdh@oriacoder and secondly de-interl eave and

apply the error correcti ngAHL&ﬁ%&iwwaQ'Oan%gggﬁgbﬁre;r%’@ ié‘@"n@e corrected in

the first process such a seco error “cor 0CEesSS ht further
correct er Por s. To HPE\/’@??‘ RILFRAMLA seipsied oK J)gﬁ PEGINAKBITt he | ogi cal
errors, preferably shguénge witkeutamwys amdichseelacteshéympbaolfis td beerrors is such
that they are uncor pesiadd witha siverryr. Alteeiathely thelbitdrré@¥Ray

be applied to the symbols, when said symbols are trans-

lated into the pattern of physical marks, e.g. using a con-

trollable EFM encoder. For said symbols the EFM en-

coder might be controlled to change some of the phys-



Figure 4 shows a bit error pattern for the CI RC error correctrngrwdﬁﬁTﬂﬁ
described with Figure 3. The bit errors are designed to accumul at e 1iln0kh

Cl error words as well as in the C2 errorwords, in both cases to 5 errors.
The pattern of errors may be shifted to other information bytes (0-11,
16-27), but should cover only i nforrmation bytes and no error correction
bytes. In Figure 4 errors in bytes are indicated by the letters a,b;c;d,e;
whereas bytes without errors are not nmarked. To affect 20 consecutive CI

words, 21 frames haical besRks p6 B dﬁ?ﬁéréwttﬁpom thelofigmailPtenddd errors, the odd
bytes starting one g r oppifhg one frarre
@bﬁ%* bﬁt e‘?r‘é@%iﬁ&%ﬁe?nft& pﬁé del ays in the

later to conpensategf | rs nit

second delay unit 33 a?t%tth TPRvingR E‘&glﬁ'“afwmv‘f”&tﬁgrcoﬂn Il accunul ate
in the C2 words, sosmaldtﬁrﬁ@ﬂftad/fermpm)eam marks, asdhis Essuges errors, t he
next 4 C2 frames 5 tafiabky iupctoniig éfothelealdaff add déchdimgasrost th "a' errors.

No errors will be cggpensated because in each ClL or C2 error word either O
or 5 errors wll accunul atCE s error sche Ty easi Iry be extended for
nore errors in nore consecuftfe éPPWrS Fan eidhereso g or ot her

i nterl eaving rul es. a/Wasef & Copyprokecigshréasdd £afrar. Thewscolding n one sect or,
to prevent any SUbSamaelstsubdf\ﬁdedErrf addretkabietdeetorBiRRE 3i5e tap correct the

| ogi cal errors. Eﬁ:ﬂ?dr@g@g %9%% %éﬁlﬁA&uﬁ'ﬂeﬁrsttabmga%rﬁ rector has a

100% det ecti on prob, % 32 errors mght
occasi onal Iy be faI Pyed Fr%chtf&agaPrﬁ&%eersHPE aﬁtﬁ‘? 315899% afhodi ment usi ng
Cl errors only has Qf-‘-’é hee ondelduhbe second area is@ sybtemratsa 28n ef f ecti ve

error pattern havi ngorapfising s@éteer inforndtidh disod ed ditflehts@mifd gure 4 by only
appl ying the a, b, c Egéoétﬁhaﬁgitmw [FihaR PofRf DeBkigtbR o L orial! ve Y

i nstead of having 4.¢0 1ve C Ly the first of
each quadrupl e may 8@ %é@@ d&fﬁm@'ﬁ'@%feg\fh@edﬁﬁ FlarYé‘”?Wedﬁe C2 frane
error. The error patsasrdatatsuchi agmain infeenatiersanddireatosyfiles. Fi gure 4
results in al nost arhe Gdef Hatl@oeda Hma benelimigadd intbesvemlpirecede the error

bytes) the first on eaé}ﬁd | ogical errors
by 108 franes. Onl y%@%rf‘&ﬁdﬁ&vrg% frfer aﬁotﬂi{rj:‘ﬁge%ﬂbrtﬂem follow after
the logical errors SHown | @”I "b SH@pn eﬁ?t’l@"ﬁ 9Areq AR 21 | aggi ng 16
franes. Preferably BYsesadhirdares 3g qonaaoreﬁweéserdfllﬁ$aﬁea foth t he sectors

t he fl agged, but unai’@ﬂ%d\do;cbamrﬁtmgrhﬂebdamsartd arfiéth sweah2® t he error

sector, e.g. the erégém%tﬁ@rangusaaafae AbcaaH P@eﬁrrehtr@ﬁ at the end of

the error sector. sp en _ap to the highest
nunbered bytes (e %ug%are bsee& é)t?é[dﬁ rg %%ia[;@?es will lag

behi nd the | ogi cal éﬁ‘ﬁ@iﬁg arez gaMmaserspiovectans Hr ind| thep¥ retrieving
information froma aodyroprerrm'cste@ttbnsekﬁ)Nmrcraernoesedtomcbrppnsess| ng the

i nformation. The arfang r@mbr@mhu&aﬁrs@mrteqﬁérwrdrrpatnefr@rrﬁ@adl ng the bit

sequence fromthe r e a read head
1 7 OCT z002 -12 418%(3(5 g@iéézﬁdnéﬁg H@éﬁr? %ﬂﬂagéﬁrgfi‘{mﬁf read signal
correspondi ng to th®rengsi €8l Makiek anghmadcavee skiastaptiaiiedl! ohnd a

transl ating unit 42tHeoecordimg bedd not ddverecbyl thse iguad infortratione bit sequence;

coupl ad Lo an error T N B it on_ and
correcting possi bl e: Pt & q'ba é]éjeCIvl-e{% '88r %§8$otrm$ syst em The
recovered i nf or mati BATPSEr @bQIHV@BQtQST%GEQES%ﬁtSrFBﬁV Hﬁaﬁ?cﬁﬁd for controlling
t he access to the ifrbortmatiagge ndthbenacaitable ontheghaddiiganed.ifon i s avail abl e

for further processpficRusidd s@h"t@rﬁ g fBirtdrcbpetROcaR iR alion Wil means 47.

During reading the ¢ y a servo unit
44 of the usual typESt’igﬁ?% ref:ﬂélqgetcegfﬁt é!"ﬁ ?%rt%lmsg$%t'% gg&gp a notor unit
45. The reading of (9% ByirResBAdITerernssertars uil ke read Koma t@t"g%r 46, which
control | er control satdessoiage dor det@ﬁtrnglﬁmpmseocemfﬂogldabmd the error

correction unit 43, .a3d ik @rrrmeﬁvérw reQ6RY WeNehdligfflisC nds, e.g, via

g
an interface to the_ acc C. rol means 47
may be i npl enented .'ﬁ’"bg?%' ?'8@ Sﬂ)’ﬁHet%%??%&?”gr%ggng{;&g%@f‘@ghﬁI SO conpri sing
the above readi ng neuhit ofreadingd saeterafiripared V'ctr%ageﬂw P&f or mation will
not be delivered onathevedifihe wiBable dlsmhmldmrgdbeulle@aaccmsbasontroI
information is not present on the record carrier. The access control neans
may alternatively be inplenented in a conputer connected via an interface
to a standard readi ng device, such as a CD-ROM drive. In the conputer the
access control neans may be built into an interface board or nay be
effected by software running on a central processing unit. The software for
effecting the access control can be delivered to a user on the copy
pr ot ect ed record carrr er. Th| S |s advant ageous, |n that no dedr cat ed

S g, o o S o



~+~ ocr zooz -13 bodinent the error pattern may be generated using a seed
val ue and a predefined algorithm the seed value being stored on t hlel BE)HBUZ
" protected record carrier. Secondly the presence of |ogical errors nust be
verified to assure that the disc is_7a_n original, copy protected disc and
not an illegal copy. The access control neans will select one or nore error
| ocation (s) on the record carrier, or error sectors) if the record carrier
is formatted in addressable ctors,. ich error ati ans shoul d have a*
| ogi cal error accor d"fl%H]aertdsﬁ ggp%g&ltym&a{\ghﬁ_pr?ﬁ?‘%cgﬁgfcp %.rﬁ?('esence of an
error is verified byampiipngnesieChe &da dotr@frthp epeactiy is 18- t he readi ng
device w |l generat eusaenj,etrumﬁayfwg@ﬁp[zgnelytfmeumr_ebyana ;jaajdirliga event that a

sector to be read cogrgrgi ?’E@?@nﬁ‘gﬁﬁﬁ?@%@ﬁ”ﬁ&“”ﬁ eco@f.le\?ﬁﬁ@e of the
&

| ogi cal errors can b . JAS a copy W not conprise the
| ogi cal errors, the ggb'geﬁ?ﬁdlagl?eq’ Z}C[i y'fzﬁ%e DR%e %@'@Qef 8 he i nformation

wi || be barred. Prefpacilylthan afroaxienaltyrfilledCRDiRAM. & thaieheenotl at random
froma large nunber afintdhetidnoC@kt Mfermaatiin aid paddinghkeesreaid carrier,
e.g. in a padding arG@trgﬁgﬂe?r%tdeig\ltﬁé’ill%Q?Pédéﬁ?lr{%?er‘?ubbﬂfmé’ﬁt ffgf n having error
sectors and non-errof secfors. ternat |y e error settors may be
interm xed with val italegg%me%%mfgmaﬂ%%ﬁ@mgg%q ﬁnrﬁSrS%ﬁfi on. For

achi eving a fast resisohawaag oningomecber aeanodireciivagesspivlee, preferably
only one error sect o d stanghettedimndevieadsudhnaptrciead4dnriead: ng one sector

having uncorrect abl Coftidr - 'genga%'. hgﬁuﬁﬁe@a&%%on{mﬂgf&w seconds,

whi ch delay is caused gg t Sa |€%aew Ccf IB |ng io rea ‘?’I’bﬁhe sector a few
times. Such retries BPUORMAGALPE & CPHN i'/ﬁ?lt' 640t e RAhce for
successful recovery ®eKingfuseraithesystamfpecemeproteatingireeorstcaser at ches. The

“error pattern may furéiseantierveny be adiidntivedoettiel ergorgdatieeasd.gone non-error
| ocation, but not al{,gpséd 485 de‘é‘iﬁhiaoﬁﬁor Pt gepBratiigRaighocat i ons shoul d
i gaét aﬁ

not have a |l ogical error according to the error tern, d verifying the
absence of an error t3’}”}'eadi,ng t he selected non-error |ocation. As reading
a non-error sector will be Rigeig 3 sews angrray correetivghbiBif used it ger nunber of
non-error sectors, ethg. CLOsysteAt); caltedhitied CIRG fCreedsetritedeaveti r ead. Sai d

nonert of SeC_tfrgl ar eRBE&ISYIchbM egheﬁtf\ddéﬂaﬁeél?d@dwiﬂggﬁg&emé on process
romall avail able s rLor se N - an enbodi nen
the contents of the g?ﬁée%&&: %Og't‘%ﬁ’g ﬁﬁlﬁsbﬁqyerblgﬁ{%lﬂfooépgéﬁoy including a
check val ue in such dEREH(PHR RO deaumesinRiethie@esPdalnmber and t he
l'i cence code by a pribdediebeinedesaribedgwitiofigadegarin Figurel3the ihur t her
ne.sel oct ed or o Sarircii R E ARkREERE gﬂé* Cpeea R A B
apparently random se?qé](;ﬁégnstg'gtrc?F?%FQ?rliegaﬁw?né gﬁ]%ffﬂghgglﬂp one is to
conprise an error. TP¥ES pyERaiad Qiipadt LRMPLSAY tWelyg data BieSarty wil | have
great difficulties toO4ilpipur &C2némorcdrhectingdnités t2atliboagpindeedse As the error

pattern according tontdihdtibventeen 6-27afd B8dCH eridcesmbatiy al | bit errors

some non error sect Bl ol b 48 eIy LR BeRIR el FLd i
wi || most probably eSgig¥enti3legar thepeatiog/HGEWOrds 6632 &Yifsareas to minic
the error pattern. Tire ercorasmrestad bylthedd1 anit@2pTherCpuogrean may be

whi & Soms essent al s o S Ll anad HeleEt o Ty e o mat on.
The conputer progr aﬁ‘vﬁﬂg%/g't%r@ﬁ%%{#g% ?tdggqcﬁ'ffd %ﬁleaeé%&g%rfg startup program
takes the place of t¥He 'BiudirihmG@hynt sstecss snurecHee@ble egotfe main program

The access control i wilbiagal egtasay BeunfeliabeXxInplutp@ dlaset Ny key, a
serial nunber or accefgisasgyed by&%oﬂ%q{l%ﬁﬂﬁéé,d@é&inf%{(@e program code
1-

(a subroutine, objec r ul i e a, the program
can only function \Nefjlb?'i,?-ﬂﬁgﬂw %ggﬁﬁgoggxgt E%%?Tﬁgbi § con trot
i nformati on are avai FighiT&e OFHBu%?faV‘PLﬁ?CEP

PCOF Wil 3P Soastikies s control
informati on from a hadeeanglesos waids Whichdg errdr caredted byshelCas the |icence

go?e ;_nfl udeghi n -]gPanﬁyﬁi@m@mﬁmsaawa@ee&hgpnez%}roag,culﬁhéwL ther agcezs
ata 111 es. erea I; [ r e verirtied as
| gEPrbSPIC ARG, Bl i€ e GT U AbdiE)

descri bed above. Figy I 0 protecting a
record carrier. In tAeEciSd eERISW NG OfipU ng?eég Witde ‘{%Erap"HVenti on is

appl i ed under control of a licensor. In the first step 61 the publisher
creates a new software title 71. The publisher does not need to make any
changes to the software in order to use the invention. The systemcan first
be fully devel oped and tested. 1 7 OCT 2002 -15




In a second step 62 the publisher encrypts the main executable file (e ]g
for a DOS or Wndows systen) for creating an encrypted file set 721 7LE[: ndlza
utility provided by the licensor the:publisher encrypts it using a |licence
nunber as the encryption key. Uniqug |icence nunbers are provided by the

l i censor for every product produced” As an exanple, if the software title

to be protected has a programcalled foo exe the encryption process i
encrypts it) renameted by desdra@blednips. THEdeDA fidMopE@IEam provi ded by

the licensor whi Ch”i‘éc‘s'%ﬁf‘%}ﬁgn Cﬁé@i{“%ﬁ?@ﬁghstﬁ%gﬂﬁm“ st hen responsi bl e

for carrying out ttTne ec rcehce nunber and
| aunchi ng the encr yPIE@"3PsHIAwRI-Kaewndepm theCR sysiera as 63 the publisher
creates an inage fiSFE0@Rn datdil imsdecurh&® DB6Actordieg tof thenmNche encrypt ed

file set 72. Usi ngvandh Addieal ditbrRastRgsmidiCePiialdcifgtinésreat es an i mage

file 73 of his co spf r itle ontp a hard, di.sk.drjive. In a fourth
step 64 the inagen?%}(ﬁé&??ﬁ]e &Pr%%PhFérar? 'E'Uéﬂ?e%'?'@s?ﬂgﬂftﬁél cdcgntents 74 of the
copy protected recH2esapeswpUlatingitacgataersly? dut nraferalYd@Oribed with
Figure 2. A secondnmareléngrspnaniedetorowotdseoh itbemgmutnddthei@$ the i mage file
73 by adding a licegpge I | I L yigler to the system
area 22. The irrageQﬁ&I é%?i%dé?ﬁrbfﬁgﬂre@%'gB %}{galggg@romgg gae size of the

i mge to include tipeeqfﬁﬁarﬂ E,agllegg_o%geqqﬁ ‘Frr?re‘ﬁ%rt 1 eﬂ'? Terably nore than
74 ninutes (333, 000 eEdnat. Fone ermorein@nesseqpnd areonwerddhis ref erence to
the start and end geqtiogs adfleadiel Daddsacutivecarror-flagped madigitng area, sectors

et er i ned by o pa L e e om the 11 cence
nunber. In a fifth's ergg "ﬁﬂg‘qﬁﬁfg’biﬂﬁ?’@ﬁeg‘aﬁ%&%'é%fg?’?@ Create a master

- disc 75, e.g. by aQuadtame Ayilieeaimulairalthgirputiof e2mith &rednt to t he
Mastering House on imagtee? incirarape amd otrbey indayité dbih éramexll 6. Fdssi ng Laser Beam
Recorder software rmdifdescne rﬁwgg%é@nropgmtggegg &?ﬁ?d@&%ter disc 75 is

Gl Tucture 1o dot or HTleSH ERSSEror TN ED RIS hubeipl Mol® 0P VG o bei ng

bad and whi ch ones Rirrgjgdan theabhexe HinimumpPke 86 HoldCQEct ors may be
fixed, e.g. approxiseattve frabiss Shimldbecappli@de Asfjuptheeerror to 0 CT 2002 - 16

according to the ergglingdRybesneh dstcbtReCDRRON fo drforidodieice 4. I n a sixth
step 66 copy prot eqﬁg{i@ﬁg{sgg %ﬁwbﬂ@né?:t sér‘ﬁ%gfaggap&rm:%’ are produced

by duplicating the . roré), rEelzl_transferredto each
disc in this step. GWESEPIALYHBEAPVRETHRHIGAIRITHESHdEF®xpl ai ned by an
enbodi nent usi ng t HereGDaR W rasnizeratingical aviongshowldOeR@lededr correcting
rules, it will be dreambolfhestdiievieg arshfe aidrghi FithoBRomEK ofc or opti cal

tape, etc can be emphoygy s Lhoi BYERA Idide ArbatiiserrG@OncICar Tl o7 s
conprise informatio r %cte b r?de I e grro%oteétlng rul es. For
exanpl e, the high ngqﬁﬁf W?ﬂ@ﬁ‘%"?{%u ¥eWMUFPRIEAI%Ct i ng process.
Whi | st the inventi darmalioreyasdesiskemers wWillispread duede the segref erred

enbod: ment sht her eofond dielay uhit over tpeet sta@ofdartneatandmadditioralnot h| im tﬁti Yed
exanpl es. Thus, varg geglidd i 0 those skille
ffagHé pBR&lidd Qﬁhé ‘ﬂFtﬁ RE %gﬁtr%gﬂ?dfﬁ&oﬁ
e

in the art, wthout _departing fromthe s e 1I"gyentj.on, as defined
by the clains. For S«?)?Hﬁ’b? ér,a %%Wﬁ&"@ﬁ'ﬁpﬁfag ns*i 4 ‘?gr protected data
transmtted via a AEaMSYIASEERMESCOHPEFAT R4 MRIPTHAHOR ¥lesdBiSss contr ol
accordi ng to the i rafiests 7®* Fuytbe = 1 T8 byt@se whichis|welbwithineach and every

novel feature or cojfyuatdrfied COERDM RSmat(Sdsy bRdspsteoficrEnt s of the

i nvention can be s riz t.ol i tes to a nethod
for copy protecti naﬂg%lr@(gg&ﬁﬁ%aﬁ% E&Yﬁa(}%& '1@%8@&??03{‘???& ed thereon
accordi ng to predetSectArsOmATiser @B rages f® AmaXximibn ABEONEECT ul es,

conpri sing the stepgivefframeatdanghave ienmge WitHout adfeetingingighrai n i nf or mat i on,
generating access G@jifihglsetftfre! R folik Ad¥edC it apblyingefrBl RCcess to the

mai n i nformation, pr"org)ﬁ Lng tﬁ r}aster CRI & H] ggggrch%% Clﬁ on the imge
file and the acces@'cHErdl ﬁffﬁmﬁ’i‘g V\WPE. B , g gnprises t he
steps of creating avhnle aseaokiheddisk waplsl 9e provided WhRIFATS g and error
correcting rul es tq.byephyskaty tdaheagmgltie aresl, & notg solatibn forsequence into a
physi cal pattern of ?ﬁ%ql I ¢, i i rrier using the
master carrier, chacrrg%gﬂéf?o e g?gg%'d$%%w?Emﬁﬁ‘rﬁege%%ﬂe?% that in the
producing step bits in the bit sequence are changed according to the access
control information to constitute |ogical errors which cannot be corrected
by said error correcting rules and which constitute an error pattern. 17
OCT 2002 -17 - Preferably, at least part of the main information is
encrypted in dependence on the access control information. Advantageously,
at | east sonme of the access control information is included in the inmage

4 a o o o,



The invention further relates to a copy protected record carrier haV| n

bit sequence stored thereon representing information according to [(]JCT 2001

" predetermned formatting and error correcting rules, the infornation
conprising main informtion and acceés control information for controlling

the access to the main information haracteri zed according to the
invention in that the bit sequence conprises bit errors constituting

| ogical er- rors which cannot be corrected by said error correcting rules

and whi ch constit ut eover 28 * 4+ patti&mamepy @xewithrmgmiiimueast{part of the

access control inf orwg&gtlvggﬁomﬁﬁ&e&véﬁgo@g&ﬁggaggé)Hnggrthat the error

I nc

pattern can be easil tected, while error uded in
i nformation stored o Qﬁ‘é%&beﬁrfedt'ﬁe 3$0e034d= 3352 B'C\'?l'ﬁf%r@f)é‘?'ldard recor di ng

device, because suchthRacHedsefiotievi ces have built in error correcting
rul es, which cannot be maniWwheakedrs Er@da@awmhmhgrégﬁwﬂe&arrl er is a CD,

the error word correglbhng iyl é‘lbﬁh tdr% lﬁﬁt ltﬁ%(ec;ytesa‘cWﬁ‘ usI y, the bit

errors are |located sq as to erleavln
de-interleaving is p%} PHE‘%QQ%FE@% ?H’é L RIFRISHN dp %'@Whg rules. Also
advant ageousl y) the tmtsreeuttmsblaﬁerorsntoeprepagateaie the catmumfitret € i n at | east

one second error worgy, M&Peé‘tﬁgmﬁ. Oih ERk St Gt dWe dlichAGRNAree ! T O VoY d
correcting rule. Also%ad nt ageo

us arrier .ls a CD the error
word correcting rul el h?h r?fz"‘?'ﬁ Fo Wﬁ%ﬁéq@g&%gee‘f'? F wor d
correcting rule bei n%;}Thﬁ@U@lUtl Eléfef@'fe inrreprefeaed @miastimest they rul es. The
invention further rebibersrd areapresenbah ther infeeationrgtsaand ast tont r ol
information on such ReGORY JYrRIBRGest €cord carrier, characterized in that

t he nethod conprises the st f n t rror |ocation,
but not all error |ocati onﬁ&%ﬁ’g Fisoﬂ g%&ﬁ g@@’ﬁlgc@g% s%g'glag tnge a | ogi cal
error according to t¥eriiereavingia agieiningaesiers W Iqli‘gaf?ﬁ@r‘imé@ence of an
error by readi ng theerselfesd. ddheeefiooe il @pafeved €@mbodiemnt the@af 2002 - 18

Preferably, the nethgdhsMNddiRhca cHrRRpBhdINGt i fH-BFoPtedtBRSt SOMe access

control information mai n

i nformati on before s%cpg@hé]%ﬁﬁ? sceﬁégﬁé)%dk&?é%tﬁéé%@igﬂwgfe the record
carrier is subdivide@§ rMECHER FABE RILTEVSBRY Do ¢RIT or absence of
an error at a | ocatiadjoining/sedtbisca Higherdsk fog unberreetmpbeceiros sect or and

eadi ng (he Sector. e B B B U he r ocor 0
carri erg conpr i ses SO@#%?@%@ %e@ﬁjﬁi% CQEE% @%igyg;ggﬁtppwfayl nf or mati on

det ecti on method on Re Bisglvictassyipsh %”‘r@”ﬁﬁ@"lsﬁ%ﬁtl on further relates to a
retrieval arrangenent for rAdthoughithg bihboonatremctuowlatedhn @ copy protected

record carrier, the fapstERBE R e UHRES éh@&éréﬁﬁéﬂ&‘e cftgh readi ng the
r_ecord carrier, the Ig@@?hggcw% aﬁ8ﬁ?ré fﬂrgg n%nﬁbee? fléph% _extracting a
or

bit sequence stored car erro acting unit for
processing the bit s%ﬁ%)ﬁ’&'g becf%&&?étbé’r the & ll”Ht ?%H’ﬂreﬂ'ﬁ@'ea(ﬂféﬁberrent
conpri ses access coraltsymbalaimsali Git wards havingi&prrheresaroerdytds). t he

lnfornatlo?) }Nhl cp GTDP@SQeff:mfthWMEﬁﬁ’ﬂéaWumté@Q?ﬁUﬁﬂnéR)é’@te&@ dtet ect L hte
access contro I NT Or C I ocatl on, u
%ﬁ}b@%gg SHdrg %FLQ\ %{ndrg R'in ﬁl’&g e§ 1L8Fr8

not all error |ocati a | ogi caI error

according to the errdf R5aseMy Eunéﬁﬂc‘H?Ul@HPFN 'qaﬁ%”}ﬁ@ér@ e of an error
by readi ng the sel ecafeatrensrand possibiyoindicate widch epmiboly mesthto This is

?dvant ageﬁ;s in thﬂbé%bﬁ@bterw Rorf tHe @bFrattib® Givierd) Sadpreatids ava' | abl e
arger nunber resu nmeans.

Readi ng a sector havrlﬁn rBeausfe [jeeﬁfé?'??ﬁokﬁﬁb Eég%gi%ﬁ%grg a standard
readi ng device, suclf Pp\/%fcotﬁi?é‘ ing 24QASHERrSY¥MPeIS i es. Al so

sel ecting different thedlatgsémntrm peevitls:Cd et roaybeasisedde sidin i ncr eases t he
difficulties for a redtéeciifgs syaiddl tb teBladeClcongctibe b@cggggré;ontrol process

Preferably, while thges a@qhgé@aamuh&@ggwmqggf .?dggeg essabl e

sectors, the readi ng% gﬁ‘ olllng t he
readi ng of a sector afd! §ERET-AEHG Oé%meer REJe REILLhHR aRUlincorrect abl e
error is detected. unchanged, yrmbotd will not be noticed or classmed as

errors by the C2 unit. Preferably for a sectored format



-19 The invention is al so based on the foll ow ng recognition. Physically
damagi ng sel ected parts of a record carrier |eads to corrupted physitalgCT 2002
mar ks. \When readi ng such damaged parts a read head may | ose the track, or
the translation fromthe read signal (}o a bit sequence may be dlsrupted or

| ose synchroni sation, which all rest% in an uncontroll abl e nunmber of
errors. Moreover, physical damage nay be easily detected from physi cal

araneters and na cal neans. .
A'so. physical |y da B84 GG 6t QimBoRTHoGIAE aBiich RYpe¥RtSH:

INCcreases [ on cost The
invention is based Wﬁﬂﬁ‘ E%lsééﬁﬂ%tqr@rns%?toér "F‘%r"gdpt\m BY8s not increase
production cost andcalisehby gireetcs enaynauss Uﬁcomrﬁ@ab&GEterﬁySerrors I n

addi tion the invent iy somBiatiBAdvith the mlquggedémhb@bysbpgldeerrors cannot be
used for generati ngt%qlreacgegg Bt‘lf?ﬁl éftgbtem:r@%ées‘g n%@?egr%tférjeﬁ}égd i nformation,

as they are simlar error spread w dely
due to de-interl eaviSi§agedpd2,dnA Weéﬁ‘dﬁﬁfa 'H‘%ﬂ%@sm& fience in an
error correcting antyeeC@Ohetiongnpodiogssrars are introdesedduting i nf or mat i on.

Therefore, an enbodefgddin fanbh@wéwermdtn:@gh@% b @I Cer 1S
characterized in thgh%o(xt‘mb sﬁ%ﬁ r}qeer?!et d& agﬁgqlﬁamréﬁ&% étr{ ar mation bits

and error correctio or nat rise the bit errors

and/or in that the eé’PPSF@%QeéeFTG@a? B ngHagging S LISy ABe in an error
word uncorrectabl e bgcum Howevenatttie &2 decndimgstep), thegreorsrag@pr oduci ng. Thi s

i s advantageous in bb@ﬁarﬁ&@reﬁ!ﬁco@fmtﬂe%Eeﬁ@mﬁﬁ@é@ﬂlyldbrﬁr ror words
resul ti ng unanbi guogghé(d f{t@bla%fgﬁﬁlgr?é' tBr é@ﬂe m[%ﬂ?ejv{ﬁrfhgt s are spread
)

to other parts of t re i ment of the

copy protoected reco e'@t&reagmsqmua@wébeg“«%%qq gad BRIy i ded i nt o

addr essabl e sect or sthe G2 deaodingetep ¢iitarnativaly atdoenbipatiordofd@2r i er conpri ses

a paddi ng area, whi ghd ICdEiroes m@gq,ec@gg:ul ses error sectors and non-error

sectors, which error sect O 50 ﬁ%ﬂﬂbﬁ%ab*&%é ﬁ%teﬂ{s sa}ﬁﬁ constitute the
e error pattern

error pattern. Using, sectors as constl

has the advantage, PHEICHFRIFYTEENG ¥ Cge%SNENQ Aé’&éfeand process the
read i nformation sespandiby patternof b\mﬂr@l’ngtmtattaChggaheeiermr rressage i f

somewhere in a sectwrle@m beEfdumel AR th e MRS dcepted. 1 7 0 CT
2002 -20 A furt her % hﬂ:ﬁ{b{ %plfe ﬁoﬁggy"wrgt&g}hc?&lca?&orgncarr| er is

characterized in th COrres ding to
non-error sectors V\BEQ%’ éﬁ,%i%@ﬂ%ﬂogé‘a@mee@dﬁﬁﬁﬁ antially no bit
errors. In the casetiof otthmendorrcnoroectmgmmmb)sflts’rhmtefléa‘ongdiheect ors will

show random or smal fytput étth@rfrrgtrérroﬁéorsé&mgerfrb@é@, adinttRe kp-corrected in
t he presence of |nt (?cﬁérogr?cﬁ gb%ncﬂgr&rﬁﬂ Q%)' g" ﬁ..é’:lgnjo creased risk
c a8 anp r

that a non-error sector Wwou |GsENE ror sector. Having
substantially no i nEHestHIHIL a5 agadn r%?r%omgearmmaa reqiedhat there is a
| ow probability of imdhedirstqrrosess such aeeo@d\eungbtyrred:taﬁgsprfaced A further

enbodi nent of the C@Wrrﬁ@ﬂtfﬁﬁhérdcdrﬁé‘&re‘ﬂro@ﬁdpr@vehﬁs@&tﬁéﬁ% erized in that,
while the record c: Fda%hf c@rr@[:ﬁrqgﬂ?erlgg Héso r;%;,&m $HOT age capacity
r

of which the main ng ea substantially
covers the remaini n%‘ &WGBFY@HQ RORHES rl?'%?ré? z§g'§ 5@y, This has the
f ol | owi ng advant agethexl arelungocractabie or everyresrrartanriaciingiayar ror pattern can

only be detected by readi nEigatd 4 Showb@ Hpéidonsattsridor the GIR@ver age record
I I f
carrier a relative %ffbﬁé%@%&ﬁgqﬁ@s%ed%%'bgaV”'ﬁ‘ lgépféern es%ﬁrage capacity

may be unused, whic out the

production cost i ncPEAS 3§ dSRINEs o Segrmuta Qdf‘gbec h@EOF¥Rdd%g tinme for a
sect or havi ng err oras #eHasin thetG2 esor wordsi, inbathkesesters doO®. hours to read

the total padding argapgfiesh &@T%whm@smﬁ@&rwamwéﬁﬁaﬁbﬁy An
embodi ment of the ngﬂofﬂr 1%%%%'u‘t‘%h88&e&§ve‘i%ﬂl %ﬁol‘rﬂ%ﬁ&q&t' on is

characterized in t gm eps of selecting
at | east one non- er?ﬂ?slaé’éja’ﬂ‘i’ SHOT 5afreqHen $10R é@W@r EHE4% i ons, whi ch

non-error |ocation ing)ytehant thdicatetdyetha Iethgiscab.ed eowhereas ding to the
error pattern, and Uyﬁébthijttefﬂl%rﬁléfﬁ@%%?nﬁrkéﬂ B BAEc0 Iceadi ng the

copy having al so_ erTRIL VB haras A BeRN R BRI G0 ' 1%7 or

2002 -21 A further enbodi nent of the method for detecting access control
information is characterized in that at |east one non-error |ocation is
sel ected which adjoins an error location. This is advantageous in that an
illegal copy having physical or burst type errors spreading over nore

| ocations due to de-interleaving rules will be detected.



List of related docunents: (D1 ) EP-0545472 (PHN 13922) d osed informatiaon
systemw th physical copy protection (D2) GB 2076569 (PH4 80009) The 7 GCRAN!
error detection and correction. (D3) INO 95103655 CD PROM encryption
system 170CT2002 -22 Cla L‘rrr~s 1. Method for copy protecting a
record carrier having infomation stbred thereon according to predeterm ned
formatting and error correcting rules, conprising the steps of (a) creating
an image file conpriefrarg, Wei edd hylesriartiog, onestamemartigmndttieng access  +
control information dwh feanes sidppiy bheframedakertecémpen®ate fomf or mat i on,

(64) (c) producing &Rl alaia@htol ILERPRRIGEGSS il \eaddRpe fi1e and the

reating A bit SequéiRY BY" SR FEORHERFGHHAY A SEERdeRsT Bl cor r ot ng

rules to the i nage fadcgmulate in the C2 words, so 4 consecutive C2
frames will have 5 'e' errors, the next 4 C2 frames 5 'd'
errors, up to the last 4 C2 frames with 'a’ errors. No er-
rors will be compensated because in each C1 or C2 er-
ror word either 0 or 5 errors will accumulate. This error
scheme may easily be extended for more errors in more
consecutive error words as required or for other inter-
leaving rules. Also it may be applied a few times within
one sector, to prevent any subsequent burst error cor-
recting process to correct the logical errors. As men-
tioned above with Figure 3, the C1 corrector has a 100%
detection probability of 2 and 3 error words, while 4-32
errors might occasionally be falsely corrected. There-
fore a preferred embodiment using C1 errors only has
3 errors accumulating in the C1 words. An effective error
pattern having said 3 C1 errors may be derived from Fig-
ure 4 by only applying the a,b,c errors and omitting the
d and e errors. Alternatively instead of having 4 consec-
utive C1 frames with errors, only the first of each quad-
ruple may be provided with errors, resulting in one C2
frame error. The error pattern starting in byte 0 as indi-
cated in Figure 4 results in almost all C1 flagged, but
unchanged bytes to precede the error bytes, thefirstone
being byte 27 of frame 2 preceding the logical errors by
108 frames. Only a few flagged, but unchanged bytes
will follow after the logical errors, i.e. the last one being
byte 0 of frame 21 lagging 16 frames. Preferably by syn-
chronizing the affected frames with the sectors the
flagged, but unchanged bytes should be positioned
within the error sector, e.g. the error pattem of Figure 4
should be applied at the end of the error sector. Corre-
spondingly, when applying the errors to the highest
numbered bytes (e.g. 23-27), most flagged, but un-
changed bytes will lag behind the logical errors.

Figure 5 shows an arrangement for retrieving
information from a copy protected record carrier 1 and
processing the information. The arrangement compris-
es a reading unit for reading the bit sequence from the
record carrier 1. The read unit comprises a read head



changing bits in the bit sequence according to the access control

I nformation to constitute | ogical errors which cannot be corrected b1/7§§7&002
“error correcting rules and which constitute a predeterm ned error pattern
for controlling access to the infornﬁtion on the record carrier, the
predetermi ned error pattern being defined by error |ocations and non-error

| ocations; the predeterm ned error pattern representing at |east sone of
the access control information, and translating the bit sequence into a-
physi cal pattern of4inforissanqing tinel tragk andgengrating a exant sigoal ri er using the

Claimed 1 of &l m 10y pRTHeo e (RIS DRl R e o o
encrypted in depencf}e%{b%wg%?g@aé@%@t%{ rgpsf ﬂﬁ%ﬁﬁ%{ba“ﬁg 170CT 2002
-23 3. Method for dihynigrtbeddt $eHencee - @%EFM decaderdondered in claim 1,
in which at |east smdingin &IGD aystess Tonbit sequeriae isetoupted © i ncl uded in t he
on aaid i ﬁcfﬂﬁeé*‘zoﬂ?{e@@@"cﬁ[ﬁg gﬁ%ﬁ fiﬁéﬁ’egg ;hgggggﬁrggg“ cllai med i any
of claims 1 to 3 %%rlre P? I & &% rlu gt one part of
t he physical patteri %@Ws&gmﬁh%@cpaemlnmt@n is\geueleSel ect ed part
shoul d have a | ogi aalaceesstontrolandamg 47 dortduntiollindehemecessiteer ror pattern,
(1) reading the seliggtadrRafion: héQ@cé&yédrw infGYrmiatioh i8favERs ks on the
record carrier) anoabbi e<5rﬁ’? a’ﬁg’ﬁﬁ@g cg#tplgt @Prmenf? rnﬁtlonl on tge

n the selecte

record carrier in
part of the physi caqu|§actqrélth mamﬁﬁs%ﬁngwéaﬂ@@dha reagrhaad 5. Copy
protected record cattr isepjodlﬂot)e&awthg teadki by aespremamitsidookthe her eon

representing inf or P%C%rllg'tﬁ‘@réébrﬂrc‘épr?érf?é Faté‘@@ B(yoé RRtéd Ng and error

correcting rules,

mai n ormalon(23 24, 25)
and access control lf'Wf% ?dﬁag@E mﬁj‘for%r}%ﬁo'ﬁ 9%“50 G %&the access to
t he mai n i nformati otontudiler d6nwhich dointrodlegeenicds thempoios@sitddt errors

const | tUtl ng : 0gi Cafhe®drdd Sinft A4 AMH the SrPerrdoh AhitaS! AdRY S?It d error
correcting rules an co of, pattern
representing at Iea%tr%%]f%rf@%hﬁrﬁg e@dﬁé@ﬂﬁnﬁs e&f%%&b [Bn the record
carrier being char aW@P?é%WqEI‘PQQ%ilCOf‘H@"Eﬁéﬂ%ﬂéﬁrﬁmeéﬁlcéf‘ pattern is
defined by error | otaltrneass @ddnby bedmmementddioatiicaits buft in@ppy pr ot ect ed
record carrier as chabHBRhg Beditadl M58 coiptding @RETLbVRS FdaRfindg S subdi vi ded

(o addressabl ¢ S as: TGS e LG 08T abMelhmalRuif oS 2 padding

not be delivered on the output 48 if the respective ac-
cess controlinformation is notpresent on the record car-
rier. The access control means may alternatively be im-
plemented in a computer connected via an interface to
a standard reading device, such as a CD-ROM drive. |n
the computer the access control means may be builtinto
an interface board or may be effected by software run-
ning on a central processing unit. The software for ef-
fecting the access control can be delivered to a user on
the copy protected record carrier. This is advantageous,
in that no dedicated hardware is necessary and in that
the user has all means necessary for accessing the copy
protected information embodied on the record carrier.
The access control according to the invention
will be effected as follows. The access control means
will first acquire access control information indicative for
the error pattem. This access control information may
be a pattern stored on the record carrier, e.g. the licence
code described with Figure 2,.or an access code sup-
plied via a network, e.g. internet or on paper. In an em-



1 7 OCT 2002 -24 error-.sectors (11 ) and non-error sectors (12), which
error sectors conprise the logical errors and constitute the predet 4rinftiex(?
error pattern. 7. Copy protected record carrier as clainmed in claim®6,
wherein the part of the bit sequenc_elfprrespond ing to non-error sectors
whi ch adjoin error sectors, conprises substantially no bit errors. 8. Copy
protected record carrier as clainmed in claim®6, wherein, while the record
carrier has a predeterm ned information storage capacity of which the main
i nformation covers &gstment the epadpatigrameay batganenated Usingavers t he

r emai gi ng part of tr@aéﬁap@&hyqlpsémaq ORI, the SecfRBYIPT Ot ect ed
record carrier as claj | _sequence
conprises informti obralé'ﬁtﬁg?%ﬂ@"%?o%%@ﬁ&ﬁ%ﬁ%# ?aPﬁegfg’%f ormation bits
conprise the bit errdidly theoprasspge i degicalrrorsdovrst kenveriftad ¥ clai med in
claimb5, wherein theadsute thatdhe diseid ar arigihat, copy proteatedmiidat e i n at | east
one error word whi ClurtRAG0EN RRAEPEDEE I Bicddl &R MBI GArrecting rul e
during reproduction. 0 t Lecor rrier.as clainmed in claim
10, wherein the recosreiel%gsgioép%rgezp%ﬁcaglﬁﬁ?séppgﬁe{}&ﬁo(ﬁdSﬁmeécti ng rule

bei ng the C2 |ayer. ABIraGeFtgtotitihedecesteartecisfpmaatiedingdi med in claim
10, wherein the bit dressatieaeetdrecwhiegt ercordscativracshouid abeelsy

de-inter] eaving whiighiodPetrbf BELEAGD it BRGE plftelnqrirlyTd | ng and er rof

rr : . .

Wher ein The bit err VESENE PLAREEST i VERIEOL fATg MIRSTRERY | cast one

second error word W legatirn. A thereadingdayceaawiegeneraée sy wor d

correcting rule. lermor@bdssdyeon the interface in the event that a sector
to be read comprises uncorrectable errors, the presence
of the logical errors can be detected effectively. As a
copy will not comprise the logical errors, the copy will
be rejected and the access to the information will be
barred. Preferably a few error locations are selected at
random from a large number of error locations available
on the record carrier, e.g. in a padding area dedicated
to comprise the error pattern having error sectors and
non-error sectors. Alternatively the error sectors may be
intermixed with valid sectors comprising normal user in-
formation. For achieving a fast response for the access
control to take place, preferably only one error sector is
selected andread. In practice reading one sector having
uncorrectable errors might only cause a delay of a few
seconds, which delay is caused by the reading device
trying to read the sector a few times. Such retries are
standard practice to improve the chance for successful
recovery of information in the event of dirt or scratches.

The error pattern may further be verified by selecting at
least one non-error location, but not all non-error loca-
tions, which non-error locations should not have a logi-
cal error according to the error pattern, and verifying the
absence of an error by reading the selected non-error
location. As reading a non-error sector will be very fast,
e.g. 0.2 seconds, a larger number of non-error sectors,
e.g. 1010 40, is preferably selected and read. Said non-
error sectors are preferably selected via a random se-
lection process from all available non-error sectors. In



-25 14. Copy protec
wherein the record

"the C2 layer and th
of the CD error cor
I nformation on a co
of clains 5 to 14,

sel ecting at |east

whi ch error locatio
predet erm ned error
reading the selecte
| ocation (12), but

shoul d not have a |
pattern, and verif
non-error | ocation(

%}1{5‘
as clainmed in clai rﬁs sThighaes &hsa

ted record carrier as clained in claim12 and 13,

carrier is a CD, the error word correcting rule bdi0{d 2001
e second error word correcting rule being the Cl | ayer
recting rules. 15.. Method for detecting access control
py protected record carrier ( 1) according to any one
characterized in that the nethod conprises the steps of

gg;g@ﬁméﬁqaé im;\éﬁxi?% thbumomezrcézlsbc&:rrs g_r I otcat It ﬁns »
f %‘.’{f i ?Q:! ' ?EHBE’KV | iﬁ%ﬁ?ﬁ Ing to the
t : . b
a"sgppo%&&b@iﬁw?“ {rpr theoseaton RYMBET ABALRE one non- er 1 or
lieancel ¢odeoy arpredetassuined rocrywtios lalgarithey. r or | ocat i ons)
R4 athe g odimera ¢k étrdidsdctorishire Wefst éﬂ] m neld e{rgr
¥n e sel ecte
?L%@E%@gégﬁ 8(%%8?& e{érﬁ%ée@%&é{;{%ﬁ%@%ﬁ ol information
Yaftagetna a0 iohiod t BhPATBRHY i on (12) 1 s

sel ect ed whi ch adj otrargloamselectad seatats ane read, fromwhichanyodné or det ecti ng

access control
conprises a step of

informati on as cl ai

i nf ojsnBtdaPrip

i ndicative of the p?@ﬁé{og?ﬁéﬁﬁgprhg?@p
bef ore sel ecting | olbUg Vefificatiog prRgess, Mg

e &h @M@ AThig Kdsaih@ ddvantds, @hat 4 he net hod
e ‘H?iﬂc&iﬁ&?ﬁﬁn@%%iﬂhc! nfor mat i on
attern 1ro engﬁnlnformatlon

RIERTRAMSGIY BECLEURT cont r ol
teelthei inventiimis e sigirg o accunhilate alhbitesoss d carrier is

subdi vi ded into addinepeadt® sstdrerwithduteaffucengnee adjoinibgeseee of an error at

a location is ver
ing an error
t he sector

tor%,\,;ﬁ%?br%l F EHIE Mot BFof Eé&SFscéégB@i %[rBF and_generat -
message_whien an Bcorrerttg EiSror ] etiected during reading
sectors should be selected. This will most probably ex-

pose illegal copies damaged in certain areas to mimic
the error pattern. The access control for a computer pro-
gram may be effected as follows. The information carrier
contains the computer program, while some essential
data are included in the access control information. The
computer program may be encrypted itself, while a short
startup program takes the place of the program and con-
trols the access to the main program. The access control
information may be, for example, a decoding key, a se-
rial number or access code or, possibly, a small part of
the program code (a subroutine, object or module).
Needing these essential data, the program can only
function well if both the information and the access con-
trol information are available. The startup program may
read access control information from a hidden place on
the record carrier, such as the licence code included in

the system area 22 (see Figure 2) and/or further access

data files. Thereafter the presence of the error pattern
may be verified as described above.

Figure 6 shows a schematic diagram for copy
protecting a record carrier. In the text below it is as-
sumed, that the invention is applied under control of a
licensor. In the first step 61 the publisher creates a new
software title 71. The publisher does not need to make
any changes to the software in order to use the inven-
tion. The system can first be fully deveioped and tested.



Copy protected record carrier as clainmed 5, wherein the record carrier
conprises software for executing the method of any any one of clai 71067 2002
t0l8 on a conputer system Retrival arrangenent for retrieving information
froma copy protected carrier accordiing to any one of claim5 tol4 the
arragenment com prising reading neans for conprising a read units (41, 42)
for extracting a bit sequence stored on the record carrier and an error
correcting unit (43)for process- ing the bit sequence characterized in that

the ar- rangenment cqnprises access. control neans (47) for controlling the
access to the inforﬁﬁtaistﬁ?oﬁﬁis ééé%@%bm%Fm%M@ier'by sl ecting at

| east one error | ocadutalyie fije (eig. foreDC8 dr Windows sysiempforete-ch error
| ocati on(s) ating an encrypted file set 72. Using a utility provided by
the licensor the publisher encrypts it using a licence
number as the encryption key. Unique licence numbers
are provided by the licensor for every product produced.
As an example, if the software title to be protected has
a program called foo.exe the encryption process en-
crypts it, renames it to foo.icd and includes a new pro-
gram, provided by the licensor which is renamed to foo.
exe. This program is then responsible for carrying out
the security checks, verifying the licence number and
launching the encrypted program (foo.icd). In a third
step 63 the publisher creates an image file 73, such as
an ISO 9660 Image, fromthe encryptedfile set 72. Using
a CD Authoring package the publisher creates an image
file 73 of his complete software title onto a hard disk
drive. In a fourth step 64 the image file 73 is modified to
create the full contents 74 of the copy protected record
carrier, having a logical map as described with Figure 2.
A second utility provided by the licensor modifies the im-
age file 73 by adding a licence structure including the
licence number to the system area 22. The image file
73 is further be modified to pad the size of the image to
include the padding area. The total length is preferably
more than 74 minutes (333,000 sectors). The licence
structure holds a reference to the start and end sectors
of the padding area. In the padding area, sectors will
either be good or bad and the distribution of the sectors
will be determined by a pseudo-random process, which
may be seeded from the licence number. In a fifth step
65 the image file is processed to create a master disc
75, e.g. by a Mastering House. The image file 74 is sent
to the Mastering House on magnetic tape or other suit-
able media. Using Laser Beam Recorder software mod-
ified according to the invention a master disc 75 is pro-
duced. The Laser Beam Recorder software makes use
of the licence structure to determine which sectors in the
padded area are marked as being bad and which ones
are good. The ratio of marked to good sectors may be
fixed, e.g. approximately 50%. The errors are applied



shoul d have a logical error (2)according to the predeterm ned error
pattern and by verifying the presence of an error by reading the sqlegten)
error location via the reading neans and by selecting at | east one
non-error |ocation (12)but not all ngpn-error |ocations which non- error

| ocation(s) should not have a logical error (2)according to the
predeterm ned error pat- tern and by verifying the absence gf an error by

reading the sel ect edFG6HNE OIS BEAF iPGHES)S AessikahrbaYe WMlkment as .
clained in claim20 kiggredinehsixth step 8&copyprdectedrecardsadsti vded i nt o

addr essabl e sectors &lers] sach B OTRADMEOBRS pRRILBE Y diRlicatiig (46) for
controlling the readyng,0Le3 gisc 75. The error pattern is transferred to
each disc in this step.
[0021] Although the invention has been explained by
an embodiment using the CD-ROM as example having
the CIRC error correcting rules, it will be clear that other
record carriers, magnetic or optical tape, etc can be em-
ployed in the invention, if such record carriers comprise
information protected by predefined error protecting
rules. For example, the high density DVD disc also uses
an error correcting process. Whilst the invention has
been described with reference to preferred embodi-
ments thereof, it is to be understood that these are not
limitative examples. Thus, various modifications may
become apparent to those skilled in the art, without de-
parting from the scope of the invention, as defined by
the claims. For example, applying error patterns in etror
protected data transmitted via a network such as inter-
net may provide access control according to the inven-
tion. Further, the invention lies in each and every novel
feature or combination of features.
Preferred embodiments of the invention can be

summarized as follows.

The invention relates to a method for copy pro-
tecting a record carrier having information stored there-
on according to predetermined formatting and error cor-
recting rules, comprising the steps of creating an image
file comprising main information, generating access
control information for controlling the access to the main
information, producing a master carrier in dependence
on the image file and the access control information,
which producing comprises the steps of creating a bit
sequence by applying the formatting and error correct-
ing rules to the image file and translating the bit se-
quence into a physical pattern of marks, and multiplicat-
ing the record carrier using the master carrier, charac-
terized accordingto the invention in that in the producing
step bits in the bit sequence are changed according to
the access control information to constitute logical er-
rors which cannot be corrected by said error correcting
rules and which constitute an error pattern.



sector and generating an error mnmessage when an uncorrectable er

detected Y -9Z zooz no ~~ 1 7 OCT 2002 22. Conputer program17OET2W2
conprising software for perform ng the nmethod of any one of clainms 15 to 18
on a conputer system 23. Record caiﬁler subdi vi ded i nto addressabl e
sectors; and carrying a bit sequence’representing information according to
formatting and error correcting rules, the information conprising min

i nformati on and access con fhe access to-
the main information, and gfq%%igﬁagf@?Hﬁ%{’ﬂrhggﬁ%h'@khpaﬁﬁstruct|ons for
perforning the foll MWB 88 dependensanen Hie acqessoedtef Naquence
accordi ng to the acbBwioncdéuvaatageniushymat ||ensttamnme)|0:§tthelﬁcée$§g| cal errors
whi ch cannot be cor testr&dnfaymagbs |§frfc‘RIdé€Pihrtﬁ§t|ﬂn@§efleé aadane which

constitute a predet @Fr&?‘%ﬁi !%rlégéngrac{t%cgfnrheg%ndgﬂgéﬁﬂ icﬂﬂ Recess to the

i nformation on the r carr termne error pattern
representing .at |ef ta°§6ﬁ§°8'F'tr?|HBf°&E@é'§§ control information, and
transl ating the bit sequentke inventian fiimytweraalatesita @ copyprat@élks i ncl udi ng

error sectors and nedestdrd GffitPhavingRebieséQierrReétorsd thereanni ng the errors
and the non-error st mggémﬁwbﬂhaegg%&eraﬁg%t Bilugriined. 24 Record

carrier of cIa|m23 ermned erfor, att? I s defined by

error |ocations and/df %é’?g@r“ d) BLQt copecting rules, the info

comprising main information and access control infor-
mation for controlling the access to the main informa-
tion, characterized according to the invention in that the
bit sequence comprises bit errors constituting logical er-
rors which cannot be corrected by said error correcting
rules and which constitute an error pattern representing
at least part of the access control information. The
measures are advantageous in that the error patterncan
be easily detected, while errors cannot be included in
information stored on a copy of the record carrier via a
standard recording device, because such recording de-
vices have built in error correcting rules, which cannot
be manipulated.

Preferably, the record carrier is a CD, the error
word correcting rule being the C2 layer. Advantageous-
ly, the bit errors are located so as to accumulate by de-
interleaving, which de-interleaving is part of the format-
ting and error correcting rules. Also advantageously, the
bit errors are located so as to accumulate in at least one
second error word which cannot be corrected by a sec-
ond error word correcting rule. Also advantageously, the
record carrier is a CD, the error word correcting rule be-
ing the C2 layer and the second error word correcting
rule being the C1 layer of the CD error correcting rules.

The invention further relates to a method for
detecting access control information on such a copy pro-
tected record carrier, characterized in that the method
comprises the steps of selecting at least one error loca-
tion, but not all error locations, which error location(s)

should have a logical error according to the error pat-
tern, and verifying the presence of an error by reading
the selected error location(s).
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reading means for reading the record carrier, the read-

ing means comprising a read unit for extracting a bit se-

quence stored on the record carrier and an error cor-

recting unit for processing the bit sequence, character-

ized in that the arrangement comprises access control

means for controlling the access to the information,

which access control means are embodied so as to de-

tect the access control information by selecting at least

one error location, but not all error locations, which error

location(s) should have a logical error according to the

error pattern, and by verifying the presence of an error

by reading the selected error location via the reading

means. This is advantageous in that selecting a few er-

ror locations from an available larger number results in

a fast response for the access control means. Reading

a sector having errors might take up to 30 seconds on

a standard reading device, such as a CD-ROM drive,

due to automatic retries. Also selecting different loca-

tions for each access control session increases the dif-

ficulties for a malicious party in mimicking the access

control process

Preferably, while the record carrier is subdivid-
ed into addressable sectors, the reading means com-
prise a control unit for controlling the reading of a sector

and generating an error message when an uncorrecta-
ble error is detected.
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The invention is also based on the following
recognition. Physically damaging selected parts of a
record carrier leads to corrupted physical marks. When
reading such damaged parts a read head may lose the
track, or the translation from the read signal to a bit se-
quence may be disrupted or lose synchronisation, which
all result in an uncontrollable number of errors. Moreo-
ver, physical damage may be easily detected from phys-
ical parameters and may be mimicked by a malicious
party by physical means. Also, physically damaging
sectors increases the production cost. The invention is
based on a logical pattern of errors, which does not in-
crease production cost and allows precise control of the
resulting errors. In addition the inventors have had the
insight, that physical errors cannot be used for generat-
ing errors in a limited part of the retrieved information,
as they are similar to burst errors, which type of error is
spread widely due to de-interieaving steps usually ap-
plied to the bit sequence in an error correcting and de-
formatting process for retrieving the information. There-
fore, an embodiment of the copy protected record carrier
is characterized in that, while the bit sequence compris-
es information bits and error correction bits, the infor-
mation bits comprise the bit errors and/or in that the bit
errors are located so as to accumulate in an error word
uncorrectable by an error word correcting rule when re-
producing. This is advantageous in that the bit errors
are concentrated in error words resulting unambiguous-
ly in logical errors, while no error bits are spread to other
parts of the retrieved information.

A further embodiment of the copy protected
record carrier, which record carrier is subdivided into ad-
dressable sectors, is characterized in that the record
carrier comprises a padding area, which padding area
comprises error sectors and non-error sectors, which er-
ror sectors comprise the logical errors and constitute the
error pattern. Using sectors as constituting elements for
the error pattern has the advantage, that standard read-
ing devices will read and process the read information
sector by sector, while generating an error message if
somewhere in a sector an uncorrectable error has been
detected.
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A further embodiment of the copy protected
record carrier is characterized in that the part of the bit
sequence corresponding to non-error sectors which ad-
join error sectors comprises substantially no bit errors.
Inthe case of some dirt or scratches the affected sectors
will show random or small burst errors. If such errors
had to be corrected in the presence of intentional bit er-
rors, there would be an increased risk that a non-etror
sector would be classified as an error sector. Having
substantially no intentional bit errors is advantageous in
that there is a low probability of non-error sectors being
wrongly classified.

A further embodiment of the copy protected
record.carrier is characterized in that, while the record
carrier has a predetermined information storage capac-
ity of which the main information covers a part, the pad-
ding area substantially covers the remaining patrt of the
information storage capacity. This has the following ad-
vantage. All logical errors constituting the error pattern
can only be detected by reading all of the padding area.
On an average record carrier a relatively large percent-
age of the information storage capacity may be unused,
which is available for the error pattern without the pro-
duction cost increasing. At for example 20 seconds
reading time for a sector having errors due to retries, it
will take over 1000 hours to read the total padding area
on a CD-ROM having 60% unused capacity.

An embodiment of the method for detecting ac-
cess control information is characterized in that the
method further comprises the steps of selecting at least
-one non-error |location, but not all non-error locations,
which non-error location(s) should not have a logical er-
ror according to the error pattern, and verifying the ab-
sence of an error by reading the selected non-error lo-
cation(s). This is advantageous in that an illegal copy
having also errors on non-error locations will be detect-
ed.
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A further embodiment of the method for detect-
ing access control information is characterized in that at
least one non-error location is selected which adjoins
an error location. This is advantageous in that an illegal
copy having physical or burst type errors spreading over
more locations due to de-interleaving rules will be de-
tected.

List of related documents:

(D1)  EP-0545472 (PHN 13922) Closed information
system with physical copy protection

(D2) GB 2076569 (PHQ 80009) The CIRC error de-
tection and correction.

(D3) WO 95/03655 CD PROM encryption system.
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Claims

1. Method for copy protecting a record carrier having
information stored thereon according to predeter-
mined formatting and error correcting rules, com-
prising the steps of

(a) creating an image file comprising main in-
formation, (63)

(b) generating access control information for
controlling the access to the main information,
(64)

(c) producing a master carrier in dependence
on the image file and the access control infor-
mation (65), which producing comprises the
steps of

* creating a bit sequence by applying the for-
matting and error correcting rulesto the im-
age file,

* changingbits in the bit sequence according
to the access control information to consti-
tute logical errors which cannot be correct-
ed by said error correcting rules and which
constitute a predetermined error pattern for
controlling access to the information on the
record carrier, the predetermined error pat-
tern being defined by error locations and
non-error locations, the predetermined er-
ror pattern representing at least some of

the access control information, and
* translating the bit sequence into a physical
pattern of marks,

(d) multiplicating the record carrier using the
master carrier, (66)

2. Method for copy protecting a record carrier as
claimed in claim 1, in which at least part of the main
information is encrypted in dependence on the ac-
cess control information.
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3.

Method for copy protecting a record carrier as
claimed in claim 1, in which at least some of the ac-
cess control information is included in the image file
and the predetermined error pattern is generated in
dependence on said included access control infor-
mation.

A method as claimed in any of claims 1 to 3, further
comprising:

(e) selecting at least one part of the physical
pattern of marks on the record carrier, which se-
lected part should have a logical error accord-
ing to the predetermined error pattern,

(f) reading the selected part of the physical pat-
tern of marks on the record carrier, and

(9) controlling access to the main information
on the record carrier in dependence on the
presence of an error in the selected part of the
physical pattern of marks on the record carrier.

Copy protected record carrier (1) having a bit se-
quence stored thereon representing information ac-
cording to predetermined formatting and error cor-
recting rules, the information comprising main infor-
mation (23, 24, 25) and access control information
(21, 22, 26) for controlling the access to the main
information, wherein the bit sequence comprises bit
errors constituting logical errors (2) which cannotbe
corrected by said error correcting rules and which
constitute a predetermined error pattern represent-
ing at least part of the access control information,
the record carrier being characterised in that the
predetermined error pattern is defined by error lo-
cations and by non-error locations.

Copy protected record carrier as claimed in claim
5, which record carrier is subdivided into address-
able sectors, wherein the record carrier comprises
apadding area (26), which padding area comprises
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10.

11.

12.

13.

error-sectors (11) and non-error sectors (12), which
error sectors comprise the logical errors and con-
stitute the predetermined error pattern.

Copy protected record carrier as claimed in claim
6, wherein the part of the bit sequence correspond-

ing to non-error sectors which adjoin error sectors,
comprises substantially no bit errors.

Copy protected record carrier as claimed in claim
8, wherein, while the record carrier has a predeter-
mined information storage capacity of which the
main information covers a part, the padding area
substantially covers the remaining part of the infor-
mation storage capacity.

Copy protected record carrier as claimed in claim
5, wherein, while the bit sequence comprises infor-
mation bits and error correction bits, the information
bits comprise the bit errors.

Copy protected record carrier as claimed in claim
5, wherein the bit errors are located so as 10 accu-
mulate in at least one error word which cannot be
corrected by an error word correcting rule during re-
production.

Copy protected record carrier as claimed in claim
10, wherein the record carrier is a CD, the error
word correcting rule being the C2 layer.

Copy protected record carrier as claimed in claim
10, wherein the bit errors are located so as to accu-
mulate by de-interleaving, which de-interleaving is
part of the formatting and error correcting rules.

Copy protected record carrier as claimed in claim
10, wherein the bit errors are located so as to accu-
mulate in at least one second error word which can-
not be corrected by a second error word correcting
rule.
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the second error word correcting rule being the C1
layer of the CD error correcting rules.

15. Method for detecting access control information on
a copy protected record carrier (1) according to any
one of claims 5 to 14, characterized in that the
method comprises the steps of

e selecting at least one error location (11), but not
all error locations, which error location(s)
should have a logical error (2) according to the

. predetermined error pattern, and

» verifying the presence of an error by reading
the selected error location(s).

* selecting at least one non-error location (12),
but not all non-error locations, which non-error
location(s) should not have a logical error (2)
according to the predetermined error pattern,
and

* verifying the absence of an error by reading the
selected non-error location(s).

16. Method for detecting access control information as
claimed in claim 15, wherein at least one non-error
location (12) is selected which adjoins an error lo-
cation (11).

17. Method for detecting access control information as
claimed in claim 15, wherein the method comprises
a step of
retrieving at least some access control infor-
mation indicative of the predetermined error pattern
from the main information before selecting loca-
tions.

18. Method for detecting access control information as
claimed in claim 15, wherein, while the record car-
rier is subdivided into addressable sectors, the
presence or absence of an error at a location is ver-
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is detected during reading the sector.

19. Copy protected record carrier as claimed in claim 5,
wherein the record carrier comprises software for
executing the method of any one of claims 15to 18
on a computer system.

20. Retrieval arrangement for retrieving information
from a copy protected record carrier according to
any one of claims 5 to 14, the arrangement com-
prising reading means for reading the record carrier,
the reading means comprising a read unit (41,42)
for extracting a bit sequence stored on the record
carrier and an error correcting unit (43) for process-
ing the bit sequence, characterized in that the ar-
rangement comprises access control means (47)
for controlling the access to the information, which
access control means are embodied so as to detect
the access control information

* by selecting at least one error location (11), but
not all error locations, which error location(s)
should have a logical error (2) according to the
predetermined error pattern, and

* byverifying the presence of an error by reading
the selected error location via the reading
means, and

* by selecting at least one non-error location
(12), but not all non-error locations, which non-
error location(s) should not have a logical error
(2) according to the predetermined error pat-
tern, and

* by verifying the absence of an error by reading
the selected non-error location(s).

21. Retrieval arrangement as claimed in claim 20,
wherein, while the record carrier is subdivided into
addressable sectors, the reading means comprise
a control unit (46) for controlling the reading of a
sector and generating an error message when an
uncorrectable error is detected.
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the access to the main information, and a licence

structure comprising instructions for performing the

following steps:

* changing bits in the bit sequence according to
the access control information to constitute log-
ical errors which cannot be corrected by said
error correcting rules and which constitute a
predetermined error pattern for controlling ac-
cess to the information on the record carrier, the
predetermined etror pattern representing -at
least some of the access control information,
and

e translating the bit sequence into a physical pat-
tern of marks including error sectors and non-
error sectors, the error sectors containing the
errors and the non-error sectors containing no
uncorrectable errors.

24. Record carrier of claim 23, wherein the predeter-
mined error pattern is defined by error locations and
non-error locations.

25. Record carrier of claim 23 or 24, wherein the licence
structure further comprises a reference to the start
and end sectors of a padding area (26) carried on
the reord carrier, the logical errors being stored in
the padding area..

26. Record carrier of claim 23, 24, 25, wherein the li-
cence structure further comprises the licence
number.
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27. Record carrier of claim 26, wherein the predefined
correction error pattern is seeded from the licence
numbetr.



