Met hod for controlling a |lock |ocking state and a | ock
Technical field The present invention relates to a

nmet hod for controlling the | ocking of an electronic

| ock. The present invention also relates to an
electronic lock suitable for inplementing this
process. The present invention relates in particular
to a lock offering the |level of security required for
noney distributors (ATM Automatic Teller Machines)
or safes. Related art Conventional |ocks are |ocked or
unl cékdadfer aerlireldingrecheek darkg stadet ppdix 1REy s,
The distribution of the keys is restricted to users
aut horized to access the contents protected by the

| odlechrheal &ieldof protecti on depends on the ease with
whi ch the keys can be falsified and on the trust put
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Iost or stolen and to fall in the wong hands.
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means of mechanical or electronic keys. The distribution

of the keys is restricted to users authorized to access
the contents protected by the lock. The level of
protection depends on the ease with which the keys can
be falsified and on the trust put in the bearers of the
key.

In the case of automatic teller machines, access
by the front side is secured by means of a card reader
.and of a keypad allowing different users to identify
themselves before getting a limited number of bank
notes. Access to the distributor’s rear side is however
generally closed by means of a conventional key lock.
Bank employees, cash replenishers, technical service
reps and repair personnel all share copies of the same
key that allow access to the safes frequently holding
tens of thousands of Euros in cash or in a container.
There is a considerable risk for one of these keys to
get lost or stolen and to fall in the wrong hands.

¢« Furthermore, it is extremely difficult to find the
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culprit in the case of theft by an unscrupul ous

enpl oyee when a key is distributed to many users. In
order to renedy these problens, the conpany Kaba Mas
" (registered trademark) has offered for several years
a lock sold under the name Cencon System 2000
(registered trademark). This | ock can be opened by
nmeans of a conventional electronic key allowing its

bearer, to identif of a one-way. secr et code
St LoriRe Somb thshert eorE: U B R YR
Oierc adeédys iscdimuniloatet to ey usersfrom a centr al

station, for exanple through a phone call. Only a
user capable of at the sanme ti
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AdmeniCoreiragiahd Y FEHRFh G reHeMREYS- tThePTC code is
dickintuinkictedd t@ tH&e ubdf dirent ausensrad stdteiadgcierf rom
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%‘ﬂ%hg I‘Féggtggagee‘{lé n org’%r to obtain a valid OTC

€ Securi is thus insufficient.
Furt hernore, the reader of the electronic key
conpri seshfd esdlnitionehewbreni RagnthOrdigleraheagechani c

%lways requiring physical keys associated with each
teller machine. A route personnel requires as many keys
as teller machines that are to be supplied during his
round, or else a key programmed to open several teller
machines in combination with different OTC codes.
Administering and programming the keys to be distributed
to the different users is a headache from an
administrative point of view, especially when a key is
lost.

Furthermore, a user having fraudulently acquired
a key could be tempted to call the central station by
usurping the identity of the key’s authorized bearer in
order to obtain a valid OTC code. The security afforded

is thus insufficient.

Furthermore, the reader of the electronic key

comprises electric, electronic and/or electro-mechanic
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el ements that give additional possibilities for
mani pul ati on and fraud. Patent application EP0546701
describes a nethod for controlling the | ocking of
strongboxes wherein the security is ensured by neans
of different PIN codes and encoded nessages that the
user nust enter in a termnal belonging to him This
termnal is then connected with the protected
tronghox in order to . cause it to hi s

TR hechite AR S RS LRANGE 3T e user,
cmnshhﬂatesnaanargeaudor hackers tenpted to analyze
it or to nake a conpatible terminal in order to

access ngn-authorized stron xes,_ EP0935041 descri bes
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user . The utlon of - stc evices to the users
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CRSNICORT T RIS MO LEREELDCL 0 AR ) 186,961 ¥0aFing a
question computed in cooperation by the lock and by the
case. This question is transmitted to the operator by
telephone to a central station that computes the
response entered manually into the case. The lock is
opened in case of a correct answer. A receipt is
displayed, which is transmitted to the central station

according to the same mode.

In this solution, the computing of the question,
its display, the entering of the answer and its
verification are always performed at least partly by a
device belonging to the user, which could be manipulated
by a malicious user. The distribution of such devices to
the users is complicated from an administrative point of
view; it 1s necessary to ensure that the users, for

example cash couriers, who cease their activity or who



are responsible of a different stock of |ocks, replace
their device. Furthernore, no verification is nmade as
to the plausibility of the question. WO01/ 59725
describes a nethod for identifying a user by means of:
a portable tel ephone, for exanple for settling
transactions as the point of sale. The nethod uses a
code conputed in the user's portable tel ephone and a
simlar code conputed fromthe sane paraneters. _This
RIFETPCa8a8 1 ot f b riBdimTsgtt RECGKI &g kg Sof TEPLRGEK.
Theiseceriity. of the nmethod rests again partly on a
code conputed in a device, here a tel ephone, held by
the wuser and that can thus be mani pul ated. US5259029
descri beSUALRYEIY hg@caNGrLéspRhte” Todlfsls & for the
pltheyibiicat iy ngr tttee uperstdfona conputer program The
chal I enge i s displayed on the conputer, the user
enters it in a_FersonaI appar at us whi ch supplies the

r esponsePhl 15645 descréhesr 2 ohe s Kb daeatifiiag a
deeuTert nders &ota penttaiblet ecl epkon®f Saf esampdeddes
not, . -r.ely entral_stati E.§ Q%g% & method
jﬁt§&%ﬁﬁgtg$“§%é§£§%§_ so%és.g ,€O§$2 103 'destri Bes a
MSteifod Fofe| gamuted dg thel BerRr U popirieatelepPhanehi p
Gl a Fh|i UsercdiustcdrpRit eds EpphYtide ot \Wirehehersan
szllr:i.se gg&lng 1'9 bcsoaelsn fortorgo%ce%ﬁﬂtlé aﬁlhéc’ q,{nvl%rcﬂ%g 8f a
t epnhone. gal n, the security relies on an-o ect
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or__contr i ng .t unl ockin q% a 4 |ock, erein
$EEGr PR %%o%rbg%élgrr%reo%arslg%u {*%ani pul at i ng
devi ces or keys distributed to the users.

US5259029 describes a challenge and response
mechanism for authenticating the user of a computer
program. The challenge is displayed on the computer, the
user enters it in a personal apparatus which supplies
the response the user must enter on the keyboard. This
document does not pertain to locks of safes and does not
rely on a central station to control the unlocking of

several locks.

US2003/231103 describes a method for identifying
a lock user by means of a chip card. The user must then
supply a code which he can for example obtain from a
central server by telephone. Again, the security relies
on an object that can be falsified in the hands of a

user.

One aim of the present invention is thus to

provide a method for controlling the unlocking of a



Generally, one aimof the present invention is thus
to propose a nmethod and a | ock that allow the

di sadvant ages of the prior art nmethods and | ocks to be
avoi ded. According to the invention, these ains are
not ably achi eved by neans of a nethod for controlling
the | ocking of an electronic |ock, including the
following steps: a user is identified vis-a-vis the

el ectronic |l ock, the electronic |Iock displays a
RSBt GRETBLBf BPABTILY £ PeuSEMRT_I$%h PY he user
tiaanigid s ihbedguesé s wx tkeya deBtiabutsd atd amhe tlers.
central station conputes the answer to the question
and transmts this answer to the user, the user enters
the answeeneFRlhe |k 2imhef| bBR REPFIHesWREERER ihe
r&ﬁﬁﬂﬂﬁbepESpQQérﬁﬁdetﬁﬁﬂjdﬁﬂdeQSCBC€hﬁthdm1dmothblS

n&ﬁ 4§a égghO%o %%%r % € ﬂggﬁodghhﬁeqﬁkﬁ%dto be

ta e of forcin user to
t%Wﬂ%%%% a guestion asked by the Iock of the teller
machi ne to the central statlon Thi s addltlonm
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the user transmits the question to a central
station,

the central station computes the answer to the
question and transmits this answer to the user,

the user enters the answer in the lock,

the lock verifies whether the response is correct
and decides according to this answer whether to unlock

the door.

- This method notably has the advantage of forcing
the user to transmit a question asked by the lock of the
teller machine to the central station. This additional
operation allows extra tests to be performed, for
example to check in the central station whether the

asked question is indeed valid.

This method also has the advantage of basing the
identification of the user no longer necessarily on a
physical key but for example by means of a password, PIN
or biometric data that are more difficult to steal.
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to access, and on a renote central station. The user
needs a device, for exanple a nobile tel ephone, but
only in order to connect with the central station. In
-one -enbodi ment, additional plausibility tests are
performed wth this nobile tel ephone, for exanple to
verify whether the SIMcard belongs to an authorized
user. However, even a falsified tel ephone and card
are not sufficient to open the lock. In the case of
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Rt ritdd siloebghbdt hasl ¢ hen tady dotagewbf clal 1owlifificult
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additional vulnerability to attacks. The present

|nvent|oe aLgo goncerns an Legéiﬁgy(aéd§ﬁ%legchydlng

data enter'i ng neans for enter
imgemsi oifcat Papswodt Ahd@ rPééInsthéﬁ Rethadiheg $&rd
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h
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51mple software operations from a central statlon

In a variant embodiment, the secret code used
for identifying the user is verified by the central
station 1 and not by the lock. It is thus possible to
avoid lists of authorized users to be transmitted to the
different locks.

This method also has the advantage that all the
data and codes necessary for unlocking the lock can be
entered directly in the lock, without traveling through
an intermediary equipment presenting additional

vulnerability to attacks.

The present invention also concerns an
electronic lock including:
data entering means for entering a personal
identification code and means for verifying said
personal identification code,
a module for generating and then displaying a
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a nodul e for verifying whether an answer to said
guestion entered on said keypad is correct and for
causing said lock to be unlocked in case of a correct
answer. This lock is adapted for the aforenenti oned
method; it further has the advantage of not
inperatively requiring a key reader, which is

vul nerabl e and costly. The present invention al so
concerns g nethod for a central station for

@ Tt g S 5PPBOF ©? W &ENFE PEBERR2L i ncl udi ng
t héerst iepssasfiondecstie i beinngniersdnal codes to a

pl urald tyq U%@f%efﬁﬁﬁfé_ﬁ%h@@h@k' o érll‘s%@f cEob‘%aml

|dent|f|eg'V|s -vis at” l'east certain of sajd |Iocks,
AT i A ﬁ&tFﬁéda%‘&e%%lq kfPedof Segehr eseratdh f04ch

| onksintecelidi hgch toesd iwanldakedsimt teske byf anecafresai d
qﬁgﬁﬁi JAhrough a tel econmuni cation network, verifying

t plausi bility of said question, conputing an
answer to said question by neans of a confidenti al

al gori t hrhisr assii id iaappiedd fapswes 4 fosaiethtusaed Thi s

TRlde; C?LQ b gDl eﬁ?é‘ttgl% aﬁvﬁgtggé'éﬁ'%t %g&%?@tt&gely

manner a conput er ese erent
t%ﬁﬂ&#rlﬁﬂ ﬁn¥ﬁyt¥ﬁ?QEﬁw dfEe 18f ValpRifh e G5er §P8FLBr
group of human operators u3|ng a conputer. 7 Brief

descri ptiQn S Lhg 413008, EXANP! 5, O QTHOHLURSS Se ]

the inven are escrip
id IoeStrategtdyiemef ot ta&éﬁéastﬁrgmeas Rwlmfc ﬁ’leFFﬁ"alPéC
hddusystnat esind tHee Jrepm of:a bl ock di agram a system

inple&?Q£LD@uéf§%'Bgéy%%a§ngo&8§ktéﬁatgﬁarality of users
in order to allow them to be identified vis-a-vis at
least certain of said locks,
determining the access rights of each user to each
lock,
receiving a question transmitted by one of said
~users through a telecommunication network,
verifying the plausibility of said question,
computing an answer to said question by means of a
confidential algorithm,

transmitting said answer to said user.

This method can be implemented in an entirely
automatic manner by a computer programmed for these
different tasks, or with the assistance of a human

operator or group of human operators using a computer.



invention. Figure 2 illustrates in the formof a flux
di agram the i nformati on exchange during the nethod of
the invention. Exanples of enbodi nents of the
invention Figure 1 illustrates in the formof a block
di agram a systemincluding a central station 1 to
which different users 4 can connect with the aid of a
nobil e equi pnent 3 through a network 2. The system
further includes one or several |ocks 5 to protect
d%ﬁﬁﬂégesﬁﬁﬂpti%%ﬂ%%éﬁﬁédLéﬂéﬂﬂéxanple teller

machi nes, strongboxes, roons or other volunes that

are prot EgéﬁglesT hee & tJdexeﬁEth Nerle CHY R i on. are

constitute exanp a ca station, ani mated
b\rE&pdesl 1Rubad d%ﬁﬁﬁ%ﬁﬁi@? 1é}u§t§@?@%ﬁnb¢h§rgﬁﬁashed
sfeifguafes e@xeehicimg a specific application. The central
station is typically responsible for the decision to
unl ock a whol e stock of |ocks. The network 2 is for
exanpl e BigeFecbrimmistariten ihethwricr™ o éxRApFé a
cliRMeah analsteh eﬁﬁmjmk gnetingr Fhe zgfwtﬂdﬂ eﬂrmigtllo@k of the
L type network, or preferably a nobile
égﬁ%%ﬁggnhetmork. The users can connect with the
central station 1 by establishing a voice or data
cormruni CEli;@J_Fb tmrqugﬂ@ttraeeaeiwrt@ Zorth lof a prekerred

({H% ram Eg?hr ou I*Anmal igte cong ce??%&%&éﬁgh\%g%@ggngf by

§@ﬁdﬂﬁ§edb%%n for exanpl e SM5 (Short Message
System), e-mails or | P data packets through a network

of the t pe GSVl GPRS, or GPRS for
é&é#%&%——%%el%éﬁ—ﬁ%ﬁisfgérgﬁgﬁﬁgﬁgggéLy recei ves data

automatically by neans of a nodemor a router suited
theref orei ankk qan 1abiserapeyesin tehd R sekr Bypsesri ng

h&%gram a system including a central station 1 to which

different users 4 can connect with the aid of a mobile
equipment 3 through a network 2; The system further
includes one or several locks 5 to protect devices, not
represented, for example teller machines, strongboxes,

rooms or other volumes that are protected.

The central station 1 can be constituted for
example by a call station, animated by several human
operators, or a server or group of servers executing a
specific application. The central station is typically
responsible for the decision to unlock a whole stock of
locks. The network 2 is for example a telecommunication
network, for example a conventional telephone network,
an Internet or Intranet type network, or preferably a
mobile cellular network. The users can connect with the
central station 1 by establishing a voice or data

communication through the network 2.
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own data through the sane channel or through a
different channel. The data exchanged in one of the
directions or in both directions can be signed

el ectronically and/or encrypted by the centra
station 1 and/or by the nobile equipment 3, for
exanple by using a chip card in the nobile equi pnent
3. In another variant enbodi ment, the users 4 connect
to the central station 1 by neans of a voic

comuni c&Ri %rPreI@?ér@éjnteF‘QPdH‘%‘P?ontrie i1 S §°EB§‘ét
enplhoydehvaatrapestattareg tlotheasyht® rdbislevaied@utakl

apdlan LR 5# rge%fo%;gl \s%gg' gﬁeﬁsémsee)sm%o' %ﬁort
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ﬁ% LReE .1 REL Or&éag%%%*z@ﬁepwfg a@w hrdzed USEE S

t “cont ai ns user east” one persona
cydgematyealihy P¥ geansr iofy Pnfodem pof sorrautesdeuitgd
welklkc@s rausihdrdazatadlens ankaerexamihe used st sehdingksts

ol;!,% USEL %r? a&gmogﬂezes%mgocﬁgﬁyeg&e tﬁr%gfg%t gagw@erent

corres user i"ndi c
CERPBE + W%d&ﬁﬁsﬁ @HAPAGIRAI R AR s tth@ éiﬁéeﬁFlonS or
savebah JiﬂﬁéfétﬂcﬁlsaldalﬁObleZedgn@d UéBé’ctpfcﬁfJJcla&lynﬁhdlﬂcbf]g

egﬁﬁgégggl Qgg%r?ﬁaeacﬁy£ﬁrf e % ggiﬁo%%le

Icat I Ser
FHB1PB9RE efn (ﬁﬂmﬁ@arf@fleswcégswla aqftw%d in the

woptceesgh hnshtatt.enpts, dates, tinmes etc.) and ot her
i dentification or authentication data, including for

exanpl e a MSI SDN cal |l er nunber corresgondlng to the
mobi | e efuignedher3varppohetroedigmand etée EBAPSItY ng
geanscd lcd rtHéWQ:teQlﬂa[LaEt§tﬁéﬂ10D dy ntlan@Wo@Na voice

ABRLLSELLON,Pr 99LAMLQ BE SXSCMLEA 19 this case
employs human operators to react to this voice call
and/or an IVR (Interactive Voice Response) voice
recognition system to analyze the contents of the
requests and/or of the user’s DITMF codes and to

synthesize a voice response.

- The central station 1 further includes a
database 10 of authorized users that contains for each
user at least one personal code - or data for verifying
a personal code — as well as authorizations, for example
a list of locks the user is authorized to open. The
registration corresponding to each user can further
indicate temporal windows during which access to one or
several locks is authorized, a user profile including
for example the name, particulars, cryptographic
communication keys with each user, a use history of the

system (number of successful attempts, unsuccessful
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adm nister the different users and their rights in the
dat abase 10. The conputing neans further allow an
algorithmto be executed that makes it possible to
~-conpute the answer to a question (*challenge")
received froma user. This algorithmcan for exanple
consult a ROM correspondence table indicating the
answer to each expected question or preferably
conpute a mathematical function fromeach questi on.
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function). The chosen algorithm, or values allowing it
to be parametered (for example the seed in the case of a
pseudo-random function) are preferably kept
confidential. Furthermore, a different algorithm or
different values are preferably used for each lock 5

and/or even for each user 4.

The central station 1 can further comprise a
lock database (not represented) having for each lock 5 a
profile with information such as geographic location,
type of protected device, cryptographic communication

keys etc.

The mobile equipment 3 depends on the type of
network used. In a preferred embodiment, this equipment
is constituted by a mobile cellular equipment, for
example a cell phone or PDA, a smartphone or a personal

10



GPS, allowing its position to be determ ned and
possible transmtted to the central station 1. A |lone
wor ker protection equi pnent (LWP) 31 makes it
possi bl e to check whether-the user 4 of the nobile
equi pnent 3 i s awake, for exanple by checki ng whet her
he noves, is vertical, reacts to answer requests etc.
The nobil e equi pnment 3 can further include additiona
identification and/or authentication means 32, for
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user can be per ored "oca y, 1.e. in the
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eqU'pnentheOMwaﬂﬁﬁéﬁ@ipﬂene 3f aanexadphde igedibeation

central i.0 t.t f
st ot ely LSS RS LOL e
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ﬁgeﬁgghggg %ﬁl(nM%ﬁ% datg connunlc tiﬁ"%ar e User 4
in the equlpment or remotely, 1 e for example in the
central station 1 that then has means for verifying the
data of the chip card, PIN codes and/or recorded
biometric data. The mobile equipment 3 can for example

be portable or installed in a vehicle.

It is however possible to use a conventional
mobile telephone as mobile equipment within the frame of
the invention; it is only necessary for the user to
connect with this equipment with a central station 1 to
send a question and receive a corresponding answer. It
is even advantageous, in order to increase security, to
establish communications between the different users and
the central station through channels of different types.
The central station can for example send this additional
information and agree with a route personnel, for

example, that the question is to be transmitted orally,
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cash replenisher, a technical repair personnel or any
ot her physical person authorized by the centra

station 1 to open the lock 5. The user 4 has

knowl edge of a secret personal code that has been
transmtted by the central station 1 and with which
he can be identified vis-a-vis one or several locks 5
of a pool of |ocks admnistered by the centra

station 1. The user 4 is furthernore refer

@bl i dRehEPREE | BRI TIFd NiSs 2NaSPHs fﬁ?%t ré&%“g
edpt premimud ibyt b@ans of anot her secret code, for
exanple a PIN code of the tel ephone and/or of the SIM
- card. G her nmeans for identifying the user 4
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g ect such as a or chip
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ng or aut ent1 cat user VI S-a-VI.S
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f t y
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d QWnkeivagCessStHd fAlnePlodt eabednvohtign; ffur %&ampne,

38 5 sSSP S gne
ttedsengsedbject such as a key or chip card or
biometric identification by means of flngerprlnts, the
iris, the retina, voice, the face etc. Other methods can
obviously be used for identifying or authenticating the
user 4 vis-a-vis the mobile equipment 3 and the lock 5.
It is furthermore possible to cumulate several
identification methods. Moreover, the identification
data entered in the mobile equipment 3 can be
transmitted to the central station 1 for verification

purposes.

The lock 5 comprises an electro-mechanical
element 52, for example a bolt, whose position is
controlled by a logical device inside the lock 5 to act
on a mechanical mechanism (“connecting rod”) allowing
access to the protected volume, for example inside a
teller machine, to be locked or on the contrary
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conmbi nation with a device containing the volune to be
protected, for exanple with a teller machine or a
strongbox; it thus does not itself constitute such a
strongbox and does not have a protected vol une but has
nmeans (not represented) to associate it nechanically
and/or electrically with such a strongbox or teller
machine in a manner naking it difficult to be renoved.
A nuneric or alphanunerlc ]ﬁ%Pad 51 assocjated with
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inderireces S3mikaér aldiomig titt di€ftbangeto dad aramioviedt he
device it has to protect, for exanple a teller
machi ne, and/or with the central station 1 throu
any adapPeBUmRti®raE AlehasRBRple 5@3{@%&%@@80&@%@%
thlmtt%n@bckDataalmnmiecaltsle@ntw thtéhenideWet®onka be

pr %t eCt %d 1’1” %név\? hr t&e éh%cgslkgdnggg%ggoﬁ Qichetr data
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he tell board, to display nessages

@@p@ﬁﬁwﬁﬁ %% f%:qﬁghg§5 #95F the lock 5 on the teller

machi ne' s
The lock further preferably comprises one or

several optional interfaces 53 that allow it to exchange
data with the device it has to protect, for example a
teller machine, and/or with the central station 1
throﬁgh any adapted network, for example a telephone
network or Internet. Data communication with the device
to be protected in which the lock is mounted makes it
notably possible to increase security, thanks to the
exchange of information allowing probable frauds to be
detected by means of clue combinations and thanks to the
generation of internal audit trail logs taking into
account data collected both by the lock and by the
protected device. This communication can also, if
necessary, be used to control the lock 5 by means of the
teller machine’s keyboard, to display messages depending
on the behavior of the lock 5 on the teller machine’s
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13 screen, to forward alarns triggered by the | ock by
means of the teller nmachine or to trigger other
actions performed by the teller machine. The
preferably two- directional commum cati on between the
lock 5 and the central station 1 nmakes it possible
for exanple to remptely nodify the |ist of users
authorized to be identified vis-a-vis each lock 5

(unless this wverification is carried out b
cePEeell SPafPENFrdtdlamsnstrdogensdi Py the %@w means
Vef | friec aldlaprahgehitdine; tioo tréagnsul dthdwe dag dnisl es

ée]rﬁ{o?nl%l%n% d&ps égfﬁ,gwghcmper enpL el ye A 86t Qiher

! . 0O use I S conmuini cati on
vt TEGtHenednCPENURE G/ G In Peéaﬁeal ke heclher AgIndle

tdflérctu@n shatdeni Tanguad dat @dsbybwefbﬂoéc;amﬁl@r texanpl e

r.Qut er, C ne
SR RoURRE R 8L R Bugkp At £ Il
cedantdif isgaviond vy easitg ﬁ@&kaﬁd <@Iﬁ%@%t*€&s
alastfieRiceahl ys Eofriampitebyhthaghe@ ¥4 T tdtalt iphi) yate

VP t ' ' ial i
DR CRRORPP LDy 0y i i SEGLE bRl dn PR LERR Y

ronswlst Ebeeloy 'I'-?Pelétso@@n@fﬁ*&?fihlélf nohe nes engblty
Iﬂ@ﬁidt@@% aete@t Q&ﬁ}{élnleereeﬂtQCKlﬁﬁeah@d wd @B the fLeck.

th
5L 8 bIEG T B sHLEGUL OTRAS o A0 fancc

teepreséaredy, tlfmugéx&rlfvp‘»l éealﬁec%ot%@?ﬂ & éhe dock,
Mg @xﬁfn@@@sﬁﬁrusﬂr{dq aamrasagfar ¥r BdutdéNdBstgHial device.

0-CO pe cireuit ,andior F
gnr St ‘5-?8 ”E’ﬁrf dw ed& ogGes" ec% % heeus%Fkt g@
trdwedced t and $b§nékedtﬁGEnéeﬁaﬁdc%ndd%Vﬂa@m@§u3|ng t he
eQQ%hBQnQ&aPﬂ¢OQﬁhn@x%ﬁpﬁﬁethﬁéﬁ?ﬁ(hkﬂiﬂﬁﬂﬂlrgkhegteThe

ans further eferab?
Oé?aﬁ%ﬁg) X6 W BT aﬁ}’% Bpdid B Oﬁlerladtentla 8
Bndnauthent1c1ty even vis-a-vis the teller machlne to be

protected.

The lock 5 furthermore preferably includes an
electronic clock 54 that allows it to determine the date
and time autonomously and to calculate time intervals.
Computing means (not represented), for example a micro-
controller, a micro-processor with a memory, an
industrial micro-computer, an asic-type circuit and/or a
FPGA circuit etc. allow the dialogues with the user to
be handled and the electro-mechanical device causing the
locking or unlocking of the lock to be controlled. The
computing means further preferably include a module, for
example a software module, for generating and then
displaying a question in response to an accepted
personal identification code being entered, and a
module, for example a software module, for verifying
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di spl aying a question in response to an accepted
personal identification code being entered, and a
nodul e, for exanple a software nodule, for verifying
14 whet her -t he answer to the question is correct and,
if the answer is correct, for causing the lock to

unl ock. The conputing neans are preferably protected
agai nst physical or software nmanipul ati ons and can for
exanpl e sel f-destruct, whilst keepjng the Iockﬁclo§ed,
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this case its own energy source to keep the tinme even
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tcg.?l %B é‘gocaar LR ggg’u@rhnlrbe }Jﬁ%pQQesioJ(orIn a
variant embodiment, the lock is powered electrically by
the device into which it is mounted, for example a
teller machine. In yet another embodiment, it is powered
by means of a generator actuated by the user; the clock
54 uses in this case its own energy source to keep the
time even if the rest of the system is no longer

supplied electrically.

An embodiment of the inventive method will now

be described with the aid of Figure 2.

Initially, a user 4 wishing to unlock the lock 5
is physically in front of this lock and enters during
the step 100 a personal code on the keypad 51, for
example a numeric or alphanumeric code, for example a 6-

digit code.

15



exanpl e a nuneric or al phanuneric code, for exanple a
6- digit code. 15 During the step 101, the conputing
neans in the |lock verify the entered personal code.
In a first variant enbodi nent, the personal code is
conpared with a list of accepted codes ("white list")
stored in the 1lock. This variant however has the

di sadvantage of such a list having to be transnitted
to the I ock, for exgﬁg) t hrough a tel ecommuni gation
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the code will subsequently have to be transmitted

implicitly or explicitly.

If the lock detects during the step 101 that the
entered personal code is invalid, it is rejected and an
error message can be display on the display 50 to inform
the user and invite him to enter a new code. In order to
prevent “brute force” attacks, i.e. by testing in
succession a large number of different codes, it is
possible for example to introduce a deadline between
each attempt and/or to 1limit the number of possible
unfruitful attempts before blocking the lock for a
longer period or until an unlocking operation has been

initiated.

In a variant embodiment, the user is identified

vis-a-vis the lock by proving possession of an object,
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| onger period or until an unlocking operation has been
initiated. In a variant enbodi nent, the user is
identified vis-a-vis the | ock by proving possession
of an object, 16 for exanple a key, an electronic
key, a chip card, etc. The presented object can
itself be protected by a code, notably in the case of
a chip card. This solution however has the

di sadvantage of requiring an organization for
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sum or whenever other circunstances call for

increased security. If the personal code is valid,
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additional or different identification according to
circumstances; for example, a biometric identification
or identification with a key can be requested if
identification by personal code has failed after a
predetermined number of attempts or when the sum
available in the protected volume exceeds a certain sum
or whenever other circumstances call for increased

security.

If the personal code is valid, the lock’s
computing means (or, subsequently, those of the central
station) verify the access rights linked to the user
identified by this code. The access rights can depend on
the time; for example, it is possible to authorize the
unlocking of the lock only during a limited temporal
window corresponding to the time at which the user is

expected. This temporal window can be encoded, with
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identified by this code. The access rights can depend
on the tine;, for exanple, it is possible to authorize
the unlocking of the lock only during a limted
tenporal - wi ndow corresponding to the tinme at which
the user is expected. This tenporal w ndow can be
encoded, with 17 other information, in the centra
station's reply described further bel ow. Depending on
the protected object, it is also ossibje to allow
JtnéoﬁF‘FFéP’ént“batrbtes GRtERe S gFBf%‘&t%ore\P&yurre to
diddarierid daetseribeiswfor exanpl e conceivable to
authorize a technical service rep to access only

different organs of a teller machine, ... to refil
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aqgéglonal key or organ, prolonged pressure on one
Q%ﬁfor ot her mani pul ations that can be identified
wi t hout anbiguity by the lock 5 but is difficult to
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?orgln% glm to enter the code. The specific manipulation
can involve for example entering a different personal
code, pushing an additional key or organ, prolonged
pressure on one key or other manipulations that can be
identified without ambiguity by the lock 5 but is
difficult to detect for an assailant observing the
operation. The detection of a particular manipulation
causes the lock to behave differently, as will be seen

further below.

In case of valid identification, the lock 5 then
displays during step 102 a question on the display 50.
The displayed question can depend on the time, the date,
the identified user, the lock, other parameters
collected by the lock and/or a possible detection of
manipulation signaling duress. Furthermore, the choice
of the question can depend on a random factor. Each

question is preferably displayed only once and is not
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The di spl ayed question can depend on the tine, the
date, the identified user, the |lock, other paraneters
coll ected by the lock and/or a possible detection of
mani pul ati on signaling duress. Furthernore, the choice
of the question can depend on a random factor. Each
guestion is preferably displayed only once and is not
18 re-used, or at least not for the same user. The
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cmmmrert%whttﬁb Ja@nwemaﬁy &RovRe front side of the
| ock and/or renotely fromthe central station 1
t hr ough co ic tio .n wor k. _The user. .4 r.eads the
questloneﬁ Elons and unEEultf 1
1dent1flcatlon attempts are preferably recorded in a log
file in the lock, with the date and time of the event.
This file can be consulted by a technical service rep,
for example by entering a particular code on the keypad
51, by plugging a computer on the connector on the front
side of the lock and/or remotely from the central

station 1 through a communication network.

The user 4 reads the question displayed during
the step 103, then enters it during'step 104 on the
keypad of his mobile equipment 3. Since the question
displayed on the display 50 is unpredictable and it is
possible to distinguish the possible questions from
illicit questions, one can thus make sure that the user
4 is indeed in the vicinity of the lock 5 to be opened.
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the step 103, then enters it during step 104 on the
keypad of his nobile equipnment 3. Since the gquestion
di spl ayed on the display 50 is unpredictable and it is
possi bl e to distinguish the possible questions from
illicit questions, one can thus make sure that the
user 4 is indeed in the vicinity of the lock 5 to be
opened. 19 During the step 105, the question entered
by the user is transmtted by the nobile equi pnent 3
to the é%ﬁﬂﬂgltg?afF%ﬁ119§n't@§aﬁﬁF%t%?Pt?ﬁ¥? Jf the
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and transmt it to the central station 1. In a
variant enbodi ment, the question is sinply entered by
the user Pafgdicarrdianidd B8 1ant ef @pheRI Jagp
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MSI SDN cal | er §1e) O%sg elglenI%l f| tlroq:od a

(i ncl udi RGERTS ShEPPE5Ge Bt or exanﬁle a

papsviordion rmmkeadmulmrr@wét cRe @gt@rot%ﬁeai ®¥t Bact ed
fﬂa%@w@r@m 3 ﬁm kdde t ke &@Qubsteﬂ%@na{a usedt @. bther

tn?g.lcgpl rosa!l}tlhoerl]l ic le)rllerge:? urtehse

Beside the question entered by the user, the
message transmitted to the central station 1 during the
step 105 can include other information, including for
example an identification of the used mobile equipment 3
(for example the MSISDN caller number), user
identification data (including his personal code but
also for example a password, a PIN code, biometric data,
data extracted from a chip card in the mobile equipment,
etc.), information on positions supplied by the
geolocation module 30, information supplied by the LWP
module 31, etc. The message can furthermore be signed
electronically by a chip card in the mobile equipment 3
in order to prove its authenticity and integrity, and/or

encrypted in order to ensure its confidentiality.
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geol ocation nodul e 30, information supplied by the LW,
nmodul e 31, etc. The nessage can furthernore be signed
el ectronically by a chip card in the nobil e equi pnent
3 in order ‘to prove its authenticity and integrity,
and/or encrypted in order to ensure its
confidentiality. 20 During the step 106, the centra
station 1 receives the nessage transmtted by the
user and verifies it. The verification inpljes for
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199t RE Hnkaew 14 1die Wsamsiandecdessied dye t he
conmputing neans 11. The answer is preferably

constituted by a digital or al phanunmeric string that
does not I&l tlgy verifications performed during the step

106 allow to determine that the question is a legitimate
guestion transmitted at the right time by an authorized
user, the rights of this user are preferably determined.
If the user has at least certain rights, an answer to
this question is computed during the step 107, by means
of an algorithm unknown to the users and executed by the
computing means 11. The answer is preferably constituted
by a digital or alphanumeric string that does not allow
a user to determine immediately whether it contains

implicit instructions for the lock.

In the opposite case where the received question
is not wvalid, or if it has been transmitted by an
unauthorized user, or when the user does not have the
necessary access rights, or when other anomalies have

been detected, no answer is computed. In one variant
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a user to determne imedi ately whether it contains
inplicit instructions for the lock. In the opposite
case where the received question is not valid, or if
it has been transmtted by an unauthorized user, or
when the user does not have the necessary access
rights, or when other anomalies have been detected,
no answer is conputed. In one variant 21 enbodinent
an _error nessage informng the user is th
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different reactions.

Other additional information can be encoded in
the answer, for example to define the user’s access
rights to the lock, for example as a function of time.

The answer to the question is then transmitted
to the mobile equipment during step 108, then displayed
and read by the user during step 109. The answer can
include for example a numerical or alphanumerical code
and is entered by the user 4 on the keypad 51 of the
lock 5 during step 110.

During step 111, the computing means in the lock
5 check whether the received answer is correct. In one
embodiment, this verification entails a comparison with
an answer computed by the lock itself by executing the
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i nclude for exanple a nunmerical or al phanunerical code
and is entered by the user 4 on the keypad 51 of the
lock 5 during step 110. During step 111, the conputing
nmeans in the-lock 5 check whether the received answer
is correct. In one enbodinent, this verification
entails a conparison with an answer conputed by the

| ock itself by executing the 22 sane algorithn1than

t hat execut ed bg%the central statjon

PRI EE 1 EhRe t R AR cli 3y BEAE rQEeFQ%dceQﬁﬁﬁﬁeFta§lon
per for reee WMbbdmmemEpEﬁhﬂﬂdﬂﬂcmgngtoflnmepfﬁmhﬂﬁddy, for

emérgl%y LEEL a{é@qftawtecr% \é?ﬁgulé‘{:‘f r; by neans of
a verirtic |on ey a ﬁomnn%b, 85 gOSSI answer or
e Vegi

aHYignendestite §oeseFaPio W‘H‘éju?}%%e*%FWﬁldnon
val dvib raBS\WREeans ast aa fumncifieatabn kbe glbstirgn tard/ or
Bl AR Al LEL Sor T &iye zasr't%nttheeayggwﬁn Lf 35 the
not requiring copres o e a orlthn1|n
ainmn}rr@wwyeéf freve kxondi da ﬁ&fﬁ@aréveﬁls A %%ltoary

ithd Squfelsklttlbﬁr 3@@)&')16 grmaiﬁ hlag awetbrs al r_gom tres anftat

su . e val i 0 S t] T
cé%%ﬁ Fﬁ§¥né%ﬁ t ef?ﬁ Z%E%hggkn Er?n e_ éf%?es be
Vi ldigorhehmetei & ol wisdigy ©akE8Ckht Sai%lmtefih@ver

dﬁhﬁfﬂﬂl@@rgf at rr_%lmﬂtatdx@maycampseibwdartrﬁur ess or
e L hero PALAIELPTS 212, COE00e A L d N & PBSWEhe
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wﬂéther other parameters are encoded in this answer.

In one embodiment, the user indicates a state of
duress to the lock 5 when entering the answer on the
keypad during step 110, for example by entering an
‘additional digit etc. This solution is however less
secure since a usurper could himself enter the answer
without effecting any additional manipulation.
Furthermore, the central station is not informed of any

manipulation.

In an additional embodiment, a state of duress
is directly detected by the lock 5 from additional
sensors or data, data transmitted by the teller machine
to which the lock is linked, or data transmitted

directly by the central station 1.
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mani pul ation. In an additional enbodinent, a state of
duress is directly detected by the lock 5 from

addi tional sensors or data, data transmtted by the
teller machine to which the lock is linked, or data
transmtted directly by the central station 1. 23 If
the lock determ nes during step 111 that the entered
answer is correct and that it does not correspond to
a state of duress, the lock is unlocked Sﬁgln S §§é

112, untif $he kesk dR&REREDED RN D 68
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e central "station 1 or towards
aﬁ@?ﬁérsp¢bﬂetern1ned address. In one enbodi nent, the
banknotes in the teller nmachine are autonatically
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cosrect e@mrqmats |1tnce>érrfeé§pom% sk fe§‘ta&f1é oPCRA eard

lal E@Ecéﬁrzﬁ@sﬁlﬁe fant be H9kbDaW e oraciheors spLapr 50 ng to

a | acki_n the Ioc 0 P I, Ni
%%§ﬁ§d %%% N ETEn "OR" égrﬁgé éﬁ@ﬁér @Qeﬁg€?
@dbmqg@mtbey tcmrqg@ged ﬂpﬁﬂbﬁd or sent to the Central
station 1 or towards another predetermined address. In

one embodiment, the banknotes in the teller machine are

automatically destroyed or marked with indelible ink.

If the lock determines during step 111 that the
entered answer is correct but that it corresponds to a
state of duress, it performs one of the following

actions according to the answer:

e locking the lock or maintaining the lock
locked, possibly even if a correct answer
is entered subsequently during a limited
period,

e normal unlocking of the lock,

e delayed unlocking of the lock after a short
period but longer than the usual period,
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period, normal unlocking of the |ock, delayed

unl ocking of the lock after a short period but |onger
than the usual period, 24 delayed unl ocking of the

| ock after a-long period, for exanple greater than
three mnutes, displaying of a particular nessage on
the display 50 of the lock, for exanple to indicate
to the assailant that he has been discovered,
triggering an alar for exanple a sound | ar m

dest royi ng*t h%ejt?o\fﬁrgeﬁ’t“sl%fﬂflﬂe obridte ¥t a&&?ﬁn’é byng
the | ock, forpexaoyl oy erankiaggrédieehamenotbsedy
means of indglihliednk, etc. The last two options
nmust however be used with restraint in order to avoid
the risk of the legitimte user being taken hostage
or becom ng tdiespligtim® of arpéatiaiizonmeEsege on the

di fferent nea}?tgé)ejtsayc%% E%rEHSrlgc,ek CJ.Qﬂble@(% lé‘f{:gr

entering a cor answer or an answer i ndfcating
mani pul at i on,indicatsi e ébaea$§akﬁ%ﬁ§ﬂ§§@ﬁyhedbéﬁl%?%H
during an additddv@lresiep (not represented) on the

di splay 50. The user then enters this receipt code on
his nmobile equi pnent and transmits it to the centra
station 1, *i rtieseyang aENALR s §UT X804 Gedt FRRNA
preV|oust idLaer to indicate to the central
station that his mssion has been conpl eted. The

required
e destroying the contents of the protected

volume by the lock, for example by marking
the banknotes by means of indelible ink,

e ctc.

The last two options must however be used with
restraint in order to avoid the risk of the legitimate
user being taken hostage or becoming the victim of

retaliation.

These different measures can further be

combined.

After entering a correct answer Or an answer
indicating a manipulation, a receipt code is preferably
displayed during an additional step (not represented) on
the display 50. The user then enters this receipt code
on his mobile equipment and transmits it to the central
station 1, in the same manner as for the question
previously, in order to indicate to the central station
that his mission has been completed. The required

receipt code is preferably unigue and unforeseeable in
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recei pt code is preferably unique and unforeseeable in
25 advance, so as to ensure that the user has indeed
read it follow ng manipul ation and that he has not
deduced it - otherw se. The central station is however
capable of verifying whether the transmtted receipt
code is licit. Again, the recei pt code generated by
the lock or entered again by the user can contain

i ndications signaling to the central statjon
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triggering of an alarm, theé triggering of an
intervention and/or the locking of other locks in the
vicinity or on the user’s foreseen route even in case of

a correct operation.

The generated receipt code is preferably, in the
same manner as the question or response, dependent on
the user en route, on the current lock and/or on other
parameters such as the date, time, detection of possible

manipulations.

In the above method, an authorization to unlock
a specific lock by a specific user can be modified by

the central station 1 in one of the following ways:

e By communicating a new personal code to the
user, for example by means of a telephone
call, SMS, e-mail or other message sent to
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call, SM5 e-nmail or other nessage sent to 26 the

nmobi |l e equi pnent 3 or transmtted orally to the user.
By nodifying the personal codes accepted by the |ocks
5, for exanple by sending new |ists of accepted codes
(white list; only in the enbodi nent where these |ists
are stored in the lock), newlists of refused codes
(black list), new lists of suspect codes requiring

addi tional verjficatjon t i f y|ng
t he access rFBﬁt§O?+H?éﬂ£$6mFH§sé %5 ng Asts of
codes and t heoastékgsta itgle sisean be transn1tted by a

t el econmruni cati on channel through a tel ecommuni cation
interface in _the | ock and/or
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I ocking dur i PJggﬁté alrisfﬁ(e%f tEi gﬁesg7codes. The lists of
codes and the access rights can be
transmitted by a telecommunication channel
through a telecommunication interface in
the lock and/or by means of a
telecommunication interface linked to the
device protected by the lock or entered
directly through a physical data carrier by

a technical rep in charge of maintenance.

¢ By modifying the personal codes accepted by
the central station according to the white,
grey or black lists or other parameters

such as the user’s planned route.

e By modifying the answer given to a question
transmitted by a user or by refusing to

answer these questions.
e By sending a command directly to the lock,

‘for example a command to maintain locking

during a lapse of time.
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Furthernore, regardless of the central station's
behavior, the lock 5 can itself authorize or refuse
unl ocki ng according to paraneters acquired directly or
t hrough the protected device, for exanple with the aid
of sensors, caneras or m crophones linked to the | ock
or to the device, obtained by analyzing the user's
mani pul ati ons on the keypad 5 or according to an

internal _history log of this user's ni tion
and/ or BFrFF%FT%%% GEQPFdd§SﬁoR€vE?edo§§i tﬁF%ﬂPn
tdﬁhévmmme oﬁeth@ck|3nnan|um$elﬁoaptborrk£(nﬁ)reiawe of

ki S ihon
er eoterJé?l aeg r Cgadéggrag%tg% a@equué@%m@tlg egl

here above can be usg
férrowélkitha gé%ﬁ%t%l%ﬁé:eot her eREmPY®IiE" FRehAAEs,
fdﬂ'sem$aprecm@@pMﬂ<nheak&ophedesnlpmkmtexsmm@ dprskoor

by, th 8 dBUik @{@a}rgerd %gﬁ%a %yggstr afsGan be

Iocke or “unfo | oca I T authorized
mATE-PrdABEens ceht ha lgqyaardoﬁ OPu?Fﬁ‘é’F?ﬁd”r‘?e tq e
llmt@mbvehh@c&xrya arodef phagr aseeds atamipuldtiensf and/or
c§QQB!e rpmthe central station and/or by means of a
artlcu ar code entered by a user in the vicinity, in
order to function in a node other than the
interacttuelgnuhweﬁ%&cbbbedbmerewfﬁnmﬁatheF&maekanplehe

enl'éllgnb.e é’ cb%oee o%l&egr Sré‘@ 1%11{‘4, %rll%@&ingo
au horize’i e unl cerfain users or even
[ thoriggbian vmsmh 1é4i gl mgﬁrh@n%ri dBHife @OFR - Wi t h
the central station. 28 Clains 1. Method for

Contro"fﬁ oéil % gegfhggee$gggg(%y Cfgoﬁgeg5%0r

i ncludin
m@égpgfsgguy¢quiqmq§ pﬁ@er than teller machlnes, for

example weapon chests used in police stations or by the
army, safes or other volumes that can be locked or
unlocked by a local user only if authorized by a remote

central station.

Furthermore, the inventive lock can be
programmed at any time, for example from the central
station and/or by means of a particular code entered by
a user in the vicinity, in order to function in a mode
other than the interactive mode described here above.
For example, it would be possible to reprogram this lock
to authorize it to be unlocked by certain users or even
by all users without establishing a connection with the

central station.
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el ectronic | ock, the electronic lock (5) displays a
guestion, the user transmts the question to a
central station (1), the central station conputes the
answer to the question and transm-ts this answer to
the user, the user enters the answer in the |lock, the
| ock verifies whether the response is correct and
deci des according to this answer whether to unl ock
the door. 2. The nethod of claiml1l, wherein at the end
&laimie mani pul ation, a receipt code is displayed by
said lock (59 and transmtted by said user to the
central station (1) with the aid of a nobile

equi pnentMgt3jod ForThentethbitheftlend cokingeofl ains 1 or

%1&’@%6&&8 1&;19' (fsﬁer qwcmagﬁgl ORe | %ﬂ&@r@y%@eﬁg each

access to %god of. one o%
cl ai s 1.%(¥§?r Wﬁéréﬁnld§%ﬁ%F% R~ 3stASi GRSverifi es
eflesairdniioesddion is valid. ~ 5. The nethod of one of

the clai ngcl d &%c%ro%@rﬂ)@k ébe& '@éeg QH@§M&PS

depend on sai users . met ho one "of
clains 1%¢ SIS%EFéPﬁml“é%u“d‘%rfEWeﬁ'thé‘ $5i 4 ﬁ%%%‘f?]on

ksacooputed, by neans of an algorithmin said centra

station ( o ARd uheLeln; QQM%SV%Q Leswby feans

of the al gorithmor_algorith executed in the
Hé@ﬁtmtm Clems AR WBLS | SNEBTT 6t CPP UPRE” et hod of
one of thfechdetBehténs Gthavhmiwiar isaittdeuseck(4)

transmt Sch%all%c&eéemfe; Q, ﬁebk%rgecgl r %spéhﬁé i on by

means of communi cat1 on est hrou
@@rraparam@tmuée(sz)acr:ﬁa@ﬁ%ﬁd%?]ttffﬂr%rﬁwea-‘ ws‘ékher to

unlock the door.

2. The method of claim 1, wherein at the end of
the manipulation, a receipt code is displayed by said
lock (59 and transmitted by said user to the central

station (1) with the aid of a mobile equipment (3).

3. The method of one of the claims 1 or 2, wherein
"a different question is displayed at each access to the

lock.

4. The method of one of the claims 1 to 3, wherein

said central station verifies if said question is wvalid.

5. The method of one of the claims 1 to 4, wherein

the displayed questions depend on said users.

6. The method of one of the claims 1 to 5, wherein
said answer to said question is computed by means of an
algorithm in said central station (1),

and wherein said lock verifies by means of the
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8. The nethod of claim7, wherein said user (4)
transmts said answer to said central station (1) by
nmeans of a nobile equi pnent (3) capabl e of connectlng
intoe a cellular network, said nobile equi pnent
determining the position of said user by neans of a
geol ocation device (30), said position being
transmitted to said central station (1), said centra
station checking said position before transmtting
sHiaprardmeprt ol gar Htue siesited. 1ThEhael 0t BYethSE of

tdhis Llaisi®r7it0c8rr&ai d  nobil e equi pnent (3) using a
| one worker protection equipnent (31) in order to

..determ ne .whether .said user is alive and/or awake.

10. The nBrhotEtdfodbrd onet hE Ehai a2 img d §O Sai gherein

rma Qts@gu'(@ﬁeﬂiarﬁ:ﬁﬁl@ﬂsl&l@.@t lr?@bbﬂge/asad) dsa,nscerceblytraeans
car ersonal co and/ o

Esatioh By nfietna b SRR BNy REtaRL ORI B ORAR

@sexﬂéﬁﬁauenetw¢mbd(2k1kﬂﬂa@enéﬁptefEQ®liﬁkﬁnlq25 bei ng

transmtted to said central station (1) for

verlf cat od of one of. the claj 1
Vol e el o S TR DS Rl il NG B 7
ﬁh@nsthsts@ndcam$@kf@5§Sbydnéanérél staergordl) byde
%@%%%e@foﬂ ﬁo%ﬁM@QQpﬁ%%kn@f(Bmechﬁgklé5af dohneblt€ng

net ho im12, erein a new personal code is

HP&RSR]F?%@U BF Ut ral station to said user (4).
14. The nmhbdnom‘ll@nquftpmhet cllefi ergninitng e position

iiclsudiungsar P eldaaE st gRobcHef b dgridie @0gess
said position being transmitted to said central
station (1),
said central station checking said position

before transmitting said answer to said question.

9. The method of one of the claims 7 to 8, said
mobile equipment (3) using a lone worker protection

equipment (31) in order to determine whether said user

“is alive and/or awake.

10. The method of one of the claims 7 to 9, said
mobile equipment (3) authenticating said user by means
of a chip card, a personal code and/or biometric data
(32).

11. The method of claim 10, the identity of said
user (4) determined in said mobile equipment (3) being
transmitted to said central station (1) for

verification.
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rights of the users identifying to said |ock. 15. The
met hod of one of the clains 1 to 14, wherein said
user (4) perfornms a particular mani pul ation when
entering said-.question into said | ock when wishing to
i ndicate he is under duress, said central station (1)
then reacting by generating a nodified answer to
guestion, said nodified answer being different from
t he answer generated when said mani pul ation _i s not
per f ot2redThe ahetNast lofmodef 9F nghS af LRA®TKS 1§ dondi ti ons
M}{%ﬂredi@ﬂ fgawae_ﬁs@ﬁt BB saiidioredict badvassaeris the The

of, cl ai erein [ ti
i P o R R L
sucle kegppdl 4b1brohashrd@skddbéet ed, the entering of
at least certain of the different nodified answers

causi | east, certain_of e f.oll ow e ' :
keepi ﬂ% ?#ée |‘%ecﬁ3‘°(c§)°f?8éﬁ‘é‘&; 5? en‘“ﬁ%ér’%ezlmn%g t”ﬁg’ E%‘r‘é%ﬁ?%g
afodehd s| bchnédlttedimplsiichgeatnes sakrt b thfe sgilspragt
(&Q). of said lock (5); triggering an alarm 31
destroying or marking the contents of the device
protected by said lock (5). 17. The nethod of claim 2
to 16,4 wheneinethodidff enentfrtleei ptaigsdd it ddspl ayed

at, b8 daO%réiﬁﬁﬁné?yﬂdQ%baBEOHefiﬂﬁngT&Ké'Hﬁd@@@ of
one of the clains 2 t I%], Wherein_s !P r,ecei pt code
&éﬁ@ﬁ&sognt?ﬁeu%%ﬁ§eﬁﬁ% §5¥}ngtﬁ8 PERi 1Y of the | ock,
the current |lock, the date, the tine and/or the
det ecfd onpf RASRIPIE BRBI BEl 8hd WMaims 1 to 14,
wherein said user (4) performs a particular manipulation
when entering said question into said lock when wishing
to indicate he i1s under duress,

said central station (1) then reacting by
generating a modified answer to question, said
modified answer being different from the answer
generated when said manipulation is not performed,

said lock modifying said locking conditions

when said user enters said modified answer.

16. The method of claim 15, wherein said central
station (1) selects a modified answer from among several
when one such manipulation has been detected, the
entering of at least certain of the different modified
answers causing at least certain of the following
behaviors:

keeping the lock (5) locked;

temporizing the unlocking of the lock (5);

displaying a message on the display (50) of
said lock (5});

triggering an alarm;
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19. Electronic lock (5), including: data entering
means (51) for entering a personal identification
code, a nodul e for generating and then displaying a
question in reply to the entering of a persona
identification code, a nodule for verifying whether an
answer to said question entered on said keypad is
correct and for causing said lock to unlock in case
of a correct answer. 20. The |lock of claim 19,

i ncl udi ngdeereying org@Rskang nghanePidisafitnghg

r&GaIdY peodecatd ey adhidinlekisg.attenpt. 21. The | ock
of one of the clains 19 to 20, including neans for

verifying the plausibility of said personal code,
sai d htanBhdeiethad fogilaany?| F8t1of WhaneHer ezed

Ll:ﬁﬁr@re%% rgeglﬂ)@ccl,‘ocﬂaf Ngiebithedchai ke hd @f2kach
i ncl.ud |ngﬂneans or detecting manipul ati ons of the

J@PUlgLid gener at ed question bei ng nodified when -
such a manipul ati on has been detected. 32 23. The

| ock pf. ofge Afedily Sraibie 39 £Re 221aind @ wdi ng, means

faor tenmpori zing the unlockjin f the | ock according
tW?Qﬂ%éneﬁ?ééeHg% r°0424de?%88F08ﬁ 51 one o CCthe et
ot mpebdngoo23the ilmiludithg gukogntileckorthe date, the

ﬁ\ﬁ%n LoaYbLR gtltlg ed@é/&fgl%nc ¥sedsshy1 sahsh y4slaiods.. The
ock of one of the clainms 19 to 24, including a clock

powered permanently to determne the tine and date.
26. The | bbkctofordre liokkt H8) ¢l anebuding:o 25, incl uding

a countergihate faikG LWBSHSMESE LOEdF BMRASIGl ¥
personal identification code,

a module for generating and then displaying a
question in reply to the entering of a personal
identification code,

a module for verifying whether an answer to
said question entered on said keypad is correct and for
causing said lock to unlock in case of a correct answer.

20. The lock of claim 19, including means for
generating and displaying a receipt code after an

unlocking attempt.

21. The lock of one of the claims 19 to 20,
including means for verifying the plausibility of said
personal code, said means being without any list of

authorized users.

22. The lock of one of the claims 19 to 21,
including means for detecting manipulations of the user,
said generated question being modified when such a

manipulation has been detected.
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to initialize a pseudo-random function used for
generating said question. 27. The |ock of one of the
claims 19 to 26, including an interface for
exchangi ng data with a devi-ce protected by said | ock.
28. The lock of one of the clains 19 to 27, including
an interface for exchanging data with a renote
central station. 33

23. The lock of one of the claims 19 to 22,
including means for temporizing the unlocking of the

lock according to the entered answer.

24. The lock of one of the claims 19 to 23,
including a log file for inventorying the events caused

by said users.

25. The lock of one of the claims 19 to 24,
including a clock powered permanently to determine the

time and date.

26. The lock of one 1f the claims 19 to 25,
including a counter that can be incremented irreversibly
to initialize a pseudo-random function used for

generating said question.

27. The lock of one of the claims 19 to 26,
including an interface for exchanging data with a device

protected by said lock.

28. The lock of one of the claims 19 to 27,
including an interface for exchanging data with a remote

central station.
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