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SYSTEM AND METHOD FOR HANDLI NG SECURE MESSAGES

BACKGROUND Technical Field The present invention
wo edoatied7general ly to the field of conmuni cat i POECA2006/000295

in particular to handling secure nessages on nobile

Wi rel ess communi cati ons devi ces. Description of the

Rel ST BEM ANDYMETHE: HOR HANDLING SECHREEMESSAGES

can be encoded in a nunber of different ways. For

exanple, in a Pretty Good Privacy (PGP) nessage, parts
BACKGROUNDsage may be signed, parts may be encrypted,

and parts may be plaintext. Difficulty arises when a

user cannot easily teI I _MD&EI_MS of the message

1 Yre 0 Y
cor 19 PlsSehepaRgloh <8RS BRREu o MRS L hlntadfths. and in

parthullahT td h@ndl&@&bbtﬁ‘g sneds@ek Oﬁﬁﬁbbhe faieless Bymminniatok devices.

net hods are provided for, handllnq electronlc nessages.

As an exanpl e of aDesarigion ghthe Balaied Arbn o] ect r oni ¢

e 4% ﬂnéssﬁg rﬁ@ﬁe@% EQCM?I%BP@JH lgchgncgﬁ?&ﬁgg nﬁ%%@bpﬂlfferent

one Or nore Bnco ies. A visua ication
wayiss Fgearematledn hd¥eftly Gpoah Pt'lh&‘cye(i?éiﬂ) nedsage goartsarfitioe message may be

. ssage and is use en the essa ayed
SigT PO THEY D SR AT 5 O By ol B R gey e a user
cam%tsﬁsﬁy ttR Whigh eﬁsh@rﬁf fBahedshse %H&@Wh‘i‘& def_;@aptaémgned to them
appli1es to a displayed portion of the nessage:
<%p®mﬂbh®hmeaawbhgﬂuamﬂdhpaﬁaﬁus can i ncl ude encodlng
determ nation instructions configured to determ ne
whet her a nessage contains an encodi ng property as
SUMRIARAS Vi sual indication generation instructions
confrgured to generate a visual indication for use in
a dnsgicaydanes avitis dhe tqashing sdisglosedhereini histerip ang methods are
t,e n o ty b
proxggtgcg go% k%a%gﬁ@\? %% tilﬁﬁ)lc n?&s%g %1 ?‘% pﬁ% Sosé" A s%) {é%lx an method an

elece@nictBesdhgisaathited & he wasthen the&ﬂmﬁ@l’ﬁdnfdlﬂlyoﬂeh@{ mtnh:eencodmg
encodi ng properg%papplles to a displayed partjon of
propegidcsned sage! meicalipn is geEncrgies é'«bsregtu@an thengxagyagdeplgctgnic message

and glﬁﬁ%e Q4P tﬁ%ﬁ%&% hse{hgf)lg i) acl?s ﬁfsuagtu?ﬁ{:atﬂﬁqs dlsp}]ayed on

rent e nts, capab cati ons

the usar idigpdayr @sthe ektent hat thedﬂnngdhyg ptdr&rtgira@plmfm adidplayed portion of
description set forth herein are to be regarded as

the messager ative in nature and not restrictive. BRI EF

DEXRIH Tﬂegﬂxgﬁp@jgn %ﬂth@n include encoding determination instructions

configured to determine whether a message contains an encoding property as well as

visual indication generation instructions configured to generate a visual indication for use
in a display to a user. The visual indication can be generated based upon an encoding
property being associated with the message, and the visual indication can be displayed to
the extent substantially that the encoding property applies to a displayed portion of the
message.

As will be appreciated, the systems and methods disclosed herein are capable of
other and different embodiments, and capable of modifications in various respects.
Accordingly, the drawings and description set forth herein are to be regarded as illustrative

in nature and not restrictive.
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FIG 1 is an overview of an exanpl e comruni cation
systemin which a wireless conmuni cati on device may be
wie®d/10HrG. 2 is a block diagramof a further BXEOPNR®S5/000295
conmuni cati on systemincluding nmultiple networks and
rrultl pl e nobile cormunl catlon devices. FIG 3 is a
: \ ] on of visual

tor for di SP o ser_interface,
3“‘@3 A B SeRV aaf éﬂg g BpleC BRI, Sistens Jpoich a wireless
conﬂﬁ\ﬁﬂ@bﬂ@gdehi@te ehge@ssom ated wth an encoded
nmessage. FI GS. and 7 depict user interfaces

corﬁlﬁn Ai 5@ Ploskiadiagrani ebe cfrlghqrh%nanml% comgwaicatien syftem including
mulglﬁl%ﬁxfﬁg%rggiﬁc?ﬁ]%ﬁ plc':: hGoié c%x%m%mca&gn i ﬁ%r am depi cting

Al st rator providing Vi sua i cator
SetRIGN@Ss h BldRRligramepicday ige@Batidnl (Bisudl adikald}s dordisplay on a
flowcharts illustrating an operational scenario that

user igigsfages gener at i ng visual indicators on an user

i nt a | I

o 4305TH uds o BRDk B GBicrtip htckent R o eBEHing that may be
asscﬁlaﬂabwnhlahenécﬁkedmd%@e 12 is a block di agr am of an

exa i_le. . DETAI LED DESCRI PTION OF. T W NGS ,
FI @ ﬁ@“gﬂ dspict yreaintariaces CQR%WHP%VIE ?%%ftsl are associated
Wit %S ggg;ngss tLh a wirel ess comuni cation device may be

use One sKilled in the art will appreciate that

t heHIB. fray a théodiudidgrentsdapictoigfandleauiminispratoo geesding wisublnedicator
sett%g {em shown in FIG 1 hel ps denonstrate the operation

HECHRIYEJHESS age processi ng systems and net hods
degqGsbedaridn1 ¢ e PoRERAs ARBIrhtfR! AP BperdiSi sEBrdl B8t involves
be many nmessage senders and reci |en? The sinple

en@ytsmgmsmimeatnrsmn@n ugey iterece pf wbrlatlcvee pur poses

g? :%, Erﬁ, ,ap)gﬁﬁ%altagfc# tlgt?n St ﬁ n%ofr\}%sgﬁf;%nglﬁa%rs on a user

imeﬁs@d FIG 1 shows an e- mall sender 10, the Internet
message server system 40, a WI rel ess gateway 85,
w. rFéGeé%lslaqb pels taganyp wanwlw leéss network 105 and
a nobil e comuni cati on device 100. An e-nmil sender
system 10 may, for exanple, be connected to an ISP
DETANLEDRESCRIPITIONDOVI HEDRAWIMGSh a user of the

system 10 has an account, |ocated wthin a
FIG. 17is an overview of an example communication system in which a wireless

communication device may be used. One skilled in the art will appreciate that there may
be hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The simple
system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most
prevalent Internet e-mail environment where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a

company, possibly connected to a local area network (LAN), and connected to the Internet
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conpany, possibly connected to a | ocal area network
(LAN), and connected to the Internet20, or connected

wa o00oshe7irnt ernet 20 through a | arge ASP (appl i BEL/Cam05/000295
service provider) such as Anerica Online (AQL). Those
skilled in the art will appreciate that the systens

20, gheammettad ) the Intemney 20 tupeghla bege ARRanipdigatien service provider) such

o5 il ORI G Ar, ned BEHei i e sECutDinPLR e ¢l HfGhY e shown
in FIO! ERAStint@MRCiReabd BNORIRYréa @&wsh@wm\? JikBthak the Internet,

The message server 40 may be inplenented, for exanple,
althpvghn myB1allo tRnefeisp atercommenly  e¢roninlisksdal thrayish a Internet-connected

maﬁg%ﬂ%tgé% &g%lqn%quﬂt er within an ISP or ASP system or

acts'as the main interface for e-mail

excitengessayesertdielOl mbe be @hplfhentdllf fo0 ¢ghmpleN6ii a network computer
) r,ressa% ng systems night not require a nessage server )
withyy dheohiiendll of apppoiationd cunpuler wishiniagUSBpriASP system or the like,

and 286815 %hE I W?I%tﬁl‘?%?c%i R} ¥ HE7 gj{(ﬂﬁngé gy thgvihlxtlem%g ?W'A%o*&@h other

associ ate an account on a“nessage serv
mesPayih@pgstérhe ntight muStqucabesses Sseoer Sgstear40, ar mobile device 100

crosoft Exchange(t and Lotus Dom no(tm) .. These, )
Con&ﬁaﬁierges?lglnaf@gm%g b sepding rﬁraﬂ??«qh ﬁ_ow% Preseriated with an
acchﬁ'tt lonf QULBEsSgd Retvef OUp&hARAHAeH Y %osﬁohn&c}l—% ‘?ﬁc%sagaesservers are

_internedi at e conponents are not shown in
Mictdseft Eachenged! randt [Dptysl BonzineOl. e Thetehpratuctsr eravedeagesed in

r ocessi. escri bed bel ow., Messa servers. sugh as .
conBafs AB TRy TRRPE LBy AT GS S Al CeNagmediat
conPBfert€ 6l Not'dhownNBYFRE. SO dsniibyide by Rt Qy @adyahasIe in the secure

storage engi nes that have predefined database fornats
mespage iegessing kescrikiee halams , Miessago s¢rivers such asserverstOstypically extend
e-ymi| and,docyumentation.. The W el es at.ewa 5 and
vey i Pt 30t SPEHER M st Rhind Pl S Filio hiiRlc (HpREY sorage
engidfs tathepRtRSiBed dhiabisk fdGmts fon@at i@l cakadars, to-do lists, task lists,
infrastructure 90 determ nes the nost |ikely network

e-mapihang dregmentptigngi ven user and tracks the user as they
r Oaffﬂe%ﬁg@st%ggat?ﬁ}g}}t éféb?fdeﬁgxa&%cm%?g'pré\ziﬁgﬁﬁ SetFedd BB Iternet

delivere nmo evi ce via W reless

20 dndamseiessneoworkt Y. c he wisdesa itfedtrocthiree@ doieyminB$the most likely
a. base station in the vvihel ess network 105 to the

fro _
netvpk Tologaliea BYY5D. USThanh HRTKSIF 45errist e RoahBeigyn [sguntries or
netwidrkd, URInhdss a%s M %Qﬂefﬁ&e&‘?& R ML RVt 166 vIIBS R 888 FMission,

be exchanged wth a nobile conmunication éllew ce. As
typisatlyvat aimadibl fiaquincya(REOnfromedbase whiibn me ieagieclds neswearknt05 to the

h - Al er. 10, | d wh th
motyihdsvirer Bo. T4 PErtuleL abuoTs 105 THOY HaIGaTly fly Vielehnetwork
overGhBih nftBéholS BBy bE %Q&ﬁa&xgé@bvit’@iarﬂ%tﬁewrim&ﬁwﬁh%vice.

Pr ot ocol SMTP}I, RFC822 headers and Mil ti purpose

| ntAer shownii FIGE ereoimpras¢dve-WE)] essegpad issand bydhé menail sender
10, 35 BB FlbeTE B ABEE SSBRHBERIT e ciar
and "RSS aglitidhal Simple Mail Transfer Protocol (SMTP), RFC822 headers and
Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail
message. These techniques are all well known to those skilled in the art. The message 15
arrives at the message server 40 and is normally stored in a message store. Most known
messaging systems support a so-called “pull” message access scheme, wherein the mobile

device 100 must request that stored messages be forwarded by the message server to the

-3-
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arrives at the nessage server 40 and is normally
stored in a nessage store. Mst known nessagi ng
W@ ywsaoE7sUpport a so-called "pull" nessage acPEBEA2005/000295
schene, wherein the nobile device 100 nust request
that stored nessages be forwarded by the nessage
molglerdeyicet 190t romebsystembeuiovide T@0autSoatec wpsing vf sprtomieskages which

are aflhr BeL Bk ainE L il podeE i af e fbedkayign 100 na
preféirtd etbedifeRt H&scHBYd Feful@er ddtii] BelphehREdages fTeEEdTBE message
described in further detail bel ow, nessages addressed
servepaggoppistsaRniated widira best srtem syetves aheme spmputsr Abeffice computer
o PR S5 e BB IR o G55 B e s

40 t6 &ttt hekileedkvideolO0t 3eheeas ageivedr ver 40 to the nobile
device 100 as they are received. Regardl ess of the

s ptagpidiessed Hhm sRep feo Areebanisp gontielling the ferviagding of messages to

. h ' Vi t :
e FREROURSIL OISR 1S/L 8 My 06,0 el verion
theresf, Bapht tbahd Wereldss gdtessy §at ThawiBkess iHfiastmdteled®Sncludes a series

infrastructure 90 incl udes series of co ctions to ,
of CopReEHRRS nEHRIST Y NeB8T #‘_ﬂ%sﬁ%rﬁ‘?@&?qt@% cRibg pieerated Services
Digikﬂtﬁ&%ﬁ?@@Sﬁ?{;}’F&?& REQY bR Neh#Q foné }.\§ he fCPfIF protocol used

Rel ay or TI connections” using the TCP/I P protocol "used
throtghrai gho Ubtetriee | As esedtherels, ths etldrmhn éivaiahgss tiregworki’ ms intended to

incl\;cﬂf {hgelie: fefnf.{?}iJ reg;;)f hg&%k% glqoest%r%grégl Qg:dﬁ ?((etfyrgce\?vireless networks,
(2) dsitacefAt Wigelvds! St ks kil -frdlie MREEKS 8R4t ddnr support both
wi rel ess networks and (3) dual -nmode networks that can

voicg pmdodata emmupiiatiens aeerdde sawe rmhysicelabdse rstationsr Gdmebined dual-
a st cal, base statians. nbj.ne ual.node .
moch BRI i Ridso 3P i et dRied Ak DCkod DRSS it Access

(CDMIA) sikevorM)l ) phe (roaes SpeiVobilet oot sGloba) Sytem for Mobile
G oupe, Special Mbile or the dobal Systemfor Mbile
Conpapnicationa(F8NG apddhg Gaperak Prekelehedia Sepaca&iPRRdicgvorks, and (3)

fu‘cu%(fI Ifﬁr{%i_c-gen(egtnl% )g,nfdﬁt( l}g\%gv%ﬁ{s ﬁﬂéj E(nﬁkn({sgt lé%tﬁ-rates or Global Evolution

enerat i net wor ks [ ance
(EDG&Y) aandal Bsversnl Moblial TdoommurieatiohDEstearsd (UM TS s&lome older

Mobi | e, Tel ecommuni catj ons, Systens (UMIg). _Sgne ol de
exatgplgifle daigreegiica NEBYRE R adtick MRS T a0 Network and. the

DatdfETexRGHH NRgHLR. N@%@Bl&%ﬂofd@ﬁ V%E-%Eégst Hhra Rﬁ%&kﬁ include

Net wor k. Exanpl es of ol der voice-centric data networks
Perspnad | Coohem Peic stomad ysComniiilS) actvank Silst 683, eRCTP MAtsysteins.

[ M d TDN t . FIG 2 j bl ock. di . .
of £1G1 4t Hobiogk SR &1 e e oy e AR B including
mul#iplb teBl Gk O bR liEpRNH BT EoRnBnitRid 8o QRMUME &t of FIG. 2 is

evices. The systemof FIG 2 is substantially 'simlar
substamtialye sihiGir tb thesFém 1 Isysteinn dbhudwdudss Robest systernBB0a redirection

redirection programé45,_a nmobjl e device cradl e .65,
Progifp e g S PSR e g HIAEE hOTRSY v F UK VGt b o (VERD router 75,
an ad@diohhloRAtle¥d AQKBHS 1 NEEHE MikuldHR Aok 1enttnhBhiBatidPidEces 100. As

comuni cati on devices 100. As
described above in conjunction with FIG. 1, FIG. 2 represents an overview of a sample
network topology. Although the encoded message processing systems and methods
described herein may be applied to networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned

briefly above.
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descri bed above in conjunction with FIG 1, FIG 2

represents an overview of a sanple network topol ogy.
wa\Raokoeryh7 t he encoded nessage processi ng syst eP&T/@nzho5/000295

met hods descri bed herein may be applied to networks

havi ng many different topologies, the network of FIG

2 i"Hneu@s;tra?/hM systaror ¥ wilbtypically beur eorperate @ffmior other LAN, but

em nent.i oned bri.ef ent r.al
ma B85 b A i TR P e PR GV T Bl gpesseges
are @bﬁgrexlem%sbutwnmm tHeSHdRadydtéin BONR e MhdskaR &QJHPWOermnnmg on
or sonme ot rivate systen1mhere mai | nmessages are

son@amgougc\ﬁ@ngé e figgwal of thiedogbsytstesy shatnactoasy thetman interface for
the 5‘3 rgf{%qaﬁgosrn%i“MQ ey tl.ﬁfa% 2t SRMPHL f‘f‘{e \é/\”sttﬁrgll B¢ FRS 2, the

t's stem acts as

reditgttion fp@@@‘alfn@ﬁ EMI&SQ%leaXﬁ)th dafa BuH G tie- §8Rvdr 40 foha mobile
the Internet 20. In the systemof FIG 2, the
corrxr@mlwél@m%wsr 16 afvitaonghrihp reditection pergras ok shawa to reside on

e RO RO ST S ITHASAARY o i o

requifenvent that itesust eesafe drthe sesmgrBetveneTasretirectionggsagam 45 and the
server 40 &or ease of presentation, there is no

mesSagf kR AP R aCENMISt CraRSTele B! HEraRE 4 28V the, Bpshing of
infoRARiGIPE £18611¢ BBiBECLIOA T HBi ARG oI AR RGeS RISopAth 45 talces

are designed to co-operate and intefact to a
confydegitiahgndhor- mrtﬁdwanalmrpcn:atnmnﬁotraa@kﬁvfow @sspé€ific uber andirsdirects it

o RS L PP PRLAT 2b Bite asrpion o

the teaiREHBH TRV U5 InSPEE fduh lﬂwc@&%ﬁ@%gl SUhftedYtates Patent
through the corporate firewall to nobile devices 100

6,218, G%r(gthg ebH Pat_tgntd); sufitlest iSystenf anddethedifprcRushing Information From

o [e 5 e u in t.he. ¢ nl y,. assi d .
81 DU, 17 (TR i Sptoniffh TR HaB g Mifes, Blectronic
Add@ésts? tdn@dssu&y 86 ammgnavaimn@l ids@it iiaithiiéh dMMGEHIRY | Z0V1, which is
From A Host. System To A Mbile Data Comruni cation

her%\me@pwdngﬂwlsh Slosementely Fefprcacaddhis gush E@ﬁhlmng%@w use a

i 089 058 5, ARhh SRl BBETS cer

infottnatioretota hipbiletieviesabus dificsivelysixtenditipnthe vecuriay fitksseallbto include

w reless friendly encodin conpr eSSI on and encryption
each meRilg %%C@t 5000%??%?55 tﬁ'%h%ﬁt At BA% 0 a nobile

dew owhhHSFI@fﬁec éﬂe\fﬁc{gb’beexﬁ%rﬁnﬁtegﬂ%tfvg?aﬁﬁ?&r %étt}(n 1nfo ation to

firewall to |nclu e ea 100 a soc
the mbbifhe dmmm Qysimetioddor 1Asdisp avformaticsl d@to the mdstateaiava 100 is

throp lgtgﬁ%g(? %vaeg%at %yéf o gtSI 3%1&‘1' rgf tgipggends to {)e useful for

bulkd 1%?&%5!1 APARB StrdSeriRRH 6t ﬁil?c‘{dlfiﬁtléipgf z!t ﬁlobhé @é’ﬁ@e #00 with the
port designhated 50, using a device crad .

hostraystiend3@ endsotmputss 3Gseithin thesystam ROi ﬁlﬂmrqth@rl mamupcthoéior data
ESTE N AT R TR AP N N .
FIG! D€ tBi¥Sin@i RO accoAHIRhEE B aREREDs PN A@LRr 75 or through a
traditional Internet connection 95 to a wireless gateway 85 and a wireless infrastructure
90, as described above. The concept of a wireless VPN router 75 is new in the wireless
industry and implies that a VPN connection could be established directly through a
specific wireless network 110 to a mobile device 100. The possibility of using a wireless

VPN router 75 has only recently been available and could be used when the new Internet

-5
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exchange is over-the-air using wreless networks to

deliver the information. As shown in FIG 2, this may
wheooaaenmpl i shed through a wirel ess VPN rout erP@BECAR005/000295

through a traditional Internet connection 95 to a

wrel ess gateway 85 and a wireless infrastructure 90,
ProtpsolddR)cY prsion G@BBYE) arTives émBepased wirglegs nefweosks. AN new protocol
router 75 i Spn in th i.rele L hdustry_ and .. i es
with 3186 e il s O Bedhie 58 T8 b b it oGy % 100 and
thud ek Ppossislp es phsicinfdririikion $o Aetobile Kelitd 100 afanyphinke A principal

devi ce_100. The possibility of usi ng,a W rel ess VPN
advagageepl psing 4ys gYirejess RN wpytendens Hiphitl eapidbagn afbtheghelf VPN

e n .erpe 0 P ieQN 1

conSplis b0 DG AE! BRERALE ST Tl i

infragtmicture©90ctol bavukdd. prA0 WIPMe cemmottn Muldl preferabl/ b® a Transmission
dedi cate an | P address_to every nobil ePgevi ce 100 and

Contipt Sratesd (FEPYG3 o1 b PyjagraanPiofcst (PP B engotifgplol estiver the
mestg ire tcﬁ@he%ﬂ;ité dSice Lo 1t %'\ﬁigéleﬁd\yﬁmﬁgﬁ ggf gﬁﬁfaﬁ& then a

S wireless router is that 1t coul
linkd¥ 5 tat the-Iateehdt 20PN the mpsh eortunon leanedtiononédhanist avedlableeand has
a . separate wireless gateway 85 and w rel ess
bee?ﬂ?ﬁcgg?‘?ﬁt"t"ﬁre 90 to be used. A VPN connection woul d

pr gf, ehaklyorkficarchiRBiidn §’)|%'té?1'i‘ JEaNG 9, aPE(SHq?&@H d-h&i) héBage 15
or User Datagram Protocol (UDP)/EP connection to

leavileg theee-matlesamders 4 esrivisr & ghe ynaseagehserven A0 endiéviedizected by the

100, If a wreless VPN..75.i$ n avai |,abl e,.t hen [in
redifigtpp reaith b8 e SPE daibentlt * e EiARE: P Place the
mesSBLNIEk seredbcdbhLinakgtel a8 M @AA a%ﬁﬁblztiﬁﬁbﬁéﬁﬂ’y%onip[’ession and

the automatic redirection s%stem of FlI 2, a conposed

encigpfien |algasibmgean thanehe iapplieth éo dhenprigingb rarssageo Lay r Iy dys way,
mes?&e%}é lrgglggﬁggd’i&? th%%gbglfﬁgg:%pﬁglag%%c? Fésg & 'ﬁ?edthg% bt(otﬁgyA\évere read on

on program € devi ce

a ddskiop wettstagen sach aafevipirade fileeatte sSkgeesddpes $xchanged between
re-envel oped, as indjicated_ at 80, and a possi

bl
the spdifsicligh AoSBhdcaR] dhe AMPLENETYASE LOR RAPERLY Hite Chif message

Jlie el 15 L. . .
e a6 AMBLL ks Dt B TRE A8 10 m g grsing
infonnatiesef the cuigal magssige dxbept thesandegadndtharedeivkt’ ®pddress. This

wor kstati on such a 5 wthinthe firewall . Al « .
alloR S SRl dBC BRI A AT DR AEUPRiSt, 49 25 allas s “from

fiel®dehb8 tHORbbAe Q&Y’is%sﬂtgﬁ) adkrEdse AR /thl $8ert HU-HallBRSRGE from the
repackagi ng techni que. Another goal of this outer

motelevdeape 106 tldowsithe aieceivdde nmdshges®i appéanf @ tiecuigbnthef message

orgig g, R U SEQUoP LB ERIEeT B e ARUA eyt 400
r eaghth tEBr-ARP AN toah& pse ShiafatiQ 6R8shuRESAtyAol tA¥EdbIIE device
"from field to reflect the nobile user's desktop

100 athily enswectioni pagh oRersunany alvenirged foagtading dnedime Heta exchange of
Ry 300 BegnriRy obeagt PRI BRI GHR e eag) and
syndhe6Hiz&ione Slet 10PstSpatrRon 35ta kréHaBEed badt thiddinkOb iPesof8VinEBmation
Man:tl%grhent (PIM) data 55. When exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
purposes, including setting up a private security key 111 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists
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Wth reference back to the port 50 and cradle 65

connectivity to the nobile device 100, this connection
w@2ih/1efifer s many advant ages for enabl i ng one-PCTEARIME/A00295

exchange of large itenms. For those skilled in the art

of personal digital assistants (PDAs) and

(CREpheOr dihie patviatsnkeyt iepraiseably exehonguhasathak Sivadrsktppoliepand mobile

this,link is Pers | _1Inf n n P M
devigdBoushib il PR ARNRl bl TR ol BPAIARE M1 e Cort and
CRE@MS]OF@MQ%*@@E@S @&adﬂ _légﬂ% h ik betdusy tihdy Rpicdérd alatke amount of

andwi dth to

requires a | arge ) et | oaded onto the .
the defnithat lamteaed%w)othﬁh@rvecei for cSélhﬁb’B*? &Ry 2 ofhes nublig key security
metdlsS serial link may also be used for other purposes,

Including setting up a private security key 111 such

as FG. 3/ MoMs orydteRr wheaeinf inforprativatsbokeyn enbeded message 200 is

. Certificate (Cert) of the user and their Certjficate
displayge Rt § GRCTLINIRCERA) %ovls‘aﬂﬁémﬁﬁfftw& genggajor; 10 generates one or

mor@ Vidugl ﬁ@h%ﬁtc%ﬁ ohaNAsE §fort Wf\tst[hgp ﬁledrﬁééﬁﬁ%g 26 cdind0hY | Bicoding

devi ce are one personality and o nmet hod for
aspegtscagsdpartied 202raAl visubhéndBeater 220dis GRipdayad substantrllly ycoextensively

BT e T -
proi%gtym dplieStMME oG oA Bbi8Ee BeiRk I dispBid TACHUE Ius¥r interface

' e
hods. "FI G 3 shows a system wherern information _
240 abyensrdiaglye thocdtant msyslagdic20022@isdissp kaipdiratarihg exigny to which an

ipterface 240. A visual d.ndication generator 210

enccéﬂ%?%’?‘é Y gppdies fo ﬁ’fﬁ‘é’a\ﬂf JEAPSASF cat or s 220 based upon
whethgesnd be mvtes Sagdfil 30Bcaont 22018isphyeé 0 tHeNgserSpREMSe 240 can
or properties 202. A visual indicator 220 is displayed

represep’ many idiifergniciypss: @frgicoding thyt can bR aisee withghe pmgsags 200. FIG. 4
t.he r Ser, | . ex. Nt

o 8 4355 g D458 LR B8RO MR s 20 con

inditdte PFESSagHIdh el vgial irgidatored 0ean tifdicais eiat kntwdodad encdsige contains

Accordingly, the extent visual indicator, 220 i uigd ,
or dogs inghiceeln ¢ wisnaire 30025 WRIlas whetbsicd digngtuse 3@% g validated.

Add?t?&iahﬁ,szli (ugu&lhﬁdi%%xtz %gé cérhﬁlldﬁﬁasﬁﬂﬁh thHeor s @if aH?)][ gfctge message

Vi sua ndr cators di spl ayed on the user inte
200240e besm ¢repyresd A02. mSivyilaty, facvisrad indipeer 2¥0 eamcimdicaty which part or

that can _be used with the ssa 00. FIG 4 provides
pm%@?%‘?él"?iﬂ?q_ LSRR 1)4\6)(_}1?“6‘1‘1“? feffgg%‘g_of the encoding
that vishe MiRE@dn %éﬂékeﬁ&t ?f(ﬁca%%@c@s@'ﬁat%?ﬂ%@ byF@fware module 320

exanpl e, a visual indicator 220 can indicate"that an _
to learo owllech pests axfea curssagen20® contoims angpdivgnt Bhey encoding determinator

softafh gt 32t B Bmiangon R o oo S50 e software
modullieGat £ éﬁ(@fﬁﬁoﬁ@e&ry?ﬁomfghm dighat@BYeriféatiohensmasage
200 have been encrypted 302. Simlarly, a visual

| ndt Shewist boodersinod fht visuel ficalersedd casy repeesens adilftional encoding

s Gl B TSRS £ BRI AU 5203 b i prs
of aRfidRYd gd@d0 bvve Bécnisdingreie s £0. 320

FIG. 6 shows a user interface 400 containing a visual indicator 404. The visual

indicator 404 in this example is a vertical bar running along the length of the portion of the

message text 402 for which an encoding property applies. It should be understood that other

visual coextensive techniques may be utilized to indicate what encoding properties are

associated with which parts of a message. As an illustration, different patterned
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to learn which parts of a nessage 200 contai ns
encodi ng. The encodi ng determ nator software nodul e
w@2®saem7be a standal one nodul e or part of a |BCTEA2005/000295
cryptographi c software nodule (e.g., an
encryption/ decryption/digital signature verification
backgrdunds) on |a usdroimlt@fdoe apudtb bst wsed tohmidioaies wdilat encoding property is
i ndi 20 ca esent addi tional encoding
ass éaé Qﬁb"a“é‘ %ﬂe FIG 5 shows that visual

| NdA ClMmet 1@35Qraﬁaﬂ Fl@'mbﬁsm&trbaw Bht mdRhatc? 508 onAPEser interface
200 have been conpressed 310. FIG 6 shows a user

500i thategofestsadsiailong dhe kingtmef theviextiu¥)2 foniadisateohatihs dathis signed. In

isual indj ca or 404 le.is rtlca
wdaiiindng APlhg tivs tingtn 0 PRE B bl pifb laddh indicar
addﬁ@iﬁ&l ﬁ@geﬁ}oﬁzal‘ﬁﬁi Eddoéinted NG tHROsi@at@Rer tBor %ﬂ@ﬂnp%sa green bar can be
shoul e understood that other visual coextensive

used ¢ dicgtretherpignapue bes bpsreverified; otheexiophyhersat agieHgw bar could
indiﬁa‘rtetg gg%t;t'hg %segig:% c%%lfcp ﬁé {'\%ﬂ"g E%%@iﬁ%&tﬁatﬁé SSelefer %hich delivered the

mesPade! ©rthe dodick ¢oaldnetsify mhcames&gei N e¢df Brecontd indlidaes thaeche digital
to indicate what_ encodi ng property is associated with
snglmr% FoWd ppibeorerifiedds ga g massaghwphidmperqdyeitat i on,

g u§lhi91 t%r Xc%ltd'lﬁdﬁkatp 3t e& gﬁig%megr P%P 18, %ﬁﬁr could be used
[ nter ace B RAt  coext ends ng the [ength of the
to ihdigdte Ach pant nﬂlthatoeghiahte)dt ivmsdamt:&ypltezd sihdrieel colon could be used to
. addi tion col or device, the bar 504 cquld
shoydlg ﬁf?@afho?fn FERBHO o0 BS0h &1 AP a*a%yg a\ﬁ%ﬁs
pr QQseﬁﬁd(gY(ﬁllnﬁeo% aa3e8 8f esbryptldh, hRsapkd @ﬁér?f)t%d dclbrding to secure

exanpl e, ~a green bar can be used to indica
messa&ln@pwecdiasudbewsmt Matipaposecnbitetaet Majl Evktens;@l@ @/MIME) or

PRy e A48 Ak ! BBl D% S e o

are TBHSRUE ciphet v ailaylcCBr @y deﬁb@é I su¥h b EripRs BRGEEndyp@sh Standard
bar could indicate that the digital signature could

(TriplstDBY), wad |Afdveﬂce(deErg:rypttqﬁleStﬁ@<é%@éEﬁbsantoalﬁpéh@a WofI§) ciphers are

claséf \éh %&' aLtr r@dl cg;?rge = W] oh% %h% g are e%xgstlﬁéc? ﬁ%“\géeﬁp e%ﬂe?% Additionally,

the p@bélvaf stfdﬁgthociﬂ Otipladr nhBXdhanges o e Cinyp hetew angtdnabyticakttacks for the
coul d be used to show the strength of encryption

ciphepaig discgveéd for strong and yel low for weak). As
ba%ﬂ&?&ggeroﬂec@g%? B9t cRhtdNREKREL e 18R SRURSE That the Hser can

encrypted according to cure ne éagl ng protocols suc

plaoaS)nSHé: umﬁiddnhhhtpwfpbs melssrage depdndden|thEstrangtii ofithe cipher used for
or Pretty Pri vac ot hers can

encxb(gtl@h N@ﬁgtgﬂlgﬁphﬁ 1§j}1§ ethgHsers a&%@nﬁ%ﬁlgﬁ atati—l% message was not

hi
R4S L BrERGE Qo A B, e e

conﬂdbmnh@dseﬁnnay ﬂ)blregarmrtharstL(rAESB)f thawomguoidatioss clgomel. The

pher s ar cl assifi strong". Ci rs,.while. :
ol g e g BT R4 dOoUEHL Lk S oRHLTBRLPY geerding
streﬁéiﬁ Qﬁréfl@ n}iﬁgnsﬁﬁ@ ngt ﬁlcgfpoﬁatgd pﬂb@émn@y {@fé}@ﬁ& OVS. provisional
w cryptanal ytic attacks for the

apphcatlon Senal No. 60/494 623 (entitled “System and method of indicating the strength
of encryption” filed August 12, 2003). Coextensive visual indicators can be configured to
indicate the strength of encryption.

A single bar could be used to indicate that one or more properties are applicable to

a message as it is being displayed. For example, a single bar could be configured to
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ci pher are discovered. Wen a user receives an

encrypted nessage, the |level of trust that the user
w@2W3p0AcE on the confidentiality of the messaP@r/CA2005/000295

depends on the strength of the cipher used for
_ .encrgption. If a strong cipher is used, the user can
indigate dbaif theetext tofiathe tessags bagybeermdothordigitelly Hgneb apd rracrypted.

ot her.. t han .the intend recipient. The aker the . ..
Hofivif it ‘A3’ B oS00 doft el e (80 PR (ash® indicate that
mulfiflenEddiflg popesRS dred dpyliodbld fvea BREFAPOLERDOIBIBR of Randdedge. In this

e fO||OMAg§ comonl y- assi gned Fatent docunent
1 1

regagdsn e dirpisbaidadicatenthe aximmbinuhichn Aesyspending Biopery ihagplicable to

. gl q 7 o _ "
oo GEVEAARELE 4 IRETALGELOSIE B AR BLS05H o wic o
secopdndricbdliag proyatyeis agpdicabietodheftextneli that inegagde Because different

strength of encryption"” filed August 12, 2003). i
encadyrs PEISTHAS GAnsRiarenreranied Ry hecBFP Barse i Pyyisrigay cgver different

portiorﬁg o eesa}rl%eraégsﬁgé? gII'dJ} eQEmS[%C Ewgtiﬁﬁpma@ sxtdidl tﬁro*ﬁgﬁ the entire text
coul’'d 'be used to indicate that one or “nore propérties

of aanessagptd medlbate that thernrestsiagebeas digitally shwiedg Mowgteay®decond bar
For ex | e, singl e r could be confiqured .

may{ 159 R PRRca RafaoR elihe g i ndicatecgicoriiya egiap afghmessage

wasUeritd Y $hONGM BRE ARG raRIRS. ditiRY @bnfigdraSiiRUnieR&they are
understood that nultiple bars can be utilized to

displayed ontles wsess intaifadepirevider thdt thgy praxgsektensige selative to the message
appljcable to a.nessage or a portion of a nmessage. In

party ﬁf\gfxﬁcﬁgberydgs,pegtlﬁﬁy B?I%d’é'r i ndi cates the extent to
Whigg3. 8 deplctd tRPGAITNEh BHAARM! tchrfole3h | ddaafkRatbd 60O'Eor an agent
text of a nes;;ge, whil e a second bar can be used to

ther¢af)icamsrecifiievienal énticater setfings & OslecwsPraneisalaviges 630 (e.g., device
640pr 1RE %s}’lal' ﬁzfji"‘c%'r's%t%%'g 856’ ldi8hd é?&\zi&ﬁ b & IRBH8Rvice 640 over a
iTTer odi hg propert e

(5]
ecause ent en I es can

netwdzR 162960t @thdd Wataheorinaeridmanschdnliven)omr SrdsByo apdae data stores on the
different portions of the_ sane nessa%‘. For, exanpl e
diy The

devipps G0 (set digystese R P Rligfiewared4t The mabyle dgyicg 640 ca be pre-
pro%‘{ﬁg%gg Svi%tﬂens@'ttﬁﬁg &nd iy (t,aEL%et \%fatéaaﬁy %eﬂ‘ éjdrﬂth alo¥ 600 or can

wever, “a second y ext’end through only
haveathp dmitiblosettofgs phevideebity the IT adinoasteatértd0. onl y a porti on
of the nessage was encrypted. The two bars assunme . .
di FHES RIAYISE B AR Y O SRE  h dy0 . keI pely yomize visual

indil MBnUSBings td B eRCReeRE. OMILE dn TPalntii8¥atBF 600 can provide the same
coextensive relative to the nessage parts to which

settinpeyo ralispwbile Welvicep exf't the reonfplaGy, thedebyyi ensyrinpahatapomffany mobile
(information t.ech ogy) adm nistrator 600 (or an
dev‘é‘:gseaﬁl?’e’g%raé’8f‘§15t8’ém&92%3'f y visual indicator settings
61Q\d Pr PokcyOEan ™ enfdR¥H GPSn PfdileQicdices AEWIa6§ vR) suchh® through
visual 1 ndi'cator settings 610 may be provided to the

the rppiokehededéssabetiGnother follovénguoramraony ( assignetended SStates patent
T e T
Confi8Y DFE164fbhic DBeicEPiSkAaldYinGer 63/03Z,830 Bigedps€ December 10, 2003).
This document illustrates how a user of the mobile device can be prevented from altering or
erasing owner control information (e.g., visual indication settings) specified by an IT
administrator.

FIGS. 9 and 10 depict an operational scenario 700 for generating visual indicators on

a user interface of a mobile device. In the operational scenario 700, visual indication
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programed with the settings and then can be updated
by the IT adm nistrator 600 or can have the initial
W@ eaosi16my37 provi ded by the I T admi ni strator 600PCTTAAS005/000295
provi des conpani es with, anong other things, the
capability to custom ze visual indication- settings to
settings Bre feepivedhabstep 782 Senm parspimel chfiani 9t depagimegpo Thgmmobile device

sorf 0005, 9309 0PSB Lo K R v

adh®hen tie rﬁolﬁlwl@d@deaﬁtelb% Polessaye, shoh b melmﬁymMgbet step 706,
enforced upon nobile devices in such

the epodingnaspres apioesiidnuth desoesspee Al e e Ptoif\ﬁ?lh&lo Based upon
the %mﬂél}fatﬁo‘% ée@tﬂf‘%‘é reflie@droth yegl)slf f&%cﬁ*ﬁ%l Q’PSQILII @ﬂdaﬂﬂs %\rne Ogenerated

eb ncor porat e er ence: yste
for Rsl’&tnbh@sa@ a@/mqy 7Cont Aolstepl 7H, et rmesisageDend aag " viugdrindicators are
Nurmber 10/ 732,132 filed aon Decenber 003).. This
displpyed Aing Usen laéftrﬁa@ e IPGHHIAS U I%qurﬁ%orwﬁeﬁr@naeqﬁdé @t end block
716€an be prevented fromaltering or erasing owner
control information (e.g., visual indication settings)
s pdt:islfdukﬂbé:)yndﬂnstbd'd thahsiniikt taathe otheEpGBesdngfldws described herein,

depi c nal scenari 0 for generatin
the §feBt o TR oESR his G, Heps B ane (R aPPsE=Bbed by ey be altred
modifi¥d &R¥/or! d’ﬂlg[fﬂ’éﬁt&%ﬂ@ﬁll@@lﬁlevestﬁ@ Qaditced olfQdme/i sual

i ndicationsSettings are received at step 702 from

perBemystemsfandmétifodiediaclosedritereifflaee prskrinted drlyibyeway of example

st or s at 4 the i ual i.ndication s ttin in.a
and G @e B FRu B scsn ol iR Bisp B, e Parfifioht Bhe' otms and
methedi d&cHBd aboveesal %@Sap@aféﬁﬁwglﬁ)sesdkﬂtbdaﬁl & &t mablas such are
nmessage at steg 706, the encodi ng aspects associ at ed
e

congiflerpd fCh‘?ﬁe YitBisdge seape of tedpygntion at step 710. Based
UP AL M&a eﬂiy 8% tﬂeq’glldg @E(%P%rbﬁﬁé é};sﬂgﬁs £rﬁlcrﬁlat\ﬁggs E{s f%cﬂ?erem FIG.

| T personn cators are generated

11 shessabe dbuad tidicatdids) 220 disHpyedldn atuber mesfag é49mzinamyupdated as
vi_ sual |nd|cators are disp I% yed on a user i nter
A

f
morpiRfREBaliHg s eAnechRoub Hisr ACP GREIPTRCEHSILG Bhtpess 08 for example,
an L%Itdﬁtgg vish8t 1nh¥ca§ﬂ07?|bgnm§e%éej§%r {c%gg&ﬂdltsﬂ@ upbtheAset %t&l'ﬁﬁze 240 as

processi ng erei the steps and
mort o the aimssm 2(]0e1sspremsddn Tfhies masoh@mtwhles thel $igghture 300 of the

h d d/ d and
mesgiEeri00 RERTBOL FHIR e SR o corEs Syl and
et AOHS Rl SR8 the ERitdmdhkd Me@l%ﬁl@tcﬁétl&@lime?é{n‘&ﬁé’y B used with

exanpl e and are not neant to limt the scoFe of
maniyndiéfatent nompntess andadévacasomechods a aredags tneghd emmnmnmh@ims device

desc ose
o S3F LT RSN B i UGR8 Fhoe mobit
devieé QRE iR¢lulidiea itAMERIVEPB11 A8 nRidr o 338, hhBspih @22, non-volatile

scope of the systens and net ho di scl osed her €i n,
menggrg, 824, random access memory (RAM) 826 one or more auxiliary 1nput/output (I/0)
devices 828, a serial port 830, a keyboard 832, a speaker 834, a microphone 836, a short-
range wireless communications sub-system 840, and other device sub-systems 842.

The transceiver 811 includes a receiver 812, a transmitter 814, antennas 816 and

818, one or more local oscillators 813, and a digital signal processor (DSP) 820. The
antennas 816 and 818 may be antenna elements of a multiple-element antenna, and are

preferably embedded antennas. However, the systems and methods described herein are
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11 shows that visual indicator(s) 220 displayed on a
user interface 240 can be updated as nore information
w0 goosaarimed about the encodi ng properties of aPCEE32198/000295
200. For exanple, an updated visual indicator 750 may
be provided for display upon the user interface 240 as
in nepyvay sestridied faea pagiculnypesobhrrieritss OF eVaThias Wikplesh gppatinication
ckv%@?n the signature 300 of the message 200 becones
verified or a certificate status becones avail able. As
anoftieemobiardelee 1o0eisShraiceay andympadmdmae&tmdewce having
herein may be used with many different conputers, a
voicgedndedafa ComeRTREATan ePRNHRSS. mEBS, dot SHIRIE CHte BRRIE Qevice 100
maf R ESRRAR i i gtpeort bty & EAZOFT AflbEarfsial pellulr
netwaorks,undanay tlsans@aimeateSdver aalata neteprloCEBs voic838d data networks

I S y on-vol atil e menor andom acc
3@&5@1% %I?Q‘% the SREIMYNIGAYOR Q) s 10, (ks Satcp 0t gaie networks
ma)( bt @egﬂ%ﬁé‘ E@rﬁmﬁgi%atl@h %@Mcﬁ‘ks Q@lﬁ% s%ﬁgpatea iENReALLL, &%@h as base
a speaker 834, a m crophone 836, a shortrange w rel ess
stat'xoommﬂwodt icontgoldan - stystcafmlﬁ:;mmaarht ottbgntedeinte e single wireless
-systems 842. The transceiver 8 11 includes a
Iw“WE eiver 812, a transmitter 814, antennas 816 and 818,

ONerHliraiBcdyver 8¢ fhis @28 itd bth@ugicOEIvitiahe ndtvetrligl 8] and includes the
si gnal processor gDSP 820. The antennas 816 and 818

recefiegy 8B, tattwnpmitisr ﬂrférihg 0015 oampy¢ 1gopl escellasers ritl 3 amddhe 'SP 820.
Them g'i 1spurs rsf‘eﬁloéng LELVE Iesg%%ﬁ t§ 0§ %rom%%ra%sdel\;ers 816 and 818,

hereln ar ern

and ra%tﬂrbﬁﬁezdcdrﬁroa ipffrhation @rthé y@eivet santaad fiss tr@ﬂisnﬁVte[nSIéD If the
W rel ess conmuni cati on devi ces. The nobil e device 100

voiqesansh dita caBIyunicatiggs REFUTCEnts ek fiearengyy Pt lasalyrspaeed sets of
ﬁeqﬁgﬂc"fees g a%?gi%@gmgﬂﬁ%tr '8‘?? 8%@7%%%51331 b &ﬁl;]un-@ﬁﬂﬁ 'w1ﬁ1°t'he receiver

xarrpl’e evi ce communr cate over
812\wuntd ake trefismittks; 8 B4IC Altasatingly Off dﬁﬂﬁeﬂmﬁéq)@naes dregutiléded for voice

cel lL.ular networks, and ma also connun e ove
COMHMHEHBTHIIRSS T4 OTERTROBR R FEPWBI dhgh @ alistlityegf local

oscﬂthgFé &3 12 ¥ JSQ@ t& Qﬂecz?ghﬁ’{illtglw L 3cies RESEpYRERE to the

data networks e separate communi cation
vomeamb rdesa usiwgrks ePldk. at Ifomiatiast rwiuth rlaclué@sc thotls “wae and data

tions, network contyrollers, etc.
infofiygr 5 SEPPHLGH5A 61 R S0P radieeiat Bk 143 AR berwien the DSP
820 h@ARGRIcYSro&sdok 838, used to communi cate with the
network 819, and includes the receiver 812, the

t r diendetailed &sipgn eththegramsenivarotld, Isadnhs dregidricytand, sa@ponent

selef ity T Ciyeh e+ $OE kG epierd Bodt Bt Sl g Hinegri 819 in

whiéhl the A6Hil@USACH 10V iisl @erieatts Vpetatd, ForRikh@Plel @ tbbile device 100
receiver 812 and the transmtter 814. If the voice and

integdpddo epersieinedVodndmseicar markeh mey ipgleds 3 Bansepipgr 8 bl designed to
oper%k o\%ﬁh Xn? BR& %grlesﬁ ?ngce communication networks, such as the Mobitex ™

DataTAC™ mobile data communication networks, AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 100 intended for use in Europe may be configured to operate
with the GPRS data communication network and the GSM voice communication network.
Other types of data and voice networks, both separate and integrated, may also be utilized

with a mobile device 100.

-11-



10

15

20

25

30

frequencies, then a single local oscillator 813 may be
used in conjunction with the receiver 812 and the

wao ea@nseiirt er 814. Alternatively, if different PCT/CA2005/000295
frequencies are utilized for voice connunications

versus data communi cati ons for exanp th
pl (Rependipg ypop &teaqyp%gémtw&flb%nwmaﬁwl 9b€ﬂ%ﬁ§é%ﬁ8trsqulrements for

the & BAE AFica lfég Ll-é%{ Lisy vafy. f y E@qg:%@fdlﬁsxpctﬁé ﬁ\ﬁéﬁl&&d’” rﬁgdtlﬁ)ataTACTM

€ Vol ce an a net ornmation, whic
dataJ et ondke smbbilddendcssaara negigdertd on nhonemborlonsing & unique 1dent1ﬁcatlon

onmmuni cated. to and the tr ejver 8 11 via a
number gSSBERICHIth I"ré‘ab@@gé? YA ﬁ\h@gﬁﬁ%%@@l@}loygéﬂ network
acceSH & Q%c’i‘étle@ dilesduBtrder beset 6?5‘ SfBi¥ GEvied 1a Cﬁ‘l@&*"dé\ﬁce typically

frequency band, conponent selection, power |evel
requates ., suhstmbdmsddémnm:de (ItSdM 1)hwhtcbnrmmqtomd| onordet W okerate a

819.in whic bi | e device 100.is.intended t
mobglg it OH-5, OB AERETka LY < deeineiri GO P by s tons G
anyPREY BE 8pérabld, WAk TSIV GeicEBuk 8 imdBil dePickWel 1R unable to carry
transcel ver 811 designed to operate Wi th any of a

out gmy ifigtofions involvieg communicgtiensonverdhewdetasnetwokn8H% ather than any

legamgl?%éﬁégt "ki@gg“s %Acé%m% o§ i i, g \(lz\gmgls cgtl on

Mokt &9V irequifdd0 netioein degdisfration) 92 adnlvauéxmﬁoeamr&e have been
configured to operate with the GPRS data comruni cati on

completegortke anebilechdevismvl09iraey dismaend ard irenelivre cPNIcatipR signals,
mch;iééﬁgg rog{ \e/gi%E And it 9 Q'gg ?\561‘9@[1531’6: o?h? 8§§p§{%§5ﬁ dx%@cgved by the

may al so ize evi ce
anteﬂlﬁ)i)S[lGa}ﬁ@nd tHegcompaimnitdtnt nyadeodf 8 Ivedraqontedto it weoeksr 812, which
the access requi renents, for the nobil e device 00

prova%as far signalamplifieationsfEeapency down (AVRISION; EXpHRg, chrpel selection,
etc., Al ?Jd%lqlgﬂro‘;ﬁfeaangl% \ﬁ@fiflgztal d&bérlsﬁmdg}{hl%g% 8igftal conversion of the

regi st'ered on using a uniqu
recembdnmghab aa:l]oms rmnnrbecorapl‘wc icamedinwiatibn e fivletiomhi bech as digital

ce. GP dat a net Kk
tenp pEiaEEh and e 1o e SUBLEPFD NGy EESP A0ATBE A manner,
endBVoC8: trAnSaiRed 48 Mhé Qetwiddk CBb! MelREssERS iACIRMIREChib®8Ation and
|dent|ty nmodul e (" which is reqU|red in order to

enCQﬂ@@ efoee?wnmihl b}étﬁ‘@@&% §26 ang agPhen peevidedto thedeansiitter 814 for

tion functiaons
cigiBFdpamce weRan T neauPpall buNeRior ooy cBefssgion and
trandhistioR @ theaBhemingcatish h¥ttwik 889 yiaftHogitb@asslignvol vi ng
communi cati ons over the data network 819, other than

anyn pédjtipn {o pr@wsmgdh%muméﬁpn sgnats, iy DBR 820 also provides for
transfcgﬁfegﬁgﬁil o1° ﬁ!nj é)& fl?e Palﬁrigve'ise 1e8 (éo @Sﬁmﬁ{gﬁ(catlon signals in the
grstrati ve

on or a ures ha

receB@ABI 2ued thet tﬁﬂlsm!ixk&r|8&4dﬁa§4 l@@adb@ﬁvﬂ?)coﬁﬂﬁdleﬂelhfb@hdiutomatlc gain
receive connunlcatlon S|gna i ncl udi ng both v
contzalcplgerithms; igwhgraenter, & thehBSRet2or f4hes fgansgl‘gqﬁaq%ﬁrol algorithms

ol 5 Yoyt s FERGIES: X011 598 PR bR conv

of the transceiver 811.

The microprocessor 838 preferably manages and controls the overall operation of
the mobile device 100. Many types of microprocessors or microcontrollers could be used
here, or, alternatively, a single DSP 820 could be used to carry out the functions of the
microprocessor 838. Low-level communication functions, including at least data and voice

communications, are performed through the DSP 820 in the transceiver 811. Other, high-

-12-



10

15

20

25

30

provides for signal anplification, frequency down
conversion, filtering, channel selection, etc., and
woreansabae7 provi de anal og to digital conversi onPCEOAR®ME000295
to digital conversion of the received signal allows
nore conplex comuni cation functions, such as digital
leved spmmumicelion apiisatenso sods g ose GREPRH AP APPHEAtIRB24A, and a

datat%?nrﬁarqlc%tw& ?p i Arﬁg%dﬁaﬂ{%§éjfgs?6rg@% et x?orp9 Jatlle memory 824 for

ansm t € ne are processe

exedutiohusli g ﬂﬁ)ddﬂ)xabes@dir 8381 e edamgle, tloy vexarnphanurdiyatiohemodule
DSP 820 and ﬁ{gﬁ;{t n provided to the transmtter 814

824Agpay pfﬂV{ &éerdamfép%p}gﬁqa £ F%H&’é?%‘;t/ a%recewe voice calls
betv?é%ﬁ‘tﬁé f1o8lle dbvikd $60 2% a ?fﬁPAlL{z gﬁgfh'ef’{?ox@ﬁ Or H&zﬁ'?ﬁ&ﬂescfe‘vgf%s via the
to t wor 19 via t

e conmuni cati on ne ant enna 81
nethrrkaBdGi tSiomlatly, the de@smmgunibaionanoduie §24B omayspmalesy high-level

user %%S g o%%l%é)?eggqo gqna&ﬁagl%a%gélvtg%a %g,i%ﬁﬁl ¥ rFﬁC%) g{aglotlglessgges files,

orga?ﬁz%%ﬁnhﬂtlérheshfﬁ%kwﬁt%sé%@s Rd bdietd AaRSHoblIE dedibé 100 and a
be adapti'vely controlFed through automatic gain

plurglotytof othealdgierdevicas viartipd metentks 1Pn the DSP 820. O her

| R Bl ST s e BheriR e Befife dibrustpmsosuch as the
pwmﬂzstueqamﬂsm e Axi iy ifpRit/baPAs  RD Vs S gm the Senal port

m croprocessor 838 preferably manages and controls the

8300\the ak¢ybopisy 3&3ﬂonth9f sn%erm%m éh@eml%fépll@@ 8R@nythe y ghost-range
comfip et AP TR o TG R A B LEESB bl S et o

842used to carry out the functl ons of the m croprocessor

838. Low-Ilevel comunication functjons, including at
| eSomed &f athgnerbsyiienes cHAMInITt diPon? PSFETp e?qrew&aﬁon—related

ﬁm<{t11||3f1 Qﬂer{egée oHRE s%% dtdind F)f’mf?cfee kMSldefiLor ghrt?e"\flce functlons

| eve connunlca Ion ap catl1ons, such as a volc
Notaiﬂynmmmbsystemq;) pﬁch::fstthe) keﬁﬁdﬁ&, 83émsth<hthd display 822 may be used for

conmmuni cati on appl.ication 4B may. be stored in the .
bot%qmwmaetl%r%ﬁ&fwgsas FuET &% EE e By ppesae for fransmission

over 84t9RbREATIQNiof BtwdT Qraxﬁ)%@meeresﬁé}ﬁ MRt such as a calculator or
conmuni cati on nodul e 824A nay provide a high-1evel

taskdséor@thcreREAGnJa)ﬁnaﬁtamse to transnt and receive voice

cal et ween nmobi | e. devi ce 100 and plur
ot IR G e s TaPeisad PHa BEeoRPePiretints Bisfreabgtored in
persistdiit Istié Yucht AendiAtdlakle HdbS 8240 Th@@ﬁlﬁleﬁﬂé Bty 824 may be
grOV|de a high-level user interface operable for
imp

mmtngf@tmampk:e pv/{ Hipsh mamory gempaserd - oreds| bateryskaghed-up RAM.

in R 0 §30icAElng’ SERIARD coBOEob b RASAGRSor the mobil

devioé B@(I) tanandelatilemettoty 82veinRRIde® b purdl. ode@&ware modules 824A-
m croprocessor 838 also interacts with other devi

8241 hafyean diescxesifed bydhe mécrapopesagr 838 (andfes thmmsé’z@o),t méludmg a
V01c§§?) tﬁﬁé’aﬁoﬂ%%du‘?%%ﬂ%e 4%%%08&@}/&% ﬁg’f‘%oglélg J?%ﬁtd a plurality
of othee op%rﬁﬁ@rpﬂl @Et&lu&@@24thr shoyihg loang@lurality of other functions. These
modules are executed by the microprocessor 838 and provide a high-level interface
between a user and the mobile device 100. This interface typically includes a graphical
component provided through the display 822, and an input/output component provided
through the auxiliary /O 828, keyboard 832, speaker 834, and microphone 836. The

operating system, specific device applications or modules, or parts thereof, may be
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conmuni cati ons subsystem 840 and any ot her device

subsystens general ly designated as 842. Sone of the
wa@asgetiens shown in FIG 12 perform PCT/CA2005/000295

conmuni cation-rel ated functi ons, whereas other

subsystens may provide "resident" or on-device
tempomci/ loaded mtn alyplatilessions, wbgyﬁw%sf@c iFastes qpn@tlon Moreover,

eyb h ay 8 d 0

recel G B P REOT S E M AP p RN OB g RagEb. beore
perth&entl FBESRGLtHeRT to 4 ANSSYstett Wtarddn adpdidb@nt store such as the Flash

communi cation network, and device-resident functions
mergQfy$24s a cal cul ator or task |ist or other PDA type

fun .

i o ST o A RA RATAEE) APV Blf bR Enld Vhe mobile device
100peraspat@nl isfoansticaumianagr rqBIM)/ap;ﬂtdahen pesvading 3A3A flihetionality,

o T T el T o o
inte%f’ kadr 4R RAM cb&nﬁ%’daﬁbﬁ%édﬁlé @?4&%?% %Dn%y?ﬁ(ﬁ{@ calls, voice

Ich controls lowlevel functions of
maibievicc ean@ iBay tlse inereacy vlithtthe dataeqmrymﬁ@mqnnmloduﬂesfoa managing e-

maigéz(cgﬁ%lltuiglfgg%(ﬁst%@fqﬁ%rc%&n%grélgﬁ%}osxéggl eI yvgiy,ta %%gep?unctlonahty

of tl?eZ\Q)lce bélﬁﬂnﬂﬂicﬁ@orﬁm\ﬂ@hl@ %zﬁﬂrﬂﬂﬁ RhE@th 0AmIRANaB o8 2fblulef824B may
data communi cation nodul e 824B, and a plurality of

be integratedopterthe PBahodmdelul es 824N for carry| ng out a
| | f.oth [ .
bl Pheo A REREY 355 afhas: S GeSsom o fuciliate
stor%egbf PEVIEdath lifetsl G theb@IWEREIThe Rmrapﬁlﬁkdltﬁ)hgarmﬁﬂlﬁ includes the
evice 100. This interface typically includes a

abiliy ipsandand cerspordata iteme ritherd st sebughing geaiuncipr agjthgho voice and

h
o LYY BULRY S 0rRNE N B EL AU e Pt
iterrm zIrE qubfersd 1B 3€amEbudy pr:tegrate'dn gymeyisinéred apeapdatal, dew itloe wireless
El [ cgil ons or nodul es, 8arts t hereof, may
ne ¥t 3 Cpeperting e of Jeie dlomiosiords & Ashiigtedswith a host
com?ﬁ’M %ﬁgelfnorthefr } €fea raaﬁﬂrﬁﬂed S EQVOF dafL REMY 8sociated with a
ommuni cation signals”may al so be tenporarily stored
particolaRAb4r826, before per manently witing themto a file

system | t ed t ent t he Fl
T B R FeBARBar B BroRUe Tt Rl ol
decd®RY dag ﬂt&ﬁﬁ ege PREQaBIDQtIIBDbA thedBYbIEEHMPE 100 A Pe61ARAINd non-
i nformati on manager {PI'M application providi ng PDA

persiafient 1stom<n suqhta,s thesRAM #26.c andbridfrmetiemmay iagiprdl et sieted 4 the non-
[ Thi s ul e, 824N al so tera
vl ety SR chimiln SHER Sier iR Yok ebERA e guoh thet
the RifRRiItIEANE Fomotel RO Bichiory Sddn afterMidis FRYed®| HowkWrestafize of this
with the data comuni cati on nodul e for managi ng emai |

inforrpatiamincte RN 82t onenher detatile pahsan-psisetnt store is preferred, in

orde@ltg ee:{lsnua:lrte Itﬂ’a%'tﬁé 1n%rma 1font19 %ra];é"cp ﬁgl R mo}}y when the mobile device 100

loses power. This prevents an unauthorized party from obtaining any stored decoded or
partially decoded information by removing a memory chip from the mobile device 100,
for example.

The mobile device 100 may be manually synchronized with a host system by
placing the device 100 in an interface cradle, which couples the serial port 830 of the

mobile device 100 to the serial port of a computer system or device. The serial port 830
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of the voice comuni cati on nodul e 824A and the data
comruni cati on nodul e 824B may be integrated into the
werdsmodat e. The non-vol atil e menory 824 pref eP@DIC¥X2005/000295
al so provides a file systemto facilitate storage of
PIMdata itens on the device. The PEvl application
may,led be ugsidyioiepehle 8 asertth setappieranges ropgh@ngxterna deyige or software
I t
oo {iHiy, PERP dnBhiRAE bl abdiRelon rfiauled sERNL RR S AN nis wired

dowdiléad! pth Mayehecasedneotivat ks efickPptiothkeyPbivb tHatdavice, ewhichri®a more
preferably seam essly integrated, synchroni zed_ and

secyfpdasthed t %%ﬂ@“&hﬂge‘?@%’“ﬁétm“%g‘a Wi mrigeless network 819.

Inte?ﬂ{:e%ei%p Q\gre%e&oﬂlo&laéﬁhé kG esﬁr 0i6d A tlﬁSﬁB&I@‘EQ\QCC 100, in
hos conput er system ere y Creating

addmolnrto rog dnssgeglt @fithé @emdqioﬁ 830e nEormnq:ﬂ&-;ﬂae[dSBAgolnt would provide an

rticul ar ser. text objects representing at |east
intey £4 fo 3igpil XS%‘EHP exSqnakSAMPUE wel | as ful |y decoded

datﬁddlﬁ&fﬁ‘?’ Pﬁiﬁ&nl%ﬁ ehShAR! $r48¢ Qfag%eqeaaéaeoﬂw Bhd BioBAY Ideelce 100

in a volatile and nonpersistent store such as th
throlagh/ltl&z&tw&mrs 1P nthooughtancrxitmyy I/Ostubsybtdme 838,.ahemighrihe smflal port

20t bt B okl B, o 85 any ot

sultmﬂé @ﬁlb‘é%ﬂeﬁmzlzs ah@ TRYARd Yy uER TR e f6RNoRfile8heinbry 824 or RAM
stored. However, storage of this information in the

826R&M>I8 flexibility o ahplication anstaliation dneressep dhes fimctipmalty of dhe mobile
dev cg g@ agxrgr %%g ni)%élo eder vﬂt{l ef tcinu&e%l eh%tmc o) sI @I)or ?caﬁon-related

evi'ce

fundWE [ or bbkH. Fop ELMBIE; Sseatlite wﬁﬂﬂﬁLhﬁHaltlbﬁ dppl&fatlynsf m@iMenable electronic
obt ai nj n any stored decoded_ or partjally decoded

conppred Adraliens Hpdr &thery Pyry Enansiad riyanspetions rtonbe perfapped asing the
moﬁﬁ\’de@ﬁ -48g, for exanple. The nobile device 100 may be
nanual Iy "'synchroni zed with a host system by pl aci ng
t héwdevithe nidilei devace 100 di f Geeatinganl e, davhicommmigdtiea mode, a

the seri al ort 830 of the nobile device 100 to the
receivsd; sENAofYchods a e pEIsage 8y &t Weh BPg%IQW’Eé S’Tﬁep@é‘?ﬁs‘?ﬂ by the

tranB@ider SRUTRY 8 It5‘1h§r91 HeviiRedo iR rﬁ[&?&ﬂg@c@s&%@% Wl&eﬂreferably further

preferences through an external "device or software
pro@pyeisithatdceimed signélandowitibleathges hedesapptd atatvieofor rewenthasoutput to

|nsaIIat|o This. . wir d,pat h e . .
the (5aRY 321 gnattana St eraiRiEy B SR Re et ofRienf device
1001 Bay alf8r Sordsssk it REMS dsuichady @&‘rfa'i‘laﬂlgééagese%fn\gpﬂﬂeq{byboard 832,

information via the wirel ess network 8 | nt'erfaces

whi¢lpiis prefieablyia eempletend|pkanuprerin eybgerddaigraiiindbe QWERAY style,
nobi | e devi ce.100 dltlon t 0, 0r i nstea o the

ot ofer, GV1eS 85 30mpishd R EfpieR® £ eSiieat, B g hpb B migoRak

styl@fay 418 b&asedt OUgerShpit! t@fthé' nﬁfbﬂb Reeide 160 S M@ther enhanced with a
conput er. Addi ti onal %j)&[? i cation nodul es 824N may be

plurpb’rg(d@‘da@magy 6 deripss| axhiglempganclude a thumbwheel input device, a

touchpad, a variety of switches, a rocker input switch, etc. The composed data items input
by the user may then be transmitted over the communication networks 819 via the
transceiver module 811.

When the mobile device 100 is operating in a voice communication mode, the
overall operation of the mobile device is substantially similar to the data mode, except that
received signals are preferably be output to the speaker 834 and voice signals for

transmission are generated by a microphone 836. Alternative voice or audio I/O
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t hrough the networks 819, through an auxiliary /0O
subsystem 828, through the serial port 830, through
W@ b®s36mrt - r ange conmmuni cati ons subsyst em 840, POF/CA2005/000295
t hrough any ot her suitable subsystem 842, and
installed by a user in the non-volatile nmenpry
subgyalanEs? GUChS%Fcﬁ VPICEMNEssaget rycwﬁmapwbﬁb@m dJnay alsp ahq lmnl%mented on
t Y.
the h{bgqlgfl‘l%@l%e AQIS die\ g;\g@é 5r a eVI gxz fuﬂ“t s ﬁx%Yérgt?ly]aggomphshed
pnmﬂy{uhrcmghl tha- spehledr e8B4{ whm:ﬁmlw 829 nixyt hlso Fb:er usxdatpbpmvide an

secur cation.applications. my. ena
IndigH 4R Gl EAeBBRHOr GRS CHRRH Y ek Va6t Felh ok it apice call
relafe'ii"’mﬁ%xtah&'ﬂs FBPe }ﬂ@ rhe %@Ef&bﬁgr 80€ iRBhjufc &Y {N?tﬁ the voice
the nobi I'e 'device 100 i's opérating in a dat
connmmmlooamondulen”(adé tha oparaingedysegnadfiwangc mas dactctoextlhe caller

N X N U

M CA GRIrRESES bmBRBicalbhLibhy e 830 valddintaed ﬁft% %m% device
the received signal in nultiple stages as describ

100abdhe subsystegy éﬁ@ uady enelysiet an enfraved diesigr &pdsmommtpd cxrcults and

alternativ aux ce 8
conphgie o  Setiratétabh ol Bl iR S E.S Piso 'S Hapaute or
an 802.Ft mRiduldJESs agaapleUsd PeoVidee fdseydipmiicSioh widhi ﬁﬁnlaﬂy-enabled
preferably a conpl ete al phanunmeric keyboard | ai d out ™, o

systprritsmé @mvk@nqsraeskﬂbﬂdt Hothgharb il rapptspiase thft “ddngipethe
oAy 5 R S PR P i

Eledt®nidsrEdpgiicees) helndgsitonyirtiess drsonal arey netfw@laaxmhd afirgleVlocal area
devi ces 828, which may include a thunbwheel i nput
netvgalis.despeativelYichpad, a variety of switches, a rocker

| NBfe eh{%h anﬁ HE%&Q'TH&%SGQ L Fin 6rﬁe""§r IBRYHatR%tores. The

the us e transmtted over
datacsbenes nan:brt obmamye ﬂm&rdm typES off stardgh deticenaciprogranmmigglcenstructs,

811. e device 100 is.operatin a .
sucky 5 KA RV af Foh HEWELS  HEGVRRAR CBige SR bIFs opgiamming
varifBIB4, |efc. dVik GRtddSthalds aihdidel YieshiBh lie¥mdt® fdrNBedA amzlng and

nmodé, except that received signals are preferably

stormgtq@tﬁt intdatabhgessprogleats, 8Gthoan dr vifiee eowpyfnareadale media for use by
aco nsm ssion are generated by a m crophone 836.
Wé‘?ﬁﬁ?g% voi ce or audi o I/ GCsubsystens, such as a

VOITuR sYBRERGRdeaR6dH Mgy 56 PENSdedn My Alfk@emeypes of computer-
| emented on the nobile device 100. Although voice

read@lgﬁau@m@ ingleding comppigr stosgemagchpniBing (a6c SiyR(PYediskette, RAM,
ﬂaslgfrﬂegqao%l%,l X éné)éﬁetr%qlrﬁr& HS\&&ZQ ﬁlﬁﬁzgt é)%gé n 1t61|§]t(13’uc? Ek&){ﬁg ﬁkf ){E%Mtion by

a protesiof & !pbﬂ@m@dhé Ynetlidde® dpératibnaef irapNaice tikabysten®d described
other voice call related information. For exanple, the

herqaﬁ croprocessor 838, in conjunction with the voice

n 'cgrﬁbﬁtgp %gﬂ)gglgnt?ngoﬁ\b% O&%ﬁ@feé NGuRYiShe€Mnd data structures

sof war e, ’he ca
described herein may be connected directly or 1nd1rectly to each other in order to allow the

flow of data needed for their operations. It is also noted that a module or routine includes
but is not limited to a unit of code that performs a software operation, and can be
implemented for example as a subroutine unit of code, or as a software function unit of
code, or as an object (as in an object-oriented paradigm), or as an applet, or in a computer

script language, or as another type of computer code.
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identification information of an incom ng voice call
and display it on the display 822. A short-range
W@ eovsneiicat i ons subsystem 840 i s al so i ncl udedPCTICAR®S/000295
nobi | e devi ce 100. The subsystem 840 may i ncl ude an
infrared device and associated circuits and
CLQBYIrﬁ'onents, or a short-range RF communi cati on nodul e
such as a Bluetooth(tn) nodule or an 802.1 1 nodul e,
for exanple, to provide for communication with
1. si m| arthodedablhaddlsnygs tedersroaitd nosvages son Thopreceskol-basdd device,
in the art wll appreciate that "Bluetooth(tm" and
COMPEEPEL 1" refer to sets of specifications, available
fromdihag Iaﬂgteucgrgﬁlg nMssdgeectrical and El ectronics
Englneers relating to Wwrel ess personal area networks
an dimmmhleg whletincaa rrmsme nemtwms kB encroeisrmmvpm;y y. The
syste 8 t ’g) (ﬁ 18 red in one or
norg&r’sfé{‘ﬁg §t"bsP8 indiggionfor gs%lPd’r ¥ % Dbt many
di fhiesaiRt theY A8Sal O dRAGSIRGE d R@@?wge@&o afhe Bit@ar aibBlafGally that the
constructs, such as RAM menory
encesting propaity gpeliasdo dernection efthe preswea hring ghsvéﬁyleé i dke user.
etc. It is noted that data structures describe formats
for use in organizing and storing data in databases,
2. Pr otieafiBthoefeim 19vhetelitthe GstRlInd cati®n (it enieflaaiséointerface
use by a con}guter program The systens_ and nethods nay

whllyeth?) pwp%% RE Hﬁ‘ﬁygh:ﬁ £ MESEARE ppg,twscoafammg the encoding property.
conmput erreadabl e nedi a i ncl udi ng conput er storage
mechani snms (e.g., CD-ROM diskette, RAM flash nenory,

3. coriffhstraethed bAckdirdrli waeredt the)vistdahtnddnatibaiimcdaxﬁdnsivet\i'itinﬁle lines
for use in exe utlon by cessor rforn1£he .
of thepiseage t fy‘e?rﬁt eHi%s 15?1163’% T R % ignt that the encoding

IQﬁgq?gH&gﬂhﬁéﬁha; The conputer conponents, software

nodu functions and data structures described

herein may be connected directly or indirectly to each

other in,o r.to aI ow t I dat a needed for
4. el g o et 15y ey v et SePiBtmes §ine axtent to
whlemfeleﬁ@odlﬂgbweﬁy lids$o RRE of thBic@shgbo a unit of code

that perfornms a software operation, and can be

I mpl emented for exanple as a subroutine unit of code,

S f ncti on it _of .code
5. ooy R Relibel P e o kb Bt ol iR iondy Erlled gg = disial
signafupé.€t, or in a conputer script |anguage, or as

anot her type of conputer code.CLAIMS: 1. A nethod for
handl i ng el ectroni c nessages on a processor-based

6. de\ﬁih%%etﬁgmf élgllrrp i wﬁe?giﬁitﬂé %o&ﬁg%&&%%qyiﬁatg@ ﬁ)ségﬁ;ption.

7. The method of claim 1, wherein the encoding property is related to plaintext.
8. The method of claim 1, wherein the encoding property is related to compression.
9. The method of claim 1, wherein the visual indication indicates which part of the

message has been digitally signed.
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det erm ni ng whet her a nessage contains an encodi ng

property; generating a visual indication for use in a
waele@phien7t o a user; wherein the visual indicatPCRCA005/000295

di spl ayed to the extent substantially that the

encodlng property applies to the portion of th

10. resEagymetwodrf elpispll aybercirotheasual erdwazlonméw@fét Whiehopart of the
the visual indication is present on a

me%ségérmsn]bteg %rg)t\%ﬂ |l e the user is scrolling through the

message portion containing the encoding property. 3.

The met hqd of claim 1, wherein the visual i.ndica

s EifeReliod; eclaim b Wherem %SW%]@P iicatign dndjgatet f*w%r%aﬂ of the
megﬁ%y% diisiekayed to the user and to the extent that the

enco |ng property applies to the lines. 4. The nethod

of claim1, wherein the visual indicator is used to

12, ol eueipdtalalai L wherkit B gistien FRgoRdnAEHBE Whlghaga of the

megsa él\ﬁlé%rb%bﬁlc&ﬂﬁregﬁgpdl ng property is related to a
digital signature. 6. The nethod of claim1l, wherein

the encodi ng property is related to encryption. 7. The
od of. cl aj ein the encodin ropetrty 4s
5. o1 e, B i, b SR 2 TnEa o 4 AREESot bivacy aP)
meygﬁggel n the encoding property is related to
conpression. 9. The nethod of claim1l, wherein the
vi sual indication indicates which part of the nessage
has-be [ L] I
14, oo iRt Qo 1 R M mBGeTT: Akl B oge mtermer
MatllmtmmawMME)hﬁmagmcrypt ed. 11. The met hod of
claim1, wherein the visual indication indicates which
part of the message is plaintext. 12. The nethod of
cl Nt cation indicates which
5. afﬁglglethhe%ﬁg%{s}%ée reﬁlelsgc%e%ﬁ&g%‘rpr essed. 13. The
net duvetnofing ivdiich dartswifélieemasst fecangss ag encasling propérty:
Good Privacy (PGP) nessage. 14. The nethod of claim1l,
wherein the nessage is a Secure Miltipurpose |nternet
16. Mai ThExtcaRl 8N elaim/ M WireFP8R268ual Ladicdlde i§RbARELBA to indicate
claim1, further corrprl sing: determ ning which parts
mublfpletmneorlmgeamtmmcmted with éioeisage. property. 16. The
met hod of claim1, wherein the visual indicator is
configured to indicate

17. The method of claim 16, wherein the visual indicator is a vertical bar that indicates
which part of a message has been signed, wherein a visual characteristic of the bar is

configured to indicate whether the signature has been verified.

18. The method of claim 16, wherein the visual indicator is a vertical bar that indicates
which part of a message has been encrypted, wherein a visual characteristic of the bar is

configured to indicate strength of the encryption.

19. The method of claim 1, wherein the visual indicator is a vertical bar that indicates

which part of a message is associated with the encoding property.
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mul ti pl e encodi ng aspects associated with the nessage.
17. The nmethod of claim 16, wherein the visua
WO pabsaetior is a vertical bar that indicates whPCHCpa005/000295
of a nessage has been signed, wherein a visua
ch cteristic. of the bar is.configured to indicat
20. ot homeliod %f;c&\%r‘@eﬁ%% Uirelra) #1398 ds af_sttemﬁi%é&gmund that
ind{¥ateb Whiaf %ﬁ &f ﬁn@&agé’%%%c{htémitﬂ 't}%@al:odliﬂg g%ﬁ&. IS a
vertical bar that indicates which part of sSage
has been encrypted, wherein a visual characteristic of
the.par i.s configured,to.indi.cate strength of the .
21 o maiod S5 et i e cmip dife hehedios gl to different
partsioTidd megydpoat or is a vertical bar that indicates
whi ch part of a nessage is associated with the ]
encwlensm pubipde vigugdondigiersiedipgd wdiictcphibmencodimg pesiparties apply
he visu indicator is a patterned background that
m‘@ﬁ%?@%%ﬁ%“&%?%ﬁ“ﬁgrt of a nessage is associated with
the encoding property. 21. The nethod of claim1,
wher ei n nultigle,encoding_properties apply to )
22. i 1Tl arpthqsapk slap X1phavherais dhe visypleindicatori pxtepd éhrough different
i galell ors indicate which of the encoding
““%?%ﬁgﬁ?%§§§§%%|y to which parts of the nessage. 22.
The nmethod of claim21, wherein the visual indicators
extend through different portions of the nessage. 23.
23. Thel he b dopt GE%PM>1WE%& éi%s%%\}?‘gﬁﬁéw idpdaigcps jraore of the
megg@g&ggxggﬁﬁpre of the nmessage is processed. 24. The
nmet hod of claim 1, wherein a visual indicator is
updat ed as additional securityrelated informtion

about th sage.i s.obtained. .25. The nmethod of.claim .
24. 54 i BPBoR of ETRda MERGIGY VP TR GG OR PP e iditiors Security
rela@e@rithdn@ﬁwa@g@fth@meg%géi%bta%d. 26. The nmethod of

claim1, wherein an information technology (IT)

adm ni strator provides settings to a nobile device in
order to.det ermine,how,a visual,qdndicator i.s to :
25. 01 ofil PR ol 247 St o] Bl Gppaes conificae
statgs @ifdmatidat is transmtted using a wirel ess network,
wherein the data signal includes the electronic
message of claim1l; wherein the data signal conprises

pa f] d ai | a i .th rier. .
26 P2CH AR S e A LU, TR i
providgsa bdtengy tocausobily devider il @der wwobétbignia® Mowna &isubbiiglicator is to

visually indicate an encoded property.

27. A data signal that is transmitted using a wireless network, wherein the data signal
includes the electronic message of claim 1;
wherein the data signal comprises packetized data that is transmitted through a

carrier wave across the network.

28.  Computer-readable medium capable of causing a wireless mobile communications

device to perform the method of claim 1.
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device to performthe nmethod of claiml1.29.
Conput er -r eadabl e nmedi um capabl e of causi ng a personal
wale@snedi7assi st ant (PDA) device to perform t heP@ECA2®5/000295
of claim1l. 30. An apparatus for handling electronic
nmessages on a processor-based device, conprisin
29. endomnpujerdeadabié nmedivon capeble efcedusing acpaisangl dmﬂtatg@ﬁsistant (PDA)

det er mi.ne et her ssage contai ns an encodi ng
‘EVBFéﬁB?f , @Q§ﬁ%ﬁ64%%$§3}ﬁon generation instructions
configured to generate a visual indication for use in
a display to a user; wherein the visual indication is )
30. di St Apearatus fdiehandliagt cleqiepnia Heeseagedpdih@ praspespt-hased device,
Con@g@h{gs to a displayed portion of the nessage. 31. An
ppagatus for handling electronic e-mail nessages on a
W retedifig etrinthationTihsthue dbnsoos fid@vddc®, derempine svhethier a message
neans for _receiving an electronic e-mail nessage;
confgisid eneedipg PEIPGItG data regardi ng whet her a message

CONf Qla'hdfcafiSh Wehdr ﬁ&ﬁl&?ﬁr&&ioﬂg 9?121? dfed BF ar%@ b visual indication

generating a visual I ation use | Isplay to
for @selis ardidphat toiausdf;spl ayed to the extent that the

security-related property _.applies to the portion of
t hé”%%@_ﬁéé%vﬁé?lrfﬁ R ﬁ;ﬂéﬂﬂfysdttﬂ dhq gt tﬁﬂ_etﬁlg eRcqdipg property
appNés%H%'diéﬂT eﬁfbtokt?cfh 6ﬁhg%§§a§33| ve with the lines of the

nessage tHat "are being displayed to the user and to
the extent that the security-related property applies

31. to /{IIP eaplpifir%?usé' for handling electronic e-mail messages on a wireless mobile
communications device, comprising:

means for receiving an electronic e-mail message;

means for receiving data regarding whether a message contains a security-related
property;

means for generating a visual indication for use in a display to a user that is
displayed to the extent that the security-related property applies to the portion of the
message being displayed to the user;

wherein the visual indication is coextensive with the lines of the message that are
being displayed to the user and to the extent that the security-related property applies to

the lines.
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