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FIG 2A

FULLNAME | PC50E" [BIRTH DATE| TN conE | HosPHALIZATION
ICHIRO TANAKA | 8840652 | 19701010 410993 20
JROYAMADA | 4730002 | 19650227 5111067 7
KENTAMAEDA | 6009005 | 19880411 802965 13
KOJI YAMAMOTO | 8834244 | 19461025 110257 3
HANAKO SATO | 8832345 | 19660730 1305457 6

FIG. 2B

FULL NAME PCobE. | BIRTH DATE [\ TUTION GODE|HOSPITALIZATION
E(ICHIRO TANAKA) | E(8840652) | E(19701010) | E(410993) £(20)
E(IRO YAMADA) | E(4730002) | E(19650227) | E(5111067) E(7)
E(KENTAMAEDA) | E(6009005) | E(19880411) |  E(802965) E(13)
E(KOJI YAMAMOTO) | E(8834244) | E(19461025) | E(110257) E3)
E(HANAKO SATO) | E(8832345) | E(19660730) |  E(1305457) E(6)

FIG. 2C
PCobE. | BIRTH DATE | \\oriTUTION CODE |HOSPITALIZATION
E(8840652) | E(19701010) | E(410993) E(20)
E(6009005) | E(19880411) [  E(802965) E(13)
FlG. 2D
PCobe. | BIRTH DATE | TUTION GoDE |HOSPIALIZATION
8840652 | 19701010 410993 20
6009005 | 19880411 802965 13
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FIG. 3A
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FIG. 3C
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FIG. 4
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FIG 5

REGISTRATION
MACHINE
100

KEY DISTRIBUTION
MACHINE
400

B USSR

MANAGEMENT
MACHINE
300

BROWSING
MACHINE
200

1
REQUEST

1
1
1
1
¢
1
1
1

SEND ENCRYPTION KEY

ENCRYPTION KEY
: \/\
o S210

N
S460

S360

\.\

|

>
1
1
1

SPECIFY RANGE AND ITEMS

OF ENCRYPTED MEDICAL DATA

I N
I $220

GENERATE ENCRYPTED QUERY

AN
S230

SEND ENCRYPTED QUERY

SEARCH CIPHI.ERTEXT DATABASE
FOR ITEMS SPECIFIED IN
ENCRYPTED QUERY

S240

S370

COMPARE EI{ICRYPTED DATA
WITH ENCRYPTED QUERY AND
EXTRACT ENCRYPTED DATA

FROM COMPARISON RESULT

SEND EXTRACTED
ENCRYPTED DATA

S

S

S

380

6/18

€ ——————————————

l

DECRYPT ENCRYPTED DATA

DN
S250

———————




FIG 6
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FIG 7
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FIG. 8
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FIG 9
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FIG 10
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FIG 11
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FIG 12
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FIG 13
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FIG 14
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FIG. 15
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FIG 16
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FIG 17
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