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the rare occasions when the security of our postal system does fail, it has mechanisms to

quickly detect and to correct this.

Unfortunately, most of us do not have anywhere near a similar degree of trust in the
security of electronic communications as they pass between senders and receivers in our
modern networks. We generally trust only in our ability to maintain the security of our
sending and receiving "receptacles” for messages, such as e-mail, instant messages, video-
conferences, collaborative documents, etc. This is because these receptacles are personal

computers (PCs), workstations, Internet appliances, etc. that are within our personal physical
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To send a message securely the message is encrypted using the public key of its
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Of course public and private key systems are possible without the use of a

certification authority, say, among small groups wishing to carry out secure communications

among themselves and where repudiation is not a concern. But as the very negative reaction
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Another advantage of the invention is that it is event based, supporting both action
and inaction events (i.e., positive and negative events). Other than opening and viewing

communications in largely the manner already used, voluntary action by recipients is not
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Another advantage of the invention is that it provides a single service for both
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of alias data for users, FIG. Ge 1s of optional distribution list data, and FIG. 6fis of member
data for such distribution lists;

FIG. 7 is a flow chart depicting an encryption process that is usable in the
embodiment of FIG. 1; 4

FIG. 8 is a flow chart depicting a decryption process usable in the embodiment of

FI1G. 1;

FIG. 9 is a schematic block diagram depicting the major components of a generic
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Preferred embodiments of the present invention are a system for key exchange and
sceure collaborative communication based thereon, a system for nmplementing business
processes using key server events, a system for implementing nonrepudiation and audit using
authentication assertions and key servers. As illustrated in the various drawings herein, and
particularly in the views of FIG. 9, 11, and 15, embodiments of the invention are depicted by
the general reference characters 210, 310, and 410. Before discussing the present invention,
we first discuss the background of key servers for secure messaging.

FIG. 1 is a schematic overview diagram generally depicting information flow in a
secure e-mail system 10. A sender 12 uses the secure e-mail system 14 to send a secure e-
mail 14 to one or more receivers 16. To accomplish this the sender 12 employs a suitable
sending unit 18 to create and send the secure e-mail 14, and the receivers 16 then employ

suitable receiving units 26 to receive and view the secure e-mail 14. The secure e-mail system
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receiving units 20 are suitable co
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i e R I .

used, andaﬁﬁ'@&&td ¢-anileaRahi 10 hyy hiSo B@{lse@letﬁ @88@irfeh¥ly séhd to hsts of
requi renent and, for exanple, an Internet” appliance

mlﬂtlpie@ﬁ%lﬁeléé a cell -phone Wi th pre-stored standard

.Th
RS P A8 36T PSP T30 S
receiver mw; e mgﬁst@lémwthm tat seubay gallBgsRael (CARPRS the SmdaRinit 18
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is further presumed that the second receiver 16b has not yet registered within the secure e-
mail system 10 and that the second receiving unit 20b has not yet been provisioned to operate
with the secure e-mail system 10.

The overview of FIG. 1 also depicts the major stages of sending a secure e-mail 14 in
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In a stage 38 the sending unit 18 sends the now encrypted secure e-mail 14. This can
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To -~ The destinations of the message.

From -- The origin of the message.

Date -- The date and time of message creation.
Message ID -- A unique identification for the nessage,

Content length -- The length of the content.

Content type -- The MIME type of the content.
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The present 111\&,11‘[1011 also particularly addresses the growing needs of enterprises and
other organizations to provide collaborative communications. Using the security server
system 210 to illustrate this, we have shown how e-mail, instant messaging, video-
conferencing, multi-party document ediling and, for that matter, virtually any message 218

having a message header 222 and a message content 224 can be secured. Conversations can
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notice (the commumication 324, say, an e-mail), the customer is not burdened with having to

affirmatively acknowledging receipt. Also, the brokerage company (originator 314) can
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appear and are handl ed essentially as conventiona
ones, traveling via conventional routes and using
essentially standard equi pnment. The present invention
al so particularly addresses the grow ng needs of
enterprises and other organizations to provide
col | aborati ve conmuni cations. Using the security
server system 210 to illustrate this, we have shown
how e-mai |, instant nessaging, video- conferencing,
mul ti-party docunent editing and, for that matter,
virtually any nessage 21$% having a nessage header 222
and a nessage content 224 can be secured.
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Thd %’Q&ﬁ%ﬁ&kl% S ea thl 2 ideH¥ar %elséolaﬁteam sQb C&HVE s&fo%%y,
t han nmet hod t ansacti on target uses.
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technologles (e.g., storing a transaction log in a

Thﬁapﬁ&ﬁ%@)lauﬁﬁ \ah&@lmlal%irﬁés\éa%'rux@{ &BedTRENANS dre QS% do
interoperate wth he present "I nvent XS

header Le}gadp dhe ppr tbqlwitsd &horgiy said) hebdgr leo's afe wstd engbiest thé inessage
header of B3 $QGkALES the degree of strength with the

aut hent'i cation of the transacting party. By increasing
the strength of authentication (e.g., fioma user

a two ctor authentication t he
1o Th% %n%f%é%“qﬁal% “Flie;‘/elﬂﬁfﬁ%fi&ffﬂ ks aeibaged @mmeéﬁxer §f the set-

consisting bfisdceaseskd: hgesindandtporPfa &O&Elﬁ'ﬁ&‘d' ation. In

contrast, nost prior art echn ogies only offer a
single level of strength for nonr epudl ation. For

€ assurance

11. Th@éﬁ@fﬁi{ @f clahﬁ‘x §3 kﬁﬁ\'etnli]gm& E}ga%régftefyé %{?‘ﬁﬁgr 33&&16’2% Cyi ng

equi val ent

participantger tj f | cate. Here a party can onI y change the strength

12.

by using a different certificate, having a different
| evel of assurance. WD 2004/049137 PCT/ US2003/ 037954
ThehysteheofRlesen! whésgption is also able to enforce
ecific trust niles_ It enables flexible trust rules
a Coflﬁ%ﬁmffoal 1§ ghexshangecd sl plelakityi dnehcatly relfied ieskaoed of thean
or gahkZAati on can enforce the rule of authenticating
each transacting party, thereby enforcing a rule of
a coppéryatiop wetticipgut is & mmnberad tikest 4 fGR ﬁ&%;ﬁéﬁ@ﬁédlaﬁémg% ’
ansarganl za .ion can enforce a rule of owing a
mai 'fi P?ﬁ’ 1O’il’ts own key server, thereby enfor(:| ng a
said Boherationbititiy
contrast, b mgtﬁ%?ﬁ?th%%tt %tw%cﬁgg %Iétl%g{sm ethOE i e
t r Gsesagpruder o they dnragpudi abdseion anehial didy. patipag iRL(Aid
agad RS @.p 1%(arrpl e, in a systembased on it the party
that veritres the transaction nmust trust
said header keys are different for each said session.




the certificate ofthe signer. In prior art non-P.ICl
based systens, the verifier nust trust the system
wotzhatekiseps the transaction | ogs. For the abovdT/85d03/037954
other, reasons, it is expe®¥ted that the present
13, TMYeRdAR M Walih 1hauscinLesrifad diREUS bbledd receive from oncof the
~applicability and it is expected that the comrercial .
participgtiis|apd pommupielepipseiditey spveem insingd pf theeassagensquesting a said
onverdnd.long Jasting. si! \VO:.2110a/00137 PCH LIS -
(,01}\/6152188% %\,3%17{ D e ag(dou’t%fxg_ IR Q0JE {Q Fecpive ol & rlglk)ﬁly server and
commuGRATRUD bEabl Mg pa: (IRSHR0e RELMERESY (Be Pletiagh lifay c®ftains a said
participants, wherein the nessage is the basic unit
converggfion ktia ﬂ@t‘@%&ﬁ@é@“b@t%@fﬂ@@ﬂ%bgﬁrfﬁtll'gr‘ﬁglfbé?ﬂlﬁﬂié@i'lfah@ys to the
1b‘ha§ a nmessage header and a nessage content, the
palllr)§‘§}§temconprising: a nessage router that connects the
participants via a network and delivers the nessage
between the participants based on the nessage header;
14.  Zheswiqey! glamy éf, whatinst ores and rel eases conversation
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cont eflesfbetdnd nmessage. 2. The systemof claiml1,

wherein said protection includes at | east one nenber
&rrid pgesage foutpighalics ) detpranasing mhsthon e epfamHaisalesgld key request

The SM}%E%?\%?J sabd I?égrge rer WAGIHS I he %@%a%@r]ﬁaécﬁr B?t i(é key request

sendi ng nmessage 1s a source partit<cipa

parti gicpapt.s receiving the nessage are destination
participants; and said key server rel eases a new said
conversation key to said source participant based.:

15, 9hc LRAKSSE iRy $RIhaQUr ce participant, thereby
permtting sald source participant to protect the
mesisagetianis artkchinge hé apbsshiyei\witibelyaicthtadenstsaied of the
conversation key. 4. The systemof claim3, wherein
sai d ¥&y48%rver releases a plurality of said new said
£ ORURI2abA PRHIKDYS: 923G o 1R RO1IR Iﬁﬁic%eﬁl?sqﬁ?ﬁéi{natmg in said
t hereby avoi ding having to ask said key server to
r el eagmvarsstdid conversati on key every time one is

desired. ..5. .The temof claiml erein:. th ..

?) HHRg Pf}gﬁ{P Elgfelﬁ &iPRE 1ﬁ§5aﬁg«§c§]éraga{p%n gau 81l3fil&teseekmg ?0 participate
par ti gidadonviR@igarti ci pants receiving the nmessage

are destination participants; and said key server

adeaping prREpAE a3 & eosierssit ¢apielsaljort pashisiphid sseliigg fo no
sourc artici.pant based on request by said source
parti @I“g%{ ta,mct“lgw)ﬂz? }é]osf %?%V?’lé?‘ﬁ%n’sai d key server ' wth
Siad e CRNe LSaticamR, #6)e, e refdatd ageomntre saldefony &k&agedye that

a said destination participant. o .
protect the message content of subsets of the messages in said conversation;
and

said message router instructs said key server to henceforth release a new said
conversation key based on whether said conversation has a said joining

participant or a said departing participant.
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a sing sai d request, thgréeby avoi di ng havimyg/taneakryss
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O WhEF 81 PR etndin chpastags B divRg pii@paTRSS AYBaricHafe
reectnglbuncepat LisaiNafiichie RALL LELOANS. Lecsl i ng. t he
exchanglASSRGE oALE desti.nat i on participants, and"'§ key

server rel eased Yyt 38%ias f fihgres dradercuhnarsat doomntkey to a
method compyipingast i nat i on partici pant based on request by said

Gest tinabies ppa@thi.gi. pant and aut hori zation by said

source Bart_i ci pant, thereby permtting said

dest i AAC BH PR epwsicpabibn key,pr ocess t he message cont ent

of theyr age W.t.h said existing said conversation

oy 5 THRRREDAM AR B35 Gleh B Hhamapmenses oo said

i denti fi ecorsrasisotbatetbmh thd SRl HERINEISat Qn. ke .

t her eby pngi tting said desti ngt i on part ?@?B@%Stsw%memb“
provi de s&r dieFsiieg ok wengiipe kelhaskingemdwhen

r eqUES) iangding tRaRkbGYE & ths AL GGl e key 1o

fOC,g%a t he. rress]age contlentéé]g?t ?%g&%é‘?élgg‘@f‘ﬁé.mwh and
(®y§‘tl B ¥R ticipatiter ei n sai d nmessage router |
Cr eayBSpecSi rel eases header keys to the
part F?I 0 gnt %s E %\%ﬁe}?ge%?%g @ngngﬁ FOHEE PAERan LA thegwstvark;
pr ot €dtoltHieingesidageverhead ey Bhmld1@yRBSSAYE, inkle nerdDG: - and
systg%p%cecs:sligl H1€9, wherei n sai d header keys are baged
on a~ er Ot T HECSSEE conteptyitht maagt based o srid asetsation
| ayer andkelyr @R&RRY daid S%E8Lksi ' Th st em of

U dﬁh SSIRE ?r{%mdteé’ at &bt one ogfr d%%r(yp

claim9, wherein_sai eader keys are di fregy and
i o .
each of t'H& adyss ci pants. 12 The system of claim 11,
wherein: a conversation is all exchange of a plurality
17 _of topically related instances of the nessages; a
. ritﬁdﬁ;ﬁb%@ftqlz?m kﬁam:ﬁem!ilpaz?c_ﬂ ctbxﬁr_eﬁatﬁfﬁﬂ_tbgﬁg Bkatbg: %ﬁit kcPse }\»ng
and RRELiG participating in said conversation; sal
o onver st‘g? flggﬁmﬁglpﬁn& ghiestiggioat@i(h- at | east one
persi stent connection with the nessage router for the
duratio f a_session in which they participate in a
8. T preiod s slunddy mheretniel il feidenvdceyion ate i £EA5E Bl

said key s&06r ©ACHLSARY ' 2004/ 049137 o
o A Ao 8835 L bopEr RSB EHTERtY theraby avoiding

having to %ﬁépiéifkﬁy ﬁfmf@ tredsmge sridubaveriBioaRELetPy HBESRY & Lk
one of the |

19.  The method of claim 16, wherein said conversation key is created at the source

participant, and communicated to said key server before said step (b)(2).

5 . 3 .
20.  The method of claim 19, wherein a piurq}zty of said conversation keys are created at

the source participant and communicated to sald key server concurrently, thereby avoiding
(=

~ having to ask the source participant to provide a said conversation key every time one is
desired.




partici pants and communicate to said key server an
i nstance of the nessage requesting a said
WO Wehei&at i on key and said message router i s PUFUREN3/M37954
able to receive fromsai diey server and conmunicate
21 rﬁgngggﬁ@gfgmgjp@qﬁhg&ggﬂﬁ§m .instance of the nessage
that contains a 'sal ver ation key, thereby
lﬁﬁﬂnbmtampﬁ@(@amﬁokmyn§enumneu@heﬁsuwghsaﬂdOHWA&nmnqum
conversation keys to the participants. 14. The system
of clPAitKEYSSTYRh@PEi n: an i nstance of the nessage
LﬁﬁﬁHﬁa%Hn@&mawﬁ@k d Qf%g\(ﬁ)g%aﬁ)l ORLLKEYhd SosBnk a‘?f%’ﬁﬁﬁs
nmessage; and sald nessage router nmakes a et’ér m hat i on
whet heeasig sodmamiccsatien ke o theyespedjive siestiiness ageicipant based
sai d key. server, d on the nmessage header of said
key F@&é@éwuﬁﬁéggﬁ & 15. The system of claim 13,
wherein: a conversation is an exchange of a plurality
of topically related instances of the nessages; a
"Ido myatincslatdi delllp]é)r tﬁiumliqmanmpjising rrenber of the set the
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partmgkgaﬁ&yseeklng to part|C|pate in said
conversation, a departing participant is an existing
a8l widcveve)Shttichne garltsmpl {(b#h}, aséekd mgstage noitet abwwgerthe
partH |pq¥e in said conversation; said key server can
creat'® %% ore, and rel ease one or nore said

conv edcsRinOie ke¥sagehat prot ect t he nessage content of
subsets of the nessages in said conversation; and

sai d P’f?@@sﬁﬁ]@éh? sesecelaader hated osanid lieegerseaver t o

hencef ol el SaREan0al SR o SANYELS: ataic %aé#iwy, Slie

par t s@idpgnthe Alcsgs ahdatiepand ﬂf&gnﬂ&l’ntpdihﬂ@ﬁﬁts via thé ndfWeYk:
21 14/04 )1, 37 PCT. / US2003/ 037954 57 16. A method for
securely @Bhnunlcatlng a nmessage between a plurality
r I @i

aig’% nS iI% ns'éc! f@ﬁ@g&ﬁ‘ode@mﬁ tiﬁ‘%(‘é%%&%cheaz\ﬁggro?lﬂgc Blgﬁst’tgé"%%cgf ﬁg %al‘ﬂ
partﬂﬁﬁﬁﬂmkmdhbﬁtflvyng t he message are destination
partici pants and the nessage is the basic unit of data
exchanged between coIIaborating parties and has a

23, THERRABE oPEAHE220HeRiT R ISR LR enddN& ys are based on a

member of the set consisting of secure socket layer and transport layer security.

13>
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24. The method of claim 22, wherein all said header keys are different for each of the
patticipants.
25.  The method of claim 24, wherein a conversation is an exchange of a plurality of

topically related mstances of the messages and a conversation participant is a member of the
sel of the participants parlicipating in said conversation, and the method further comprising:
maintaining at least one persistent connection with said message router for the
duration of each session in which a said conversation participant pariicipates
n a said conversation; and

employing a different said header key for each said session.




met hod conprising: (a) at the source participant: (1)
obt ai ni ng a conversation key; (2) applying protection
wd Qe pessage content of the nessage based o '\ 0=
conversati on key, wherein said protection |ncpﬁz kg%”“57b4
, e of the set consisting of encrypting
26. a%ﬂ”%%@ﬁoﬁgﬁ”gﬁa Y@?Cg%ndlng t he nessage to the
destibhahigandadil k&) peps , K...and (b) at
Phe gy AP ark LEpRAE Db B MR onf e S
ness&@@vﬁﬁwnnﬂhelsnummé<pasmwcupauhuyﬁﬁkhegapgkwm{gm
(2) q% aknlng sai d conversation key froma key server
al so 1% Vﬂe network; and (3) processing the nessage
content of the nmessage based on said conversation
key, wherein said processing includes at |east one of
27, H@d)@gﬁb@d ﬂ@clalmj”ﬁ hreigheianalipsinse oﬁt’:ﬁc - e gEtehodkink dQ!uﬁ' m
conwxq%%ii conver sat i on is created at sa
Key méﬁsvét‘cy 168}‘1‘&1 BT ‘@Qt”é(amﬁ%loflhfél teywpawrising:
5@1&%(&8@41 adhtch Betg@hidiphARAR)S
claim 1@ wher ei n 1aup “ur alIG?t y&%PmU§m&tecséwhcglecryslggIII%LI““SS%C fo
keys bélldé@bf seatethsad on Sl dekeaye Isadyest ﬁﬂﬁ{dﬁﬂﬁé‘iﬁ%l 1@1@&;@9@
to the source participant concurrently, thereby
avoi ding having to ask said key server to release a
28. ThanctieaneISatiQ ke SYeitrdiiie ]
The nethod of claim 16, mﬁe?grn gg?d}ég% % 1wmq%%;

10p1c'111y|1 elaigf antagenef hpmosegecand pantvesapanpar t:afbdnt 1s a member of the
bef.ore sald step

set of thc%%?({@;};ﬁn?%gﬁ gﬁlﬁg’m}sf,z 1%8 e%p?cﬁ%éfoh 4 PMRE PAEIcAPaRt 15 2 potential

said convfgt s.maih parvicphnisatldng Qﬂfdz@ﬁﬁ@&th%sk@l‘gn@é} tﬁ)ﬁeﬁ}cﬁgdfﬁ‘)&u ting
source partl Cl pant and communi cated to sal d

par thipalgéEF PPt %W?Sﬁathlhmfé‘byﬂra\ﬂmidng 1) nd'lhmgﬁgaat“m:l}&ﬁk in said
& to provide a said conversation
conversa (the ﬂﬁ@H{GQﬁetH@& ki ﬁlcpgcﬂ}t’lpx S Oy s "10 2004/ 0- 19137

key every tine one
QROT?bmg@@ﬁW@ ITdmdtin@daid The: MRdhO ﬂcﬁ’écf&kl@féf%ﬁl‘g n nby" T\ fer
conprisin before said step (a)(1l), associating

uni PR VPR Fevdased emwhaiher seshearvssalionhiseysaad | ;ommg d
key sefMEs : neous with said step (b)(2)
forIzggﬁﬁitO§Egqu£éﬁﬂg§§§ %ﬁa?&|0|pants rel easi ng

sai d conversation key to the respective destination
on said unique identifier. 22. The

29, A ﬁg{(t %3 nt based
' IQRE $YUmuRcal@r eysmpr sanmépingef ore sai d
a JedyeBrvepid 1%)&18&31&?]% eeLdm@uhie iFraaes WHEALE Eaig E{eys are

nmessage based
encryption keys to encrypt or deai yption keys to decr ypt the communications

and said communicating parties mclude originators seeking to create and
recipients seeking to view the communications; and
for each of the communications, said key server also to:

assign an identifier;

store a record in a database that includes said identifier, a respective said
decryption key, and respective controlling events;

recelve zero, one, or more requests for said deeryption key, wherein said
requests include said identifier; and N

determine at least one member ofthe set consisting of positive events and
negative events based on said controlling events and how many said

requests are received or when any satd requests are recejved.




header key; after said step (a)(3), before said step
(b)(1), and at a nessage router also in the network:
“K)gﬁgﬁthpg t he nessage; processing the nessag%Cqugﬁhﬂmth
on said header key; pgrotecting the nessag

header based on a different said header key; and

sendi ng the nessage onward to the destination
30. T}ﬁa;)%f i@lacﬁctg(rc:ize Sjé @\f#g(ﬁh:ﬁ cﬁglm\é@ééfaholﬂpc daanfdt &la f?(% eﬂ)ll%n(? éu-e the
same. based on said different said header key. 23. The

met hod of claim 22, wherein at | east one of said

header keys are based on a nenber of the set
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different. header keys are different for each of the
partici pants. 25. The nethod of claim 24, wherein a
conversation is an exchange of a plurality of

32, THeQRLER! dAbdifl At %01 APLARD Eti%z sédber tl:p %eﬂr;n?% gt‘:’}%ﬁa;[c @ﬁs}g %cg%sf

conversation participant
t he part|C|pants part|C|pat|ng |n sai d conversati on,

and the rther npr|5|ng mai nt ai ni n
3. THEGHEpIGGT 3’3 gfﬁ@ﬁtﬂ ik Rabte o 1w[>c1%t<§§icawﬁé@gé@1é% from an

outside soliRE! er for the. duration of each session in which a
sai d conversation participant participates in a said
conversation; and 1'. enploying a different said

: . header key.far, each. sai sion. 3! WO 2004/049 137
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wherein: said step (a)(l) and said step (b)(2) include
the participants requesting said conversation key

35, Thepyiiens & glakay dswheren spidekey sves sgwircou ersediondeime tdieasing

network. 27. The nmethod of claim26, wherein an

instance of the nessage requesting a said

conversation key is a key request nessage, and the

met hod further conprising: said nessage router

36, ThegYsHioAFRED dRer hrseint 2 lassimeut Watid caitdlingevpris arsstefined
. Q [ ver based on the nessage

MBedonaﬁgggggﬁuk%md% g%d %ﬁ%gﬁést message. 28. The method of
cl ai m 26, mhereln a conversation is an exchange of a

Iurallty of topically related instances of the
37. Th?@é%% e5Clamy 23, %lafweraé ﬁiﬂﬁfcﬁm@atiftsméicgaﬁpﬂzmg cHCIHeMgerc-of

stored in sdiflYatabase in anticipation of use in later said communications.

said keys.

38. The system of claim 37, wherein at least some of said controlling events are

determined based on attributes received from a party other than a said originator.

39, The system of claim 29, wherein a said controlling event specifies a time afier which
a said decryption key is made releasable, thereby specifying a delay before a said recipient

can decrypt a said communication.

40, The system of claim 29, wherein a said controlling event specifies a time after which
a said decryption key is made un-releasable, thereby specifying an expiration after which a

said recipient can no longer decrypt a said communication.




set of the participants participating in said
conversation, a joining participant is a potenti al
wasaindooeswver sation partici pant seeking to partpbeiRb@smross
'S

in said conversation, and @ departing participant
-exi sting sai,d conversation rtici pant seeking to
41. ‘;i:gc Igy)élﬁ%}tég)ﬁ%éur?izgi ‘E‘J g g4 54 cla(-rodm%ilawpgta@icgﬁps S0 Dt times a
said deampitiod:dyuhb e caoRRcdsb AGaidSadidiHES 1[119}6{91@&113 limes said
.. instructing said key server to henceforth refease a
recipicn & deg gt adaileraatieridey based on whet her said
conversation has a said joining participant or a said
departing pa: ~icipant. 29. A systemfor determ ning
42.  Tlonynwni cadliioi 29,evientis; conprising: a key server Co
re|l ease keys to eormmnric ing parties, wherein said
%%L@ﬂéﬁ@@fﬁﬁEWVﬁﬁﬁéﬁmﬂéw§bt@S@ﬁemypmnomuUen 3yption
. \ ications nd sajd
LR O LE TN B2 5 En B Gr T bt hgoregeteasing
cr eatesaithdecry@indicgnd Said e@kpibg. t 0 view the
concununi cati ons; and for each of the communicati ons,
said key server also to: assign an identifier; store
43 & A £ I ILncludes said identifijer,
R A R o R My S i B gt Mcast o
of said posifive ovdnitangy seEMtoaive €CRtME aZ RAQ,0nORE sai@ briBRhL®r and another
entit requests for said decryption key, wherein Said
Y- requests include said identifier; and deternine at
| east one menber of the set consisting of positive
events and negative events based on said controlling
4. Thoentenafidlahow3mahyresadait amoelop@sti s iak @ofi B6RIoN 86-oF
when any said requests are received. W 2004/ 049137
PCTI US2003/ 037954 611 30. The system of claim 29,
45, Adhemed ﬂblﬁﬂ’k&m@ﬂﬁ%ﬁ&hhﬁﬁﬁéﬁﬁb{n @vrk%%ss ﬂ}&@tﬁ%)ﬁ&%' Q0 key
are the sanme. 31. The system of “claim 29, erern
(‘"g aiesleléwgmfptsﬁ Iﬁnllﬁﬁl'mdsmmwle)dﬂmify alie \Ac}q(ﬁ)dn@ﬁ@ation,dwhercin
[ rent . 32, The stem of claim?29, wherein sa
key g‘{é(? \%ﬁesri “?‘%lea‘t}P‘éhlﬁ%'—‘ Y z‘??é’r‘?ﬁcéd%‘ﬁitﬂ ok iy ditengled qaggpient of the
syst esm@tineh@bin 29, wherein said key server is able to
recei ve said keys froman outside source. 34. The
(b ydsfispeott leasbpinn Sairollhngrevem, wabiout s tarrodiniy aenis$ndude
sai d LgiLnator,. 35 The system of claim 29, wherein
said“§£§g§§$8%?“¥£§ﬁ?res an assertion before rel easing
(c3 qirel iy $aidIBsouT RIS Sl fRN 10 Eail iRk A st Wher ei n - at
Beast some of said controlling events are defined
(d) storing said resource 1D, said controlling events, and a decryption key to decrypt

the commumnication;

(e) monitoring for a second request for said decryption key, wherein said second
request includes said resource 1D and identifying information for a putative
said intended recipient;

(f) if'asaid sccond request is received, then determining whether it conforms with
said controlling events, and
(1) if so:

(i) providing said decryption key in reply to said second fequest; and
(i1) storing said identifying information and a positive event in
association with said resource ID;

(2) else, storing a negative event in association with said resource ID; and




based on attributes provided by said originator. 37.
The system of claim?29, wherein at | east sone of said
woSAnk93:i ng events are pre- stored in said dqﬁaﬁg@gﬁyanﬂ
antiCipation of use in latgr said conmunications. .
e system of claim 37, wherein at |east sone of said
& f‘i“dili”ii?h’glféli@e‘r?ﬁt(%s@a@laﬂ regagsé iwmnp(bi?@s adaidgnnignded woipewt, then
recei ., I t ator.
e MERLLAMABALLY, RIS S Gutfhehnt o
event speCifies a time after which a sai d decryption
g made  rel easabl e, thereby speC|fy|n% a del ay
g% B}Lélmél o Slamede p\@,ﬂgﬁiﬁ saig gli§p (g@dm}micsan gaktigg an cnc,i yplion key.
comuni cation. 40. The system of claim 29, wherein a
said controlling event specifies a tine after which a
47.  Sae dietedrofpldionick exheicsn sadendipptionl legsallseid debapably key are the
speci fying an expiration after which a said recipient
SaME. can no | onger decrypt a said conmmunication. WO
2004/ 049137 PC1/US2 003/03 7 9 5.1 6l 41. The system
of claim?29, wherein a said controlling event
48.  ‘Sheuiefliodf hbvmnrgnyhticiresidensaitdndeyrapphidnickeytisnpe) g
Mﬁkmmfe released to a said recipient, thereby limting the
‘imes said recipient can decrypt a said
comruni cation. 42. The system of claim29, wherein:
said key server requires an assertion for a said
49. T keinpibedof cland 48 aivbercorirdfitst rguesy émtisles iaa autﬂlyntatatmn
. one candi;tion that nn. R
assertiof SR HEp CR LIS Heb e Pt Ry oo e pFor s sfpproviding
andnmﬁﬁceﬁhﬁ1§M§yg§T@f claim?29, wherein said key server
communi cat es data about at |east one of said positive
events or said negative events to at | east one of said
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communi cation events, the nmethod conprising: (a)
receiving a first request for a resource ID to
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one controlling event, wherein said controlling events

include said at least one identity; (c) providing
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storing sald resource 1 con EAL
determingd desxlygpt dtoibuke yededvedeicomy ptpartt behee crmnsaidaatdinnor, ( e)
nmonitoring for a second request for said decryption
key, wherein said second

53.  The method of claim 45, wherein a said controlling event specifies a time after which

46.

said decryption key is made releasable to a said recipient.

54, The method of claim 45, wherein a said controlling event specifies a time after which

said decryption key is made un-releasable to a said recipient.

55. The method of claim 45, wherein a said controlling event specifies how many times

satd decryption key should be released to a said recipient.




request includes said resource ID and identifying
information for a putative said intended recipient;
wd ihviforsy sai d second request is received, thepepy SF‘NU/HST‘)SJ

deternining whet her it congerns with sald cont rol
provi ding said decryption
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alternately, if no said second request is received for
57.  ansaidhddndendedy, g tQ 1

event in aSSOC|at?%ﬁﬁﬂﬁg&pgépdqsu’ i&ﬂ&T%nCi‘l Q%%aboutm
least onget{ el Pobitivr ahenie; saishemelive saht BLefafioheionah UH8mator of the

v encryption key. 47. The nmethod of claim

commu @qu@ﬂ%reWHp% Fﬂu%hcryptlon key and sai d decryption

key are the sanme. 48. The nethod of claim46, wherein

sai d encryption key and said decryption key are
58 dihe pethentof clpgm SThehenetnhoet! ofotied aify45 2 neHEERioN s8aied

first request includes an authentication assertion

and said step (a) includes verifying said
59. Auhdieed fgatti@Bcass @61@1&:@5‘}1@?& 9{55%019619 de&'trret g% o(’% a lransaction

resource ID in said step (c)
that canpef bejppircigtiad.dhe metetl cowpesiob: sald controlllng event s

ft i ded
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gl nat
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are pre- stored before said step (a) In

vent,
Ehﬁ?ﬂgﬁ%ﬁﬁ% S%ﬁbq@ﬁ@?ﬁﬂe@ﬂlﬁﬁ@henconnunlcatlon 52.
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controf |ng events are

r e C eiaggedtidir, d)hIBI eb ypatabifsidhs ﬁffmﬁﬂi'hﬂi&bn%ﬁ:h@n@Fhe%aﬂ?icﬁfm sOrce
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of claim wherein
S p e C |trfane®t1an tndmid freac i ﬂhntlf&alcdn decsN R th%@rah@é@tloﬁ target;
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be rel eased to a Said rec
includes said transaction 1dent1ﬁ01 and a target authentication assertion;

(D) verifying said target authentication asser tion;

(g) storing information from said target authentication assertion with the transaction
identifier; and

() providing said decryption key in reply to said second request so that the
transaction can be decrypted, thereby establishing information making the
transaction target unable to plausibly repudiate being a recipient of the

fransaction.

60.  The method of claim 59, wherein said step (d) includes also providing an encryption

key to encrypt the transaction.
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nmet hod of claim45, wherein said second request
wo R6lddes an authentication assertion incl udlm}/ﬁgi(}g}/‘]379,‘4
identifying information angystep (i includes verifying
i on assertion before providing sald
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verifying said source authentication assertion; (c)
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yree aut hent |fcat| on, assertion, thereby
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|dentﬁ1ﬁ‘ﬂ3éfr11qlﬁalr9ébl y to said first request so that the
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t r ansEOSRGIdeider sipprerinisaidstapd g %@uﬁb«ﬁmemenmgmid target
i ncl liﬂﬁ):?‘nﬁﬁbﬁjtﬁefc"i‘i%%? gdon identifier and a target

aut hent i cat | on assertion (f) verifying said target

(Butphenading asidan: oaasﬁﬁmaﬁ@n ir(@plystb @ﬁﬂdﬂﬁfohﬂﬁt%ﬁ%hh&? from
said target authentication assertion with

transaction identifier; and (h) provi di ng sal d
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{b) verifying sald source authentication assertion;

(c) storing said transaction identifier and information from said source authentication
assertion; and

(d) providing said transaction identifier in reply to séid request, thereby establishing
information making the transaction source unable to plausibly repudiate being

the origin of the transaction.

64.  The method of claim 63, wherein said step (d) mncludes aiso providing an encryption

key to encrypt the transaction.
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of claimb59, the nethod further conprising: (i)
woReeIMEg an information request for source P(lﬂﬁzmnﬂuﬂh4
i nformati on about the trangaction source, where
sai d informtion request includes sajid transactlon
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SA Fﬁfﬁ Y #nformation therefrom and (1t) providing
said target information in reply to said information
request. 63. A nethod for establishing a transaction
67.  Rae memedplidiain 65athechy a transaction source that is

of t r. act | e nethod conprisin
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to i depdrtyf beliehey oranpaehh QB0 IRE&L Bng Sai d request
i ncl udes a source authentication assertion; (b)
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request, thereby establishing information making the

transacti on source unable to plausibly repudi ate being

68. T%Eqnﬂﬁéﬁbﬂﬂgilép % ransaction. 64. The method of claim

erein said (d) i ncl udes al so providing an
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decryption of the transaction by a party making said information request even

when said party is not the transaction source or a target of the transaction.

69, The method of claim 65, wherein:
said information request received in said step (e) also includes the transaction; and
said step (g) includes decrypting the transaction before providing said source

information in reply to said information request.

70. ‘The method of claim 69, wherein:
said information request received in said step (e) also includes information identifying

a party believed to be the transaction source; and




source, wherein said information request includes said
transaction identifier; (f) retrieving at |east sone
wo efo1spiigy i nformation from said source aut hent g i<l /037934
assertion stored in said skep (c) with sa
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nsact.l pn
i %}ﬂlHﬁ'ﬁPgWW‘ﬁfé} @W&lﬁf pdd 6§ (provicatcngnaey avhedier sgd party
i nf orjggtd t@ﬂzséicnlo'heﬁ s t@:o%ﬁ%%s )Blfl(grl?% {h%c,éo%‘&‘i‘é&x est wiBsut

The net hod of cl alm n ard sour
|nforwm@ﬁeﬂhﬂddeaUeghmhaufhﬂonmnmmsact|on source
actually is. 67. The nethod of claim®65, wherein: said
i nformati on request received in said step (e) also
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tion. 69. The nethod of claim65, wherein: said
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wher EPRCEPHDEMBSACHN nel udes al so provi ding t he
transaction in decrypted formin said reply to said
i nformati on request, thereby facilitating a party
72. ww%bﬁgdgﬁcﬁnmﬁfnhﬂakﬂﬁ@ihﬁhuesMumsumg able to confirm
i on.even

(cﬁ thBIVng an mfonndtno% lcqucs SoRF %dl rget information, wherein said information
request includes said transaction identifier and information identifying the
transaction target;

() retrieving at least some of sajd information from said target authentication
assertion stored in said step (¢) with said transaction identifier and determning

said target information therefrom; and

{g) providing said target information in reply to said information request.




when said party is not the transaction source or a
target of the transaction. 71. A nethod for
wo 28st@bisirshi ng a transacti on as nonrepudi at c di§ITeUu 0037954
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when saidl pirty isatoit dre trdverdionomurcanua (rghsastionviadidlg sai d tar get
information in reply to said information request. WO
2004/ 049137 PC1711S2003/ 037954 67 73. The nethod of

76.  ACH&kM 62n tWRSIEbR soRed ghdst @Mst@lorl RGeS cBUBR a transaction
provi ding said decryption key, thereby facili tati ng
ﬂlatcannd@mt_\jcp@dl@wdwommé*lltgr ansaction by a party making said

uest even when said party is not the

aP?IBH‘éLS%ﬁ(@heySSS%C&e or a transaction target. 74. The
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e transactl on eve
a1d key server suitable for Veufymg said source authentication assertion and said

target authentication assertion;

said key server suitable for storing said transaction identifier, information from said
source authentication assertioﬁ, and information from said target
authentication in association i a database;

said kcy server suitable for providing a first reply to said first request via said network
that includes said transaction identifier; and

said key server suitable for providing a second reply to said second request via said
network that includes said decryption key, thereby establishing information

making the transaction source unable to plausibly repudiate once it encrypts
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80. A system for establishing a transaction as nonrepudiate able by a transaction source

that is the origin of the transaction, comprising:
a computerized key server;
said key server suitable for receiving a request via a network for a transaction
identifier to identify the transaction, wherein said request includes a source

authentication assertion;

said key server suitable for verifying said source authentication assertion;




said information request. 79. The system of claim76,
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a computerized key server;

said key server suitable for receiving a request via a network for the decryption key,
wherein said request includes the transaction identifier and a target
authentication assertion;

said key server suitable for verifying said target authentication asseriion;

said key server suitable for storing information from said target authentication
assertion with the transaction identifier in the database; and

said key server suitable for providing a reply via said networl that inciu&es the
decryption key, thereby establishing information malcing the transaction target

unable to plausibly repudiate,




said key server is further suitable for providing said
source information in reply to said information
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of claim83, wherein: said key server is further

suitable for receiving an information request for

target information, wherein said information request
includes said transaction identifier and information
identifying the transaction target; said key server is
fuuther suitable for retrieving at |east sone of said
information from said target authentication assertion
stored wth said transaction identifier and

determ ning said target information therefrom and

said key server is fiuther suitable for providing said
target information in reply to said information

request.






