10

15

20

25

30

METHOD AND SYSTEM FOR GENERATI NG | NDI VI DUAL ELECTRONI C
MEDI CAL RECORD RELATED APPLI CATI ONS Thi s application

wa@b@imss4ps i ority to U.S. Provisional ApplicatiPeI/B82006029694

No. 60/704,309 entitled "Method and System for

Generating Individual Electronic Medical Record,”

filed August 1, 2005, the -éntire disclosure of which

is hereby incorporated by reference. FIELD OF THE
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nmet hods and systens agﬁ Fﬁﬁéﬁf Iarly, to

conput er net hods and ? or gener ating

per sonal /i ndi vidual health records for individuals by

acceSS|ngﬁ9nd co |I|ng data from di verse sources hi
§§sten1nethod extracts and conpiles

data from ral r :
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G BRr e marL ARehEd RS, HERES® RO B B hereby
ﬂ%}ﬂdgatggggggel(eﬁgyR ), Wwhi ch is also commonly call ed

I'ndividual health record ("IHR"). The terns "PHR'
and "ffIR" are interchangeably used herein. An EMR is

e a PHR is patient-centric. An

%@?ﬁgﬁw&% health record of a patient, but
is |'imtedTihik 1§G@ﬁﬁntr@1a@s seeeilly i© dogputdd ntdlicRls and systems and,
provider. Notably, the electronic nedical record does

fRsre Q@fﬁ@&]ﬁﬂy’a{ﬁ)ﬁomﬂ@f msthiogh and sysioar opesstatiigal t h care
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Thom digkisy sodrbes. E[Mane smbsdiateht, aBgdetymétbsdettedcss amd campiles
ro of ysicians or | ess _comonly b physi c

T o b ber SR on AT e BRI o BBl

R 1HPIOYdA8E af REis@kN epi sode of illness treated by

the specific provider (hospital, physicians, or other

care givers). Although the EMR is the commonly | ooked

B RGBT RE ARSI T 0 "ot

cont ai n anyrihefeois ARtbstihI QistiRdiiyn GelvedenPh¥dcdehic wWilical record

does not have access or share the sane specific EVMR
(“EMR”) and a personal health record (“PHR”) which is also commonly called an

individual health record (“IHR”). The terms “PHR” and “IHR” are interchangeably

used herein.

An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a complete health record of a patient, but is limited in scope to a specific health
care provider. Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or share the
same specific EMR.

Flectronic medical records are known. Typically, the EMR 1s
established by hospitals or a group of physicians or less commonly by a physician.
The EMR details each encounter between the patient and the provider for each
episode of illness treated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of illness and its management, it does not contain any
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A patient has no control over his/her EVR For
exanpl e, patients have no direct online access to

wo b@701dEMR and cannot nmake any entries in the PEDUSING/029694

Patients have no control over the access to their EMR
and. anyone who has access to the EMR of the specific
hospital or physician groug-could access their health
records. There is no conplete global unified record of
anfeamptéan from apy otlivRpravides svharidesindtiHavé hecessdr share the same
Qﬁg&ﬁp% is being delivered by the one provider

is using the specific EMR for all patient
encounters.A zit%nEﬁ@r&)Yéﬁn@fﬁlé'@éﬂﬁs/%r S
lim.ted nunbgr of use provi ders) IE%/{Jpésﬁgrpat nﬁ)le patl%lnts have
peslitegh g aecens todppir E%é ot sannht whke mmmmsanm@record
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Flat BMR o¥thé sreeatficdrosPisdllor physidms ghes corldQeéR0 T2 saltR Abords.
2[81 4/.0172307 Tglsllsln of U S. patent publications
17t 13 LPapit pbalpp Hféélcocré Ofaép@‘féﬁ@ém FsExBhenletsi apd until the
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| SC
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thereto The resent i nvention i s not nerel a sys em
Pérlegrane m@ﬁncela]epgrdg tnshidey hhdPaterieNes. rﬁgmmmc 6J684,276;

T pie 0 end Ui TSl Rppli O SR EloRE S S RES D 5824 pna
genEpELI3Ng. ﬁhqs érsamg]af Ulse phteht pudiottbnt 18R offerdd &Qntended to be
E@gcrlb)%g%s‘ I ndi vi dual Health Record or El ectronic

I #hOREE W&a‘?‘Hé? S 3sdiustyatige OBPa‘fefErﬁielﬂ)gs op fhig énpig- ake the
Eﬂeﬁﬂhegéﬂé’arlytf&ea FiRpeRNIAPR] Ak %5%1?@@1‘6%%9’% otkgown

include all relevant health-re ate mat 1 on
plecireme med]@g]alegkprés gn(bfela;t«btbsw’pmrsg fheahdmdmh:teb of &fete pubhcatlons
rmation.regardi ng the

I f
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sources i NThelphicbeht iBiehtibPts dot Hekd f St
cI ains thr oucg a;t helhegllt h SpI anse Qats?st f&ra@&f atl?gmnng
¢

pracbRpeessHIE medieal regerdsp Puisielaéasdo p@mputdnmgl ayauemstand h‘rwltods

r fromthe har benef .
B oA AR A FEE, B el A p B S R e G PR
glen dacsbemlﬂnmmuai Hpalth Rycokd6r E&bﬂr@’ﬁb He@ltPROYdrd €hdteafter
health record. The PHR may

g@*ﬁ,; ed. al /i ndi vi dual
i RGBSR e BEMRI e BHR utgaplpedherei ishintended
Rhtnge ACLESAnt RoaltFSBediih ol Aot Qﬁé’fleg‘{t] tr%gardg:sé) gf tﬁ% d

enbodi nent, the invention provides a
frseidierienlsh Wg pmvnxbﬂrs Gha b]&mma:llnwﬁodnaﬂorhegirﬂfmgrtﬁ@ trdeki it

f)afcheﬁtol%gy {)g colIecPeW@ {Vsé?sessgllfrrcgse including, but not limited to
information from claims through the health plans, multiple EMR’s being used from
different providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs”), information from labs and imaging centers,
and direct input by the patient to provide a unified personal/individual health record.
The PHR may contain health records of millions of patients with online access to
those millions of patients.

In one embodiment, the invention provides a system and method for
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such as patient questionnaires or direct input, health
pl ans, pharmacy benefits managers ("PBMs"), | abs,

wo pgiongegsent ers, freestandi ng out pati ent faci PCT/UER06/029694

hospi tal s and physicians. The data collected fromthe
di verse sources is organized into an individual health
record for a patient. The 43adi vidual health record may
be integrated with SNOVED codes to allow that data to
lzenemtingle dersoradindiyidedl hicelthmedociahatds egmpidadi from ditsegstsources,

di vi si on of .t he. Col rican
Shtha el aoRatSs & o bt 6 EResetts
Glanaghs (PEME9NabS, |11§1§é1h¥ c&ﬁle:!sdﬁ&@ebndﬁa! oi Juikadibntfaéilitibs, hospitals
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tPRENSSTCANCFP TR a%gg@ épt élvrw&%ﬁ% Colese o ef%ra?ﬁl%ﬂl?éﬂﬂgéoglsts
th@p psyl @@@Mﬂlﬁbhﬁféhﬂ Térihsﬁnﬂ\@m TeNLYa Jc%nﬁ@ﬁlﬁ/ Vahdated

retrleva I sonme enbodi nents, security and nedi ca
pﬂmmblyead‘tb whic ttmnmlogy atinfasthuctirat Hzaltatite oan bmﬂpﬂured

ve .t he abil t he ntlr ' i al .
ABiRd R a8Bre oD F Ebtrag e ¥ o S ORI Rmigptog. The
QBinYin&Ie ggﬁbﬁnéﬁlly%h@ﬁls RAeE $50000 Heraf@ENY shérifal NaWesre
by the authorized persaons. This authorization is based

sRnedpss, gath witly ugfuemeanipgnandilggisthassd dedipitions o Additiopally, these
rh%gﬂltl gﬂg c&?cef)"ts% A 94 gﬁ{l&q é&%ﬁ‘&%hﬂp@ it ’Slflﬂﬁ?tltlé 1alﬁﬁ§%a%ﬁ consistency

reproductve stem con i ons
etbr:de)taea*nﬂé\mt functl onal area (e.g., illness/condition

list, procedure I|i msd|cat|on r of | etc
part of thdlFeEs F@%P@We% @e%l ¥ 54165@6%@/ %q%@év Prowded
anER Bat 5?5&%& ONAd haF e SOI toﬁ%@it%&glréﬁﬂlﬁ@ﬁﬂl 'hQétlﬁprecord

to be automatically blocke a change i s nmade
tthbe paiWedrhy degigudedipergontsmramndt pm‘mlmbae‘@d patthef the record to be

inven rovi.d a methaod f ner. af

TarEB e e RO RCnSoeER: (RS pUBhr BRI ENsBT A8 oty of o
lﬁ&ﬁéﬁtd@ bIdeR af¢ infOimdtiREeEMiiNgtot sldteated! B¥B 8. ol AhGRhEANS,
of a health related paraneter for a patient. The act

GEPI@dRRERISHIPR CAnEROVED adsmelecsi STy simanddprifanctivaakpiea(e.g.,

ent,
BRI b TP s, PSLUREC b iUt DB fe, B0 M AW AT tRfrecord
aeraaﬁg & thet pwbiebtet] bspaid/@nfimitisatiaremncétié belbloeked melcontinued
illustrative errb%gl ments t he

S D code. hi so [
dacs aE‘ioé}?Eﬁ%HyrHS?dﬁeHEé‘FlHL%Clbaé&% s pdg hsthgapdentEor
exanpl e, t he.dafifs & S0 aghﬁXt bR 1ﬁv§§1@htp|f’ox}1&b°stérrﬁ9tﬁ8d for
cl ai m code. Dependi ng on t exl gencl es " of
gEntiating apemppllinhyides healtieredatda TBleensthod may mq]mleuhe act of
receiving a data element indicative of a health related parameter for a patient. The act
of determining a SNOMED code corresponding to the data element may be included
in the method. An entry may be inserted into a personal/individual health record
associated with the patient based on the determined SNOMED code.
In some illustrative embodiments, the data element may include payor
claims data. For example, the data element may be a health insurance claim code.
Depending on the exigencies of a particular application, the data element may include

patient questionnaires or direct input, health plans, pharmacy benefits managers
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pati ent questionnaires or direct input, health plans,
phar macy benefits nmanagers("PBMs"), |abs, imaging

w@enrmetaEes f reest andi ng outpatient facilities, POFPE1086/629694

and physicians. Enbodi nents are al so contenplated in
whi ch the data el ement may include an 1 CD code, a CPT
code, a NDC code, LO NC codle, or a code froma
proprietary codi ng system such as Lapcorps' |ab and
diriBMsCo thbs,, inTRigmgrpenistse fraesjariding adpeatichefagidities thospitals and

t LEten description,of .ent,r 0 clien
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Regicenabiith a dvyltiRbicrpreéddémviidieasi thélecbadlaéschp@dd R transmitted if
record that are related to the entry are associ at ed
Bhselienbsystene ishot esseriated vaaVETsliBsaEs Pravide ding t o

anot her aspgGhme ﬁlﬁfstrhtﬂ\yee&ﬁlg&ﬁ‘rngﬁtg,\%? ﬁl%ﬂf?).dqﬁﬁ 'nc]]‘ud the act of

processing systemw th a nessaging facility-con laure
tdetermueny whetheatha irslideal healtidiecaddi ineludds aayleatres helated to the

rel ated par er for .a. ient. T stem

R Rl DIEBPPLH A1 I Roae o) e T ar e el t
NVER 416 deso6afddDIRAH thE dberrhied SRICMEDR¥RBL . A PHR
popul ati on engi ne may be operably associated with the

correl at i orf\averiingto anathier adpaet, theenvusRop ppuidesiaghata processing
gggg@ﬁg@&%{%&g{%&%@@&%@ écp fe%l?itgg grd('cel%aaetleen(ilenc[I "ilrtlcﬁ‘cative ofa

peslgoretdiéd petbivibdtifdr alpaatith The eiten agsdatlades cordltid@odule
patient. hi sone enbodi nents, the system may incl ude

d
SANBEEES & GRiFERRTEANORGER cede errresperdiae todhe Bntmetinecat eA PHR
:ﬁfg&ﬁaﬁoﬁ L SRl ﬁ?‘ E& § &Fﬂdlyég’s'&ia?@?ﬁh t Qt%g@faﬁgﬁ ghrcrxld%ﬂeasuch that

agenment™ nodu e configure ran
desEHR gtopolatiof engdiee seahfipuredtainedt hexlth relatet atacdsi@dted with

S r exanple, the. PHR ul ati on engi ne y
By rafaitbe Rersne ynr bt e aptace it he
thgedieal th rel ated data. Enbodi ments are contenpl ated

I'n which some of the descriptions use nedical
t er mi nol ogyn aere emhedimentsetheaystem nsayt inelude an access management

module configured to communicate with a client system. In some cases, the access
management module could be configured to transmit a description of the health
related data to the client system. For example, the PHR population engine may
associate more than one synonymous description with the health related data.
Embodiments are contemplated in which some of the descriptions use medical
terminology and others use layman’s terms.

The system may include a filtering module in some embodiments.

Typically, the filtering module may be configured to determine whether the client
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The system may include a filtering nodule in sone
enbodi nents. Typically, the filtering nodule may be

weonfioguysed to determ ne whet her the clientsysPEnUER06/029694

associated with a healthcare provider. The description
transmtted to the client systemmay differ depending

on whether the client systemis associated with a
heal t hcare provider. In sonme enbodi nents, the

faybtemris agponatid veiﬂna;lea‘i@lcaro pfovgdere The deschiptige tredmitted to the

description of health re dat a ed on

LA Bl i SR e S e R e with o
atthlisdard provides Olnonentodgaéds, thdiRGHY R68NE hEHeSonfigured to
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t he pl ur al ihgonik emhddnnedmlthdmzaﬂehhnaﬁnmhdle al FHR ldetabi4dR

dat abase based on rel ate odes, r exanpl e,
(Religue %ﬁalrwlgr%%m[ @gw&{;og@agﬁﬁ?qo ey waEE g5
ghéiged b ¥anaaSyQt Irﬂﬁﬁ td&ﬁﬁ%@re& E&fﬂ%ﬁ@@' aRE3E Br Alfatio ShlPS among
out comes associ ated with the plural |ty of i ndivi

Hbaplukality obmdswtﬂml bﬂ@thretcadem W@%Ms&baﬂed oa mteted

a_ ana i conf.i
SONORmER Bt BBy SRRING e ERF el o Ao tednbES i v
tih&@splelsriebiitone s of Hedithdagiadath @l Habed (ﬁ?@ft@&nes assoc1ated with the
Enbodi ments are al so contenplated in which the data

Al of indjuidual health b@owﬁxﬂwwﬁ@l@teﬂém@@ hBggome cases,
SR BB e RS, RO 0 SR, on

ﬁHﬂ@Nﬂﬁ)&xhaaeﬂmqﬂmpﬁ@uﬁmmhmmnﬁdmﬁﬁhaﬁsmﬁjated Wi th
the health e,.provi ders Li ke e heal th re
provi ders CI%SJT;‘E@ nts 2 4l FOEPTHGIR %ﬁegré“ WBI‘%%}%? data %‘ﬁﬁﬂ%ﬁmdule

they KOS fichRIads Qnaﬁyzeh@ﬁéa'lth cERBoRAQY %ﬁf)pcraré/ &id QK8 For
procedures. Health” care providers cou us be ranked

tﬁé@@@leoﬂleqim arlawsmfm@@ﬂ@mam drafde healfhhqase pmidersdtasaion patient

rs, such,as sur an
Bkl RSlatELL RN Tl Curn Bl LBRRERRF petnpare
| grevided coulafbe rplf@ﬂﬂe@ aedetrfis 6BdoBtsPERH iafl EeScodBEREbcdbyahealth care

formula that includes objective neasures for quality
groddere fermriess procedirgse | Healh CEWﬁpYiFlf}fS GOwdrthy r@nlsed based

f
SRS BSOSl DR D LG 5
ripsuoarce ca'impames dmog)vﬁsﬁynenmi letidies} ia)essaibhsh)ﬁ listesfirafbiie Bealth

cl ai ns eI emen gl ative of a health insurance
SPGB E%&%lmles oblStIERBPRI eoigE quality of care
Cagarcsﬁpmdémgs Iscgsmeotﬁ&%&grsdat a el ement may be

determ ned. The net'hod may al so include inserting the
SNOVED cod eAxQOnthn@tqcﬁsﬁgfdmlaaspwtdﬂhv imhgatiompmivides paosinetl of

E}gséﬁé)r% 1r‘rflgt £ ger\évc|>rtlattl]/nfgdj V1dﬁﬁthea“?ﬂ1 record. The method may include the act of

receiving a claims data element indicative of a health insurance claim associated with

a patient. The SNOMED code corresponding to the claims data element may be

- determined. The method may also include inserting the SNOMED code into a

personal/individual health record associated with the patient.
In some embodiments, the method may include the act of receiving a
questionnaire data element indicative of an answer to a questionnaire by the patient.

‘A SNOMED code corresponding to the questionnaire data element may be
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hi sone enbodi nents, the nethod may include the act of
recei ving a questionnaire data el enent indicative of

w@apooalsiaes to a questionnaire by the patient. PCBNCNBEEN29694

code corresponding to the questionnaire data el ement
may bedeterm ned and inserted into the individual
heal th record associ ated wi@h the patient. Enbodinments
a al.so c nterrp(llat edhi_n which the nethod includes the
atsterginedand imsergd te fheindixidugbhealth reseechasspeiated atithitbe patient.
CihBédiRlentd %@alﬁ?&ﬁﬁér%ﬂ%fég% biichfe H@%ﬂoﬂ %c&lu&e{g HYEH of

co [ 0 the

enmbodi nents, a SNOME e correspondi ng
drtavingk ctaical deteelemenimgichtevetetolinivhndath assdcinted evithetle patient.

imto.the individ th.record ociated with the
JoRal Bl SR bRy SRR B e
phOVbE@SermingRt fadnidled 3R WAhiNIA] RSIHOR4 ?&g};j\é{e‘&%&h the

health record. The method may include the ac
Rafeltyi ng a data el ement indicative of a health

rel ated par f(ﬁﬁ%Iooe[nog‘lseP ?%)ie?ﬁqgie&ﬁ‘{egl%g%l%?%’rﬁ elsat egtlggd for

concept that correspon

i gdeertiiig ®persanat/individtialthealttheadddh The nadtest SR &R deithe act of
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FEFeATRE2 é?}ﬁ@g&@.‘f mdiGaEnie ehe hsalihaplatsd narpseater foga patient. A
tregitH regtitdd iRk | ' i denti
] 1 oG RGO Ul By b i, s
dloai dleghealtihrelated comcentin selettey fomyarhisieabshiei atrgtkenenbof health

PPt D T RO R AL, e o

el hiepRRBéBativielT thd RIeA Gdd 16alth AlABNBGIRPE ARG HISSw entry
nodes representative of nmedical diagnoses or nedical

preysdssassatedrwith ertiep insthe dkividial hepltthiecald thatrtmng e dmararchical
- 300, 000 nodes, such as a
g%?%ﬁg@wg@?ea@ﬂlo%@’o inical Terms. According to a
further as fflemtl)ne érhbcac!’limeﬁtﬁt ihe rhi@il@léibﬂ%‘iraﬁgement includes nocdies
conput er.r eadabl e i um having a data structure store
{ ?ngsgstﬁ.werﬂgma‘i}%@%@@é%&r@ml piesedres. £ adicagnplsi e
Aadrdchic Al abkah Om & M : ' ' L&
bl S R B pMIER So) EEEL , or
2S¥VERt Wihieal llerms.pat i ent. For exanple, at |east one

di agnosi s dat a .el ene y be derjved. froma payor
di agnosi s g&a‘gdﬂ’ﬁ% &q{iﬂgg %\a’@ﬁ? R ERlonPraYigeey comBpUter-
daiiablé helithnl Bivisd 0 dbid GtrdciBldMidbd erdh. @rhg U A fhay

elenents representative of nedical procedures
Heieiaatizgnogis datatfipdd Buitstosimg arpdyrabilysd disgnosis detd @tbnmants

§%? datas . - ferabl at, | east ,ope procedure
d t%s. e%eneﬁlﬂig%b% Zlga}gg é%st‘i ?Sg’ agédp‘%{[/lb? p Fe&'eﬁ?ﬁ 3 gee at Jeast
besdidgranisalaBNOiEhtangiebe ddiive@ fBnCaFBBr dladBodabdte based on a
§L]%T/f€f) ngé/ Re na uaI(H/ ent ered. . i :

code. A procedure data field for storing a plurality of procedure data
elements representative of medical procedures associated with the patient may also be
included in the data structure. Preferably, at least one procedure data element is
derived from a payor procedure code based on a SNOMED code. In some cases, the
data element may be manually entered.

In some embodiments, a diagnosis data element may be derived from

an ICD code. Embodiments are also contemplated in which a procedure data element
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related information could be derived from other types of codes, such as
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In sonme enbodi nents, a diagnosis data el enent may be
derived froman I CD code. Enbodi nents are al so

weonrenabat ed i n which a procedure data el emreneCTH§200€029694

derived froma CPT code. O her enbodi nents are
contenplated in which other health-related information
coul d be derived from ot hef7-t ypes of codes, such

asLO NC codes or proprietary codes, such as Lapcorbs'
| IBING dodes de propuigiasy caependi agLaprottsélapant iopddr gpdes.

applicatio the data structure . ingl ud .
modi cati on REFACPEER SRS g sbnlodtion: (e defJugpre may include
nedediodti mndatafiéld Ehraiitiesa plapiliepenhaditanafata@eheat i ons
associated with the patient. For exanp a nedi catian

| e
daRtEsaite et medipaienscsqciaser with thepatient. ther iekauplant medication
TR BN EPARERSE Al R HER RS of OE FFn
cieM HIh cadeirdn sorhe daser it raedit dtnplacceenee ndat e &ren@ fiiom a

be .deyived from a questionnaire answered by the
ﬁ?éﬂé@-b&we&m@ & BipEeds thth SleBnimeR by derived from a

YWRInnhiPe bl cpudast the BRRH: Base oditd SNOMHTH B&le ASREALA Rfith an
the invention is achieved by a conputer-usable nmedi um

reavwergodenpusséonnagadabl e i nstructions stored thereon

fior executi pn.. roces to perf.orm.a thod. In

some. cases P BeRBaerrR e Rai e T e prpferzsable
Ghédinm Hdaing cehmpiRPtealfle GatruveomistoredBigicbh bt @ty a

cl ai m associ ated with a patient. A SNOVED code

dBPeEsp snariRm dmehedc laporse erten thy BabAL iplydep he act of
deleryiflk NREhiA0 Hath BRAIGPIhAIAA0; B PRESAIA AL LIl Rlaciated with |

record assocl ate patien
repatientc | AIGROMEDawotle ofrrespordiug trgtha chpires tite eleaienemdsaba

e R A it S BB oA e B S bRty L Bqaped wih the

Pafsht e iR CiahRiRhRIERIY adiBY rl8ivilRl £fUEsiiGihafBdata element
inserted into the individual health record associ at ed

vihdipativieenf parheyer to Tiqpesionhate brathe ipadéntd ghe BQMEDgfode

recej vi linical data .elenent indicative of .. .
Ffieinhitgdo PeldleSfnn Rt B FRIRAL b DB SRk Sa8 hag igppstpd into
abélBdo0duL spamdieadd hgsobitedokitin e Patistat ahe hemeid maRihchfle the
determ ned and inserted into the individual health

a6tk EPea ey elinderl dpierelapprant piqative of gliienl dptagstasiated with the

gﬂﬁ&ﬁ}e THRIRRMNED RRe !cel\fs@%&ﬂg RS B AGR 2 PaELIRAE AT Rhy be
electively restricting acces 0 a

pletesmineed/and diseitetlimto theahdihidueldealih reEbel aveddigiad wath the patient.

i ncl ude asspci afi ng an_access |ist for each_user

capabl e of ‘ACEERE WPt PESHateIREHPR BEYVidrs A mpthod for
s8R0 Fh ARRLHAL Gkl oM FerRihi/Rtvidi flalfhhelorll NEhaRRERR may
| ist categorizes the individual health record into a
reduds essedatgwtanciceehatiat BF emdntser capdblant acressg bl e set
o&%és?)%%lglpgig?c@g tesél’ch '1/j\ecro?(9 gsesg’ctziatgg)évi & Iga i%r?tl, M tLarlt%{Pe gccess list
categorizes the individual health record into a restricted set of data elements and an
accessible set of data elements. A request may be received from a user for a data
element in the individual health record. The method may include the act of
determining whether the data element is in the restricted set of data elements by
reviewing an access list associated with the user. If the data element is in the

restricted set of data elements, access to the data element will be denied. Howeyver, if

the data element is in the accessible set of data elements, the user will be allowed to
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el ement in the individual health record. The nethod
may i nclude the act of determ ning whether the data

web@meni468 s in the restricted set of data el eneCit/BS1996/029694

reviewi ng an access |ist associated with the user. If
the data elenent is in the restricted set of data
el ements, access to the da§‘a el ement will be deni ed.

However., if the data elenment .is in th ccessi.b set.
o0 dodadn et IR D8 SrDpinienkien BeGRanTE] Sot Dbl
lebigicfataeR n@VEIY predefited @8R peIdHRA THE REcess st HSARI RETRNed
l'ist of possible restricted areas may be presented to
rgsprasiverie selitiona b dippaliest may be created responsive

to selecti ansfiohie il &ile, ARAATAIAE o Bied HELISH for
aspect, the T Vert ! on provi 068 "8 met Ho or generating
genierling iadndilvidnelbidahth Fe2oad, th whithwhd ddvireh énfoesationdrom each

i nformation fromeach source is pre-selected so as to
WOrIeeie Pro- 1SS Hetoi 50 GRiChiirmating gl s SREoTHeE 88 Bppssary
foPtnd QBtiARRE '091:\":' dJtg %ﬁ%lfﬁ agfi itfhs _%%i'dﬁﬂﬁs sRBAcliiBa®otPotata in the

massi| ve accurm ati on _ata In the _patlent's L
patignt/ s thaanidied Akbalth nreeardr whichhashorteas Itidaeslayendd totdontinuing

rel eyance to,.continuying care. This allows,.the user ,not
§25°-o pERATIRYS LA RIOL 1D thTG ciost FAmQRS OF [ SPRTtighrough
lo® 6 dafa el deBohdbWindsihia@6RbF6r dxaf@ldlainREve bRbUNt of
exanpl e, a nmassive ampunt of information is typically

wdrmstiords typicaly ENReted(in spENR Sailovvipsen Bwetiend #lamdssion, such

PSR B8 SIS 0P e YOARSslhy s
sthddylimpaddestemddurodadgres ldarihg ghritHoapitatattian . Inlsomeeases, the

cases,. the information which is inported in the P
HRyrston SOt R FDEH 1B RORAR THRY R tecperaicl %ﬁ'ge EMR
2 YRS 08K RELALEY BBSs O dafiakfoh AURDadRiskBR hﬁ@%mﬁa Bhysical

hi story and "physi cal "exam di'scharge sunmary an
chasg [aschargp lsamsaryaand disnhgige gollans sl urgieal repost &l pretseldeted

est results h VRI - Scan and. angi ogr aphy
oS E e Fo T P e oo v BN i e “ehi Bved
by a met hod fftherdgp&t af ihBGn\@nf6f SdBIckedB ¥ inthiiadd for
health record. The nethod may include the act of

| Ane. y .

gECEIipE g epwpal individuakheslth secesd o Ehanetrodingy igclyde themet of
. dat-a | i i 0 .

toRPH A O ARG Qo e B ML ARl of am
tiiteuptaybetwetmie®ataitand Ahesth @né providey niag bedservédflom the
into a personal/individual health record associ. at
RROR Clefes faifi S HENRIMBNDS MeetiddBiR RS ’él.dl‘jlﬁ%}ai B
REBQCIs IS with St 1S BE:BRe %ﬁﬁodrﬁéﬂdzl%‘? 1486 eBBodiments,
primary care physiclian encounter history, an
hetdeavingstepengyownlude deirgtga prienady carbpbysitian eromiss histesy, an

1 40 RO B 05 i

data.

According to another aspect, the invention provides a method of
filtering data in a personal/individual health record. The method may include
receiving a request from a health care provider for a personal/individual health record
associated with a patient. A specialty associated with the health care provider may be
identified. The data elements in the individual health record that relate to the
specialty of the health care provider may be determined. In response to the request,

the health care provider may be presented with any data elements in the individual
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filtering data in a personal/individual health record.
The nmet hod may include receiving a request from a

whealviv46tar e provi der for a personal /i ndi vi duaPCTiesioné029694

record associated with a patient. A specialty

associated with the health care provider may be

i dentified. The data el enerfts in the individual health
rd th relate to the specialty of the health care

r.ec
grealie treprd gt Weredisteaminer deirelatn to e sperialivt o t he

request, th ' - ent

W th any da@%ﬁgﬁgatrlrg%at@%%?ﬁ%\ghﬁ%ﬁlsw élﬂgfrh%éﬁﬁ%w%lgg%cpgle
tapaerenitio dhatetskilleil e thetant upehabesidevatidreoftpe GilRNiNg detailed

ditiaonal. . features, a dvant ages.of this inventjon .
#%F‘f“%@%ﬁ@e @B%Fag?ﬂ € ngod?%%tee@%?ﬁfw e bestanederof gapming out
an@ﬁiveﬁicaiaisqﬁesféﬁﬂ%E@rcéi%d.OVVi ng detailed description of
the illustrated enbodi nent exenplifying the best node

of carrying out the invention as presently perceived.

?Eﬂh% W 1&% ggﬁ Figure 1 shows a
|agrlﬁarma I C !rebbgr\l(e)sge:%@%ﬁ on X& health care data

syst em accdiigirad showsaa desgbaethaid epRkertieorPd BSIRALth care data
i nvention;, Igl ure 2 shows a_ bl ock di agram of an

SXrpIaecpiiReds st smbadernipife pessent ievasdanent of the
present i NBRIE 9Lk %gm e :
using a Ml %%rg%{b P?\?grg%goglég} I ng Jg%{]gﬁiﬁ%%gﬁﬁnéﬁtemﬁccordmg
i en pmbediment oftbapresent iffegtiogs 4A- 4D show a dat abase
diagramillustrative of a rtion of o enbodi ment of

a system a &Ig‘ﬁg? ﬁbﬂwiﬁ%s’f@mﬁ}#’ UsHhe %]pg)gé‘ilﬁntlﬁer according to an
lembetin P of fhie@uésenbinbsiion; a bl ock diagram of a portion

of an enbodi ment of the present invention; Figure 6
shows an eXagHspetAidRighaw adatrhashdiagesBlusoativeaif afportion of one

ol Vi | rd may be establ.ished,;
oY b Ol IR B el BN, e A P LSS on 1o
access a p@iguret shéws hblockdiagtehiaf a p&rdibh bf e 6RbEdiment of the

i gure 8 shows an. exanple wi ndow in which a user may

Fi

BVg?Iiti”a‘éenHOP?est riction to a personal/individual health

record; Fi gwhge 8 sBHIVS, @ﬁn@%@% e t

én% .beaiglgne?%teed Sby the system gg‘ggyg?%g{?%ggsncoangfforthe
Gduiatdnaltlofecotdengy esesteblisimdent i on; and Figure 10

shows a fl EW Ch?r][& which il hﬁust r at e% an enbodi nent of

a system a BYer i ?]st?ﬂ'exﬁa}? \g{qdﬁ\g nyimg permission to access a

pertidapatid individudlRdaiheadotd) record with data.

Figure 8 shows an example window in which a user may override a
restriction to a personal/individual health record,

Figure 9 shows an example audit report that may be generated by the
system according to an embodiment of the present invention; and "

Figure 10 shows a flow chart which illustrates an embodiment of a

system and method for populating a personal/individual health record with data.

DETAILED bESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have
been shown by way of example in the drawings and will herein be described in detail.

It should be understood, however, that there is no intent to limit the concepts of the
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DETAI LED DESCRI PTI ON OF THE DRAW NGS Wil e t he
concepts of the present disclosure are susceptible to

wo an7ougesodi fi cations and alternative forns, BOEUS{00€029694

exenpl ary enbodi nents thereof have been shown by way
of exanple in the drawings and will herein be
described in detail. It sﬂ@ul d be underst ood hovvever

that there is 0|ntet to e
PRe Qs e e et o lgiwégm ¢ §R Weakra®,the intention
Qi edRs %ﬁ m&&‘ﬁca‘ﬁ@n& REuARLISA alfehftib e ﬁﬁfdg%htlhlﬁ tADspirit and

cover al fications, equivalents, and alternatives )
$capboﬁ@1e\du5tcmsnret he spirit and scope of the d| scl osure.

25 5DOUL S R R85 by B B e 5nah

Hivbhtemanky B@érﬁ'ﬁodlédlﬁhna@ difereaf forms, qudlemk Gﬁor metehiesies,
dat a processing systens or program product
metefeidatI FOCasHBS BV IRt & Riﬂgltaﬁ’dﬂpﬁ%%tf-‘l\ﬁi?f@ﬁ?b% slveéocélmsnts

I t
LAYy S 1o LR o AR sl g
&ubcbchﬂnenmomblmn’g hdidwent sndodoftnhaee aspeant Fantherenprd, aiobotingents
RN TN T AT N ——
fe%ﬁﬂﬂé §brdo8 RERARILE hRViAE CaRDh EeHR8INIOFioBEhnh Bodd ¥nmBIdRéREGhe

medi um Any suitabl e storage medium may be utilized
stnriga diedipne. o’y vrilahlerstarageymedimaivngy, berrNizepRrpdispreagonly

e S A T C

axliso&plcm fisakt Bevied, and abypms yisdtie RotAR deficeccor dance with
one illustrative enbodinent that 71% be used to bui | d,
g

access, anfigie! shovwy vhealihaiedai weleaold inassgrdpnce with one
{

SISk A RRHER G5 U RSB0 oL KL ool i o

RadondEHAltlaRdcorti Ho deseribaut asmdéﬁedtmntmﬁiﬂzé@h Réverd antmdividual

PR Relord (rseah e thilh Y wangr il SRS faded o
e Mo sahftdthednnd O Nsi UV B ANE RedlhQ4t ed@t@@%eesﬁ IO@mcludes a
i ndi vidual health records via a network 104 to one or

pcns@wd: headihtreenrd spstemd02 (SRR Sygem”thet iPpnEguredia proyide
take..t

RSB Bl MearBoly Ehna L Blches iRl vipems o

E.’éé?s $063 B BIOR siyfteragloR eﬁ@rttal&dthbyom &f mdi\ealeomwara@r may
device in Fl%ure 1 for_ purposes of ex
0

b iRE EEmFCISior DR PERO SIS OB hegh shal PR BTt i
AR B P B FTRUEL A £ gy 3R, o
pperbii@nsf thé PERDSpwhehd) may be HstrPuRdsysingm dlGligay! computing
OB Sn LS SILFRTRULL 00 FEX] CE0, M SO SHEN s o
Q\%y&@ﬁﬁs) of the PHR system 102 may operate on different computing devices. In
some such embodiments, the various subsystems of the PHR system 102 may
communicate over the network 104.

The network 104 may be any type of communication scheme that
allows computing devices to share and/or transfer data. For example, the network 104
may include fiber optic, wired, and/or wireless communication capability in any of a
plurality of protocols, such as TCP/IP, Ethernet, WAP, IEEE 802.11, or any other
protocol. Embodiments are contemplated in which the PHR system 102 may be



communi cate over the network 104. The network 104 may

be any type of commrunication schene that all ows
weewpltd4sg) devi ces to share and/ or transfer daPEr/USn6/029694

exanpl e, the network 104 may include fiber optic,

wi red, and/or w reless comunication capability in any

of a plurality of protocotld: such as TCP/IP, Ethernet,

WAP, | EEE 802.11, th t .. Enbodi t
e oAt LA sAPUBRF EHASHR AR 46 i TGk Sich
fots DA ol PHERiRSRRE B SRR pEblidnASidieeYE Sreferably

such as the’lInternet. In such enbodinents, any data
¢ncayrsed, suetasdhyersingrep@tiarkes ipidstrinetuienf PEED cgrifigets dng/or

fer abl vpted. such By v .
B PP IBL a5 S50 Pl SR B
SAGKAL EVIPAPEMal bSSEEd. - THORe SIEITEd BXASRI 3houle aPe@tiarNthat various

a virtual private network ("VPN') may be used. Those
afiep geguritymeaserea ceuld e grgloysp ivrslaiion te Hapsyiingiata over the

urity measures could be enployed in relation
?%aﬁﬁéﬁgﬁitting data over the network 104. The client

syst ens ( oTheisléns pysidins (@aysdre) @oymdyorenaryffoonmbaoinpgfing
evi ces that can receive and. send _digit si gpal.s. .B
Rjocstina mEacE e AR SO LA SR BmEY IO S A Lo

BRI AAMPURAE PerlsoiiFSompufeRt BES'G OBt &iputB@! @hesok

conmput ers, ‘servers, personal di gltal assi stants
¢orRDAsts) seraars, petsbudl aligitah assestantSTABDAS e ot celldaraones The

Fa St e B TR0 Pers PRGN STl YT B e
BHR SRRLENNY. atop Eximplehérsodaatihte Bteconteagitt@irswhich patients,
enpl oyers, physicians, bhilling offices, healthcar
bespuiplsermplasies-aibypistns heling opfesetheebloarpprogidsesdiate
g%?&%%?&fﬁﬁé%a}g@%%e&e Pf—ﬂﬁceféfé{eislg%. )S}[—X(?\g@\f&,sthé eRsl: §ysftem’s

ure -l are provi I purposes ©
tvalkphewn iFigareel motprovideidédy far puiposes effexatpjee bof are not
users or require particular users to connect to

baifedeg & e e B RSSOLRONES BT USRS 1 buichiniEe BFR
L& iR system 102. I n the enbodi nent shown, the PHR
system 102 includes a PHR dat abase 200, a PHR :
popul at i onFigugg 2 eha@oan exagpiarmbadimestiféhePHAR system 102. In

raieman faniar R Sl (2 RbMG8 LK B gyt « e

g@@ﬂagdﬂ@gﬁ@cz'obi 4 Yecdflif; madula oL sSseomitgdanbade 2060 t&relation
16, and a filteri ng]ﬁrmdul e 218. Enbodi ments are also..
awdtlerddSat eerrgletianrlls 20 e dita ARl sivnodE 242 Juessgang kasility
't Pid i r
2L AL L T Pt o T Bl
pir dldoCeongemysated &t which oke br eweng thesetshiesyd@hs oditlad PR system

nmodul e 212 may be o on in . : :
102 are optional, b1¥c may mgreiy bea‘Lnice to have” depending upon the exigencies of

a particular situation. For example, the data analysis module 212 may be optional in
some embodiments. By way of another exémple, the filtering module 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 222. In some embodiments, the payor claims
data 220 and the health related data 222 may be accessible to the PHR system 102 via
the network 104 from the client systems 106.

The PHR database 200 may be structured to store various data relating
to the health care of patients, including individual health records. Preferably, the PHR
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some enbodi nents. By way of another exanple, the

filtering nodule 218 may be optional in sone
wepdomidaesit s. As shown, the PHR system 102 hasP@DUSNE6/029694

to payor clains data 220 and health rel ated data 222.

In some enbodi nents, the payor clains data 220 and the

health rel ated data 222 m&% be accessible to the PHR

02 V|ath 4 from.t he. cl.i ent :
RS Belkified bl S0P RA e SRHbT R o TRV B Tre
P’@R'd@tﬁ% af3i0R ha} AbAE tehQhdliendRAEY ntiRidh GImARPERY S,
i ncl udi ng i ndividual health records. Preferably, the

EIHbz@tambtsgée caternplated dewhiwhphe/PHR dayab@m H9Rway be 2 single
cPateﬁ)a € 011t g %l%atligﬁ 5{ (ﬁ 6%b§%er§d¥¥ écglvd ¢h rtﬁ?f Pe arglra aa%?ye% c?a?a%ase

ﬁaﬂﬁ’sts oEmgdigEeNliShaule be @ppxeaiaieatﬂeﬂ the PMRI databtaibezdehﬁhy be a
dat abase 200 may be. a_singl e database or )l ur al i tg
p <]

laglcalaéaéafsg@ét mé?éEIPVS%PﬁHmSHﬁ’ ey sipgle é?or%awﬂ P o

ap pgée)m at egﬁ P oftee lf%lrj%éﬁ ?éég}flsﬁH%Q%{ybgset@O may bea logical

dhtesassthat pﬁwtcaﬂp;espﬂlaglm ma]tﬂp}p geegra@hlcdncaaloss ngl e storage

eampl e, tMeopR e RaTs ot oyt gsicie e dvster

ﬁalﬁ@ﬁt 1ﬁhéb§( AT )/ﬁélﬁs |I‘Pl§ MPIHIAN W @Br ﬂﬁ%élgﬂhbﬁt of an unique
| ocations. In sonme enbodi nents, the PHR database 200

identifios shay defimesrasntiy, prehias atpatiente Ouetyie’ Tassivel aounhef
f
J?@ién%ﬁ&ﬂpﬁke{g‘%ﬁ% R 4EL AR S 1@2&‘& ot%ﬁ Bidhd 1%& have the

eflnes an én as a

daue dagnel Gomkiss ifecxanplit PEIR a’itﬁase 200 &nipinahfaés tvtferﬂjﬂmﬂhon
PHR dat base 2%0 many of the pat| ent S]:qmailf have t he
V¥

fhsfe mype thensagds of patisp theJast nawpg of
‘@?ﬁﬂh”' d?l‘&lrfﬁ%ﬁ:?t\f]gﬁ%ﬁs Wﬁth?ﬁ%n%"%hn lSHn‘fl{lh‘t %xéﬁl)égg?{h% use of the

there sands of patients wt namne
M1 Wﬂﬂrﬂttfereramb the pmsmsstlpeassgmnemu oflan (MR toarpatitdtohay include

ith.".Atho t he use of. L1 .differentiat
' Bt e PP blGrs Rahtioy Tn Somermbgainasis FErcangls
Vaiohs O@ePbiefia, Wihdr @lidndhabRaaliBy ub&l teict#fiteOvRether an entity
patient. In sonme enbodi ments, for exanple, various

figis ladrpadsy e apsaznegtan VP, heforaranP wa@ssm@e@s&r exgmple, the PHR
t
sglgttew2q§ ewg?tg%g %e Ff%lells *aﬁé&g g%‘ra% r'?_e%gy alpegﬁg F)%%ts 1thHee lgHR

d%ldiBaseyw(Elefa&Zasﬂgm‘ing ah &P ineludhipt hie hovimitedi® ®@alBs, birthdates,
el em&*ntq.;,r al ready_exi st .in the PHR dat abase 200 befor e
868dsg AT HESsapicv the prigty indsierpugd tqdrepdsperggthe anfogmation is

:ilpgﬁed R 4d agag@%:me e@%lsé%e%éﬁﬂﬁ% Gre {efd Alig RRbYis

determ ne oalready exl st e in ormatlonls
apghéded to an existing PHR O:hervvl se, a new PHR is

ted .. The MNPJ. | d.be .
Cred to oot Rl TbehSedis SLARE Hite Sl alic Sl rttings,

and/or act as a key when requesting health record data, for example. The MPI could

also create a cross reference to identifiers already being used across different
information systems of various health organizations. For example, hospitals, lab
systems, provider offices, pharmacy benefits managers, ﬁealth plans and/or other
systems may be cross-referenced to the MPI, thereby tying all relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would allow usets to find patients across multiple, massive and discrete

health related organizations without requiring a national ID number. In some



10

15

20

25

30

and/ or act as a key when requesting health record
data, for exanple. The MPI could also create a cross
w0 edogioerace to identifiers already bei ng used ar€DES2006/029694
different information systens of various health
organi zati ons. For exanple, hospitals, |ab systens,
provi der offices, phar mac‘)}?’benefi ts rmnagers heal t h

N i e
%ﬁﬁ@p rhatuge @ﬁﬂhb BMMPT alRyal e dafa RNEEBE FrofXPdHuE sodrb& to be
all ows a central atient search that would all ow

aggseastadgnio dnglatrscert §-caesute RRtwigh data geldectaddliom @ plurality
c%s%ﬁfc%g)e health rel at ed organi zati ons w t hout
requiri‘ng a national |ID nunber. In soneorganizations,
for exanpl Bigutd®isemnramymple Wabhthe MPI Witk esspadtltd beatidm
twenty m/llion patlents The use of the MPI

g}

| .
WP s AACOTa ¢ 18 AMiF PRI Y 6, Emidh Bisdassn {isagg by or visited
t?lw_g gﬁiel%@f%cﬂgeal LRe Br hﬁgﬂl&lsr %%8{ g¢ t(lbseeorgarﬁzzﬁioﬁg h&s 85Bned their

a co [ ect d froma plurality of sources).
&g u:teatlﬁen for ds. Smtishewn by thef system BRtifiirchlunes pdule thaoMPI

nt identified as " In this | e,
R onamad el e Erashgy e e, 850k EnBPERa e
MPg c66ld heabilfGefiéraRradmiduead drtifizr fIEAGE SahitH, Baseould also cross
or gani zati ons has assigned their own i dentifier for

crerseiinfermpidnmntoshe sxstens idsnihier usedhby pacdirofdbe eiiganizalinmse In
{hbs Mﬂel 'I\qg rgIhlfﬂjl gﬁdeﬁﬁg@ﬂ&f&ﬁ 08%11%' b%%&(eki/ﬁp ta([?%ﬁ{%% Hﬁsaa&e

anli sm cou
ﬁeﬂn&h@ta&n@s}mmmewﬂmm ThiiseallofvarthdvmatcBirigt df, infouhatieul d
al.so cross reference inf he s

tion to fem .
PERTS 10 guide FRpes o¢ Fregiea surcss 5%4152%1 fislairayprsitg a single
ensiVB-disply! 4bodit 4 ?ﬁﬂ‘h{ f InGBie @toaith chtd S %Qulﬁrilso be

when anot her message rrom t he sanme syst emis received
e o &k health infrematiow hilated ©fa paticot amltth@in fagnil gineabersg F or

e 2 R Bk eGP R LT ) o
Phiagable ih ForiREhMHa6H vHBhS ,heﬂt}ﬁca%’brocvmér gna@tteabient in
used to tie health information related to a patient

mpfovingitheir kaslthgaigenber s. For exanple, the

presentati n . re | |
Pt 1 am [ P8 BTy PRararo i Gt R PRl fitee
Which cbtild Heaskd bs tha lPéIRJdzﬂa’lﬁa@eEO(aﬂdsotﬂBallpﬁtt‘dtﬁfEternbbdlments It

inmproving their health are ures 4A-4D sho
&oaéir%ﬁp@re%e@@h%@ s B TAIE AP ARREAEER ook BUApgses of
e

B%ggyggém Sb&tnﬁatph‘@l ?%é}@gﬁgsg@gsg sgtug hdaOItu cﬂietﬁs%a E8he PHR

dratls@8@0.st ruct ure shown in Figure 4 is for purposes

of exanpl e.pn but that a nu f dat aba
ot ruot ur esTRO 0T B i e Bt dufai S 55R 02 o
populate and/or update the PHRs in the PHR database 200. The PHR population

engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and
manually entered information from surveys, health risk assessments and direct entry.
In some cases, manually entered data may be inputted by the patients themselves or
representative from health plans, provider offices, hospitals, etc. By populating the

PHRs from a variety of sources, the PHRs would not be limited to the data available



The PHR system 102 may include a PHR popul ati on engi ne

202 to popul ate and/or update the PHRs in the PHR
waladabases 200. The PHR popul ati on engi ne 202 nBYT/US2006/029694

collect data froma w de variety of sources, such as

medi cal cl ai ns, pharmacy clains, orders and results

fromlaboratory systens, atdd ssion sunmaries, op

report and di scharge summaries from custom and

sftcmm deiiddied ppictieds andthesiitete sThednkle ralouwadtioysertasietytbf sources

dron bl AT pER R A Tuad Soiaiink s BB ERRAL AR
ke@aﬂnprétho@ﬁa@ah thBempabé Fﬁhr&dtfP&ﬁ%@&hV@%rdéF

representative fromhealth plans, provider offices,
hospitals, etc. By populating the PHRs froma variety

of |SOWREE, the PHRs woul d not | METHAD @ GRLLEETHANA
availl Bhieefsi r om i ndi vi dual pr act iAnesemmdques@ingaéssand The
tabl e bel ow shows a vari ety of | sauegeRedularentsies prtditag to
PHR may be popul at ed, accor di ngniaagenenesttbelt caditions, such
al ong Wi th exanpl e informati on|ahRdméerBlyod glugbseaARnR, airway
from each source: Enbodi nents akgtfegﬂfs’eéfplﬁ)tt%d:kiﬂn:progress
whilch the PHR popul ation engi ne o2 diyse cbhdition. ddidnts
from var| ous sources hi sone embpgiaBiSetly QerSXBfRitRN,
a 'flag” or other notification|euld ke BEMuntR dldps,

PHR popul ati on engi ne 202 t hat li}gglluﬁllggtﬁjngtag&jal i85 |H§0
ready to be updated. It shoul d|gls0

that vari ous health rel ated or(;ﬁ@&mg% cou pus
dat3 1o, bR poput att omengl i gheqfelind dl’dinis
the™c |er}1lt systerrs 106 may access slem 102 o on
to|update the PHR of a patient RPE

i ! %c ﬁ% 101 %ﬁé’" geal
) h i h .
200. In other enbodi nents, t eittl & S‘Eﬁﬁg J[afsto

202 may periodically receive dg
sources. For exanple, the PHR p El flon, ks
may downl oad payor clains data g‘ lﬁﬁlmaléf o entered
rellated i nformation) from an i ndHFPYNdROL s
ot her payor or heal th provi der) 2&Rciated Fifhyine jeal WnﬁyrS“Ch
ot Her periodic basis.  Enhodi men@scase and dissaseRnigss- | n
whi| ShParmapHpensisdvianaeer( B3R he Exaonts yans ovrires dcqses tor
clainms data or other health rel abih déaglating tp pressaiptions.
timd'L¥gmsis. The term "real ti m¥torddedalngyistensaemgdmiveysal
~ nean instantaneous, but nerely|igefses (eag. HITe oPt#Rtomized
popul ati on engi ne 202 woul d updaiterfice® PHR dat abase
200 Swirhdpinpe®entsré or nat i on bef or ¢ Fidig therThmapig Ucater Basudrak
be \needed by a health care proViusias Unb@fsaBEEIM) o€ customized
consider a patient that is refengieghcdk® a speciali st
bas &UrRBstahdHShltpMehlFdRlRENET DFLARENE EVIR O YR iGlyaRing
I'nithis exanpl e, the PHR popul 1Un%15%pgﬂﬁ§toggz’{edmgllfgces
be Cf\)ﬁ%%ﬂ@fea TO upoate the pPa g@ﬁnat n1 éﬂé&lﬁ"omf al

tine s if the PHR is updat [
fromthe visit with the pri mary | i i]?ysa egg%é;%%ﬁilas

tofthe visit with the speciali r

apy th the DPEM ali ottHlJ Qmu,st?pmlmde ipferfaces, o
day ‘a Y Eﬁ}fsfféan\% sit to the primary? payers tbﬁ{?@“&ﬁ sghmﬁte‘& o the
b. direct online notes or input to the
PHR

Embodiments are contemplated in which the PHR population engine
202 may “pull”‘data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 that health
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t he next day, a week later, etc. In sone enbodi nents,
the PHR system 102 may i nclude a nessaging facility

WQ 070064681t eract with the PHR popul ati on engi nBCR0220061029694

handl i ng nessages that are received from various
sources, such as client Sﬁgterrs 106. In some cases,
the nmessaging facility 214“may al so generate response

SRS B0 bEdhedi® of BodgRish B enBPiyte i yaripngpeatt
TelHRQb BRI &ioAk €0W@ h&Iip dataqd thd PR ipepulpfiog ediiig 260. For

requests for portions of the PHR nay be deni ed based

ornpde ihsdicohsyseatsddpanataogpsstihe RERRpRea)2de sipfatp e PHR
LAl PR S S oS oR e popuion

éridea ) maﬁp@rﬁ)ﬂgﬁﬂyhﬂeﬁ/e\mta mm vaﬁou[h éoﬁlﬁre&nF 01f ermpls the

both st andardl zed for and cus omfor
KR oopulafion rgine HUsmpy %Y‘jnlﬁéﬁl ewr&iaémﬁ eilefe ?Fglﬁé jty related

ﬁl%ﬂﬂ%ﬂf)ﬁ?ﬁ&ﬁ aﬁfms%i‘af?iﬁpk g:HBW%Y Sther b:l o BPHéaqithli)%Vlder) ona

appreci ated that the nmessaging facil |ty 214 i's not
d4ily, weekly or bther paiodixt asisp &amlfqduabmty ageouiciipdatedsy whigh the

Eé&é)&ﬁ)&ﬁhpg ﬁlgg.}ng? ? § hegé@@% rlf GLLl ga‘é o ﬁﬁa?ngé(aét% telated

a4 bR S real HRSTbARS SBR S efnd Il @mb’n@éasd@t AetRRAFily fedn
vari ous health related information, such as haspital

ndienteneem, bk dneely errenythas therRiiR pepulption eyeiner2)2 would update
@%@Pﬁi 8Qt¥ba%£> 9?@1 %thrn%gzl 18*09191}5'[1 ﬁ&t}esthgﬂﬂ'oﬁx?gloﬁ%&ul& ge needed

y Way of anot her exa e nmessagi ng facil 14
ey hedalt dageprouidpo rEorfeaampleNﬁlsfdar aphtienEino ¢k mmmted tane

?n%g{aﬁ%a%%?ﬁ%ﬁi%&r Fingrs R PSR R LEsmle, the
m':g%{pulaﬁoﬁi ghdipe %Noﬁlﬂ%e’%@ﬁiﬁ&@@ td\idaRN@b pSi FFIPHIS on a

tee an I nposed by the Health 1nsurance
ﬁbﬂﬂab@ﬂmmw1ﬁmdPkﬁtmumﬂdbdMﬂﬁMHﬁEﬂMﬁdnﬁﬁmwh§Vﬁﬁ‘mﬂ@he
currentl ui red ndar.d f passin
PR s v g o BB iSu e Ribingent
With thgecialiveatdhBdiaéd feishing by hhfherig toQRe piifetyldtdghysician,
di agnosi s and procedure codes, provider specialty
amaxt dayeatiwehiatdaties and many ot hers. The nessaging
facility 2 I t :
format . Thlfns % ]@ %{g tggglgling p{;melsqzz(r)rlFl '\ﬁz@%e E_aorll:le SSaging
feilitg 214 anintendod mttheDBHqudpﬁthoﬂ aﬁgme 262 ielsandBh g nessapys that
the Nationpal Council for Presc, |on g Prograns
PGS YA O TS SHESE 6P SSRGS ObAD SUTGcases, the
RR&sOR g@&ﬁﬁfﬁ 4%@%1% ne)%é }ea?aﬂ% e cﬁ@ﬂrk' s9st91%s 106
sour € many “l ocations, it would nost lik
thet cangyregrafmumally rI@tmsm?lecBmm eapy d\ﬁﬁlmﬁa@HR (EimBMn)lents are

con%em;%'vleﬁax wl?nchvgrg)grlarrx]lmalca re({uegts for portions of the PHR may be denied

based on permissions associated with the PHR, as described below with respect to the
security module 204.

Preferably, the messaging facility 214 is configured to handle
messages in a variety of different formats, both standardized formats, and custom
formats. The message formats described herein are provided merely for purposes of
example; however, it should be appreciated that the messaging facility 214 is not
limited to the formats specifically described herein. By way of example, the

messaging facility 214 may be capable of handling messages in HL7v2.4 and
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i nsurance plan, or operate as an individual entity,
for exanple. hi sone enbodi nents, the nessagi ng

WO 207014498 214 may recei ve nmessages over a SecuPE&r/US2006/029694

connection to a web service. In sone enbodinents, the
messaging facility 214 may include a certification
mechani smto ensure that tle organization is eligible

to subnit and request information fromthe PHR system
HA7v2 pdprpaia nphese mestage formatoinglids sepnor o yariays higalth related
i . | i . . " " . 1 H t e
RSREIof f g o 4 SR e s S b tdess?
redsd agpesrdarseradadegtesitstané 1dbHRsiss tRynwa 2l anbiteer example, the

nessages g sent areal:-tij sis fromsone
Bt Bs Ay sty SHooR PR AR E o af or | ec,

but may b_eE&ﬁi@ﬂir@éht@ar@@6ﬂt%¥>ﬁtd@31§lvﬁﬁéﬁ R sBing facility 214
organi zations, such as health insurance plans and

Pivsles puppotrfer AMSddi13eHl s Thiviaempir ropal iadrbreddnyiba dumerican
R e T L R

At @mpbeliig A dt ¢ TP AlY @s drycupehilerdquired sthedhrd &drgpassing health
associated wwth the paynent of health_rel ated
SUp ﬁfaegg ﬁatﬁgﬁmp Oy2anFA RS- s mesaat fProgbriyyepe wealth of
g%g?iﬁ&ﬁoﬁnﬁﬁ&ﬂh{c@[di AboddRis aﬂﬁ%k%&dh&%ﬁéé] 9€ovt@(§]eg[§§%§§}ty data,

or governnental bodies or ot [

er entities
froatmieatdates andlradrechtb®s.vi ces. For exanpl e, the payor

cl ai ns dat g, 220 may incl. ., butare.not, limt
e nat | oiF TETeter PO £ BV S utiBide spPpapfay Nepp 5.1
CRERE . TN kfaBdrd E"dsxqcagﬂ%%lesc}th el e datich Infhre i Setween
Nati onal Drug Code (" ') codes, treati n% phﬁSl ci ans,
eptdipe estdefinedly th@éﬁgﬁtﬂamﬂ e fadrawriatiop Preg Roeraes a

. i . g . .
bR afion. ut bR ida By HPA BV B P it
amptgetouldbe somtedofnoh mainydoettidniyét wolldendse tikélgbe delivered
PHR from the _payor claing datg 220 ] rovj ded, bel ow
E8Red haqwxﬁﬁa%/fﬁﬁwfa}xg%er <§ﬁ\4§hjflb%¢§ 2ERE Yifhine health
fils8{a06d pIYRCSH! dpRtak oL A i54i91dha) HMERTOSF &Rkp1d N wonen;
retinal exam nations for diabetics; col onoscopy for

adul ts; PSh sast snbalimastsabe mesiaging fecility 216 pry reeive
care doctor. Dates, duration, frequenc mai.n ..
HICAgRERI Aeits FOPIEIYT oA iGN By ol i giments, the
hekdapiMoNBciBREN MhsY include 8 tesrtiFica@sehetdniine BCdhsitleShdt the
changes of nedication as a result of each visit

ereanEaton i§ qigbly osgbwiepd sequest information from the PHR system 102.
For example, each participating entity may be issued a Public Key Infrastructure

(“PKI”) certificate that will allow verification that only authentic messages are passed
to the PHR system 102. The messages may be sent on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on a periodic basis
from other organizations, such as health insurance plans and PBMs.

In some embodiments, the PHR population engine 202 may have
access to payor claims data 220. The term “payor claims data” is intended to be
broadly interpreted to include any patient related data associated with the payment of
health related services. Typically, payor claims data 220 may be available from (or
sent to) health insurance plans and/or governmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but
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visits to the PCP, changi ng di agnoses foll ow ng
visits. Referrals or orders for |ab tests and i nagi ng

wao e®ym1eass h t he di agnosis justifying the testsPCT/US2006/029694
Subsequent visit history to specialists, further tests
and adm ssions to hospitals. Referrals and visits to
speci al i sts. Diagnoses by~ gpeci alists, lab tests and

et oie i BedhatpelcBGRGRa G 3{32§%2§og;%%”3§seaument

Pﬁ%GdLﬁ‘!ﬂ' TRundbS(“BPRYNQIES NS ARG (FdeTeIDERS EQRs, treating

I'ti pl e sane-condition spécialists, or physicians for

lkbelosanetr@htragmtabé@ mmlwntemd data, oe othen ot oratass: tAsWIde

PEREY P Rfrpioh RY beBL AR e B 0B P 0,

Thetapy stahpk, oﬂiﬂ%ﬁn@tﬁorﬁtﬁﬁt&@uldelfe collietgd G&SPHR from the payor
nmedi cati on.. Hospital CQutpatient Encounter Hi story
qlassdaipdd sPreRgedRflowat i ent facility - dates, tests

and di agnog}gﬁerafﬂ%l{neg&ets’?oﬂ patient surgery- date
of surgery, type of surgery, diagnoses for surgery,

nane of suAgeon name of anesthesi ol ogi st,
conplicati gns Hospitalizations foll ow ng out-patient
surgeries. ‘fﬁﬁym cal therapy - dates, duration

referring ppyatishtahcandediagresi s, Qut-patient or
in-patient drug rehabilitation treatnment - dates,

treating pMyedigatipndiisteiyagnoses and fol l ow up visits.

Medi cat | onl\f&%’ﬁﬁ@r@él}%ﬂm%odﬁé ”?&%gi"é:la&&&l?o%@ f&nﬁg 1'0?,5

Urgent Care ura

polysdsco@Nfor adalie PSAftedtar ndldsestc. t ests run, and
di agnoses. _ Adm ssi.ons to hospitals or physician
referral s Vé%w@ PHER G @%@ntDaé%ﬁ dyRR0Ry; fEgqpgncy, main

gﬁgﬁc?‘s?st d %Q?h %dl&%ﬁn?%cﬂg%ﬁ% dAEh fvf%ft n‘gtg orde; ]{ed with

ul"ances transportation - ates ro
tachessit; ahdngds oﬁmadls@xa'sum asfa resuitegf edclaglsﬁs@rangetsne shenfieeruency of

render d MT. . Ho ssions Nanme of hospital.
Btto E% %F]?rng}?g ffﬁg‘i"g@ﬁéﬁséé Admi tting

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, further tests and
admissions to hospitals.

Referrals and visits to specialists. Diagnoses by specialists, lab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

Multiple same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated.

Psychotherapy/Psychiatric Therapy — dates, name of caregiver,
diagnoses, medication. |

Hospital Outpatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?
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di agnosi s and di scharge di agnosis. List of
conplications. L.OS. Problens |ist. The nanes/tines

W@ e@n/osespeci al i sts, their specialists and di BQHUSH®E6/029694

by them Tine spent by each physician on every visit.

The di agnoses or conditions for which they were seeing
the patient. Tests - |ab tésts, bi opsi es, surgical
speci men exam i ing tests and other tests with the
dates and WRaisESErty e et R oy i for
aftert SRBd 6MPr2bY Sa@d AdTanesth&/IIHBOL colayiFeatiBnd. €gul ar

units. Treatnent days in intensive care. Post

Hospi t al i Zdpsratalizations &tavting pamatipt supgsfisscal t her apy,

at hone nur i8] ang.j.n I . i ion .
ol | owi ng. Hogltabltiey S AN erIahE B AR b f g Blbsis
Readni ssi oQuiapdlicheadmmsibarirty fgabisiesioandamiines dasf tediting
of adm ssion and di scharge, treating physjcians and |
Plrvéwanép@eglm%%n& faﬁ%iwwﬁéﬂ%lﬁsﬁé/w@yog pEvReialdqs linked with
fald @hhgiekn the hospital. It should be appreciated

that the above |list is provided for purposes of

exanpl e onUygenbGeretbRVisaddideiesmhirationf pamest ofgrhysmiankerames of

btal ned from t.h ayor clains data 220. ,It mght at
%mlhiltes’ %sﬁse%P’ %‘ﬁ%\%@%ﬁ'e that transactional

i nf or mat i oRdmsssivis &ShdPHals oﬁb@sﬁ@a@@?ﬁr@@&sm‘ﬁﬁg ldm urgent
provi de meani ngful medical or clinical information for

sHYEBsIBH. iMedications praswiehedrand pegrefures perfsmedt a 220

¢ L tual . ) . .
Cheahes 2 MLl B Galn LS80 doRLEb LA in
spaniof timedéinpgrsey ticetmant candedet by ENdTocedur al or vi si t

codes and di aghpsti c codes. Payor clains data 220 is
general |y ﬁﬁ?pgta %ﬂ’ﬂi‘l‘s@ﬁ’é’ﬁsi ve relating to the

encount er sNRat WeRSpitEE 1At beMRis@BH Bhld S'@Rhas. Weklitting
as diverse providers than the electronic nedi cal

diegmstsanid dpschisge disgnadisl ulaist grcoviplieatsorsi Bc@.Sa heal th

pl an (or h r. wll generally receive clains. ..
Prom a1 oroRisaR P PadhamesiRRGrs e AREMYSS, Rel g
&l dingovdstiyathem UTiing spdie b lee piBictanRcive ) vikRCPhél8iaBfioses
the individual providers to assenble a PHR woul d, at
Pecopditigns s sHiGhothey iers seeimstthe p#igntwoul d | i kel y resul t

in a recorgghafyl t;1l, BEIHIAG, siél&’i@al i climbd Stard fima ing tests and
encounters, especiall'y provi S 0se . access WASERot
pheviesieditholie datest aveatiagnessaind names berefariug phageatsoand

using the.payor clains data 220 is that this data is
EarifepirsSate

cise and orderly when conpared to other
dat a Treatment days in regular units. Treatment days in intensive care.

Post Hospitalization Management: ECF, NH, physical therapy, at-
home nurse visits, and infusion therapy.

Medication following discharge.

Ongoing complications, if any.

Readmission and readmission diagnoses and dates, dates of admissjon
and discharge, treating physicians and their specialists and the time they spent with
the patients in the hospital.

1t should be appreciated that the above list is provided for purposes of
example only, but that additional information may be obtained from the payor claims
data 220. (
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sources in the health care industry. The payor cl ains
data 220 al so provides a structure which is useful in

woreiohodi4e®l | y organi zi ng and popul ati ng the daPer/us2ud6/029694

prioritizing the manner in whi ch extracted data is
di spl ayed. In addition, ﬁ payor clainms data 220
woul d not need coordlnat| fromthe creators/keepers

220 to aad HERAHEE IR it SR R PP PR e

& pagbi cﬂﬁlﬁnsv&@tﬂ R0n@buldgrovite teaniap il ﬁﬁaﬂio@hoxcn‘lmidaelnfonnanon
hospital .. Preferably, the payor clains data 220 is
fomchﬁ}qnzlaé Pt HP‘Q(E%% 1?%1950 15§ dateidf Yo tynspfyirtual

meRa &P’ E%?g %léeul r&regé‘eﬁst 1ba°1 ﬁlﬁm&é&“ ResddiddP o

process aval | romt hg) assi gn pr esent
apiohs dernographid tnfmmatmuemscebchuai@s msnttmdes andldiggnoRat efes.

@Mat '(?t 10/ 381, 15€ entit| 1:ed j['q%st em f or
4D o’fS gﬁﬁ?if‘ WIELG SO aenSe  elgting, to\p EcosRIers
%P0Snand p §tﬁél‘1't§'ﬁnﬂgi1ff§i€ntt@'$@efll s @berBHrob R that e féﬁﬂctromc
ggl [ catl on . PCT/uUsA /42618 filed on Cctober
m

qal rezseds k@psby aeavidet pepiddre sintonBeadthel4etos @gher payor) will
&g?%rﬁgﬁ‘ééélée%‘fﬁ@? %o f %r% Jthe s@i)ﬁ' Afu‘% %{;ﬁh g)@o&é{er‘s?

nce ther specl ayor Trom
inbividuiah eUsiay dfe abdcaronis miailaﬂ Irtﬁ:oﬁb;tcﬁ]ﬂihmhdlvﬁd\&l peyiders to
clalrrs data 220 may b%m)re readjly utilize

by the .
sl I B PronKe MBI B BYs s Gy apgwouﬁ@@y result in a

labl: v
R e e M o

Wizgssnad poesdedt for whiteverreasbt.h Anethat adifadaga t@@dng thisipajor claims

ed t,0.su ment .and/.or cet he or
LR IS 942 PRI oo P Ve <o Bl cate
08 cHBYthe Be sl da@&fnﬂﬁstf‘y Om%tybﬁﬂhﬁnékﬁdtﬁﬂzo also provides a
guestionnaires. By way of another exanple, the health

Yechrewhishtisnusesd inmptiodially erganizingand neaulatisp the daéal and

Jﬂ&f@ﬁ%’th@ nﬁ‘é}tlﬁ Wh?c?h ex‘?ﬁi?@d ﬁ?tal?so 818%1td€éds In aﬂgﬁl’on the payor
mmstdaagazfmmm ﬁaﬂ rtelad b&éxﬁhﬁgi?m ﬁfoﬁ{] trhabrsaforﬂlaﬁpetsl cdtlbfﬁdata
obt ai ne rom physi ci ans and/or p i an_ offices.

Ky g armpiso the ﬁ%ﬁ?%paypb?la@%%& 20 torzitls ’%&a&%o G hoipital
fl8dod 6f £RLEVEIH &&%Fﬁ%ﬁﬁf‘é‘é&o@&méﬁoﬁ SEnt hf‘égntgf .
enroll nent” Into a or at sone ter tine

when a PHRPrieferdbdy, iige phyoe bkapesjdata' R20 fsd1nbnm1rzgd’f er placed into a
Illu{f‘; ative exa orrractg"on col | ctedf

et p s pess® B8R BT RO FAT FOlTeRagarocess

ME118006 frofhdB d8siddee Ve ti@Hresent application. This process is described in
U.S. Patent Application Serial No. 10/381,158 entitled “System for Communication
of Health Care Data” filed on March 21, 2003 and claiming the benefit of PCT
International Application No. PCT/US01/42618 filed on October 11, 2001. Both U.S.
and PCT applications are hereby expressly incorporated into this application by this
reference thereto. Although specific to the payor from whom the payor claims data is
obtained, the payor claims data 220 may be more readily utilized by the remainder of
the PHR system 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR population engine 202 has access
to other health related data 222, which could be used to supplement and/or enhance
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Hei ght. Bl ood Pressure. History of diabetes, asthma,

stroke, heart attack and other conditions. Hi story of
woewrdenss aut onobil e, notorcycl e, bicycle andPCT/US2006/029694

wor krel ated. History of potentially dangerous hobbi es.

Fam |y history of overwei gQ hi gh bl ood pressure,

di abet es, heart di sease, ncer. Li festyl e factors:

B8 550000, S R S SRR B A B

E@ﬁtp@a@ttedsmg\quesabmghehl BY oy of aheths®dxanipld, fatheakih rebaed
obt ai ned by changi nﬁcit he questions and adding furthe
2 1BA% mcaﬁewm at3-plipped oaearions eolifies; sacarayhosmtals

r
lg?sggggélﬁg B¥nt o O Dtk flelﬁtt;%ﬁlf% é:ffféfg] g@Aﬁc%(fgtibtﬁlé fr health fele%t?d

iefarmatid #¢ ad)uld ibs obtaa&d rﬁdneplh}ksyzlwamd@lr phys;c,lam\pfﬂn:es
di agnoses.. Dur at i

appr eci at ed P4 %rr‘]?gl B ‘I’rlc‘?a’l‘é’fn%?es 1@5@?%@@@%? asked to

RHHAS QB etonBHARRL Sie@Mhdof RAMSIIhAR intd Adeh kPPN, or at some later
i nformati on may be obtained from

trae waiae g et 1sdq¢m desglopech Blsniollevringds s illustrat yreexaawle of
?Ar&taﬁg Qc?ﬂ 168%6r QPMR, Jé%l cgu% & air&a' data from
ospital s, ab g fcenter

S, oOutpatient surgery
centers, a@dﬂ@ﬁllﬁfolﬂmh@dn entities hi sonme cases, the
clinical data nay be extracted using a st andar d
format. FoR®&xanmple, this information is generally
avai | abl e {y;ghectronic formin Health Level Seven
("HL7") format and can be efficiently extracted
t hrough t h@hange inWidigltter f aces desi gned for
conpati bi |l with this format. HL7 is a non-profit
vol unt eer %F‘éﬁ hi zati on headquartered in Ann Arbor,

M chi gan tBﬁ,ble@esglﬂeAﬂ’eri can National Standar ds
Institute é ANSI ") -accredi ted Standards Devel opi ng
Or gani zat i Bistqry sbd)a))eté‘pésthmanﬁrqqu, haget atfaek andat er conditions.

heal t hoar ey i 5L ORI AL 0B, S2YE) RS SRAEIA] 6ot QA

t hat enable parate careé applrtcat
rekgdiange key sets of clinical and adm nistrative data.

It should he apprem ated that an interface may be
provi ded t/GisEty PhBpteRfi %é(q‘afls‘ﬁ?%%lﬁ@ b&Sher form or

format. The, @) LW or dver@Bigh 8PRAHlodd essife, diabetes, heart
disease, cancer.

Lifestyle factors: smoking, alcohol, drugs, exercise and sports.

Visits to various countries where a disease could be contracted.

Any other history information that can be obtained by changing the
questions and adding further questions.

Outpatient History

Vaccination history.

Mammography in women; retinal examinations for diabetics
colonoscopy for adults; PSA tests for males; etc.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

Tt should be appreciated that the above list is provided for purposes of

example only, but that additional information may be obtained from patient
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clinical information that may be collected fromthe
health rel ated data 222: Inpatient adm ssion history
w@na7pkoses cal exam nation. |npatient di schar gePGUIRENG 029694
Sel ected I ab results done during the -hospital stay
(sone of the test results y be irrelevant for
continuing care and may juUst add to the clutter).
| magi ng.test results. Pathology reports, including
Wﬁﬁg? 8% bi opsies. Medications adninistered to the

patient. Amysogidwiibddiheitsmhé RenltwiblafedidatacdRshgememide clinical
rel evant for continuing care. It should be appreciated

ddafromhospiteedals, naging pandsss.eatpafisnt syrgepy@ycrsfand/or similar

| t S . .
R e N e L
Fni extimp Leg thicnifotinedion iing e rmilty iaonilashyintsecaonizsoad imHelth Level

depend on the state of record keeping in each .
Seatany ?Iéldil D fermegtipd Ci‘fh{’%?@ﬁefl Y §Xtﬁ%\9ﬁq§tar%ﬁ B 5§ interfaces
%Qﬁ%fw 8! c%ﬁ{p‘f'aﬁﬁﬂi?y Wﬁﬁitﬁé lborhfa€ O g7 3§/§5&ﬂ5r&m Ibnper t he

ormat, for exanple, it should be relatively easy

orgagjastimerhepfquadiesidrie dingl Athon Michigho thagis asnAfegean National

Slabar R, S FEER s sRlfons bl ERRD ST EP b tip0”

SYeTAtRIFEEn IRy fi¢lA of Regcs! fI@isdirFirﬁiﬁ@h deadlapd spedificstionts igat
informati on gathering nmay still take place, albeit

enabla djsparaiel noal thaaniel appHeatioagto sxchanes ke s¢ip obelideal gadins
UgHP: i . o AEeFIEaC t _

T

examit dga Gonl shnixeothadess ed fdanab ulhedfotigwingf ie bh @x@sple list of

specific to.the systens used to nmintain thjs data.
Fhca ibrifion ranbeaed tosu g arenusehn 2o
such servi Bl\%l_ﬁ’?i?rﬁglgm?é@idnﬁﬁé:t&!ﬂy%a|ph¥§5kﬁ%&a1ﬁﬁﬁéti§ﬁr ve many

hospitals, . |l ow an interface to be used across a
nunber of ppeir¢rddischarge mithmerysol uti ons coul d be

adopted wi t tvpes of .clinical i.nfarngtion.

el ovant | INSTRLEPaR Bl Gl E Rt QLA bl e st
RRBAKIREY bE WEdl @Bt o YoMtirasngd $306 nd bt fkbtohle clutter).
hospitals or third parties. Adm ssion history and

physi cal elaggingiesiowseid di scharge summaries may al so
b i pt] Thi
€ aCCeSSeﬁathglggggég)g‘r%%ggﬁpfggg%ﬁaﬁs%?mo ks, NS

approach nay I magi ng centers,

out pat i ent Medicgtons cierihstesed tankk pitleat. entiti es. Many,
if not npst, of these entiti.es. have nodern el ectronic
syst ens, WhPE ther é“fPlEl?atlé’Bﬁ‘H&? ﬁlCQ%lslfi%Fég Felevant ?9@ CopyuIng

gathering of relevant information. As

It should be appreciated that the above list is provided for purposes of
example only, but that additional clinical information may be obtained from various
entities.

The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
example, it should be relatively easy to gather the desired clinical information from
the electronic medical record (“EMR”) of each patient for each encounter. In
hospitals without comprehensive EMR systems, or in those using different data

formats, the information gathering may still take place, albeit through individually
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di scussed above, however, other techniques could be

used to gather the information if not in HL7 fornmat.
wab@7leabg h rel ated data 222 nay incl ude i nf or PEL/USI006/029694

gat hered from physici ans and/ or physician offices.

There are thousands of physician-run clinical software

systens in existence, witH“rore variety and | ess

T R

EQn@E, Ad) ipaGioloal esptRisiagd ihhGHY PRIl BEUldDetadcessed by
recogni ze what information Is not available from payor
byitdingingrafases paeisicite Hisavpiemg aee tamepiaiaiihisdata) athe faghihat

| o . O . e
PR PR  BRoOBAPILAR, 17 iSSP Byt vendormay
seevamanehyspitals] wabalbvdac s fase $o bavnsel pooss & esmbesofgiroviders.

S e, o 20 PRSP K
BEHARALA hfh@'(rjai’sré} et tSssed i@ ugh phEMmcySystBfk saick anghesd | on
an

st udi es, ul trasound tests done in physician

wRintdesl bydrespiiels of Biind papise dekmissor bistory ad ehygiegl examination
Mf&@{ﬂaﬁezsb@%‘%fé% gﬂag%gsot [0 a%%é’s‘sé&gﬁé%ﬁagé‘%@{gxgﬁc'e%ré his

assi s atien

asodchen DI evisdé ratht1abss irppding tdigers,dubpatighi uRgdrp centéisRind

portal. In some _cases, for exan&le, t he supqu of such
C

phesisies- oMaapuf Botgaos: fdhereertiestsie piogdrmyfieqtipmic systems,
i i . . 1 . I . .
gzgrlg:g | { 1R ¢ E’E%ﬁl%afﬁélﬂ%ﬁgtﬂlé %a?tﬁe?mg Jt rélg%%lt 1nf§/rmat10n. As

ments, popufati®on engi ne
intwessatibowe,thoweler, other tichiiijoss cvolilbeaus20® gaohedhe gifanetion if

heal | at ed data 222 and/or payor clains data 220
W?ttlﬂt}ﬂjh@gfl?th care concept in an, arrangenent. of health

care concephshedithebltcalap 220NRaFREREL Alfb@RatiTRdistiRret08om
encodes the health related data 222 and/ or payor cl ajns

plysicigp@nilier physinETicesy Ehaseratei thouserdsdIpaysici@ngpn clinical

jcinet) codes h r .rel at.
R g R P G R e
képinathieitthscdsbiithl the SOREs@ItR distases abetch @ndwdlddeh to
entries in the PHRrelating to the S D code. cqul d

pliagngjafosmation FomphyPIgrRNs idgdpepeaizs vart nfernationat nesr

i i nfor . i i
SRS T b AR 308 B A P
&rusing sn obtaptingithat infferemsibnofgpicalyn she ipfametdon wdhichahise

| ans, . bi.0 ri.c.trackers, nedicatjpon.profil e and,| ab
st is e Bty iuleas ot ey of RpuRiad somg B g o
PRYcidigh offiaé BRAMNS oFsudPRbts GRIRIERE’ P&l SireRTedd)d
enhanced heal th tracki n&d’ SNOVED i s a division of the

ediopagiozesim rsiss FEGYs, B tis, beve penductimpstydiesiaimhrasound tests
gcl():r;\egilr}&)}aml ?%i%i p‘gﬁc\%%lsp%%g%sﬁe l\pﬂrgac% to facilitate and incentivize
physicians to provide this information to assist in building a patient’s PHR is to ask or
require providers to supply the information to a PHR portal. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

In some embodiments, the PHR population engine 202 may interact
with the correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health care concepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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clinical health care term nology and infrastructure.
Heal th data can be captured, shared and aggregated in

wW@2@onsi4e8 ent manner by the SNOVED CT ter m nol POHUS200€029694

term nol ogy currently contains over 350, 000
hi erarchically specified t}gal th care concepts, each
W t h uni que neani ngs and 1°0gi c- based definitions.

Addi ti on « are t s, have . disti.ng
partRERcHD 24 HE SNORRp L SRR N S ISl e
§des. 0RhASNEOMED cadles drhesl@iR]S6hedh BRRE Sn tIﬁehS?NOMED codes may
correl ation nodul e 208 may be associated wt

boinpatediintorihe paicat’s PHR. vinisemepmpogimentie ailen hP9é1ha@cﬂé%eS in the
L h
Pak3erife ¥ ’QNcHﬁEB; cog!a gk]gﬁ/e%%g%gé?e%ﬂh@ﬂ&?ﬂg Fegow s of the

care concep I gure

ﬁmne?ﬁrmé@amrﬁmrfr@n R;IHthf the 1rﬁ“omettioans dérthedt By 1&&1@%\1 (')MEDI
Smit In_this exanple, the PHR i udes MPI fie

G 1 (6 P e TR S SuBies B RR fwroeféures

GirS 51488 FFoRRAY EackRe nfEAIRLE P&ﬂ& hitElal Q@s%ngi . c%gf&ﬂ)%' $od

procedure, and nedi dation fle ds 1n which the SNOVED
tog@thsr ebetierdefisiomnaBing: dete snal@siy, appHentioarnd pHDTsHoekeand

t|v be stored. In the exanple shown, the
ekt dootiBY 5507 o' the 1 @D0 code of 55000, The

COf r eI at | OSNWMIEID s 2 8fi6Hibthe Collegead feA hbitican! Fakb16giste
nto the di abetes concept. The PHR Fgo pul atii on_engi ne

o @m SNRMER Cliviel SROVESSPEIMERSSEDiint stieniiiaally alidated,

I
Qéf?&iﬁﬁa@?n&?iﬁp@% L R L R ST
sterkealt dndgrghore gehieé red esnsisdarntt athahlﬁeld:gsthe SHOMEW €h tdrhnisology. The

entr n the r.egar dl f
ORI sirEu AR ot el histatoncaly e R foalth care
&fh%teﬁl@ Feablt Q}'iﬂl%‘ﬂldu%éh s afd (I2lc-6248 de@nilibXs. MAMHEEnDy, these

manual 1y entered data. Physici ans pati ents and ot hefs
banlith¢atemoncepds ayes distiesch n@f&ﬁpndnpsdhatr@pmrénbhtabﬂlép@m ¢dngistency

th
B St TeCRSE 0l SorHE i Fod RaSlY e tRAET moli 0 i e,
A9RE4i81RE afhSa corRBdtion tas1é 2 om vﬂh&ﬂﬁlay hh HeglShitdlFeddat@ LB and/or
rel ated data. The use of the MPI field could further

payen AleEns data PRRIny 8 healinepe cazicpptiesichas RSINQMER ¢9dees
h desi
the pati e”ﬁ ég"a%ng{,ﬁ%d% d gvﬂ(i’}lgﬂ)}gg?&g%%étﬁﬁt Ia%ﬁdlﬁéh as

concept, system present
HAneSmithFafrathisrexamBHRMePHR @aiudee a MM Bjlfiild edhick tatteids the MPI

Haae ST QB essedBo R TR e B o bR gudes

alagﬁdéf&e ARAFE SR FENAGEARRI TR ARl Bd §NOMED%€§SS(§6nved
na agengnt modul e may provide an interface to the

fomtlel ags,fhT cddeeand BYXE eordss, r@fectivelpmhapnbestonsd/ dn the
suppl.enent t.he access proviged. b S '

PRI Dy B oL e b e AR B 280 86, e

ST ER G ORIEeDBNEould correlate this ICD9 code into the diabetes concept. The
PHR population engine 202 may include the SNOMED code associated with the
diabetes concept into the diagnosis field of the PHR for Ann Smith. Other health

entries in the PHR relating to diabetes could be associated with this entry in the PHR,
regardless of the format or mechanism from which the information is derived,
whether from an ICD code, a CPT code, a NDC number or manually entered data.
Physicians, patients and others could then categorize information related to specific

health concepts using the SNOMED codes, including visits, illness/conditions,
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nodul e 216 may provi de a web-based portal to access
PHRs in the PHR dat abase 200. In sone enbodi nents, for

wex@amplaes a pati ent nmay access hi s/ her PHR vi aP€1®S2006/029694

web- based portal (or through another connection to the
PHR system 102). This would allow the patient to

suppl enment hi s/ her PHR wi ¥f1" addi ti onal i nf or mat i on,
such, as over the cou i cations,

S Sa PGHoLz G, TGRS b th et Bhss B s o otner
Ril3éd\@dta. F’!rBa el dT9hd NPT Eeliesonl A RNBEesRah e BH@ s’aylﬁ:m 102.

For exa the patient could view a diagnos
SiaofhePY dees s the misnbuihe SHQVHBLGodR JemEwyIsy e pealth

? gﬁcl}t ﬁletﬂ-ﬁ{ gﬁ‘ﬁrﬁ 358 %a@%ﬁfééc? Iﬂrrlé ﬁ%es%? HiRfer LUADERT R that can

ances patient ‘access to
B@dﬁﬂgamﬁed eamdj vidwed; el RefRgpdpy bl imﬁnssiled ipbets iFoealth care
exanpl e, a physician may not want a patient to view
EASAPATSr esul ts until the physi ci an has reviewed the

l'ab resul t §pe PEROLHRT] 00 mbPin RIIE 28 ABRGE ﬂﬁﬁig%metnhﬁlodule 216.
access managenent "nodul e 216 may be confi gured

Ehd: srcassTeandgetieri mpddo ey previdhan imkRiakge teth EER System 102 for

fiisGnan Ui PR SE BT Rt il il pRELRD e,

M’!e@éﬁfg F,})facﬂii&lf Hlie as g6ine embbdigentsPitr e@fthylepihk Qé¢e3s aRBSgement
ease records. I n sone enbodi nents, the access

m@dalgé&é mraysavide aoveb-Bassd portad fueacess RiRR ningtbe BHR database

g&?ul e 204 that restricts access to PHRs in the PHR
at'abase 200. For exanple, some providers may not be

grant ed ac@essnd enpatitnennsfooéxdnlyde, paatient thay E&dRssthidher PHR

may. be consi dere sensi tive. Wienever acc
o WEmDa oAl (o SUOWeh AothsT o BoR B R SRR 1)
YRR LRI RESWHRS) ien18 SuReRed 1RPh & PHO “ﬁﬂﬁ%ﬁdiﬂi%ﬁﬁl ififdormation,

that only the i'nformation contained in the PHR
withcls ovbrathe gewrtethasdipasions,gilargiesd impapnizeisinsneto il”he patient could

%? g }“ﬁg‘yﬁéﬁhe ﬁ%&lj‘is1er§c%%%ﬁ%gﬁsfrgglga%é%lﬁ%ﬁ%?&]\pg 2%%?]][7$rn?xample the

PEIEDS Sod1@ vivvs 4 BREn bR 1abbedtore stk nd biher Pddrnewibn MRlis/her
Ethfy the default perm ssions for_various types of

Yir s, wetrbsgdipaeioni (87 efBer copBeriion)-f Biriome qiishstagoes, the
SEhIPG Y 25 ELARE B EUISTRERL I SRSt By
exanysieor lﬂgdicyamﬁmﬁ hotwesht b @atient tardiewathy lgpeesdissintihte physician

d | t t. of th
PRSISUIRSIeR b kep S ASBITEI b B LD O HERt5 b 5 ray
%&‘ﬁ&% A dn¥ert Hﬁ)daﬁcrm%}%e écﬁ‘l@i‘gﬁl‘e@ W& héteﬁﬁn%@mmﬁ Fd¥baRIIR A% PHR

granted. The ‘use of perm ssions addresses
pavwmy “odersed’ hor pathmaawm df neih thetaceesy menhgament iagkker216
as_hett om

UG el eEREC ey WGty c Bl el i D bRt v
hfé@éag&p’%&)rgg ovides via the PHR

In some embodiments, the access management module 216 may
interact with a security module 204 that restricts access to PHRs in the PHR database
200. For example, some providers may not be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a user accesses a patient’s
PHR, the security module 204 may evaluate whether permission has been granted to
that user so that only the information contained in the PHR to which that user has

been granted permission will be displayed. The use of the security module 204 in this
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In some enbodi nents, portions of the PHRs may be
protected by the security nodul e 204 based on the

wo ypes1abs heal th information that a patient nmaRCT/US2006/029694

consi der sensitive. For exanple, a patient may el ect

to allow the designed physician to have full access to
their various illness/cond?¥ion list, while

restriciing access to |l.ect ed .di seases, , Su as
SRS APt Samm g Setred cosiss afob gt UR. For example,
dh&]t%tféﬁf Moy specyRRE &Nt MrmiRRnEIHR VaBbal 89ed Of AMitiRE GRcluding
that may be conSidered sensitive, the security nodule
dirdhegapousenfomdlermernbars,giriszary tare pbysbiRas, end ethar health care

BRI} SFuSE LS el Oy R IPAREG st

Iﬂ_hdl/ude%ﬂyqiefsa)nﬁ @%b ipAgvideRailthicaR, as pax bEkHeir jbb 8:pBhdibiBHes. In
di seases, . al cohol abuse, drug abuse, Al Dé

Some Fbadimapts, theqbisnt M weciy theagrtisslar tadividunls se whom
o M, P BBl NP ek ST RIS PGS or
ipatients, othich pre dBéwnddgher vebéf 1seges ot ivel abbattdrivaiesssidtng from
coul d be considered, protected. data cl asses. O, course

HOTS il e fria clatrenchayith i areipgox1de ykethe PHR.
coul d be adglesihaprbedinfiatsehGtohd Shé ARl ISSy &I ;I)'{gtected by the

protected data classes. |In sonme enbodi nents,

seiriay moiluls 261 bessdom e aipes oblkealh anfdymatidnethhtt spatiehtmeyl
i nLo. . as. described herei | g
B g S RURECYRP S OHRE: 1 RRERE pRSttaanhy s dSedRpysician

tehivel foll ab@saclsis vifodsiBnd3bBondiién Retawhileres@RERg access to
S D code related to H 'V coul d be associated wth

SPHECIRY disprset: sbeleds serually trampmgtndidiseases oF esyahlogical disorders. If
. . i . _
%grghﬁfﬁ%ﬁﬁmqe%%sqg ah Qt%]a ?ﬁa‘é wa 0% BRIMLE4 g%%gﬂ%me sg:)}mty

trict access based on nal areas 0
i wengulef 2 Odxaapptansideuthat arem ofithe @$TRofo e FhiRterted dancdlade For

AR PR i 4 EHRBGHO FRGHGueBYe Dred meisrsaph, HIV,

Bt ResBME Mbok 850 kékuall) kiBRSS 118N GisGRBY ald
?or %e%ltﬁ, gccountlgu%nary, bengfit§a§%38§¥?€%6¥*§%b%w’

ARAgeontaFeptive agsties, abwseive negladtoreraliassaulirapflor piies semsttive

B B RS o BT e Bl A OREHL SRR S e

poitaplaed id athdclCd pedeSnsdnidt of sehsifics h&uklissabeasul@be considered
hi s/ her PHR. Enbodi nents are contenplated in which a

pEAIPCEHt datmglasset ofoé oo drhouldibe anpireiated thatediitonal data classes
@éﬁ&gé QA JnfldrlaBNAld £8m Rl 8{ }Iglglt_é%tedl Jétasﬁges. In some
enbodi nent's, a patient nmay restrict acCcess to certain

pmbodivteet, thatcarrelaties efpayod tlaimd dme tindioreiealth eglsted ldbta into

I d be appreciated that there could be ,a variety of
SSRRD tPaRE B et horg ey Bf Breld ciieaories e By
HRlidttdd ASSefoR RebhRinkWBEdst ML PRIRE A%y kANhpRX MR SNORIED
pati ent nag{not want “clinici an speC|aI|stg to see
rerfeaelatadte Al lYoroutdebaassocizted whthithe HP€ praitdtyd closs. may not
want - a Embodiments are also contemplated in which the security module 204
may restrict access based on functional areas of a PHR. By way of example, function
areas of a PHR may include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health event record, illness and -
conditions, my plan for health, account summary, benefits and eligibility, change

PCP, claims, member information, referrals and authorizations, permissions.
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spouse (or other famly nmenber) to view nedication
information. In sone enbodi nents, the security nodul e

wWQReh7Mes6pr ovi de an error nessage if access toP@EI/US2006/029694

restricted area is attenpted. In sonme cases, the
protected data classes andj,or functional areas that
have been restricted nmay not be displayed, which would

prevent an]?l%rgebﬁﬁ{ty%&{h% 5(?431{11% gﬁ&g a&»raﬁgﬁt]ftg E‘é&&'eﬂﬁﬁéﬂﬁ&t may
arestriction 1S rn place. a spousée of a patién
doevdspratactbd 84th elassdsiEnd/oofunetian heeas bileis/heoPHER Ehnistali@ents

cl asses fraom whi.ch the spouse s restricted y not

Be contemplagediig wivich & BRFEEMaY, EOKE CHEYL \‘ihllfév‘ ¥pRgoEevent

M@&}oﬂimfnésw HidAdr R O 8 fonfd dridb diReE GESRROMbP Fes IR

was 1 n place. Figure 6 shows an exanple iInterface that
@k bw s ceartgnapioterted dntz elstses end/acforsmnabarpan: thi shmsildbe

LT UL B oS
proReie@dard dfsdstBi/or M¥ctiDhMWRcas! FEr BainiRéta afisnt B¥PK&Gyant

Doctor All better' s access to all protected data
dindeigrespecialists pr sqeiriormaliororrt relptgd éxithel speralsy, onawymet want a

0BG b B BAbLTH viEd I SRy Bhmardis 8508 ©
chebaiihentadhe ssurityghbdult A0aniAyisrovdge fecreatakishghi€ dccekoto a

exanpl e, a payor may define default access_ rightsg for
KRR B RTses BMET o 11 s e RETaleee SRE SHASPEARE oF

Mk Sdhat Aeadehathve LRGERIRictddI M Bndt B lathpRE e a5E6h Mduld prevent

various factors, such as rel ationship, gender, age and
droadity oeing festrivéedofao erelizingthatis restaierers, in alaceaforepohise of a

R el R L0 SO0 RE PR ReBdlres i icn me
Fo6aSFad leGhbRd afaydios 6Y y&Ele &0OY SpoussRREARM P, tBE §ouse would

contenplated in_which the security nodul e 204 may
19 &nowydhat g restietintopeessing fhe FHR s(asin Bl#gddi nents, t he

users may ' : fii 4] :
the PrRe. (SEyR oA R T fbe e AR AR T
ddoessne portions etliiahkt BHRS dr tis txangde elspdtevichs selected the access

SRl S5 SRS S i o
febatediiiStétah M diBRt ¥R fof ;%%@t%é Qka c@ésé&@%;;&?t RARGHAE6n

exanple, heath plan data nay be protecte he role
tehaded to meenitad dilelth. plnaad ditioh) the patiant hadwevolses Dr. viildeter haccess to

ﬂg italldata may be protected by a role that the
@’E‘F?%ﬁa 585 defined. In some enbodi ments, the

security nedidhR ebdiByntH) lefbiult aBcdsSHbhit ¢ h PRIR MahBe
overridden in certain circunstances. For exanple, this

vrtaplishadeWjos examrlec payor ayidelinedefeli pacetsaighsororicash ofits
B Py ARG R p il AN 90 BRI s s ol
Iedsed omrsardous dactos hdush bakdattoashipy gendery age and location of the patient.
In this manner, a reasonable level of access rights based on the patient could be
established, even before the patient customizes the access rights as discussed above.
Embodiments are contemplated in which the security module 204 may
include role-based security. In such embodiments, the users may be assigned a role to
define the portions of the PHRs to which the user has access. This eliminates the

need to establish security access levels separately for each user. For example, each

role may include a security profile defined by the organization that the data that would
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concerns with the possible need for energency care
where PHR data is required due to the state of the

w@aa07en468 As shown in Figure 7, for exanple, aPCHES200@§29694

be presented with a w ndow showi ng that perm ssion has
not been granted to the |0027tl on of the PHR for which
access is sought but that“'the restriction may be

 Stsonens B AT SRR Peane e S8 Bt sl e

1€ tHal fhle e SIHH dﬂﬁn défines Horthe ube, wRIE Beihatith] thatmdyi gretected
7 1s provid for purposes of exanpl e, but that

hnmle@@tmeprléﬂﬂlaw?fé@ of user interfaces could be
o bad ent TP¥ef LEAREHS P SR, QYETE UAGTy pEfind AT

enbodi nent s to provi
feeaR0on tobe oxeriddagiingedain esturhstinoes. Fcﬁmxampmmlemaagﬂow a

shovvnlnthelllus ative |nF e_ 8, ..t he
BRI e ATPINEN PSR PER PLA B Peltaty Be B allgrine
§5RS RRRictiBhs t%\’%rcfv'eﬁidalgn ﬁlbé‘erfaﬁ%ﬁduﬁ{s'taﬁ’ﬁe@ ﬂﬁé BhlaiRB Yaikhoy

enter a reason. This reason, al ong w ot her
corfcornsaritlothe pespshlengryl foh emengene)i ehes Whalgs@ HR deigrierpqpifed due

| e 204, as described herein with
fe@ﬁé@f E&B%B%Defl?ng of the PHR. The security nodul e
204 may cr a@tsBowh irdFidite 7, féd dxaf®la b dkdinaches®sdntedawith a
patient's PHR For exanple, the audit nay include V\h}ffRfor

pandevssiosAng st pRESin hagmet Yass eiiert f@dh%wmog st ¥

WA REQs ‘?Se%v\gﬂte b tﬁ&tthgﬁhﬁfctﬁ)ﬂ ?nagq;e 'Hg%ﬁid?i@n aﬂgﬁl‘&‘@(tample
PEr M SSions Wereé grant sone ment s
greousridtYered duthe wABdownisya h)qdrltnkwhm}mws the useto acredsihs

a atien PHR. For e dit | ud
tigho by e b AphRc B dIGHE 7 1S sE dulibases Of
Qfa{rhﬁetblﬁ iR u R AT fR kel G?ué& it REBo B b8 used to allow a

accessed. In sone enbodi nents, the audit and
peirtiogitohe deerddday be stored |n the security database

Eggasing{qor in the ‘gﬁ%\fgtt at?l eérr‘pef berﬁg&{%to%trg‘{ig%greaaon for |

Qferkidfrpr eﬂi%bth@ﬂorg a di%ﬁ(@tﬂpbyasi dh@vfia&ﬁ tthid illMstraniere lemb30idnentin
this exanple report, the user "Doctor Allbetter”

Higyae 8.dhe uepr ity hBHﬂiome 50 praeqt v & Estiod gossablp f@ﬁ?l@#or on
MRS A0 - o S b M RSLIE, i

dtiee irdfougndtiomeedanding tHeeoviehiRlenamy he smebbjy thEsecurity module 204,

i nf or on in the PHR to WhIC r Al | better had
é%é%’%?nge‘i %e@%meépepéﬁwlt}%& "permi ssi on

type" col ume88dy MBLLIETROWR ctrélﬁe SEARRNrdiPlegarding access to a
accessing the PHR" In this exanple, the first tine

Paiddntis PR bBott exampbs: Swsaditmiry iplRie Waens perntissiprowasganted,
W%oav%:seg%gnt}: pemﬁgs%nl o (%cfacotrcli]eed tﬁe granlung of the permission and what
permissions were granted. In some embodiments, the security module 204 may audit
whenever a user accesses a patient’s PHR. For example, the audit may include when
a patient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHR were accessed. In some embodiments, the audit and permission data may be
stored in the security database 206 and/or in the PHR database and/or other storage
location.

Figure 9 shows an example audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Allbetter” has
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each of the other three occasions, Doctor AllDbetter
overrode the perm ssions to access a functional area

W@ 2ivommpdes " FA') and a protected data cl ass (SPOMISHES6/029694
"PDC') as part of energency care. In sone enbodinents,
the PHR system 102 nmay |n2§ude a data anal ysis nodul e
212. The data anal ysis nodule 212 could be configured

B R B R led P SrRE Yok Bt ach time tha
Doctar:AﬁbsttambwsmdeAma%mﬂln’ts?Hl‘c‘cthe andiingep@t notee thcbatate and time
nodul e 212_cou per f or uI at| .on_st udi
%@ i’@awes Progsse cg?rénﬁwﬁ?%n infie R Ao high Dgter Allbetter
lefd%Eé‘s%Sthe fex&ﬁﬁ‘l@ 'r&ﬁo?ﬁnclhﬁ&aé:‘ peﬁfnsﬁl@n '{‘Pﬂeb o8k Esdocdliten

underlyi ng condition, procedures and Tedi cations. Due
wish theerepsourfat adcyssofg ti-RER;. rin tlhie e g atha s éingODoctohe

i e A e R O R e S

&RHlod ﬂw&mdﬁrea Be@idioss) rm&tmwteﬂw&m&me @fﬂﬁﬁéio@s to access
the data anal yS| s nodul e 212 coul d_identi f

wBwcHenal aree (Bhoxm e e ) Aed aprotecisicdaba elpes ( Sﬁwn as “PDC”) as
Irgé}p‘gfé;}lgr?g& di,pbetes. By way of another exanple, the

ata ana yS|s nodul e 212 coul d conpare the results of
surgery v ehssmmermnbcxdaheﬁts ehn PERtsystByn Maymaf mahmie helata

Y S B0 BRSSO 5,212 S B0 S ey

ﬁit‘feﬁ?stdr\f@lﬁﬁ&%hﬁ;s if Hﬁ@%ﬂiﬁ@ﬁlﬁd irfthe BSIR 84t&bask 200 for a single patient
nbodi ments i n whi ch SNOVED encodi ng i s used,

@re@ccrss ixadtiple petients. t Fra eaanaleaﬂaﬂl dpgs gnmmedlzl@_ 21% oeild perform
06)%1 %%%tl acgoss lana%l? hed er r?gle%tgr: r e S ‘.?%1?2‘#’% Bro gEsss of

@mattmne impdee oﬂ@cﬁm@fbl(ﬁﬁél\&l)th@ aglésrlying bdsmiuﬁ%thpelﬁea@rag; énd
200 aids 1 n outcones neasurenents because heal t hcare

wedigptionss e to dhegdwality B AR e B Redatabaee QOa theglaga analysis
%R%{}E%Bﬁﬂﬁy hl@/fz Hﬂ@}élé’c t6 9‘1%111%3 Bﬁmﬁabte(gjf BehiS! ‘ﬂl@ Hata analysis
y way

exa surv y resul
mothde 2hg cbinld pecﬁ\flémn m&cmness méasutemenpr &ot emnqﬂe ethé data analysis

ba jn cquld measur ed,

Boige PG S R L PRl e R i Bobucsses iy

é‘{%ﬂom cﬁé’oe@ésd Bw%aéﬁan%ﬂﬁk ¥&dnSple,RE d@cé DY Qs nlodB1eY could
ensurés that all episodes of care, as well

qgnl@a@ the@lew:ﬁs O burgetarversup uwdtchletrmpmu Bywenotmothss sxample,

g‘atl &t gﬁ’é@ (fu? 2ﬁlt |C:?81Pd;?1’|a Y%|g¥ l%ﬁﬂé% i—l# aitzﬁoa O5ggct

teghrdirpathe @ffecftﬁ/rené‘ss Patreaents 0@ s, @ﬁﬁﬂ ysis is greatly
enhanced as conpared to traditional approaches. Most

perti nent hsemwlféﬁ‘iltﬁ i yhich S@:\{S?Mgpeﬁf@a‘ﬂl&g f§ Byefl as described

1S Y, %@@@y

lgécg%lfp’g{éls !?lta or gi)s(arrp({hz],ie %llf?eco git‘llgseana ysli sgerég (ktlfﬁ{ Qﬁggéamsm fo tie
ceuisdogehay wi idaltifppammlwomalatmmst ot epvamplakthe gsaof

QIQI b&\/kﬁﬂlcgcriesrgg e %gtabase 200 aids in outcomes measurements because

healthcare events, such as conditions, procedures, medications, and survey
information, could be tied to related SNOMED codes. By way of example, survey
results covering the effectiveness of chiropractic care for back pain could be
measured, as well as the effectiveness of wellness programs. The use of an MPI
could also aid in data analysis. For example, the use of an MPI ensures that all

episodes of care, as well as each clinical event from the various data sources, are
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are subsequently treated for a particular condition,

for exanple. By way of another exanple, the data
wW@e@psi4e8 nodul e 212 coul d anal yze how many paPCEOSR06/029694

that have had a given surgical procedure had been

given a follow up | aborat 9gY procedure. . In sone

errbodl ments the PHR systém 102 nay include a

T d
LA AL A 8 U LB AR R R
mtthcdrél ﬁtfomsatmnéwﬁdpdimn‘a dallaemalyﬁy is' grestibt erthancéd astcoh@ared to
meant that the filtering np

|
tﬁ%qiﬁlcéw% WPEPAFNEY Ifos\aencaf Fike iy tavf@igﬂp s/ pmgigpront
é'beh@ %ﬁve\ébﬁl\é’fﬂﬁn @i@fe?en't SorcdsHRor RIS AP Uta analysis

conS| ata in a PHRrelated to an optic condi tion;
mbdulh éli coulédetegnimsdoivenangoafients teas ohitguned pwzﬁwpkabmed@atlon

her l.evel i ew opti ition
FecuPeiter Fifaiey 2 pariCuionTiuB o ety Prfay of mother
dxiabrp®, RO A0 ShHT i Zh8dWe D €2 661 bﬁﬂ?ﬁa‘ildv@nﬁhg‘phﬂ@tﬁhat have
| ower |l evel view, the optic condition ma e descri bed

hpsl agiven sEghlareedare W@em gen papllow-up lézm%tory procedure..
enbodi nment
configure SOB{%reeIIIE/Beer ‘gg ﬂlﬁ% Qhé‘%[qgo Stgﬂlﬁl %mde a filtering
' abéulat By The fitefingsmotiie 2i &ﬂmlyﬂbblconﬁgiredi&t chanpatoidss to vary
e user,. For exa e e.filteri
%ﬁa%f»pgm@wf aéﬁaéh%wweﬁl B a?lg? rﬁ%ﬁs&&n jis B1ag gy, the
%WB&H@% S’hﬁ‘tﬁ)’r@e‘fﬁiiﬁﬁ%?%&{t la9fa t@%ﬁﬁﬁdl@élﬁ@r Wihidhet 1R9el view or

code ering nmodul e wer e
g lowferr fayvebdietvorf datahin gHaR .| Emedxampmonsh@r deterin @R/ fedated to

R aanBbionn i ERGleBh Eatiut Ao o iRl rkRegs Rkter
B8 vidworthe b?ﬁmdxﬁx,dlti(fn thfiebd ddshﬁiddﬁﬁerﬂ'gﬁﬁé ‘“@n %@60 m{dﬁtlon ”If
or

confi gured a high level view,
@8 rﬁéf@ﬁtlg radatee’d Stwere kenfoNeNdED PERHS ¢ }pwq#éewhwa% ﬂ@ optic

%Aglrﬁl ggbgym%%@%)éﬁ %gdn g@gﬁylg@éslcg %ﬂ ﬁgt dT 20 rder of

the urinarin syyr&t mﬁbodlmmtagm]mﬁbasrhrgmmde 218 hing be configured to
filterin I e confi ed to fillt.

ST ARG SNGMENeroigBy 7 St CesbaluliSh of dafthat is
*L@‘f\'@& BRidORer. 08 S4RPR 8 thet f‘l@erfrigl Iﬁ@ddl@gl 87%1%1 &né &eﬁ?é(r the

ter’patient data unrelated to the specialty o
Jowesti leved iviexc deseden @WW@W%@&pb@awo@@@d with e SN%ED

SRR e RSP TR 08 B e gy vor

SRGieat 4 Hesefiplitiadaboisted vath.a rﬂo&rg@ﬁ&aﬁﬁéd&foﬂe e€lafedlt) Bie
or ot her |ookup function) may be provided todetermnn

NOMEP spap stosNdVE raggeiss BIaR e dopexammie.dptheifdioripg érmsiéle 218
&Eretclaﬁﬁgllti%ﬁ Il aalﬂgﬁl‘fe%fsﬁé\{a?aﬁdr}ﬁ Eﬁ:@ﬁﬁb s é%)é rélﬁteg B e

cian w e overl oa
SNDMIED @ude pﬁhe PHIR watea’kidney disedse, lie psree seaytvdely thet thore

IS MK MR A TR TRV B T
reveal In some embodiments, the filtering module 218 may be conﬁgured to
filter patient data based on the type of user accessing the information. For example,
the filtering module 218 may filter patient data unrelated to the specialty of the
physician accessing the PHR database 200. In such an embodiment, physicians may
be associated with a specialty code, such as an X12 code, based on the specialty of the

physician. A cross-reference table (or other lookup function) may be provided to
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addi tional patient data that may not be associ ated
with his/her specialty. Enbodi nents are contenpl at ed
WO pooMota@bs var i ous synonyns may be associ at ed wWe€TIUSZ061029694
medi cal concept in the PHR For exanple, each PHR in
t he PHR dat abase 200 may Bgclude synonyns or
synonynous descriptions for one or nore entries in the

&g%&@ e IS § GMED%@H& PEH &%&g&ﬁ@gﬁ %oed%%%ﬁloﬁa%ﬁman

roce e, etc., using vaty
éﬁhessfngl th@patmgt dmaluhethzlrﬁamm; thl sipisiryart Wil 190t he oy enldddad with

est sujte e e of user accessing the PHR
B RS E Qi PAHpY Beschpd VAR PERerE dppd ievant o husier
%eesﬁy POF AT sdT e Isiﬁyecm%%aahsth% BiEp I e rﬂéudlez ?sﬂfatr@%al

escrlftlons may use |ayman's terns. For exanpl e

itjomak padicniedatd ﬂngt ey nhfé)e asmmaywvhéw/l@m spertialty. as
Heart At t@ag §0d1 Se & e heal t hca I \4} der accessi ﬂ% b

the same ent Wgﬁ} \ik v9n' gt B nPEP S PORMMmTHRY be

abdodarsd with Ie@dﬁH Bedifal\toB¥épt ﬁf—‘thE’ IHRRU SFdtG:x60P5, 88 PHR in the

friendly terns whereas health care providers, such as

RIS dptabass 208 wepyrinelyde synoarmy PeeyneayEpredessptiens| for one or

t
SR ST ot B PR SRR AR, LA Tty o,
prh@dﬁdeemy %mmvﬁf}%g@mmh@ys The fidteripg modded 1Rirhdy display the
Bt b toPesm e i et & Aot an Enomears P B A g are
JRBnPNMER wﬂl@ﬁ Sertdih ue@nwsnmx;%seqh@dm t&ﬁhﬁolgg@whh@ e

PHR system 102 may deterim ne, for a sel ected
anathey flehgriptiensdn®dHRe layreards wynesFer axetwlaspetenitiectssing h

D PROEE A Porich Pt IR Bl Wit allncag; rovider

ddestisinig e 9ani-‘dxd1eryfma’y vewdeiyeadne thfartlbs.” opEs atléwdipdtients to
represent ed. by pr ocess bI ock 1004. Following this

WP Hhe RIAR using cepamen i WHF uthereat healthecasNppEdcrsogish as
1?‘12/%19&51951%1 s cz}rp\ﬁevg' i?%%%gg[% Thl S Oper ation is

esent ed by process
il ust r at eEiglhxy: 1prnoe dmgrdnh simlmﬂ@@ﬁs thent hﬂglbelperfeﬁnmi by the

CI ated with, the S code be
B BT Bl S ieobe mER fyvisim NBY miasianeess prbe
H6¢idsd @ith %H%r%‘lahﬂl@ 448190, MR EmbSENRHR] @& payor claims data
information is already described in an existing user

F28conld be cfonmehenﬁ@elmqadgymmhm ONQMEEX essles.hEsidg tlag paysr

c%%}gx%tak Irhs2‘6 ip %’f’ %ﬂ%"“’% ?%2 atgtérpfng G@Eg§e15§te3 1nr81v18ua1 and

PH{R st dakeckiddsode ra@éb@&&dhbﬂﬁkpé&lﬂlar thinR OFor éﬁamp‘?é*&e ICD9
opulates the user’'s record with the

i e%q%gb&@é%ﬁ%ﬁwﬁﬁ diseasss, Hhdiavisinn ) eodeanay padetermined.
P o
s(y‘St@mrerénhayFileﬁwd tinea$NOMED code associated with the diagnosis code. This
operation is represented by process block 1006.

Next, as illustrated by process block 1008, a health issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
determine, in decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012. Ifnot, the PHR system 102 adds this information to the

user’s PHR, as illustrated by process block 1014. If not, the PHR system 102
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Term nol ogy") codes, from each unique claimpresent in
the payor clains data 220. (Process Block 1016). As
WO bdoawiaset ed by process bl ock 1018, the PHR syRCEDSD0&Z029694

may retrieve the SNOVED code associated with the

subj ect procedure coded (g;y9., CPT code). Follow ng

this step, a health action record associated with the
j.eGt s illustrated
L e B R AN g2 ey then

det er m ne, niaddifienits hmrdlmgeln@npmm cclctbzzsucwael(ﬁlé@ qodes, the PHR

3E R b Spdanp s TtE ARt Bom e G B giesghral
PrRfHo1882% codds, ﬁ‘&hea&ﬂ"ﬁn&ﬁ&léﬂﬁfn‘%ﬁéxﬁ %th%‘iﬂ?oﬂ d]a!uﬁls data 220.

i nformation to the user PHR, as illustrated

@r@@e‘sglobk deko)1 @‘gmluﬂtm@dn@r@me Glask 048, th«hBHBmstem 102 may
SPRAEPIROTARS SRR S RO e B PR, com

cbaden PABwikl hiesep, hlhealkh 5@12)& réc&;@d eseaﬂa&dt\haa mpemgbéton
of determ ning the NDC (" Nati on

ANEMTR sedg IBPY Bﬁr%%éra%w ali’11°6‘f§§ Ef%@d@?@. f@ e PHR
HRRnPAY ha O}‘; h%h AEteHAing; 111A@feEf§fontJbbfat1bH B8 TR eRer 'tl?e user has this

|dent|f|e PHR system 102 determ neés, in decision
lngebth attiionaskHD3@]sting etitiner Iftshetha ?HR siatem h@%uprb@hscthﬁ damin

[ ' t t ed wi,th
s Bl fed 2P R AR SR R RS BHER s ers
PRI fdiligatesh BypREQs 8tkhbock 1032, as necessary | f
no, the PHR system 102 reclgq%gé_lz{es this informati on as

bei ng new rspaiceabiodineyy t isysters. H0Ranaiehn comfigpied to
Bl £ R PGPS R QRO e Bk P RE B0
Brysése il A 0p& yepbesentoiid gperabntod dpteﬁuimtgtha mm(b (“NmrdaaaleDmg

ealth-related data 222 fr
@%de(?% E%ng BFCSPRBA R EPT ‘?rda?ffiaé’tofﬂ GHBPFFg tbﬁéﬁ’or
@%Yr%rda‘ﬁi a % tﬂl@tu?foﬁrgglonpﬁ %ﬁﬁﬁe&’ltﬁ’&f‘ Qg§teﬁ1elm2%€e‘i‘ﬁ1§ws in
the operation of determning thé er and/or
deessinit opeoal®nfl030n winthdrdlad vder had thtse?de(ﬂeat@nz)z zresﬁsptlon as an

|IIustrfe}ted by, process bl o 406t stem 4,
iR Ry ot TR e S0y I Ve Sol) B e o
1%@12':@(e§)oy PrédekOMbEIG1 (632, 8s Bdceibar? 11@8) thB PHR &yfent ﬁ@@fe@ogmzes
associated with the subject SNOVED code(s

tnh@t infospetion essbaing nast ideraeitioy apd eddsdttohe m@dmﬁgn prpfide in the

oper a%ﬁ?%)sﬁml%gés P% Iﬁq f@e&rﬁg}ésg&h ai E@g f]leglnt h

action as Rrsoaxicatbiodgnans, tiye PHR systemt IR niiRsyaifi gmreiﬂ@éz
upd?t es fhe data in proc%és bl ock. 1024, |f not

65 St 9Bt VIR BNPE PAUTTaled GHia 222 Fel et (.. payor
cgﬂr?gao(i%ﬁ &z‘gbﬁ%ﬁtﬁin%th@/ tlﬂﬁ%ﬁ&?sc 14 ek 020. Pk&eésgﬁiﬁclzks 1038

ment the data fro t he SNOVED code
whpresergsithe@pgration @Ddegermmmg tigPmb @od;be anddDCresultl eodd fadm the

feafth rrelgtre]g d3fa 2r253 As 111us?ra1ee’d b%z' prrgccets!c, ¥1ocf“182i<? (%he PHR system 102

may retrieve the SNOMED code(s) associated with the code(s). Following this step, a

health action record associated with the subject SNOMED code(s) may be retrieved,
as illustrated by process block 1042. The PHR system 102 may then determine, in
decision operation 1022, whether the user has this health action as an existing entry.
If so, the PHR system 102 updates the data in process block 1024. Ifnot, the PHR
system 102 adds this information to the user’s PHR, as illustrated by process block
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data) may be captured for auditing purposes, as this
woul d provi de an explanation of the information from

waondochidsbe SNOVED was derived. It shoul d be appCEUSBEDER29694

that information, other than a SNOMVED code, could be
derived fromthe data recggved fromthe PHR system
102. For exanple, the location, type of service,

A ﬁ@&ﬁﬁ?d&ﬁﬁp Eﬂgtggfro%e thE SRR EDNDde is derived

provi de rom payor cl al s
(é@t dCandltade, bPdlcolie, rI‘ﬁD@tcedie datt @rdem&lmteelsmﬁamﬂetdmc%anered

tem 102. Pr SS bI ock 1044 repres nts oper ati on
PE,Pe 8t toeDfor 2N RABROTH B R NPTV AT ApRn of

tRE R fortMtRon f’r’Bcrﬁ’ R (RO SNONEBvedsaltiye® nft Sh&Hd b ﬁglﬁfemated that
interface that guides the user through the addition of

lné?mflom,@@hﬂrdhm S‘N@MEDI cedee powdd haldnrevedafsom d\hec@m taceived
ROR PR et 2B SRl TuTog i B el B ftes

defgcipg peBider aRPhdstiat pRRidefoddudhalsgbe Heriwatifom e gafbiSclaims
i nformati on by the user, the PHR s}ﬁtem 102 i nserts a

daty rsdrdiealieelatediiatn rocsived figm hedBhsysie 10he user' s
PHR as il ﬂ’lldéésrs ﬂo%géem %9&8&% aﬁl &%ﬁ&r@ &fﬁere@l 'Eﬂel 1@511 dan enter
tity) nmay enter

a health care provi
infefrmatien inde hisrotr hert MéRPEHmsoﬁfoamaed)mrstpeefembl@/rantasd via an

Jndicated h ocess bl qck 1048. This.inforpation.is
ifedCo el widelhe i Deoudly e 10iton OEhPalbde g SRR in Such a
HHRE §§ o dEl;tu?@ bhoNaERity R dp%i%pﬁﬁteeSN OMER cB@@ |sﬁéh elsstﬁé:J e

or action is inserted intdo the provider's PHR

donheattf atré@amn pedeed by dpersaighonolds preseul alpphiaﬁlgne foHgwing

f ' h : 02, ..
& <Fir ol BTNy fil S PRRIR SEE 1 BR RIS EecsRping
100k G9u@BLadibAGKS the ke HEHRHE tiRkafas by ess@1ecksLin.
data base is g;ow ded as part of the connect(tm

appl i cat i opinikerlyy eheadtl catsgyevidey{onpiber %r&tt}’)dﬁa%%‘%r fic
1hﬂ)%ta’c1&? ﬁfrtg oS Sd1 &Pustexo ag?rmiﬁgd@gﬁmp ssbek 1048. This

connect twar e. ocess’ ustrates
infeemptioc fsseésormefefabajnemﬁeé s®m andgteefate hike the memtﬁetTMcsbftware

ne of the indiyviduals.for. whom.a P
KBl sty Al ionia D BhETHE IBARCS FL6 BB NIsy PGR} 5o
ﬂlﬁﬁ%&h%@@é&s'oﬂ@ﬂaﬁbﬁ i@ user can access the
information stored in a PHR stored in PHR dat abase

200. As diBdlesgngietinr ofiall healile isoR QE)ﬁStI@m byohe RH)R system 102,

v.if m ssion, of, .t he usrasto t

FidchiseB 30 MRt 4015: HRPLRs bB S REEHERER T g opm
cam)atdnmcs 601K duicl deatbakinis eradided e{Eﬁﬁrt?dfbhe%Hnnbétf@ E}ffﬂich@dih
can be displayed in a variety of formats and using a
rgferenced a‘ésff"ed .%mpﬂw@tzé@rﬁp@még identifiggmay bg gesigheddo pgeh member

g Lgh the present disclosure has been
]%Jetgclré?%%g W tﬁu@efer ence to

Process block 1052 illustrates the processing of an access request by a
member or user (i.e., one of the individuals for whom a PHR is stored and maintained
by the PHR system). A properly logged on and identified user can access the
information stored in a PHR stored in PHR database 200. As discussed herein, the
PHR system 102 may verify permission of the user as to the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject
information can be displayed in a variety of formats and using a variety of display

technologies, as illustrated by block 1056.



particul ar neans, materials and enbodi nents, fromthe

foregoi ng description, one skilled in the art can
we@2®ily4escertai n t he essential characteri sti cBCDS1006€029694

i nvention and various changes and nodifications may be

made to adapt the varioussyses and characteristics

W t hout departing fromthe spirit and scope of the

i nventi on. X ' :

per sonal /i %Ilﬁ‘%/l l}%él prﬁséalt taﬁ Ellraglgggl% b%?{b%&&ngdteﬁgg% reference fo

eotipiarsheags, matesaly andjerabadimants) Eomrihe fareadiag daseriptiona one

heal t.h rel ated paraneter for a tient:.determning.a

DRt o 0t R g o SRRt herisngh S Fs HyRdich ana

VRRAS EhhQefhERbaifichitne ntylRmaaiRab /At fsitNd etfus Dol

record associated with said patient based on said

GranEDsdedeithout deprsting friadhe spidt andcepe ohde dxventen.d

data el ement includes payor clainms data. 3. The net hod

of claim2, wherein said payor clains data includes at

| east one heal th i nsurance claimcode. 4. The nethod

of claim1, wherein said data el enent includes at

| east one I CD code. 5. The nethod of claim1, wherein

said data el enent includes at |east one CPT code. 6.

The nethod of claim1, wherein said data el enent

i ncludes at | east one NDC code. 7. The nethod of claim

1, wherein said data el enent includes at |east one

LO NC code. 8. The nmethod of claim1, wherein said

data el enent is selected fromthe group consisting of

data coll ected from patient questionnaires, direct

i nput, health plans, pharmacy benefits managers, | abs,

i magi ng centers, freestanding outpatient facilities,

hospi tal s and physicians. 9. The nethod of claim1,

further conprising transmtting a description of said

entry to a client system 10. The nethod of claim?9,

further conprising associating a first
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description and a second description with said entry,
wherein said first description is synonynous with said

w@emontb4eescri ption. | 1. The nmethod of cl ai m BO/US2006/029694

wherein said first description uses nedical
term nol ogy and wherein said second description uses
layman's terns. 12. The nmeéthod of claim 11, further

r'ssi ng determ ni ngwhet her said client systemis
assocrated with a healthcare provider and wherein said
first descr.i ptiAmadilsod foagemiratinech pepsamal/thdolidveh heathstend,
if ,sald client, systemis associated with a health care

ﬁﬁ’f%’%‘?@‘@iiPOTB?m?ﬁe met hod of claim12, wherein said
second descri ptiie@f)ving al a8\ &hbhiealibRiveaId HeBIK reldtedai d
client systemis not ‘associated with a health care
pravétdetor a p4tieiThe net hod of claim 12, wherein said

SNOVED code cortespondin i d dat I nt, i s
transnitted to ieg? %&%F%\ﬁ@}@a 0éféﬁor gfpog‘g%grt? Sgd Jate

élsmbgtany@ tted to said user. 15. The nethod of claim

1, further conprising determ ning whether, said

i ndi vi dual heal IperHBS 8t BRI B SRR/ ndhyifnal diepldh reerd
108k dwER S pah e tHOE PLAPENBRIED LG 15, f ur t her
conprising assocrating entries in said individual

heal th rechrd rEhamethot of slainl 1 ewherginaskdhtoelesmaidincludes
S D code. 17. A data processing system conpri sing:
PYET fréSdd tfhg facility configured to receive a data

el ement i ngli catTyemethod ofsRlrh b, ﬁ/ﬁér@inesﬁidg&dy@mﬁﬁs 84 irRludes
patient; a correlation nodule configured to determ ne

at ISNONEDheebl ensvrnceslpmdddry t o sai d data el enent; and

a PHR popu} at i engjn r abl (o]of! L th, say
correl ati ojh' nodu eer,n%%ﬁgro g?ﬁl@gi %h%%-& S%%%?ﬁ%? l:éqglﬁﬁtelﬁg];ug%s at
ieastoaeiCoubésl to insert health related data associ ated

with said SNOVED code into a personal/ 1(&%{ vi dual .
health record asiolirked@t gl lsyherepaikinta clpmentiggludes at

im17, wherein said PHR popul ati on engi ne
%ﬁ%ﬁ@gf&gg to insert said SNOVED code into said
peronsal /i 6di vi taiethedlof blaire d pwilerelbsaidldeta slgstertinolfudes at

%Iﬁai m I1\§%g1fu ther conprising an access nanagenent
dore f?%ured to comunicate with a client system

~Wherein sajd aceRSHcIMBAJPERHRAY, WRSHIEsai Bd £ Bleh@Hf Reluties at

update said personal /i ndivi dual heal th
least one LOINC code.

8. The method of claim 1, wherein said data element is selected
from the group consisting of data collected from patient questionnaires, direct input,
health plans, pharmacy benefits managers, labs, imaging centers, freestanding
outpatient facilities, hospitals and physicians.

9. The method of claim 1, further comprising transmitting a
description of said entry to a client system.

10.  The method of claim 9, further comprising associating a first |
description and a second description with said entry, wherein said first description is
synonymous with said second description.

11. The method of claim 10, wherein said first description uses
medical terminology and wherein said second description uses layman’s terms.

12.  The method of claim 11, further comprising determining
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record based on input received fromsaid patient. 20.

The system of claim 19, wherein said access nmanagenent
wonR@ale4s configured to transmt a descri pti oPCDUSHA6/629694

SNOMVED code to said client system 2 1. The system of

cl ai m 20, wherein said Pj—allg_popul ation engine is

configured to associate afirst description and a
wASHENG faRar %Q{Mﬁ_a@é&cﬁté@wﬁma&& ovItBCh Rl Phcth aid

Irst description is synonynous with said secon

firke dexcriptiorois traB@mitfEt éo said thentafstethaf sai®jentbstan s asadaiated

first description uses medical term nology and wherein
Wéthi CEELEHEPHRYEEH i ption uses layman's ternms. 23. The

system of 1| ai Mh&etoddfRRIM A2 WhéSInN@iPscbbhd @fstAgtion is

modul e configured to determ ne whether said client
trensstitied fossaislsusecif arid ¢light systgmhie apt #secnidepwahiadweplth aere

wherei n said access managenent nodule is configured to
POVt said first descri ption if said filtering

modul e det4&r m Mesmetiod oflciagt] 25 wherein dakl SNOMERcede

wth a health care provider. 24. The syst%er of %Jlrai m

corsespopiniorankiap elewenisis HanupEiae it saibbter &/hen said furst
I: . ] ai d second description to said
d%ﬁ@ﬁ‘%@;@%@ﬁ#ﬁﬁ%%% tering nodul e determ nes said
client sy$f.em The mothodsdobimtle turtliet horapihwed détemainmg

rovider. 25 e _system.of claim 20, rejn_sai
et ipdaiel B E S dE e Gl bR ey
descripti o of TeahRinelQYEldisade fik@seebraptidnRs6dittid Sifries
~of a SNOVED code up a SNOVED hi erar chg to adjust the
inr sagbindiviidral bsaltigecord pgated kresaid entenbased en aighSROMED code.
wherei n said PHR _popul at i [ i.s: configured to
determ ne%v\het f@ra[?asgrl%agstﬁié%gg%g /C:aﬁ1 :n??llngUal heal t h
record incl udesnagyagary fatitisy clfi@ued tb oocehicth NCBIERent
.code. 27..  The system of claim 19, wherein said
indastiv e pf vheadiigrlatediperaseitst gl B Y6 associ ate entries

in said per Songlcéﬂrélgﬂiéﬂ Wahie r&?ﬂ;}gdg?d g)lccf&éﬁrﬁ@é AEROMED code

sai d SNOVED code. ) Tﬁle syste aim19, fturther

capesponding tp saidRi databiased confi gured to store a

Furt her - sompr | S PRAL BAen RS ope R 6 EBh T ar
ci@elhftRvhbdvic RAttdr&ih REIdTHE pbRtlhsSdHgRt 16 6BHTEuS 1 insert health
plurality of personal/individual health records based
redated datapesgcigiadvEth said SNOMED code into a personal/individual health
record associated with said patient.
18.  The system of claim 17, wherein said PHR population engine is
configured to insert said SNOMED code into said peronsal/individual health record.
19.  The system of claim 18, further comprising an access
management module configured to communicate with a client system, wherein said
access management module is configured to update said personal/individual health
record based on input received from said patient.
20.  The system of claim 19, wherein said access management
module is configured to transmit a description of said SNOMED code to said client
system.

21.  The system of claim 20, wherein said PHR population engine is

configured to associate a first description and a second description with said
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codes. 29. The system of claim 28, wherein said data
anal ysis nodule is configured to identify patterns or

w0 doaviasshi ps anong over ten thousand PCT/US2006/029694

per sonal /i ndi vi dual health records. 30. The system of
claim 29, wherein said dagg analysis nodule is
configured to neasure effectiveness of healthcare
i@ HtE QBRFipAST G MRS @i dsecond
%IF?% |?{)fdég?&g%%§%ﬁaﬁii ndi vpguaﬁ Zg‘g‘ﬁ?ﬁ% rsecor%s %eg\erilng
destritecdlSNOVED codes. 31. The system of claim 29,

wher ei i d d lysis . le | i d t.
por f or m pothil at TGS e o 6t EREER Loaetipn uses
%g&iGa}llﬁéﬁﬁiﬁ&bgyaﬁ whEEeHAR deboil JdsBiRton R8s fahmaBGaEEss.

e systemof claim29, wherein said data anal ysis
nmodul e i s Zonf i Bhe sdtemoofzaiaimZe fegther composing gdidtering module

TRy AL AP BT SRR 90 i

mrealdehardewbdreis. saidhccebl enanygdnesnt @fodaleds poBursdi@rteinamit said
saig data anal XSi s .nodul e i s configur efi to analyze
e 1

sk gesgrp Rt 63 é‘étﬁ’én%%@P’&é‘PEeﬂﬁg?égaléﬁ s SFemyi§ pEsogjpted

v@ﬂhghgglg{ﬂgréb%vgfenpersonal /i ndividual health records.
34. A nethod of generating a personal/individual

heal th rec?4.d, Tl systest difodaiooddy milsiaig said ecessyinagagement

BT R SR e 0 s e
SRS GRGNAS OB Jaftl Sldintlsyitehh ot aésdci@te8 R 4 held care
inserting health related data into a

pevslehal /i ndi vi dual health record associated with said

pat et based ofy 53 NV 508 38w T Bl AR

claim 34, Tlrther nprising: recelvi

epudigtitedo sharge died desefigtionndf shid N@MBIEcafe tasednsadesctiption of
S oNDREEbRods bh a NP R GRLTo ikt 6o AT UEh SREAE:

por sonal /1 1 vi Shal eal Ch fecar d Sabous af ool B gngne
paffigered tb dstetnion vdaitdr SNOpEBordGedividual health record includes any
entries related to said SNOMED code.

27.  The system of claim 19, wherein said population engine is
configured to associate entries in said personal/individual health record related to said
SNOMED code.

28.  The system of claim 19, further comprising a PHR database
configured to store a plurality of personal/individual health records and further
comprising a data analysis module configured to identify patterns or relationships
among said plurality of personal/individual health records based on related SNOMED
codes.

29.  The system of claim 28, wherein said data analysis module is
configured to identify patterns or relationships among over ten thousand
personal/individual health records.

30. The system of claim 29, wherein said data analysis module is
configured to measure effectiveness of healthcare treatment based on outcomes

associated with said plurality of personal/individual health records having related
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36. The nethod of claim35, further conprising:

receiving a clinical data elenent indicative of
wa@bkdonioo@bs dat a associated with said patient; PCT/US2006/029694

determ ning a SNOVED code corresponding to said

clinical data element; and-inserting health related

data into said personal/individual health record

@g@g&@%g&&w th said patient based on said SNOVED

nmet hod for generating a
personal /i 3di vi Thasysteeadf dainezd mhesan shiddbtaadalysis module is
conprising: receiving a datag el enment .indicative of .
oasErred e Peifein B%i}%@@érud?%abaaedp%ﬂ g@f?wl‘? qadss lwﬁlﬂé’?‘gahty
SeatdoRari gﬁg(ﬁglﬁ%quor@@at corresponds to said data
el'enment, [ [

erein said health related concept is _
sel ected f3Dm afhdsystear ehilaial 2% mherdye said dalgfanakyais pppdule is
rel.ated con

tS: i ti .ent ry, int i
GSBFRbTS AR S Fiears Aeey BT MR Tt 3 Bl bgt o
of ard@seh drdamatylfiaBe) dTgRlsohalrididided] ieanE egotdsand

associating said newentry with entries _in said . X
per sonal / i S vi Ghasysteanrt Haire2dmberginsaid go@ agalysis module is

hi ; j . ;
PTG oL PRI Bk B2 DRGSR 3Be o
plufatingefmentonalitidisdém] hedéeccfds.esent at i ve of nedi cal

di agnoses or nedica rocedures. 39. The.net hod

cl ai m 38, %ﬁer egﬁngtg?goﬁgeél?’iﬂleﬁ F(?ﬁﬁ%%@éﬁﬁ@?@ﬂfeaﬁg record,
gﬁ&wﬂ%ﬁ&mﬁﬁg 300, 000 nodes. 40. The nethod of

cla er

I m 37, ei'n said hierarchical arrangenent )
conpri ses ecpivirgd ¢laipscfataaneD iclicaiveall a heplghsinsyrance claim
The .ne ho%‘f of .cl gi m 37, further conprising determ ning
BPPPRR N Br R4B  dat a el ement. 42. The nethod of claim

41, wher ei Bets@hidinfeQr STOMED 66dcadi@ehdndary tb Reidglaug dafa
formats consisting of HL7 data, |1CD codes, and CPT
elowent; 288, The nethod of claim 37, further conprising

receiving ﬁﬁgﬁng%%%ﬂ{gflgtﬁ%atef 1P BerlGRN At RS M HRABErecord

payor, wherern enent s representative of

sdsodisted withneaidyealehtbdsed o said SNOIMED @dde. 44. A
comput er-r sgdable redlUTARYLG, RRLESAfRESEn @ dxe

receiving a questionnaire data element indicative of an answer to a
questionnaire by said patient;

determining a SNOMED code corresponding said questionnaire data
element; and

inserting health related data into said personal/individual health record
associated with said patient based on said SNOMED code.

36.  The method of claim 35, further comprising:

receiving a clinical data element indicative of clinical data associated
with said patient;

determining a SNOMED code corresponding to said clinical data
element; and

inserting health related data into said persohal/individual health record
associated with said patient based on said SNOMED code.

37. A method for generating a personal/individual health record,
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structure conprising: a diagnosis data field for
storing a plurality of diagnosis data el enents

wo epresant ati ve of nmedi cal di agnoses associ at ePCT$190&029694

patient, wherein at | east one diagnosis data el enent

has been derived from a payor diagnosis code using a

SNOMVED code. a procedure @d8ta field for storing a

pl urali ty of procedure data elenments representative of
dpd ﬁ@@@@@@ges associated with said patient,

wher el alick8Rfl 00F ALACATHE. (A éa%eamtatgﬁﬁﬁgg%f fora

emidet; 45. The data structure of claim 44, wherein at

| east one di agnosi s data el enent has been derived. from

an | CD coddentiignepfisatinfelatg F%@nt atforiepRANgs fysaid data
é’l@ﬁé&' Whékid s%?cﬁﬁeaﬁﬁ?el%@ %&%f%ﬁs gﬁl%é’te@ @I hibAsSHREEN
derived froma CPT code. 47. The data structure of
artoaigemaut, Ofﬂiaaltﬂhmﬂat@bcmmce}zts,ng a nedication data field

for storin of, nmedi cati at | enent s

| oor esont ogr Bl nBichiby Hio T REbA AR T Gal TR By recora
Ppick&@itivewTehidiiferdificl @a8th RREd®REALER] 4N dat a el enent
has been derived froma health i nsurance nedi cati on

code usi ngasaoamdc@d@entwwﬂméﬂam%a& mxecmai/@daﬂdual
[ o, data

R e e R
SNOVED cod#8. 49Thelnethddbaclaint 8Tt wiicreinfsail taenarohikal arrangement

rein at | east one procequre data el t has been
‘3&“@%‘%{’ P BT erehig gt ‘?%Hﬁ‘ﬁ?ﬁq 13%%%@%81@339 Eeﬁoae £ ent
using a SNVED PRI ethal of didkn ggt\@he%lhléﬁfd%&a%w%l ﬁ’réﬁﬁgement
44, further conprising a 15 relationship fiel

IQt:l@dtBEr@l%Sta@sWﬂmdle@n data el enent that est abI i shes a

FRA IO N A T R R

chaipises £ FRMAIEY of SNOMED Wlindcas Teted. ur e of cl ai m 44,
furt her COI‘TH sing an index field for storing

plurality &F i ndesxmghed obflaim Ay sfurtbgrc(@gmﬂsalgjdpéer@lﬂnlnga
ﬁnﬁﬁttdtsﬁﬂrﬁta%tlsﬁ@ﬁt' ents, wherein each said i ndex data

el enent uni quely |dent|f|es an individual health care
pat I ent, wErei Theaetiod nflexinddl avisdreinsaid foanads sgdemet from

a at| ent after .det er th at| ent has
2 g s A IoURe o AL B Role apd oo 1 he
gr oup consisti nghOhetholl dXclhih 39 fikthdbmPBRIIGEceiRAY said data

addr ess.
element from a health insurance payor, wherein said data element is representative of

at least one health insurance claim code.

44. A computer-readable medium having stored thereon a data
structure comprising:

a diagnosis data field for storing a plurality of diagnosis data elements
representative of medical diagnoses associated with a patient, wherein at least one
diagnosis data element has been derived from a payor diagnosis code using a
SNOMED code.

a procedure data field for storing a plurality of procedure data elements
representative of medical procedures associated with said patient, wherein at least one
procedure data element has been derived from a payor procedure code using a
SNOMED code.



10

15

20

25

30

52. The data structure of claimb51, further conprising
a security 25 field for storing a plurality of

W@ ewaiid4ys dat a el ements representati ve of acceBGT/UBINE/629694

to said plurality of diagnosis data elenents and said
plurality of procedure data el ements associated with
one of said plurality of iffdex data el enments. 53. The

data structure l.aim 52 £ei Ld. ' . .
field incl ftres EL‘? o F?“‘?\‘f&ogﬁéf%? 2 %’?‘%’%@éﬁﬁ# {’}yed%?%’om
8118 BRAM it hAHeR @B @i fen ah I@DGREs, rights 30 of fanily
menbers associated with one of said plurality of inde
l%aégl roce)%iure

data el enefdfs. Bhe Qﬂaé@hﬁi%é)fﬁl?é@kﬂ%wﬁﬁ’iﬂrb% PP
SO AR LSSl or ed L her eon’for
y

_ a processof to performa nethod
C ?rrpr Ih Si Ing 'ﬁv.ec elTht dgtaatradtaieny citamatde Fiethen tompidiiega imedication
of a health jnsurance claim assqciated with a tient:
dete dici, (0 ALraE SNAIEEY SO IR Po QP MR Y SP AT BB b
%ﬁﬁ:aﬁblﬁsﬁ%ﬁ%ﬁiub@%ﬁ%éﬁ%aﬁ&tgwml&%ei Hédcaion data element

personal / vidual health record associated with said

bat beentderived fowi altpakih inserantomedicatdomieads usingfeYOMED code.

i ndicative of an,answer to a ti J. i ot
o) oo eBh, SRR s SR e Shcn

AHRSL RN Rbs Fecl@ledvel RAMNAINDCr9EE Using a SNOMERNCMER. code
into said individual health record associated with

sai d pati edP. r e@éﬁ@ﬁﬁgn@}ct@rq of dam 44 dhergin Ailggst one procedure
:61%: egé%{lén\f zuét?{)ee?l! deﬁbg@ho%%@ﬁ%?%%gﬁéﬁﬁﬁvé%d By $Ad Patient using a

. ; determning a e corresponding to
SNOMED ddeal data el enent; and inserting said SNOVED

code 11t ¢ sl heal ! 20 fhd5sgg b

rr@lﬁfi&#asﬁ{ﬂ f8d %‘%@&ﬁg}& Rs R DA dleHént il aktabigdks Hrelationship
record, "'sald nethod conprising: associating an acces

|laingmgfone of am!‘plglgh'ty ofdfaebsis Ofta glesenty ang oge of the pluralitysof
BER RN o rErH eai d access st o oo i@

51.  The data structure of claim 44, further comprising an index
field for storing a plurality of index data elements representative of health care
patients, wherein each said index data element uniquely identifies an individual health
care patient, wherein said index data element is assigned to a patient after determining
whether the patient has a unique combination a data elements selected from the group
-consisting of a tax ID, birthdéy, gender, and address.

52.  The data structure of claim 51, further comprising a security
field for storing a plurality of security data elements represéntative of access rights to
said plurality of diagnosis data elements and said plurality of procedure data elements
associated with one of said plurality of index data elements.

53.  The data structure of claim 52, wherein said security field
includes a family field for storing family data elements representative of access rights
of family members associated with one of said plurality of index data elements.

54, A computer-usable medium having computer readable

instructions stored thereon for execution by a processor to perform a method

comprising:



10

15

20

25

30

cat egorizes said personal/individual health record
into a restricted set of data el enents and an

waemensids e set of data el ements; receiving a PEQJUSENG6/029694

froma user for a data elenent in said
per sonal /i ndi vidual health record; determ ning whether
said data element is in safff-restricted set of data

el ements by review Eﬁg@ag access |ist associated with
sai d user; FPCIEAE & CAPS dapetreant ingliGagve af headtipsuraneg claim

saeggocejte(g@hﬁa?aﬁggﬁnts denyi ng access to said access;
and if said data element is in said accessible set of

dat a el enerfetsrmiing aiSANPMEDods eorrespoadiog sssadckimadaa
t. 56. The method of claimb55, further
conprising presenting apredeterni ned |ist of possible

restricted iageps: dad SNonJatcb@atm@m ?er%rﬁﬂ/ﬁﬂd"'ﬁdﬁél He§RBfecord
one access | ist responS|ve to sel ections y said

ﬁéiqc&ii‘?d%théﬁflé’a%@édet ernmined |ist of possible
restricted r@ée?ﬁﬁg gaestgpﬁalfgeéa%)geﬁgnt 1%13?0%? 22 df@%s%rgweﬁo a

conpri sing creat one access
|qup$1t0nha1m1b$samﬂpqam ent. 58. The nethod of claim 55,

further est |sh| n Bult access |ist based on

data recei HPPB%?% %&%ﬁf« £946 eo1aespanding paid gpeptionnaire data
r@me@mt wherein said default access list is

associated with each user capabl e of accessing said

per sonal / i Aaseitingisaid SNQMED cedwinth sisdmdivadwad hedlthhresatld

a OCE‘%‘!"R? ?ﬁat?%?oc' ating step. 59. The nethod of

er conprising adjusting access rights

| n Sal d defI&Udnt/mgGiQﬂ(ﬁ&al d4 clardin@ltativolclini@Misabheociated
Eﬁﬁl 60. The nmet hod of claimb55, wherein at | east

A8k st i ncl udes a pr edet er m ned
cat egori zaty ' '
personal /i ndf%\%ln %ﬁlﬁgﬁgﬂﬁ r gg%?%?esé%{“ﬁ%to Saldt ﬂgaacaéfiata
cleaient; 38 wherein said predeternined categorization of
data elenents is bas het e user that wll
be accessi Hbsegﬁﬁgéa%eﬁ\g%%é Odi%{ indiuahhealibgpeprd
agsocﬁt@gmm@l &fen€! ai m 55, V\,her ein at | east one
access |ist |s cat gﬁ%grl zed based on health issues. 63.

The net hod3éf cleinaihed fondelactvely sestritiagtacameteaxcess
Bt e RS BB e 11 sare

associating an access list for each user capable of accessing a
personal/individual health record associated with a patient, wherein said access list
categorizes said personal/individual health record into a restricted set of data elements
and an accessible set of data elements;

receiving a request from a user for a data element in said
personal/individual health record;

determining whether said data element is in said restricted set
of data elements by reviewing an access list associated with said user;

if said data element is in said restricted set of data elements,
denying access to said access; and

if said data element is in said accessible set of data elements,

allowing said user to access said data element.

56.  The method of claim 535, further comprising presenting a
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64. The nethod of claim55, further conprising
overriding denial of access to said data el enent based

wORod/ot@eson recei ved fromsaid user. 65. The PeL/osm06629694

claimb55, further conprising: receiving a request from

a conputer system associated with said patient for a
data el ement in said perseHal/individual health

record; determ ning whether said data el ement has been
pedetggaiged st gf popable restisiphereasingaidfpagentdind steatiol ehlsast one

Do DA SRRt 0 A0t 0 MG M SR

passibjereetratddngeas. per sonal /i ndi vi dual heal th record,
said nethod_co i Sing:, receivin ayor clains data
associ at ed i t E]%ge prsthodint chiami v %ﬁphéh%wwg ergetang at least

bﬁw&e&siné@b&fedeﬁi@a@%mﬁﬁdgﬁiween said patient and a
health care provider froms |d3 payor clainms data; and
i nserting a3newlbamethodrofalapersSofvather exthiblisbingla deéallttdecess

.ecord associated . with said pat.ient .hase n said . .

[ 8 B R AER Be ol ot BAch e vl i bectonh ttrein seid
Sefholt Beek/lisi g BbQRatbdGitidash GRY taaBR oF aBEdsHBE ¥aigar e

physi cian encounter history, an outpatient encounter
Retsensiindayidual heeldpictend assheiated with s¥fl petdeny it saidrassarigting step.
payor cl ai da metlo f [_m: . rein
said deriv?%g S?E%H?ﬁ§ﬁgg§§ﬂ§g?;@Fﬁgréﬁg%ﬂ%ﬁg%hﬁgﬁg%cuws
sehte ¢ sdd Hefanht bdvesglisd bpsed @nshsitifiugn efid peiiinc.at i on
prescribed to sajd patient, .referrals of said patient

to specialPétsz%b%gFgm@ﬁgépga5§0W£@§W6#ﬁ%§f@%ﬁ¥mﬁﬁémt
ﬁﬁ%@@ﬁﬁf&e@ﬁﬂigﬁabéte%bg&faﬁhéﬁ bf &g elteﬁlgﬁé'il‘fl sﬁé%kﬁaﬁal/ixgcﬂvidual

The net hod of aim erein sald recelving ste
hepdthgyeesd.accessi ng a conput er - usabl e medi um t hat

i ncl udes payor ai at.a, assqQciated wiih .

i nsurance gg‘rrp_aﬁb?nﬁogfﬁglaﬁggogﬁgFIWa Hﬁe@%?%%q ein
sabgbrizay@f oftdadd STEmERE & WHsEd SOl ARASThsEY M Wil CIREERIng said
system associated with an i nsurance conpany at | east

pRisnal{ingiagual pealth repesdiet hod of cl ai m 69, wherein said
reyor 288, SOk RO AR O MR s
anegoriged bakay on health issues.

63. The method of claim 55, wherein at least one access list is
categorized based on SNOMED codes in said personal/individual health record.

64.  The method of claim 55, further comprising overriding denial
of access to said data element based on a reason received from said user.

65.  The method of claim 55, further comprising:

receiving a request from a computer system associated with said
patient for a data element in said personal/individual health record;

determining whether said data element has been released for patient
viewing; and

if said data element has not been released for patient viewing, denying
said request from said computer system.

66. A method for generating a personal/individual health record,

said method comprising:

receiving payor claims data associated with a patient;
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72. The nethod of claim69, wherein said payor clains
data are downl oaded from a conputer system associ at ed

WOWG0a368 nsur ance conpany on a substanti al | y PERUS1006r¢29694

basis. 73. The nmethod of claim66, further conprising
accessing a conputer-usabl e nmedi umthat includes
medi cati on data associated?nith a phar macy benefits

g ST S APk S Byt
SRPhEFL NG reSHERL SRR ishid pagdib1 Ay R kiyd based on said

medi cation data. 74. The nethod of claim66, further
conpri si nginserties siney eatrydarp persenalfadivisupdgalihreord associated
i ncl udes..di.agnosi s ,ated with said health
?’:Vétﬁ‘ga p@@Flﬁtg’%FG e gcf%n%ggﬁtgp%tggnosi s data is

i ndi cativeepf aTHéaghwdiof chym®s] wheredl daid daivéngsteyindbides
during said encounter and updatjing said new ent rl}/ Wi tr%
deniing P aEFISY earelRRicimencoRicHsioEY aBOUHALFRA ggounter history

: L.S] : ' O - bl e nmedi um
e e S R O R
heal t h car é8pr ofhe arcthodhdickim Saivliersimsaetiderevingstep ingludes

indicative of a procedure conducted .by said health .

a3 ens PR SdaPTReSPE BhEsURCr g et daregrbed
'fkfé%i@ Phiieht, WefeRaR A 6hi HRGRH W &edRlidts, téfis ortiefedret fiddpaiient, and
claim 66, further conprising accessing a

changes &y mediedsion presdtibed totsatd natieptudes | aboratory data
associ ated w th | aborat ' ' ’
gL s AP B LS00, ) L b

data is in i've 0 y sal

lhahwasing @ cympier-uRbal magusmahat incuwdatayyr obitds datd absociated with
| aboratory data. 77. The nethod of claim66, further

@B I BCA §OTREYssi ng a conput er - usabl e nmedi um t hat

i ncl udes i wggi nqhg%@hd&ﬁ&%@&ﬁt@jvmefeﬁhﬁéﬁﬁlﬁ%!aﬁﬁs @k re

provi der, wherein sald Imaging data I s indicative of
dowintaded fromat echpoiterispsjenassheatabuith en insndnopempany at least
said new entry with said imagi ng data. 78. The nethod
Sfcet 66, further conprising accessing a

conput er - usabl e THBehdiRdd bdlaih 6, m@&imaﬁhw chitine ded are
heal th-rel ated data associated with said health care

slovwiaded ok agedautergysandsneiptechwitl apinsHragge gomRRaY: A least
rel ated: data. 79. A nethod of filtering data in a
ﬁ@?ggﬂaqaf"l ndi vi dual health record, said nmethod

conpri si ng:72r eceih¢inigh@l 6Bdaiase9, fwheraiasdié ahydr otdme data are
%E)?N\gloda?igd ];’rgrrn f computer system associated with an insurﬁnce company on a
substantially real time basis.

73.  The method of claim 66, further comprising accessing a
computer-usable medium that includes medication data associated with a pharmacy
benefits manager, wherein said medication data is indicative of a medication
prescribed to said patient, and further comprising supplementing said new entry based
on said medication data. ‘

74,  The method of claim 66, further comprising accessing a
computer-usable medium that includes diagnosis data associated with said health care
provider, wherein said diagnosis data is indicative of a diagnosis by said health care
provider during said encounter and updating said new entry with said diagnosis data.

75.  The method of claim 66, further comprising accessing a
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personal /i ndi vidual health record associated with a
patient; identifying a specialty associated with said

whealviv46tar e provi der; determ ning whi ch data PCEDIRWE&029694

in said personal /individual health record relate to

sai d specialty; and responding to said request with

any data el ements in sai d-4%ersonal /i ndi vi dual heal t h
record that were determned to relate to sd
gg@putw-msgblegmedlum et psdudes [prcg:@ﬁlér,e él@’gaf?ésoglate with said health care

@%Rfﬁﬁp %ﬁekéhq k%l i’@ed&%%a‘ial S E}rﬁﬁ&{h@e of ngbc%hg @6nducted by said

recei ving ated data associ at ed
meatlﬁh oareq&bmdat durinigeseiei encowmitet dnelaiptiatingaidt mav dattawith said
created during an encounter between said patient and a
REspduie dife provider; and updating a

personal /i gl vi @H@lneﬁ%@l df Qla’ixﬁ%@r fir®br &h d}ﬂ-lsﬁ)ﬁ?g aoeBisig 4 h

said health-rel ated data. 81. The nethod of cl ai m 80,
mmpmemusahledmcb@re.thm fecledes pationePrcleiasRpti g8 Mg Sslaberatory,

alth r aLa . fr [
R L AL LR TP B B3 REpAHSH nc
Gp&ting 8hid n\éﬁf%’nﬂiyﬁvﬂﬁé.rﬁd heatatdiyidelaat ed data i s sel ected
fromthe group consi stin of di agirﬁlgl S data that is

i ndi cative76f allp AP AP S GFEA S r
?%P e 9. 58bE ¢ ﬁ&ﬁ&fﬁ%ﬁr clH&éQQFflqgﬁiﬁ éIQ%ta%s&bﬁéd ith said health care

tive o rocedur e by ealth care FOVI
Proviideg, \slaerdnemdomag'mg datmel indieagize dhamindgatcréaged during sald

indicativ eat.ed durin d encounter.
ggcouﬁt%?‘ﬁb%‘{a%g S"bl Waﬁnl AgviH* 1581 &Y Iaré'fg’ a:%l Vi dugl

heal th recepd, @b thdRIdGEIARANY, RFiHREcohBEghy hdt@ssing a
medi cati on data associated with a patient, erein

sainguietsable thediuaiethat m@ludmn@mallv entgredopleelaied gata

presc at ie

ﬁéﬁpglg gl‘ylgh ecﬁ].lt I aﬁeé)gf)?]ﬁler €co g %?é ésag?%@w e{lﬁr}é\r?}vlth said health
sab@ddimael cati on data. 84. The nmet hod of claim 83,

wherei n said receiving step.includes downl o

nedi cat i on78at a/¥ msﬂaoa of Sipringfata 3 BHFE ALY Ef&?‘ﬁagﬂsf\ﬁﬁﬁh

B RRs ?Metﬁ&d*&fﬂl rsif@nager. 85. A method for

generating a personal7individual health record, said
met hod conpedesiimgya request from a health care provider for a

personal/individual health record associated with a patient;

identifying a specialty associated with said health care provider;

determining which data elements in said personal/individual health
record relate to said specialty; and

responding to said request with any data elements in said
personal/individual health record that were determined to relate to said specialty.

80. A method for generating a personal/individual health record,
said method comprising:

receiving health-related data associated with a patient, wherein said
health-related data was created during an encounter between said patient and a health
care provider; and

updating a personal/individual health record of said patient with said
health-related data.

81.  The method of claim 80, wherein said receiving step includes
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receiving |laboratory data associated with a patient,
wherein said | aboratory data is indicative of a test

weeoootaresl by a | aboratory; and updating a PCT/US2006/029694

per sonal /i ndi vidual health record of said patient with
said | aboratory data. 86. The nethod of cl ai m 85,
wherein said receiving step™ ncludes downl oadi ng said

eSS BT £ B AR AR Mt D
%ﬁﬁl@&ﬁbbf@qﬁe\ﬁ dual health record, said nethod
conprising: receiving health-related data from a

conput er s\8% emEhegnethed eficlgin 80, avhssain szid heglfferadated data is
' I th-rel at is indi ' . . . .
R 3R! Belb AL Pl B BB P o s oot

dyaidianh cata o deraluring 8hitl knt @@ Oprofedued datpitak &nihdicative of

wth said health-rel ated data.. 88.. The net hod, of cl ai mh .

grprosasiraTar sabhgAlthaprigprPEde) dHring saidragomyen At iaage lata that is
| ' GE5Ssq | ersonal /i ndi vi dual

ﬂggﬁh%Wer%?g%QQ%%g?ﬁ sa%ssé?tl(?%%g{elgtte 1Qi s associated with

a payor. 8%®3. TheA methaifoogerckaingiagirsohal/infiondual health record,

conpri Si receiving a request that said patient be
pﬁa%atﬁagg%e&%n%o sai d personal /i ndividual health

record, Whae&iving dcdidaB6k 8sth aksdcidfedOritiRd atisnt, tihedéin said
enpl oyer of said patient. 90. The nmethod of claim 87,
vihediedtionglatads plicasing of b predicatiermprepaibed o paid patipnfieand

gener at ed i 10O/ ' :’!Higﬂ ' e . . .
col l ecti onlq{é’Td Q{é%é %p%§+rgdcl: e ?{#%%e%ﬁﬁhe‘%&?@z"gq%@ﬁ’&ﬂ Sl%ti"%h said
ahedieation dataai ns dat a, medi cation data associated with

DT e RO T 8R0S e
SEram bl bhusaldh S scpumialchrecdabar i
ageunatbedefiis mmnggérd heal th care provider.
85. A method for generating a personal/individual health record,
said method cofnprising:
receiving laboratory data associated with a patient, wherein said
laboratory data is indicative of a test performed by a laboratory; and
updating a personal/individual health record of said patient with said
laboratory data.
86.  The method of claim 85, wherein said receiving step includes
downloading said laboratory data from a computer system associated with a
laboratory.
87. A method for generating a personal/individual health record,
said method comprising:
receiving health-related data from a computer system associated with a
patient, wherein said health-related data is indicative of a health-related parameter of
said patient; and
updating a personal/individual health record of said patient with said
health-related data.

88.  The method of claim 87, further comprising receiving a request
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that said patient be provided access to said personal/individual health record, wherein
said request is associated with a payor.

89.  The method of claim 87, further comprising receiving a request
that said patient be provided access to said personal/individual health record, wherein
said request is associated with an employer of said patient.

90.  The method of claim 87, wherein said personal/individual
health record was generated prior to said updating step based on a collection of data
selected from the group consisting of payor claims data, medication data associated
with a pharmacy benefits manager, diagnosis data associated with said health care
provider, procedure data associated with said health care provider, laboratory data
associated with a laboratory, and imaging data associated with said health care

provider.



