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TWO-DIMENSIONAL CODE GENERATION METHOD, 

APPARATUS, DATA PROCESSING METHOD, APPARATUS, 

AND SERVER 

TECHNICAL FIELD 

[0001] The present specification relates to the field of computer technologies, and 5 

in particular, to two-dimensional code generation methods, apparatuses, data 

processing methods, apparatuses, and servers. 

BACKGROUND 

[0002] A two-dimensional code records data symbol information by using black 

and white geometric figures formed on a plane based on a specific rule. With the 10 

development of science and technology, the two-dimensional code has been widely 

applied. For example, a payment and collection transaction can be completed by 

scanning a two-dimensional code for collecting a payment and a two-dimensional 

code for making a payment. However, two-dimensional code data is stored in 

plaintext, and is easily tampered with and attacked by attackers. 15 

SUMMARY 

[0003] Embodiments of the present specification provide two-dimensional code 

generation methods, apparatuses, data processing methods, apparatuses, and servers. 

[0004] According to a first aspect, some embodiments of the present specification 

provide a two-dimensional code generation method, applied to an electronic device, 20 

where a secure element is disposed in the electronic device, and the method includes: 

obtaining two-dimensional code generation data when a two-dimensional code 

generation request is received, where the two-dimensional code generation data 

includes account data of a user corresponding to the electronic device and timestamp 

data of the electronic device; obtaining signature data based on a predetermined 25 

signature algorithm stored in the secure element; and generating a target 

two-dimensional code based on the two-dimensional code generation data and the 

signature data. 
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[0005] According to a second aspect, some embodiments of the present 

specification provide a data processing method, where the data processing method 

includes: receiving two-dimensional code scanning data obtained by scanning a target 

two-dimensional code through a target electronic device, where the target 

two-dimensional code is a two-dimensional code generated by using the method 5 

according to any one of claims 1 to 5, and the two-dimensional code scanning data 

includes signature data and two-dimensional code generation data for generating the 

target two-dimensional code; and verifying the signature data based on a signature 

method of the signature data to obtain a verification result. 

[0006] According to a third aspect, some embodiments of the present specification 10 

provide a two-dimensional code generation apparatus, where a secure element is 

disposed in the two-dimensional code generation apparatus, and the two-dimensional 

code generation apparatus includes: a two-dimensional code generation data 

acquisition module, configured to obtain two-dimensional code generation data when 

a two-dimensional code generation request is received, where the two-dimensional 15 

code generation data includes account data of a user corresponding to the electronic 

device and timestamp data of the electronic device; a signature data acquisition 

module, configured to obtain signature data based on a predetermined signature 

algorithm stored in the secure element; and a two-dimensional code generation 

module, configured to generate a target two-dimensional code based on the 20 

two-dimensional code generation data and the signature data. 

[0007] According to a fourth aspect, some embodiments of the present 

specification provide a data processing apparatus, including: a receiving module, 

configured to receive two-dimensional code scanning data obtained by scanning a 

target two-dimensional code through a target electronic device, where the target 25 

two-dimensional code is a two-dimensional code generated by using the method 

according to any one of claims 1 to 5, and the two-dimensional code scanning data 

includes signature data and two-dimensional code generation data for generating the 

target two-dimensional code; and a processing module, configured to verify the 

signature data based on a signature method of the signature data to obtain a 30 

verification result. 

[0008] According to a fifth aspect, some embodiments of the present specification 

provide a two-dimensional code generation apparatus, including a memory, a 

processor, and a computer program that is stored in the memory and can run on the 
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processor, where the processor performs the steps of the two-dimensional code 

generation method in the first aspect. 

[0009] According to a sixth aspect, some embodiments of the present 

specification provide a server, including a memory, a processor, and a computer 

program that is stored in the memory and can run on the processor, where the 5 

processor performs the steps of the data processing method in the second aspect. 

[0010] According to a seventh aspect, some embodiments of the present 

specification provide a computer-readable storage medium, where the 

computer-readable storage medium stores a computer program, and when the program 

is executed by a processor, the steps of any one of the methods are implemented. 10 

[0011] Beneficial effects of the embodiments of the present specification are as 

follows: 

[0012] In the embodiments of the present specification, the two-dimensional code 

generation data is obtained when the two-dimensional code generation request is 

received, where the two-dimensional code generation data includes the account data 15 

of the user corresponding to the electronic device and the timestamp data of the 

electronic device; the signature data is obtained based on the predetermined signature 

algorithm stored in the secure element; and the target two-dimensional code is 

generated based on the two-dimensional code generation data and the signature data. 

In the previous solutions, the secure element can provide independent running space, 20 

which ensures data security; the digital signature data is obtained by using the 

predetermined signature algorithm stored in the secure element; and the target 

two-dimensional code is generated based on the two-dimensional code generation 

data and the digital signature data, which ensures security of the target 

two-dimensional code. In addition, only when verification performed by a 25 

certification authority on the target two-dimensional code succeeds, it indicates that 

the target two-dimensional code is not tampered with. Therefore, data transmission 

security is effectively ensured. 

BRIEF DESCRIPTION OF DRAWINGS 

[0013] Other advantages and benefits become clear to a person of ordinary skill in 30 

the art by reading the detailed description of the preferred embodiments below. The 

accompanying drawings are merely intended to illustrate the preferred embodiments, 
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and are not intended to limit the present specification. In addition, in the 

accompanying drawings, the same reference numerals represent the same parts. In the 

accompanying drawings: 

[0014] FIG. 1 is a schematic diagram illustrating an application scenario of a data 

processing method, according to some embodiments of the present specification; 5 

[0015] FIG. 2 is a flowchart illustrating a two-dimensional code generation 

method, according to a first aspect of the embodiments of the present specification; 

[0016] FIG. 3 is a flowchart illustrating a data processing method, according to a 

second aspect of the embodiments of the present specification; 

[0017] FIG. 4 is a schematic diagram illustrating a two-dimensional code 10 

generation apparatus, according to a third aspect of the embodiments of the present 

specification; 

[0018] FIG. 5 is a schematic diagram illustrating a data processing apparatus, 

according to a fourth aspect of the embodiments of the present specification; and 

[0019] FIG. 6 is a schematic diagram illustrating a server, according to some 15 

embodiments of the present specification. 

DESCRIPTION OF EMBODIMENTS 

[0020] To better understand the previous technical solutions, the following 

describes in detail the technical solutions of the embodiments of the present 

specification by using the accompanying drawings and specific embodiments. It 20 

should be understood that the embodiments of the present specification and specific 

features in the embodiments are detailed description of the technical solutions of the 

embodiments of the present specification, and constitute no limitation on the technical 

solutions of the present specification. The embodiments of the present specification 

and the technical features in the embodiments can be combined with each other 25 

provided that there is no conflict. 

[0021] According to a first aspect, some embodiments of the present specification 

provide a two-dimensional code generation method. FIG. 1 is a schematic diagram 

illustrating an application scenario of a data processing method, according to some 

embodiments of the present specification. In FIG. 1, an end-user device can be a 30 

device such as a payment tool or a two-dimensional code generator. There can be 

multiple end-user devices, and each end-user device is communicably coupled to a 
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server. A secure element (SE) can be disposed in each end-user device, and 

two-dimensional code generation data is obtained by using the secure element. The 

secure element provides running space isolated from a microcontroller unit (MCU) in 

the device, and therefore a program and data running or stored on the secure element 

cannot be read or tampered with by an attacker, to ensure data security. A display unit 5 

can also be disposed in the end-user device, and can display a two-dimensional code. 

[0022] A code scanning device can be a device such as a mobile phone or a tablet 

computer, and is configured to scan a two-dimensional code displayed by the end-user 

device, to obtain a code scanning result. The code scanning device can further send 

the code scanning result to the server, so that the server verifies the code scanning 10 

result to determine whether the two-dimensional code is tampered with. 

[0023] The server can be a certification authority (CA) server, a trusted service 

management (TSM) server, etc. The CA server can verify received scanning data, and 

the TSM server can manage the secure element in the end-user device, for example, 

complete initialization of the secure element and network access of the end-user 15 

device. 

[0024] FIG. 2 is a flowchart illustrating a two-dimensional code generation 

method, according to some embodiments of the present specification. The method is 

applied to an electronic device, and a secure element is disposed in the electronic 

device. The method includes the following steps. 20 

[0025] Step S21: Obtain two-dimensional code generation data when a 

two-dimensional code generation request is received, where the two-dimensional code 

generation data includes account data of a user corresponding to the electronic device 

and timestamp data of the electronic device. 

[0026] In some embodiments of the present specification, the electronic device 25 

can be a device such as a payment tool or a two-dimensional code generator, and a 

secure element is disposed in the electronic device. A two-dimensional code can be a 

collection code, an order code, a payment code, etc. The two-dimensional code 

generation request can be a request initiated at a specific time or a request generated 

through triggering by an operation of the user. In some embodiments, the electronic 30 

device is a payment tool, the two-dimensional code is a collection code, and a 

collection code generation request can be sent by using a regular update task, for 

example, a collection code update request is sent every other minute. In other 

embodiments the payment tool can be provided with an operation button for 
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displaying a two-dimensional code, and the two-dimensional code generation request 

is sent when the user presses the operation button. Certainly, the two-dimensional 

code generation request can be sent in other ways. For example, after the current 

two-dimensional code is scanned, the two-dimensional code generation request can be 

sent, to update the two-dimensional code. 5 

[0027] In some embodiments of the present specification, the two-dimensional 

code generation data can be stored in the secure element of the electronic device, or 

can be stored in storage space other than the secure element. The two-dimensional 

code generation data includes the account data of the user corresponding to the 

electronic device and the timestamp data of the electronic device. Certainly, the 10 

two-dimensional code generation data can further include other data. Implementations 

are not limited here. The timestamp data can indicate time information of the 

electronic device, and can mark a two-dimensional code generation time. Because the 

timestamp data is changed in real time, the two-dimensional code generation data is 

also dynamic. Therefore, a two-dimensional code pattern obtained based on the 15 

two-dimensional code generation data also dynamically changes. It should be 

understood that each electronic device can be bound to an account of a user, and 

account data of the user can be bank account data, ALIPAY account data, etc. In some 

embodiments, when the two-dimensional code is a collection code, the account data 

of the user can be a collection account number of the user. 20 

[0028] Step S22: Obtain signature data based on a predetermined signature 

algorithm stored in the secure element. 

[0029] In some embodiments of the present specification, before the electronic 

device is shipped, the predetermined signature algorithm can be written to the secure 

element. The predetermined signature algorithm can be selected based on actual needs, 25 

for example, a public key infrastructure (PKI) algorithm or an HMAC-based one-time 

password (HOTP) algorithm. Implementations are not limited in some embodiments 

of the present specification. 

[0030] It should be understood that different signature data can be obtained by 

different signature algorithms. In addition, due to features of the signature algorithm, 30 

different signature data can be obtained by using the same signature algorithm in 

digital signature addition processes. For example, when the predetermined signature 

algorithm is an elliptic curve public key cryptography algorithm, signature data 

obtained each time dynamically changes. 
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[0031] The SE can provide secure space for data. Therefore, in some 

embodiments, the digital signature addition process can be completed in the SE to 

generate the signature data. 

[0032] Step S23: Generate a target two-dimensional code based on the 

two-dimensional code generation data and the signature data. 5 

[0033] After the two-dimensional code generation data and the signature data are 

obtained, the data is converted into a two-dimensional code image to generate the 

target two-dimensional code. In some embodiments, the electronic device can store a 

template for converting data into a two-dimensional code image, for example, 

two-dimensional code version information and two-dimensional code structure 10 

composition, and the target two-dimensional code can be obtained by adding the 

two-dimensional code generation data and the signature data to a data area of the 

two-dimensional code image as data content of the two-dimensional code. 

[0034] Optionally, before the signature data is obtained based on the 

predetermined signature algorithm stored in the secure element, the method further 15 

includes: obtaining to-be-signed data; and the obtaining signature data based on a 

predetermined signature algorithm stored in the secure element includes: obtaining the 

signature data by adding a digital signature to the to-be-signed data based on the 

predetermined signature algorithm. 

[0035] In some embodiments of the present specification, the to-be-signed data 20 

can be set based on actual needs. The to-be-signed data can be stored in the secure 

element, or can be obtained through data processing. In some embodiments, the 

to-be-signed data can be predetermined data, and can be directly read during a 

signature addition operation. 

[0036] In other embodiments, digest data corresponding to the two-dimensional 25 

code generation data is generated based on the two-dimensional code generation data, 

and the digest data is the to-be-signed data. In the present embodiment, when the 

two-dimensional code generation data includes a relatively large data amount, to 

reduce a digital signature calculation amount, the two-dimensional code generation 

data can be processed first. For example, the digest data corresponding to the 30 

two-dimensional code generation data is obtained by performing a hash operation on 

the two-dimensional code generation data, and then a digital signature is added to the 

digest data. Certainly, the digest data can be obtained in other ways. Implementations 

are not limited here. 
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[0037] Optionally, when the predetermined signature algorithm is a public key 

infrastructure-based signature algorithm, the obtaining the signature data by adding a 

digital signature to the to-be-signed data based on the predetermined signature 

algorithm includes: obtaining a private key generated by the secure element; and 

obtaining the signature data by adding the digital signature to the to-be-signed data 5 

based on the private key. 

[0038] In some embodiments of the present specification, the electronic device 

can perform a network access operation when being put into use. In the process of 

accessing a network by the device, the electronic device can send a certificate signing 

request (CSR) instruction to a TSM server. The instruction includes an identifier of 10 

the SE disposed in the electronic device to uniquely indicate the electronic device that 

sends the request. The TSM server sends the CSR instruction to the electronic device, 

so that the SE in the electronic device generates a public-private key pair, and 

associates the public-private key pair with the identifier of the SE. After the SE 

generates the public-private key pair and associates the public-private key pair with 15 

the identifier of the SE, the TSM server requests a CA certificate from a certification 

authority (CA), the CA generates a certificate file based on a public key generated by 

the SE and other information, stores the certificate, and returns certificate data to the 

TSM server, and the TSM server sends a certificate write instruction to the electronic 

device, and the electronic device stores the certificate in the SE to complete the 20 

process of accessing a network by the device. The SE stores the private key and the 

certificate. 

[0039] When the SE adds a signature to the to-be-signed data by using the private 

key, the SE can add a signature to the to-be-signed data by directly reading the private 

key. Correspondingly, when verifying the signature data, the CA can determine, based 25 

on the identifier of the SE, the public key generated by the SE, and verify the 

signature data by using the public key. 

[0040] In some embodiments, the to-be-signed data is digest information obtained 

by performing a hash operation on the two-dimensional code generation data. The SE 

adds a digital signature to the digest information by using the private key to obtain the 30 

signature data, and converts the two-dimensional code generation data and the 

signature data into the target two-dimensional code. After scanning the target 

two-dimensional code, a code scanning device obtains a code scanning result. The 

code scanning result includes the two-dimensional code generation data and the 
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signature data. The code scanning device sends the code scanning result to the CA. 

The CA obtains first digest data by performing a hash operation on the 

two-dimensional code generation data, identifies the public key corresponding to the 

private key by using the identifier of the SE, and verifies the signature data by using 

the public key to obtain second digest data. When the first digest data is the same as 5 

the second digest data, it indicates that the target two-dimensional code is generated 

by the electronic device corresponding to the identifier of the SE, and is not tampered 

with. 

[0041] Optionally, when the predetermined signature algorithm is an 

encryption-based one-time signature algorithm, the obtaining signature data based on 10 

a predetermined signature algorithm stored in the secure element includes: obtaining a 

one-time encryption password based on a shared key stored in the secure element, 

where the one-time encryption password is the signature data. 

[0042] In some embodiments of the present specification, when the predetermined 

signature algorithm is the encryption-based one-time signature algorithm, the 15 

signature algorithm can be an HOTP algorithm. The SE can store the shared key, and 

the key is shared by the SE and an authentication server. A one-time encryption 

password can be generated based on the shared key. In some embodiments, a counter 

is disposed in the electronic device, and the one-time encryption password is obtained 

by performing a hash-based message authentication code (HMAC) operation based on 20 

the shared key and a value of the counter. It should be understood that a different 

one-time encryption password is generated each time, and therefore security of each 

signature addition process can be ensured. In addition, on the authentication server, a 

password is also generated based on the shared key and the value of the counter. 

When the password is the same as the one-time encryption password generated by the 25 

SE, it indicates that data is not tampered with. 

[0043] When the signature data is the one-time encryption password, the target 

two-dimensional code is generated based on the two-dimensional code generation 

data and the one-time encryption password. 

[0044] Optionally, after the signature data is obtained by adding the digital 30 

signature to the to-be-signed data based on the private key, the method further 

includes: generating a one-time encryption password based on a shared key stored in 

the secure element; and the generating a target two-dimensional code based on the 

two-dimensional code generation data and the signature data includes: generating the  
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target two-dimensional code based on the two-dimensional code generation data, the 

signature data, and the one-time encryption password. 

[0045] In some embodiments of the present specification, to enhance data security, 

the digital signature can be added to the to-be-signed data by using a private key 

stored in the SE to obtain the signature data, and then the two-dimensional code 5 

generation data and the signature data can be encrypted and protected by using the 

one-time encryption password. In the process of generating the target 

two-dimensional code, the two-dimensional code generation data, the signature data, 

and the one-time encryption password are processed and converted into image 

information of the target two-dimensional code. Correspondingly, when receiving data 10 

of the target two-dimensional code, the authentication server decrypts the data of the 

target two-dimensional code based on the one-time encryption password, and then 

verifies the signature data based on a public key. 

[0046] To generate the target two-dimensional code, data conversion can be 

performed based on predetermined two-dimensional code information in the 15 

electronic device. The two-dimensional code information can include 

two-dimensional code version information, two-dimensional code structure 

information, etc. In some embodiments, the two-dimensional code generation data and 

the signature data can be encoded to obtain a data codeword sequence, then steps such 

as error correction coding, blocked processing, and matrix construction are performed 20 

to obtain a final complete target sequence, and the complete target sequence is added 

to a corresponding two-dimensional code matrix area to obtain a target 

two-dimensional code image. 

[0047] According to a second aspect, some embodiments of the present 

specification provide a data processing method. The data processing method can be 25 

applied to a server. As shown in FIG. 3, the data processing method includes the 

following steps. 

[0048] Step S31: Receive two-dimensional code scanning data obtained by 

scanning a target two-dimensional code through a target electronic device, where the 

target two-dimensional code is a two-dimensional code generated by using the 30 

two-dimensional code generation method provided in the first aspect of the 

embodiments of the present specification, and the two-dimensional code scanning 

data includes signature data and two-dimensional code generation data for generating 

the target two-dimensional code. 
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[0049] In some embodiments of the present specification, the target electronic 

device can be a device that can scan a two-dimensional code, for example, a mobile 

phone or a tablet computer. The target two-dimensional code is a two-dimensional 

code generated by using the two-dimensional code generation method provided in the 

first aspect of the embodiments of the present specification. After scanning the target 5 

two-dimensional code, the target electronic device can convert the target 

two-dimensional code from image information into a codeword sequence, and process 

the codeword sequence to obtain the signature data and the two-dimensional code 

generation data corresponding to the target two-dimensional code. The 

two-dimensional code scanning data can be the codeword sequence or the 10 

two-dimensional code generation data and the signature data obtained after processing, 

or can be other forms of data. Implementations are not limited here. The target 

electronic device sends the obtained two-dimensional code scanning data to the server. 

In some embodiments, the target electronic device sends the two-dimensional code 

scanning data to a certification authority (CA) server. 15 

[0050] Step S32: Verify the signature data based on a signature method of the 

signature data to obtain a verification result. 

[0051] The signature data can be generated by using different signature algorithms 

such as a public key infrastructure (PKI) algorithm or an HMAC-based one-time 

password (HOTP) algorithm. Different signature methods correspond to different 20 

verification methods. In some embodiments, when the signature method is a public 

key infrastructure-based signature method, the verifying the signature data based on a 

signature method of the signature data to obtain a verification result includes: 

verifying the signature data based on a public key corresponding to the signature data 

to obtain the verification result. In other embodiments, when the signature method is 25 

an encryption-based one-time signature method, the verifying the signature data based 

on a signature method of the signature data to obtain a verification result includes: 

obtaining a target one-time encryption password based on a shared key corresponding 

to the signature data; and verifying the signature data based on the target one-time 

encryption password to obtain the verification result. The two verification methods 30 

are described in the two-dimensional code generation method provided in the first 

aspect of the embodiments of the present specification, and are not described here. 

[0052] In addition, when the two-dimensional code scanning data indicates that 

the data includes both one-time encryption information and signature information, the 
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two-dimensional code scanning data is decrypted based on the target one-time 

encryption password, and the decrypted data is verified by using a corresponding 

verification method. 

[0053] Optionally, after the two-dimensional code scanning data obtained by 

scanning the target two-dimensional code through the target electronic device, the 5 

method further includes: obtaining target timestamp data for receiving the 

two-dimensional code scanning data; obtaining initial timestamp data in the 

two-dimensional code generation data; and determining whether the two-dimensional 

code is valid based on a target time difference between the target timestamp data and 

the initial timestamp data and a predetermined time difference, where it is determined 10 

that the target two-dimensional code is valid when the target time difference is less 

than or equal to the predetermined time difference, or it is determined that the target 

two-dimensional code is invalid when the target time difference is greater than the 

predetermined time difference. 

[0054] To ensure data security, valid duration is set for the two-dimensional code 15 

in some embodiments of the present specification. That is, the two-dimensional code 

is valid within the valid duration, and the two-dimensional code is invalid when the 

valid duration is reached. In some embodiments of the present specification, the 

two-dimensional code generation data includes the initial timestamp data for 

generating the two-dimensional code. Based on the target timestamp data for 20 

receiving the two-dimensional code scanning data by the server, the target time 

difference between the target timestamp data and the initial timestamp data can 

represent duration of the target two-dimensional code. The predetermined time 

difference is used to represent the valid duration of the two-dimensional code, and can 

be set based on actual needs, for example, 30s or 1 min. When the target time 25 

difference is greater than the predetermined time difference, it indicates that the target 

two-dimensional code has expired and the target two-dimensional code is invalid. 

Otherwise, it indicates that the target two-dimensional code is valid. 

[0055] Optionally, when the target two-dimensional code is a collection code, 

after the verification result is obtained, the method further includes: obtaining account 30 

data in the two-dimensional code generation data when the verification result 

indicates a verification success; and updating an amount in the account data based on 

a collection amount corresponding to the collection code. 

[0056] To better understand the method provided in the embodiments of the 



 

13 

present specification, an example in which the two-dimensional code is a collection 

code is used below to describe the process of generating and scanning the target 

two-dimensional code. In the present embodiment, the electronic device is a payment 

tool, the two-dimensional code is a collection code, the account data in the 

two-dimensional code generation data is collection account data of a user who uses 5 

the payment tool, and an SE in the electronic device stores a PKI algorithm. The 

target electronic device is a mobile phone for code scanning. The server includes a 

certification authority (CA) server and a transaction platform. The transaction 

platform is used to manage the account data of the user. 

[0057] When receiving a two-dimensional code generation request, the payment 10 

tool obtains the collection account data and timestamp data of the payment tool. The 

SE adds a digital signature to the collection account data and the timestamp data by 

using the PKI algorithm and a private key to generate signature data. The collection 

account data, the timestamp data, and the signature data are processed, and are 

converted into a target two-dimensional code, and the target two-dimensional code is 15 

displayed on the payment tool. 

[0058] When scanning the target two-dimensional code on the payment tool, the 

mobile phone obtains two-dimensional code scanning data (including the collection 

account data, the timestamp data, and the signature data). In addition, the mobile 

phone can jump to a payment page, the user of the mobile phone adds a payment 20 

amount on the payment page, and after addition, the mobile phone sends the 

two-dimensional code scanning data and the payment amount to the CA server. 

[0059] The CA server determines whether the target two-dimensional code is 

valid based on the timestamp data, and verifies the signature data based on a public 

key corresponding to the payment tool when the target two-dimensional code is valid. 25 

When the verification succeeds, the collection account data and the payment amount 

can be sent to the transaction platform, and the transaction platform updates a total 

amount in a collection account based on the payment amount. 

[0060] According to a third aspect, some embodiments of the present specification 

provide a two-dimensional code generation apparatus. As shown in FIG. 4, a secure 30 

element is disposed in the two-dimensional code generation apparatus, and the 

two-dimensional code generation apparatus includes: a two-dimensional code 

generation data acquisition module 41, configured to obtain two-dimensional code 

generation data when a two-dimensional code generation request is received, where 
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the two-dimensional code generation data includes account data of a user 

corresponding to the electronic device and timestamp data of the electronic device; a 

signature data acquisition module 42, configured to obtain signature data based on a 

predetermined signature algorithm stored in the secure element; and a 

two-dimensional code generation module 43, configured to generate a target 5 

two-dimensional code based on the two-dimensional code generation data and the 

signature data. 

[0061] In some optional embodiments, the apparatus further includes: a first 

acquisition module, configured to obtain to-be-signed data; and the signature data 

acquisition module includes: a second acquisition module, configured to obtain the 10 

signature data by adding a digital signature to the to-be-signed data based on the 

predetermined signature algorithm. 

[0062] In some optional embodiments, when the predetermined signature 

algorithm is a public key infrastructure-based signature algorithm, the first acquisition 

module includes: a private key acquisition module, configured to obtain a private key 15 

generated by the secure element; and a first processing module, configured to obtain 

the signature data by adding the digital signature to the to-be-signed data based on the 

private key. 

[0063] In some optional embodiments, when the predetermined signature 

algorithm is an encryption-based one-time signature algorithm, the signature data 20 

acquisition module 42 includes: a second processing module, configured to obtain a 

one-time encryption password based on a shared key stored in the secure element, 

where the one-time encryption password is the signature data. 

[0064] In some optional embodiments, the apparatus further includes: a third 

processing module, configured to generate a one-time encryption password based on a 25 

shared key stored in the secure element; and the two-dimensional code generation 

module includes: a fourth processing module, configured to generate the target 

two-dimensional code based on the two-dimensional code generation data, the 

signature data, and the one-time encryption password. 

[0065] For the previous apparatus, specific functions of the modules are described 30 

in detail in the embodiment of the two-dimensional code generation method provided 

in the embodiments of the present specification, and are not described in detail here. 

[0066] According to a fourth aspect, some embodiments of the present 

specification provide a data processing apparatus. As shown in FIG. 5, the data 
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processing apparatus includes: a receiving module 51, configured to receive 

two-dimensional code scanning data obtained by scanning a target two-dimensional 

code through a target electronic device, where the target two-dimensional code is a 

two-dimensional code generated by using the two-dimensional code generation 

method provided in the first aspect of the embodiments of the present specification, 5 

and the two-dimensional code scanning data includes signature data and 

two-dimensional code generation data for generating the target two-dimensional code; 

and a processing module 52, configured to verify the signature data based on a 

signature method of the signature data to obtain a verification result. 

[0067] Optionally, when the signature method is a public key infrastructure-based 10 

signature method, the processing module 52 includes: a first processing module, 

configured to verify the signature data based on a public key corresponding to the 

signature data to obtain the verification result. 

[0068] Optionally, when the signature method is an encryption-based one-time 

signature method, the processing module 52 includes: a first acquisition module, 15 

configured to obtain a target one-time encryption password based on a shared key 

corresponding to the signature data; and a second processing module, configured to 

verify the signature data based on the target one-time encryption password to obtain 

the verification result. 

[0069] Optionally, the data processing apparatus further includes: a second 20 

acquisition module, configured to obtain target timestamp data for receiving the 

two-dimensional code scanning data; a third acquisition module, configured to obtain 

initial timestamp data in the two-dimensional code generation data; and a third 

processing module, configured to determine whether the two-dimensional code is 

valid based on a target time difference between the target timestamp data and the 25 

initial timestamp data and a predetermined time difference, where it is determined that 

the target two-dimensional code is valid when the target time difference is less than or 

equal to the predetermined time difference, or it is determined that the target 

two-dimensional code is invalid when the target time difference is greater than the 

predetermined time difference. 30 

[0070] Optionally, the apparatus further includes: a fourth acquisition module, 

configured to obtain account data in the two-dimensional code generation data when 

the verification result indicates a verification success; and a fourth processing module, 

configured to update an amount in the account data based on a collection amount 
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corresponding to a collection code. 

[0071] For the previous apparatus, specific functions of the modules are described 

in detail in the embodiment of the data processing method provided in the 

embodiments of the present specification, and are not described in detail here. 

[0072] According to a fifth aspect, based on the same inventive concept as the 5 

two-dimensional code generation method in the previous embodiment, the present 

specification further provides a two-dimensional code generation apparatus. The 

two-dimensional code generation apparatus includes a memory, a processor, and a 

computer program that is stored in the memory and can run on the processor. When 

the processor executes the program, any method step of the two-dimensional code 10 

generation method is implemented. 

[0073] According to a sixth aspect, based on the same inventive concept as the 

data processing method in the previous embodiment, the present specification further 

provides a server. As shown in FIG. 6, the server includes a memory 604, a processor 

602, and a computer program that is stored in the memory 604 and can run on the 15 

processor 602. When the processor 602 executes the program, any method step of the 

data processing method is implemented. 

[0074] In FIG. 6, there is a bus architecture (represented by a bus 600). The bus 

600 can include any number of interconnected buses and bridges. The bus 600 links 

together various circuits including one or more processors represented by the 20 

processor 602 and one or more memories represented by the memory 604. The bus 

600 can also link other circuits such as a peripheral device, a voltage regulator, and a 

power management circuit. These other circuits are well-known in the art and 

therefore are not further described here. A bus interface 606 provides an interface 

between the bus 600 and each of a receiver 601 and a transmitter 603. The receiver 25 

601 and the transmitter 603 can be the same element, namely, a transceiver, providing 

units for communicating with various other devices on a transmission medium. The 

processor 602 is responsible for managing the bus 600 and normal processing, and the 

memory 604 can be configured to store data used by the processor 602 to perform an 

operation. 30 

[0075] According to a seventh aspect, based on the inventive concept of the 

two-dimensional code generation method and the data processing method in the 

previous embodiments, the present specification further provides a computer-readable 

storage medium. The computer-readable storage medium stores a computer program. 
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When the program is executed by a processor, the steps of either the two-dimensional 

code generation method or the data processing method are implemented. 

[0076] The present specification is described with reference to the flowcharts 

and/or block diagrams of the method, the device (system), and the computer program 

product based on the embodiments of the present specification. It should be 5 

understood that computer program instructions can be used to implement each process 

and/or each block in the flowcharts and/or the block diagrams and a combination of 

processes and/or blocks in the flowcharts and/or the block diagrams. These computer 

program instructions can be provided for a general-purpose computer, a dedicated 

computer, an embedded processor, or a processor of another programmable data 10 

processing device to generate a machine, so that the instructions executed by the 

computer or the processor of the another programmable data processing device 

generate a device for implementing a specific function in one or more processes in the 

flowcharts and/or in one or more blocks in the block diagrams. 

[0077] These computer program instructions can be stored in a computer-readable 15 

memory that can instruct a computer or another programmable data processing device 

to work in a specific way, so that the instructions stored in the computer-readable 

memory generate an artifact that includes an instruction device. The instruction device 

implements a specific function in one or more processes in the flowcharts and/or in 

one or more blocks in the block diagrams. 20 

[0078] These computer program instructions can be loaded onto a computer or 

another programmable data processing device, so that a series of operations and steps 

are performed on the computer or the another programmable device, thereby 

generating computer-implemented processing. Therefore, the instructions executed on 

the computer or the another programmable device provide steps for implementing a 25 

specific function in one or more processes in the flowcharts and/or in one or more 

blocks in the block diagrams. 

[0079] Although the preferred embodiments of the present specification are 

described, a person skilled in the art can make additional changes and modifications 

to these embodiments once the person understands the basic creative concept. 30 

Therefore, the appended claims are intended to be construed as including the preferred 

embodiments and all the changes and modifications falling within the scope of the 

present specification. 

[0080] Clearly, a person skilled in the art can make various modifications and 
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variations to the present specification without departing from the spirit and scope of 

the present specification. Therefore, if these modifications and variations of the 

present specification fall within the scope of the claims of the present specification 

and its equivalent techniques, the present specification is also intended to include 

these modifications and variations. 5 

  



 

 

19 

CLAIMS 

 

1.  A two-dimensional code generation method, applied to an electronic device, 

wherein a secure element is disposed in the electronic device, and the method 

comprises: 5 

  obtaining (S21), using the secure element, two-dimensional code generation 

data stored in the secure element when a two-dimensional code generation 

request is received, wherein the two-dimensional code generation data 

comprises account data of a user corresponding to the electronic device and 

timestamp data of the electronic device; 10 

generating digest data corresponding to the two-dimensional code generation 

data based on the two-dimensional code generation data, wherein the digest 

data is to-be-signed data; 

  obtaining signature data (S22) by adding a digital signature to the to-be-signed 

data based on a predetermined signature algorithm stored in the secure element; 15 

and 

  generating a target two-dimensional code (S23) based on the two-dimensional 

code generation data and the signature data. 

 

2.  The two-dimensional code generation method according to claim 1, wherein 20 

when the predetermined signature algorithm is a public key 

infrastructure-based signature algorithm, the obtaining the signature data (S22) 

by adding a digital signature to the to-be-signed data based on the 

predetermined signature algorithm comprises: 

  obtaining a private key generated by the secure element; and 25 

  obtaining the signature data by adding the digital signature to the to-be-signed 

data based on the private key. 

 

3.  The two-dimensional code generation method according to claim 2, wherein 

after the obtaining the signature data by adding the digital signature to the 30 

to-be-signed data based on the private key, the method further comprises: 

generating a one-time encryption password based on a shared key stored in the 

secure element; and 
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  the generating a target two-dimensional code (S23) based on the 

two-dimensional code generation data and the signature data comprises: 

generating the target two-dimensional code based on the two-dimensional code 

generation data, the signature data, and the one-time encryption password. 

 5 

4.  A data processing method, wherein the data processing method comprises: 

  receiving two-dimensional code scanning data (S31) obtained by scanning a 

target two-dimensional code through a target electronic device, wherein the 

target two-dimensional code is a two-dimensional code generated by using the 

method according to any one of claims 1 to 3, and the two-dimensional code 10 

scanning data comprises signature data and two-dimensional code generation 

data for generating the target two-dimensional code;  

sending the two-dimensional code scanning data by the target electronic 

device to a server; 

verifying, by the server, the two-dimensional code scanning data to determine 15 

whether the two-dimensional code is tampered with, wherein when a digest 

data corresponding to the two-dimensional code generation data is obtained by 

performing a hash operation on the two-dimensional code generation data and 

then a digital signature is added to the digest data, the verifying, by the server, 

the two-dimensional code scanning data to determine whether the 20 

two-dimensional code is tampered with comprises: 

obtaining, by the server, first digest data by performing the hash operation on 

the two-dimensional code generation data; and 

identifying, by the server, a public key corresponding to a private key by using 

an identifier of the secure element; and 25 

  verifying the signature data (S32) based on a signature method of the signature 

data to obtain a verification result, wherein when the signature method is a 

public key infrastructure-based signature method, the verifying the signature 

data (S32) based on a signature method of the signature data to obtain a 

verification result comprises: 30 

  verifying the signature data based on the previously identified public key 

corresponding to the signature data to obtain second digest data; and 

 indicating that the target two-dimensional code is not tampered with when the 
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first digest data is the same as the second digest data. 

 

5.  The data processing method according to claim 4, wherein when the signature 

method is an encryption-based one-time signature method, the verifying the 

signature data (S32) based on a signature method of the signature data to 5 

obtain a verification result comprises: 

  obtaining a target one-time encryption password based on a shared key 

corresponding to the signature data; and 

  verifying the signature data based on the target one-time encryption password 

to obtain the verification result. 10 

 

6.  The data processing method according to claim 4, wherein after the receiving 

two-dimensional code scanning data (S31) obtained by scanning a target 

two-dimensional code through a target electronic device, the method further 

comprises: 15 

  obtaining target timestamp data for receiving the two-dimensional code 

scanning data; 

  obtaining initial timestamp data in the two-dimensional code generation data; 

and 

  determining whether the two-dimensional code is valid based on a target time 20 

difference between the target timestamp data and the initial timestamp data 

and a predetermined time difference, wherein it is determined that the target 

two-dimensional code is valid when the target time difference is less than or 

equal to the predetermined time difference, or it is determined that the target 

two-dimensional code is invalid when the target time difference is greater than 25 

the predetermined time difference. 

 

7.  The data processing method according to claim 6, wherein when the target 

two-dimensional code is a collection code, after the obtaining a verification 

result, the method further comprises: 30 

  obtaining account data in the two-dimensional code generation data when the 

verification result indicates a verification success; and 

  updating an amount in the account data based on a collection amount 
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corresponding to the collection code. 

 

8.  A two-dimensional code generation apparatus, comprising a memory, a 

processor, and a computer program that is stored in the memory and can run 

on the processor, wherein when the processor executes the program, the steps 5 

of the method according to any one of claims 1 to 3 are implemented. 

 

9.  A system, comprising a server configured to perform a method according to 

any one of claims 4 to 7, and a two-dimensional code generation apparatus 

according to claim 8. 10 

 

10.  A computer-readable storage medium, wherein the computer-readable storage 

medium stores a computer program, and when the program is executed by a 

processor, the steps of the method according to any one of claims 1 to 7 are 

implemented. 15 
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