WO 03/ 055176 PCT/ US02/ 40514 ACCESS CONTROL MANAGEMENT TECHNI CAL FI ELD Thi s
invention relates to access control. 5 BACKGROUND The Internet, which
al | ows uswpswssiaccess the resources of interconnected coPpltUSNT40584 SO
offers the possibility of access to smaller, private networks

(intranets). Intranets tyg&gﬁg ycdrﬁ‘ﬁo‘ﬂ.dﬁz;ﬁ)(éﬁ;% that 10 restrict access to
t he networked resources o f aut hori zed users.

Net wor ked resources refers to the hardware, software, and data included.in
a network and accessible to authorized users frominside or outside the
networ k. 15 DESCRI PTI ON OF THEZRAWNMNESr1ELS 1 is a block diagram FIG 2

shows data and command flows in the block diagramof FIG 1. 20 DESCRI PTI ON
Referring to ?%g% ﬂnvé%ﬁ?%ﬁpgéf£t@§ﬁﬁp%%cégsi98$H9§§.a public network 20,
, t

in this case e Internet 2 connecte 0 a private network 30. External
conputer USERa- USERn 25 ("users" hpPR¥rGGEESS the resources of the Internet
22 1

The Internet, which allows users to access the
resources of interconnected computers, also offers the
possibility of access to smaller, private networks
(intranets). Intranets typically include systems that

10 restrict access to the networked resources of the intranet
to only authorized users. Networked resources refers to
the hardware, software, and data included in a network and
accessible to authorized users from inside or outside the
network.

15

DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram.
FPIG. 2 shows data and command flows in the block
diagram of FIG.L.
20
DESCRIPTION
Referring to FIG. 1, a computer network 10 includes a
public network 20, in this case the Internet 22, connected
to a private network 30. External computer USERa-USERn

25 {(“users’”) may access the resources of the Internet 22
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WO 03/ 055176 PCT/ USO02/ 40514 conputers 36a-36n that provide application
prograns and data to authorized users. Conputer systens 32, 34, 36a-36n, 38
and 40, iwoDaspsave data packets based on one or nore functeicarnaso2keyers of
an 5 OQpen Systens Interconnect (OSI) nodel. For exanple, router 34
interprets cket Si he ne rk | r of. OSI, a t herefqre, uses a
net wor k %@&ﬁ%fiéo%%%oﬁ%% psIan\r,\\}\?LgF §§¥§%Ca%lecf%§ i ggrv\nﬁi%%d pJaac lets are to
be bl ocked or transmtted to a server 36a-36n. 10 Policy server 38
naintaingot?%}%ﬁﬁﬁiﬁg Control policy by storing application layer ACLs for
onput er s 36 8VSHERT (1% Lo eath SePver G sple TrE TN
applicatiion on .each, servyer, lication_|layer A do_not i ncl ude the 15
dynani caft§? & T dcHte §2pF v%l?e&? fadPESsTHY ?ﬁﬂ?%iéé?\%rﬁﬁf however, a
network Jayer_ ACL may use the priyv | P, address as rt of .a network
ayers ACBUR S Titonab e ot T BT phodal e g is STBLAL St Yitm DHOP
server 40 (i.e., a private |IP address is _assjigned to_a pew 20 access
request)?4pr7%9?§%$VBPCE%t?eﬁ??ﬁ%gletﬁgtgﬁiﬁ WeéthaBEficﬁ% on |ayer ACL
for the access request and generates a__correspondi ng network | ayer ACL.
Pol i cy sERSEFERE 1 SRS §eﬂﬁ€W?ﬂ%]§%ﬁéré§Edfﬁ§? %Cwa§gfv%€l$§dx%ach

network device, such_as router 34, and also to each application 25 server

36a- 36n EREPTELIHOPESINBRGE? kS |3hfer- CpREKRIOF Y & fgansmitted to

a server 36a-36n.

t
t
P

10 Policy server 38 maintains the access control policy by
storing application layer ACLs for server computers 36a-36n.
fhe application layer ACLs used by server computers 36a-36n
are specific to each server or specific to an application on
each server. Application layer ACLs do not include the

15 dynamically allocated private IP address from DHCP server
46, however, a network layer ACL may use the private IP
address as part of a network layer ACL entry.

Whenever a private IP address is allocated from DHCP
server 40 (i.e., a private IP address is assigned to a new

20 access request), policy server 38 retrieves the appropriate
application layer ACL for the access request and generates a
corresponding network layer ACL. Policy server 38 then
sends the generated network layer ACL to each network
device, such as router 34, and also to each application

25 server 36a-36n that supports network layer packet filtering.
3



3 WD 03/055176 PCT/ US02/ 40514 through conputers 24a-24n. Users may al so
attenpt to access resources of private network 30 by sendi ng access
request s woloesgihe | nternet 22 to private network 30. Privaca/usetwsik 30
determ nes whether to allow or block each user access 5 request. Private

network 20 includes an_acgess, control _policy . server ages an
access potfeyF &Onﬁﬁ%ﬁﬁf’egﬁ%%'k bfﬁFBfﬂ%yvaalrsioo&\sé%grgﬁguﬁgfgsc and devi ces
included in private network chﬂ uz{e ﬂcgess cont ral Ieisgt%%@e s) to

det er m nESSHFIRF ConPrIVaES s YE Che Y edBITEES S5FEFi Vate het work 20. The

ACLs used by the conputers and devices [nclu i network . 20 .are
mai nt ai neY" ‘Fﬂ)hgréﬁ(?prgle%dzgyt?)(ﬁﬁlé’)?tgefa@tvo%%ods \%irlllVa Bel ekt

c
a

expcfral ned. In
addition_to policy se t 5 includes ot her

rver. 38, private ne rk 30, 1
i nter- coﬁ?ne?ﬁ‘éecim&]&?ﬁuf”’\é‘fetg%ttecﬁﬁl\ﬂiWe.O,r 1Ez’x}[\g‘f‘)§/nea‘—:‘rﬁhc Y855t “Conti gurati on
Protocol (DHCP) server 40 that dynamcally allocates a private |IP address
for eAchf®@$®?Sof private network 30, and a firewal | conmputer 32 that
aut henti cates user requests received frompublic network 20,20 and
transl ates a pubi3te retyadress lf%luéiﬁéhaﬁsg?cﬁsesqfé’é‘t rf’é PPhe“Mynami cal | y
all ocated private I P address from DHCP server_40. F.ir%wall conput er 32
al so for RRFART atf HEWH @aPedes (e GeE§GeBP s Cal Uiy RE'tR FhﬁeW%‘ﬁgl at ed

private | P address, to a router 34 that transports data within private
network 20. The various computers and devices included in private

network 20 use access control lists (ACLs) to dgtermine and

10 control access to the resources of private network 20. The
ACLs used by the computers and devices included in network
20 are maintained and generated by policy server 38, as will
be explained.

In addition to policy server 38, private network 30

15 includes other inter-connected computer systems, i.e., a
Dynamic Host Configuration Protocol (DHCP) server 40 that
dynamically allocates a private IP address for each user of
private network 30, and a firewall computer 32 that
authenticates user requests received from public network 20

20 and translates a public IP address for each user request to
the dynamically allocated private IP address from DHCP
server 40. Firewall computer 32 also forwards authenticated
user requests, along with the translated private IP address,
to a router 34 that transports data within private network

25 30. Private network 30 also includes application server

2



25 30. Private network 30 al so includes application server 2 WD 03/055176
PCT/ US02/ 40514 Policy server 38 also sends the retrieved application |ayer
ACL to thweasessivers 36a-36n that do not support network Pcajeso2/pascket

filtering. As each ACL is received by a network device or conputer system

and t hen HAEEY 5t P RECWHETHor o "8 Tty o1 ey BeeRle TR r ecei ved
user, 2copsp LSSl ALl sbe explaiied, Bheasengte Liahy e A o
Cont rol POVEEyPR e CTErEPSed WoITEy PEbr borHE Wrdl ¢ Ravi ng 1o manage
separate access(goL|C|es gand separate ACLS%Fon eggprzigrﬁéLconputer and

net wor k PEEVPEE F57I5S At EORBERDY IYS0 SRS GF LS R 15° hori zont al

consistency of ACLs that are used in each application |ayer throughout
privafe nébdibrkieh. bﬁﬁﬁﬁ?ﬁeﬁﬁﬁ?%@ ThEORPLESE THRITYI P %ﬁﬁns%ﬁﬂir 38 uses

the private |IP address allocated at "rgntine" to nanicall¥ dgenerate
networ k FQy8FCRELES AREtREs £6 AP G4t P6RYI AFETS 207 ACLSECBOYF” of which are
then distributed to the appropriate. systens in private network 30. This
assures VéPFi%%Tes%xﬁﬁﬂq§ﬁénc9sonkkJE?IeéﬁﬂééP?ﬁ'ac@%%ﬁ??aﬁﬁ%?c%??%n | ayers

and network |ayers. _ . . '
the ACL retrieval, generation and installation is performed

before the allocated private IP address is sent to firewall
10 computer 32.

Maintaining the control policy on a centralized policy
server 38 avoids having to manage separate access policies
(and separate ACLs) on each server computer and network
device in private network 30. This also assures the

15 horizontal consistency of ACLs that are used in each
application layer throughout private network 30.
Furthermore, the access control policy server 38 uses the
private IP address allocated at “runtime” to dynamically
generate network layer ACLs that map to application layer

20 ACLs, both of which are then distributed to the appropriate
systems in private network 30. This assures vertical
consistency of ACLs logically across application layers and
network layers.

An example of a user 24b attempting to access an

25 application from server 36a and 36b is shown in FIG. 2.

4



An exanpl e of a user 24b attenpting to access an 25 application from server
36a and 36b is showmn in FIG 2. 4 WO 03/055176 PCT/ US02/ 40514 Fl ow arrows
(51-59) dwpiosisiine sequence of actions required to establ ipe/isothdm of dat a
(60) for a user 24b attenpting to access an application from server 36b.

n (his BXBIPLe.. 1960 24D Lepald auad aesess. Lor AL anpl gg&t%g L server

36b, 5 bo nre access S Satirons on server 24b sends
(51) a l ) ough Intern 2 The | 0 s forwarded
(52) thrgg ESF%?I; % £t il 1% c%%u er’ gj% Fevia ?E Ofputer 32

aut hent i %at es the cred nt| gl S_i cI udedvl n %Qg I | nressage. . and sends 10
(53) a DI—I&Pa?‘éﬁ?ISesatn &5 85f:| v Rer Vet s§§ efso PRy ser ver 38 Rt War ds (54)

t he DHCP regug; 53’gl-lICP ver 40. In espg nte to the DI—ICP equest, DHCP
server 485Fét 18 gyl oyedy 9%?% %P aélddpg r%)Ioln yo&&FTei®38. Policy
server 3% S arc S the aE Ircatl les stored in %%ss c ntroI 15

dat abdse 4hd ?I”n TSRt g Fhat® lrcgsﬁ(gﬁasotlose'lhveerr Ap i s°%all owed to

read fro p server 36b, but not all cc ot her
servers" r2n gog grlxr}er’a éggﬂlselse%“T“Feqeprtlh\lfﬁtlg}n J(r)l\ff{\f 32 q?g%ner ate a
network | ayer ACL entry re ch network I r, device, such as
rout er 3&)’gf‘ﬁarf‘e%5€?9t?or:‘rse% d‘f% % %%dﬁdggp{ﬂ“r %2Ig Yer ACL. Policy
server retrieves the found appl jcation |la gAC%'Z f or t he server

conput er £ 1364236 rCOT R Tp ok cy T SETHAT ﬁméaﬁa Rer2atlcles

the credentials included in the login message, and sends

10 (53) a DHCP request to policy server 38. Policy server 38
forwards (54) the DHCP request to DHCP server 40. 1In
response to the DHCP request, DHCP server 40 returns (55) a
private IP address to policy server 38. Policy server 38
searches the application ACLs stored in access control

15 database and finds an entry that corresponds to “user 24b is
allowed to read from application server 36b, but not allowed
to access other servers”. Policy server 38 uses the private
IP address to generate a network layer ACL entry (required
by each network layer device, such as router 34) that

20 corresponds to the found application layer ACL. Policy
server retrieves the found application layer ACL for each of
the server computers 36a-36n. Then policy server 38 sends
(56) the generated network layer ACLs to router 34, and
sends (57) (58) the retrieved application layer ACLs to

25 servers 36a and 36b, respectively. Router 34, and servers

5



(56) the generated network | ayer ACLs to router 34, and
retrieved application |layer ACLs to 25 servers 36a and 36
Rout er 34woan@sdes vers 5 WO 03/055176 PCT/ US02/ 40514 36
install, respectively, the received ACLs, for use in dete
t he user f i hst t .0f, -A

3 and Ervar SE0 IR abE poTe e a8 ey e
server c ut er and 3 t i i

capabi 11 7 Bart| feeiibidifladR0e0 b R L oL et 8By
capabl e of 1 . : 1l teri
50 send | e Do Al R Ao ArFy T thar s ryER
with the Lp, Fl ; |i

i vate TP ol PR alar mn S ek.af ity B!
fi Il 3 t ' t

\hoe L1 HATPLAGS, 2 R8T LORIP.IAIe JeBdubbedonel il agdne

(NAT) for “user anslating a pu res

sends (57)(58) the
b, respectively.
2CANBOBEIF14
rmni ng access for
ntgies in router
%é éhfndividua
[ltering
er conputer is

|i erver 38 may
: %%‘%%%tinuing
ns (59) the
At, this point
ss, transl ation
sgg%ggciated 15
| P address).

with the_user, on jubl.ic network .20 to e_al ] ocated priyate
Perforniﬁacﬁﬁﬁ é%ﬁﬁﬁgng FF%%/%#&Eﬁﬁﬁa (gg)p?%uabgeégngkgshed bet ween user

conput er ,24b_and application_ server 36b. However, en
(61) to AcceSL I SRrvér 3635 Yo %ﬁﬁﬁﬁgﬁé,th%FQéﬁiﬁoPghP§§e

20 T outer B0k S ApRL R AL ANET AGkLpoLalld 8t 38"

bl ock t he&®

send the generated network ACL entry to that server.

10 Continuing with the example shown in FIG. 2, p

sgr.24b attenpts
PPAAY i nstal | ed at
rvsrO 36a, wll

olicy

server 38 returns (59) the private IP address for user 24b

to firewall computer 32. At this point firewall computer 32

performs the required network address translation (NAT) for

user 24b (i.e., translating a public IP address asso

ciated

15  with the user on public network 20 to the allocated private

IP address). Performing NAT allows a flow of data (

60) to

be established between user computer 24b and application

server 36b. However, when user 24b attempts (61) to

access

server 36a, for example, the network layer ACL installed at

20 router 34 or the application layer ACL installed at server

36a, will block the access request.

Please note that before firewall computer 32 translates

(“tags”) the user access request with the private IP

address

(via NAT), the access control ACLs, for both application

25 layer computers and network layer devices have already been

6



Pl ease note that before firewall conputer 32 translates ("tags") the user
access request with the private I P address (via NAT), the access control
ACLs, forwbaBhsapelication 25 | ayer conmputers and networ k PICayeso2/adestd ces
have al ready been 6 WD 03/055176 PCT/US02/40514 (SIP, D P, Proto, SPort,

DPort)-> Action The.ir figld,, SB,. st ap ar, t,he.source I P address (in
this case the pri C@t &' é&gad&esso'ofs the’ usgirg)n % ﬁ%%éggri vate network 30).
The second field, DIP, stands for the destination |IP address of a server

36a-36n in the private network. The third field, Proto, stands for a

transport | ayer [0koGoLy o Suclh as IR, LEP L8l GofOL YOI glhitlus ACL i s

i ntended. The fourth fie he "sour ce port of the

user rquﬁ%tthj;@ec fsief ttﬁef gl\gai‘]eDPI%r tadd]?&ggdcf ‘Jh?er K%E%eglss‘gﬁenat ion port of

the server application. enpl ary networ %ye ntries, Entry A and
Entry,. B, t pahki cy server h bel gw,_ 15 ACL Entry A
(192, 168" o V'ﬁﬁapn%gﬁa}r%‘/éééér Rieh e ,Co‘%‘gp,ﬂ&s%o%@?rt?&ipgﬁe%%er 36b) ->
"ALLOW ; tr : 68. 3. *  * _SPort, *) -> DENY. 20 ACL Entry
A and Al eé%‘-fayqlf&c/olﬁr 3@%?3% togf r?egs\%gyﬁrlg?/aegp&%d_n Jec}ﬁ?r?re*svatl\qet are mapped

and gener at ed by licy.server. . 38 for th evi qus exanple shown in FIG
2. In no?egtw%}i'ai ﬁ%eA@él nt r%/el ‘i %rﬁgﬁéra aergésto%Lfog\?%rggc%%rstfor user

requests from source ! P AdAr 855 pLOg 163, B 10" (1 NG5 PET YALE sy

i1s intended. The fourth field, SPort, stands for the source
10 port of the user request. The fifth field, DPort, standé
for the destination port of the server application.
Exemplary network layer ACL entries, Entry A and Entry

B, generated by policy server 38 are shown below.

15 ACL Entry A: (192.168.3.10,IpAddrOfAppServer36b, TCP,

SPort, PortOnAppServer36b) -> “ALLOW”;
ACL Entry B: (192.168.3.10, *, *, SPort, *) -> DENY.

20 ACL Entry A and ACL Entry B correspond to network layer
ACL entries that are mapped and generated by policy server
38 for the previous example shown in FIG. 2. In more
detail, ACL Entry A is generated to ALLOW access for user
requests from source IP address “192.163.8.10” (the private

25 IP address allocated to user 24b by DHCP server 40). ACL
8



25 | P address allocated to user 24b by DHCP server 40). ACL 8 WD 03/055176
PCT/ US02/ 40514 sent by policy server 38, and installed by the respective
conput er swarvd/opsavewor k devi ces of network 30. Access contr @cTasoz/eosisay be
stored on a storage medium (not shown) connected to policy server 38. The
access 5 control Ci|cl cg

b .
di rect co%neckﬁ on poﬁg%%;r sggr C%?J 3%395%%/1%& %;ﬁ%{] érg}gyg?%?egﬁtr)d;/:‘ iaeda

i ndi rect]| commands tecej v Pl 38 froman authorized
manager %éné%% eartsec?ndd RE8RE 0 eVlhe sgr%vgegt‘g%%ﬁ#ers 36a- 36n. 10 The access

control poli uses "role-based" definition evel of
access is al I%%d%f congrﬁée © lceng“ B Ba s& E%C}] Ogl i ng]ag HI each

S
sed
user. For anpl e access ontro poI cy_nmay.d ncl de aI dlfferent
rol es, ’ﬁ%ﬁ sggowafi ' JUBSEFTR V\ﬁ der e¥\é Yo Polle BEuel
a
n

[
I fYed“altess to any server data, a 15
"regul ar user’ is al d.data fraoma specifi rver, a
" power uggl?tr%(?c? ¥ f“S\Xeget ¥ d?r)lng iy Pdafd 2 tqnorlze% citl hadey, i

c server and an

;
L‘l
on
"adm nistrator” who is t.a df fi d
al | owed FooFEEBootoRIaE L 08eF vero L5y BREKBNT] o sho%ml)?%z er AGL
(shown bel ow ge e. t.ed O|IC ser.ver 38 cI d le", i1.e.,
a ];]I Vﬁ ?%) %‘i“e# éFeS%% gndaeﬁecei e aaltlu \i/i ?%%ueoagsoc: a'?ed
wth t at

IE an authorized manager associated with one of the
server computers 36a-36n.

10 The access control policy uses “role-based” definitions
to determine what level of access is allowed for a user
request based on a defined role for each user. For example,
access control policy may include several different roles,
such as a “guest” who is denied access to any server data, a

15 “regular user” who is allowed to read data from a specific
server, a “power user” who is allowed to modify data on a
specific server, and an “administrator” who is allowed to
modify data on a specific server and allowed to re-boot that
server.

20 Each entry in a network layer ACL (shown below),
generated by policy server 38, includes a “5-tuple”, i.e., a
five (5) field filter along with a “deny” or “allow” action

associated with that 5-tuple.

25 NETWORK LAYER ACL ENTRY:



25 NETWORK LAYER ACL ENTRY: 7 WO 03/055176 PCT/US02/ 40514 Entry A al so
specifies a destination port of server conputer 36b, a TCP protocol
desi gnat i wo otobsa7eet work | ayer of OSI), a source port cor PeEIH0zIsg4 t 0
firewal | conputer 32 and a destination port correspondi ng to an

appl i cat on on, server ut e y. gener at ed
al ong V\AF Ifﬁ‘tso SRec#%in% Jes%qggtggﬁﬂ{ fBo\é%Eﬁlg s)és?e‘%r to al |
user 24b que t her. server |des sernver 6

char act ef ncar %%d prﬁ%ﬂéﬁgﬁ??lgr@ﬁ snat?%vm TearT kC(P:Laa %t g? J dis

|nterpreted as all val ues d 10 t ield ch e wldcard is
used. | n®AQVERt r%? cotrﬁ%r%?oér(\gng all % re %{ 0m§> i \r,vg%q %%%Pace addr ess

r
S
"192.163.8. 10" m the_sou dg{)e

he
er

o A D SE A T D B B
et P | Sl 2 T, e B MEEASBIRSS o oo o
gg \a/uelr BZH%\:\%@F Elt,r’l(f‘ri"ﬁu er g‘étis:%htg%y} bﬁcﬁ’e?%]f%ta e reg]%t%estafo Sﬁ) pol i cy
associ at &0 ‘?AH O C%‘H \?rﬁégéfﬁ atoogtaég’:%%k?ﬁn%%ﬂer' %ﬁf&?@émﬁ Veeg%lrln'?: such

as router 34 and serve
filteringfd- (@nd server 36b, 11 server 380 1g capaple of network ayer

wildcard character, and is interpreted as all values allowed

10 by the field in which the wildcard is used. In ACL Entry B,
therefore, all user requests from source address
“192.163.8.10” and from the source address of firewall
computer 32 are denied access to any server system in
private network 30.

15 When a user has finished with an established data flow
to a server computer, for example, firewall computer 32
releases the private IP address allocated to that data flow
and also de-installs the network layer ACLs. In more
detail, firewall computer 32 sends a DHCP release request to

20 policy server 38, and policy server 38 de-installs the
network ACL entries associated with the private IP address
from all “enforcement points”, such as router 34 (and server
36b, if server 36b is capable of network layer filtering) .
In an embodiment, policy server 38 includes a cache (not

25 shown) for storing each network layer ACL. Therefore, in

9



In an enbodi ment, policy server 38 includes a cache (not 25 shown) for
storing each network |l ayer ACL. Therefore, in 9 WO 03/055176

PCT/ USO2/w0534551061i s enbodi ment, policy server 38 del et es pchrasapposopri at e
net wor k ACL entries fromits cache and forwards the DHCP rel ease request

to the Cﬁ 1mégtfq5§§u§? é%%eéo3§Q§9&ﬂ%% g%ﬁg éggﬁgéerver 38 with a

rel ease ac enen policy server rel ease

acknowl edgerent 0 shireusl L sommut er g2 o The arcgss.of ggnerating AcLs

according to a centra I zed ‘access con olicy, er eaf referred to as

"process S h he dmare an 10 sof tware of
FIG 1. f%{)ase ﬁggapp |C§§|If§§“5§rgﬁé %onp |ng Sor prd%essrng

envi ronnent,  Process 100 may be nente in_har sof t or a
corrbrnatrort> the }lqyﬁadgggé fo be i Ticens P%Hf$?9?§%#gﬁter

programs.., executi,ng 00D
each 1nc dé) a proces
t

The i nVGEIII on .i-S _no

pr mrahl e nput rs or the chi nes that 15
\Sf dif’jlorw rds %Re ease ac %8.8}/\,5- %emeirﬁ%e%ﬁr ocessor
rewall co uk
i
§
t

ah St6r age medi um r €a e
d to the specific enbodi nents described above.
EYa

L m
of |c server 38 and DHCP server 40 may be
|nplenented e 2 er s em erfornt both the allocation
of private | %@1 aéﬁ?&g gsog %ertr%atdé‘ﬁeér(g}f? D rdﬁﬁg gga%cordi ng to the
e

control EEAéégilzed gscess1 ontrol policy, hereafter referred to as

For exanpte,"contT0

“process 100”7, is not limited to use with the hardware and
10 software of FIG. 1. It may find applicability in any
computing or processing environment. Process 100 may be
implemented in hardware, software, or a combination of the
two. Process 100 may be implemented in computer programs
executing on programmable computers or other machines that
15 each include a processor and a storage medium readable by
the processor
The invention is not limited to the specific
embodiments described above. For example, control policy
server 38 and DHCP server 40 may be implemented on a single
20 computer system performing both the allocation of private IP
addresses and the generation of ACL’s according to the
control policy of system 10.
Other embodiments not described herein are also within
the scope of the following claims.

25
10



O her enbodi nents not described herein are also wwthin the scope of the
followng clains. 25 10 WD 03/055176 PCT/ US02/ 40514 Wsat is clained is: 1
A et hod wormpnsareg: determ ning a private network addres®ecrarsoasasser in 5
connection with the user accessing a network resource; determning an
access control. list_entry fot_the user based on an access control policy;
transl ating aﬁ%ﬁ%l%%‘%@?&f?kggddress to the private network addregs fo¥

t he user accessing the network resource; 10 and all ow ng or bl ocking the

user access based on the access control list entry, wherein determ ning
t he access contro| list entry is. perforned before translating the public
net wor k addregs t%)mﬁ.(% §OB¥F%§%%§hetmork address. 2. The nethod of claim

L turther cogprlsing Sendiog, the, dsleimagd. accass Lobtoy,list entry
on WOr

froma first ~conputer € ne to a second conmputer on the network

20 before allow ng or .blocking the user acc . The hod of claim 2,
furthér 5€%B?FE%H8W“j§Eﬁ%FaFF%r a%c%%§5'38c§%?¥% fﬁ%?ug%%(y correspondi ng
c
e iy

o)
g a
to the access e éfﬁi éﬂéncgbcgggicgﬁgfsi 59gLUQA{¥§t§g} the user

based on an access control policy;

aSent

translating a public network address to the private
network address for the user accessing the network resource;
16 and
allowing or blocking the user access based on the
access control list entry,
wherein determining the access control list entry is
performed before translating the public network address to

15 the private network address.

2. The method of claim 1, further comprising sending
the determined access control list entry from a first
computer on the network to a second computer on the network

20 before allowing or blocking the user access.

3. The method of claim 2, further comprising:
generating an access control list entry corresponding
to the access control policy, that entry including the

25 determined private network address.

11



25 determ ned private network address. 11 WO 03/055176 PCT/US02/ 40514 4.
The nmethod of claim 3, wherein the generated access control list entry
conpri seswa mesMos k | evel access control list including &cTlesagsosene of a
destination address, a 5 protocol |ayer designation, a source port, a
destination port, the determ ned network address, and an indication of

al  oned or denied access to the network resource. 5. The nethod of claim 2,
wherein the deteryined,,1Q S‘SCSfafivf%m LRk LLst heé“yc?%e%%%' §§<§e%“ :
application | evel” "access contro ist entry stor on storage device
connect e e fir o] 6. h f clai rein
deternin?ﬁﬁE?%%mfgthgﬁ%gﬁkggﬁ%$é¥§s6%%%?V§g% %%F%béff%&gggﬁ%¥€§¥k addr ess
based on, a, dynam & Host Eg%&%ﬁ atd.on BEQEQSﬁiénD'é%fd)reS , dhe method of
claim 3, erein the “sécon coan?er conprises a network’layer device, and
20 wherein bl ocking ar .all ow access nprises bl ocking, .or allow ng
accesg af*f %c%et%é%%g F§§é§naggwééfl§9u$%% %%?%béio SE Sgﬁ%%? wherein the

second co ter, c ri ses .a server c uter_associ.ated wi.th the network 25
resource?ggg’vﬁyiéf Eﬁéeﬁcﬁ7?@ﬁ§?iﬁg?'SSmn%?%fﬁldQFéfﬁﬁ%P%g gn access
control l&ft fgrth%{ .

allowed or denied access to the network resource.

0]

5. The method of claim 2, wherein the determined
10 access control list entry comprises an application level
access control list entry stored on storage device connected

to the first computer.

6. The method of claim 3, wherein determining the
15 network address comprises allocating a network address based

on a dynamic host configuration protocol (DHCP).

7. The method of claim 3, wherein the second computer
comprises a network layer device, and
20 wherein blocking or allowing access comprises blocking

or allowing access at the network layer device.

8. The method of claim 5, wherein the second computer
comprises a server computer associated with the network

25 resource,



conprises retrieving an application | ayer access control |ist entry stored
in a database, and wherein the server conputer uses an application |ayer 5
prot ocol wels@szime an open system i nterconnection (OSI) nmedalusof4osThe

met hod of claimb5, further conprising storing the access control policy on

2 storage mediymeanneatedihon, 4, Lhe 1. s negﬁ%% i, the network, the

access contro |cy I nc f1ne each user allowed to

access a e claln13 further
conpr|5|80&s§§%£ qf%%%ﬁ%%“?h%”ﬁ% l énﬁé?moggé dﬁ%é?? 0 Féﬁ}ng conpl etion
of the aGGess, é} #}%5 Bk r§%§%g 1 The met hod of claim 10, further

conpri si ng: ng a né yer access control entry 20

foll owing co n . of c to t he network r.es urce, 12. An article
conpr|S|ng anﬁ%c%##haq%ea agV§§H§§'puteﬁl%§FSs %r%%?llc%%ﬁ%g &382ht abl e

i nst rg F§8giiéf§%atger&st rhug%l cay:scen %trﬁrgc%ndneecttlo% ij%s‘f\? 03/ 055176

PCT/ U ermne a p rva r ess a-user

connectlﬁ th t he user accessing a network resource; deternlne an access
control |s? entry for the user based on an access control policy; 5
translate a public network address to the private

9. The method of claim 5, further comprising storing
the access control policy on a storage medium connected to
10 the first computer in the network, the access control policy
including defined roles for each user allowed to access a

resource in the network.

10. The method of claim 3, further comprising:
15 releasing the private network address following

completion of the access to the network resource.

11. The method of claim 10, further comprising:
de-installing a network layer access control entry

20 following completion of the access to the network resource.

12. An article comprising a machine-readable medium
that stores machine-executable instructions, the

instructions causing a machine to:

13



networ k address for the user accessing the network resource; and allow or
bl ock the user access based on the access control list entry, 10 wherein
det er m niwg olssiaecess control list entry is perforned betcaresotmens! ati ng
the public network address to the private network address. 13. The article

of claim12, gg{éggﬁmggpﬁ%ﬁg%g?i%%égﬁgféhggggQQ§N?%9§%@Q~gnnachine to: send

the determ ned access co rom a irst conputer on the

net wor k Egnﬁeégﬁgggﬁ%gﬁQ¥%eﬁsgp.é é%s%yﬂ? rgeﬁﬁgfge%égéu%%%ng or bl ocking

t he user access he artic 0 | ai m uarther "conpri si ng

i nstructions 8§y§£¥%m§agagggggst§5n ‘ﬁ?F§%% g$%§50(§§t%%ntrol list entry
ro Y,

corresponding to e access con polic entry |H8Fﬁding t he
determ ned pyi yats, netwark addres 0142 A4 WD 03/ 055176 PCT/ USO2/ 40514 15.
The article of claiml4, wher el i the gerler at ed access control list entry

conprises a ngl gf%ikp%'%uggggs eE&gyglé Bré%gt%érgﬂéuﬂﬂﬁ%a%é | east one of a

e
destination address, a protoco ayer ‘desrgnati on, source port, a b5

desti nat L,gp, BRk taq e AGLe" p0ed. NELIOLk g 58 o AN, -cLBgL G T on of
al l oned or deni ed access fo e néet wor
and
allow or block the user access based on the access
control list entry,
10 wherein determining the access control list entry is

performed before translating the public network address to

the private network address.

13. The article of claim 12, further comprising
15 instructions causing a machine to:
send the determined access control list entry from a
first computer on the network to a second computer on the

network before allowing or blocking the user access.

20 14. The article of claim 13, further comprising
instructions causing a machine to:
generate an access control list entry corresponding to
the access control policy, that entry including the
determined private network address.

25
14



resource. 16. The article of claim 13, wherein the determined 10 access
control list entry conprises an application |evel access control Iist
entry st owed3mossisé or age devi ce connected to the first compararso2/40514 The
article of clain114 mherein determ ni ng the 15 networ k address conpri ses

al I ocati ng acgg rleC s b b se I%)nlf %%mwﬁ P}?@tg%fhe’g' fguration
er

protocol arti cle“of “¢lai'm ern & “second conput er
conpri ses a hetwor devi.ce, and 20 wherein o} g .l owi ng
access cdﬁﬁ¥i§e§°BF5%§ t§PtAY SR ﬁl%%%essgg O?%eﬁ%% Qk %ayer devi ce.
19. The arti.cl r he second uter conprises a
server céﬁﬁﬁﬁ'ﬁ géggci%éiﬁﬁ%ﬁgtﬁ% E%as Iﬁ%f&brkdrgggﬁ$cgn115 WO 03/ 055176

PCT/U802/4 514 wherein det 2ﬁ1n| an_ access control +§g further
conpri ses” B55Cev Fng” An° é%) ggtl f%yer acc8sE°Eont 1i°t entry stored

in a database, and wherei erver nput er S an a atlon | ayer 5
pr ot o oI‘%§§€@'gﬁ°8np%ﬁ%hq¥§ efﬂfg?go né%Fﬁoﬁ % E%%%e 20. The
article of claim16, further ising storing access contr ol policy
on a st ordys GRgdcEnPic? %ﬁWﬁﬂn? n%FBI? ea???%ﬁttgoﬁ%%t%ﬁ he network, the

access
resource.

16. The article of claim 13, wherein the determined
10 access control list entry comprises an application level
access control list entry stored on storage device connected

to the first computer.

17. The article of claim 14, wherein determining the
15 network address comprises allocating a network address based

on a dynamic host configuration protocol (DHCP).

18. The article of claim 14, wherein the second
computer comprises a network layer device, and
20 wherein blocking or allowing access comprises blocking

or allowing access at the network layer device.

19. The article of claim 16, wherein the second
computer comprises a server computer associated with the

25 network resource,
15



control policy including defined roles for each user allowed to access a
resource in the network. 21. The article of claim 14, further conprising:
15 rel easwog3toba7@ri vat e network address foll owi ng conpl ecrarsopfiosihe
access to the network resource. 22. The article of claim?2l1, further

conpri si ng: QﬁéiéﬁﬁfﬁééeQ iﬁiﬂgt¥@r$ﬁéé%%eEﬁ§§§§$ilf§¥“ﬂu¥th29try 20

follow ng conpletion of the acCtess to the resource.”” 23. An

apparatugoﬁ?gpgg§ifg¥rfgﬁﬁ%%sgn ﬁe%4¥%%_§5§r€§?53g§%u%%§kgognstructions;

and a first processor t execut es e i ns i ons 5 the first

menory tQy 16, 0. 3&9%%%7§nPgﬂé§§gg%4§5%%d determne a private network
address for a usef 1n connection wth 't he user accessi ng a network

esource: - delecpine an 3ceess sonlal List steyfor the user based on an

access contro Icy; 5 translate a publ'i'c networ

net wogk f t uger essi.ng the network .resource; and allow or
bIock%thgggéggéééggggp%gség 8§&?h€“§§%é§5%eﬁ%ﬁl??é%lfpsggéﬁfry, 10 wherein
determ ning_t{he access control list entry is performed before translating

t he public network address to the private network address.

20. The article of claim 16, further comprising
storing the access control policy on a storage medium
10 connected to the first computer in the network, the access
control policy including defined roles for each user allowed

to access a resource in the network.

21. The article of claim 14, further comprising:
18 releasing the private network address following

completion of the access to the network resource.

22. The article of claim 21, further comprising:
de~installing a network layer access control entry

20 following completion of the access to the network resource.

23. An apparatus comprising:
a first memory that stores executable instructions; and

a first processor that executes the instructions from

25 the first memory to:

16



24. The apparatus of claim 23, further conprising: 15 a second processor
connected to the first processor, wherein the first processor executes

i nstruct iwoe3tesi7’eend t he determ ned access control |ist eamrrysotmem the
first processor to the second processor in a network. 20 25. The appar at us

O (121 M 24, Wher ShBedie,fJ Lpei BLOSSA0AXSRULES, | 151 LiGLlgns o 0

gener ate an access COﬂtI’O t entr correspondin athe access control

licy, t t twor k add 25 17
10 05 055178 BEH Ut h0BEa 2 56 afrﬁ%%p IEd e, 4TS wherein the
determ ned access gom nggxel 'a%t?‘épééé/ S NSES s ggggrf\yoﬁornec\{lgddaccess

a

contr ol Ilst entry inc I'ng a east one of 2°dest | ress, a

protocol Jaye i gh , S Pl Ly .5 destination port, the
deternlne ne%ﬁggé fgggcegﬁdggégfal(fOl i76n of allowed or denied access

to the network regp Pl b pIE SRRALALHS 8h S0 R 2 WISEED . addr ess

determ ning the net wor k ress conprlses assignin

based o a (o] |gurat|on raot oc 28. The appar at us
of cl ai %fgwg¥8r€%%$ggojk§]§%n BT S ofﬁﬁ@gng% u%gécﬁﬁ%éfﬁﬂuFSGthe first

processor, 415 wherein the deternlned access control list entry conprises
allow or block the user access based on the access
control list entry,

10 wherein determining the access control list entry
is performed before translating the public network address
to the private network address.

24. The apparatus of claim 23, further comprising:

15 a second processor connected to the first processor,

wherein the first processor executes instructions to:
send the determined access control list entry from
the first processor to the second processor in a network.

20 25. The apparatus of claim 24, wherein the first

processor executes instructions to:

generate an access control list entry corresponding to
the access control policy, that entry including the
determined private network address.

25
17



an application |level access control list stored on the storage nmedium 29.
The apparatus of claim?24, wherein the second 20 processor conprises a
net wor k |apa@B/0sfavé ce. 30. The apparatus of claim?29, wher @Ca/ushz405et wor k
| ayer device executes instructions to block or allow access to the network

resource based on phe network J gvel,aggess AR.CORTERL dd Sl gRkty- 18
access control list entry comprises a network level access
control list entry including at least one of a destination
address, a protocol layer designation, a source port, a

5 destination port, the determined network address, and an
indication of allowed or denied access to the network

resource.

27. The apparatus of claim 25, wherein determining the
10 network address comprises assigning a network address based

on a dynamic host configuration protocol (DHCP).

28. The apparatus of claim 25, further comprising:
a storage medium connected to the first processor,
15 wherein the determined access control list entry comprises
an application level access control list stored on the

storage medium.

29. The apparatus of claim 24, wherein the second

20 processor comprises a network layer device.

30. The apparatus of claim 29, wherein the network
layer device executes instructions to block or allow access
to the network resource based on the network level access

25 control list entry.
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