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DESCRIPTION
Title of Invention
VERIFICATION DEVICE, VERIFICATION SYSTEM, AND VERIFICATION

METHOD

Technical Field
[0001] The present disclosure relates to a vatibn apparatus, a verification system,

and a verification method.

Background Art

[0002] A technique has been known that managey emd exit of a person passing

through a gate installed in a station, an airpang the like, through face authentication.
Patent Literature 1 discloses a technique enaldingoth passing of a person through a
gate. The technique of Patent Literature 1 exdracteature amount of an object in an
image taken of an area in front of entrance to dhee, and carries out verification

determination on the basis of the verification miation registered in advance

(information related to a feature amount of a persand the like) and an estimated
distance from a person approaching the gate t@#éie According to the technique of

Patent Literature 1, face authentication is caroet after determining if the estimated

distance is a distance appropriate for verification

Citation List
Patent Literature
[0003]

PTL1

Japanese Patent Application Laid-Open No. 2019-8833
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Summary of Invention

[0004] In light of a short period of time, in tloeder of several seconds, involved for a
person to pass through a gate, a quick processxpected for verification (or
authentication) by facial image of the person pags#irough the gate.

[0005] Non-limiting example of the present discios facilitates to provision of a
verification apparatus, a verification system, anderification method that enable an
increase in processing speed of verification usangacial image of a person passing
through a predetermined area such as a gate (h&#egjnrmay be abbreviated as "facial
image verification" or "facial image authenticatlpn

[0006] A verification apparatus according to oxaraple of the present disclosure is an
apparatus used in a gate provided with a reguthtr regulates a stream of people, the
apparatus including: a processor that carriesiow, path with a stream of people from a
first area to a second area located upstream ofrelgelator, second facial image
verification by using a first candidate facial ineagarrowed down by a result of first facial
image verification using a first image taken of flst area, and a second image taken of
the second area; and a communicator that outpueswdt of the second facial image
verification.

[0007] A verification system according to one exdenof the present disclosure is a
system used in a gate provided with a regulator tbgulates a stream of people, the
system including: a first camera that takes an amalga first area in a stream of people
from the first area to a second area located ugstraf the regulator; a second camera that
takes an image of the second area; a first vetificaapparatus that carries out first facial
image verification using a first image taken by finst camera; and a second verification
apparatus that carries out second facial imagdicagion using a first candidate facial

image narrowed down by a result of the first faoi@ge verification and the second image
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taken by the second camera.

[0008] A verification method according to one exdenof the present disclosure is a
method used in a gate provided with a regulatot tegulates a stream of people, the
method including: carrying out, in a path with aeam of people from a first area to a
second area located upstream of the regulatorndefemial image verification by using a
first candidate facial image narrowed down by aultesf first facial image verification
using a first image taken of the first area, asgeond image taken of the second area; and
outputting a result of the second facial imagefigaiion.

[0009] It should be noted that general or spe@afitbodiments may be implemented as a
system, an apparatus, a method, an integrateditcieclcomputer program, a storage
medium, or any selective combination thereof.

[0010] According to one example of the presentldsure, the processing speed of the
facial image verification of a person passing tigiloua predetermined area can be
increased.

[0011] Additional benefits and advantages of tiszldsed exemplary embodiments will
become apparent from the specification and drawing$ie benefits and/or advantages
may be individually obtained by the various emboeis and features of the specification
and drawings, which need not all be provided ineortb obtain one or more of such

benefits and/or advantages.

Brief Description of Drawings
[0012]

FIG. 1 illustrates a configuration example of aefauthentication system according
to the present disclosure;

FIG. 2 illustrates a hardware configuration exangl a face authentication server

and a verification apparatus;
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FIG. 3 illustrates a functional configuration exaeof the face authentication server
and the verification apparatus;

FIG. 4 illustrates an installation example of arplity of cameras in a gate;

FIG. 5 illustrates an operation summary of theefagthentication system;

FIG. 6 is a flowchart illustrating an operationaexple of the face authentication
system;

FIG. 7 is a flowchart illustrating an operationaexple in a case in which a
mid-distance narrowing down search process failetdy;

FIG. 8 is a flowchart illustrating an operationaexple in a case in which a
short-distance face authentication process fails;

FIG. 9 illustrates a manner in which a long-dismrcamera takes an image of
people;

FIG. 10 illustrates a manner in which a mid-disearcamera takes an image of
people;

FIG. 11 illustrates a manner in which a shortafise camera takes an image of a
person;

FIG. 12 illustrates a relationship between walkspged of a person passing through
the gate and the face authentication process; and

FIG. 13 illustrates a modification of the gate.

Description of Embodiments

[0013] Hereinafter, preferred embodiments of thespnt disclosure will be described in
detail with reference to the appended drawings. telXwat, in the present specification and
drawings, components having substantially the sfametions are provided with the same
reference symbols, and redundant description wilbimitted.

[0014] (Embodiment)
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FIG. 1 illustrates a configuration example of tFece authentication system
according to the present disclosure. Face auttaitn system 100 according to the
present embodiment is a system that controls,Xamgle, a gate (an entrance gate, a ticket
gate, and the like) installed in an entrance/ekd €acility such as an airport, a station, an
event venue, and the like. Face authenticatiotesyslO0 according to the present
embodiment exemplarily carries out management tfyeand exit of users of the facility
through face authentication. For example, in & daswhich a user enters the facility
through the gate, the face authentication detersniviesther the user is a person allowed to
enter the facility or not. In addition, in a casevhich a user exits the facility through the
gate, the face authentication determines whetheeusier is a person allowed to exit the
facility or not. Note that the "face authenticatiomay be envisaged as a concept
encompassed by "verification using a facial image".

[0015] Face authentication system 100 is providét gate control apparatus 20 and
face authentication server 200. Face authentitatystem 100 is further provided with a
plurality of cameras 1 for taking a facial imageR Qode (registered trademark) reader 2,
passing management photoelectronic sensor 3, agpelising door mechanism 4,
entrance guidance indicator 5, passing guidance I(EBht Emitting Diode) 6, and
guidance display 7. Face authentication systemid@0rther provided with speaker 8,
interface board 9, interface driver 10, network BGband the like.

[0016] Gate control apparatus 20 is connected dtwaork hub 30 and capable of
communicating with server 200 via network hub 3@ aetwork 300. Server 200 carries
out a process related to the face authenticati@uonsequently, server 200 may also be
referred to as face authentication server 200. e @ahtrol apparatus 20 is an apparatus
that controls, for example, a gate (an entrance, gaticket gate, and the like) installed in a
facility such as an airport, a station, an evemuee and the like. For example, gate

control apparatus 20 controls opening/closing doechanism 4 of the gate. For example,
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the gate is opened for a person allowed by thedatigentication. On the other hand, the
gate is closed for a person whose face authemicédiled.

[0017] The face authentication uses, for exampfermation of facial images of several
hundreds of thousands to several tens of millidnseople. The information is recorded
in, for example, face authentication server 200erddfter, the information used for the
face authentication may be referred to as "autbatndn information" or "verification
information”. For example, the authentication miation may be recorded in face
authentication server 200 in advance through astregion procedure of a user using the
face authentication service.

[0018] \erification apparatus 21 is communicatywebnnected to face authentication
server 200 via network 300. \Verification apparaasverifies a facial image of a person
passing through the gate against facial images mdpaulation included in the registered
authentication information to authenticate the pengassing through the gate.

[0019] The expression "verification" means deteation of whether the facial image of
the person passing through the gate matches atimg dacial images registered in advance
or not, or whether the facial image of the persasspng through the gate and any of the
facial images registered in advance are facial esagf the same person or not, through
comparison of the facial image of the person pags#inough the gate against the facial
images registered in advance.

[0020] On the other hand, "authentication” mearavipg that the person of the facial
image matching any of the facial images registaneativance is the person him/herself (in
other words, a person allowed to pass through &lte) go an external section (for example,
the gate).

[0021] However, in the present disclosure, "vedfion" and "authentication” may be
used as mutually interchangeable terms.

[0022] For example, the verification process ipracess that identifies who a face in
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image data is through comparison between a fegganmat in the facial image of each
individual registered in advance and a feature tpextracted from the facial image
detected by a face detection process. Gate coappdratus 20 controls the gate (for
example, open/close behavior of opening/closing aoechanism 4) according to a result
of the authentication. Note that verification afgpas 21 is only required to be provided
in a communicative manner with face authenticatsmmver 200, and may be either
embedded in gate control apparatus 20 or providéside gate control apparatus 20.
[0023] QR code reader 2 reads a QR code includifirmation for identifying the
person passing through the gate. For example, gthenpeople passing through the gate,
a person subjected to the entry/exit managemehbuitusing the face authentication lets
QR code reader 2 read the QR code to get authtadica

[0024] Passing management photoelectronic sensdet8cts whether a person has
entered the gate or not, and whether the persowedl to pass through the gate has passed
through the gate or not. For example, passing gemant photoelectronic sensor 3 may
be provided in a plurality of positions includingasition where the detection of whether a
person has entered the gate or not is carriedamuat,a position where the detection of
whether the person has passed through the gata & carried out. Passing management
photoelectronic sensor 3 is connected to gate @omfpparatus 20 via, for example,
interface board 9. Note that the method of detactif entry and passing of a person is
not limited to the method using the photoelectrasgasor, and may also be realized by
another method such as monitoring of behavior pérgon captured by a camera installed
on a ceiling and the like. In other words, the tpltectronic sensor is an example of the
sensor for passing management, and other sensgrsemssed.

[0025] Opening/closing door mechanism 4 is corewtd gate control apparatus 20 via,
for example, interface board 9.

[0026] Entrance guidance indicator 5 notifies \ileetpassing of gate 400 has been
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permitted or not. Entrance guidance indicator &oisnected to gate control apparatus 20
via, for example, interface driver 10.

[0027] Passing guidance LED 6 emits light of abcalorresponding to a state of gate 400
to notify whether gate 400 is in a passable stateb

[0028] Guidance display 7 displays, for exampigolimation related to permission or
prohibition of passing.

[0029] Speaker 8 produces, for example, sounccatitig permission or prohibition of
passing.

[0030] Next, hardware configurations of face aatiwtion server 200 and verification
apparatus 21 are described with reference to FIG. RG. 2 illustrates a hardware
configuration example of face authentication se@) and verification apparatus 21.
[0031] Face authentication server 200 is providétl processor 601, memory 602, and
input/output interface 603 used for transmissiorafous information. Processor 601 is
a computing apparatus such as a CPU (Central Rioged#Jnit), a GPU (Graphics
Processing Unit), and the like. Memory 602 is@asie device realized by using RAM
(Random Access Memory), ROM (Read Only Memory), #mgl like. Processor 601,
memory 602 and input/output interface 603 are coteaketo bus 604 and delivers various
information via bus 604. Processor 601 retrievgsogram, data, and the like stored in
the ROM onto the RAM and executes a process, whetble function of face
authentication server 200 is realized.

[0032] \Verification apparatus 21 is provided wiphocessor 701, memory 702, and
input/output interface 703 used for transmissiorafous information. Processor 701 is
a computing apparatus such as a CPU, a GPU, anlikéhe Memory 702 is a storage
device realized by using RAM, ROM, and the like.rodessor 701, memory 702 and
input/output interface 703 are connected to bus aitdl delivers various information via

bus 704. Processor 701 retrieves a program, aadthe like stored in the ROM onto the
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RAM and executes a process, whereby the functiasewfication apparatus 21 is realized.
[0033] Next, functions of face authentication £r200 and verification apparatus 21 are
described with reference to FIG. 3, and then acdisgy example of camera 1 is described
with reference to FIG. 4. FIG. 3 illustrates a dtional configuration example of face
authentication server 200 and verification appa&@i. FIG. 4 illustrates an installation
example of a plurality of cameras 1 in the gate.

[0034] Gate 400 is provided with, for exampleglihcameras 1 (camera 1-1, camera 1-2,
and camera 1-3).

[0035] Three cameras 1 each take an image of sopenoving toward gate 400 in a
traveling direction of arrow X in FIG. 4. In FI&, arrow X indicates the traveling
direction of a person in a path with a stream afgbe from area Al (first area) to area A3
(second area) via area A2 (third area). Notedh#ast a part of gate 400 is disposed in
area A3. In addition, two lines extending from esan 1 exemplarily show an
image-taking range of camera 1.

[0036] Camera 1-1 takes an image of the facep®raon present in area Al in a position
away from gate 400 by a predetermined distanceea &1 is provided upstream of gate
400 in traveling direction X. Area Al is, for expla, an area from a position 1.5 m away
from supporter T that supports camera 1-1 and came& of gate 400, to a position 3.0 m
away from supporter T. Camera 1-1 takes an imagfgedace of a person present in area
Al relatively away from gate 400. Hereafter, caandrl may be referred to as a
"long-distance camera”. An image taken by cametaslinput to processor 102.

[0037] Camera 1-3 is the second camera that takesnage of the face of a person
present in area A3 closer to gate 400 than area Atea A3 is, for example, an area from
supporter T to a position 50 cm away therefrom mnopposite direction to traveling
direction X of the person. Hereafter, camera 1&/ be referred to as a "short-distance

camera".
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[0038] Camera 1-2 is the third camera that takesrege of the face of a person present
in area A2 between area Al and area A3. Area Apigxample, an area from a position
1.5 m away from supporter T to a position 50 cm yadram supporter T. Hereatfter,
camera 1-2 may be referred to as a "mid-distancesca’.

[0039] Note that the image-taking range of canieisanot limited to the above-described
example. For example, at least a part of the intalgag range of each camera 1 may
overlap one another. For example, an area capthyeadamera 1-3, which is the
short-distance camera, is not limited to a rangare&d A3, and may be a range including
area A3 and the entirety or a part of area A2. addition, although FIG. 4 illustrates an
example in which the image-taking ranges of respeatameras 1 are adjacent to each
other in the traveling direction (arrow X), a gapyrbe present between the image-taking
ranges of respective cameras 1.

[0040] However, area A3, which is an area for antitation of a person about to pass
through gate 400, may be an area downstream ielingvdirection X of a position where
entry of a person into gate 400 is determined. example, in a case in which gate 400
determines whether a person has entered or notpaghing management photoelectronic
sensor 3, area A3 is downstream of a position inichvhpassing management
photoelectronic sensor 3 detects entry of a person.

[0041] In addition, the image-taking range of caang exemplarily shown in FIG. 4 is
merely a conceptual representation of a rangeeofdtal length, the angle of view, and the
like, with which each camera 1 can take an imagmrclkenough to carry out face
verification, and is not intended to exclude captaf an image matching a region outside
of the area.

[0042] Note that the installation positions of aas 1 are not limited to those in the
above-described example. For example, the longstie camera (camera 1-1) may be

provided away from gate 400, instead of being ht#ddo gate 400, and take an image of

10
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area Al. In addition, for example, the mid-diseoamera (camera 1-2) may be provided
away from gate 400, instead of being attached te 4@0, and take an image of area A2.
Furthermore, for example, the short-distance carfeamera 1-3) may be provided away
from gate 400, instead of being attached to gafle &0d take an image of area A3.

[0043] Instead of an image taken by camera 1 lath¢o gate 400, face authentication
server 200 and verification apparatus 21 may at®y for example, an image taken by a
camera for other usage such as a surveillance eaanerthe like.

[0044] For example, an imaging frame rate, the lbemof images to be taken (number of
facial images to be recorded), the maximum numbéaaes to be detected, and the like of
these cameras are configured according to thedlgate 400, the installation positions of
the cameras, and the like.

[0045] \Verification apparatus 21 is provided witbmmunicator 101 that communicates
with face authentication server 200 via network ,3@@ffer 103 that temporarily records
various information, and processor 102. Proce$8@rcarries out processes such as face
authentication, face verification, and the likeagferson who may pass through gate 400.
[0046] Face authentication server 200 is provideih communicator 202 that
communicates with verification apparatus 21 viamoek 300, face registration database
(DB) 203 that manages authentication informatiomd aprocessor 201. The
authentication information includes, for exampl#prmation of facial images of several
hundreds of thousands to several tens of millidnssers.

[0047] Next, an operation summary and detailedatpmn of face authentication server
200 and verification apparatus 21 are described.

[0048] FIG. 5 illustrates the operation summaryaaie authentication system 100. Face
authentication server 200 detects a region of aamuface (facial image) from the image
taken by the long-distance camera, and verifiesdigtected facial image against facial

images included in face registration DB 203 to eaardown verification candidates from
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the facial images included in face registration ZIB. Hereafter, a process of narrowing
down the verification candidates using the imageniaby the long-distance camera may be
referred to as "long-distance narrowing down séarchn FIG. 5, the long-distance
narrowing down search corresponds to the firstavang down search (primary narrowing
down search).

[0049] For example, face authentication server 2@culates a score indicating
similarity of two facial images between the two ighdmages, and narrows down the
verification candidates on the basis of the catedlascore. The similarity of two facial
images represents probability of the two facial gewm being facial images of the same
person. The higher score exemplarily indicateshémngprobability of the two facial
images being facial images of the same person.

[0050] For example, face authentication server 2@lulates, for each of the facial
images included in face registration DB 203, thersdetween the facial image detected
from the image taken by the long-distance camecdhthe facial image included in face
registration DB 203. And then, face authenticatsenver 200 buffers Nfacial images
(N1 being an integer of 1 or greater) in a descendintpr of the score, to verification
candidate list ML. For example, FIG. 5 illustratas example in which N= 6. Note
that the process of detecting the human facial enblgm the image taken by the
long-distance camera may be carried out by vetiboaapparatus 21.

[0051] As aresult of the long-distance narrowitogvn search, verification candidate list
ML includes, for example, facial images (candidat@al images) narrowed down from the
facial images in face registration DB 203. Forrapée, in FIG. 5, six candidate facial
images are included for respective facial imagesiofpeople taken by the long-distance
camera. And then, face authentication server fitsinits verification candidate list ML
to verification apparatus 21. \erification candaléist ML is transmitted to verification

apparatus 21. Verification candidate list ML isexample of the verification candidates
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narrowed down by using the facial images takerhbyldng-distance camera.

[0052] \Verification apparatus 21 detects a hunsniat image from the image taken by
the mid-distance camera, and verifies the detetdetl image against facial images
included in verification candidate list ML to nawalown the verification candidates from
facial images included in verification candidatst lIML. Hereafter, a process of
narrowing down the verification candidates using timage taken by the mid-distance
camera may be referred to as "mid-distance nargwiown search”. In FIG. 5, the
mid-distance narrowing down search correspond$i¢osecond narrowing down search
(secondary narrowing down search).

[0053] For example, verification apparatus 21 gl@tes, for each of the facial images
included in verification candidate list ML, the sedbetween the facial image detected
from the image taken by the mid-distance camera thwedfacial image included in
verification candidate list ML. And then, verifttan apparatus 21 buffers;Mandidate
facial images (N being an integer of 1 or greater) in a descendnugr of the score, to
verification candidate list SL. For example, FEGllustrates an example in which N 2.
Note that N may be smaller thaniN

[0054] As a result of the mid-distance narrowiriyvd search, verification apparatus 21
obtains N candidate facial images, which are the verificatandidates, from verification
candidate list ML and buffers them to verificatioandidate list SL. In the example of
FIG. 5, verification candidate list SL includesr fexample, three candidate facial images
for each of the facial images of two people takgrine mid-distance camera. Note that,
when the narrowing down search is not possibleifivation apparatus 21 may request
face authentication server 200 to carry out theowang down search.

[0055] Next, verification apparatus 21 carries tha face authentication process through
verification of the facial image corresponding b tface captured by the short-distance

camera against verification candidate list SL. Whae face authentication fails,
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verification apparatus 21 requests face autherditaerver 200 to carry out the narrowing
down search.

[0056] As described above, face authenticationesysl00 carries out narrowing down
of the verification candidates before a personrengate 400. By narrowing down the
verification candidates before a person enters g8t the face authentication process
performed upon entry of the person to gate 400aisied out in a state in which the
verification candidates have been narrowed downerelty speeding-up of the face
authentication process is enabled.

[0057] Note that, in FIG. 5, verification candidaist ML may include results of the
long-distance narrowing down search carried outafgaurality of times. For example,
results of the long-distance narrowing down seagstied out for each of the images taken
by the long-distance camera at a plurality of powittime may be included in verification
candidate list ML.

[0058] Note that, in FIG. 5, verification candidalist SL may include results of the
mid-distance narrowing down search carried outafgulurality of times. For example,
results of the long-distance narrowing down seagstied out for each of the images taken
by the mid-distance camera at a plurality of pooftime may be included in verification
candidate list SL.

[0059] Information included in verification candig list ML and verification candidate
list SL (for example, facial image) may be deledter a lapse of predetermined time after
addition of the information to the list. Alternatly, the condition for deleting the
information from the list may be detection of coetmn of passing of the person
corresponding to the information through the gat@assing management photoelectronic
sensor 3 and the like. In a case in which gaterd@0ages entry and exit to/from a closed
space (building, public transport, and the likdje tinformation may be deleted upon

detection of exit of the person corresponding ®ittiormation from the closed space.
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[0060] FIG. 6 is a flowchart illustrating an opeoa example of face authentication
system 100. \Verification apparatus 21 carriesdetéction of a face from the image taken
by the long-distance camera (Step S1). Verificeapparatus 21 transmits a request of
the long-distance narrowing down search to facdemiication server 200 (Step S2).
Upon request of the long-distance narrowing dowargde for example, verification
apparatus 21 transmits the facial image detected the image taken by the long-distance
camera to face authentication server 200. Notewidfication apparatus 21 may either
transmit data of the facial image, or extract datated to a feature point used in the search
from the data of the facial image and then tranghet extracted data. In the case of
transmitting the data of the facial image, the faedfication may be carried out by an
arbitrary verification method since face autheniaraserver 200 can process the data of
the facial image. On the other hand, in the cdsextracting and transmitting the data
related to the feature point, the volume of dathgdransmitted may be reduced.

[0061] In Step S3, processor 201 of face authatiic server 200 standing by for
reception of a search request receives the req{&isp S4), and carries out the
long-distance narrowing down search (Step S5). cdasor 201 buffers the candidate
facial images narrowed down by the long-distanaeomang down search to verification
candidate list ML (Step S7). Processor 201 tratssnmerification candidate list ML to
verification apparatus 21 (Step S8).

[0062] \erification apparatus 21 carries out dietecof a facial image from the image
taken by the mid-distance camera (Step S9). datiin apparatus 21 verifies the facial
image detected from the image taken by the mickdc®t camera against the candidate
facial images in verification candidate list ML tarry out the mid-distance narrowing
down search (Step S10). Verification apparatus@ffers the candidate facial images
narrowed down from verification candidate list Mi terification candidate list SL (Step

S11).

15



10

15

20

25

[0063] \erification apparatus 21 carries out detecof a facial image from the image
taken by the short-distance camera (Step S12).ifidation apparatus 21 verifies the
facial image detected from the image taken by thertsdistance camera against the
candidate facial images in verification candid&e$L to carry out the face authentication
process (Step S13).

[0064] Specifically, verification apparatus 21 ifies the facial image detected from the
image taken by the short-distance camera agaiestaihdidate facial images in verification
candidate list SL. As a result of the verification a case in which the facial image
detected from the image taken by the short-distaaogera matches any one of the facial
images in verification candidate list SL, verificet apparatus 21 determines that the
person captured by the short-distance cameraowed to pass through gate 400.

[0065] As a result of the verification, in a casewhich the facial image detected from
the image taken by the short-distance camera doésmatch the facial images in
verification candidate list SL, verification appars 21 determines that the person captured
by the short-distance camera is not allowed to gassigh gate 400.

[0066] For example, in a case in which one ofdbares calculated from the facial image
detected from the image taken by the short-distatameera and the facial image in
verification candidate list SL is greater than gua& to a threshold value, verification
apparatus 21 determines that the facial image inficaion candidate list SL
corresponding to the score greater than or equtledhreshold value matches the facial
image detected from the image taken by the sheté&ce camera.

[0067] Note that, in a case in which the scoreuwated from the facial image detected
from the image taken by the short-distance camedathe facial image in verification
candidate list SL is less than the threshold vaheefication apparatus 21 may determine
that the facial image detected from the image tdkethe short-distance camera does not

match the facial image in verification candidat 5L. In a case in which there is a
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plurality of facial images indicating scores greatean or equal to the threshold value,
verification apparatus 21 may determine that th@afamage detected from the image
taken by the short-distance camera does not mdtehfdcial image in verification
candidate list SL. By thus determining that theefaverification fails in the case of
impossibility of narrowing down to one person, a@cstdetermination result can be
obtained.

[0068] Alternatively, in a case in which thereasplurality of facial images indicating
scores greater than or equal to the threshold yahee facial image detected from the
image taken by the short-distance camera may ¥ndeted to match any of the facial
images in verification candidate list SL. As sublockage of the stream of people can be
prevented even in the case of face verificatioa person with whom narrowing down to
one person is difficult, such as a twin. Note tleaen in this case, the score greater than
or equal to the threshold value has been obtaiassliring a certain level of validity.
Consequently, the face verification would never saecessful for a person who is
obviously not the verification candidate (for exdepa person of a facial image not
registered in face registration DB 203).

[0069] In a case in which the face authenticaiior513 has been successful and the
person captured by the short-distance cameraowed to pass through gate 400 (Step S14,
Yes), verification apparatus 21 generates restdramation R indicating that the person is
allowed to pass. And then, gate control apparafuissues a gate open instruction on the
basis of result information R (Step S15), and the gs maintained in the open state until
the person has passed through gate 400 in Step &fter the person has passed through
gate 400, a gate close instruction is issued (Step), and the process of Steps S12 and
later is repeated.

[0070] In a case in which the person capturedhieyshort-distance camera is not allowed

to pass through gate 400 (Step S14, No), veriboatpparatus 21 generates result
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information R indicating that the person is noba#kd to pass. And then, gate control
apparatus 20 carries out the processing of StepB81ffe basis of result information R.
[0071] FIG. 6 illustrates an example in which fieation apparatus 21 can create
verification candidate list SL through the mid-diste narrowing down search; however,
verification apparatus 21 may not be able to creatéication candidate list SL due to an
inappropriate result of the mid-distance narrowttogvn search process. The case of an
inappropriate result of the mid-distance narrowihgwn search process includes, for
example, a case in which each of the scores betiteefacial image detected from the
image captured by the mid-distance camera andethyective candidate facial images in
verification candidate list ML are less than theesihold value. The case of an
inappropriate result of the mid-distance narrowidgwn search process occurs, for
example, when a facial image of a person not ireduéch the image taken by the
long-distance camera is included in the image tdiketine mid-distance camera.

[0072] FIG. 7 is a flowchart illustrating an opoa example in a case in which the result
of the mid-distance narrowing down search processinappropriate. Hereafter,
description is omitted for the processes identicathe processes of each of the step
numbers shown in FIG. 6, and different processeslascribed.

[0073] In a case in which the result of the midtaince narrowing down search process is
inappropriate (Step S100, No), verification appsaRl transmits a request of the
mid-distance narrowing down search to face autbatiin server 200 (Step S101). Here,
verification apparatus 21 may transmit the faamahge detected from the image taken by
the mid-distance camera to face authenticationes&®0.

[0074] Upon reception of the request of the mistatice narrowing down search (Step
S102), face authentication server 200 carries loaiimid-distance narrowing down search
process (Step S103), and transmits the resulteofrtia-distance narrowing down search

process to verification apparatus 21 (Step S10#).the mid-distance narrowing down
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search process in Step S103, face authenticatiorers@00 verifies the facial image
detected from the image taken by the mid-distarameerta against the candidate facial
images included in face registration DB 203.

[0075] Upon reception of the result of the midtaice narrowing down search process
(Step S105), verification apparatus 21 buffers rémult to verification candidate list SL
(Step S106).

[0076] In a case in which the mid-distance narrgvdown search process has been
successful (Step S100, Yes), the process of Stéf iSkarried out.

[0077] According to the flow chart of FIG. 7, evam the case in which verification
apparatus 21 is not able to create verificationdwhate list SL due to the inappropriate
result of the mid-distance narrowing down searatess (for example, in the case of No
in S100 in FIG. 7), the face authentication procgssse FIG. 6) can be carried out by
requesting face authentication server 200 to reckea

[0078] Note that verification apparatus 21 mayoalsquest face authentication server
200 to re-search, in the case in which the faclkesication process has failed and passing
is not allowed in the passing determination of $14IG. 6. For example, verification
apparatus 21 may request face authentication s@f@irto re-search in a case in which
each of the scores between the facial image detdoben the image captured by the
short-distance camera and the respective candideitd images in verification candidate
list SL are less than the threshold value. Fonmte, verification apparatus 21 may
request face authentication server 200 to re-searaltase in which a person not included
in the image taken by the mid-distance camera dtudled in the image taken by the
short-distance camera. Note that, when verificatiapparatus 21 requests face
authentication server 200 to re-search, the vatifio in verification apparatus 21 may be
delayed by a time period required for communicatfon obtaining the verification

candidate list again from face authentication se2@0. However, in view of low
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probability of occurrence of the request of re-sbathe processing speed of verification
apparatus 21 is increased compared to the casat @arrying out narrowing down at all,
even if such a process is involved.

[0079] FIG. 8 is a flowchart illustrating an optoa example in the case of a failure in
the face authentication process. Hereafter, dasmmi is omitted for the processes
identical to the processes of the step numbers shoWwIG. 6, and different processes are
described.

[0080] In a case in which the person capturedhyshort-distance camera is not allowed
to pass through gate 400 (Step S14, No), veribocasipparatus 21 transmits a request of
the short-distance search to face authenticatiomese200 (Step S201). Verification
apparatus 21 may transmit the facial image deteftech the image taken by the
short-distance camera to face authentication s@Q@r

[0081] Face authentication server 200 receivesrélgeest of the short-distance search
(Step S202) and carries out the short-distanceclsgapocess (Step S203). For example,
face authentication server 200 verifies the fagrege detected from the image taken by
the mid-distance camera against the candidatel fac&ges included in face registration
DB 203. Face authentication server 200 identifiesgexample, one person matching the
highest-score candidate facial image through thdicetion, and transmits a processing
result including information of the single idergifi person to verification apparatus 21
(Step S204). In the short-distance face narrowlmgn search process in Step S203, face
authentication server 200 verifies the facial imag¢ected from the image taken by the
short-distance camera against the facial imagdésdad in face registration DB 203.

[0082] Upon reception of a result of the shortatiee face narrowing down search
process (Step S205), verification apparatus 2igsrihe facial image detected from the
image taken by the short-distance camera agairestréisult to carry out the face

authentication process similar to the process ep 813 and determines eligibility for
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passing (Step S206) as in Step S14.

[0083] As a result, in the case in which the persaptured by the short-distance camera
is allowed to pass through gate 400 (Step S206), Yesification apparatus 21 generates
result information R indicating that the personaltowed to pass. Consequently, the
processes of Steps S15 and later are carried out.

[0084] As a result of the verification, in a casewhich the person captured by the
short-distance camera is not allowed to pass thrgage 400 (Step S206, No), verification
apparatus 21 generates result information R indigahat the person is not allowed to
pass. The gate doors thus do not open (Step S17).

[0085] Note that FIG. 8 illustrates an exampleninich, in a case in which the person
captured by the short-distance camera is not allotwepass through gate 400 (Step S14,
No), verification apparatus 21 transmits the retwéshe short-distance search to face
authentication server 200; however, the presertlasigre is not limited thereto. For
example, instead of transmitting the request of #mort-distance search to face
authentication server 200, verification apparatisnfay verify the facial image detected
from the image taken by the short-distance camgainat the candidate facial images in
verification candidate list ML. Since verificatiooandidate list ML is buffered to
verification apparatus 21, verification to an extehthe candidate facial images included
in verification candidate list ML may be carriedtamnithout communicating with face
authentication server 200. Therefore, if the veatfon to an extent of the candidate
facial images included in verification candidatst IML is successful, the verification
process can be sped up by omitting communicatioHowever, since verification
candidate list ML is a relatively large list, depemy on the communication rate of
verification apparatus 21 and network 300, the @sescmay be completed earlier by
transmitting the request of the short-distance ctedn face authentication server 200.

Consequently, if the size of verification candidige ML is variable, it may be possible to
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switch between transmission of the request of timtglistance search and verification
with the candidate facial images included in veation candidate list ML according to the
size.

[0086] In FIG. 8, information sent back by facdheuntication server 200 in response to
the request of the short-distance search is atre$uhe short-distance face narrowing
down search process, and verification apparatusa@ies out the verification process with
the result (Steps S205, S206). However, if thecgssing performance of face
authentication server 20 is high enough, face aitegion server 200 may make a
decision on success or failure of the face vettibcaand transmit the decision as is. In
this case, verification apparatus 21 determinggbdlity for passing on the basis of the
received result of success or failure of the faeeification, and carries out a gate
open/close process.

[0087] FIG. 9 illustrates a manner in which thededistance camera takes an image of
people. The long-distance camera (camera 1-13palde of taking an image of the face
of a person present in area Al in a position awaynfgate 400 by a predetermined
distance. Consequently, the registered verificatiformation with a large population
can be roughly narrowed down to a plurality of deogho may pass through gate 400, by
using the facial images of a plurality of peopleonhay pass through gate 400. By thus
carrying out the narrowing down in advance by usihg facial images taken by the
long-distance camera, the face authentication geocarried out upon entry of a person to
gate 400 can be sped up.

[0088] FIG. 10 illustrates a manner in which a +distance camera takes an image of
people. The mid-distance camera (camera 1-2)palta of taking an image of the face
of a person present in area A2 closer to gate @9 area A1. Consequently, verification
candidate list ML can be narrowed down to one plugality of people more likely to pass

through gate 400, for example, immediately beftwee person enters gate 400. By this
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narrowing down, the face authentication processethout upon entry of a person to gate
400 can be further sped up. In addition, evendase in which there is a person that the
long-distance camera cannot capture, verificatgingithe mid-distance camera is enabled
by carrying out the process illustrated in FIG. The person that the long-distance camera
cannot capture is, for example, a person who iegudto gate 400, a person who enters
gate 400 following close behind a previous passegel the like.

[0089] FIG. 11 illustrates a manner in which thers-distance camera takes an image of
a person. The short-distance camera (camerasle@piable of taking a clear facial image
of a person passing through gate 400, thus enabilimdace authentication process with
high accuracy. In addition, since verification gets have been narrowed down in
advance, high-speed verification is enabled, lepdm possibility of verification of a
relatively fast-walking person. Furthermore, sirtbe load of the face authentication
process is alleviated compared to the case of iogrigut the face authentication process
on a large population, an inexpensive CPU with lopecessing performance may be
employed. With alleviation of the load of the famathentication process, the resolution
of the short-distance camera can be improved acgygd enabling further improvement
of authentication accuracy.

[0090] FIG. 12 illustrates a relationship betwesalking speed of a person passing
through gate G and the face authentication processthe case of the gate in which the
face authentication determines eligibility of pagsithe length of the gate is defined on the
basis of a relationship between the face authdrmicgrocessing time and a time period
between emission of a gate open command from ogkhising door mechanism Dr and
completion of opening of the gate (performance)he Telationship is described hereafter.
[0091] Position SP in FIG. 12 indicates a positwamere the face authentication process
of a person passing through gate G is started.ordar to prevent the face authentication

process from allowing to pass through the gate withce of a person who has not entered
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gate G, this position is desirably located whengesson is found after entering gate G.
For example, in the case of gate 400 as descridmm/ea passing management
photoelectronic sensor 3 corresponds to the pasitibere entry to gate 400 is detected.
Position LP indicates a position of a boundary daritting a command for opening and
closing gate G. In the case of gate G providech vphysical opening/closing door
mechanism Dr, opening and closing behavior takgsealetermined period of time to
complete. The period of time (gate open processimg) is difficult to largely reduce
from the viewpoint of technical performance andesaf Consequently, length L2, which
reflects the human walking speed considered toypedl in the period of time, is the
shortest length of gate G in the case in whichree tperiod required for determination of
opening and closing is assumed to be zero. Omwttier hand, with the configuration of
determining opening or closing of opening/closingpid mechanism 4 according to the
result of the face authentication process as in phesent embodiment, the face
authentication process must be completed by theanbmhere a person reaches position
LP, at the latest. Consequently, the length frgganing/closing door mechanism Dr of
gate G to position SP where the face authenticgironess of a person passing through
gate G is started is obtained by adding lengthdilecting the time period required for the
face authentication process (face authenticationgssing time) to length L2.

[0092] As a specific example, in a case in whioh Wwalking speed is 3.6 km/h, the face
authentication processing time is 200 msec, angale open processing time is 600 msec,
the distance between a gate end (gate entranoggtong/closing door mechanism Dr may
be defined to be 800 mm or greater. Since itfigcdlt to reduce length L2 as described
above, reduction of the gate length requires reocobf length L1, in other words
reduction of the time period required for the fac¢hentication process.

[0093] In addition, when the number of registepedple reaches a million to ten million,

the face verification may be delayed. For exampiéh the false acceptance rate (FAR)
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being 0.001%, a wrong person may be a candidedeae of one in a hundred thousand.
Even with the FAR being 0.0001%, a wrong person beg candidate at a rate of one in a
million. In order to reduce the FAR, a more complace verification process such as
evaluations from various viewpoints is requiredadieg to tendency of the longer
processing time of the face verification.

[0094] In a case of gate 400 with a narrow passeqgeallowing two or more people to
pass at the same time, such as a ticket gate,sarpegjected to pass cannot readily step
back if there is a queue behind. Consequentlys iideal that the authentication is
completed upon entry of a person to gate 400.

[0095] As such, speeding-up of the face verifmatis required for any of the objectives:
reducing the size of the gate; reducing the FAR} ansuring convenience in a narrow
passage.

[0096] \Verification apparatus 21 according to fresent disclosure is capable of, with
the facial image of a person approaching gate 4puced by using the long-distance
camera, carrying out the narrowing down searchénverification information with a large
population by using the facial image before thesperenters gate 400. The face
verification process using the short-distance caman thus be sped up.

[0097] FIG. 13 illustrates a modification of thatg. Gate 400 in an arc-like shape
illustrated in FIG. 13 includes reader 500 thaideea code such as a QR code including
information for identifying a person passing thrbugate 400, and detection camera 501
that detects tailgating and the like. Gate 40@nnarc-like shape illustrated in FIG. 13
also includes two cameras respectively for a loisadce, a mid distance, and a short
distance. Camera 1-1A and camera 1-1B are thdamgedistance cameras and disposed
respectively on left and right pole portions of @king of gate 400. Camera 1-2A and
camera 1-2B are the two mid-distance cameras aspbsied respectively on the left and

right pole portions of the housing of gate 400. m@ea 1-3A and camera 1-3B are the two
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short-distance cameras and disposed respectivelyeoteft and right pole portions of the
housing of gate 400. By disposing one camera fadapturing each distance on the left
and right sides, even when the face of the persmsipg through the gate is oriented to
either the left or right side, either of these ceamecan take an image of the frontal face
suitable for the verification.

[0098] Note that, one each of the long-distanceara, the mid-distance camera, and the
short-distance camera are all disposed on botkethand right sides in FIG. 13; however,
one each of the cameras are not required to beskgpon both the left and right sides for
every distance. For example, in an environmentthadike where the orientation of the
people's faces are expected to have a certain tdviendency, the camera on the side
opposite to that orientation has merely an auxilrate, and not required to be disposed for
all of the long distance, the mid distance, and ghert distance. Other examples for
omitting the camera on either the left or rightesfdr any of the distances may include a
circumstance hindering mounting of the camera treeithe left or right side, such as the
shape of the gate, the internal structure of thte,ghe design constraints, and the like.
Note that, since with a greater distance the intageg result is less likely influenced by
the difference of the face orientation, omissiorth&f camera for the greater distance may
contribute to minimizing the influence when any @aenera on either the left or right side
is to be omitted.

[0099] By thus disposing the plurality of camefaseach of the long distance, the mid
distance, and the short distance, the facial incagéuring the frontal face is more likely to
be obtained even in the case in which the face péraon passing through gate 400 is
oriented in a direction different from the traveidirection. Note that the shape of gate
400, the positions of the cameras, and the numbéreocameras are not limited to the
above-described embodiment.

[0100] Note that, an example of carrying out tleerowing down search process twice
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has been described in the above-described embotjimewever, a configuration of
carrying out the narrowing down search process ¢tieelong-distance narrowing down
search process or the mid-distance narrowing doearch process) may also be
contemplated.

[0101] According to this configuration examplens the narrowing down search
process is carried out once, the processing timkeoharrowing down can be reduced and
the number of the cameras for taking images useth&narrowing down search process
can be reduced. Consequently, the system confignras simplified, whereby
speeding-up of the face authentication processabled with reduction of cost involved in
system construction.

[0102] In addition, according to this configuratiexample, since the narrowing down
search process is carried out in face authentitcagerver 200, a massive amount of
verification information that cannot be stored erification apparatus 21 can be processed.
Furthermore, since face authentication server 280 lbe shared between gates 400
configured in a plurality of sites, speeding-up tbhé face authentication process and
effective use of the resource are enabled.

[0103] Note that, in this configuration examplee harrowing down search is carried out
once in face authentication server 200; howevegrdiguration of carrying out the second
narrowing down search process in verification apper 21 after the narrowing down
search in face authentication server 200 may astohtemplated. In this case, processor
102 of verification apparatus 21 uses a third faoiage taken by the mid-distance camera
for capturing the faces of people present in ar2ddétween area Al and area A3, to further
narrow down the facial images obtained from facéhentication server 200 to the facial
images of people who may pass through gate 400o0ceBsor 102 of verification
apparatus 21 verifies the second facial image agthe facial images thus narrowed down.

For example, in the case in which verification adate list ML is great in size,
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transmission from face authentication server 20getdication apparatus 21 may take time,
and the narrowing down search process using vatific candidate list ML may take time
due to the performance of verification apparatus 2h such a case, the above-described
configuration enables further speeding-up of tlee fauthentication process. Note that, in
a case in which verification candidate list ML igfeciently small in size, the configuration
in which face authentication server 200 transmigsification candidate list ML to
verification apparatus 21 at an early stage andicegion apparatus 21 carries out the
second narrowing down, as in the above-describefigtoation example, may speed up
the process. In this regard, the second narrowown search process may be switched
between being performed by face authenticationeseB00 and being performed by
verification apparatus 21, according to the sizearification candidate list ML.

[0104] Hereafter, modifications of the narrowingpwh search process, the face
authentication process, and the like in face auitetion server 200 and verification
apparatus 21 are described.

[0105] Note that, in the long-distance narrowirgyvd search (primary narrowing down
search) in FIG. 5 described above, an example ilchwface authentication server 200
buffers a predetermined number (for examplg, df facial images in the descending order
of the score calculated for each of the facial iesaigpcluded in face registration DB 203 to
verification candidate list ML has been describedyever, the present disclosure is not
limited thereto. For example, face authenticaierver 200 may buffer the facial images
corresponding to scores greater than a first tlotdslalue among the scores calculated for
the respective facial images included in face tegisn DB 203 to verification candidate
list ML.

[0106] In addition, in the long-distance narrowshgwn search (primary narrowing down
search) in FIG. 5 described above, an example inhwierification apparatus 21 buffers a

predetermined number (for example;) Mf facial images in the descending order of the
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scores calculated for the respective facial imagesded in verification candidate list ML
to verification candidate list SL has been desctibe

[0107] According to this configuration examplegthpper limit can be defined for the
number of facial images to be buffered to verifimatcandidate list SL, whereby buffer
overflow can be prevented even in a case in whitarge number of high-score facial
images are found.

[0108] However, the present disclosure is nottihithereto. For example, verification
apparatus 21 may buffer the facial images corredipgnto scores greater than a second
threshold value greater than the first thresholdeszamong the scores calculated for each
of the facial images included in verification casate list ML to verification candidate list
SL.

[0109] According to this configuration examplens the narrowing down search
process based on the threshold value is carriedtioatfacial images corresponding to
scores greater than the threshold value are naideda from the verification candidate and
the facial images corresponding to scores lowar tha threshold value are excluded from
the verification candidate, whereby speeding-up amaease in accuracy of the face
authentication process are enabled.

[0110] Note that, although the secondary narrowdogvn search is carried out in this
configuration example, the secondary narrowing dosearch may be omitted. An
example of such a case is described below.

[0111] In a case in which carrying out the secondaarrowing down search is not
necessary as a result of the primary narrowing dsearch, processor 102 may carry out
the face authentication process without carryingtihe secondary narrowing down search.
The case in which the secondary narrowing downchearnot necessary may refer to, for
example, a case in which the number of the famalges corresponding to the scores lower

than the threshold value as a result of the prinmatyowing down search is the number
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not requiring the secondary narrowing down seafch gxample, 1). Alternatively, the
case in which the secondary narrowing down seactot necessary may also refer to a
case in which a difference between the highestesand the N-th highest score (N being
an integer of 2 or greater) as a result of the arjrmarrowing down search is greater than
or equal to a predetermined difference.

[0112] According to this example, the secondamyavaing down search can be omitted,
whereby reduction of the processing time of theaveing down and in turn speeding-up
of the face authentication process is enabled.

[0113] Note that, in a case in which the primamrrawing down search and the
secondary narrowing down search give a sufficieatgurate verification result, the face
authentication process may be omitted. An examipseich a case is described below.
[0114] The case in which the primary narrowing dosearch and the secondary
narrowing down search give a sufficiently accureggification result may refer to, for
example, a case in which a difference between fitjeebt score and the second highest
score as a result of the secondary narrowing dowemch is greater than or equal to a
predetermined difference. In this case, proced€& may generate the result of the
secondary narrowing down search as result infoonatR indicating successful
authentication, without carrying out the face aatloation process.

[0115] According to this example, the face autlweion process may be omitted,
whereby reduction of the processing time of the fagthentication process is enabled.
[0116] Note that, in a case in which the scores tamo low for all face candidates
included in the secondary narrowing down resule flacial image taken by the
mid-distance camera may be transmitted to faceeatittation server 200 and candidates
to be buffered may be re-obtained. A configuragsample of such a case is described
below.

[0117] As a result of the secondary narrowing doimwra case in which the facial image
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corresponding to the score greater than the seitwadhold value can be verified against
the third facial image, processor 102 of verifioatiapparatus 21 carries out the face
authentication process without transmitting a pityraof third facial images to face
authentication server 200.

[0118] As a result of the secondary narrowing doimwra case in which the facial image
corresponding to the score greater than the setmeshold value cannot be verified
against the third facial image, processor 102 qifigation apparatus 21 transmits a
plurality of third facial images to face authentioa server 200 and causes face
authentication server 200 to carry out narrowingvidoof the facial images from the
plurality of third facial images. Processor 102wefification apparatus 21 obtains the
facial image thus narrowed down from face authatiba server 200, and narrows down
again the facial images obtained from face autbatitin server 200 to the facial images of
people who may pass through gate 400.

[0119] According to this configuration example,ettfacial image taken by the
mid-distance camera can be transmitted to faceeatittation server 200, and candidates to
be buffered can be re-obtained. Consequently, evere case in which the scores are too
low for all face candidates included in the seconpaarrowing down result, a certain level
or more of accuracy of the narrowing down can bsussd, whereby speeding-up of the
face authentication process is enabled, with sggpe of reduction of accuracy of the
face authentication process.

[0120] Note that processor 102 may also be corggjuo, for example, obtain a feature
amount indicating a feature of the face includedthe facial image taken by the
long-distance camera, the mid-distance cameraheoshort-distance camera, and narrow
down the plurality of pieces of verification infoation to the facial images of people who
may pass through gate 400 by using the feature aimollternatively, processor 102 may

also be configured to obtain a feature amount atig a feature of the face included in
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the facial image narrowed down by face authenboasierver 200, and narrow down the
plurality of pieces of verification information the facial images of people who may pass
through gate 400 by using the feature amount. H#re feature amount may be
exemplified by the color, shape, brightness distidn and the like of the face. The
feature amount may also be generated by a morelermpcess employed in the field of
machine learning. By using the feature amoung sizinformation exchanged between
face authentication server 200 and verification aagus 21 may be suppressed. In
addition, depending on the feature amount usetliein€e of parameters that are likely to
change in the real environment is suppressed, Whierebust face authentication is
enabled.

[0121] Note that, in the above-described embodimam example in which the
authentication information is recorded in face autitation server 200 has been described,;
however, the present disclosure is not limiteddteer For example, the authentication
information may also be recorded in verificatiorpagatus 21 or gate control apparatus 20.
For example, in a case in which verification appsa&1 has a large recording volume
allowing recording of a large amount of informatioh facial images (authentication
information) as well as processing performancevatlg the primary narrowing down
search process to be carried out, processor 1@2rdfcation apparatus 21 may narrow
down the plurality of pieces of verification infoatmon to the facial image by using the
first facial image.

[0122] In face authentication system 100, the nemds the plurality of cameras 1 may
be 4 or greater. The number of times of the narrgwlown may be, for example, 3 or
greater. Specifically, in this configuration, foor more cameras take images of four or
more areas respectively. The greater number oéstimf the narrowing down allows
processing of facial images of a greater numbgreoiple (for example, in a case in which

a greater number of facial images are stored ie fagistration DB 203). A greater
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number of times of the narrowing down may lead moirecrease in time required for
re-search in the case of determination failure, @kequently, the threshold value of the
scores may be lowered as the number of times isesea

[0123] Face authentication server 200 may alsoyoaut the second narrowing down
search process. Particularly in the case in whesffication candidate list ML is great in
size, the configuration in which verification caddie list ML is transmitted to verification
apparatus 21 and the second narrowing down seaockgs is carried out locally may take
more time, depending on performance of network &t verification apparatus 21. The
second narrowing down search process may be coeflgo be switchable between being
carried out by face authentication server 200 @y oo the basis of the size of verification
candidate list ML, communication rate of networkO3@he buffer size of verification
apparatus 21, or processing performance of vetificaapparatus 21. In the case of
adding candidates with scores greater than or aquille threshold value to verification
candidate list ML, verification candidate list Mlas a variable size and performing such
switching is beneficial.

[0124] Also in the case in which three or moreroaing search processes are carried out,
the number of narrowing search process(es) to bedaut by face authentication server
200 may be determined from a similar viewpoint.

[0125] The short-distance camera, the mid-distaareera, and the long-distance camera
are not required to be provided in each of pluratit gates 400 and, for example, the
mid-distance camera and the long-distance camesahbwaashared between plurality of
gates 400.

[0126] In the above-described embodiment, thermédion used in each narrowing
down, and the information used for obtaining théhantication result may be different
from one another. For example, a feature amounbofours of the face may be used for

the narrowing down, and a feature amount of pdrthe face may be used for obtaining
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the authentication result. Since the size of Hwal image taken is different between the
long-distance camera and the short-distance camgray information appropriate for each
distance enables further improvement of accuracthefdetermination. Simply in the
sense of comprehensively evaluating from the plyraif viewpoints, improvement of
accuracy can be expected by carrying out the namgpdown and the process of obtaining
the authentication result by using different typésmformation.

[0127] On the other hand, the information usedeacth narrowing down, and the
information used for obtaining the authenticatiesult may also be the same in type. In
this case, the evaluation is made from the samepdmt in the previous narrowing down
and the current narrowing down or the face autbatitin process, whereby suppression of
an occurrence of inconsistency in determinatiomltes enabled. As a result, frequency
of generation of the request to face authenticasienver 200 due to a failure in the face
authentication can be reduced, whereby speedingf-the face authentication process can
be expected.

[0128] In the above-described embodiment, theafaoiage included in the verification
candidate list obtained as a result of the narrgvdown is not limited to the very image
and may also be a feature amount thereof (thignmdition is also referred to as "candidate
facial image"). Particularly in regard to the Wieation candidate list transmitted from
face authentication server 200 to verification appe 21, a list consisting of the feature
amounts enables further reduction of communicati@ific. However, since it is
typically difficult to carry out verification of th information obtained by extracting the
feature amount with another type of feature amoumta case of carrying out the
verification with a different type of feature amaun each step, the verification candidate
list is preferably composed of the very facial ireagdespite an increase in size of the
verification candidate list. Also in a circumstanin which the size of the verification

candidate list is not likely to affect the commuation traffic, such as the case in which a
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plurality of cycles of narrowing down are carriegt in face authentication server 200, the
verification candidate list may be constituted bé tvery facial images and the feature
amount may be extracted upon creation of the weatibin candidate list to be transmitted
to verification apparatus 21.

[0129] In the above-described embodiment, gate i40@rovided with opening/closing
door mechanism 4; however, a section (regulatarjdgulating movement of the person in
the case of a failure in the face verification ist timited thereto. For example, a
psychologically regulating mechanism such as ansared/or an alarm may be employed.
Alternatively, a mechanism of indirectly regulatingpvement by notifying a guard and/or
a robot and the like disposed in the vicinity, witl notifying the very person about to pass
through the gate may be employed. Note that a piemed between a failure in the face
verification and execution of regulation varies eleging on the type of the regulator to be
employed; however, regardless of the type of tlcti@g it is same that speeding-up of the
face verification is beneficial for obtaining thesult of the face verification before the
person reaches the regulator.

[0130] Stated another way, a section (regulatarydégulating movement of the person in
the case of a failure in the face verification ® fimited to an example of physically
regulating (blocking) movement of the person, sastopening/closing door mechanism 4
provided in the middle of a movement path of thespe in gate 400. For example, with
a predetermined point (or a predetermined area)gbeet in gate 400, gate 400 may
regulate movement of the person from an upstrea i the predetermined point to a
downstream side of the predetermined point in tk@ement direction of the person. In
this case, the regulating section may be a sirefbaman alarm and the like, or notification
to a guard and/or a robot and the like, as destrd®ve. In this case, the image-taking
range of each of the cameras may be positionedegpstof the predetermined point. For

example, in the order from closest to the predatexchpoint, the image-taking range of
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the short-distance camera (for example area A3@ #), the image-taking range of the
mid-distance camera (for example area A2 in FIGa#y the image-taking range of the
long-distance camera (for example area Al in Fj@dy be provided.

[0131] In the above-described embodiment, vetiiicaapparatus 21 has been described
as an apparatus used in a gate regulating moveafemtperson; however, verification
apparatus 21 is not limited thereto. Verificatiapparatus 21 can be applied to any
system carrying out the face authentication of @qre approaching from a long distance.
In this case, definition of area A3 (see FIG. 4winich the face authentication process is
carried out in the above-described embodimentfferdnt depending on requirements of
the system. For example, in a case of applicatioa surveillance system and the like
employing a surveillance camera that records aopersaving passed through a
predetermined surveillance point, the vicinity bktsurveillance point (for example, a
range upstream of the surveillance point) andikeerhay be defined as area A3.

[0132] As described in the foregoing, verificatiapparatus 21 verifies the verification
candidates narrowed down by using the first factelge taken by the first camera that
captures area Al against the second facial imadgm ty the second camera that captures
area A3 into which the person may move from area A1

[0133] Such a configuration enables, with thedhonage of a person approaching gate
400 being captured, the narrowing down searchervéhification information with a large
population to be carried out by using the faciahgrm before the person enters gate 400.
The face verification process using the mid-distaoamera or the short-distance camera
can thus be sped up.

[0134] The present disclosure can be realized ditware, hardware, or software in
cooperation with hardware.

[0135] Each functional block used in the desooiptiof each embodiment described

above can be partly or entirely realized by an &$th as an integrated circuit, and each
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process described in the each embodiment may lieotted partly or entirely by the same
LSI or a combination of LSIs. The LSI may be indivally formed as chips, or one chip
may be formed so as to include a part or all of filnectional blocks. The LSI may
include a data input and output coupled theretche OSI herein may be referred to as an
IC, a system LSI, a super LSI, or an ultra LS| dwjieg on a difference in the degree of
integration.

[0136] However, the technique of implementing miegrated circuit is not limited to the
LS| and may be realized by using a dedicated d¢ireuigeneral-purpose processor, or a
special-purpose processor. In addition, a FPGARIgFProgrammable Gate Array) that
can be programmed after the manufacture of the drSd reconfigurable processor in
which the connections and the settings of circeitscdisposed inside the LSI can be
reconfigured may be used. The present disclosaanmée realized as digital processing or
analogue processing.

[0137] If future integrated circuit technology fapes LSIs as a result of the
advancement of semiconductor technology or othewatéve technology, the functional
blocks could be integrated using the future integtacircuit technology. Biotechnology
can also be applied.

[0138] The present disclosure can be realizednyykend of apparatus, device or system
having a function of communication, which is regéetto as a communication apparatus.
The communication apparatus may comprise a trarescand processing/control circuitry.
The transceiver may comprise and/or function as@iver and a transmitter. The
transceiver, as the transmitter and receiver, malude an RF (radio frequency) module
and one or more antennas. The RF module may iecimdamplifier, an RF modulator
/demodulator, or the like. Some non-limiting exaespof such a communication
apparatus include a phone (e.g., cellular (celpnah smart phone), a tablet, a personal

computer (PC) (e.g., laptop, desktop, netbookpraera (e.g., digital still/video camera), a
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digital player (digital audio/video player), a wable device (e.g., wearable camera, smart
watch, tracking device), a game console, a didgitalk reader, a telehealth/telemedicine
(remote health and medicine) device, and a velpidgiding communication functionality
(e.g., automotive, airplane, ship), and various lwo@tions thereof.

[0139] The communication apparatus is not limitede portable or movable, and may
also include any kind of apparatus, device or sydteing non-portable or stationary, such
as a smart home device (e.g., an appliance, lighémart meter, control panel), a vending
machine, and any other “things” in a network of‘Bmernet of Things (loT).”

[0140] In addition, in recent years, in InternéfTaings (IoT) technology, Cyber Physical
Systems (CPS), which is a new concept of creatiewy added value by information
collaboration between physical space and cyberspasebeen attracting attention. Also
in the above embodiments, this CPS concept caddyated.

[0141] That s, as a basic configuration of theSCfr example, an edge server disposed
in the physical space and a cloud server dispaséuki cyberspace can be connected via a
network, and processing can be distributedly peréar by processors mounted on both of
the servers. Here, it is preferable that procesised generated in the edge server or the
cloud server be generated on a standardized piatfand by using such a standardized
platform, it is possible to improve efficiency imiltling a system including various sensor
groups and/or loT application software.

[0142] The communication may include exchangingdarough, for example, a cellular
system, a wireless LAN system, a satellite systtm, and various combinations thereof.
[0143] The communication apparatus may comprigie\ace such as a controller or a
sensor which is coupled to a communication deviarfopming a function of
communication described in the present disclosuFar example, the communication
apparatus may comprise a controller or a sensdrdbaerates control signals or data

signals which are used by a communication deviecgpring a communication function
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of the communication apparatus.

[0144] The communication apparatus also may irelad infrastructure facility, such as,
e.g., a base station, an access point, and any aeffgaratus, device or system that
communicates with or controls apparatuses suchhasetin the above non-limiting
examples.

[0145] Various embodiments have been describedh watference to the drawings
hereinabove. Obviously, the present disclosurenas limited to these examples.
Obviously, a person skilled in the art would arrivaiations and modification examples
within a scope described in claims, and it is usted that these variations and
modifications are within the technical scope of firesent disclosure. Moreover, any
combination of features of the above-mentioned atimbents may be made without
departing from the spirit of the disclosure.

[0146] While concrete examples of the presentntiea have been described in detail
above, those examples are mere examples and dimbthe scope of the appended
claims. The techniques disclosed in the scopéhefappended claims include various
modifications and variations of the concrete exasgxemplified above.

[0147] All disclosures in the specification, theadings, and the abstract of Japanese
Patent Application No. 2020-025246, filed on Febyul3, 2020 are incorporated in the

present application.

Industrial Applicability
[0148] Example of the present disclosure is sletdbr an apparatus or a system that

carries out verification (or authentication) byaail image.

Reference Signs List

[0149]

39



10

15

20

25

1, 1-1,1-2, 1-3 Camera

2 QR code reader

3 Passing management photoelectronic sensor
4 Opening/closing door mechanism
5 Entrance guidance indicator
6 Passing guidance LED

7 Guidance display

8 Speaker

9 Interface board

10 Interface driver

20 Gate control apparatus

21 Verification apparatus

30 Network hub

100 Face authentication system
101, 202 Communicator

102, 201 Processor

103 Buffer

200 Face authentication server
203 Face registration DB

300 Network

400 Gate

500 Reader

501 Detection camera

601, 701 Processor

602, 702 Memory

603, 703 Input/output interface

40



604, 704 Bus
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CLAIMS
Claim 1 A verification apparatus used in a gatevjgled with a regulator that regulates
a stream of people, the verification apparatus cimg:

a processor that carries out, in a path with @astr of people from a first area to a
second area located upstream of the regulatorndefemial image verification by using a
first candidate facial image narrowed down by ailtesf first facial image verification
using a first image taken of the first area, aseé@nd image taken of the second area; and

a communicator that outputs a result of the sedacidl image verification.

Claim 2 The verification apparatus according tongld, wherein
the gate comprises a sensor that detects en&rypefson to the gate, and
the second area is located in the stream of peapler downstream of a position

where the entry of a person is detected and upstoédéhe regulator.

Claim 3 The verification apparatus according toinslal, wherein the processor
narrows down the first candidate facial image bpais third image taken of a third area
between the first area and the second area, afmftesea second candidate facial image,

which is obtained by the narrowing down, againstdacond image.

Claim 4 The verification apparatus according tonsl&, wherein:

the communicator obtains the first candidate faicrage from a server provided
outside the verification apparatus, and

the verification apparatus obtains the second idatel facial image by narrowing

down the first candidate facial image in the vedfion apparatus.

Claim5 The verification apparatus according tonal8, wherein:
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the processor determines a score indicating giiyilaf two facial images between
each of N first candidate facial images {Meing an integer of 2 or greater) and the third
image, and

the processor determines the second candidat@ fatage obtained by narrowing
down the first candidate facial images to candglaterresponding to top 2Nscores

among the Nscores (Mbeing an integer of 1 or greater and less thgn N

Claim 6 The verification apparatus according tonsl&, wherein:

the processor determines a score indicating giiyilaf two facial images between
each of a plurality of the first candidate facrakiges and the third image,

the processor determines the second candidat@ fatage obtained by narrowing
down the first candidate facial image to a candidetving the score greater than or equal
to a second threshold value,

the first candidate facial image has the scord whe first image greater than or
equal to a first threshold value, and

the first threshold value is smaller than the sddbireshold value.

Claim 7 The verification apparatus according tansl®, wherein the processor does
not determine the second candidate facial imagenvehaumber of the plurality of first

candidate facial images is less than a third tlulestalue.

Claim 8 The verification apparatus according tansl®, wherein the processor does
not carry out verification against the second imatpen a number of one or a plurality of

the second candidate facial images is less thaaréhfthreshold value.

Claim 9 The verification apparatus according toincle6, wherein the processor
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requests a server provided outside the verificapparatus to determine the second
candidate facial image when each of a pluralityhef scores between each of the plurality

of first candidate facial images and the third imégless than a fifth threshold value.

Claim 10  The verification apparatus according tairol 1, wherein the processor
requests a server provided outside the verificadpparatus to carry out verification

related to the second image when verification egjdire second image has failed.

Claim 11 A verification system used in a gate pded with a regulator that regulates a
stream of people, the verification system compgsin

a first camera that takes an image of a first areastream of people from the first
area to a second area located upstream of theategul

a second camera that takes an image of the seread

a first verification apparatus that carries ouwstfifacial image verification using a
first image taken by the first camera; and

a second verification apparatus that carries egbrsd facial image verification
using a first candidate facial image narrowed ddwyna result of the first facial image

verification and the second image taken by thersgcamera.

Claim 12  The verification system according to claify wherein the first camera and

the second camera are installed in the gate ar installation site of the gate.

Claim 13  The verification system according to cldi&) wherein:
the first verification apparatus is provided oa Herver,
the second verification apparatus is providedhengate, and

the second verification apparatus receives tis ¢iandidate facial image from the

44



10

server.

Claim 14  The verification system according to cldilhcomprising a control apparatus
that controls the gate on based on a result af¢kend facial image verification input from

the second verification apparatus.

Claim 15 A verification method used in a gate pded with a regulator that regulates a
stream of people, the verification method compgsin

carrying out, in a path with a stream of peoptanfra first area to a second area
located upstream of the regulator, second faciagen verification by using a first
candidate facial image narrowed down by a resufirsif facial image verification using a
first image taken of the first area, and a secaomage taken of the second area; and

outputting a result of the second facial imagefication.
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