| NSTALLI NG SOFTWARE REMOTELY USI NG A HI GH PRI VI LEGE PROCESS BACKGROUND

5[ 0001] Web-based services include files that are |ocated on web servers

al ong wi twoadat2zsstvat i s stored i n databases. For exanpl eCTiusesie/oa37¢s a | ar ge
nunber of servers located within different networks to handle the traffic
that is directed to the service. Managing the installation of software and
operations of the online service that includes a | arge nunber of servers is

a tinme consuning IOrOceﬁ«%ﬁﬂ%lN@SQFTWAﬁE@EM@qu@SIN?@S staff that is
subject to 10 human error. SUMVA L[&G@P This Summary is provided to

i ntroduce a sel ection of conAeHéﬁﬁ?lﬁI‘él OICESSf orm t hat are further
descri bed below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the clainmed subject
matter, nor is 15it intended to bBAYIGEROYNI aid in determ ning the scope

of the gl ai macb& ?W&fbt bl B &efifices i cludL?peg‘ﬁlat égflcgc%ﬁ%nmgge%ylalgn?&hh normal |y

be able to be ins d"on a fachi ne rough a renote process 7s Installed
by a hi gh datavhak Esq@md"lstdaﬂabaews rHsvnmang)koﬂleteme mgﬁnmmbelﬁofrselqu@éctcaieé recei ved

froma r em)t glfngcfﬁglgrﬂe {1 llﬁsqghandle t%OFra Rl & dlre {Tgﬁhle?vﬁ% :;:es'g ?hehI gh

privilege i pri vi IS AY Sof t war e
that was 2@usedjatst doftedrs el gpermoﬁmfblaa onhiag @drheejthaﬂqmlucﬁx ammgeenurﬂiﬁmoihl gh

I t al | it t.al |
st al | aa. “Ten TSl B apRped Dok N Bt e BT WER R B v1 1 cge

i nstal hler ihsmis&ehrt o install the software. Wien there are no entries in the
install queue, the high privilege i stg/}l{* may sleep until there is nore
software that is identified to be ié@‘(‘ RY. 25BRI EF DESCRI PTI ON OF THE

DRAW NGS [[@W‘}]Thﬁ'Mﬁrﬁ-mlpwdﬁﬁsﬁﬁ@hﬁﬁd@e@'S&H@loﬁ@ﬂ@@@épt[@h{@tsﬂﬂplfﬁﬂ
managi ng networks that are associated with an online _service, such as a

content makdgehirc Wehgidseribed belgwy g Deptigdieesoringiopnd his SUmewey fafager
i ncludi ng mRORALYEISIIaREy Ee%zsf@a?thr%& @1%55@%15’19@&31%@9 ofgtﬁ)e[ QQQ@M st URE S, SRS an

exenplary job record stored within a row of a database; [ 0007] FI GURE 4
shows dA extanpndedsybe ead pom aad Weleipriaingrbs wapnef the Jpimee pebjeshBatieick- end

servers for an[O@(fBI] ISBRwak Ik GBuld not normally be able to be installed on a machine
through a remote process is installed by a high privilege installer running on the machine.
A request is received from a remote machine to install software on the machine using the
high privilege installer. The high privilege installer determines when software that was
20 requested remotely is to be installed. For example, the high privilege installer may
monitor an install queue for software to be installed. When there are entries in the install
queue, the high privilege installer is used to install the software. When there are no entries
in the install queue, the high privilege installer may sleep until there is more software that
is identified to be installed.
25 BRIEF DESCRIPTION OF THE DRAWINGS
[0004] FIGURE 1 illustrates a cloud manager system for managing networks that are
associated with an online service, such as a content management service;
[0005] FIGURE 2 shows a cloud manager including managers and associated
databases;
30 [0006] FIGURE 3 shows an exemplary job record stored within a row of a database;
[0007] FIGURE 4 shows an example system for a network including front-end and
back-end servers for an online service;

[0008] FIGURE 5 illustrates a computer architecture for a computer;



[0008] FIGURE 5 illustrates a conputer architecture for a conputer; [0009]

FI GURE 6 shows a cl oud manager for an online service that installs software
on renot evorotwoie®2requi ring a high privilege | evel usimgTaskéighs3izes vil ege

installer; [0010] FIGURE 7 shows a process for installing software on

a renote machine that requires a high privilege |evel; and 5[0011] FlI GURE 8
illustrates a process for installing software requiring a high privilege

llevel on a rengje m@RP%sh%TﬂlbﬂnQﬁMP 2 $ne servibORdhs tdfe 6k 489 now to

the drawi ngs, in which like nunerals represent |ike elenents, various
enbodi ment OWFgmotpBaghRcs redyEine afogtonivdpecdered peng yhigh payleaminisden es i ncl ude
routines, pr Og[b@igﬁ FIGORRONGHSa lin%@éséfo? Erfsl&é@ﬁn%rsﬁg‘wa@'ag 2 QRGE hYREShAT

structures that performparticular tasks or i ement particular abstract
dat a types reqirpres higlypmileee lesglsandm confi gurati ons may al so be used,

I ncl udi gg ha”%ﬂﬁg%@'@ﬁk%gﬁustr%é LP%&&%?&%&M%%%% r%ﬁ@é}ﬁ@?ssor - based

or programmabl'e consuner ectron m ni conput ers, in conput ers,
and t he | i kavileks lddekinrg loupednasbmput i ng envi ronments may al so be used where

tasks are performed by renote ﬁ%ﬁf@ﬂﬁgséﬁﬁiﬁ?ﬁ\lthat are linked through a
communi cations network. In a distributéed conputing environnment, program

nodul es may bd0012¢ Ricétiringnovoi hd drevaingg idwhielmbkenuenas yepsbart ke devi ces.

[ 0014] FI E 1 illustrates a cloud nmanagenment system for nanagi ng networks
20t hat are® g?%%i%%%ﬂ“ﬁﬁp m&ﬂtgﬂﬁﬁﬁﬁ“gﬁﬂgice_ System 100 illustrates cloud
manageri0105 t Nao13] Scaaning togehnt Moduleh indlndgestids, fkarand, coapomand sdapot enti al | y
di stributed across the world, Each of th? networks is conf%%ured to provide
content sertTEYS PRt oBsdVRS? ofreturss At PETqrm pgriculer BHEOT TBRIETYer s) . The

net wor ks npyrtib@atudstRddma typed) @hélcompuisefviemeoafieirond Mapils@be Re@M ses dat a
center. d oud manager 105 is used in deploying, configuring and 25

managi ng t REMHEEAIPkECId tRdces) BridPasiager P, SBHPPELR el Y cei ve requests
through an pigeRAieNon@lE ARG ORRIS AR GAMRAM WP RES \ng ercafkR] | cation

prpgrannin%yinterface (APl) 150 that can tolerate intermttent network
failurds. istributed computing environments may also be used where tasks are performed by
remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local and
remote memory storage devices.
[0014] FIGURE I illustrates a cloud management system for managing networks
20  that are associated with an online service. System 100 illustrates cloud manager 105 that
is connected to and manages different networks potentially distributed across the world.
Each of the networks is configured to provide content services for one or more tenants
(e.g. clients, customers). The networks may be hosted within a cloud service and/or in an
on-premises data center. Cloud manager 105 is used in deploying, configuring and
25  managing the networks. The cloud manager is configured to receive requests through an
idempotent and asynchronous application web service application programming interface
(API) 150 that can tolerate intermittent network failures.
[0015] As illustrated, cloud manager 105 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130 and a central repository, such
30  as data store(s) 140 (e.g. databases). The functionality that is not included within one of
the illustrated managers may reside in some other location of the cloud manager.
According to one embodiment, application manager 120 is a SharePoint tenant manager

that comprises SharePoint specific logic.



[0015] As illustrated, cloud manager 105 conprises work manager 110,
machi ne manager 115, application specific nmanager 120, scripts 130 and a
central rwpasiosuzp? such 30as data store(s) 140 (e.g. daCcahms@sps37dhe
functionality that is not included within one of the illustrated nmanagers
may reside in sone other |ocation of the cloud manager. According to one
enbodi nent, application manager 120 is a SharePoi nt tenant manager that
conpri ses Shar (067 Nt weReRAdab& lllggiaﬁages the exe&@&ﬂ-@ﬂta&@ﬁr&i Jﬁﬂ@gfeﬁedmig manages
t he execution of tasks and enabl es schedul i ng and retr% | onger runnlng
tasks. Wor @n%ﬁﬁa@ébnger@uwwtﬂ%ﬁ i Bk ragnggasd 19 ﬁaﬁt%lsbw@e injobquenel Lkkeps track
of Tunni ng o}, §R&ps VIR ARG CHENL froliilifniflAind BRSAfed WOk nffARPET 110
may aut omati ca P cance e task and perform sone roceSS| ng
relating tdl® mey Eutplastll@allm@mldhmtgskt@dd?nléqr@nﬂ@wlfn@m prwtselnga@%slgltwhjeob queue
P2 ar e sexSRRLEL RO LE. ARAGEL HAOL0K i YAKLIA 190R QB SG1 PLs 150
For exarrpl e, a Sscri |ng anguag€ such as Croso ower shel may be
used to pr mrgmm i Heb)t insdieng dator anoes sSRptS duB(édF obgxampteka raipbgengue@e suehch

script may b roc e EXBC n each Script _as a new
o ocess mg SHOE R R GRS Sk FENM Gy SRERP LB £ anc
hel ps to 1Gieuna;g¢rdal(aEadlmnptenaMl:reanmmind\xopsromEWVlﬂterecx;aIunegthSCrQnapdt us full

cl eanup when the scri C 7] . Machi ne age 15 is

cont 1 gur ed P8 PiEERRaE e RGE BarC Ao ee. bis Pieh Roetare 2ty o et wor k1,
Net wor K02, ﬁ&ﬁrmlkan%)lmr&fﬁﬂﬁf ok bach serye bk deatisreplagran ckiupuida st ’riptss Net wor ks,
Physi cal Machi ne Virtual Machines (VMs5), VM Inmages (VHDs), 15 and the
like. The RRTHFlE rranager does not have a strong binding to the specific

services runni [Ummmwhmetrﬁhﬁgg&tl%@i’s Iesnftwedkeaﬁﬁagertmy@italmehmesrlhms
conponents in the networks in | es. " For exanple ITB.ChI ne manager

115 coul d BEM™oBGUREL VO] oNQWO&P? I‘i%‘MOYM)d%@ﬁFr@UYaénannﬁfnatl%ﬁﬁé ¥Eoo" with
ver si on 12u§c?er§§1dz&e%ﬂuepmtclél MacHifbs r@%ﬂ%&éhh@s @M@W@@M@@ﬁ@@ nmanager

105, machi ne manager 115 | ocates a suitable Physical WMachiné that is
| ocat edSon anéthadike: The sughisompragardoss peidaxav BoasPuiling te be spreifigvevicaye

associ at ed \Wnfdd +biftfen ¥V StwBRk But KB tPJElé%kﬁl@'vaJ‘&& bk oﬂeﬁts‘ﬁ?ﬁl@ h&%ﬁ&] M th a
VHD of type Foo wth version 12.34.56.78 t Is stored within a data

store, suclheras otigplgs.SForaxamply mathige nm@erslug:@dld\hetrmunswdqtérquéh Mt kShay al so
be stored r 1.0AS.» SUC r or nore of
the  net wor kLB VIR oD FHELA% B A AN AT T R 2IB LT Mo W
on the physéquedt tnelohi meagy l\ﬂélmacamemma@eﬂfi)lomtwgl sarigblpBistsicdiddhadyneent

conf | g%at ' OnlS 1'0\/%9(3'3'0%?\]@%90&%%@ cont 1g1l§r%$91% \;Mggcorcf) tﬁo%ﬁ%&%{ ation of the

machi nés edth i né nmana eep track of a
VMs role @ﬁsypeted)ﬁwtkll‘ﬂ)e Vst @e. dﬂaephmc‘dl\zﬂn(ld%nms sandigied w1tRmmﬁHIDgf typt opped

Fai |l ed), VI‘SIO ﬁg g {;{I i ive wg rrplles
hei - het wP) ha0r 08187 *Sert BECH 1ol B B BT E ol pTle T ha
are execut adage@u@ﬂlﬁlthﬁrflﬂlmakmmtﬁy diawlstored @rnothet Q)Uﬁloli’[ﬁl’sﬁ@ﬂ’s alfal d’eﬁkd
renotely on on? nore of _the n rks. One or ofhthe @C“B#S 130 may
1 S0 be’ st OMEHAT MRS PHRSFTEES. PEDRENH Bn Sor o BNHBIBEHE o med on
a netwosk (e gHD Nativephisidal nueﬁln@askweal asNBit ppfokmidy amPposbeepidyafegd | ocal ly to
t hat network._ The scri %t s may be used for many different purposes. For
exanpl e, t ﬁ%nﬁguratlon Machine manager 115 keeps track of the’configuration of the machines

each network. For example, machine manager 115 may keep track of a VM’s role (type of

VM), state of the VM (Provisioning, Running, Stopped, Failed), version and whether the

VM exists in a given farm (which implies their network).

30 [0018] Scripts 130 is configured to store scripts that are executed to perform work

both locally for cloud manager 105 and remotely on one or more of the networks. One or

more of the scripts 130 may also be stored in other locations. For example, scripts to be

performed on a network (e.g. Network 1, Network 2, Network 3) may be stored locally to

that network. The scripts may be used for many different purposes. For example, the



scripts may be used to performconfigurations of machines in one or nore of
t he networks, changing settings on previously configured machi nes, add a
new VM awlo 2a1zms¥20dat abase, nove data from one nachi ne POTAISRM1hAF378FIOVeE
tenants, change schemas, and the like. According to one enbodi nent, the
scripts are Mcrosoft's PowerShell 0 scripts. Qther 5 progranmm ng

i npl ementati ons may be used. For exanple, a conpiled and/or early-bound

pr ogr ammi ngcripaﬂgasa&eusem fReroHS 86hflofrati S| & MRBAindsNE oﬁémﬁdr@ Bﬂ‘hb hotworkg! | pti ng,
however, is a fairly concise | anguage to express rraa/y he tasks that are
to be perf Shanste sEfiBgrormisbirenBgird mechines jadd a npy @ﬁaﬁﬁi&ﬁg\wd&tﬂ@ajage such
as C#, mu'n%v@ﬁ&t@ &%@Ha@hlﬁé%%m&em\é@{ Qgﬁﬁs bﬁ%k@é@ﬁ@ﬁl% b 1il€ scripts
are also late-b oung nmeani ng t 0 nu versions of underlying

code- bases Ase¢rding te enegeetbedmwnb theuseriias rh@cmospft: phewahhdlkp scriptk. Othedi f f er ent
interfage |, t rted

| ocal | ygbyli})l’cig d-h{rﬁrgm%l &ﬁ%@lﬂ?ha}/ ﬁgﬁge&l ﬁoﬁééﬁ%tagcrog{p%g?%d&arg%@)gh&gﬁr enot e
machi ne (i peogrmrplhgéang@dge meg fhic meedito 1rrmiencn‘t tlterfencammatt)he%brmengmpwg\)er, Q her

t echni ques. B, used to. start a on_a rennt.e chi ne, such as
Secur e Sheit PRl HREE bRad Sl Bl RERT r e PR EB SRR N or a1 on
that cloud Pn@mgemgﬂ&&quwalnﬁnmgbngrdnsnmgﬂaﬁlguageduhiyasaq:ﬁpWOumdftemraqamager 120.

According to nee i cation ic,nfor ion rel ates
Lo M or osofiebreRarht SotertalEn Hissr st aRb Rty S B58 e ont | gur eq t o
know aEOut nﬁllﬁj’l@%;‘%lﬁlis of anduilly g cSild- Easéiﬂaheetdrgﬁfb‘ﬂ kw1f&f(bdt HaRiagltd &&13‘[21{112;5)20] Each
net work ma nfi gur a a t wor or a tenant and/or 20 as
a multi -te%‘&gfo ‘ﬁgwlﬂte§W§3}%§ergﬁ gjo?’i‘ﬁ?dse‘nfﬁ’élﬁts&ﬂewﬁ? PrOREss ottt wor ks may
include a chrangbydomiiibikeofos iy Slag &l tuk dtdrtaprob@BE bk ﬁlﬁ}‘ﬁlo\ﬁé fichilRei.d. a

configuration also changing after deploynment. Genera , a netvvork may

continue t@& mWa@nrredﬁ@n%%f t{lwtaﬁléqdm?waﬂﬁ% Piher teghnc@e@may BlagiP weéfﬂ:er and

net wor k swigta@h§sdcc@r an@&oexl%ﬁingucﬁarSeeﬁ@mJ,na(ssﬁ) ARt WOfike. MY start out
with ten servers and | ater exp and to one hundred or nore servers. The

physi cdf 25 nd@MHesAniliction Sae%f&m&rmatmyh%éloaémagwal% ig MaBagingris t ype. For
exanpl e, sQpER,ffeabPe gﬂlﬁ&%nﬂ%a@@b@%@&%ﬁ&% o'ﬁ@%b&lﬁﬁel(t%ﬁ@g% Jiektioyeb front

ends and app servers ot hefr machi nes may be storage machines that are
provi si onedpasifichniepnaiostrdatayte Migepsoft Shasehoantva disneds apphicetivndiangsar d2Gin

enbodi rrent ; é%_lnﬁ%g d;?)%g\g abdfl 3n ?%htgl%ﬁl%ﬁ fsﬂ@c%ﬁ&‘ﬁb&e&nd’ﬁln%ﬁfaé‘ a network with

mul tiple verS|o I mage cdording to an e I'ment, 30farns
usual Iy have d0820e Keshsttonriohay bregefigirtes:. adedlcatpd)()@wprkﬁfoc@tedarmgnd/or one

e.rrbo.di nt, ‘as }1 hel‘u %f '%\{V%etwo kt tsgrv?c‘es ?%%%e%e Qﬁentt hﬁl wuog<s dfa}gc?r SaySt em 100

Wi t hi n"The "net wor Virtuatiozi ng e ‘nachr ries -and ependent |y
acting Falchailgmgmsmﬁer dfiply it/ wetodd. maEhmbs wih thoir Iconfrgyrantmn: hlsmldlangleg afterrmor e
farms (e.g., see twork 1). Acc ne e
cons! der ed SPSGHRE! Sor R apaf iR ugri e Sharo R aneen e AERY BRI ' Sxpose
one or nor é.YliRdbiantadahd hdt) otk@witbiees paté aotdRcasdd. Howgrdmpia a ﬂiemu@re nidgat
traffic to any of.the machlncﬁls vmth%ﬁtthe net rk. The ma .n the

0 a? §

net wor k geﬁ‘éFté?PT Yithiea s¢rv gk el Chtipr b Ane W&\P M A Tt cP

| ms ping | ata@MGd)within a network may be assigned a class or type. For example, some of the
machines may be compute machines (used for web front ends and app servers) and other
machines may be storage machines that are provisioned with more storage than compute
machines. According to an embodiment, cloud manager 105 configures the machines
within a network with multiple versions of the image files. According to an embodiment,

30  farms usually have a same version of image files.
[0021] According to one embodiment, the software limits are managed by the

cloud manager system 100 within the network by virtualizing the machines and managing
independently acting “Farms” inside the network. Each network may include one or more

farms (e.g. see Network 1). According to one embodiment, a network is considered a



5[ 0022] Farns are the basic grouping of machi nes used to coordinate
applications that need tightly bound rel ati onshi ps. For exanple, content
farnms maywbeot#skmged wi t hin each of the networks for aPconisent/osRngenment
application, such as Mcrosoft SharePoint0. Generally, the set of machi nes
in each of the farns provide web service and application server functions
together. Typically, the machines inside the farmare running 10t he sane

bui | d of aRingRRIlseAbf RAvdrk 1cd baAdE RALRHYs BRLxRE R GHThdIE vEP OARTRIP)
configuration database to serve specific tenants and site collections.

[ 0023] Far fisthe aptside wodil Anhenapwe Brtisnisc eany obthe wackhines withae Wie pesvorkal oud
manager 10% hgﬁiagﬁlﬁés rf1§ th@d netfw%'f &Qﬁhy aﬁé"tltgﬁﬂ)nccglﬁfe@ and RIVE nill 1g1um5@901éss a target

nunber of machi nes of each e for each fTarm Sone roles I nclude Content
Front End, (l@ﬁtlemplllgelmmai) Adrri n, 15Content Tinmer Service, Federated

Central sAdmi n, [0 erlﬁaﬁﬁﬁ%@%ﬁeabﬁgnﬁ égorupﬁ%%f maHinS XD SoorGiRME Qlt%hcﬁ@; g5 are the

basi ¢ SharePoint farmt ncom ng custonmer reques der at ed
Servi ces f dratrgeedoightly bouBh aalePosps. Eerexhmgls, dohtnt falams Iuperreacteelowdosmhlﬁ ar ns

such as seaf h nd f|| tore. for hosting | arge
capacity pu% |Oé%} é’%oﬁlé’for"‘%on en%@”rl’r@e?lerﬁngshcr@% o é‘illsﬁﬂa gr oup of Active

Directory §hamlécmt®aﬂkdnaall§0tﬂérset\uf siaolnineygn E\)aﬁmﬁthe fiﬂnmpdowmnmyaeservida&nd

t ticall d t. i inth t k
et oTR |l GERL X, ARG L SSROTT 1 08 ML SRS RS R, ot TS

aut omatipcalkheysamo 8Gi0d ofrmaRpElicayorc@BfIhgtePeilt) ahd ire 8kaitRla@ pmioa chdigmagioal s may
change to respond to changes in a&tg}vi and capacity needs. Network Farm

there i s of&abast HoFR e FREHTERNRAPASTIC I%ﬁ’ton%ont ains all the VMroles that

scal e out easifpp23s Furh€sMWosRIndRckxchdiRs WO/ MR MaEtknes. Cloufl @ddder The
Cl oud Manager Wb Seryvice APIs 150 are desi %ned to work in the cont ext of a

massi vel y <@amaitansg dyE sogk Withipdatartiere Ad) which &y areepmbspof mehinss & r equest

m ght fail amdbRroMad0mntR. §§AORI indidlelPnlet %Mdne&ageeea{gﬁ AR,
configured to be idenpotent. In other words, the sane call nmay be made to

cloud rnagentenGEmeyPeryist. & cduetpdbentzha dmin fedstedApsarsreice Fer ar e
i denti cal) eﬂrﬁﬂ]@%%nt@rﬁ%s ALk th@ﬁasﬁ%h%l% int farm t}{apﬁ)a%ﬁiei gc@ﬁigl ROsa&" 105 is

designed to do very little processing (<10nms, <50ns before returning a
response t acquess. frdesticd Bajiesstfarngicontainfpmbeint stodcenttiaheamiopsraleast®t ds t o keep

track of c chla§ Y4& ta?iFl tlﬁe rofflg é‘t'ESR'. %aa&sbﬂ%e%@@‘%ggqs%gg lag%e?(%gfcﬁ records

. Y&
in a local &ata ase an necessary schedul’es a nmor e
| engt hy ac tpulvhctlytetnat seues Some fafnG0RH)] co@tamajgmeifg‘eqﬁVk @eq@stomsawkrsaﬁd kmages

(such a8 \/ s10n1n emo l%ﬂ.%]mta? %a ¢ Rs au# tl&leflrrpde agl'd/so?geco% gsl?on?y new

nmachi nés w {%l n a metwork. e rererenc ore
dat abase, wirthl mschdm abhs setddils tcalmdif mnnaenngrhaﬂefﬁnehmrgdtoﬁhsise (ﬁenlms mes i mages

may be stored,in one.o e shared data rest to the

et wor k() "5 B8 PuREH T 8N B s B el R SR B R Bebre

enbodi nent chageh ﬂemgetd dhelhga:d @sactvivi dridwapacipakddneNeqWVddk Famh-ahdry peont hat
specifies the type of can depl nunber of pro essors that it
shoul d use, e‘f”i‘?élyé%ﬂ?ft ‘F’Of tP‘Pfﬁ‘PE% ﬁy‘%ﬁiwﬁef%ﬁé@%?ﬁf& teaa? h& WS RTSD used
to findsa memeRpoleNsidbk point (so they don't get copied repeatedly over
the cross data-center |inks) and a share path that the depl oynent code can

use to access PP viHDe Goydonaceicd¥rparicy APalRidfedesiched Rav oo ks bei ng

nmanaged by c6hQUdr §at@RL@Mable global service. The APIs assume that any network request
might fail and/or hang in transit. Calls to cloud manager 105 are configured to be
idempotent. In other words, the same call may be made to cloud manager 105 multiple
30  times (as long as the parameters are identical) without changing the outcome.
[0025] Cloud manager 105 is designed to do very little processing (<10ms, <50ms)
before returning a response to any given request. Cloud manager 105 maintains records to
keep track of current requests. For example, cloud manager 105 updates records in a local

database and if necessary schedules a “job” to perform more lengthy activity later.



are not upgraded in the traditional manner by downl oadi ng data and

i ncorporating the data into the existing software on the machi ne. Instead,
machi nes wioeopdatoed by replacing a VHD with an updat ed PUBHDS2Ha053588Np! e,
when a new version of software is needed by a farm a new farmis depl oyed
that has the new version installed. Wien the new farmis 15depl oyed, the
tenants are noved fromthe old farmto the newfarm In this way, downtine

due to an upgreis| SCIGhd‘inHﬁaé@ICk V%Qra%ﬁ%hln%@sh ST dsrvlﬁmmmﬁ%@&ha{ same
version that have been tested en a V|rtua machi ne needs to be upgraded,

the VM on effdhevisemliais upadyio Heplopencat machined Wit canetePrin The msac valerencst | s
configured Iﬂa9 bk %retdhl?a 9§§BaS@QHéleJS\dht%€ase m{ 99(%&] in Wihd EnHRELAEESTHO €xisting
software are not opti sone servers within the networks do utilize the

t r adi t i onalmagse see bpstotfé@m@@ aimoghshiared ghta s toras tlept argdocaForthencawpike) omct i ve

Di rect osy Rafmid. .ﬁﬁg& Al ILee(f 210 c? A%E’&Pﬁg%jo&yenlfb%i%{eh{‘Qac‘hfiﬁagé%&ﬁ&‘és aSOf t War e
on the server wt t co replacing an 1 mage’on e  nmachi ne.

cl oud nanagemahaymawiﬁhbeOMpgmamedxxﬂkpﬂamﬂwnmV@@nem1mwkan@esanEPGOZQ]

FI GURE 2 shows a i ncl udj and ag ocl at dat abases.
As illustr g{ocassors(fha?g shonlﬁ(i]us% Eleé ounlfI %ﬂg@atﬁo klst)e ass%ne 6 \‘I,%\ng dat abase
215, nachlm&ﬂnaﬁagenmﬁaﬂmmmmp@nm@odmya@ﬁsgnaaﬁxhbmeHWIwmnhgabyaﬁﬂk t enant
dat abase 235 r.et at ab s 45 an ervice APl s 0030]
Conorarly. ekt o SO el 0 SRS hsRE bt Bt Koo B Y ebg. oyt em
30100) 1are si zZeo2Mo @srbile, Ihacghlepelrtﬁ@ﬁmmebeﬂfg)ma@ganw aoucasy@tainalloase (such
as work dat abase 2 chi ne dat abas tenant d tabase 23 nd secrets
dat abase 2&5‘3)“0&’&@???(5991 n}g fﬁ“%{lag l%hﬁ Wpaging aﬁ‘latn (ngogporaspe g%ada 80 GB,

100 GB, anghtd bR ekisk®) softhafeindhd@adhtned Mns@ABOHANRIRS are dpdhdddayassadisg $1 zed such
that it is _small enough to fit in-nmenor % of a physi cal machine., This

assi sts i n hilgHith enyrdared \JéPs beirxanale, agieifeveb%fowqféof&é%raﬁa@%deﬁ&y 231 so be

sel ect ed bagsd, A8 PRRHQIFRIIEE thMl e 1R ARRIEGAhARIP WK 3B neSUkih RS
interactions wth a SQL server. The databases used in the farms may al so be

si zed 16 edampeednihg gy fremeped Bom ey ole faamye the newdymdy theway, zed to fit
in-menory Qfhiie RRSH ~ABGHLNRGs AEMDEd SAZ&Eh RYGId N3 RACKHR QRET ati ons,

move operations, copy operations, restore operations 5are generally
performed wemsion rﬂlaahagyreésg@ttQSrtm N\é@n@efitritt@bmmhntq ngeds to be upg@Rd] thcViylieh manager
200 di vi de%hetxﬂaf‘c b@%@l Bncgl%@ﬁcéd% Q—Eigg@:ﬁ%rﬁredw&n e{] sfaf abase

t
I ne ghtabase 2

215 for the mnr nager . he nmachi ne nmanager
220. The t eeraict. database 235 for the tenant nanager 230 and a secrets
dat aba 245 f to%ﬁ ive..infar a count and
passmo? inforﬁﬁiﬁon ﬂ%@? d% #”msungyﬁrt |ca ?me’gni%%%%m‘%ﬁ”%he

dat abases MEwdnmdxndmemsﬁnma&momﬁumeﬂxamdmﬁbfmnmqﬂms&pgemyﬁos. Accor di ng
tSO an embodi a{rn?pqt ’Ac%?f'g Birgc%gr?i%%leairi éon@o ler:r(s? aree upgradecpbyglylpdg't\llnagI tLea ct:)dr}ein y and is a
QL dat abas&
software on the server without completely replacing an image on the machine. The cloud
manager may also be upgraded in place in some instances.
25 [0029] FIGURE 2 shows a cloud manager including managers and associated
databases. As illustrated, cloud manager 200 comprises work manager 210, work database
215, machine manager 220, machine database 225, tenant manager 230, tenant database
235, secrets database 245 and web service APIs 240.
[0030] Generally, databases used within a cloud management system (e.g. system
30  100) are sized to enable high performance. For example, a database (such as work
database 215, machine database 225, tenant database 235 and secrets database 245) may
not exceed a predefined size limit (e.g. 30 GB, 50 GB, 100 GB, and the like). According
to an embodiment, a database is sized such that it is small enough to fit in-memory of a

physical machine. This assists in high read I/O performance. The size of the database may



[ 0032] d oud manager 200 is configured to interact with the databases using
a reduced set of SQL features in order to assist in providing availability
of the clwoaoisevager 200 during upgrades of the databasgdiS2HansSTREANI €,
foreign keys or stored procedures are attenpted to be avoi ded. Foreign keys
can make schema changes difficult and cause unanticipated failure
conditions. Stored procedures place nore of the application in the database
itself [0038) b%ﬂtﬁ&'b%?éd‘o‘ﬂ%r%‘ﬂrﬁaﬁcé\b% %pﬁ%Mﬁbfog%e s@éhtaeﬁm&edloh@ be

m nim zed since 20round tH(gl can be expensive conpared to the cost of the
under | yi ng vohardlli whver Fbhe dakakpgsh asediin thie arpps gy |alpo o ecdiorcaabds higki ent i f al |
of the curpentsfde $8F Y&k w%h%@%%'begee&e RithBAbS # At RARE aPPEd 10
a single round-trip. nstraints are rarely used wthin the

dat abases @(2ddbsuckdBt beRE) ope@singy; alolvy opardivgs. capshersratipes, (esefadperiiers i t hel ps
provi dessi gpl r 25 handi ng w t hout
extra quer%sg%n%m%%eggrm%&\bnﬁlﬁg eld?tpﬁmﬁéag%n? I 8@'{%%@' n name (FQDN) table
has a constrail@031}| aCleud managhle200rda~n®5 tmarlaslsneltagerrdatpnmvécrmdmgbaaeﬂenant from
aCC|dentaII tr the sane F IIocat dto a

di fferent ténanﬁ“pa%balS [Qggg e(ﬁorklnearl?a $ used ac ngn la (r%sl n ecncg,*af'tf"E "Fndi ces
typi cally inmpageye2(. e]&dtmnn‘dararhsmc?es &ir thidhenanosbinagkr BX)tanaa kéoas davabaver i t e
operations nce .t he data. e 30databases i,S primarily RAM

oot dent. 24T RGrhe Fabhl ol b Y RO Gk PRl e B bR

enmbodi rrent ,credadiatse&rﬂmtebenaddeﬂteomﬁedattatn)esequelyybe paticenms sdradrand badpiil 1 zed

and a performance i rov ment e deter b 0 ndi ces.

Accor di ng 08 Bo gtq i %ﬁ@ﬁﬂbﬁn{ I‘?%Chlr%fg \A%llinﬁr &éﬁ&giﬁl ly take a
long tine ta{?eﬂlablw.dnhllis—QQLq@thb@@ may be speC| fi ed such that the table isn't
| ocked while the index is initially 0036] According to an

enbodi ment, up§P¥desCloy! BargpEI8s wnﬁﬁvrﬁd f%@teeﬁb%h thadagsesyiiieide per f or med

Wi t hout caughB& @ Lneathestrh&d@rltwglsmwamgy\san%nuylomﬂetchﬁa words, even
during an upgrade of the cloud manager, the cloud manager conti nues

pr ocesdPng Masest YUtluriag uagradss oftdhe dlaehasey Hin geannie descign keywer sieldne. are to be
conpat i bl € 2ol H08cBhRA O S SERETPorcTR e n SERETRHPOLALR diffichin bef or e

t he web servers used by 't manager are upgrade
servers ar endnpﬁgsealdedtmmqﬂ f@létrre s@ralntton'@ oStarsd prasedutespldce aroug efsrhenabl ed in the

dat abase. limted such that operations involved in
t he upgradegﬁgal?g@%ﬁflc g%%fu??(lgl ent. For exanple, tables nmay be added and

new nul | abl e d603¥m chnmyulbeltlad@enih the SEXi sstwemgtrecaﬂemm’—é to hemvingoizedviscemay 10be
added 35 t ounﬁ{}l\ll)s 8231 b% eg(ﬁgnlsgfe cO n%afflécﬁtlolt%e dpotls]tgorfghe dl%;agrlljmn%gn%a?u%r af*"' ons to the

dat abases are a e'to a new y added
col umm at ecrawile,dns tmumiy mayh iercaffadny iftallrof theensentiSQY. soper atareriowtiea t here

is a large anp ta. Adding.a nullable colum, however, is a very
qui ck oper 5??8:#1”32@6 8i%s V%rﬁ%psegd“ %ﬁg%}sm“&ﬂr&%g new i ndi ces are all oned, but
caut i on shoul qooset]t akantryihe lareaﬁidlyngecawmﬁw&feaia&bﬁsas (251205 hEsp GehenByr e sure
that the S%eresggin‘tjs a J l?égi%l VQen it hall;se&léw\cll\é glrrlllp em%da%ésl \§1ttﬁ tﬂg riglflit k?'nd oFf%Eroexanpl ©
25  handing without extra queries. For example, the fully qualified domain name (FQDN)
table has a constraint placed on the “name” to assist in preventing a tenant from
accidentally trying to claim the same FQDN as is already allocated to a different tenant.
[0035] Caution is used when adding indices. Indices typically improve read
performance at the cost of extra I/Os for write operations. Since the data within the
30  databases is primarily RAM resident, even full table scans are relatively fast. According to
an embodiment, indices may be added once the query patterns have stabilized and a
performance improvement may be determined by proposed indices. According to an
embodiment, if adding the index will potentially take a long time the "ONLINE=ON"

option may be specified such that the table isn’t locked while the index is initially built.



when a constraint is added it may be set to a state that is not checked and
avoids a costly validation of existing rows and potential errors. Ad

t abl es armsiouniegsaocol uims are renoved after a new ver si @aTiUs261gi0sysiised and
t he cl oud manager is not accessing those tables and col utms. 20[ 0037]
Generally, a single rowin each of the databases is used to indicate a task
and/or a desired state. For exanple, the tenant database 235 includes a

single row forppgsgh A&@mgto&lgm\yg@d}m&m@g&adeﬁ% daasisw@uﬁnlamwded Ver si on
record. This record is used to help ensure that the tenant is placed on a

f ar m r unni mgnegeeMeE §ePerEmed Ehe causige dawatipe 1, the gpud menpger systed. &t ay on
Shar ePoi nt |, ﬁ r words, SvBedrRg4h hﬁgadfeec{f%eod“on%antagé?atﬁé cl%ﬁ)dlhlgna%% Sflinde®

25"14.1." any version includin any ot her versions
(e.g. 14. 2pmszss9ngmm9wdd rﬁ@vesmtﬁcswuchrh@ng@srm&ﬂe to @@@¢I&maﬂw0|bn@©mm1b®t her

| tems sych ag tf?éJIS DAL ZER Y ”i*?l% rSQ‘ifscHe%?ar 1ﬁy|gra% AR béGreThe \@JEJJ sﬁ‘]\g%l %g&e al data

usage, per user ata usage, , estrictions, Sone
or gani zat i o theicfhwd nivareger msvlupgpldﬁl Néinaniteswqbrsatvem@prmadtd thicy arseant to

geographles rgan t|on F litie Accor t 0. an 30 nbodlnent
tenants ar esei/\tg ﬁ%%¥e3 fesfer om eac aaah%sre vll?n oﬁtup‘(éra&JI ICI lite%vslufelnﬁ on of the
users (vi aope«hmmea{votyed oi thetpdraiatary @sok. anfl @TBSnt. A?mexajilmg tdbdes oy benbodi nent ,

each tenant cked eci t wor. na are kept | ocalized
Do oo apP RS Rl doRin® FEk b fa W isfie CEMAM- QR EMER phos o 4
fi Ihl one datafkga)the _Bndl\:ﬁl_a&ﬁbléiﬁfs&erdllyj ﬁlrl]d: cbnemag oneramﬁs dﬂh&ﬁ:&%&es&hﬁr ed wi tg
ot her tenants S |1 | e t ha e ten t hat at abase nee
to upgradea}é‘fld‘?dhg'u Oggmgpphq, ﬁ%lm% a‘gvtahlﬁé%?n@’i‘ dqdéaﬁj i FTeH T noved to
its own dedgia g@bade@atmm}lg Steatioq Wheah glafe 151@-%gerﬁh{cﬁnimlata0ﬂ@dméwt is not

sharing databases with other tenants. Maintaining a |arge tenant in one or
mor e dedi c APPSRl SRECYE N3 VG AHEHORHIgN a A5 Hishisasd BpVed addineieds t hat are

needed to BglidPealEdeE bitalRANARMAN Be taRePwBInNALR um%%gl%mmt to Hef039]
Simlarly, the work database 215 includes a sing Fe row for each job. The

machi ndSdarayaseroths theagseh?rn%mgd@eavqnd\hrqabwl@awxmﬁlyg Hetal Forsatmple, vM farm
and the |ikge, E%ns%ﬂﬁ%&‘dedfﬁﬁiy H&%eﬂ@@%ﬁ% the@d %%ﬁ&k@@a‘%d%&dé DElsH

version string. According to an enbodi nent, each VHD, Farm and W|th|n a
net wor k hagalgation of existing rows and potential errors. Old tables and unused columns are

removed after a new version is being used and the cloud manager is not accessing those
tables and columns.

20 [0037] Generally, a single row in each of the databases is used to indicate a task
and/or a desired state. For example, the tenant database 235 includes a single row for each
tenant. A given tenant may include a Required Version record. This record is used to help
ensure that the tenant is placed on a farm running the required version. For example, for
tenant 1 to stay on SharePoint 14 SP1, the required version for tenant could be set to

25  “14.1.” and any version including 14.1 would match and any other versions (e.g.

14.2 xxxx) would not match. The tenant records may include other items such as
authorized number of users, quotas (e.g. allowed total data usage, per user data usage,
etc.), time restrictions, and the like. Some organization might have multiple tenants that
represent different geographies, organizations or capabilities. According to an

30  embodiment, tenants are walled off from each other without explicit invitation of the users
(via extranet or other features).

[0038] According to one embodiment, each tenant is locked into a specific
network. Tenants are kept localized to a small set of databases. A tenant is either small

(smaller than would fill one database) in which case it is in exactly one database, shared



10associ ated version string. [0040] According to one enbodi nent, the cloud
manager includes a sinple |ogging systemthat may be configured to record a
| og ent rywobaeniza@etvzweb service call. A |l oggi ng system megThS20utpb3aent ed
that includes as few many features as desired. Cenerally, the |ogging
systemis used for neasuring usage and performance profiling. 15[ 0041]
According to an enbodi nent, the Web Service APIs 240 are built using SOAP
Wi th ASP. ngtith oTﬁe?teYlﬁ{té aQUs lmge 20 la@@lfetéﬂan{s @@drﬁglﬂﬁlt Hﬁ&ﬂa@y\héeweo Rkdle
patterns-Gets and Updat es ner al t he update nethods take a data
structure asthe pang tﬁp@tw@ﬁ@ tensnigraws %EEGEHWY%W?QJ?O&SWH@@C@GF{ put. The
output st r Yt sfﬁh%g%m%mlawﬁl RlthanihBlifit Rlnot HerHOARILYE AGHORIECt 110 the
dat abase, potentiall erin romt € I nput object 1 f validation 20or

ot her busi hegsts.| M@m@anehm@wtslenelnpmepem@neelsdlmtededa@eaw helpsiddeduicmgal
roperties vV, ulated b
!to hepcl oEd r?%fﬁlg&g)? détgblah&%atgzéadewérl?gtté] (gggggardgg)?fggﬁ a%tgps‘? m "ﬁégﬁggt creati gn
as well as sud@@&?}uerﬁlmulmdtatﬂ@sworkdat@bdae?.li/\mcld@qs acsallgleerpw ftnoeatlh'@bv@be service

APl s 240 can N at a est lnceecaorroll‘wl }Jga@ﬁl n. 4 hea/chmen{,M?pcri th don t need
to keeptracaﬁ of &th ] ect read y Xi st s or MM aﬁtlonthls

25neans t haike. ulﬁxﬂ&kaﬁple,rrmchﬂemni@ntlatabasetI?étmetyheclﬁ;@rmvewpxdﬁttmgcalI can be
made twice with.the id ntlcal 0 M nl e. According to
- enbod maNEordins LR R sa ey Feraas Bl CR a5 sber ty. vien
t he Last)Upd@badte@Kfﬁpleﬁtstyings present, the cloud nmanager 200 rejects the
Update if the e of LastUpdate does n ch the currently stored
in the dat abaslé&loi ngcﬁffjg’a?t% OH%?IHW?%éﬁ%%}Bu gperirey Cﬁ‘? REY™PST e set on
30t he firstodetheQeath @t by bheonfRil@th ROHd ald MEY fGehchoRcich&de danvacat i ons
of the rreth § [0042] d oud manager 200 is configured to avoid the use of

cal | backs. @gﬁeéye%w m&@wﬂﬁ@)@w ttl}ﬁrvéqlvdgbP%feWémnéfﬁ%urFmS&e%ze@. ng with

cl oud managghe2H0 (BYg kiR 8CH f&HtrAdaliin g%a{gg afd PERrS&IK pfsiIAE!l  When they
want to check a ‘status an update. Accor to an enbodinent, a call to

an upddfe net HB%ldau%@@rden&ie@n ﬁ@h@@eﬁntzﬂ)ewe@ BticoAds 3¢ sare buift g
under [ yi ng sIPn ASP.ndll Pt ShRL Bth MO AP e Wi HRCRLES minaREHRI et ed the

state is set to "Active
Gets and Updates. Generally, the update methods take a data structure as the input and

return the same structure as the output. The output structure returns the current state of the
underlying object in the database, potentially differing from the input object if validation
20  or other business logic changed some properties or else with additional properties filled in
(for example record IDs or other values calculated by the cloud manager). The update
methods are used for initial object creation as well as subsequent updates. In other words,
callers to the web service APIs 240 can simply request the configuration they want and
they don’t need to keep track of whether the object already exists or not. In addition this
25  means that updates are idempotent in that the same update call can be made twice with the
identical effect to making it only once. According to an embodiment, an update method
may include a LastUpdated property. When the LastUpdated property is present, the
cloud manager 200 rejects the Update if the value of LastUpdate does not match the one
currently stored in the database. Some Update methods include properties that are set on
30 the first invocation of the method and are not set on other invocations of the method.
[0042] Cloud manager 200 is configured to avoid the use of callbacks. Since
callbacks may be unreliable, clients interacting with cloud manager 200 may check object
status using a web service APl when they want to check a status of an update. According

to an embodiment, a call to an update method causes cloud manager 200 to set the state of



[0043] FIGURE 3 shows an exenplary job record stored within a row of a

dat abase. As illustrated, record 300 conprises job identifier 302, type
304, dat awBQ612/Be2mer 308, step 310, last run 312, expi PETIUSA®1833V85 next
time 316, state 318 and status 320. [ 0044] Cenerally, for each task
that is requested to be perforned, the cloud nmanager creates a record in
dat abase 350 (e.g. work database 215 in FIGURE 2). [0045] Job identifier

302 is use%é&a&mﬂ% ébyecatoumwrs%ﬂudgfe%a V& the %dartéa%rerc%%@*e%me Lias k- setlo[ 0046]

Type 304 specifies the task to perform For exanple, the type may include a
name of théo S&¢tiVpt to be executed. For exanple, when the task is to run the

sori pt, named g oy ALY 1b0gty LR 0308, MRk RebidaLigal dent e

(e.g. "-VMD 123"). This al ovvs new tas es to be added to the system

W t hout red@utlalpasngAaﬂlystcﬂ@ng@@rdt%O@@nm*&@b@fienbﬁﬁémmwa%ﬂ e 309, of t he
system 15 . i d r t th the
syst em s E)Q(/gé'p jlogasttgbhﬁgglgé[t?ﬁl?, %)Iép?re%ﬁn% K4 qﬁ&@mﬁé‘ﬁm %t&te%%%% s@éngsgatzm e o
etc. on which [ﬂW]ta@@ef%ﬂylfor @ehp@kﬂmmueswdeoaapafﬁmﬁd egclaldso store one
or nore values to ic dat aba 38 IS cess running

t he task man?%r&re% S%Wcord Hbd#%gsoe&d%t(%gs“éoé talfase Fs‘m FR%GRge ired nunber of
machi nes is se[l)045c]> mhedeanﬁerﬁt)z assd tolpeciglaumique idehieficl ddrabasqudsted per f or m
20t he oper?t [ 0048] Omner 308 specifies a process/nmachine that is
executing pr ocess. For exanple, when a cl oud nmanager nmachine starts
executilon of gop4wp, Type 30RgleLifies thB@h%k&SpetrﬂbﬁnOMl&&alﬁﬂS thOtypt ey diclidee record
with an I D of thg machi n §1EL(0049 Ste iLOB |des anlngqcatlon f a step
of the cur PEAT°S tthB‘i“Ptf@ ogtedy FRpPEMPIehBIEPE Bk frdy it %?EP%P"‘P& k into
any number “DbpisyEVISsAhct 1 IR 00@HSy fRNRb Bkeknafist@p. OvMIDa2s ortms, step
310 is updat ed. A process may al so | ook at step 310 to determ ne what step

to execut e APV QRS tahaddsd B wstsavwithyut @q&u@n%w&mgeb fevi ousl y

conpl et ed %Bﬁ{%edorotherbmaryﬂoﬁl@sﬁ%hé—s@@t&mrUn 312 provides a tinme the script
was |ast started. Each tinme a script 30is started, the last run tine is
updat ed’ [0047] Data 306 is used to store data that is associated with the task. For example,

the data may be set to the tenant, machine, network, VM, etc. on which the task is to be

performed. The data 306 may also store one or more values to which a value in a database

is set. The process running the task may look to the job record to see what value the

desired number of machines is set to. The script uses the value in the database to perform
20  the operation.

[0048] Owner 308 specifies a process/machine that is executing the process. For
example, when a cloud manager machine starts execution of a job, the machine updates
the owner 308 portion of the record with an ID of the machine.

[0049] Step 310 provides an indication of a step of the current script. For

25  example, the script may divide a task into any number of steps. As the process completes
a step of the script, step 310 is updated. A process may also look at step 310 to determine
what step to execute in the script and to avoid having to re-execute previously completed
steps.

[0050] Last run 312 provides a time the script was last started. Each time a script

30 is started, the last run time is updated.

[0051] Expire time 314 is a time that indicates when the process should be
terminated. According to an embodiment, the expire time is a predetermined amount of
time (e.g. five minutes, ten minutes...) after the process is started. The expire time may be

updated by a requesting process through the web service API.
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[0051] Expire tinme 314 is a time that indicates when the process should be
termnated. According to an enbodinent, the expire tine is a predeterm ned
anount ofwOi202/05¢09. five mnutes, ten mnutes...) aftePCrhS2no6385 i S
started. The expire time nay be updated by a requesting process through the
web service API. [0052] Next tinme 316 is a time that indicates when a
task shoul d next be executed. For exanple, a process nay be stopped after
conpl etion of @o&fepnandmesié ﬁsattﬁﬁ%ﬁdn&l&té@wenu@askIshauﬁtﬁne%ps&éﬁebﬁéd next
time 316 to resune proceSS|ng 0053] State 318 indicates a current
state and SpaeampBopPioRst Buy &8 stapredafterscogmletion ke Sereand be@rséngtedito vails pended,
Resunmed, Exgeuhd mﬁ&?&%&ﬁﬁ%3léggéﬁhwgﬂﬂk%ﬁ%te rows in the database can be
renoved before they are perfornmed I1f they have the sane task type and data
val ues. For ex80§dle, StataPi3 plﬂ@atﬁ%@]u@@msstmynd)‘étamé@ ndicgerd Batm efRdosane t ask
that are s se. [0055] A job can have one
nnreglogﬁéQ%gggggg%%é 2%&&%@%?%?$ﬂﬁ%Q%%% “are not l1O0avail able then a
j ob will not HGO%IGhelauﬂheutetwsriumetﬁatabasetcambd wokzeddreéorathay baipedormedel | ocks
may be conf ny .diff rent For ocks may be
based on a ITas ex, e Sl SY%% gndy A VR g g ?eng’rmm%req“em “%a&l?’ prevents
code fron1h@dﬂQWEMBnmﬂﬁdmmenBMﬁmenéMmebynmmh@kthMOﬁmedmhmaad and a
semaphore rest nunb of sinultane uses f.a.s red resource up
o ot rmum ohBYy DR Bruigne 8 RS ot peniiel i NG 4Ry ot e
stringip hafavamablléelﬁe@mtjsb aﬂnﬁﬁ Belscheduldde riiregtilithe @odiByreheaiRbY. THER RS

resource. For exa t he | be_a far hi ne, tenant, and the

like. Gene&Iby oo R g Rems RSt EY o P @i Bt T ROt Bre Bt or o |

t asks. Eachjt@ba FyapsRetintiyhean®. Glendi® fah@@é@rév@a@ cbde MREBSEnDSIOItE] r unni ng

A job may rel ease a | ock at an%>t|ne urlnﬁ its operation. en there is a
r N

| ock, the PolsurEnthchy R duneagthread peha trawaang ravBick amabCLHe mPiaBews r equest s
al | | ocks REIWE b Sichr@f re QLS up K04 mBXBR fimtRr. ) AR ofliEBdY chBodRSsESRLPN Of a
| ock may not request addltlonal | ocks. Such a schenme assists in preventing
possi blle déstheuktcsstinathpioaRreseaiigeesopipe cTheigharcenibedep sitg ehishasccanngst
mul tiple | (Fglsexam le, 1@ 9RLImd g%@é‘?ﬁm a FACNRe, %@erﬁﬁ@ﬁﬁ& e BVSIGMARD thor a
net wor k i ncl udlng front-end and back-end servers for an online service. The
exanpl e sy decksrarg @eed; tp défatkxscution ehore ot ORreBskd Eaduiob may weacily 4060r esad
bal ancer 4 r 416- 419.
G eater orQ g%ﬁgﬁtﬁgg%&ﬁ&eé%%n§ ¥€mﬁﬁﬁﬁéaggﬁeg%§a??%t%&%ﬂ?&%g%rS and
net wor ks c@pﬂbﬁmué%mmiwﬂdwmﬂoﬂaﬂkydoB@M@Cmﬂukheﬁﬁ@n@ﬁhmambmﬂvmgmoV|ded by
e OO SR Sody B U B A TongE MELL I B AN pERTRRNEF Rk o'
exanpl €, some 7o ancr € per e

may not request additional locks Such a scheme assists in preventing possible deadlock

situations caused by circular lock dependencies amongst multiple jobs.
[0056] FIGURE 4 shows an example system 400 for a network including front-end
and back-end servers for an online service. The example system 400 includes clients 402

25  and 404, network 406, load balancer 408, WFE servers 410, 412, 414 and back-end
servers 416-419. Greater or fewer clients, WFEs, back-end servers, load balancers and
networks can be used. Additionally, some of the functionality provided by the
components in system 400 may be performed by other components. For example, some
load balancing may be performed in the WFEs.

30 [0057] In example embodiments, clients 402 and 404 are computing devices, such
as desktop computers, laptop computers, terminal computers, personal data assistants, or
cellular telephone devices. Clients 402 and 404 can include input/output devices, a central
processing unit (“CPU”), a data storage device, and a network device. In the present

application, the terms client and client computer are used interchangeably.
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30[ 0057] In exanple enbodinents, clients 402 and 404 are conputing devices,
such as desktop conputers, |laptop conputers, term nal conputers, persona
dat a assiwODant2s54m2 cel | ul ar tel ephone devi ces. i ent sP¢@AISa0d/ 083745 can

i ncl ude input/output devices, a central processing unit ("CPU'), a data
storage device, and a network device. In the present application, the terns
client and client conputer are used interchangeably. [ 0058] WFEs 410,

412 and 414 arj emgcewsﬁphﬁ) b £ild A0bS £02siBIRG% AMis\Uoa ah PRI BRlaNcer 408
t hrough network 4 di scussed, the servers nmay be configured in farns.

Back- end s®pkpeger 408throyghpetweki49p o As dispysrayl. the gervers may kel configured gafrmpal ancer

408 1s a dedlealRdnapl i kR of VPE! O, #RGAY LIDE SuSERIGE 46oFRUT er S Load
bal ancer 408, 420, 5WFEs 410, 412 and 414 and back-end server 416 can

i ncl ude i n;dgdi¢mdtwor1§évw@ee@d/oaomtmcat sqyyas cespitery  Lipddibafangpy0y, 426, dat a
st or agesde %H@g I twork 406
is the nté&ﬁ%?“gHQQ%Plg%?%mﬁﬁgg%%ggnﬁgﬁgﬁﬁﬁgggggs %gﬁﬁ?%ﬁcﬁgg and 414
and resourceﬁmtmnnﬂsngdmt@CRFEBadmﬂﬁwﬁgﬁdanw wmwuﬁ$wmkdbvazﬂﬁ©5®mﬂ¢n an
exanpl e errbr%goéren tS ne rl?%é]" gr?e Irslte%%t é)nia c'lanqs 4&r \3'%185 ca ccess% %fbment

col | abor at i'OR Sy St ine,” Browser-1ased décunent
coIIaboratMmhamyﬁmendnsomkﬁknmﬁimdShaWEpéunm®2mﬂbhnhhnmdsoft Cor poration of

Rednond, Washi em 400 ne or re o bac end servers
o ate’ are: SdbOR upd REE BERRaR B HaaB brin bt RioRPGeBR cor por at i on
of Rednonddo&mﬁhtagh&nmuthﬁah MEESmﬂﬂeofA&%h&ﬂ®nﬁ¢ﬁrpmay&ﬁemam interface
bet ween clie %s 402 and 404 backﬁfg_ gﬁrver 416-419. fThe Iggd

bal ancers AP#LORYAN $iSICBYp 1@& IPPEHY BPMICESAh S omRprtanal RyMRets 410,
412 and 4l4vansglbonom Mk 400, e okmerbraRI4er-endktbehld o-4Therelszad bal ancer
408 uses factors such as WE utlllzatlon t he nunber of connections to a

WFE and ov &P formapaleriiineies g MesresphiCeeoption T betnandr Warhingetej ves a

client requestjgoss) M Wakl ¥10, i€addead pRAIRNG StefA0 bitSRS fIRAEANS A as
back-end server utilization, 20 the nunber of connections to a server and

overalH5pe@ﬁ%?%¥ﬁ@éS®Yﬂ%ﬁ&Qﬁh%lﬁée%ﬁﬂ@Ha%@@Km§ﬁ@0§éPVéﬁﬂ$%%@WW@BQESrequest
[0061] A qalipl 498 veFiSlul 6 LRMARSR T REEL B AEEERRCAoAYIRDL stored on

one of the back-end servers, to edit a docunent stored on a back-end server
(e.g. 416- Ih@)oaébalamersﬂ@rtéesafamun@msWb@l@atl@ndlesn@mbelrof cydeationg 4a

bal ancer 4Q8&feg \Aﬁ %ﬁﬁgﬁgﬁ% k%gﬁﬁ&qgaéterﬁ% Q%%W%%&‘é%kre@&@es ol pag bal ancer

408 det er m nes server 414 receives the client
request . SmnmharSMﬁhﬂmaUeb@dbﬂm@m%@@@wdﬂh®mnﬁméashhmﬁhd@ﬂﬁmnﬁmZMEnback end

server 3041%16 nu%lb Ioﬁlneec ?oqg ? er aa% ?Veg'aple e\rQFrmaﬁl%ﬁE ‘yoed’e%rmglg %vhti)c%% ((ke nd

servers may be con ure ore nore ant's
custoner). eﬁ@@ﬁ@*r&mmeyzmq@mmom/to FIGURE 5, an illustrative conputer

architecture o 0 ST 5% 298 bl A de S MBLLRYPSIRRFL BT s W1

of the back-end servers, to edit a document stored on a back-end server (e.g. 416-419) or
to store a document on back-end server. When load balancer 408 receives a client request

25  over network 406, load balancer 408 determines which one of WFE server 410, 412 and
414 receives the client request. Similarly, load balancer 420 determines which one of the
back-end servers 416-419 receive a request from the WFE servers. The back-end servers
may be configured to store data for one or more tenants (i.e. customer).

[0062] Referring now to FIGURE 35, an illustrative computer architecture for a

30  computer 500 utilized in the various embodiments will be described. The computer
architecture shown in FIGURE 5 may be configured as a server, a desktop or mobile
computer and includes a central processing unit 5 ("CPU"), a system memory 7, including

a random access memory 9 ("RAM") and a read-only memory ("ROM") 11, and a system
bus 12 that couples the memory to the central processing unit (“CPU”) 5.
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architecture shown in FIGURE 5 may be configured as a server, a desktop or
nobi | e conputer and includes a central processing unit 5 ("CPU'), a system
menory 7,wOreladizng a random access nenory 9 ("RAM') an@Ca/use@dAs3T8y menory
("ROM') 11, and a systembus 12 that couples the nenory to the central
processing unit ("CPU') 5. [0063] A basic input/output system containing
the basic routines that help to transfer informati on between el enents

within the Cormb'(fﬁr’A%WmEﬁ/o%fﬁﬁ g@teﬁltc%{ayﬁhgth@ba%k%eqleg hat g B8OM 11. The

conputer 500 further includes a nmass storage device 14 for storing an
oper ati ng $gayinfoanatiop betveen ¢lemey Gihiathe compuigh suchgs dpangstartupiies, and a

ol oudSPr oGRATRHTRYAUILGHE CorRiRG UL ARGl inAR ILEL AGLOR iihe cl oud

syst em 100. 64] The mass storage device 14 is connected to the CPU 5
t hrough a rmesgsrtmes@glegwmmmIaemllcemprgg‘f@lm)o clota et 2 fites, anfe clyud 12. The

mass stgra Fo HEYDER I ﬁ%?d‘&h&hi%n%%l%ht%gag%o C&;ﬁl’ﬁ% ‘31ro SafaPige. medi a provide

non-vol at i e storage e conputer the description of
conput er - r eaddB0@] nEbicanasostb@apgnddidedras eonnesfalrts tltecCPéJ frtesugh@ nsa;ser age

devi ce, suc g(e e conput er rea nmedi a
can be any s STl By e TR AL bl E L SRR LG BRAR NS o

[0065] By wmyssodiatekempur- rmddblaﬁtedlla|pmvﬁc&tnonmala0tersmnzt$rfelrthactmhqjueerrfm(dl a may
conprise ¢

ut er ora di a ni.cat i on di.a. Co ut er storage
o o § ol AP EIRP AR AT st S et ey E AU RB RSHIR e P abl o rodi
i mpl emant edtotdge 115\&@3){SIRSBTaklﬁ)ﬁarﬂrcl1sk©€UDCR(OMyder©,rth§&(ﬁﬁlﬁm reddaplohediawin on such
as corrputer-readat]@? %truct ns, ég g\'{gructuref, program nodul es or
ot her dat a° #Bnpatde Ledp fyke 8iRSEerYie P s SOmBYEr 199 not 1imited to, RAM
ROM Erasabl e [gossyr apyaiy efdgelaphe%hylomﬁmwn( oFPROM-chdabli @edia gl | Y
Er asabl e Prograrrmabl e Read Onl I\/Ermr "EEPROM'), flash nenory or other

solid stat ORRMSCYMPEEHTSrE G ﬁmmuaicaﬁlqwe%r%%ﬁlwte SUFSRECIB( * VD' )

or other opfdifRd vstht¢ AlEnonBIBEL 1o @NS Btd R re BRI &4 @PfomdiRAREt i ¢ di sk
storage or other magnetic storage devices, or any other medi um which can be

used t d5st ememetied aissimelosy firsiomse b famatiahiuehacwmmysr-sedddsed by t he
conput er 5%tw&t¥&9@%]ata 5 RGEQEEL B ok &%&1&1&% oL "B Surter SRR 1RV1ia200 MRy

operate in a network envi ronirent usi ng | ogical connections to renote
conput er s tietugay hutis nettlingickd tRYEM, RO¥h ErpsalihRropramarhkstRead Ralyddampeyer 500

My connec lﬁf@\dmg EEEtYYE’e[lﬁ EtBab R PRI RalIE R VRN Kt P*e Sshﬁﬁg}zﬁﬁbkd” 0 connected

to the bus networ K connection my be wre or W fed. The
net wor k i ntfleshf mereoryor t)thﬁtosomytaiaInmm}eteuluHOIlque@D{ROModlgmtversznil@dlkier types of

Inﬁ:)\llj\f; lgg t g@‘ﬁ)\zlgﬂ?érg rTBtgch%tor%g r‘in%@etl.c ﬁas%etg %ma}gcr)lgtlc tg e m 1¥et1%|d§s i ncl ude an

ecel Vi nput "Trom a nunber
of storage or other magnetic storage devices, or any other medlum Wthh can be used to store

the desired information and which can be accessed by the computer 500.
[0066] According to various embodiments, computer 500 may operate in a
networked environment using logical connections to remote computers through a network
25 18, such as the Internet. The computer 500 may connect to the network 18 through a
network interface unit 20 connected to the bus 12. The network connection may be
wireless and/or wired. The network interface unit 20 may also be utilized to connect to
other types of networks and remote computer systems. The computer 500 may also
include an input/output controller 22 for receiving and processing input from a number of
30  other devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 5).
Similarly, an input/output controller 22 may provide output to a display screen 28, a
printer, or other type of output device.
[0067] As mentioned briefly above, a number of program modules and data files

may be stored in the mass storage device 14 and RAM 9 of the computer 500, including an
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300t her devices, including a keyboard, nouse, or electronic stylus (not
shown in FIGURE 5). Simlarly, an input/output controller 22 nmay provide
out put towe?2di2pshmwy screen 28, a printer, or other typePofi/usaaipos37devi ce.

[ 0067] As nentioned briefly above, a nunber of program nodul es and data
files may be stored in the mass storage device 14 and RAM 9 of the conputer
500, including an operating system 16 suitable for controlling the

operation @feraiddalwWeh ke duitB It &ntroBHE he dperhfidh MNP LQREMBLLN udy St ens
from M CROSOFT(r) ~CORPORATI ON of Rednond, WAshi ngton. The nmss storage

device 14 antheRANIOWRP apesysingspiienciien SHCROSOTFFIgPRROROIIPNS | n
par t1 cul ar rolifind WASnALOA9R ARNGRo1 Ao A48 A Tl IREOLR e Or nor e

application prograns, Such as cloud program 26, that performtasks rel ating

to the cl ombrgyreogrep modules] HoB@IcuRr.CuRES stomepicece | ‘omd thalhalet mipr an

onl i ne geryj.ce ' : r [ Eﬁgw’ i.ng a high
privil ege E{g\gee?n%&gbﬁgé@bﬁ%aéﬁn E@%{% ’esglgﬁ)?sngslt a g%r%?gotgﬁﬁ)e ou&gﬂﬁanager 605
i s used i nrd#gpigdyiegloudeystinguri ng and managi ng the 10networks for the

onl I né Servi Ce[ooég]‘ %I&ﬂ}ﬂﬁ% SHENEI&hud Rar: Oenrfflogéjnr & 1né[: Qrli&ES !clt\/irelﬁtglﬁ%?ﬁ\%rg through
an i denpot ent 'and asynchnronous” appli cation web servi ce appll cation

pr ogr anm ngnir¢nh@¢ fnackenos ARujringatighGirotidgantaveh geng HDigh pavikgainsgllered to i nstal |

software on r hi nes i p_one or re different networks.. Sonme of the
Sof tvar e to baOPES CTaEGRer oS Srssibn STRCRE fouHREE AREL SR at 1 ons ¢ hat
requiraoa Iﬂ'btg{ibrlﬂrfbr\/thé egreckaviet.. ThOLROT hhnadsr ik bd)nffghfealtt@d:ceieé @q@bsfmn?ger 605
conpri ses rk manager 110, machi ne manager 115, a i cation specific
manager 12 ,rO‘é%‘rainrﬁ PP&H! aI’(ﬂlé‘tS%PCB‘EOB?‘@(aQ?h won W%\thﬁfr‘(ﬂgegapé’ f4Pte API's 150.
Accordi ng poepemiaiRAEtIE ART) 2P| d16@t m@esenagedontig@ed & iastSNR@RRI it t enant

manager that conpri ses SharePoint specific |ogic. [0071] Requests using
APl's 150 m&SM¥emaedpesihone s mashdiffeivatitetueils. tIpaned fleoy ente tobomstailsdyer s i n

various topRkiRGL&se MERAS iHihdL RRl1aMAk WA kuitdNehivRpkvilkge NetMork 2) . Wil e
only two networks are shown, many nore networks are generally nanaged (e.g.

ten, oné hundrl@0] srallusHaiadahend maspger AGLeEmYiscsanerk maager k) machipad manager
605 oper at G5 aRM1 | & .fARLAUREIIShMLE Y, LAk % chAUL aBNAFCkISKs! em shoun

and descri bed above. service API's 150 1 ncludes methods to request

servi ces fromicadrk Hlnagending 6 onveotbodiercsapriinatiparmapaser 4AYisagkicEant on
manager 12@engﬁqﬁ%lg§eqmltg%mgrggy% oRY e@ﬁicﬁ'@gﬁ}g using APIs 150 to update a
ase, ad e

tenant in a data a new server, ploy a new farm add
[0071] Requests using APIs 150 may be used in the management and the deployment

20  of servers in various topologies across different networks (Network 1, Network 2). While
only two networks are shown, many more networks are generally managed (e.g. ten, one
hundred, one thousand, ten thousand, and the like). Cloud manager 605 operates and is
configured similarly to the cloud manager system shown and described above. The web
service APIs 150 includes methods to request services from work manager 110, machine

25  manager 115 and application manager 120. For example, requests may be made using
APIs 150 to update a tenant in a database, add a new SQL server, deploy a new farm, add
a new machine, update a VM, obtain values within a data store, and the like. Some of
these requests involve the installation of software on one or more of the remote machines.

[0072] Requests to the Web Service APIs 150 operate in an asynchronous manner.

30 A requestor can repeatedly use the Web Service APIs 150 to call every few seconds to see
if the request was fulfilled. A request may also timeout after being submitted to cloud
manager 605. The request may automatically be resubmitted and/or a requestor may

continue to use the same method in the API until the request is satisfied.
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a new machi ne, update a VM obtain values within a data store, and the

| i ke. Sonme of these requests involve the installation of software on one or
nore of twe 2nemsim2machi nes. [0072] Requests to the WebPBgruseaea/0AFHB8s 150
operate in an asynchronous nmanner. 30 A requestor can repeatedly use the
Web Service APIs 150 to call every few seconds to see if the request was
fulfilled. A request may also tineout after being submtted to cloud

nmanager 605. T3673) @9MRThandBY 688! [« QARBLALRY hyvé& hﬁﬁw&@str%qémﬂsdk%m

requestor ma contl nue to use the sanme nethod in'the unti'l the request
i s sati sfi dgfore returning HEFBPsCoGH Siveheggedst. g05ud Barpast Yappintenyscudrty 1ittl e

pr ocessi g K IQRBof SRR ehREAT of SLHPR! Ao AnbASAYNS oA ARl EN T eauest.

Cl oud manager 605 nai ntal ns records keep trac currently requests.
For exanpl cabda(tﬁbdsermdnafg)@qaesmﬁmp@ms qbé’é@mgrmrmcae leogthy agiwitalrdere and i f

necessagy %ﬁl@g gllé qugﬁm@fgrsj ) obt 19foplﬁ£tfoﬂra[:@ Mn’ﬁttécﬁt‘agﬁéﬂc}/ata%%e tg\'e Eréég&%& &' SOnce

t he paraneters a Ormmtion are commtte abase, the
response |ser3@mhetttqutsm requestor [0074] The data store(s) are

configured to [ﬁb’Péﬁ“he d'gtla"l gt%re sljlgre COII:I% O%uref(#{[\olkg}e kmugleﬁara B?Stk E(@h%)' Nadds © and/ or

are to be depl'oye nes 1 h on MOFe" of the
net wor ks. Acamnedntmgahdoane t-mm&plmmon driker MofeREBEh{dhjneVHDnk ol mofearfmat i s

used 10t hat, s a Vi rtual ne, h n.reside

native. hootheeReorky esmobisct ASem R phfCROSDkF QPR kiR By he
VHth olrmat thaﬁ Sﬂét’:@iﬁﬂdt yirt@glphdctiab herdsliskaleat tdn resid@@NOSdtivE hbsd file@styinr L u\:;\t/ln i Zﬁt ion
t echnol ogy, os erating te oper atin stemwith which it
is used. | SRR %t?fg‘f’“}&}“é '%?gcﬁ% ‘f'n?ﬁe’f? lﬁg‘ﬁi‘aggﬂ 0@%&%8@??@3”&!4 T6d to a
gl obal Shaﬁﬁagﬁﬂﬁfc%thbQ1rﬁlaﬂﬁthw@fekh®|ft%5/ehdsf't&}krdtlﬁg !;}Qfeﬁ{ of Quedt dpetavig k. Storing
t he 15i mrages on a network share saves tine in pl.oynment of images since

net wor k conYAlRiR With Wdehi ivliseds nagss thatare used Wlth@bar@jwé? BERY OFeARGRT 105 i s

confi gur ed ffRed 03t Abtal MakSan@/dr (RIRGorRREDE E6is 1deallth 8 nBRIVOT Krin®PMki NG t he
installation of the VHD on the renmpote machines, a high privilege account is

cr eat edSandmageh Py h ngfpiolk shaigsayen Smglin @ﬁenl%vmqné@famp&a sinppeetWph privi |l ege

installer 20.ABYichA®nitiac)ilA8d.Qn the VHD. The high privilege account is an
account that can run processes at a high privilege |evel. For exanple, a

hi gh privil ege[%’tﬁdé?dmtd mrapedyd 02 caufitgunedso instadrVIlde oursmotcThashivegin the i vi | ege
installer r 4, r privilege
account an gtl“%rkéolg# %{he togﬁor#sﬁglﬁﬁavggfon\?\gr%mgﬁr}ﬁ Cgfﬁrgrsgg hgﬁgﬂ@l}%& requires
a hi gh secuaedoumt i evabdasladngiplaneldget mstallqn@rlnaalledp@he bigh povilags exstalecount .

25Cener 6' ! ¥11a|y%n¥nc§u% &V\@{h% \;}B?t Theshlgho r?vﬂccieg aeccciou%t Y ad cso%ﬁtut'h an runSk requires
a high™priv

processes at a high privilege level. For example, a high privilege account may be an
administrator account. The high privilege installer (e.g. high privilege installer 634) runs
under the high privilege account and is configured to install software on the machine that
requires a high security level as compared to a normal application/user account.

25  Generally, any software that is considered a high security risk requires a high privilege
account to install.

[0076] Once the remote machine is provisioned with the software on the VHD, the
remote machine is started. The high privilege installer may be configured to start
automatically or start at some other time. For example, the high privilege installer may

30  start at a predetermined time after the remote machine is started.

[0077] High privilege installer 634 is configured to create installation queue 632.
According to an embodiment, the installation queue is created in the registry of the
machine. The installation queue may be configured in many different ways. For example,

the installation queue may be a file, a table or records in a database, and the like. Access
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account to install. [0076] Once the renpte nmachine is provisioned with
the software on the VHD, the renote machine is started. The high privilege
i nstal | erwoay12s4monfi gured to start automatically or sPartUuSai11963785 ot her
time. For exanple, the high privilege installer my 30start at a
predetermned tine after the renote nmachine is started. [0077] High
privilege installer 634 is configured to create installation queue 632.

Accor di ng 0y @B r&IRAMI§BRns 1RG0 AIREASUCR PRt AHEHE chSpr6¢c8AdBdyritdidt he
registry of ghe machi ne. The installation queue may be configured in many

di fferent wheysstallagen eyerpmpl @ examle.angecery eonirollisgmeviEcridy thaondy 4 piogess a t abl e
or records yifoa:iRalaRas fe ARE nfalSel HEE wiifCH eRSindRMiBe iLst Theted to the

instal lation queue such that not any renote process can wite to the

i nst al | at i onstadfateanequero?32dseatipbethe softvepectegrstatiomt thomaghing thatagquapeide fise t hat
only a pro - QL 1.Gl fr ite to the
Mnstal | i ona Btk AR TRy TR B it i e 10

i nstal | on stoheomthe mactend dndtor meguicroger tohgionsecltofa netveorkislghe. pri vi | ege
installer 634. oftware to install may be.s d withi ata store on
the machi ne.arV A GROERERet R TR B BT Eo b Bt

[ 0078] GCeneriaildgy inswlienis acizaed anbingtaldthe tegsesaxl@oftwark.nat@irdiag tocn queue 632,

the high priyilege j.nstaller.is. activated dinstalls t re st ed

sof tare. " ARBT BRoMEE b <Gy “RHR R b el PERNESACS) ceps
until ao embtgug. i s added to the installation 10queue. [0079] FI GURE 7
shows a proces j | ling software on.a renote machine that requires a
hi gh privil egéﬁ?'&%ﬂwﬁ% St’% %JI]’YOW\%A%Y ﬂ%&@i“ﬁdo e ap & SuRdr Bachite hfe
routines p&@?ﬁ&hﬁmgmgﬁﬁﬁgebb&‘Sh0u|d be appreciated that the | ogical
operations of various enbodi rents are inplenentedlgép as a 15 sequence of

conmput er i npl AN Mhegeadingthedigrypien HroRpABES BIsATIRY TSI ISBMPEPE ng syst em

and/ or (2) afsedibEMGAROREGIEIREHSIE vARIL Cmbbdifmbhth frePnple ekl $1) apglul es
within the computing system The inplenentation is a matter of choice
dependdAt 6%fUERRE Qb epnRITterARPEMeRigd RGterraYiegsa Modples BERPE LN AGOBREIEM

|l enment | gk diend ST Ao RGOS FhahMogt 08} SRk IRALRL AR dd | ust rat ed

and making up the e i ments descrit erein are referred to variously
as oper at i épputingsydenyr Bhe dwldneattiomistagnasier efpdioice depelifpasen dper at i ons,

structural ' y-Te . ] F i.n.software, in
firmare, P%%§%%§%3f@%%§%@§gf@?g@%@ﬁmgg%?%fngﬂﬁhﬁﬁgggg ‘kﬁgﬁ}on t her eof
[0081] Aft éwcardmihyr the bypsrbticonionpillogesd and dakingwg teembpdingnis descib@ where a
.hl gh PhHEVI Ihglgl% JE% eLlj'rrc]eh td 2 rl%lrlga%seod e%%gns?sthlcgl@al%%{fi\c/ésl S8’k Sd%%'s.l Phest S

i nstal I'ed on a nachi ne. e 25 |dh pr|V|F%ge account nay(be any %ype of
account t haperet@oms rstmctprabdesse sctk hat mpédesi m&y @nimpleenateé th pftwaicl mge | evel

For exanpl & 2.1 SRpR%d Yhbs 8% SR RYL By RSBl Rd RN R r at or
[0081] After a start operation, process 700 flows to operation 710, where a high
privilege account is created and a high privilege installer is installed on a machine. The
25 high privilege account may be any type of account that can run processes that require an
elevated privilege level. For example, a high privilege account may be an administrator
account. The configuration information for the high privilege account and the high
privilege installer may be included on the VHD that is installed on the machine when it is
first being provisioned.
30 [0082] Moving to operation 720, the high privilege installer is started. The high
privilege installer may start automatically or start at a predetermined time.
[0083] Transitioning to operation 730, the installation queue is created. The
installation queue is created on the same machine as the high privilege installer.

According to an embodiment, the installation queue is created in the registry of the
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account. The configuration information for the high privilege account and
the high privilege installer nmay be included on the VHD that is installed
on the nmewbizne/oM®n it is first being provisioned. 30[ 0082JUSkMII0AZYSE O
operation 720, the high privilege installer is started. The high privilege
installer may start automatically or start at a predeterm ned tine.

[0083] Transitioning to operation 730, the installation queue is created.

The i nstal lakhiad) AlSHRallaBoCRAE ﬁﬂy@@c&ﬂfﬁu%@%ﬂ?ﬁﬁﬂ%ﬂ?w% tFee il Privil ege
installer. According to an embodinent, the installation queue i s created in

the regi st e ipftaliaien desen mae be THE, p fblealr regords in %q@?é%k@serml}dib@hls%n”mcgﬁr ed many
di fferent WY He rééﬁ[cte%%@ﬁié'n%talltah dld%ﬁiéﬂch At R aH;'r'FeH%tJE%ce@@caﬁ Wik & @ table
or records 1h a database |1 ke. Access nmay be restricted to the
installati diwlnﬂﬁ@béomm@hetFmtexmle,aimacqeem@m@oldrsb@esso%lésnthamrthea procishe
instal | ati qpy %@Hﬁes i, %th%’éf’o%ﬁhﬁn?gr% @f%?%esto L§t£llaubﬁ §15eu€'ay specify that
onlyaproce at originates he cl oud nanager nmay wite to the
install ati on (@8 Flowing {OGm&A]IOIFYMthIgh@rw@@eamst@lnr S'M@S uth@Oﬁtw:gh ispri vil ege
Ihlrlzj}‘lalpl‘ Ie:“ ﬂagea? ré'lq?ltéﬁltefd to%e 1nm@a[l?d ﬁle hi rﬁ%oquvv%gg 1nsga'1'1Fer glay sle%unt%l ?I% ! aqlli)l ed. The
installati op aq\ueue) the 1ns1tnlyat1pequmdlocaiay yerwalkoally Wabthe«:kecﬂ(hlﬁa ingiglitaabh at i on queue
for entries. (il ?5 Movi ng to deci sion operation 750, a determnation is
made as t o WHEHE ere is software to install that requires the use of
the higb privi [Iom Mcwsﬁgab ldedision\Geedtidh mg) tade@fmiamtuads madd as twvhasthérhere i s
softwaretomstaij 1 an ent tIF mstalatiogqe When t here
is not sof tREETES? 6W3F?1E°t135f“|‘1 t ‘Héq‘b‘i% é‘ée‘?é MR PR ylegy nstallyr éﬁ&‘?rglflgon 740.
When t her e td s &RHJdIMINE wien kHREd idkdftwdrd1@ iINtAC@ES lsrmlvsa&fr 0the RRTa8htR@N 760.

15[ 0086] At operation 760, the hig rivilege installer is awakened (if not
al ready r udHi4Sg)VheRdhergis gl o&wagsyo g}@@i L85 BIOEFATERIas oAt opsieton 'Ft i on

queue. ThergndyaerbR smﬁetmgial@m& &me@ymb%sw@pekmh%d ation queue. The high
privil ge installer installs each software is specified in the

i nstal llati on d0@ifd AdnperpiéaoipBsthe bich pEvHagy lffSPaBPﬁ it mesakqhrA/éf nphelFathe
correspondml@gaﬂymgéus am@ftvbaqgthat\/}@mhg t}stanﬁ%%lhb&t A QSR nicie €MPLY, the

hi gh privil ege 201 nst al may return to sleep. [ 0087] "The process then
noves to athaamde pitodk t@nclstfrl@tlm U oTlmlogleBrs\iﬂnge mﬁthléqr ingtadlp ogeh sottware [ 0088]

FI GURE 8 i t ' hi gh
privilege :ﬂg\g% Sf)%&ﬁ% 1?&%01%%‘?%%% eué ﬂgig?%g%eg%a aﬁlst%%ﬁuéhél o%ﬁ process

800 flows toroperdatgafry 8li0steltedr @Vha:n rtlwquﬂ@tatlmsqueac m@nmtlv tle highsrafilegs of t war e
on the 2berr%s§dlrrlancia regum & S?eteéequest may conme fromthe online service and/or
fromthe clou

[0087] The process then moves to an end block and returns to processing other

actions.
[0088] FIGURE 8 illustrates a process for installing software requiring a high
privilege level on a remote machine.

25 [0089] After a start block, process 800 flows to operation 810 where a request is
received to install software on the remote machine. The request may come from the
online service and/or from the cloud manager system.

[0090] Moving to operation 820, the software that requires a high privilege level to
install is determined. According to an embodiment, only the software that is required to

30  Dbe installed using a high privilege process, is installed using the high privilege installer.

[0091] Flowing to operation 830, a local process executes an action that writes an
entry to the installation queue of the remote machine on which the software is to be
installed. As discussed above, the processes that are allowed to access the installation

queue on the remote machine may be restricted. According to an embodiment, an entry is
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[ 0090] Moving to operation 820, the software that requires a high privil ege
|l evel to install is determ ned According to an enbodi nent, only the
sof t war e wbhabi12/s420equi red to 30be install ed using a hi gieCpriseeliessyspr ocess,
is installed using the high privilege installer. [0091] Flowing to
operation 830, a |local process executes an action that wites an entry to
the installation queue of the renpte machi ne on which the software is to be
install ed. \A3c dir36hS3RE PRANGre hilGs RIRGRSIRE oh NRLeMbE nablifvV @Gk bQuiRECeSs the
instal |l ati on queue on the renote nmachine may be restricted. According to an
enbodi nent thedngheritvilgeq igstafleile f or each piece of software that is to be
nstalled on tigyd) GRRLGORTE W BRrdibiFhad. SALIARS diRe RLAMBEhY bhegsdmst al ler
[0092] Transitioning to opération 840, the process on the |ocal nachine may
confi r m t hahat thheoftwdre Wasrbscih mstaliesean thewemerd mekhi. This meebeterformeionsy  Thi s

may be perf n | ion
qusue oy BOEREFRE oroxleld el RuchEha h AR o) D eited Phindlh
removed, t letrhfogkheppitwark eégembyistt tk hagh pomijegepoiéaler mayaidatsasiatabasetondhec] oud
manager syscfmelrr}naggl%rttggml idrll(thhelik [ 0093] The process then noves to an end
bl ock and confll RUES %6 process ot her acti ons. 10[ 0094] The above

speci fi cati on,[06933Mht escan thed atoxepio v ictleblaciconpbatimedegcsdegtdtion of t he
manuf acture and use of the conposition of the invention. Since many

enbodi ment &6t he i nvention can be made without departing fromthe spirit
and scape of t[beod] meabdve Bpecifitatidnvainiple@nnd é&i p@side A coiplerldaichiptiiesfei naf t er
appended. WHAT |S CLAI NEDBtl g: 1. A net h%g for installing software renotely,
conpri si ngMedRERTCIURGY WoBt BRCAmRostign Ohhe HVRLINN, Sigs Ay crabdmesofon a
renmote mackidigveniiesAiva nddbWgionidepdrtiRORoth Helspirik &d 0Bpel dTend igvaatien, ARC hi ne
installs the software; wherein the 5l ocal nachi ne does not have privil eges
that al | owPEngQy rpyides dp the chimssharqigpdiceanpindele renot e machi ne;
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determ ning on the renote machine that software is ready to be installed
that requires the high privilege installer; and using the high privilege
i nst al | erworzotms420enot e machine to install the softwar ePCTAB2®.1/033785 et hod
of Caiml, further conprising automatically creating a high privilege
account and installing the high privilege installer on the renote nmachine
inan initial installation of a virtual hard disk on the renote nachine.
3. The net h@gA@fIS@L@JImEbISf urther conprising starting the high privilege
installer and the hi privilege installer creating an installation queue
on the renote 15rrach‘gﬁ€th0d for instylingryeéwieerpraetclyf capisiies, wherein the hi gh
privi | ege 1nstal] %ﬁt@laqst% HER ddfink ASHALE AR GHAUG ol RIREY -

5. The method o am3, wherein access to the installation queue is
restrict edwherea qohlglme@\sleefr ingfia Bextoin ey iemoinhzachianinstalls the pefitgase; \ﬁmelrpthevu des

managemgni 1&9151‘?1{18{1511%%%%@ Rk h%ﬁgghérgg hlifa[u‘é'wcl?to install the SsftwHPEor %‘B&t@f Caim

3, wherein entries na ation queue are recelve roma
non- | ocal rlmlclmnﬂe to the renot e nmachi ne. 7. A conputer-readabl e
storage medi um de e\:/rI nrgrﬁ%orﬂglléltr&tg%gxe lilrgeatgat softxg I sr cf qg%e fn(s?t%llecgtﬁ falling
software on a renote Ires a | |3/ ege process

conpri si ngreqfurrasrmah@hpﬂmetgaﬁmaﬂer amtquestl ng to | nst al I software on a renote
machi ne; wherein.a t? H '¥ %gl nstt | | er he reno b%‘? hine installs
the software; wWHMIETR™E “Y e?ggtl & E?B’é’%e IH?) AV B 88@‘ that allow
it to ilostall the sofffewsdtieodasT dldig It rdkecongeiking @utod@itatle tidhtilignohign t he
renote machi.ne that sof i to be installed that requires the

i gh pri vi PGS AGEAT N oy bR g areai el op tiiemrier e
gh privi § ACRACHETAF 1" on queue,
wher ei n t henigdtinsyalla@ont dFQ V&l Rdrl @lsk OR tHIUEHS. nfacliigeei ved by the first
machi ne; and using the high privil e??’thl rnstmalrll I%r tgert rtlhe hrlehrmrE % machi ne to
install the sof $war elhe method of Claim 1, Turther comprising s g the high privilege
installer and the high privilege installer creating an installation queue on the remote
15  machine.
4. The method of Claim 3, wherein the high privilege installer sleeps when the
installation queue is empty.
5. The method of Claim 3, wherein access to the installation queue is
restricted to a process originating from a central service that provides management
20  services for an online service.
6. The method of Claim 3, wherein entries made in the installation queue are
received from a non-local machine to the remote machine.
7. A computer-readable storage medium having computer-executable
instructions for installing software on a remote machine that requires a high privilege
25  process, comprising:
from a first machine requesting to install software on a remote machine; wherein a
high privilege installer on the remote machine installs the software; wherein the first
machine does not have privileges that allow it to install the software on the remote
machine;
30 determining on the remote machine that software is ready to be installed that
requires the high privilege installer by checking for an entry in an installation queue,
wherein the entry to the installation queue is received by the first machine; and

using the high privilege installer on the remote machine to install the software.
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WO 2012/ 054202PCT/ US2011/ 053785 8. A systemfor installing software
on a renote nmachine that requires a high privilege process, conprising:. a

pr ocessorwandi2asemaput er - r eadabl e medi um PCTAIS2@PAS3BF NQ
envi ronnment stored on the conputer-readabl e medi um and 5executing on the
processor; a high privilege installer and an installation queue

on a renote machi ne; wherein access to the installation queue is restricted

based on an accgss CORK@ for itallndabitl e bh Trdrile h@c@neqmqs'qs&epa highnating
froma first machine that provi des nmanagenent services for an online

service; 10fIMECEE PFOSESSrREMIINBET hat performs actions, conprising;
requesting to instal], rg%%\p@ﬁ@a%ﬁutgb@ L EQARE BiciBmhi ne; wherein a high
t

privilege installer on e renote machine installs the software; wherein
the first machine d(ﬁé@pn@tlnmwgomwsmeg@g tlneh@mpaler odibie mediimsandl | t he
sof t war g ngécﬁﬁn%'cﬁﬁ%ﬁro@@s%}' and 15t he renote machi ne that perforns
actions, conpri recel ving the request to install the software
and pl acing an entrydhlghpmlvlleg@maﬂallqtand)m ystellaion ia¢uciodenteméte ewchine sof t war e
LS LRZEE: :,]g Frem agcess ottﬁe 1nstallﬂ%ntq2191% %F:%t{ls%%%asgé §ré Iar? acrcgs%féntgoﬁllllste’;{lalﬁgsL?l | ed
privilege ilinstaltd aepsrod:e@s om‘gmamlng fibhen fef havhine that provides ﬁana'ghtﬁerﬁy&t/e of CI aim
8, further £ orrpr! Si ngl starting the high privilege installer and the high
privilege iNsSP&M"E*°CP%ating an installation queue on the renote machi ne.
10. Thaosystem of Ctaé ﬁiSBmaMh%I’tE:it@eﬂfblﬁlshb@hs,m’omphbﬁge installer is sleeping
25 when the installation ue iS. e an kes ugma&lre%onse to an

entry being made in the i %ﬂngé‘f inétﬁ eon Yihe remot erem a
high privilege installer on the remote machine installs the software; wherein

the first machine does not have privileges that allow it to install the
software on the remote machine; and
15 the remote machine that performs actions, comprising:
receiving the request to install the software and placing an entry in
an installation queue that identifies the software to install;
determining that the software is ready to be installed by checking
for an entry in an installation queue, and
20 using the high privilege installer to install the software.

9. The system of Claim 8, further comprising starting the high privilege
installer and the high privilege installer creating an installation queue on the remote
machine.

10. The system of Claim 8, wherein the high privilege installer is sleeping

25  when the installation queue is empty and wakes up in response to an entry being made in

the installation queue.
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