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| NFORMATI ON OUTFLOW FROM | NSI DE Technical Field 5 The presenf {i y@nta004
relates in general to an integrated information security systemfor
preventing internal information outflow, and nore particularly, to an

i nt egr Woad/9Basf or mat i on  security system for nonitori RGI/ERA/BHvVent i ng
off-line information outflow via an output device or a portable storage
device and on-line information outflow via conputer conmunication
prograns, to thereby prevent inportant internal information from being
flowm out. 10 Background Art Recently, with the wi de spread of conputers,

dat a whi ch hadrdeabn S¥STEN FORRREVENTIRG INFORMATENS GUTFLOWDI tal i zed
format by conputers. The increase of data processi ng and conputer

communi cati ons. provi des benefit sprom iNsiBgop! e, however, it may cause
information outflow for a malicious purpose. In nost cases, information
outflow to a conpeting organization is done by a person working for the
vi ctimorgani zation, rather than by an external source. Referring to Fig.

1, conve ods for flow ng out information froman organization
can be eTﬁFEP%@&IFﬁng | ows. 20 The data outflow can be classified into a
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as di skettes, isks, CD-R ,Zip drivers and a .case executed
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data outflow through 3 0 N OV 2004 = . ) ) )
security system for momtoring and preventing off-line information outflow via an output device

or a portable storage device and on-line information outflow via computer communication
programs, to thereby prevent important internal information from being flown out.
10
Background Art
Recently, with the wide spread of computers, data which had been manwally handled can
be processed in digitatized format by computers.
The increase of data processing and computer communications provides benefits to
15 people, however, it may cause information outflow for a malicious purpose.
In most cases, information outflow to a competing organization is done by a person
working for the victim organization, rather than by an external source.
Referring to Fig. 1, conventional methods for flowing out information from an
organization can be explained as follows.
20 The data outflow can be classified into a case executed by an output device such as
printers or monifors connected to a coﬂ;puter system of an organization or a portable storage
device such as diskettes, hard disks, CD-R, Zip drivers or CD-RW, and a case executed by

Internet or PSTN through a modem attached to a computer (for instance, data outflow through



WO 01/93055 PCT/ KR0O1/00834 2 file uploading to a bulletin or data
collections, e-mail, web-mail, FTP, Internet web-hard, and &HAtNOhPEGE
progranms, etc.) Conventional nethods for preventing information outflow
have problens as follows. 5 Defensive neasures agai nst data outfl ow t hrough
f | oppy wibh ¢lsossonvent i onal nethod |: Fl oppy di sks ar ePCEHEBRIBESI4 om per sonal
conputers of all public wusers in order to achieve an in-advance prevention
agai nst data outflow through floppy disks. Conventional nmethod II1: Fl oppy
di sks are prevented from reading en floppy disks are carried out of an
organi zation. 10 Problem Method | suffers a problemin that public users

may @iiétgﬂtﬁﬁinfglt&aaa(lle@h%kaata adIRctiom il Iebsidil, 81D, latcpiep bleBMuidpaitdnat  speci fi ¢
fl oppy di sks should be discrimnated fromcomon disks, and the conputer

used j_n: I..0r gani zati on may not discrimnate if the disk is for an
i nt efﬂ?\ag?&%ggé,}wgrﬁc'tted one, or damaged one. Furthernore, |og data for the
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t hrough fl oppy di sks. Defensive neasures agai nst data outfl ow t hrough hard
di sks Conventional nethod: Master boot record is encrypted so as to prevent

the system from booting, by- other user 20 Problem There is no
céuntern&@%%V%W%W%PW%“g&W%BW%{]@EW‘58(Sby the owner of the bard.
Def ensi ve nmeasures agai nst data outflow through Zip-di sk,, (}E— Ror the |ike
3' 0 NOv Geusotions athwbloBlypmisiers reowseh ram eaignah eorppis™s REFHBIPICA st or age

medi um such as Zip-disk or CO-Ris an auxiliartﬁ )
users in order to achieve an in-advance prevention against data outflow through floppy disks.

Conventional method II: Floppy disks are prevented from reading when floppy disks are
carried out of an organization.

10 Problem: Method I suffers a problem in that public users may not use floppy disks, and
method I suffers a problem in that specific floppy disks should be discriminated from common
disks, and the computer used in the other organization may not discrimihate if the disk is for an
internal use, formatted one, or damaged one. Furthermore, log data for the data outflow through

a floppy disk is not created, thus making it impossible to recognize the data related to trial of

15  data outflow through floppy disks.

Defensive measures against data outflow through hard disks
Conventional method: Master boot record is encrypted so as to prevent the system from
- booting by other uset.
20 Problem: There is no countermeasure to prevent data outflow executed by the owner of

the hard.

Defensive measures against data outflow through Zip-disk,, CD-R or the like



storage device which is gaining in popularity over recent few years, and
has a high efficiency. To achieve an in-advance prevention agai nst

internal data outflow, Zip-disk drives and CD-R drives shou@ﬂtﬁﬂvqnmwed
or elimnated from personal conputers of all public users, and al

COMUNiyLAY Lgﬁ interfaces (like USB, serial port, paﬁahhghnﬁaﬁi and mnreless
port) which are enployed for a connection between MP3 player and a
personal conputer, should be renoved so as to prevent data outfl ow through
a digital audio player |ike MP3 pléyer Probl em Public users nay not use a
portabl e storage nmedium 10 Defensive neasures agai nst data outfl ow through

PrENL_OUt Rk on Bl RIS QLU 1IN O NEBHOR, T gont et bed ng

prlnted 0 'S AN T Or & Pi'on s8FvEar is nmethod is
descrj bed det.ail in. Korean P |cat on 0-.30133.entitled "
Oyt CIORER e Tie WeH b aping s BEMAREY Sbteesls e‘maﬁg%@?ﬂsaﬁwﬁfeﬁbﬁw Flstoh out put
devi ce". whi ch applicant .of .the se ventiqQn has to the
or o St v AP st perins He_*fwlé%% ook ek Sy 2 et dtenet  dat a
outhOM/throu h Internet or PSTN . Dat a outhOM/thro h e-nail Attach

i npo kot errpmaved or e%laylateﬁémwm%\ﬁ?mwﬁrﬁ bl pblie usess, gittilbast e the sane to
a mail|l text open inportant file and |nPut the content of the file to a

méi | cqresepnication yeerfacenidike HEBhwHal rognpassitel pert widevinaless perdwhiehade t he at t ached
file is checked so as to determ ne whether to transmt the mail. 3 0 Nov
2004 employ @ iHoB@BBediOoT bitRody B8 pleyer and ppeisorabcomyidsy, shiveld bt readvedsd il e i s
encrypted or conpressed, content search is inpossible- There exists

t her eftopevent dets bniflow through 2 dighal ehdin glaytrdike MR eployenf the e-mail or the
attached file. 11. Data outfl ow through data upl oad through HTTP(|ncIud|ng
web nmai | )Problem: Public users may not use a portable storage medium,

10 Defensive measures against data outflow through print outputs or monitor outputs
Conventional method: The content being printed out is monitored through an
administration server. This method is described in detail in Korean Patent Application No. 2000-
30133 entitled " System and method for monitoring and preventing data ouiflow through output
device" which the applicant of the present invention has filed to the Korean Industrial Property

15  Office.

Defensive measures against data outflow through Internet or PSTN
I. Data outflow through e-mail
- Attéch important file .
20 -. copy the important portion of file and paste the same to a mail text
-. open important file and input the content of the file to a mail text
Conventional method: Content of the mail text and the attached file is checked so as to

determine whether to transmit the mail.



5 Conventional nethod: Data outflow through web sites is perforned through
"post” which 1is an internal command for HITP, the command "pqg@"NiLs?Mﬁ
can be made unavail able by controlling, through a firewall, conna&%s

avai lable in HTTP. Problem Since this nethod prevents file transm ssion
for al kyeasaess work efficiency may be deteriorated auwkikroei/aoss troubl e of
sending a file even if the file is an ordinary one. 10 Ill. Data outfl ow
through FTP Conventional nethod: This method is performed by using the file
transm ssion command "put", and the conmand "put” itself can be nade
unavai l abl e by controlling, through a firewall, conmmands available in

HTTP. 15 Br8RhheWheRtRCR bt FlaRehadhtad a\ombiesicd] @ntentstaith sSinposde. al |
cases, work efficiency nay be deteriorated due to the trouble of sending a

file i ool 8t SR Bf Yakbhid@ e @Rknt DB B h@wptdfRUGh dat a
up|o§§&§%P§%SER$EEﬁéT orORLOG N(Z?néaenln KERM T Br the Iike) 20
Conventional nethod: Data upload is the nost common nethod of data outfl ow
t hrough TELNET, and protocols like Z-nodemor KERMT are used in this

met hod. firewal.l serves.to .restrict.gdata dawnl oad apnd upl oad through the
use of pr AR Paney o %%?E&“@ﬁm%%?“@éﬁﬁﬁ‘mcg‘@@ﬁ FERET 30 Nov 20047 WO
01/ 93055 PCT/ KRO1/ 00834 5 Probl e There exi.st ot her nethods ,than data

Bl 0ad e B9 o AT orEIREE Wl A af B PaFd tyeh (EECs geh
transmtted as encoded format rather than as a plain text format, it is

i npoisehiternalsomand fordBY 1P, Bweamupend dsbsanfisrppds @ar@Hablehy s neans t hat
there exists explicit Ilimtations for greventing data outfl ow over the use

of TE&inkBlling 3hvnglba ficewsllt fomumandi psilatie

Problem: Since this method prevents file transmission for all cases, work efficiency may
be deteriorated due to the trouble of sending a file even if the file is an ordinary one.
10

III. Data outflow through FTP

Conventional method: This method is performed by using the file transmission command

"put", and the command "put” itself can be made unavailable by controlling, through a firewall,

commands available m HTTP.

15 Problem: Since this method prevents file transmission for all cases, work eﬁiciency may

be deteriorated due to the trouble of sending a file even if the file is an ordinary one.

IV, Data outflow through data upload through TELNET or RLOGIN(Z-modem,
- KERMIT or the like):
20 Conventional method: Data upload is the most common method of data outflow through
TELNET, and protocols like Z-modem or KERMIT are used in this method. A firewall serves to
restrict data download and upload through the use of protocols such as Z-modem or KERMIT

over TELNET.



Conventional nmethod: It is extrenely difficult to check data outfl ow
through a nodem and the only nethod for preventing data(mﬂggo&/yhgaﬁgh a
nodemis to renmove nodens from personal conputers. 10 VL Data o p

t hrough web hard VII. Data outflow through network file system Besides the
above- nppbi/oeed communi cation protocols, there exi st POTKROI/pBH ocol s
avai l abl e through Internet, which increases the possibility of internal
data outflow. The above 15 nentiongd nethods are nost conmon and suffer a
vari ety of drawbacks, and such conventional nethods can be summarized to a
sent-ence "The best approach of preventing internal data outflow through
net wor k i $rdbRniTBk6relekier oIS wokods hee kta uplaatiid @blonloatiopeverTEINIET sent ence
is meaningless since nodem soci ety cannot go even a day w thout using

| nt er %fefo?élﬁftﬁgmis%gsn%mmne@deh Wtat RPcRMBCHOSMER 18k fdriMERLE ON

Therefore, it Is an object of the present invention to provide an

i nt egrat ed, i.nf or i Q i : i i r .. nformati on
out 1 PBEPle Gl en BRIk Ay U8 G O OGS Bl Bl Rt BIRBAAL T

PCT/ KR01/.00834 D syst itors.an an off-line informtion
out f HEHALHS ‘ﬂfgtﬁe"&ﬂt\{'&ﬁ‘ PR P th%r‘llegﬁﬁpfor%’]:ibl e storage device and an

on-line information outflo hr ough conmuni cati on prograns so as to

t Rer eby oMt Bath outHoyhrg prevention agai nst information outflow from
organi zation. To acconplish the ahgve object of the present inpvention,
there is genyentinagl @ﬁh@ﬂfégﬁ’éﬁe@lﬂy ‘g?f}cﬂﬂté‘? chsek date eutfigwithrpu 8¥f"t-or
preventing internal information outflow, the systemincluding a program
for eadthe onjy meflioddor mevsningsdats euylow Byoueh a odemics I FEIPOLRMPATTRY AP on cl i ent
having a file security control unit for encoding file content, storing the
encogdeasbrbl domputetrw t he storage devi ce,

10 VL. Data outfiow through v_veb hard

V1L Data outflow through network file system

Besides the above-mentioned communication protocols, there exist other protocols
available through Internet, which increases the possibility of intemal data outflow. The above-
15 mentioned methods are most common and suffer a variety of drawbacks, and such conventional
| methods can be summarized to a sentence "The best approach of preventing internal data outilow
through network is to make the network itsel{ unavailable". However, this sentence is
meaningless since modern society cannot go even a day without using Internet and computer
- communications.-
20

Disclosure of Invention

Therefore, it is an object of the present invention to provide an integrated information

security system for preventing internal information outflow, in which the information security



and storing log data for file storage; and a security adm ni stration server
for receiving, through communications with the file security gng@@ ﬂmﬂt’
| og data and decodi ng keys for the encoded 10 file and decoding the
encoded file. Preferably, the storage device is at | east one of a renote

st or agevgl@wise® and a portable storage devi ce connecPE€HKROUWSHet wor k.
Preferably, the security admnistration client further includes a

comuni cation program for transfegring files, and a comunication security
control unit for encoding the file content, 15 transferring the encoded
file to a destination of the network and storing |og data for file

tr an%%ﬁém moriftfs SRGMIch 2R BMTiIRAE Sifsdation osbweliroigicinusgs dsvi@undmat i ¢ key
transter unit for receiving decoding keys for the encoded file through

fggmg&&a%?efs&og Meble Lt CATHALTAGARIBA o8B hligle i licdidh brograia0i Vi ng. t he

ata and i estination data, and transferring decoding keys to the

dest LR Sy ol CRAANRE il o oL ARRE PSS Hohi HgBRkliGy. (0T L he

dest P&t rerera e Cco nication security control wunit
receives fromuser Jjnput the file content.an r. SCriptd on upon
occurr enc'*é0 ftS‘Fmﬁ?lfsé ﬂfer@ﬁg? et g %ﬁ TS én%glgﬁ%ﬁ%?%églﬁ%&\ﬁ%%g%%ﬁ%# ref erably,
the file transfer secugity poalicy defines securjty.level for the

dBst InferTPiiRn seqy ROXPTDID BT g 1T HeTPIRP PEINS o7V SRR |
transfers only decoding keys to the destination if the securﬁfy | evel is a
" 1 el prafiea for jiesing a file irima Slerage deicssn pryuRBALORsTRtian gt haviRg 1eand at t he
same time stores the log data if the securitg | evel is a "cooperative"

| evebecurity dorttobmait fon petorme ddeeontsnt. ytoring thesgeadsd flq intorthestaraga fevicg> | evel is a
"non-reliable" level. 5 Preferably, the encoded file being transferred is
f or e safing Idg dat fhofileatoramsypidecenirthadmipibatidngervgeos sicpiyingHibrasgk oded fil e.

Preferably, the comunication security control unit controls whether to
t r ansdu@rudidadodsivith the file security control unit, log data and decoding keys for the encoded

10 file and decoding the encoded file.

Preferably, the storage device is at least one of a remote storage device and a portable
storage device connected to a network.

Preferably, the security administration client forther includes a communication program
for transferring files, and a communication security controi unit for encoding the file content,

15 transferring the encoded file to a destination of the network and storing log data for file transfer.
The security administration server includes an automatic key transfer unit for receiving decoding
keys for the encoded file through communication with the communication security control unit,
receiving the log data and the destination data, and transferring decoding keys to the destination
in accordance with a file transfer security policy for the destination.

20 Preferably, the communication security control unit receives from user input the file
content and transfer description upon occurrence of file transfer through the communication

program.

Preferably, the file transfer security policy defines security level for the destination,



to a network in accordance with the destination based on the fi be transfer
security policy. Preferably, the file transfer security poli c@ alND¥wR0dshe
file to be transferred to the 10 destination if the destination is a
"reliable"” level, allows the file to be transferred to the destination and
at thewsmnesdssme allows the log data to be stored i fP¢HERYMEInation is a
"cooperative" level, and allows file transfer to be interrupted and stores
and manages only the log data if f#he destination is a "non-reliable"

| evel . Preferably, the comunication security control unit allows

comuni cation to be 15 interrupted if a source address does not exi st

Wi t higRoRatRhRPRinsReCoHly tacoding kpysupte degimationeifite sefuritclonerind ‘eliabbl r equest
fromthe network to the security admnistration client, and all ows

CONMMYEIC LSRR deBodis kYt & the! Béstiflatioh and alaBd damritinysiadshihe iy dadBthnot  exi st
within the preset security group upon occurrence of conmmunication request

fromths %eq}éi"i% 'at'é(ooggqﬁw"%vreﬁtah@ﬁoﬁé brﬁi%aﬂagestdﬁ%/ thB RfpWRtaKf théGeddrigf er abl y, the
pr esSCULHLAEI RS GBUD Ts set ‘Into an | P address group by the security

admi iét.ra];i on s%gu?gv.e Preferably, the communication security control unit
ek e£VE 158 HORTEIRDE 1% board for ~executi ng the communication program cl ear

and ot her_ program i nact i when the 3.0-N 5

PET/ KRo1/ Dbl thE SRSORS ik teRe 8p% %?%rhgfoémé&é%@ %‘g%%fm\ég‘r’ e {eerﬁgﬁﬁa , the
conmuni cation security ntrol unit stores an information input through a
keyb@fﬁlﬁﬂf%fle@ﬁ‘égé@ﬁﬁ‘%ﬁ%&ecuti ng the comunication program and transfers
the stored information to the securi t% adm ni st ra%\i on, seryv él%r st or age
and nmanadusfenblyothe cormuppiEaioRsessiey epnpp Rt copirols whatherta kapy ?rfl)l[;% i ni stration
client further includes an application programfor creating print data and
ex eCtota netyvauk inrccandatios vathdhedsstination basad pithe g fragsfsr S‘?CHFE’rRE’h:‘ ‘ing the print
data and transferring the print data to the security adm njstration server,
and t he Seefumblyythe file transfer security policy allows the file to be transferred o the

bt

10  destination if the desﬁnaﬁon is a "reliable" level, allows the file io be transferred to ‘the.
destination and at the same time allows the log data to be stored if the destinationis a
ncooperative” level, and allows file transfer to be interrupted and stores and manages only the log
data if the destination is a "non-reliable” level.

Preferably, the communication security control unit allows communication to be

15 interrupted if a source address does not exist within a preset security group upon occurrence of
communication request from the network to the security administration client, and allows
communication to be interrupted if a destination address does not exist within the preset security
group upon occurrence of communication request from the security administration client to the
network. -

20 Preferably, the preset security group is set into an 1P address group by the security
administration server. |

Preferably, the communication security control unit makes a computer clip board for

executing the communication program clear and other program inactive when the



adm ni stration server receives and outputs the print data while

comuni cating with the print control unit. 10 Preferably, the security
adm ni stration client further includes a hardware control u§§ Nov.2004
transferring the content output onto a nonitor to the secur

admi ni Mo @BBA server in accordance with the reques’f’C?/FB?H“@?fé security
adm ni stration server. Preferably, the hardware control unit

enabl es/ di sabl es an i nput device fginction of the security admnistration
client in accordance with the request fromthe security adm nistration 15
server. Preferably, the file security control unit transfers prograns

I NSt adrhi@ehitaioh pgeacumactivatedadm ni stration client and hardware information
to the security administration server. Preferably, the file security
control  UpkferaBlygihe Rbmufieationstakityeebnpologitamrésanrinfpaaiion gnput throuwgbeor dance
wi th a request fromthe security adm nistration server, so as to prevent

the H{)@%&H}‘ﬂlg Qoéétﬁépe%&%hhg 8 comth@higstRilprogrih end Baldfdrd the @otini strati on

server nmanages a list of programavailable to the security admnistration

cliep Ve 16raB0knd Ml pdRht bithd RoraMabd abl e
pr ogrngm ?&Q} 85&0 ng t g@#ﬁﬁegg praogr ams fargom starti ng 3 0 NOV 2 WO

01/ 93055 I 100834 P as a

ster (}Jg? @C&' ﬁl{lﬁ{aﬁm’ Xhen{ glgtg%q gﬁﬁel%c i'ng ﬁ'ﬁg‘”{jm ue is
constituted b racterlstlc ard [e.seri n nputer, so
as t@eHBAPRY) dahag 3§§e%ngapf8’6ﬁfﬁ ap %%IW &ntfﬂélmé gocqglrﬁ%rtc mﬁ?nﬂsf’rﬁ’?r ation
client installed therein. 5 Prefer e har dwar serla nunber 1s
st orda¢p a9d drap| ﬁé‘ﬁé&leﬂ’ﬁmf‘ls*?éa@é]&‘iﬁef"fwy a%aﬁfsﬁpg%sgfve&ﬁng&p\;%@m ‘Preferably, the
file security control unit decodes, through the use. of tg decodl ng key,

t he adgiegian serve reseeeand (oiRukdhe pintdgie |°elé‘m“§l°6?1b‘¥sw’flh egoded file to

t he storage device, and
control unit.

10 Preferably, the security administration client further includes a hardware control unit for.
transferring the content output onto a monitor to the security administration server in accordance

with the request from the security administration server.

Preferably, the hardware control unit enables/disables an input device function of the
security administration client in accordance with the request from the security administration
15 server. |
Preferably, the file security contxol unit transfers programs installed in the security
administration clieni and hardware information to the security administration server.
Preferably, the file security control unit prevents the instatled program from opening, in
. accordance with a request from the security administration serve, so asto prevent the program
20  from starting.
Preferably, the security administration server manages a list of progtam available to the
secutity administration client, and prevents programs which are not included in the available

program list from among the installed programs from starting.



transfers the content of the file to the security adm nistration server

together with the transfer to description. Preferably, the fi i i
control unit decodes, through the use of the decoding key, tha% m’oggéﬁ'

file stored in the storage device in accordance with the read request from
t he seweroid3oss admi nistration client program and traffsSfERY/PHE result to
the security admnistration client program |5 Preferably, the security
adm ni stration server allows the decoding key value to be shared wth each
file security control unit of security adm nistration clients existing
within the preset security group, and thus allows the encoded file stored
in the stasageydaytasmie steagd dedcetts amthster berd resordMBR) Méickdturi ty group.
Preferably, the security adm nistration client is installed in a plurality

of  USESded CRAMEAESIing R vaRd iy Rasinedbpchahoteriztt hodwire emat mentweobiri ty
adm ni stration server when uninstalled fromthe user conputer. Preferably,

the i J:o‘?nr{ﬁ?e‘f,% Ik g’) GRRLY Rheskd 4 cofPhief BhvEngvhe kdretityladmbigtrativeclidne st or age

devi ce | accordance wth the request fromthe security adm nistration
server. § Oe I}IrLO\/ 2004 WD 01/ 43055 PCTI KR01100834 10 Preferably, the file
secdf‘ﬁlg? gbrrﬁ ol unit receives transfer description and transfers the file

description tg the securit 1 D ' D s of storing the
file in :P Félergﬁﬁrtgﬁlémg‘gVF (S:"\’e’[}/al @%?%Bgﬁkérﬁ%&g%%%g%ym efer abl y, the security
adm nistration client further includes a tenporary |og data 5 storage unit

for ﬂé@’@ﬁmﬁoﬁ Wé‘_’elrog data upon occurrence of interruption of comunications
Yo the By e rapParH wdPvar e BT e esiot B IR securi ty
admi ni stration server is recover edth gciogé‘d Bg%g{hiegttoirog dg\];icet, Q:?d Dr awi ngs
encoded fite stored in the storage device, stores the ag
transfers the content of the file to the security administration server together with the transfer
10 description.

Preferably, the file security conirol unit decodes, through the use of the decoding key, the
encoded file stored in the storage device in accordance with the read request from the security
administration client program, and transfers the result to the security administration client
program.

15 Preferably, the security administration server allows the decoding key vatue to be shared
with each file security control unit of security administration clients existing thhm the preset
security group, and thus allows the encoded file stored in the storage device to be decoded and
réad within the security group.

Preferably, the security administration client is installed in-a plurality- of user. computers,

70  and receives authorization from the security administration server when uninstalled from the user
computer.

Preferably, the file security control unit conirols whether to operate the storage device In

accordance with the request from the security administration server.



10 The present invention as well as a preferred node of use, further

obj ects and advantages thereof will be best understood by refgﬁrgpﬁpu(ﬁ 2@0# he
followi ng detail ed description of an illustrative enbodi nent ef'r'e n
conjunction with the acconpanyi ng drawi ngs, wherein: Fig. 1 illustrates
types wiodieess mati on out fl ow possibly carried out byP@BRPLEF working for
the victimorganization; is Fig. 2 illustrates an integrated security
service for a variety of user conputers through an information security
system for nonitoring and preventing information outflow according to the

present invention, Fig. 3 illustrates an integrated information security
syst em f Qirefmblytht Fitepeturite condaiol uriiirbesi v tieoier dgicripbop arddmeferidhatde t ne
present invention; 20 Fig. 4a illustrates an off-line transfer description

| NPUBesiipheR W theseciuiyuilinitigratiomsesiee in casesittdripgiterfilwirethe fotage deviger ansf er r ed
to a portable storage device through a file security control unit

accopi,Roimk 1rotgp@,,‘present invention; Fig. 4b illustrates an exanple where
t he con?lgnt%i nput to the off-line transfer description 3 0 NOV 2004 WO

01/ 9305 LU APORL QQRH alhiHabibn MMACRIMLb: SRt & riyforan gl dtd | ne {1 1e
transfer '[0g database of a security admnistration server; Fig. 5a

Hnlr (l;%t F LGS %] rtg\?l%)é ith Norcc s b%i?ﬁegﬁ?t%ﬁf%ﬁnﬁﬂuhﬁatﬂﬂs Rathtikeansf erred

‘Eff‘gca communrc n program accor o the present invention; Fig.

o R eaS L R B MR Bl kg iy o et ver

n-T1ne trans escription 1 nput w ndow for

inputting transfer _.desgcription n.afilelis.: red over a network
t hr YR ‘thmngﬁp?’bﬁ“%g‘gﬁ?qu%ﬂ?? ton serv rl%%%@‘?%ﬁlg to the present
invention; Fig. 6b illustrates an exanpl e where the content input to the

on-line transfer description input wwndowis stored in an on-line file

transfer | og database of a security adm nistration server;
Brief Description of the Drawings

10 The present invention as well as a preferred mode of use, further objects and advantages
thereof will be best mnderstood bj reference to the following detailed description of an
illustrative embodiment when read in conjunction with the accompanying drawings, wherein:

Fig. 1 illustrates types of information outflow possibly carried out by a person working
for the victim organization,;

15 Fig. 2 illustrates an integrated security service for a variety of user computers through an
information security system for monitoring and preventing information outflow according to the
present invention;

Fig. 3 illustrates an integrated information security systerm for preventing internal |
. information outflow according to the present invention;

20 Fig. 4a illustrates an off-line transfer description input window for inputting transfer
deseription when file is transferred to a portable storage device through a file security control
unit according to the present invention;

Fig, 4b illustrates an example where the content input to the off-line iransfer description



10 Fig. 7 illustrates a file transfer security policy for security |level of
destination for each type of conmmunication program according tpgt ﬂga p ent
invention; Fig. Sa illustrates configuration of security group nma ée t

dat abase for user conputers A, Band C Fig. 8b illustrates configuration

of secwydbipsggsoup managenent dat abase for user 15 cBAPEREVYSH and E; Fig.

8c illustrates a concept of access control in the event of sharing portable
storage device and network withinjthe sanme security group according to the
present invention; Fig. 9 illustrates a booting sequence for a conventional
conputer system Fig. | GCaillustrates a system access procedure through a
Nast efPRRkow Csred (MRRYE-liRdilenarsiip ldgotatzhecof dissrytityrdnveisigties 6FVen nvent i on;
Fig. fOb illustrates an MRB database for the security adm ni stration server

for storipg sAnGuaRo e HeNEBrARssNeH-ind @msknfileppingonnsérwbtagh oot
record; and Fig. 11 illustrates an enbodi nent of a control board for the

SCCULL TR OR BB e e OuNRGO04 1O 01/ 93055 12 accor i ng (o (e
WL ¢! NGB 9 LS J1 e Ok kot on securly
T T M T et
O et Dby Bl B S Rl SR o0 e

varied according to the intention of those skilled in the art or usual
pr ac twita@cording to the present wvention;

Fig. 6b illustrates an example where the content input to the on—~lin_e transfer description
input window is stored in an on-line file transfer log database of a security administration server;
10 Fig. 7 iltustrates a file transfer security policy for security level of destination for each
type of coﬁmmﬁwﬁon program according to the present invention;
Fig. 8a illustrates configuration of security group mapagement database for user

computers A, B and C;

Fig. 8b illustrates configuration of securify group management database for user
15 computers D and E;
Fig. 8c illustrates a concept of access control in the event of sharing portable storage
device and network within the same security group according to the present invention;
Fig. 9 illusirates a booting sequence for a conventional computer system; -
- Fig. 10aillustrates 1;! system access procedure through a master boot record (MRB)
20  encryption according to the present invention;
Fig. 10D illustrates an MRB database for the. security administration server for storing
and managing MRB password for encryption of master boot record; and

Fig. 11 illustrates an embodiment of a control board for the security administration server



10 Specifically, in an enbodi nent of the present invention, si
encodi ng system enployed for encoding a transfer file is a syﬁﬁﬁﬁﬁﬂé2004
encodi ng system encodi ng keys and decodi ng keys have same val ues.

Theref ore, encodi ng keys and decodi ng keys or file encoding keys and file
decodiw@olesyss can be used as nixed since the file eﬁ@5ﬂ@@”&?ybncoding keys
can be decoded by decodi ng keys(i.e., encoding keys). 15 Referring to
Figs. 2 and 3, a security admnisfzation client 1100 of a user conputer
1000 automatically encodes a file through a file security control unit
1110 using preset encodi ng keys and stores the encoded file into a
por%&Qhﬁmﬁb@&ﬁﬁ&mdﬁﬁhﬁﬁoﬂ200 so as to prevent an off-line information
out fl ow through the portable storage device 1200, when the file is stored
through a program 1300 in the portable storage device 1200 such as fl oppy
di sks, Zip-disks, flesh nenory, 20 MP-3 players, small digital storage

device, gnd t .(Ifﬁ'i"j" RS Wil btionl 09 data(including file nane, user and
time i nf%‘r’sgmopgﬁ%lj and lleHcodi ng key infornmation are transferred to a

security admmni strati r.2 o edavsaemal | securi ty
Hg'géﬁgfﬁ?cedgtwtg@hesf?é%%oaxé%%%aw@ﬁﬁto%ﬁ o8 Qedukityddys

group ma abase a file transfer | og database 2200,

respectiyvely. .0 . 2004, WO Q1/ : L0834 13 Preferably, the
énccﬁfﬁ"ﬁﬁmﬁwﬂ?’é infprmation 0 @8?4"?“%%?@%??‘5% the 'security administration

client 1100 to the user _ co er 1000, a T=ToPAN LieY #01 oup
nanagenéﬁﬂméaﬁ§5@§B@ET§@eSggﬁ%ﬂﬁngg%gﬁy?§g%1%gﬁﬁg rgﬁﬁgﬁ?ggéént 1100. The
security group managenent datapase 1120 stores. an odi ng keys of
useﬁhemuﬁmﬂesméb(mﬁfﬁgﬁawsmﬂl‘%? wedlba?@eféﬁt?ﬁﬁﬁ @‘eg"fg‘g %fglgﬁjﬂa%%lﬁe 5 overal |
security group nagggﬁﬂentﬁggggggie%é%%gdgévée gﬁgu&i%%&%ggggfstration

ser weentROEE: mt Bmé C FR% € - exi sting
within all security groups. An automatic¢c encoding of file can be expl ai ned

i n aRoeligab die inteattonf afthasaskilledip therstaswh BEcHse- f i [ e storage event, encoding

keys of the user conputer 1000 are searched fromthe
10 Specifically, in an embodiment of the present invention, since an encoding system

employed for encoding a transfer file is a symmetric encoding system, encoding keys and
decoding keys have same values. Therefore, encoding keys and decoding keys or file encoding
keys and file decoding keys can be used as mixed since the file encoded by encoding keys can be
decoded by decoding keys(i.c., encoding keys).
i5 Referring to Figs. 2 and 3, a sccurity administration client 1100 of a user computer 1000
automaﬁca]ly encodes a file through a file security control unit 1110 using preset encoding keys
and stores the encoded file into a portable storage device 1200 so as to prevent an off-line
information outflow through the portable storage device 1200, when the file is stored through a
program 1300 in the portable storage device 1200 such as floppy disks, Zip-disks, flesh memory,
20  MP-3 players, small digital storage device, and the like.
Subsequently, log data(including file name, user and time information) and encoding key
information are transferred to a security administréition server 2000, and stored in an overall

security group management database 2100 and a file transfer log database 2200, respectively.



security group nmanagenent database 1120 and input to the file security
control unit 1110 10 Subsequently, the file security control3 rﬂlw]lznmo
takes as an input the content of the file to be stored, encodes e
received file content by using encoding keys of the user %%rgput er 1000, and
st or egygdagacencoded file in the portable storage deWeHB0H™ The file
security control unit 1110 controls whether or not to operate the portable
storage device 1200 in accordancg with the request fromthe security
adm ni stration server 2000, and 15 receives transfer description froma
user and transmits the sane to the security admnistration server 2000
upon st a%i@ELR mhE th@dingkey tshecapdnpabinstaliation afjde gewrEerFpB® AR ough t he
program 1300. ° For instance, upon transfer of file through a CD-recorder,
t e, RECHDD b m@ Al Bopidt 100, 5@ swad 12D 8Qurityeraiptsanagendt dgpasetbfder af t er
pt o

rec'félllen transter description for the file transfer through the wuse of

CD-recordet,. 20. g@y}m &0 1100 ereistAriseg by dynagemtntdhtabase 1 1201s1@re¥ ecei ves t he
dec%ﬁﬁ%ﬁc%?f@%[%%as tl% encodi ng key) of the user conputer 1000 fromthe

securit roup .admni strati ) wiklid he safRGERESy ¢rbep, antihded file by
usiﬁlﬂfi’%‘é&&&ﬁ%’d’f’ﬁggeksegug% % gngs; ers %he decoded file to the program 1300,

in accordance with the r e RestRfiS0far 3800 W th respect
fo omaﬂ@e@m%@&n%nﬁﬁ’g?éﬁg5@@?@%@%?%@%&14 encoded file stored in
the portable storage devicge. Thus, the. nr : %%_and executes the
encstoesiaridimanagessn n}grkeﬁ’ﬁ%fe‘ﬁﬁ?(ioﬁmhgrg %&ggg&%%%g%@ 00" and stores into

t he portable storage device 1200 the file ich i jcally encoded
after cosphuemasic eogodingad e ¢am besxplfine ’éléﬁ?x%?md(fﬁ?%ﬁ)ﬁ&r a¥| on server 2000
may constitute a security group in_accordance w{){’h thec}%?l%{ohpﬁwof t he
seCuichirsnca dffiliseraga vt capepingeys Gf R BT CORRY; 8% e Ti1 e encoded and
stored in a portable storage device wthin a securi téﬁuﬂft%ﬁl si nce encodi ng
key Sty gfoap Mansgment database 1120 and input to the file security contr .

10  Subsequently, the file security control anit 1110 takes as an input the content of the file to be
stored, encodes the received file content by using encoding keys of the user computer 1000, and

stores the encoded file in the portable storage device 1200.
The file security control unit 1110 controls whether or not to operate the portable storage
device 1200 in accordance with the request from the security administration server 2000, and
15 receives transfer description from a user and transmits the same to the security administration
server 2000 upon storing of file into the portable storage device 1200 through the program 1300.
For instahce, upon transfer of file throngh a CD-recorder, the seeurity administration server 2000

permits use of CD-recorder after receipt of transfer description for the file transfer through the

use of CD-recorder.

20 Meanwhile, the file security control unit 1110 recetves the decoding key(same as the
encoding key) of the user computer 1000 from the security group administration database 1120,
decodes the encoded file by using the decoding key and transfers the decoded file to the program

1300, in accordance with the read request made from the program 1300 with respect to the



conputer 1000 are shared within the sane security group. Such an enbodi nent
will be described in detail with reference to Fig. 8. 10 Todl{edidV y200&ke
an encoded file out of the portable storage device 1200, a user receives
decodi ng keys(sane as encodi ng keys) fromthe securi ti@&rﬂou@ managemnent

dat abage@ o8& of the user conputer 1000 by the fil &C P control unit
1110, decodes the encoded file by using decodi ng keys, and stores the
decoded file into the portabl e stadage device 1200. Here, the user inputs
transfer description via the off-line transfer description input w ndow
shown in Fig. 4a, 15 and the input content is stored in the off-line file
t r angédked iRgtdlad ahgsmriable sfoegededed. t y admi ni stration server 2000 as shown
in Fig. 4b. As shown in Figs. 4a and 4b, the nane of the file to be
transfer pggk iks propkatel Y300a64ts and xtétutes thadndotied fleatossddn titoriablpsPBEE pur pose)

is "to shard tf?e study result” As anot her enbodi ment of the present

i nvent.| t Uhiolie spiEbIRisokdpaide e F300 Wrfil2 vhivhrit amdmativhlfy 2300 decodes
t he %ﬁ%%gzeog’{hlﬁls@?%ecordeed in the portabl e storage device 1200 by using
decodi ng, keys recei v, ARyt he system which encodes the file stored in the
overea?qgg%‘éig%F?T@lgg%nr%%éé&nanagenent dat abase 2100. In addition, the security
adm ni strator recognizes, t bt hQbcufiky SroRdinlde@Mankhe 30 NOV 2W
iD 01/ 9368%° Iﬁ%%?i%@@?fe%?g%%%g%@ trial scuof}l ;gfn?%r mation outflow tried
via the portable storage device 1200 .Prefear on e ¥e Sif¥8ed sdt rue to the
st oratdheroprelatiths %&lﬁﬁ%ﬂ“@&ﬁﬁ‘&% an&)g?tad Vifih r@s%c)lémn Y fa

ted to a network. To prevent i1nformation

outfl ow through the use, of output device suc . [ 0, a print
contsoesid i pipertablestorage derice @ n%ﬁﬁ%‘?f?@?‘mfﬁﬁlﬁe ?hﬁ glrn %ggissfg{%gh %S%?nt dat a
created by an 5 application program 1500 d transmits t it jdata to

t he compputen 1000 axgrsharied withipithisagweSGA D §HoHP- ﬁ&h@h‘?&“ﬁigﬂ%ﬁ iwrlll? B%Q{sgfﬂt%eg stored in

a print |og database 2400 of the security adm nistration server
in detail with reference to Fig. 8.

10 To legally take an encoded file out of the portable storage device 1200, a user receives

decoding keys(same as encoding keys) from the security group management database 1120 of

the user computer 1000 by the file security control unit 1110, decodes the encoded file by using
decoding keys, and stores the decoded file into the portable storage device 1200. Here, the user
inputs transfer deScription via the off-line transfer description input window shown in Fig. 4a,
15  and the input content is stored in the off-line file transfer log database of the security
administration server 2000 as shown in Fig. 4b. |
As shown in Figs. 4a and 4b, the name of the file to be transferred is "study result.txt",
and the transfer deseription{purpose) is "to shard the study result".
. As another embodiment of the present invention, the security adminisiration sexver.
20  control unit 2300 decodes the encoded file recorded in the portable storage device 1200 by using
decoding keys received from the system which encodes the file stored in the overall security

group management database 2100.

VIn addition, the security administrator recognizes, through log data for file outflow, the



2000, and output in accordance with the request fromthe security

adm ni strator nmade through a control panel 2500. To prevent 3ifnharyggppn
outflow through the use of a comuni cation program 1600, the 10 security
adm nistration client 1100 of the user conputer 1000 allows the file to be
aut omgth galsha  encoded by the communication securit YCEBROVEBuUni t 1140,
transfers the encoded file to the destination via a network device 1700
such as a nodem LAN cards and thgslike, and transfers the relevant |og
data such as destination, file nanme, user and tine information, and an
encoding Kkey information to the security admnistration gfer\b/gr 2000 for
st or age, . i i B @Ra bierdoaable sromagnddéwiear IR0BRDSeblyh as

| nt éwﬁl&l,%%\éﬂﬁfgﬁ%&ﬁgtﬁtv%?g and theﬁl i ke. The process of automatically
encoding file and transm.t.ii dad § hétwoan be described in

det dM¥s ésWtPgi@%s%or%odrg}%%%%%Péﬂ@e&g@fi l'e opening froma hard di sk 1800,

the communicati.on securi ' A01c516 Q6 8Sis 2BYinlds 141D, 4 he sessi on
encodi ngTRWVE’Fé%FBEBa%OFPglﬁgq%gé@f%ﬁu%e@fog%nerati on unfl?(rr:ot shown), the

content of file to be opened, a ransmn file to a
r ec girpkeontrplrusiida 3¢ ﬁ@hﬁé%%%?‘ﬂﬁ%gaoérwgﬁ%%lﬁﬁené%gg %gﬁl%gggg???y control unit

1140 transfers the encoded file wt ecodi n [0 ached
tsherapplication whewm 15A0 mdjransmys thﬁﬁﬂn%fﬂfagtﬂg’atsﬁ‘émﬁ}g%‘e "\’/e*r;rgf%1 %rglg]gre%;\%' decodi ng
keys and decode the encoded file by usin decodi ng keys..as men in Fig.
5b. Then, thioptin? 044 is\w®rallingagsslopdriekiorF fbaibe e V@‘?‘EP’ YO SENES muni cat i on
program 1600 is a web nmail program usi ng a web_browse. he transferred
encamesl ahd bpitieaccofdanceawithetic fagiest GemdbroteRust apRIstELey Hﬁg%&&%ﬂ%ﬁ ént

under st andabl e only through the decodi ng key received fromthe security
adm @iysdi patel 2500c! i ent  1100_ Therefore, a hacker 4000 who is not provided
wi th decoding keys fromthe security 5 admnistration server 2000 cannot
see the frphRyveRMBRbatioR BUfiow thicaghntt ingrofauemywicetion pregram 1600, the

10  security administration cliént 1100 of the user computer 1000 allows the file to be automatically
encoded by the communication security control unit 1140, iransfers the encoded file to the
destination via a network device 1700 such as a modem, LAN cards and the like, and transfers
the relevant log data such as destination, file name, user and time information, and an encoding
key information to the security administration sexver 2000 for storage, when the file is

15 transferred to a network 3000 such as Internet, PSTN, radio network and the like.

The process of automatically encoding file and transmitting the encoded file can be
described in detail, as follows. Upon occurtence of file opening from a hard disk 1800, the
communication security control unit 1140 encodes, by using the session encoding key' created
from a session key generation unit(not shown), the content of file to be opened, and transmits the

20 encoded file fo a receiver through the network 300. The communication security control tmnit

1140 transfers the encoded file with 2 decoding program code attached thereto as shown in Fig.

5a, and allows the receiver to receive decoding keys and decode the encoded file by using

decoding keys as shown in Fig. 5b.



prevented. Upon occurrence of file transfer event through the conmuni cation
program 1600, the comunication control unit 1140 receives féﬁn a user
input the file content, transfer description and receiver in MY o4

t hrough the on-line transfer description input window shown in Fig. 6a, 10
and stypepbise recei ved information into an on-1ine PEEEROVPEASt er | og

. database of the file transfer | og database 2200 of the security

adm ni stration server 2000 as show in Fig. 6b. Preferably, an automatic
key transfer unit 2310 of the security admnistration server 2000 receives
|l og data with respect to the encoded file transfer, destination and

recei ver pidafrfatch@bunfchem frbgrain d 600 istywehdndiiregratision actebdrwsE100 of the
user conputer 1000, and automatically 15 transfers decodi ng keys for the
encoded il £arifdrR6 ERIRNRIEE. W, timbiia b heshbwansFigr 5 deumhteyt pol i cy  preset
inthe file transter security policy database 2600. The security

adm nistrator as | hihg QA frone e skduyitPQinisiytranon @léitni ng
sec&P???ﬂ%?gsgﬁy#%fgﬁéthﬁfe}ggeecggl}lﬁgﬁ%ﬁbﬁind t he recei}\?éear. Fig. 7 illustrates
file transfer securi RQI i for - - L 2.nmk] and web 20
mai Il.léqarafg?rﬁﬁ’é%ﬁﬁ?&%@ﬁgu%gr}% ?t(lf)? Vé%?%@%%ﬁ?ﬁgﬁik?g an%%?t lE@P\(sfers only the
decoding key to the destination if t e j | J "reliable"

Sev @fministrabay sepver 1409 cane ﬁqeﬁ%e ﬁlgfoj'gﬁ%'hgﬂug’t]ﬁ};@né%or?e&)\{ﬁwn%ﬁst?or es log data
into the file transfer | og database 2200 if the security level is a
"coppaered. ve" 30 NOV 2004, WO 01/ 93055 PCT/ KRO1/00834 17 |evel, and stores
and nmanages only log data into the file transfer, | 09 dat 2200 i f the
secur i t yUpéreasetrringe gf filg dnqusten sven tgoughdhe pommumeationh ‘igff“%?g‘ﬂ’s © According to
anot her enbodi nent of the present invention, in case where the.

C ONMoBHinositition contod naitd 1400ecaives Fome ysengpwthgfils gPDaIﬁﬁ*tvdﬁ?“éﬁf g“s‘;é‘élptéﬁ)rrp

rotocol, the Lo

P and receiver information through the on-line transfer description input window shown in Fig. 6a,

10 and stores the received information into an on-line file transfer log database of the file transfer

log database 2200 of the security administration server 2000 as shown in Fig. 6b.

Preferably, an automatic key transfer unit 2310 of the security administration server 2000
receives log data with respect to the encoded file ’trahsfer, destination and receiver information
from the security administration client 1100 of the user computer 1000, and automatically

15  transfers decoding keys for the encoded file in accordance with the file transfer security policy

preset in the file transfer security policy database 2600.

The security administrator establishes file transfer security policy by defining security
level for the destination and the receiver. |
Fig. 7 illustrates file transfer security policy for the case of using SMTP mail and web
20 mail
Preferably, the automatic key7 transfer unit 2310 transfers only the decoding key to the
destination if the security level is a "reliable” level, transfers the decoding key and at the same

time stores log data into the file transfer log database 2200 if the security level is a "cooperative”



5 conmuni cation security control unit 1140 of the security adm nistration
client 1100 controls whether or not to transfer file in acc r[ga_nce wth a
file transfer security policy, when the file is transferred%t ﬁ@\\é«}@@g‘mrk
3000 t hrough the comruni cation program 1600. The file transfer security

pol i c¥‘{ §iloJisks the file to be transferred to the deBET/RBEYBF4i f t he

securi 4/) (231 of the destination is a "reliable" | evel, permts the file
to be transferred to the 10 destipation and at the same time stored in the
security adm nistration server 2000 if the security I|evel of the
destination is a "cooperative" level, and interrupts file transfer, stores

onl Y vi'S data| fd dpshsteSlbg aithlese 3200vethe 3@00tyand manages
){egﬁlo'fu-é{]s?c%%sgang gaagﬁ%}:% 8{11% W BREMT thy iRk &

t he e security |level of the destination is a "non
reliable" level, as shown in.Fig.-7. The communication security control
uni levaligg ?%tféﬂlqb%ﬁ%veﬂﬁ‘%ﬁflélgfl%b% if the source IP 15 address does not
exist wwthin the security.qgro re 1 B8, 15 85 hitett tBE OUP Managenent
dat abaseAQ@W&méﬁo@gﬁﬁﬁ’ﬂﬂlgﬁPr‘%ﬁger I%%Eeﬁsl O?ntsh made from the network 3000 to

the security admnistratiop client 110 ' phismeomuni cation i f
t he calemtuinatioh program &@ﬂ@rxégglaﬂa%@tﬂwm%‘%&s’?g%g?h. n ﬁrﬁgj sécurity group preset

in the security group nmanagenent database 1120 .when i gation request
S mﬁauﬁiemmémﬁmmwlwﬂg&ﬁ@ of the ?f-‘é‘c“il%ﬁﬁ‘E‘F’F 1011%6"‘ gfoﬁﬁtl@ﬁgﬁ(ﬂgt wor k 20

3000. Since technique for interrupting a ggecitic ﬁo ni%%th is well
KNOWRek&r et to eassier fils o dcbardance withe e Fansis sl POdRE BN ther eof wil |
be omtted. The security group managenent database 1120 of the security

ad i R &b i BB néioEr3000 1RouBha@maogateppreramdel). pcT/ KROI /00834 18 i's set
by an adm nistrator through the control panel 2500 of .the sec_&ity
adni ni Stfal 10 Rasedr $edurity2 Sy pamndts derfile i e teasisyredite thedestprto8d PP st wi t hin
the same security group and a file encoding key list.

security level of the destination is a "reliable” level, permits the file to be transferred to the

10  destination and at the same time stored in the security administration server 2000 if the security

level of the destination is a "cooperative” level, and interrupts fite transfer, stores only the log

data into the security administration server 2000 and manages the stored log data if the security

level of the destination is a "non-reliable” level, as shown in Fig. 7.

The communication security control unit 1140 interrupts communication if the source 1Y

15  address does not exist within the security group preset in the security group management

database 1120 when communication request is made from the network 3000 to the security

administration client 1100, and inferrupts communication if the destination IP address does not

- exist within the security group preset in the security group management database 1120 when

communication request is made from the security administration client 1100 to the network

20 3000

Sinee technique for interrupting a specific communication is well known to the person

skilled to fhe art, detailed description thereof will be omitted.

The security group management database 1120 of the security administration client 1100



The process of sharing encoding file stored in a portable storage device
within the sanme 5 security group and controlling access to eagq}oﬂagrzﬂﬂé
through a network is described with reference to Fig. 8, as follows.
First, the security group database 1120 of the user conputer (A) is as
showngigyfmb@s 8a. In case where a file is transferf@dEHEI he user
conputer (A) to the portable storage device 1200, wuser conputer (B or C
has the security group nmanagenentjglat abase 1120 as shown in Fig. 8a. 10
Therefore, it is possible to read the file through each file security
control unit 1110 by using the file encoding keySi Igm 12345678y") of the
USef; GOIRHGLE ik 684 thaohirel pdail 2560 ef thé-pmavty admi oSt er (D or E)
has{stslélte setgglﬁlfrésé)ag?ggp@nanagener{?ﬁzat abase 1120 as sh;)fvm ind_Fi g. 8b, it is
i mpossi ble to k-8 1RPEARE the Amt: beutsarogomdutide ¢nipdingn t he
mea @lﬁh@dcﬂg%ﬂt%o %angram(hj,g\% ?s capabl e of making access to the user
conputer (B), 15 however, it is incapable of making access to the user

hist (D) which does not belong to the sane security group. In
addi tion, the e R (Bl BYE prBhlcl i AR GRS vithad fitheus er

comput erﬂ\eBr‘lsts es not ow for the access fromthe user

conputer (D or E) which does not, bel ong t i SRIERE WhthirtféregécOUP. Such a
§ estepurdly gowp pod copselivg aF‘?SsptgF?‘g‘r%e&%B?/ug%eaaI%ﬁg%gﬁsfmn| cbgti on secur| ty control

unit 1140, with reference to the security group managenent 20 dat abase
1126 Fid. 8eadbllemser conput er 1000. Preferably, when the conmunication program

1600 is activated in the user conputer 1000, at | hen the

comuni dﬁﬁstmspmuﬁjym})\ﬂﬁéhﬂw1]Qor?éﬂieﬁﬁs?ecﬂfnmﬁ’é{‘{}dmpgn%@ﬁ' ghélencuri ty
control unit 1140 makes the clip board(not sho of th&: usﬁﬁg gonput er 1000
exegik whge 3GilNOHaRAaEAOn0he gmgmputmmepe%%ﬁ‘i@g% FdalPcat i on

program cl ear and inactivates all other prograns currentlr\l/Fj n,the activated

st ajef dondputer (B bt Q) ke Sheadeturily goua mapagedsikdatabase 1120 as shown in Fig. 8a.

10  Therefore, it is possible to read the file through each file security control unit 1110 by using the

file encoding key(i.e., "12345678y") of the user computer (A) stored in the database. However,
user computer (D or E) has the security group management database 1120 as shown in Fig. 8b, it

is impossible to read the file encoded in the user computer(A).

In the meantime, user computer (A) is capable of making access to the user computer (B),
15  however, it is incapable of making access 10 the user computer (D) which does not belong to the
same secutity group. In addition, the user computer (A) allows for the access from the user
computer (B or C), however, does not allow for the access from the user computer (D or E)
which does not belong to the same security group. Such a restriction for access is performed by
cach communication security control unit 1140, with reference to the secutity group management
20  database 1120 of each user computer 1000.
Preferably, when the communication program 1600 is activated in the user computer
1000, that is, when the comrhunicaﬁon program window is maximized, the _communication

security control unit 1140 makes the clip board(not shown) of the user computer 1000 executing



Thus, inportant file content can be prevented from bei ng opened,
pasted to the comrunication programtext after starting of t?eté NOY 2004
comuni cation program 5 The communi cation security control uni !LQMOZ

stores information which is input through a keyboard and transfers the
same to the security administration server 2000 whRSA/ERIOEH uni cation

progWQr‘W’?@”%cti vated in the user conputer 1000. According to the request
fromthe security adm nistrati onygserver 2000, the hardware contr
1150 of the security admnistrati'on client 1100 transfers the content
output to a 10 nonitor 1900a so as to allow the content to he out

real time onto the, GOt el.ARRL 1500 proplimecmatidyn e REWEHdvar e cont r o

uniaconmeBcation FEFEEFE
which is created by perio

e security adm nistration server 2000,
|y screen-capturing the output cont

i
o state@.e., FOTTHZes 2l §ro 8"§?§§M/the captured data to be stored in
capture database 2000. The har dvvartgd ﬁ&ﬂ%&ﬁlgbpéﬂéii,tqo%ibﬁ@n@m@ﬂe‘s/di

funct i ofhusf immertht i cogtsdt @B *1 850 T n accor

the security adm nistration ser;&&gZOOO. Theo 5&h;y adm ni strat

11QQ chianafetion prograprierg PRFHSIAHEE
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system nmanager information searched fromthe user conputer 1000.
secur| Mcﬁﬂ)ﬁi;}?&éﬁﬂx?ﬁdcﬁmﬁiihelrﬁusmlww@hl‘&oevent a specific program from
sté???hg I'n “accordance with the request fromthe e&grit adm ni stration

server 20 (g)g %igggpthg heuée athithysecurtyrdmgisationires?
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rams transferred through the
; o the control panel 2500.

monitor 1900a so as to allow the content to be output in real time ont

Alternately, the hardware control unit 1150 transfers to the security administration server 2000,

the data which is created by periodically screen-capturing the output content of a montitor 1900a,

so as to allow the captured data to be stored in a screen capture database 2000. The hardware

control tmit 1150 enables/disables function of an input device 1900b in accordance with the

request from the security administration server 2000.

The security administration client 1100 transfers the program installed in the user

omputer 1000 and the hardware information of the computer to the security administration
L

server 2000 in response to the request from the secutity administration server 2000. The security

administration client 1100 is constituted by a registry(not shown) information, progran

gistration information and system manager information searched from the user computer 1000.
re

The security administration client 1100 can prevent a specific program from starting in

accordance with the request from the secutity administration server 2000, and the security

administration server 2000 manages available authorized software list, and disables the program



security admnistration client 1100. By this nethod, use of an unauthorized
sof tware throughout an organi zati on can be prevented. The security
administration client 1100 needs authorization fromthe secerl thoip 2004

adm ni stration server 2000 when installed in or uni ns?@%ol Q@BE romthe user
compukBn/8490. For exanple, whether a security ad It A8 has an
authority is checked, through a connection to the security adm nistration
server 2000, during execution of mninstall routine, and only the

aut hori zed adm nistrator can permt uninstallation. Wien comunication with
the security adm nistration server 2000 is interrupted, the 10 security

ad n%ﬁih}?fsrn%{ in@Rd& ih @Rtlisl, TO6 sicng ds:, comptier progiaps derssrraddhronst hest or i ng uni t
1160, the log data(such as file transfer information or network use state)
to b g}ffﬁi g&}ﬁi&gﬁ%tggl dienit1160. Bsabis infethod adabfiistnathouredse Avate troeghovand
transters the log data stored in the tenporary |l og data storing unit 1160
to the securi pyReisd ration server 2000 when the communication with the
secﬂ’rqrgiﬁ"zag(&ln%aﬁibg?’rat|tg%i server 2000 restarts. Thus, the information

securi ty, serul,ce SAG S, LAAPFIobhedBSEtbhaoaBouRhesstutiy suppl i ed even when

conmmuni ruption has occurred due to a wuser's intention or a

network trouble. Preferabl . lPaﬁJ@ £GRL GF cahpiidia 008.&or conput er 1000
§s @h@@ﬁf@é‘?n%ﬂ“&ﬂwwg%ms%@egﬁﬁgﬁnt e&ggrresponai nlz; user conputer is

normal |y booted. Here,. the ke al i i o e serial
unbempkonghE e CH RS ARy SRRl heen Plodedpadyare ser

processor (CPU) serial nunber) unique to the ; gpieanwhi l e, the
secﬁeb@WH@#ﬂﬁ%ﬁ@%W@%@i‘r §CWER %‘gn%aﬁﬁ{‘q}&e rFl]ar d‘%{ge serial nunber

so as to boot the hard di sk of the user computer 1000. Therefore, the
uni sptieribal awenistrateraan RETERUIESRIREON i | | zed when the hard disk is legally

installed to other conputer. 3 0 NOV 2011 i WO 93055 P RO1100834 21
When connnunicatior;rlpwiﬂl the security administration server 28&6 is mterruptg:l-l,- kalS

10  sccurity adminisiration client 1100 stores, into a temporary log data storing unit 1160, the log
data(such as file transfer information or network use state) to be transferred to the security
administration server 2000, and transfers the log data stored in the temporary log data storing
it 1160 1o the security administration server 2000 when the communication with the security
administration server 2000 restarts. Thus, the information security service same as those

15  described above can be supplied even when communication interruption has occurred due to a

user's intention or a network trouble.
Preferably, master boot recorder of the user computer 1000 is encoded, and only the

system of the corresponding user computer is normally booted. Here, the key value is constituted

by a hardware serial mumber(for example, communication card serial mmmber(MCA) or
20  processor(CPU) serial number) unique io the user computer.
Meanwhile, the security administration server 2000 manages unique hardware setial
number so as to boot the hard disk of the user computer 1000, Therefore, the unique hardware

serial number is utilized when the hard disk is legally installed to other computer.



Thus, the hard disk may not be read when the hard disk is flown out by a
conputer user or other person, preventing information outflc%/\gt‘gegugm,ﬁt he
hard di sk. A conventional booting procedure and access control fof a

conput er system can be explained with reference to Fig. 9. 5 First,

boot i n»gﬂgﬁ,%lﬁ%d can be divided into a nethod through rarfdreppsssbooti ng di sk
and a od through a hard disk. When the power of conputer systemis
turned on, the system self- check%its state, which is called a "power-on
self test". Wen the floppy disk i's inserted into the drive, the system
first reads the booting sector of the floppy booting disk and then the hard

di sk panflLi.on QYIRS LA 120 drkR B Saliliie NTRABIOLACAASER: BP0 7000 SO

as to pr system booting. If the floppy disk is not

i nserted, the system reads,.the j the hard disk so as to
perf‘ErOFHeREﬁs‘l’f‘oB‘y ‘,’eﬂiﬂﬁll %B}?*‘?‘h%“fﬁ‘g‘?%@%é}ﬁﬁ%%?‘% fﬂtg]ii'on i nformation, and | oads

to the nenory address 0000:7000, Syste cess _ca ontrol I ed by
grant i ng Agcaedniongd bptingpregefyre gpd a‘ic%ﬁf*g?%ﬁ?%ﬁ SR ?ﬁr etr?ﬁlaér%;lggt hori zati on

code for the system access control is input to the MBR code and a correct
pas sanplaiked with pgferencet8 Fig- Br ocess of obtaining grant for system access

t hrough encodi ng process for a naster boot record(l\ER). can, be expl ai ned
v th ref Sirenbmting methyd cagbe divided intn 4 methed tiensd afierey pecting A ¢ st em
hardware informati on and encoding by M5 is stored into the user conputer
1000n @Rl teroudBRhatd disk aWber2(he powér of hempwensystey inigmedioss thasystsm $lrver 2000,
respectively, as shown in Fig. 10b, when the security adm nistration

cl i efibekd 4O Qate Swiiths tsakalleth powehen sefdest’t Ovipnttey flopydisk 2oinwted info Bsot i ng i s
tried after conpletion of installation of the security adm nistration

cl i eple, IO stetaTistrnts iRtboptigeeir 6f the Aogmdoting disk ind thén thhbarddéiskwor d

obt ai ned by processing the hardware information through the use of MD5 and

t he i g&@ﬁ&ﬂ PARE MRES TR Bbmylaldeaiv00gChese ad th phebdd witlséwor ds do not
mat ch, fg -bit 8h’aracter string is input through an MBR "30 w,/i WD

H]]‘/ 93‘?’:931? b&%ﬂg@% fﬂ'ﬁ)ﬁ? Qisk is not inserted, the system reads the booting sector of the hard

disk so as to perform MBR code, and then the hard disk partition information, and loads to the
memory address 0000:7C00. System access can be controlled by granting access to the partition
information only when an authotization code for the system access control is input to the MBR
code and a correct password is wput.

15 A process of obtaining grant for system access through encoding process for a master
boot record(MBR) can be explained with reference to Fig. 10. The result obtained by extracting
system hardware information and encoding by MDS5 is stored into the user computer 1000 and an
MBR database 2700 of the security administration server 2000, respectively, as shown in Fig.

" 10b, when the security administration client 1100 is installed in the user computer 1000.

20 When a booting is tried after completion of installation of the security administration
client 1100, the booting procedure proceeds normally if the password obtained by processing the
hardware information through the use of MD5 and the pre-created password match with each

other. I both passwords do not match, 128-bit character string is input through an MBR



22 password input window so as to check the passwords. That is, when the
hard di sk having the security admnistration client 1100 |n%églled
therein, is installed and used nornmally in other conputer S0bF d
for the user conputer installed with the hard disk is obtained fron1the
MBR d Qﬁ§ﬁ52700 and input to the MBR password i npRCTHRIHGR4 5 To perform
al | functlons of the present invention described above, the security

adm nistrator controls all security adnmnistration clients 1100 via the
control panel 2500 of the security admnistration server 2000 as shown in
Fig. 11. Industrial applicability 10 As described above, an integrated

I nformatlon s bRk HRM R RYRNTha &, whatt B had diskhavingtieon out f | ow of
t he IBFSéVs?gﬁ putﬁ\\ﬁ/lﬁ%%v%%ona%ﬁg advant ggeous in that the system nonitors and

prevent sqﬂ%{ﬁf"@é rﬁ%:h 1“1'86 fn?@ll%{ﬁéﬁﬁwg Yﬂs@all@(ﬁ‘arﬁiﬂs@&’ﬁorﬂﬂﬂj( fotdr @ portable

st or 4Gkt ine 1nformation outflow via conputer conmunication
progr ans, to thereb revent mpart Mlka 50f RloBBRke Brobd @8N bei ng

f I oviemguier, MBR fB%ﬁrF erm \r;faccrlw:?%ns of ﬁeo prgser?t i nvention
are possible in the |I%ht of ab ve g gnlques it is therefore to be
undeviBRglegbasa 37 0Qandrnmyt fo ke 3%“ e, Rded claims, the prevent

invention may be practiced otherw se th?@jﬁ‘ﬁ&’F‘? eC|f caII descri bed. By way
of exanplle petftren alhfuagfions afithe aresrEHIVERPD, gb Yt he pr esent

invention can be applied to all types of files tra S e rough a
conraaﬁﬁn1MtobebmﬂﬂnIbseMa@;eln@§*@mwllﬂ@91&%“@%08%%315’ eig% ‘Hl tg thd out put

interface installed in the user conputer, such as a serial port, parallel
POr tsecriBPadpdiifstratiobserk@200p os thowm in B bl-port. In the above-descri bed

enbodi ment, database of the security adm nistration server is managed by
user conputer units. However, it is also possible to nmanage the database by
user 0 O H WO 0X/ 93055 23

Industrial applicability

10 As described above, an integrated information security system for preventing
internal information outflow of the present invention is advantageous in that the system monitors
and prevents off-line information outfiow via an output device ot a portable storage device and
on-tine information outflow via conputer communication programs, {o thereby prevent
important internal information from being flown out.

15 Meany modifications and variations of the present invention are possible in the light of the
above techniques, it is therefore to be understood that within the scope of the appended clairns,
the prevent invention may be practiced otherwise than as specifically described.

By way of example, the integrated information security system of the present invention
can be applied to all types of files transferable through a connection between a storage device

20  and the communication and output interface installed in the user. computer, such as a serial port,
parallei port, USB port, IEEE1394 port or radio port.

Tn the above-described embodiment, database of the security administration server is

managed by user computer units. However, it is also possible to manage the database by usex



PCTI KROI / 00534 units: 3 0 NOV 2004 WO 01193055 PCT/ KRDI |1 00834 24 WHAT IS
CLAIMED I'S: 1. Atotal systemfor preventing information outf Ok

i nside, conprising a program for storing a file into a storaggﬁéﬁmigwmga
security admnistration client having a file security 5 control unit for
encodi j@ fijob@scontent, storing the encoded fil e intorcEKBIZNEHage device,
and storing log data for file storage; and a security adm nistration
server for receiving, through compnications with said file security
control unit, |og data and decodi ng keys for said encoded file and
decodi ng said encoded file. 2. Atotal systemfor preventing information
outfh&wiaccording to daiml, wherein said 10 storage device is at | east
one o renote storage device and a portable storage device connected to
a network. 3. Atotal systemfor preventing information outflow according
to Caim1, wherein said security admnistration client further conprises
a communi cation programfor transferring files, and a comrunication
security control unit for encoding said file content, transferring the 15
encoded file to a destination of said network and storing |log data for file
transfer, and said security adm nistration server conprises an automatic
key transfer unit for receiving decoding keys for said encoded file

t hrough a communi cation with said communi cation security control unit,
receiving said | og data and destination data, and transferring decoding
keys to said destination in accordance with a file transfer security
policy for said destination. 20 4. A total systemfor preventing
information outflow according to Claim3, wherein said conmmrunication
security control unit receives said file content and transfer description
froma user input upon occurrence of file transfer event through said
conmuni cati on program



5. Atotal systemfor preventing information outflow according to Caim 3,
wherein said NOV 2Dfl 1' WD 01/93055 PCT/ KR01100834 25 file tﬁsi&rﬁ{i &
security policy defines security level for said destination, o i%@l |y
transfers only decoding keys to said destination if a security level is a
"reliaklygoiphyel , transfers decoding keys to said dest/krefdossa and at the
sane tinme stores said log data if a security level is a "cooperative"

| evel , and stores and nanages onl yzfai d log data if a security level is a
"non 5 reliable" level. 6. Atotal "systemfor preventing information
outflow according to Caim3, wherein said encoded file being transferred
is consti } format coupled with codes for decoding said
encoded fwlieﬁdl%békg{%%gﬁs'syst em for preventing information outflow
according to Caim3, wherein said 10 conmunication security control unit
controls whether to transfer said file to said network in accordance with
said destination based on said.file trapnsfer securit olicy. 8 A total
system fo]rg‘ptP@E%YﬁJie PRy 'H%qu%rﬁlaﬁﬂ? ?‘ﬁ@%‘”?g ordi eﬁﬁo%gl%& ¢ RF  Maher ei n
said file transfer security pol i.c)}/ I.I ows. saj.d fil.e to be transferred to
cai dlongsringfilapo ptosgs devied o P L pmipistalion clign hayias aﬁ‘éﬁf&?“,“%l | ows said
file to be transferred to said_destination and at the sanpe tinme 15 all ows
s4j dednirgl whittfor angodies Slespriant; toring the ersetsdfile b sad staraee eyisr A ve" | evel |
and allows file transfer to be interrupted and stores and nmanages only | og
dat astbringdag detatfes filensieragen andsa secuiiy pdminigtiatien server &y ggcoiving, freughal system for
preventing information outflow according to Caim3, wherein said
CoMishinediidationseitikaid fle saatityalontioliunitalof dets agbdneoding htvisder sai! dpeodedt er r upt ed
if a source address 20 does not exist within a preset security group upon
ocCCUfile @it @echding Sidentbdal filon request from said network to said security
admnistration client, and allows comrunication to be interrupted if a
dest i nat ioR Qs aeS fEIOREvaRBly REdrRation dhilw accotdbseth ClaiaLl, hyrefit @it upon
occurrence of

10  storage device is at least one of a remote storage device and a portable storage device connected

to a network.

3. A total system for preventing information outflow according to Claim 1, wherein said
security administration client further comprises a communication program for transferring files,
and a communication secmi’t_w;r control unit for encoding said file content, transferring the

15  encoded file to a destination of said network and storing log data for file transfer, and

said security administration server comprises an antomatic key transfer unit for receiving
deceding keys for said encoded file through a communication with said communication security
control unit, receiving said log data and destination data, and transferring decoding keys to said
destination in accordance with a file transfer security policy for said destination.

20 4. A total system for preventing information outflow according to Claim 3, wherein said
commumication security control unit receives said file content and fransfer description from a
wser input upon occurrence of file transfer event through said communication program.

5. A total system for preventing information outflow according to Claim 3, wherein said



comuni cation request fromsaid security admnistration client to said
network. 30 N OV 200 ~ WD 01/ 93055 PCT/ KRO /00834 26 10. A t%@l k@g@tﬁg@m
for preventing information outflow according to daim9, wher g LU0
preset security group is set into an |P address group by said security

adm ni gty atban server. 11. A total system for prevenpépgriho®yamation
outfl ow according to Claim3, wherein said conmunication security control

unit nakes a conmputer clip board I/vf%(r—:- executing said 5 comruni cati on program
cl ear and ot her programinactive n said comruni cati on programis
acti vated. 12. A total systemfor preventing information outflow according

t wh t
| nt oFitPER WA Eht b gcyad' %ﬂeg%?ﬁ?‘ﬁ”‘fﬁ@?f%@d?%%‘#éﬁ&? o P et ng sai d

conmu ati.on nsfers Sk i r id 10
secuP‘iﬂi’ g}e‘-‘adwgk 4 3?1 ?FUE%P\% asI’GSVmgtlevFﬁS %)q?ralﬁ‘éegé[%te%%\fteggf b %
information, 13. A total systemfor pr, (%ln |nfo t|on outflow
accok@’ﬁﬁgsa%d(ﬂe@rﬁ'f-‘ﬂﬂ &ndﬁﬂﬁ'é’rsé‘i“ﬁ“@&ﬁ@resss@gﬁ a}algaﬁ?%ﬂ FY#h client further
conprises an application programfor creating print da a .and executing

pr i nteovgerdtive tleuelsand stoms apémanages oRly saif e anftlg? E@B{‘WH@VG B4 '8°%r i nt data and
transferring said print data to said security adm nistration server, and
s drefigidelrlextey adm ni stration server 15 receives and outputs said pri nt data
whil e communicating with said print control unit. 14. A total systemfor

pr event i g AitodDsysmin forprovenfihginfaoetodouifow eccatdammto Clawhk wdiereissiidd  security
adm nistration client further conprises a hardware control unit for

t 1 angefdel ifilociid e BlerredistcphbitinARt by Sfiledtintad couptediwith wdesfvr decodidgi ni strati on
server in accordance with a request from said security adm nistration

Ser Vgl4 endflied Fite. A total systemfor preventing information outflow according
to Caim 14, wherein said hardware control unit enabl es/disables an input

devi ce f l#“g.%tm Qtfam%@ﬂ HeRBEY nfofmalsHbie) hatoida ©/d18Rt 3, iwhcRRCQEdance with
a request rom security adm ni stration server.
10  communication security control unit controls whether to transfer said file to said network in

accordance with said destination based on said file transfer security policy.

8. A total system for preventing information outflow according to Claim 7, wherein said
file transfer security policy allows said file to be transferred to said destination if said destination
is a "reliable™ level, allows said file to be transferred to said destination and at the same time

15 allows said log data to be stored if said destination is a "cooperative" level, and allows file
transfer to be interrupted and stores and manages only log data if said destination is a "non-
reliable” level.

9. A total system for preventing information outflow according to Claim 3, wherein said
communication security control unit allows communication to be interrupted if a source address

20  does pot exist within a preset security group upon occurrence of communication request from
said network to said security administration client, and allows communication to be interrupted if
a destination address does not exist within a preset security group upon occurrence of

communication request from said security administration client to said network.



16. Atotal systemfor preventing information outflow according to Claim1l,
wherein said 3 0 NOV 2004 WO 01/93055 PCTI KRO /00834 27 file security
control unit transfers programs installed in said security addifhify &0éen
client and hardware information to said security adm nistration server.
17. A Hw@tm@bssystem for preventing information outfl oRCTAKR@rA3Mg to Claim
16, wherein said file security control unit prevents said installed
program from opening, in accordancg;with a 5 request fromsaid security
adm ni stration server, so as to prevent said programfromstarting. 18. A
total systemfor preventing information outflow according to Caim17,
wher ei N SRIAJoERGHEnT Y ReVEnThSifcinkdh Gllovesicco@ARGS $ldmld, $herefn spidogr am
avai lable to said security admnistration client, and prevents prograns

whi ¢ i l: i j i ; dai ; nong sai d
gﬁe%g gecgfr?ttoy gg;dglﬁéygé?ﬂna ih B3dgre g%!i]gﬂtly @d&%&ﬁftﬁlﬁﬂmlhisﬁhncfrf&meﬁ g

i nst fromstarting. 9. Atotal systemfor preventing

i nformatign f i : | { ¢ gmpé 1St or age
devi ce halg' é%r#_%lss %%hg%ﬁé‘%g@%r%%ﬁ%gdn\rﬁ% ?ﬂcok‘ly\%g&gin]%ggglﬁn a3(r’:1 anitngsﬁlg odi ng key
\églrr;e 'S?n(fo %éetm‘g’xiﬁg ollﬁ{qﬁna %%réost{ét%%a@gb%ﬁuurfgr El'lt%l Sg}xﬁn‘oer of said

ess r“havimg said security
adm ni stration clien 0. A,total systemfor .preventing

i nsc{ﬁ%l ed therein. %] Y,
i hf oFFFHEYRIORRPEEW BRHFEAG PRSI dPRRVEgVhelsif SPTuRiSHiOn IO AP fvar e seri al
nunber is stored and nmanaged by said security adm nistration server. 21. A
t ot a¥cti¥dfed em for preventing information outflow according to Claimi1,
wherein said file security control unit decodes, thr ngc use of said
decodi ng 1Re totalisystene St eeveitting igfogpaipnioytiloguacgording ie flim oy Pageingaidy es t he
decoded file to said storage device, and transfers content of said file to
sai cbompumication dmity cativohthibstorsean/mformaiina Whieh iziinvt dhreveadsesboabefcr i pt i on.
20 22. Atotal systemfor preventing information outflow according to Caim
1, whenpukr eabwinkishid comounichyorquogram] andritapsfeis tedtared infieroatoe wsseidof sai d
decodi ng key, an encoded file stored in said storage device in accordance
M t Be@riheathinieeution servader ftorage agl mhmaganmt dfsasldnfoninstionat i on
13. A total system for preventing information outflow according to Claim 1, wherein said
security administration client further comprises an application program for creating print data
and execufing print work, and a print control unit for intercepting said print data and transferring
said print data to said security administration server, and said security administration server
15 | receives and outputs said print data while communicating with said print control unit.
14. A total system for preventing information outflow according to Claim 1, wherein said
security administration client further comprises a hardware control unit for fransferring content
output onto a monitor to the security administration server in accordance with a request from
said security administration server.
20 15. A total system for preventing information outflow according to Claim 14, wherein
said hardware confro] unit enables/disables an input device function of said security

administration client in accordance with a request from said security administration server.

16. A total system for preventing information outflow according to Claim 1, wherein said



client program and transfers the decoded file to said program 30 NOV
2094, WD 01/930S5 PCT/KRO /00834 28 23. A total systemfor pr%neﬁt@i,n%[m
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10 19. A total system for preventing information outflow according to Claim 1, wherein said

computer storage device has a master boot record(MBR) which is encoded, and an encoding key

value is constituted by characteristic hardware serial number of said computer, so as to control

access to a computer having said security administration client installed therein.

20. A total system for preventing information outflow according to Claim 19, wherein
15  said hardware serial number is stored and managed by said security administration server.
21. A total system for preventing information outflow according to Claim 1, wherein said

file security control unit decodes, through use of said decoding key, an encoded file stored in

said storage device, stores the decoded file to said storage device, and transfers content of said

file to said security administration server together with a transfer description.

20 22. A total system for preventing information outflow according to Claim 1, wherein said
file security control unit decodes, through use of said decoding key, an encoded file stored in

said storage device in accordance with a read request made from said security administration

client program, and transfers the decoded file to said program.
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23. A total system for preventing information ontflow according to Claim 9 or Claim 22,
wherein said security administration server allows said decoding key value to be shared with
each file security control unit of security administration clients existing within said preset
security group, and thus allows said encoded file stored in said storage device to be decoded and
read within said security group.

24. A total system for preventing information outflow according to Claim 1 or Claim 3,
wherein said security administration client is installed in a plurality of user comput.ers, and

receives authorization from said security administration server when uninstalted from said user

computer.
25. A total system for preventing information outflow according to Claim 1, wherein said

file security control unit controls whether to operate said storage device in accordance with a

request from said security administration server.

26. A total system for preventing information outflow according to Claim 1, wherein said
file security control unit receives transfer description and transfers the file description fo said
security administration server in case of storing said file in said storage device through said -
program.

27. A total system for preventing information outflow according to Claim 1, wherein
administration client further comprises a temporary log data storage unit for storing said log data
upon occurrence of interruption of communications with said security administration server, and

transfers said stored log data to said security administration server when communication with

said security administration server is recovered.



