3PF0093/ 3204 SPECI FI CATI ON METHOD FOR MANAG NG USE OF STORACE AREA BY

APPLI CATION 5 TECHNI CAL FI ELD The present invention relates to a nethod and
an appar%%ﬂﬁ ;gﬁmnanaging areas inside a storage unit of a comunication
termnal 10 84 Used by applications. 10 BACKGROUND ART I n recent years,
nobi | e conmuni cation termnals such as a nobile phone have been used to
access WWV (World Wde Wb) servers over the Internet, thereby browsing

websites or downl oadi ng and ex ' ' ion prograns (hereinafter,
referred to sinply as appli catggﬁmmm on nobil e phones. 15 The
downl oaded applications are first typically stored into a nonvol atile nenory
or the like built in a nobile phone. The applications are then read from
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menories built in nobile phones 20 typically have small storage capacities.
It is therefore inpossible to store nany applications. Consequently, when a

news apIECHNPCAE FiBRrboaded with no sufficient free space in the storage
areas, the application(s) stored previously nust be erased before the new

application Thepresad. inBeniidaselarten apdthodtdmhan apparanafedmanaging be
executed again, the WWVservers nust 25 naturally be accessed again for
downl oartasTinsglenestosagpanittofensommumicationdtermmalite besesesl by t he nobil e
phones. Then, for the sake of conpensating the small storage capacities,
det achappHcattoms.nal nenories are attached to the nobile phones so that the
downl oaded applications are stored into these external nenories. |
3PF0093/ 3204 Wth the advance and sophistication of applications in recent

Y°f)°>" BACKGROUND ART
In recent years, mobile communication terminals such as a mobile phone
have been used to access WWW (World Wide Web) servers over the Internet,
thereby browsing websites or downloading and executing application programs
(hereinafter, referred to simply as applications) executable on mobile phones.

15 The downloaded applications are first typically stored into a nonvolatile memory
or the like built in a mobile phone. The applications are then read from this
memory and executed when needed.

In contrast to hard disks and the like provided on PCs (Personal
Computers) etc., however, the nonvolatile memories built in mobile phones

20 typically have small storage capacities. It is therefore impossible to store many
applications. Consequently, when a new application is downloaded with no
sufficient free space in the storage areas, the application(s) stored previously
must be erased before the new application is stored. Besides, when
applications once erased are to be executed again, the WWW servers must

25 naturally be accessed again for download. This means operations troublesome
to the users of the mobile phones. Then, for the sake of compensating the
small storage capacities, detachable external memories are attached to the
mobile phones so that the downloaded applications are stored into these external

memories.



however, application sizes are also growing by leaps. It is thus difficult
to provide sufficient nenory capacities even by using external nenories. In

general , %gy&g Qﬁﬂi ng an application requires that a storage area for 5
storing t prication itself and a storage area for storing data to be

used by the application both be reserved. Since applications have different
sizes and use different anpbunts of data, the necessary storage capacities
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menory is usuaFly accesse oth"an Interface fYor accessing the

exter ns’;‘ﬂorf@}ﬂfé’%@lfba@idiﬁfiélﬁ aflliaV@tbrage MeadorRtdrdig datd fPbé Bed bithe
interface. "To be nore specific, perm'ssion to use ~“the foregoing”device

dri ver appldcatien bblebe segiread ed Sincé AppHeatiomphavndifféreat elyes and we ng
accesses to the external nenory. This nmakes it possible to reserve storage

areas differeneasmuntsiod datd, fthe ineoessary stordgpeapacigiesvarpdrampnecat i ons. 20
Nevertheless, if free accesses to the external nmenory are thus given to the
appl i cappbeatiotvtmanaihed t dhusefareexample, when thecsirevof areasto bgecurity

probl em t hat unaut horized applications tanper or erase other appljcations or
dat a stesesved fon ml@mwaare@fﬁswmfomgﬁﬁeoﬁn QeFHT SASES dRWIHER i ght
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areas to reserve in accordance with the sizes of the applications to be
downloaded. In this case, an external memory is usually accessed by using
15 Dboth an interface for accessing the external memory and a device driver, a
program for controlling this interface. To be more specific, permission to use
the foregoing device driver and the like is granted to the applications, thereby
allowing accesses to the external memory. This makes it possible to reserve
storage areas of necessary and sufficient sizes depending on the applications.
20 Nevertheless, if free accesses to the external memory are thus given to
the applications downloaded to the terminal, there can occur the security
problem that unauthorized applications tamper or erase other applications or
data stored in the external memory. In addition, some applications might
reserve excessively large storage areas.
25 To avoid such unforeseeable circumstances, there has been a method of
setting storage areas to be allocated for applications in advance (see Japanese
Laid-open Patent Application Publication No. 2000-172490). Specifically,

before downloading applications, the user of the mobile terminal sets the storage

areas for storing the applications.



Nevertheless, it is troublesome for the user to nmake an area setting upon
each application downl oad. Neverthel ess, setting the storage areas for
storing 3?ﬁﬂb5§ghions to be installed in uniformsizes regardl ess of the
si zes of e respective applications mght cause the problem as described
above, that 5 applications having sizes greater than those of the areas
reserved cannot be installed. In addition, if applications have sizes
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communi cation term nal, d a recordi ng nedium use with the
mtﬁodapﬁh@atwmﬁﬂmm?m gratd thindhes@of tix agasaesarvednagmoebe net hod
conprising: a request step of transmitting an authorization request froma
comuninstalied t By addaion)af applieatsony hayee sizes extrearelgrsaaalianthgarthose of
apparatus, 20 the authorization request requesting an authorization to set
an ar etheastaragareas sesersiad athere asise anlot of smugded ispaeess prechuding efficientict i on
step of, when said area nanagenent apparatus receives said authorization
requestl,SeQ&@ ﬁi(‘iﬂm@)l MEMUYd area nmanagenent apparatus a storage area to be
allocated for said application based on said received authorization
request, and transmtting to said 25 communi cation term nal an execution

[ I Uyl 114 determ ned storage area; and a
sgﬁi n?lﬁ&%ﬁk%gfgﬁ?‘ m?ﬁ ron termnal receives said execution
I nstruction, ' ' ' VBN | ' age unit.
According t OTQ@?&%@F ?@%&g@)g?%ﬁ?ﬂ até hie%r st orrl Z‘élgeva?gglersrgdr%‘géé%%t 3
3PFO09¢{régfitttances. It is thus an object of the present invention to provide a method

for managing an area inside a storage unit of a communication terminal for
storing an application and data to be used by the application appropriately, and

15 an area management apparatus, a mobile communication terminal, a program,
and a recording medium for use with the method.

The present invention provides a storage area management method

comprising: a request step of transmitting an authorization request from a
communication terminal having a storage unit to an area management apparatus,

20 the authorization request requesting an authorization to set an area available for
an application in said storage unit; an instruction step of, when said area
management apparatus receives said authorization request, determining in said
area management apparatus a storage area to be allocated for said application
based on said received authorization request, and transmitting to said

25 communication terminal an execution instruction to execute setting of the
determined storage area; and a setting step of, when said communication
terminal receives said execution instruction, setting said determined storage area
in said storage unit.

According to a preferred embodiment, the storage area management

3



met hod of the present invention further conprises a storing step of

downl oading the application froma content server or the area managenent
server agggﬁbggﬁﬂg the application into the set area, by the comunication
term nal . € area managenent apparatus may have a table in which the 5
application and informati on on an area for reserving the application are
stored in association with each other, and determ ne the storage area for
setting_ the hcation by usi.ng 4 le .The area tq be_ allocated for the
2ppl | c3edtipd e Etytytitd thidfel, PBnbriskS S Shecten Ao aRb e e o
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the app on an storing_thé at e set area, by the communication
termnal . Acqpedired rhghaethént appaehris gy dEvedi GBI in WichthE age area
managenent 15 nmethod of the present invention further conprises an
acqdi sappbcatidorpandiinfeguation og,arbyrealfor cesorving e gpplicatiomate storetbim! oad
program necessary for downl oadi ng the application, the acquisition step
pr ecedasgp diaton evjte sacls oer, afiddeterquastthetsépragelaees ot settingtthp, and t he
storing step are perfornmed by executing the downl oad programin the
communptigation byeusingahe tableTh g arcario beadacated far the ppplicatéen may
communi catjon termnal ., conprising: a. storage uynit; request transmitting
means R0 b6 ﬁtmmm%&gvlafh copsidREHIOZivan tocdieesiee of theagp Gatiem ag€nent
appar at,us, . the aut horization r.equest requesting an authorization to set a
storaggagkgﬁg?Hs?igy 5288 CaﬁPﬁ; setting means for receiving an execution
I nghruction tr At t : : etting a
stB age. ar ea ROTEEG S BrkrRerd SRpea R AE R BRRREs it BBl Lt o1
I nstrugtd Is | | ' ' A and
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stori ngsed bythe ab?ﬁcﬁﬁbn%frﬂastoﬂihg the Red intotheRket areaalbyaher ovi des an area
managenment apparatus 4

communication terminal.

According to a still preferred embodiment, the storage area management

15 method of the present invention further comprises an acquisition step of
acquiring, by the communication terminal, a download program necessary for
downloading the application, the acquisition step preceding the request step.
The request step, the setting step, and the storing step are performed by
executing the download program in the communication terminal.

20 The present invention also provides a communication terminal
comprising: a storage unit; request transmitting means for transmitting an
authorization request to an area management apparatus, the authorization request
requesting an authorization to set a storage area in the storage unit; setting
means for receiving an execution instruction transmitted from the area

25 management apparatus, and setting a storage area in the storage unit in
accordance with the received execution instruction, the execution instruction
instructing to set an area; and storing means for downloading the application
from a server unit, and storing it into the set area.

The present invention also provides an area management apparatus

4



3PF0093/ 3204 conprising: receiving neans for receiving an authorization
request froma conmunication term nal having a storage unit, the

aut hori zapkppsspguest requesting an authorization to set an area available
for an application in the storage unit; and transmtting neans for

determ ning a storage area to be 5 allocated for the application based on
the received authorization request, and transmtting to the comrunication
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Fig. | a diragram show ng an exanple of the overall contfiguration of a 15

communkeRh O nnfty ahdntalndeies dheimhst for detEmbedhgantorige reaRobdeent i nvention;
Fig. 2 is a diagram show ng an exanpl e of an application contractor table

st df edallocatedtfor dlgeapplitatidrl bafedondahe eateived wathdfifatién gequikst,saml di agr am
showi ng exanpl es of browser screens to be displayed on a display 605 of a
nobi | etrahsmittBEoto the demmunicatien rapmahan execnyjoninstxacvre totxetutehar dwar e
configuration of the nobile phone 600; Fig. 5 is a diagram show ng an
exanpl sctoing: ofethedetopnimnedontorage ae@on of an area namnagenent server 500;

Fig. 6 is a djagramshow ng an, exanpl.e of a data table stored in a 25

st orage uni t%bgg’r@’rmﬁtﬂﬁv%@ ﬁbﬁ%@@@&?s 3 CPTRUISHPTOZLAMN FOPEIAINEA sequence
di agram show n n exanpl e of aoperation accordi ng . t he enmbodi nent of the
pr esentORINATR Foiie Degiag tra At et pbaralysea RS RESBIAM Y BvenT! o

10 stored into various recording media, or installed to the computer over a network,

for example.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a diagram showing an example of the overall configuration of a
15 communication system 10 according to an embodiment of the present invention;
Fig. 2 is a diagram showing an example of an application contractor
table stored in a storage unit 101 of a content server 100;
Fig. 3 is a diagram showing examples of browser screens to be displayed
on a display 605 of a mobile phone 600;
20 Fig. 4 is a diagram showing an example of the hardware configuration of
the mobile phone 600;
Fig. 5 is a diagram showing an example of the hardware configuration of
an area management server 500;
Fig. 6 is a diagram showing an example of a data table stored in a
25 storage unit 505 of the area management server 500; and
Fig. 7 is a sequence diagram showing an example of operation according

to the embodiment of the present invention.



Herei nafter, an enbodi nent of the present invention will be described wth
reference to the drawi ngs. Note that the inventionis not limted to the
present g bARpt, but may include any enbodinents as fall within the scope
5 set forthin clains. By way of exanple, the present enbodinment will deal
with the case of storing an application programfor conducting e- comrer ce
by using a nobile phone (hereinafter, referred to as "el ectronic noney
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configuration communi cation syste Ing to the present

enbodi GRH reffthceddTHE HraRingy sw@maﬂt%eqxvemém@nat Ahtiféd td theof nobi le
phones and a plurality of content server. In order to avoid conplicated

dr awi nggescheRtRIdiment, Bt Mgy nokwide! 1yosfmnne,d(inei@;@n@sn@ls falbiwialin thertepe server
100 al one are shown in the diagram The content server 100 has an

i deft i §eteforftoin ¢cldams ) f Byhwatyhef exermple, the presemiembedieneritvwill deal witht' . 1t
has the same hardware configuration as that of a typical WW server, and is

oper at the ¢aseofistoringean appligatton pregranef@ocendhidting ¢ wommentd byltllSﬂEg/I ces.
The content server 100 is connected with the |nternet 200, and carrl es out
packet adaabile phane dherginaftes, referredeld 2ese selggapnicymoney:anplationd) apdnobi | e
packet . station for

onmuni cati on, netwqgr k cIu es a wmre
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the nobj | e packet co wor k 300, an exchange connected to the
wi r el e&5tE @emgw Ié‘gég%gﬂbgggchange connected to the exchange (none

and(s he§eolv%raqp@ml)fr%ﬁ?ggﬁeway server 400 connected to the gateway exchange,

an area nanage server 500 connected to the gateway server 400. 6
3PF0093/ 3204Fjg . 1 is a diagram showing an example of the overall configuration of a

communication system 10 according to the present embodiment. The
communication system 10 may include a plurality of mobile phones and a
plurality of content server. In order to avoid complicated drawings, however, a

15 single mobile phone 600 and a single content server 100 alone are shown in the
diagram.

The content server 100 has an identifier for identifying the server, or
domain name, "www.aaa.com". It has the same hardware configuration as that
of a typical WWW server, and is operated by a provider who provides the

20 application to client devices. The content server 100 is connected with the
Internet 200, and carries out packet communication with client devices over the
Internet 200.

A mobile packet communication network 300 includes a wireless base

station for carrying out wireless communication with mobile phones

25 accommodated in the mobile packet communication network 300, an exchange
connected to the wireless base station, a gateway exchange connected to the
exchange (none of these is shown), a gateway server 400 connected to the
gateway exchange, and an area management server 500 connected to the

gateway server 400.



These wirel ess base station, exchange, gateway exchange, and gateway server
400 are used to relay packet communi cation which is held between the nobile
phones a ed in the nobile packet comunication network 300 and the
YPAr W servers such as the content server 100 connected to the Internet 5

200. The gateway server 400 is connected with the Internet 200, and has the
ftinction of perform ng interconversion between a communication protocol

used inside,the nobile packet. .conmuni cation netmrkhw%\%ggi a .comuni cati on

protocol used BERE HECIPS Rastettatign, © & &A19%AY £RE SUFYEY 400 10
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gateway server 15 400. The area managenent server IS a server operated
by &% @@@nunication carrier who operates the nobile packet comuni cati on
network 300. The area managenent server 500 is connected to the gateway
server 400, Thegabeway kerverddhisramareetabwiityiirealitemes 2000 and dfasahe ypi cal
WAV server. 20 The area managenment server 500 has the ftinction of carrying
out paﬁmnomofrpmfommmg)mtemmsm brtwicen aoommuigation protacal sedobi | e
phones, accommdat ed in the nobi|e packet c ni cati on network 300 for data
exchanghsl derHee mobilesp qql@ﬁéomunscaém ’é‘%‘\‘é&f(g{bu RS A CHBIMINIGHION and carri es
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the mobile packet communication network 300 and TCP/IP (Transmission
Control Protocol/Internet Protocol) which is used as the standard in the Internet
200. As a result, the communication to be held between the mobile packet
communication network 300 and the Internet 20 is relayed by the gateway server

15 400.

The area management server 500 is a server operated by a
communication carrier who operates the mobile packet communication network
300. The area management server 500 is connected to the gateway server 400,
and has the same hardware configuration as that of a typical WWW server.

20 The area management server 500 has the function of carrying out packet
communication, and holds packet communication with the mobile phones
accommodated in the mobile packet communication network 300 for data
exchange.

The mobile phone 600 is one owned by a not-shown user, and carries out

25 packet communication with WWW servers connected to the Internet 200 over
the mobile packet communication network 300. Consequently, the user can
enjoy a variety of mobile data communication services provided by the mobile
packet communication network 300.

<Content server>



3PF0093/ 3204 The content server 100 has a storage unit 101 which includes
storage devices such as a hard disk, and contains WEB page files to be
describeqphﬁ%§§24 application prograns to be provided to nobile phones, and
SO on. Speci |céﬁly, the storage unit 101 contains an el ectroni c noney
application "shopping" and an 5 application program"trust"” which is
necessary for downl oading the electronic noney application to the nobile

e 500, el et ol o B AT o oL o)
200, 16eTHosSSmER s abhartBioRy ST FReAfF WERL biad P to BTG e Ccat on
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St or od o ERC Sl 7 Sontaltis g Sl R, AP o LG “ AR 1 0, o°

(hes ei ppplieition piegragd "traseswhitl isafidessurydoridovwidoadindtie eles@oRice. this

el ectroni c noney application has an applicCation identifier "AAAOO1l ". The

t r ust echanmy application ® thepmobilarphonebO® idreimafterpshis vl tebéfeereditone 600,
and has the function of domnloadLng_the el ectronic noney application from

t he coas étrustedrapplichtiondhd Therreligbilityiofithistrustedeapplicatiomoisysegorest int he
nobi | e phone by using a device driver provided in the nobile phone 600. To
use t hadwaneshbithe caprpugicationcagger wWiio eperatesihecmphilsdaskiot has  previ ously
signed the use contract %%pbhe provi der who operates the content server

100. TRAMMYNCcAHENJICLWOF -noney application and el ectronic noney data
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are  location specified by "http://www.aaa.com/trsut".
The applications to be stored into the storage unit 101 are also given
15 respective identifiers (hereinafter, referred to as application identifiers). For
example, this electronic money application has an application identifier
"AAAOQ01". The trusted application is a program to be performed by the
mobile phone 600, and has the function of downloading the electronic money
application from the content server 100 and storing it into an external memory
20 of the mobile phone by using a device driver provided in the mobile phone 600.
To use the e~commerce service, the user of the mobile phone 600 has
previously signed the use contract to the provider who operates the content
server 100. That is, the electronic money application and electronic money
data will be provided to the mobile phones 600 of contracted users alone.
25 As shown by way of example in Fig. 2, the storage unit 101 contains an
application contractor table TB1 which contains terminal identifiers for
identifying the mobile phones 600 owned by contracted persons and the names
of the contracted persons in association with each other. The storage unit 101

also contains text files named "index.html" and "download.html" which are
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8 3PF0093/3204 witten in a markup | anguage CHTM. (Conpact Hyper Text Markup
Language). The file "index.htnil" is stored in a |location specified by a
URL "http; ,aaa. conf i ndex. htnd", and "downl oad.htni"” is stored in a

| ocation™ spécified by a URL "http://ww. aaa. com downl oad. htm{". 5 The file
"index.htm" is witten so that when it is interpreted by a WAWV browser
capable of CHTM. interpretation, a W, VWbrowser screen M2 shown byway of
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trust edpafPied} hmt'?%ﬁ:f/“m@ﬂaﬁ%brﬁfﬂd\bﬁl(ﬁﬁfﬁtﬁﬂ“'.SerVer 100 appears on

the screen of the WAWVbrowser. In addition, "downl oad. htrnl" descri bes an

URL5 15 that Theifiledtindei.hemb! Bresittenawathae witdn ithe ititerpiteted byl WWIWonN
"trust". In Fig. 3, M shows an exanple of the screen to appear on the

nobi | ebptwser edpable od QHTMD ihterptetaionxa MWW bfowséuscreenM2showte cont ent
server 100 will be described below. (A) Providing WEB Pages 20 The content
ser ver byovay obexamplews Figgd appears: hdMeseeves, pinsles lewal” despabes URLSy, when
o o o Popuac okt PR BB Sl kT 5,
bhone. PRger et diRgram shosisaut erambl of Hc teteth 1B apprar Bhofle bt 101, 25
) aaPRAnE 0f Vit RS 87 A bl Gr e R TS RRERAGENCN: ). “Tre: content
Tdent 1 1iod byTPRRC SoMHRERGT, RIWERRRESTUIA it [ERINErBRABEERY Tmesage.
WWW browser capable of CHTML interpretation, a page for downloading the
trusted application "trust” provided by the content server 100 appears on the
screen of the WWW browser. In addition, "download.html" describes an URL
15 that designates the storage location of the trusted application "trust". In Fig. 3,
M3 shows an example of the screen to appear on the mobile phone when
"download.html" is executed.
The functions of the content server 100 will be described below.
(A) Providing WEB Pages
20 The content server 100 provides WEB pages for the mobile phone 600.
Specifically, when the content server 100 receives a page request message
transmitted from the mobile phone 600 to request a file for displaying a page,
the message including a URL and the terminal identifier for identifying the
mobile phone, it reads the file specified by the URL from the storage unit 101.
25 Subsequently, the content server 100 generates a page transmission message
including the file read from the storage unit 101. Subsequently, the content
server 100 transmits the generated message to the mobile phone 600 that is
identified by the terminal identifier included in the page request message.

(B) Providing Applications
9



(B) Providing Applications 9 3PF0093/3204 When the content server 100
recei ves an application request nessage transmtted fromthe nobile phone
600 to reggHRetsRn09r am downl oad, the message including the term nal

i dentifier and a URL, it searches the application contractor table TB I
with the termnal identifier included in the request nessage 5 as a key.
When the appropriate termnal identifier is stored in the application

contractor tahle TB 1, it is de m ned that the yser of the nobile phone
500 1 5 one. Ve i ComshnsSaeE 1 R e Bt acaiteatich redyest FafSrEe b ¢
noney I: PLely! I C er t he program
speci f F@g’%{i@g@ﬁ qrﬂéﬁ%&?&@ﬂ% ﬁlhpﬁg 6tsdtbg oalge&h%g{ PP%\A% dék%'g][lé&ﬁ&@ec ont ent
server - | ' ] BRITON: ' ' this
or ogr A RE LI BAf At ERRiATUCRATCE 300 BRI SERHRY T A6pHEATt
genera t hl KRG iffer BRMAL ) al -

I dent i E{‘IS{gtrrh?ﬂré]let% gd'PlBrl]m?ﬁg tﬁ%& i cata}l (li)k?;ér}ttia%%ﬂest rr%ésdsgrggﬁyr:%fd(&% hlﬁ%g% ucti ng
Exe§ut p9a ky. Trusted Application Wien this application request nessage is
one for requesting the trusted application, the content server 100

gener at es anWipg theeappropriase termusab identidfsaagstored indhegppleationst ed
application read fromthe storage unit 101 and an instruction for the
dest i naonwactovitable TBoni isideterimined shagthet userafdheanobide phone Gis

application. The content server 100 transm_ts the generated nessage to the
nobi | eopa&idhesmwhioshaveesignesd dhe pye cratragt foridie ¢laemonic @oenekicl uded in the

cont enePRBFHERN 1 OBUPBRBINTD: e koS! SERIdtel U5 i9doab6 PAREIARS SBPeifiston ¢
ey c B R VR FiraEhe SRt IO0 N The orm nal tdent (11er 1 nel uded in
thi's messagengys 3hkWntent server 100 generates an application transmission
message including this program. Subsequently, the content server 100
transmits the message generated thus to the mobile phone that is identified by
the terminal identifier included in the application request message.
15 (C) Instructing Execution of Trusted Application
When this application request message is one for requesting the trusted
application, the content server 100 generates an application transmission
message including the trusted application read from the storage unit 101 and an
instruction for the destination mobile phone of this message to execute the
20 trusted application. The content server 100 transmits the generated message to
the mobile phone that is identified by the terminal identifier included in the
application request message.
(D) Providing Electronic Money Data
When the content server 100 receives from the mobile phone 600 an
25 electronic money request message for requesting electronic money data, it
searches the application contractor table TB1 with the terminal identifier
included in this message as a key.
When the appropriate terminal identifier is found, the content server 100

determines that the user of the mobile phone 600 originating the electronic
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When the appropriate termnal identifier is found, the content server 100
determ nes that the user of the nobile phone 600 originating the electronic
10 3PF00%§@?%&6ﬂﬂoney request message is one of those who have signed the
use contrac or the electronic noney application. Subsequently, the
content server 100 generates a nessage including el ectronic noney data

whi ch indicates a predeterm ned anount of noney. Next, the content server

100 transmits the generated 5 sage to.the nobile phone 600 identified by
the tefRATEY rGqyest Message IS&Eﬁ)gF §1 oW Qfﬁv&.“&n‘?‘iﬂéﬁp Hﬁ%ﬁpaﬁﬁ%&mth@ an

e
. 601. 0 . ' Lvidu

R it

603, SORANTUTHof. NGRLSRE clRRUGE! 100 bl IshID W ol se

heSCOE’dés%%@{o ﬁx%&iﬁe@dﬁé 600 @EREHEA Dy hitterifiinal i&enﬁﬁef(.at ion unit 604

t

has a plurarity of keys iTncluding a 15 not-shown nunerical keypad. The user
of the nobil eMphisile PBOHesnters instructions by using the operation unit
604. Specifically, when the user of the nobile phone 600 operates the

oper ati on unFig.6Pw, a diagraisshmowingspoedample of the hardwars comfigumtonopf i ed to
the CPU 611. A display 605 is conposed of, for exanple, a liquid crystal

di spl athepmodilegphiore 65@1 r s shiowniin Higr 4cther corspagen ofi theimebident rol on t he
liquid crystal display panel. The display 605 displays text and graphic

scr eenphoie ®0Resxeludingean antenng fI3-a5eepinestembn pdusiffhle ebata under the

nBiny cxchansebeiveopbrondPeuat soRONg R s SR TRt BODEP iR ORbad  Onl y
Me , | 25 l. ' f |11 h bi | h
500 a Mo imufiga S8 TRiF60e haSBRE Anfiydrha. i CRRS el e phone 800
uni quetymhidhicatiBARVEh the not-shown wireless base station constituting the mobile

packet communication network 300 under the control of a CPU (Central

Processing Unit) 611. An operation unit 604 has a plurality of keys including a

15 notshown numerical keypad. The user of the mobile phone 600 enters
instructions by using the operation unit 604. Specifically, when the user of the
mobile phone 600 operates the operation unit 604, signals corresponding to the
operation are supplied to the CPU 611. A display 605 is composed of, for
example, a liquid crystal display panel and a control circuit for exercising

20 display control on the liquid crystal display panel. The display 605 displays
text and graphic screens, and menu screens for operating the mobile phone 600,
under the control of the CPU 611.

A storage unit 606 has a nonvolatile memory (not shown) such as an

EEPROM (Electrically Erasable and Programmable Read Only Memory), for

25 example. It contains data for controlling the mobile phone 600 as well as the
terminal identifier for identifying the mobile phone 600 uniquely. For example,
this terminal identifier is a phone number "0*0-****-7777"_ An external
memory 607 is an IC card having a nonvolatile memory such as an EEPROM.

It is detachably attached to the mobile phone 600 via an external memory

11



this termnal identifier is a phone nunber "0*0-****-'NM". Anexternal
menory 607 is an I C card having a nonvol atile nmenory such as an EEPROM |t
i s det acgggdfgy%gached to the nobil e phone 600 via an external nenory 11
3PF0093/ Interface unit 608. The external nenory interface unit 608 is
an interface for witing and reading data to/fromthe external nenory 607
under the control of the CPU 611. A ROM (Read Only Menory) 609 contains

[ b t by the. CPU 611. F le, it t ai

G5 ( OpiEriagg WSHHER onif e UPEIR PO il FCRGIninOR 1% ARANigBAdecBhone. 500,
VWAV b d,a deyi dri | nt d f h t I

07, T g ndBeaingata 15/ Fnabe esermal Buprmey B0l shasrBlat AL per -

and "agce l,per" b etad hese Dbrogr e executed
oni'y Wi CEL 817 c A KON R gad QS by B8 c o AATOE! il 5

appl i caLi ' wnl et ] ' L.on. - t he downl oad
hel per,ﬁég% Cé%g%}égg%gg(%gﬁgér fgggé%%)’{neél%f gd‘%’d@%ggs or@asggﬁggr:%gm t he

extern ' Mt 6 10 is
CXLETnSYsERPpiogRh [0 oIt Chite rioRANhEREGR, Aoy oWl © 10 1
byt heplyakd, bridsa dBvice@iver intohdudoforthe hteinal m¥iadry Be7iobi I e phone 600
Is powered on, the CPU 611 reads the OS fromthe ROM609 for execution.
Wien the OS This deviesdeivier 49 cotripps€@ B fpirdgpams calied fdosadead hielerdr di ng to
signals received by the comunication unit 602 and signals supplied from

t he opandi'accessihielp@tis. As wil hesdetadpdraterothese programss are exequted he WAV
browser, the WWVbrowser 20 programis read fromthe ROM 609 for execution.

Wien aoBlygwhendbe taistechapplication i Heexepuian.i ohhatiss wlyle ar appbication

ti it, 604 aft th ' f th b , 1 CPU 611
PRl or deta s dqpaloatad: theuesed appsicatioR, iy downiyad henersand s een
di spl ayed he displ 5, and ] ing. to thi
nobr st helst itk SRefitas noTBP St BER AR of Bl fR R ROty S Biser i bea

bel oW. ontimized thus.

A RAM (Random Access Memory) 610 is used as a work area of the
CPU 611. Data to be used by the programs executed by the CPU 611 is
15 temporarily stored therein. When the mobile phone 600 is powered on, the
CPU 611 reads the OS from the ROM 609 for execution. When the OS is in
execution, the CPU 611 performs processing according to signals received by
the communication unit 602 and signals supplied from the operation unit 604.
If a user operation instructs to start the WWW browser, the WWW browser
20 program is read from the ROM 609 for execution. When a signal
corresponding to a user operation is supplied from the operation unit 604 after
the execution of the WWW browser, the CPU 611 identifies the user instruction
based on this signal and the screen displayed on the display 605, and performs
processing according to this instruction.
25 The functions of the mobile phone 600 will be described below.
(A) Page Browsing and File Download
To browse a WEB page provided by a WWW server in connection with
the Internet 200 from the mobile phone 600, the user of the mobile phone 600
initially enters a URL. Subsequently, the CPU 611 transmits the page request

12



(A) Page Browsing and File Downl oad To browse a WEB page provided by a WW
server in connection with the Internet 200 fromthe nobile phone 600, the
user of tﬁﬁgd@?}%&e phone 600 initially enters a URL. Subsequently, the CPU
611 transmits e page request 12 3PF0093/ 3204 nessage for requesting the
file for displaying the WEB page specified by this URL, the nessage

i ncluding the termnal identifier and the URL. This page request nessage

T SRR A Tl Sl e R

t r ansni qur&geggaggg 1@?@6‘3&3?%’8“{%%16%5%3%@? ondgTiB\Hang Byga

o e AT e SREPRENE0 R RNl D0 Bl BBe e e
Lor m g Phe idSal by HeQHRp BRI odite; TITBRIB0IRT, 107 1 0% o
be S’OV"E‘ésﬁﬁﬁﬁ_@-toTH@gaﬁétrectlﬁ&‘E%é’s%% EhgndBRIraeR! theTile' RRRIHtPinothidTBas@ge
transmtted in respohse to the agphcatlon request nessage, and extracts

t he apmahgﬁﬁgganirﬁggsug@ﬁ in this nessage. 15 (B) Application Downl oad
Functi on The downl oad hel per has the functions of reserving a storage area
in the exteMateoverquoyddidloadramsapplicyicmpegyided by oW W W seledr iy t he
content server 100 and data to be used by this application, and storing the
app! i caphnection witththe Inteenet 2005 the user makes afoedetermired pperdtian. t he nobi |l e
phone 600 initially 20 downl oads the trusted application provided by the
cont enttheee P 61bthenrtransmitarihe applicapon gequestdaessagetivg reguesting i on to

execute the trusted appligation transmitted from.the content server 100, it
exEB 1t 8ebleation dosinuahly fifis FressatS Biudes it o pACidRORREB A0CHb per 15
execut , M@%gﬁpggggg{%gfﬁh' Hene'fife QVLESFNSRE" PRASIRLes an area

reserv

receives the application transmission message transmitted in response to the
application request message, and extracts the application included in this
message.
15 (B) Application Download Function
The download helper has the functions of reserving a storage area in the
external memory 607 for storing an application provided by the content server
100 and data to be used by this application, and storing the application into the
reserved storage area. To be more specific, the mobile phone 600 initially
20 downloads the trusted application provided by the content server 100. Then,
when the CPU 611 receives the instruction to execute the trusted application
transmitted from the content server 100, it executes this trusted application.
Subsequently, the download helper is executed by this trusted application.
The download helper generates an area reservation request message for
25 reserving a storage area in the external memory 607 for storing the electronic
money application and the electronic money data provided by the content server
100, and transmits it to the area management server 500. This message
includes the terminal identifier stored in the ROM 609 and an application

identifier of the trusted application. When an area reservation instruction
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25 reserving a storage area in the external nmenory 607 for storing the
el ectronic noney application and the el ectronic noney data provided by the
content spEyPEs20400, and transmits it to the area managenent server 500.
This message 1ncludes the termnal identifier stored in the ROM 609 and an
application identifier of the trusted application. Wen an area reservation
I nstruction 13 3PF0093/ 3204 nessage transmtted fromthe area nmanagenent

to the area reservationr est nessage.is received,

thi l!_eépge%gaéé‘ﬁgﬁﬁ@%& frein e s Tapees BRntseryon ML FePOBHE t L0¢ usted’
P R R SR BSR4
execut DSy aEe i SipElcdthy P aRRd SRR, Sdnidt?® E08" Consequont 1 y.
the area forwgj&y {kuh&;edeirpﬁ)gfdaﬁ(bh%eteﬁﬁmes%at ﬂﬁ@tak@ﬁre&%gvémﬁ%e' ectroni ¢

noney data is reserved In external nenory 60/7. 10 en t storage area

i s § hupnstRfctiorethekshddi® ol Rriabtrining Yo 88serve iRe stordgt adeARR dt6fhion
generates an application request nessage for downl oading the electronic

nmoney ehphpsliddtion arddata; ahe dovmload helpdres exeteatdd wecorarollthe.extdiiad
application request nessage includes the URL for designating the storage

| ocat i oreméryt indexfhee unitr6U8. noCensequdrittgtthearea far storisgdlie @bpdtranici on
containing 15 the URL. When the CPU 611 receives the _application

t r ans mms¥ieyrapiicasign and theselectronis moneyrdatadnreservedin dhe egemal r esponse to
t he apﬁl I cati 8@ reguest nessage, it executes the trusted application to

ext r acMeMYePQZ+ 1 oni ¢ noney application included in the application

RS =5t " Ao b e b RSP G BB, Ui Sou oad
(0 oL IEBChe S RS A IBAD RN RO, K dosothe oL
to the electronic money application, and transmits it to the content server 100.
This application request message includes the URL for designating the storage
location of the electronic money application, the trusted application containing
15 the URL.
When the CPU 611 receives the application transmission message
transmitted from the content server 100 in response to the application request
message, it executes the trusted application to extract the electronic money
application included in the application transmission message. Next, the trusted
20 application executes the download helper. The download helper controls the
external memory interface unit 608 to store the extracted electronic money
application into the external memory 607.
As above, according to the present embodiment, it is impossible to
reserve any storage area in the external memory 607 or to store any application
25 thereto without using the download helper.
(C) Data Download Function
The access helper is a program having the function of storing the
electronic money data provided by the content server 100 into the external

memory 607.
14



reserve any storage area in the external nmenory 607 or to store any
application 25 thereto wi thout using the downl oad hel per. (C) Data Downl oad
Functi on 3;{3&)9%%0355 hel per is a program having the function of storing the
el ectronic noney data provided by the content server 100 into the external
menory 607. 14 3PF0093/ 3204 When the user nakes a predeterm ned operation
fromthe nobile phone 600 while the trusted application is in execution,

t he access h er is executed. The access hel per generates ap e] ectronic
money reques%%ﬁserdna ey A Edeigrmin ep@atm?r@qumfeapéew ded by

2 mos 00 WP LI kst SRl T B i iR e ek TGS atBtedpe
ot r acaberasBesy HelED SERerRS 5 HecsFor EARNEY rrd Uit HESRB AP ReALE} e
SUDS CIYRILleLtroh e RS Fat BrBFIQeELFIRE LbAtbnl SoFAI R, AR SBHER ™! ¥

10 intertace un I"'ectroni c noney ddta 1s stored into the

externgh Cmﬁfﬁe@%{l gArea Managenent Server> Fig. 5 is a diagram show ng
an exarrp?e of the hardware configuration of the area nmanagenent server 500

accordi ng t oWlhén 9rrﬁésas'ageQfﬁi@%ﬁ%ﬂtfroﬁﬁth%%(ﬁft@ﬂﬂséﬁeﬁlgo iﬁ,reéﬁ'@ls‘"e%ipone”t S
of the area managenent Server 500 are connected to a bus 501. The

i ndi vi duatlecaonitameyaicqubst messagmisagesived, tixetruetediplivativange dat a

t hrough this bus 501. A communication unit 502 is an interface for carrying
out cextradischeiebectronib moreyrdatd mohhded ir6tte dcaivedbmyasagay server 400. An
20 operation unit 503 is conposed of input devices such as a not-shown
keyboaSubsegnenslys she aﬁ@esamﬂlmrsﬁr@te@ut%f tq gentspkthenextgratanemosyver 500

oL L ingertage pnit 608, Whereby the eleCironic money data s Stored Into the external
memory 607.
<Area Management Server>
Fig. § is a diagram showing an example of the hardware configuration of
the area management server 500 according to the present embodiment. As
15 shown in Fig. 5, the components of the area management server 500 are
connected to a bus 501. The individual components of the area management
server 500 exchange data through this bus 501.
A communication unit 502 is an interface for carrying out
communication with the mobile phone 600 via the gateway server 400. An
20 operation unit 503 is composed of input devices such as a not-shown keyboard
and mouse. The administrator of the area management server 500 enters
various instructions to the area management server 500 from this operation unit
503. Specifically, when operated by the administrator of the area management
server 500, the operation unit 503 supplies signals describing the operations to a
25 CPUS08. A display 504 has a not-shown liquid crystal display and driver
circuit for driving the liquid crystal display. It displays screens to be provided
to the administrator, such as a menu screen, under the control of the CPU 508.
A storage unit 505 is made of storage devices such as a hard disk. It

contains a data table TB2 shown by way of example in Fig. 6, in which
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503. Specifically, when operated by the adm nistrator of the area nmanagenent
server 500, the operation unit 503 supplies signals describing the
operatiogﬁg&glﬁz 5 CPU 508. A display 504 has a not-shown |iquid crystal

di spl ay ?'ver circuit for driving the liquid crystal display. It

di spl ays screens to be provided to the admnistrator, such as a nenu
screen, under the control of the CPU 508. A storage unit 505 is nade of
storage devi ces such_as a hard disk. It <contains a data table TB2 shown by
way of appHegien identifigrssthe; eapasitios abstorrge amyasTecessaslyi toastaring that i fi er s,

SRS aTeB CR SR ety SRS SELSoP T g
i T R Y e
oS T b 1 SRR s AR

CEU8 SOBon s SRR IR S0, 00

on, the CPU EOIS%M% torat i ah TP ARRi AFBYbin106a %.ex% AM507 is

Subsequent | vy, 508 reads the control “programfromthe storage unit

505 f opis@K s twerk arbhict thertPUl 508.09Daita ke beturedibingid m%gﬁxﬂs@cfebu&id ng the
nobi | e phone 600 to reserve a storage area for storing the el ectronic noney

appl i cbyithe GPUJ S08is tehpotraxly stored ¢herdin.a When declaisa mhnagemeant server
100. 15 Specifically, when it receives an area reservation request nessage
t r ansnsenved SO0dmpoiveerad toin, ¢hep RIS 56B0oreads ithe TRE front thel ROMHlnfars i n
execution, _the CPU 508 searches the data table T132 with the application
i dkbht | exequtions| uBubsequentlyethaeGPile08geadk tie controhprogsprbfiomathe appl i cati on
identifier is fgﬂgﬁg)the CPU 508 reads the application area capacity
cor r esPHOREHYNH TLXSCPHAR: on 20 identifier fromthe storage unit 505.
For exanpl e, .as sh in Fig., 6,.if.an. apgl.ication identif.ier,”131313001 "
o i motuded’ TS SN OeuE s fofijoBRR infEhefin the Mobil phofc
600 to reserve a storage area for storing the electronic money application and the
electronic money data provided by the content server 100.
15 Specifically, when it receives an area reservation request message
transmitted from the mobile phone 600 while the control program is in execution,
the CPU 508 searches the data table TB2 with the application identifier included
in the message as a key. If the appropriate application identifier is found, the
CPU 508 reads the application area capacity corresponding to the application
20 identifier from the storage unit 505. For example, as shown in Fig. 6, if an
application identifier "BBBO001" is included in the area reservation request
message, an application area capacity of "30 kByte" is read. Subsequently, the
CPU 508 generates an area reservation instruction message for instructing to
reserve the storage area for storing the application and data to be used by the
25 application. Subsequently, the CPU 508 transmits the area reservation
instruction message to the mobile phone that is identified by the terminal
identifier included in the area reservation request message received previously.
As described above, since the area management server 500 is operated

by the communication carrier who operates the mobile packet communication
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message, an application area capacity of "30 kByte" is read. Subsequently,
the CPU 508 generates an area reservation instruction nessage for

i nstructi E reserve the storage area for storing the application and
data to 6;29({? %az%y the 25 application. Subsequently, the CPU 508 transmts
the area reservation instruction nessage to the nobile phone that is

identified by the terminal identifier included in the area reservation
request messags recei ved ﬁrg\zi o] S|K. As descrj bed above, since the area
manageREHVOEe 0@ andas 1nstapd insidg the ynebile pa QEBMWHCRUPR NeEWAHD oper at es

t he noljl.e packet .co ni cation 16 3PF0093/ 3204 network .300 and is installed
ot de JDhstiEradSHATY iohate BeiceHANER AETHESt IO aRAS SerHtedent i al  ty of
t he argageser.vation request message is secured. 2. QOperation Next, an
exanpl & pe&ﬁté?%tion of the present enbodinment will be 5 described with

EEL? et ser oNEdayl exdilplé §£5§%%%0%3§HP4 ﬁ’aeéggﬁﬁ’%@%ﬁégﬁgé‘)égrﬁﬁigonggﬁ L b

. ' , 03 VWV
P rove: BeSrbed WiftfrefBRERAR. 70 Sdvance, A e i by s 1o e be
Initially, thﬁziﬂéﬂtrall‘r;}lf tﬁéqﬁeﬁ‘}ﬁhﬁ@%d}ﬁ@ﬂ@séi@@r S0bsid the content server 100

"http://ww. aaa. conl i hdex. ht nd" he URL of a Wb page file provided by the

cont enshalg begiow&Rdray imadvdieces er Besidesnthe mobilagshoie00 sldlbbehe text box
i ntended for URL specification displayed on the screen M shown in Fig. 3.

The uspoweséd ®nanddvancepandtheo®Soand tee WWOW' btawserboexedhmedaoe screen. 15
Then, a_page request nessage for requesting the file of that Wb page is
generadlﬁ@@}éﬂ@%ﬂ@l’}bmﬂm@ seaeen MebshewnninsEiggd. i ncl udes the terninal
identifier "0*Q~ ***?2?22?" and the %t Er ed URL .

"hiQp: 7/ vww. Eiialyntherisex ofithe mobile, phengd Bt nmessage generated is

o | o BAGKEYRRAPRATOH HHBAoftE GBa- of 8 Web page Hie provided by the ¥ * 1
content server 100 having the server name "www.aaa.com", into the text box
intended for URL specification displayed on the screen M1 shown in Fig. 3.
The user makes a click operation on the "Show" button on the same screen.

15 Then, a page request message for requesting the file of that Web page is
generated (step S101). This page request message includes the terminal
identifier "0*0-****-7777" and the entered URL
"http://www.aaa.com/index.html".

The page request message generated is transmitted to the content server 100

20 specified by "www.aaa.com" via the mobile packet communication network 300
and the Internet 200 (step S102).

When the content server 100 receives this page request message, the file
"index.html" that is specified by the URL included in the page request message
is read from the storage unit 101. Next, a page transmission message including

25 the read file "index.html" is generated. Besides, from the terminal identifier
included in the page request message, the originating mobile phone 600 is
identified. This page transmission message is transmitted to the identified
mobile phone 600 via the Internet 200 and the mobile packet communication
network 300 (step S103).
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and the Internet 200 (step S102). \Wen the content server 100 receives this
page request nessage, the file "index.htm" that is specified by the URL

i ncl uded g 5?&2 age request nessage is read fromthe storage unit 101.
Next, a 8 %@ rg sm ssion nmessage including 25 the read file "index.htm" is
generated. Besides, fromthe termnal identifier included in the page
request nessage, the originating nobile phone 600 is identified. This page
transm ssion_nessage is transmitted to the identified nobile phone 600 via
the | nt er net Witan thedpagretrapynIss1om aressage iniasctved ahthenmohdlewlsne (st ep

o el
eSS 20E el T AN S 5 R b RSBy ML

h ' ' . f th " | oad [ i ion" sh
TP TE G S UAPRAS, [ O ¢ P00 et o
g e Sunind s pheled NG S BRRIISRE on dovn o2
requestDERAR88E Aﬁﬁlida‘%ﬂﬂle%io% udaefliraton the WWWs beswsecrb&e M2t racted 10

URL is generated. 'This page request message includes the termnal 1dentifier

of t hethigoURIe "hitpAv Geagncoinidownloathadl "Urhked beth thed! sppligeionequest
message is transmtted to the content server 100 which is represented by the

ser ver dowmboddivie thediledidéxheanl Sisi@dyacted {steptl (FHge Swbpegaenttyssage
transmtted fromthe nobile phone 600 15 is received at the content server
100, tpegd requestiovasbagalifonreiquesting "dowanlead.himl" designpd byRheiaxdrasted in this
page request message is read fromthe storage unit 101. Next, a _page

t rﬁhs rﬂﬁ’sh sheeneratgk | hRispasfraguest Biegsage moludemtheterminglidentifigner at ed.

(hat i QF scROBFlcatg eoid apd i RAARthVRY.or Then, fils pAgeSquest | © Po"¢ °20
message is transmitted to the content server 100 which is represented by the
server name "www.aaa.com” (step S105).

When the page request message transmitted from the mobile phone 600

15 isreceived at the content server 100, the file "download.html" that is specified
by the URL included in this page request message is read from the storage unit
101. Next, a page transmission message including the read file
"download.html" is generated. Then, this page transmission message is
transmitted to the mobile phone 600 that is identified by the terminal identifier

20 included in the page request message (step S106).

When the page transmission message is received at the mobile phone
600, the file "download.html" included in this page transmission message is read.
The WWW browser interprets "download.html", and the screen M3 shown in
Fig. 3 appears.

25 When the user of the mobile phone 600 clicks on the "Yes" button
displayed on the same screen M3, the URL "http://www.aaa.com/trust”
described in "download.html" is extracted. Then, an application request
message for requesting acquisition of the trusted application "trust" that is

specified by the URL is generated (step S107). This application request
18



20 included in the page request nessage (step S 106). When the page

transm ssion nessage is received at the nobile phone 600, the file

"downl an;p 0%/32(;4ncl uded in this page transm ssion nessage is read. The WW
browser i'nterprets "downl oad. htm ", and the screen M3 shown in Fig. 3
appears. 25 Wen the user of the nobile phone 600 clicks on the "Yes" button
di spl ayed on the sane screen M3, the URL "http://ww. aaa. conx/tr-ust"

oS agBBREF SMGEY M ieinal KB iSE et s R car i -ty st { hat

' i f.ied by th RL i d .S1 Thi i '

15 sPranDiiFaden teblSy gibsnle SRRELARE T bAhFRurd b Fbﬁwar‘ﬁ%a'r\g%t Yr eted
URL. T ' ' " ' '

con onfoRgRERP AL O Bline R 5P R B SR RIOBS L e Comt (step

108) . Vhen tgglixérPHH %ﬁﬁl‘i@eﬁi&?  HR3SAES s fecefvdd Xﬁﬂxea%oﬁtgﬁto%%te”t server

5 100, the a Ica contractor t stored in the storage unit 10 1

| S 55e300hafe applicdtivh Ecrtraciat tzilﬂ@f’lltlkiisgdrehrlﬁ!tﬂé%ﬁ)ﬂagetdﬂiﬁ10¥§§age as a key.

Since the termnal identifier is already registered-on the application

cont r agégchedlvieh Tl ferniifgl ideditifivr inbhidedbin thiPheRea@Ols akeyet Sincsed to be
one who has signed the use contract for the el ectronic noney application.

10 Conslemterntihyl idenéfier 10O pH? P et iscalréady regpstered ohdhappplicationn r equest
nmessage, or "trust", is read. Subsequently, an application transm ssion
nessageoniragtondablg TBé, tlvausertofahﬁ'mahdemix Isodeterminadtta beoher t he
trusted applicatiqon 1is generated. The appljcation transn ssion nessage
gener atvp ﬁgs signgd the veg CPBtrthg)rntbﬁi glectsaniremensy dpRlicaliondent i fi ed by t he

A ot i)
phone, iRRahd Syt TABEET 30RL CSbR LR TR IRl i O
accor difigulifhg e read "trust” and an execution instruction for the trusted application
is generated. The application transmission message generated is transmitted to
the mobile phone 600 that is identified by the terminal identifier included in the
15 application request message (step S109).
When the application transmission message is received at the mobile
phone 600, the trusted application included in the message is stored into the
storage unit 606 (step S110). Subsequently, "trust” is executed according to the
execution instruction for this trusted application. Subsequently, the download
20 helper is executed to generate an area reservation request message for reserving
a storage area in the external memory 607 for storing the electronic money
application "shopping" and the electronic money data. This message includes
the terminal identifier and the application identifier "TAAAQO1" of the electronic
money application. This message is transmitted from the mobile phone 600 to
25 the area management server 500 (step S111).
When the area reservation request message is received at the area
management server 500, the data table TB2 stored in the storage unit 505 of the
area management server 500 is searched with the application identifier included

in this message as a key. Then, the corresponding application area capacity "10
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execution instruction for this trusted application. Subsequently, the

downl oad 20 hel per is executed to generate an area reservation request
nmessage 915005%:‘265\” ng a storage area in the external nenory 607 for storing
the el ectronic noney application "shopping"” and the el ectroni c noney data.
This message includes the termnal identifier and the application
identifier "AAAQO |I" of the electronic noney application. This nessage is
transn'gl%ed fromthe nobile phone 600 to 25 the area managenent server 500
(step yig ISW?éln the area reservati on request nessage is received at the

area TenoeREgl RErNEL s LR A0 SoRBREL 85 Sl Bkpgpro0e U
dont 1 ud 2 ke BENBOYBE 951 Shut Ry BT cabdSt TRRPORSRS
ar ea ”ﬁ”@ﬂﬁt{fﬁmecﬁﬁf ﬁg m%ggeggg?{eaé(ﬁ? tivdt 188éntificd _'bxf.}x'e%ﬁrnﬁﬁhiltiﬂéﬁﬁﬁ@f‘

nmessage | nc udi ng t rea I catl on area capacl IS nessage 1S

t r afisniridleded o thearsaiekervationareguest Meksage (stgp'S1fzgd by the terninal
identifier 5 included in the area reservation request nmessage (step S 112).

Wien t he ar eWhasthevareh@asénvationdhstwoction sagssaps is eecdived atthd hwbilebi | e
phone 600, the trusted application determnes that this area reservation

i nst r uphone 608s theyrustedtapplivationadetermings that this ar¢oressivathen st or age ar ea
for stori n% an applicatiqgn and data to be used hy the application. Then,
the trinstREHOn MEpIAZEAS 0 AnsEwet ol therresemationef thesstorage anearfpice unit 608

(e apBOri: 11 APPFARPA AR Sl R USEHY HE GRIieatioR c Rbeythedristed be used

AR BPBion BonfSR bk el B Y MR R i 08 bYANEE 4B nei uai noy the

the taoWnidd nitRRURe ShERORRECI0 R Bratonifigifc IBRE¥aE o0 Te phone

600 t oprdgtint KHopPing'eang the Blkcitimic Ridéyaata toShORBED By "shéppihgD id14) -
reserved in the external memory 607 (step S113). Next, the trusted application

generates an application request message including the URL

15 "http://www.aaa.com/shopping" of the electronic money application and the
terminal identifier. This message is transmitted from the mobile phone 600 to
the content server 100 that provides "shopping” (step S114).

When the application request message is received at the content server

100, the application contractor table TB1 stored in the storage unit 101 is

20 searched with the terminal identifier included in this message as a key. Since
the terminal identifier "0*¥0-****-2777" i5 already registered on the application
contractor table TB1, the user of the mobile phone 600 is determined to be one
who has signed the use contract for the electronic money application.
Consequently, "shopping” which is specified by the URL included in the

25 application request message is read from the storage unit 101. Subsequently,
an application transmission message including the read electronic money
application is generated. This message is transmitted to the mobile phone 600
that is identified by the terminal identifier included in the application request
message (step S115).
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When the application request nessage is received at the content server 100,
the application contractor table TB | stored in the storage unit 10 1 is 20
sear ched 3%@@3;3%% termnal identifier included in this nessage as a key.
Since the rmnal identifier is already registered on the application
contractor table T131, the user of the nobile phone 600 is determ ned to be
one who has signed the use contract for the el ectronic noney application.

Consequently. "sh i ng" which is specified by.the URL included.jn the 25
appl i cat i on WaeR e RRRUGAIIPN FapSmision Messast s Fersaver af homobilthsequent | y,

ZBp?FE'gbﬁﬁ% i@@;&i%&?xﬁieiﬁéﬁp?m%ﬁf@%é%%% th el iB3e g aBRECATRN) ¢ phone

500 o . . . > . . _

000, Rl opip A e B SHEE™ STbsLAROHMEE AP hl?

f‘pp' ! Cgké&&fahrta%fé?e%b%&ﬁé@%djpiﬁgﬁ?ﬁt%%easttoxtz&% Birk rv@&%?h@ooz . the
rusted applTcation extracts the éel'ectronic noney “application "shopping

i nck udeséteirﬁaltﬁ&ggﬁe@%@r(stggt%%yﬁn@meaa@n@ﬁ%h%@%éiﬁmghémiﬁmﬁi uted to

store the extra "shop "into the storage area reserved in the 5

ext erng| iﬂfﬁﬁ@ﬂiﬂ%ﬂ&? coniptetisil bbhe Sobadaad oflthe elditrardc eaondf apphivatiom, Fi g.

3, indicating the conpletion of the downl oad of the el ectronic noney

appl i cappears oretheedisplaynb@he di spl ay 605. When the user of the nobile phone
600 nakes an operation for acquiri n% the electronic noney data provided by
the content ¥éharetheluser(afithg ngobile phonkHObmakes aadparptipodor aaqueing at es an
el ectragni c, noney request nessage for . requesting the el ectronj ctgt.)ney dat a.

Thi s niliselgstronts maney datapaprided by thrgenteng servesd 00s(stepAddv)ite8 from t he
N e L T ]
B0 LB AR RATHE o TSl TR oSl LRSIt S ey
Since jdentifier, and is transmitted from the mobile phone 600 to the content server
100 (step S118).
When the electronic money request message is received at the content
15 server 100, the application contractor table TB1 stored in the storage unit 101 is
searched with the terminal identifier included in this message as a key. Since
the terminal identifier "0*0-****-7777" is registered on the application
contractor table TB1, the user of the mobile phone 600 is determined to be one
who has signed the use contract for the electronic money application. Thus, an
20 electronic money transmission message including the electronic money data on a
predetermined amount of money is generated. This message is transmitted
from the content server 100 to the mobile phone 600 that is identified by the
terminal identifier included in the electronic money request message (step S119).
When the electronic money transmission message is received at the
25 mobile phone 600, the electronic money data on the predetermined amount of
money, included in this message, is extracted by the trusted application. The
access helper is executed to store the extracted electronic money data into the
external memory 607 (step S120).

As described above, the present embodiment is configured so that the
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the termnal identifier "0*0 **** ?2???" is registered on the application

contractor table TB 1, the user of the nobile phone 600 is determned to be

one who B $ Qﬂed the use contract for the electronic noney application.
3PER9 /'[3

Thus, ectroni c noney transmni ssion message including the electronic

noney data on a predeterm ned anount of noney is generated. This nessage is

transmtted fromthe content server 100 to the nobile phone 600 that is

identifjed by.the term nf';\ i dent.i fier incl uEed in tg on| noney

" equesteHES: ger(@%@aseylw)accweﬁgttﬁ% cxferag amreor% @} Bon message
IS recegl ve t he b|| 600 nDne data on the
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3PF009 vice I ver rtecessary‘for accessing the e menory 607,

'“CSUdtﬁweki&%nal%\éﬂi&?Cfréﬁm@i %ﬁﬁl\?éi‘@d%?‘é@ﬁ@ I&@f chéerm@d un' ess

t he execution 1nst tions ar en fromthe a nagerrent server 500

and t hérornnt doWwnlsriederpplidationt |I$1 ddthtl@hosmcﬁ@i@lrbbﬁatwstbf@eemﬁ:as are
applications and data stored in 5 the external nenory from being tanpered or

er asedréserved figr tdspecivé applicatiens, if isopossibleviol usedbe stpraigecataoof the
addition, since appropriate storage areas are reserved for respective
appli caxtemalmemcvrsf il to use the storage areas of the external
menory effici entIy 3. Mudification 10 In the foregoing enbodi nent, the
app! i cdt Medifigationat a downl oaded fromthe content server 100 are stored

onbfe. 600" magh BiRcFTBEOMEcehpHimett 1B P RHG HARS AhaRA HoBAUPRRed ho |
FEHC T NP tpﬁ%%fefrﬁgf%m&% Gpige e ey
unencrypted form. Nevertheless, the mobile phone 600 may encrypt the
applications and data when it stores the applications and data into the external
memory 607.
15 The external memory 607 may also be accessed with a key all the time.
Specifically, this key is held in the area management server 500. When the
area management server 500 receives the area reservation request message from
the mobile phone 600, it attaches this key to the area reservation instruction
message. The mobile phone 600 accesses the external memory 607 by using
20 this key. The external memory 607 cannot be accessed if no key is attached or
if the key is unauthorized. This improves the security of the mobile phone 600
further.
Among IC cards available for use as the external memory are a contact
type which requires contact with the interface at the time of access and a
25 noncontact type which requires no contact. Either type of IC card may be used
in the present invention.
In the foregoing embodiment, the mobile phone 600 receives the trusted
application and the execution instruction for this trusted application together.

Nevertheless, the execution instruction may be given so that the trusted
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Specifically, this key is held in the area managenent server 500. Wen the
area managenent server 500 receives the area reservation request nmessage
from th%PﬁRgb&ﬁmphone 600, it attaches this key to the area reservation
i nstructi"on “nessage. The nobil e phone 600 accesses the external nenory 607
by using 20 this key. The external nmenory 607 cannot be accessed if no key
Is attached or if the key is unauthorized. This inproves the security of

e e R
cont acHor RbiblE, Y PRgfn QEERna B AR BIVAE LIRS Tt
app! 1 o RPSHEERRBAERbica e (RS AR SHON s i€ S i ABSUHITLEE o1
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Bﬂgﬁg ggglichﬂoﬁfhh%oﬁﬁﬁ@allyfd?ﬂ%%ﬂ?é’ﬂ)it%céi%sQﬂﬁtcﬁﬁﬁ. server makes the nobile

acquire predetermhed data indicating that this application is

the trusted Wf&ggéiﬁag,embodirh@nﬁhm@é_lt ddrintiragoblleeplidid 660 PR@Me 600
shal |l performthe downloaded 5 application automatically only when it

r ecei vesahiple ofahe terbhimal foredowndpadthgdippticatibas. ddaistunddrbtdode nobi | e phone
600 as an exanple of the term nal for downl oading applications. It is

under sthouweverhthat this terminal isinet limib¢dhto aimobide phionies gm maysbewiih e phone,
but may be such nobile comrunication termnals_as PDAs (Personal Digital
Assi st aekile semmnpicationderminals ap P12 As{Perspnafdhigital hssissantshasdongat i on

S R BT B ot 5
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programs written in accordance with the Java (TM) programming language, so
that the trusted application and the electronic money application are written in

accordance with the Java programming language.

15 In the foregoing embodiment, the trusted application is provided by the
content server 100. Nevertheless, the contents may be provided by the area
management server 500. To be more specific, the provider who operates the
content server 100 initially provides the trusted application to the
communication carrier who operates the area management server 500. This

20 communication carrier verifies that this trusted application is not unauthorized
one, and then stores it into the storage unit 505. Consequently, all the contents
are provided from the trusted application to the mobile phone 600.

According to such an embodiment, the applications provided to the
mobile phone 600 are checked for reliability by the area management server 500.

25 This prevents the content server 100 from updating or otherwise modifying the
trusted application freely. As a result, it becomes possible, for example, to
monitor unauthorized acts such as tempering on the trusted application disguised
as upgrading. This improves the security of the mobile phone 600 further.

Moreover, even if a trusted application that makes unauthorized
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15 In the foregoing enbodi nent, the trusted application is provided by the
content server 100. Nevertheless, the contents may be provided by the area
managenenprsRiNgjs 500. To be nore specific, the provider who operates the
content server 100 initially provides the trusted application to the
communi cation carrier who operates the area managenent server 500. This 20
communi cation carrier verifies that this trusted application is not

b 8 s RO 8 S0P et Eh A B ad e o o
e o BERRTo S50 S o AR A e TR S

: 203 Thi 100 f
updat RO BREFAE apdRatcirs A RIS IO ME AL, pBFR P00 s ®a resu,
it bec?ggﬁb}p@ﬁg@éﬁesg e ggﬁ?’gbqo_atﬁﬁnﬁﬁ@ﬁor unaut hori zed acts such as
P

tenpering on the trusted ap cation disguised as upgrading. This inproves

the5securityl®thd fsrepphigd embodigmendGht uridied ag;mtsﬁaﬁ idoveyleaded feorhr ust ed
application that makes unaut hori zed 23 3PF0093/ 3204 operation is discovered,

t he comteloontnt servezrllleto thermebilp phiomep@GY peifonmsftheaeea egneirvatidn m to t he
mobi | e phone 600 inedi ately. Consequently, even if some unauthorized

appl i cthé extersalaneswty G band the dowrieadolbithe efgatronie @on¢y applictersi bl e to
suppress the damage to a minimum_5 In the foregoing enbodi nent, the trusted
app! i canddhe glsatraniasaoney data. heNevertBelessdhedrusted applicadonsnay bephone 600

downl _oﬁHp Fa@?ﬂﬁ Er orﬁﬂgﬁg%?gt 2‘5& %"%‘ggﬁ%é‘d“l}@epﬁé’%i agBBI 4%§Fﬁt8ﬂ?°a| one.
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application intended for area reservation. In this”case,” the content server
100 i sapplication intended for area reservation. In this case, the content server 100 is

not involved in the process of area reservation. This makes it substantially
15 impossible for the content server 100 to conduct unauthorized processing on the
external memory, thereby improving the security of the mobile phone 600
further.
In the foregoing embodiment, the download helper is stored in the ROM
609 of the mobile phone 600 and is configured unchangeable. Nevertheless,
20  the download helper may be rendered capable of being updated when needed.
To be more specific, in the foregoing embodiment where the area
management server 500 provides the trusted application for performing area
management alone, the function of the download helper is given to the trusted
application. Then, the trusted application having this function is downloaded
25 from the area management server 500. According to such an embodiment, it
becomes possible to upgrade the function of the download helper while securing
the reliability on the external memory 607.
It is understood that the application of the method of the present

embodiment is not limited to the external memory. The storage areas for
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not involved in the process of area reservation. This makes it substantially
15 inpossible for the content server 100 to conduct unauthorized processing
on the %Eﬁﬁ@& ouTENDIY, t hereby inproving the security of the nobile phone
600 further n the foregoing enbodi nent, the downl oad helper is stored in
the ROM 609 of the nobile phone 600 and is configured unchangeabl e.
Nevert hel ess, 20 the downl oad hel per may be rendered capabl e of being

{he-ar SIOMTE ARBEARnS 84 Ba5B0B% E8GH heceriphiications Mg beassroRdrg ¢
performn 9 %19 ol zfe Obijfgﬁ I)Heﬁg)bon &5 ékg\l dewnl| oad hel per is
gi ven lngn.?ﬂgat{ Ed@?@g’ §§E]1 iR ?@ﬁ H p PHER & :%%ﬁ Y- havi ng this
EEQET ;%‘:%i@%%%?@&?%ﬁi%%%ﬁ@%&@% %ﬁﬁ@"i‘%&ggﬁ%@?ﬁ‘éﬁuﬁﬁ? on of the
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It T's under sEoa RSEOTFECAURUENE the drekicry atln iAo RRseiRe™ Y
enbedi fRRsifted Tromi tht taeca htarddpentitServdr SE0Rcudéd thsinfopsationess for 24

3PF0093/ 3204 storing applications and data to be used by the applications
may betheswrage atea capacityy olN¢vdrehelesqrthie aved managehentseiver J0dney600, such
as a flash nenory. WMoreover, the external nenory may be configure

undet atfaabirit tHenspdoifiCatiemy onrthe eapadityeftthe storage e@ea and thetinstrudtioat r uct i on
message 5 transmitted fromthe area nmanagenent server 500 includes the

i nf or mhen the reserviationsebihegdoragsaareagadhe ynobide phone|6d¥ssepanately.ea managenent
server 500 na transmt the specification on the capacity of the storage
area and t heMoreovgbindhe forgaing e gty eo‘imﬁtl‘?g appKcagienarea to t he

TP <R CIR, SR T o RSP e iR ASH BRI RBRC e Lhe
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I nstr ugtdiRBd BrSRAEPrdting e Ared'rb&&tvafion instruction message is not limited to
this method. For example, the download helper may take charge of both the
interpretation of the area reservation instruction message and the reservation of
15 the storage area.
Furthermore, in the foregoing embodiment, the accesses of the mobile
phone to the external memory are managed by using the trusted application, an
- application whose reliability is secured in advance. Nevertheless, any
application may be used if what is intended is only the efficient use of the
20 storage area in situations where no consideration needs to be given to security
problems. For example, some area of the external memory may be configured
accessible by using applications other than reliability-secured trusted

applications.
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this method. For exanple, the downl oad hel per may take charge of both the

I nterpretation of the area reservation instruction nessage and the
reservatggﬁxﬁﬁgﬂﬁ5 the storage area. Furthernore, in the foregoing

enbodi ment, e accesses of the nobile phone to the external nenory are
managed by using the trusted application, an application whose reliability
I s secured in advance. Neverthel ess, any application may be used if what is
intended is only the efficient Usge %ggﬁthO storage area in situations
where no consi deration needs to be G 0 security problens. For exanple,
sone area of the external nmenory may be configured accessible by using
applications other than reliability-secured trusted applications. 25

3PF0093/ 3204 AQ+6H¢ éea%ﬁﬁ?é}ﬁgn@ﬁ%@@eaﬂgﬂﬁ]hémt hod conprising: a
nre

request step of transmtting an authori zati uest froma 5 conmunication

term nal havh peqiest s@ppaftrinshnittidgdn andR iR esefipai at us, the
aut hori zation request requesting an authorization to set an area avail able

forS acoapphnicationrteimirsdidvingaagerageiunit tmanps¢a uednagensirtappharateben sai d
area managenment apparatus recelves said authorization request, determ ning
i n sai theaawthomzatign requestppgnesting an abthaerivatigre tasetan ardacaadilablefen f or
said application based on said received authorization request, and
transnﬁntapﬁbCﬂBOBandabiﬁfﬁmngumtbn termnal an execution instruction to

execute setting of the det ertm' rjéicril stgrage area; and a setting.step of, when
sai d communi ¥AMENGLSER|0Ty Ben s24d JEFHMANSZEMAH APRIFIUS LEERIVESet t i ng

sai d det. lrm’ ed storage area.in said.storage unit. 15 2. A st(%ra e area
ranageHOfl Ottahon Bttt taiting, B said ArgrpanageRlent ARGALAtS d, | ng st ep
aclGr RERAE ikl b REOABIOE s LB GORBEPdsefG Shid igetvn o o2 managemen!

authorization request, and transmitting to said communication terminal an

execution instruction to execute setting of the determined storage area; and
a setting step of, when said communication terminal receives said

execution instruction, setting said determined storage area in said storage unit.

15
2. A storage area management method according to Claim 1, further
comprising a storing step of downloading the application from a content server
or the area management server and storing the application into the set area, by
the communication terminal.

20

3. A storage area management method according to Claim 2, wherein said
area management apparatus has a table in which said application and
information on an area for to be allocated for the application are stored in
association with each other, and said area management apparatus determines

25 said storage area to be allocated for the application by using said table.

4. A storage area management method according to Claim 2, wherein said
area to be allocated for the application is determined with consideration given to
the size of said application and data to be used by said application.
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the communication termnal. 20 3. A storage area managenent nethod accordi ng
to daim?2, wherein said area nmanagenent apparatus has a table in which
sai d applﬂ,f;&% %4and i nformati on on an area for to be allocated for the
application are stored in association with each other, and said area
managenment apparatus determ nes 25 said storage area to be allocated for the
application by using said table. 4. A storage area managenent nethod
according to Claim2, wherein said area to be allocated for the application
is determned with consideration given to the size of said application and
data tq be uge ' | | R ge area
management oy Romas Mo fAAR EREREeBhd ACRAE S Caim £ RHEDT 20
acquir cofh iﬁgtaost@g_df%% uﬁi’ngﬁhﬁl R/RPbe¢ usad 'bgl%a@@(igﬁli@ﬁﬁﬂﬁ ahﬂestoﬂﬁgéthént 0
said set area, by said conmmunication termnal. 5 6. A storage are
nmanagedet! intBtshitsétcaen dby gaidocdehaiuniéatibh téfiginal conpri sing an acqui sition
step of acquiring a download program necessary for downl oading said
appbication by said comunication termnal, the acquisition step preceding
sai d request step, and wherein 10 said request step, said setting step, and
sai d sbori ngAsstepage areaanhoagenicht methed accordingita (awml Hdurthesgr am i n sai d
comuni cation termnal . 7. A stqrage, area managenent nethod according to
d ai m 20MpFtRiRg AnAGqRIsiEOBrsaeR ofi acquiring awdowalond progeamaecessaryifor
conmmuni.cation term.nal. .15.8. ~A storage area nanagene t hod, according to
O i m SONMERGIG Sid PPUBAIDR LY SHIS ¢ O STAHCALGTL (EATHBBE (BE ACTWSHON  and
carries, out co ni cation Lth sai d,area nmanagenent apparatus over a
difeyaid reabiesi St h

wi r el eSEPIFRTEMNEAE FeaueshSrwP: Yo muni cati on t erni nal conpri si ng:

a fhorage Unidig request step, said setting step, and said storing step are performed by

executing said download program in said communication terminal.

7. A storage area management method according to Claim 2, wherein said

storage unit is detachably attached to said communication terminal.

15
8. A storage area management method according to Claim 2, wherein said
communication terminal is a mobile terminal, and carries out communication
with said area management apparatus over a wireless communication network.
20 9. A communication terminal comprising:
a storage unit;
request transmitting means for transmitting an authorization request to
an area management apparatus, the authorization request requesting an
authorization to set a storage area in said storage unit;
25 setting means for receiving an execution instruction transmitted from

said area management apparatus, and setting a storage area in said storage unit
in accordance with the received execution instruction, the execution instruction
instructing to set an area; and

storing means for downloading an application from a server unit and
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request transmtting neans for transmtting an authorization request to an
area nmanagenent apparatus, the authorization request requesting an

aut hori zaphphsAReSet a storage area in said storage unit; 25 setting nmeans
for receiving an execution instruction transmtted from said area
managenment apparatus, and setting a storage area in said storage unit in
accordance wth the received execution instruction, the execution

i nstrugtl 'n‘ﬁ;lf | N0 ea; and storing neans for downl oadi ng
an app?tfoc&{a}{g t(;ir? r(%frzr:l%y()@glrnygrsaﬁfrﬁ{m%% 27 3PF0093/ 3204 storing the

application into said set area. 10. A comunication term nal according to
Claim9, further conprising acquisition neans for acquiring a downl oad

pr ogr agpneceAsesmniudiicAPuR kaaainal acforiihg t8himd, ifafthet Eond¥tisihga
managenent apparatus conpri sing: receiving neans for receiving an

aut hor acquiisnion agaas fof aoquizingca dowiiload ippogtan mecassdrg\fondowmbadinge uni t,

the authorization request 10 requesting an authorization to set an area

avd | asdid dpplicationppl i cation in said storage unit; and transmitting neans

for determning a storage area to be allocated for said application based

on the received authorization request, and transmtting to said

comuni cation termnal an execution instryction to execute setting of the 15

det er mhed sfBragge management JPRASAISIGOMPHSELAM pr oduct for operating a

conmputer as: receivin ans for _recei Vhﬁﬁ an aut hori ﬁfﬁi on request froma
t
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storage unit; and
transmitting means for determining a storage area to be allocated for said
application based on the received authorization request, and transmitting to said
communication terminal an execution instruction to execute setting of the

15 determined storage area.

12. A computer program product for operating a computer as:
receiving means for receiving an authorization request from a
communication terminal having a storage unit, said authorization request
20 requesting an authorization to set an area available for an application in said
storage unit; and
transmitting means for determining a storage area to be allocated for said
application based on said received authorization request, and transmitting to said
communication terminal an instruction to reserve said determined storage area.
25
13. A computer-readable recording medium containing a program for
operating a computer as:
receiving means for receiving an authorization request from a

communication terminal having a storage unit, said authorization request
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comuni cation termnal an instruction to reserve said determ ned storage
area. 25 13. A conputer-readabl e recordi ng nmedi um containing a program  for
operati n%P?OO%?ﬁ%Ht er as: receiving nmeans for receiving an authorization
request froma conmunication termnal having a storage unit, said

aut hori zation request 28 3PF0093/ 3204 requesting an authorization to set an
area available for an application in said storage unit; and transmtting

paced aiuctFir® 4 BhdhenPafibRiB 61 dn3Reh dydaBle RATIMEAcH Mo sad 5"
;?ggun'agﬁa'ggﬂn;t?hﬁhnal an instruction to reserve said determ ned storage

transmitting means for determining a storage area to be allocated for said
application based on said received authorization request, and transmitting to said

5 communication terminal an instruction to reserve said determined storage area.
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