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WD 2004/ 086201 PCT/ GB2004/ 000965 SYSTEM AND METHOD

FOR | NTEGRATED SECURI TY ROLES BACKGROUND OF THE
WORMENSE20N Technical Field The present i nvent POWGB2004/000965

relates in general to a systemand nethod for 5

integrating security roles across application

boundaries. Mdre particularly, the present invention

relates to a system and nethod for expanding a

security QkfmbYXnABRRLAS 38 HRAEERSMD SACHTriYrdiREe tO
a downstream security role. Description of the

Rel ated Art 10 Conputer systems use various techniques
n. A conputer systemtypically
thorizes a user when the conputer
system receives a request fromthe user. For exanpl e,
recBn S8l {@A¥% access his bank account information and a
banki ng application proceeds through a series of
St epe peesadt herthemde rantdcauirhgehas it he asetters vofl r@shod for
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parﬁh?%SFf%a P%r?ﬁegngEclélggnt&gﬁm%TF ggmtéappl I%S% RS method for
mesdwg ¢ Mecexnprel o eycriure s o RSt ieRE PR Fy role to a
dowapiebn addconify releupstream application) may call a
downstream application to retrieve account
i nformati on corresponding to the user's request
es¥hgeby dehendqunstseam 20 application requires user
identification information in order to grant access.
JaveemButEnt eygrarseuded iveioms( JQEE L qierc fodesea sedarizarion. A
compb @t 8- Bpsied tﬁﬁ@:§§§y %@Bﬁérﬁlmawam SicheFidses dseguﬁfeh the

ut hor| at| se e
com |on 0%1 nter p(rilg a{::/éa){J B) \Qr?gt 82 & user may

acca%ﬁr ﬁF%s‘?aGﬁsa%ﬂ%‘ﬁ@ wfpﬁﬂ%téaa/%q Feb E%?%é??ﬁ%%o‘ﬁ?ceeds
thrbagHURLspdgeset EiBps reamshandiddRe pagestizdzpadicagest. such as
reqﬁ@&%%lgea[ uis@% Qi.cﬁnfgiﬁﬁra&m :acﬁésjsﬂerch Erehdede ub& buirhd cdmputer
unctionali sal.v e

sysg?m tma¥n ariaamyn 2. 5 ut% rlzatlgr?] I%V?cgpaeasg %%gl%‘:?%!ﬂﬁg%?llcatlons
Using GRe| pragely rq?&ﬁrlk?e&eﬁwﬁ refle PEREIFEhARRIGGRFISP bl PRStream
appbicker ot )o mpr ovdldea el susen awmdigaoisp 80 mtrhevaeq9¢¢t1e1@
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evel opers or vendors cCr eat e separ ate

aCCIPEE applications that are integrated into a |arger

busi ness application. Security roles are typically

deflieme® RRténnrian BPPLITATREN dnpbidedar sachatty pple-based
acchsd RonSlahbas i bl Soresserap@iuceat siamsri athengdevel opedity role
mayiﬂle @ngPé&JEQra fc@%bé@ﬂ'on Fcpﬁr Enterprise Java Bean (EJB) method
permissions along with read/write access permissions to URL pages. EJB
beans and URL pages are packaged together into a J2EE application in order
to build a functionality set that solves a business problem. System

administrators map individual user identifiers as well as group

identifiers to each security role in order to provide each user and group

with required permissions to accessg business functions.

A challenge found with mapping users to applications, however, is
that different developers or vendors create separate J2EE applications
that are integrated into a larger business application. Security roles
are typically defined within an application’s boundary that, in turn,
allows business applications to be developed in a modular fashion. For

example, a business operation may be partitioned into a set of components
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exanpl e, a business operation may be partitioned into

a set of conponents WD 2004/ 086201 PCT/ GB2004/ 000965
wQ2@adsatdf f er ent groups nmay devel op t he conponkCt/&€B2004/000965

separately. A group that develops a particular nodul e

may not be aware of users thdt require access from

ot her nodul es. Furthernore, a chall enge found mﬁth

manual | y managi ng user-to-role a napping in a 'nodul ar
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nmore effectively provide users with 3 access across

ap%l Caltsl g? cP %u n& re§§re, §QW é\c G0 q{elﬂﬂlxy that automatlcally

acdofdifig"to e_present inventio
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appBidati &’ slowmsireéarncuappl robt ieod, waverIrevhoeres downstream
app CRIRE 65 1s8Burt@C LI MsNgo whtidien Bedfti tdomlskl eamrBover, what is

neeggép | Ca:T:oné anglllge%%ogpc%l fnglaé Ie@@ﬁft@.qgﬁﬁtprg{}ﬁ@ 8fers with

icatron, wherein't first application
acc?%sq&é%‘tssl §P%FéFF“\'73e9P PPRAPERSS ¢l i ent ' s request and
i ncludes an upstream security role identifier that was

§gm%%¢ﬁrnjned.by t he upstream application; reading
orization table entries stored in a downstream

autabesit@Eablpn atabl@ngceeasihie bhsmiott tiee gowmsitr tarmntion
prov dipl I Cateltggd o% Q@é E.Qﬂaglt’lgeclmﬁt f@@%é@é?tuattaf 5 05€ dovmstrean
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wheSdireBhe Fir8EURSH iddtioh ©508SE ik0dddi@ctbirohi tige cOient’s request

and 1nc9u<ge§1 At &s%r?gg %gumefglﬁt qgexﬂﬁ%§§f]tthlagvvﬁsm Eanaxm:Lned by

es an orrratlon syste r.sin
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with afthgrés?taghg N Qﬂé atugh?fi QQI(BI? %ab?e Chi gy’ $néRMAUESE Bhe

omnstrean1a he clj.ent
downstream authorization t aut’horlzlng the client’s request in

response to the matching.

According to a second aspect the present invention provides an
information handling system comprising: one or more Processors; a memory
accessible by the processors; one or more nonvolatile storage devices
accessible by the processors; and a client authorization tool to authorize
a client’s reqguest at a first downstream application, the client
authorization tool including: means for receiving, at the first downstream
application, a first application request from an upstream application,
wherein the first application request is derived from the client’s request
and includes an upstream security role identifier that was determined by

the upstream application; means for reading authorization table entries



5 authorization tool including: neans for receiving,
at the first downstream application, a first

wa@ppkiogadi on request from an upstream appl i cat PORGB2004/000965
wherein the first application request is derived from
the client's request and includes an upstream
security role identifier that was determ ned by the
upstream application; neans for readi ng authorization
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first aspect. Preferably one or m)re requi red

dommstre%) securlt rol es arg i ed,wher e
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onecOpt i taatdgnit bk doeftireatl s«ownst Fehda .Septidriayly ahe tdatired
domﬁgare%ﬁpgé%%lw he emﬁzcme%@mr s actl'l'eorﬁlatclhégl a@;tﬁgi‘fﬂétlon
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is appt iteat isewond Gophtigieant dnpel atike - mat ched
aut hori zation table entry is generated, prior to

{ ﬁgﬁ%thg%elgafy ftlhésxﬁat%HtQé 'a%@%é%{%af:% elagle Tacgener ghiterated,
atl Qn taple a role
=i PBGi FERENL T Lot IR e PET TS, Ky COBST oo macened
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role are ui val e and [eam securi t €.
1 a
and”RH 8% alo%ns rea‘rgﬁﬂseé:f:“ﬁr%el Wﬁe e are Bon?eamu?%&lrlg%ho e an

thet ﬁcaftnsf:ﬁ%afn ge@Jrlty role are equlvalent and the upstrea.m security
role and the downstream security role are configured such that they are

equivalent.

Preferably the first application request is received over a computer

network.

According to a fourth aspect the present invention provides a method
of expanding an upstream security role to include a downstream
application, said method comprising: receiving a security role-mapping
request that corresponds to an upstream application and the upstream
security role; selecting a downstream security role corresponding to the

security role-mapping request and the downstream application; and adding



equi valent. Preferably the first application request

is received over a conputer 5 network. According to a
wo cwnss2aspect the present invention provi des BCTEeBR@d/000965

of expandi ng an upstream security role to include a

downst ream application, said nethod conprising:

receiving a security role-mapping request that

corresponds to an upstream application and the

one WShELAROnSeeHh | f¥nEol 81 Selasid NE i LowhSiHeeadimstrean
ecurity raol e correspondi ng t.o t urit
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nmor e downstream aut hori zation table entries to the

downstL.eam, seelldd ¥nd YreendREELIA bhErAULIIQY edadic@nis
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det erm ned whet her_ the upst reamsecurit )ﬁer?‘iwgs D
the (JOUNFHHISY FEHAT SEEGPT 137 Sr oFE "ar 8 dqdi'val ent . and the

autigowast FeahTo U BHBTiEE st ANE A BOEhUPFES BNt BB G- o Fabie
entFidzCatp Shhenfaradtduohi Zaiti oeyt abé eequéndieangs EHregupstream

autlgo%gg’gi_lgne gal?lléc Bnihak é&@)ésﬁé’rﬁliﬁ& wo/ahe _rﬂpstf% Hpsirieanole.
aut hori zation table entries corresponding to the

upstream security role. 5 Optionally an applicatia o

r eQaekanaihy i PRRYIGEEOD, TRSHESY) WA Hl%lﬁldeg & Pé%“éilg‘éatlfler
is fdeirédeErupsihecapntapath ispalicrriohn Inhikicasee tthe wssar
ider.ﬁdrg.%plg% fjjseﬁla’é:éleﬁa}i%etgné’vio&h?&fﬁe o®rtH¥ _fi&ur&ftrééﬁtte authorization

ownst r eam ori zati.an a en .he

ol SRELE BhE o o e, FERES ey RhEReAl MPreanense to tae
matehimghi ng. 0 BRI EF DESCRI PTI ON OF THE DRAW NGS The

invention will now be described, by way of exanple

BRI%PD%Sc#ﬁ.pwon.rqﬁ-fl %ﬁ%ﬁﬁw’%&ga preferred embodi ment
X t he acconpanyi ng draw ngs,

in le_@i glflv'enl%murﬁll h&w %égi&geiameﬁhown@a@mm@&&ﬁmonlyl with
application sending.an i cat reguest thatics in tn
ref‘f”%gllcﬁdgts‘? u%s_tpf‘"ggerh‘_ﬁxggcpern?o ?/:g%gtes B oSt arred dn the
accpprytRd ideAvingEgue vB15s a di agram showi ng an upstream
application sending a request to a downstream .
apptibeed | bnisperdiagramesidownst peawrsippih carblépation sending an

application request that includes upstream security roles to a downstream

application;

Figure 2 is a diagram showing an upstream application sending a
request to a downstream application wherein the downstream application’s

corresponding authorization table includes one or more upstream subjects;

Figure 32 is a diagram showing an upstream security role identifier
included in a downstream authorization table entry during a role-to-role

mapping process;

Figure 3B is a diagram showing an upstream security role being
mapped to a downstream security role by adding upstream security role
user~-to-role meppings to the downstream security role during a

role-to-role mapping process;



correspondi ng aut horization table includes one or nore
upstream subjects; 0 Figure 3A is a diagram show ng an
wapetosam security role identifier included i PCEGB2004/000965
downstream aut hori zation tabl e entry during a
role-to-role mapping process":: Figure 3B is a diagram
showi ng an upstream security role being napped to a
downstream security role by addi ng upstream security

r ol ﬂi.g:u?e%%.lrs‘ Eghjfgf?ﬁ.l @e\}mpgic{w&%‘ﬁﬁ: tslhgwﬁﬁwg§$ﬂse@gken in preparing
ecur. . e urin a r e-10-rol e I N I ocess, . .
codip FoATHEEIOL PETFASS0GALB00585 "% BIEiRe | & a RPhjeation’s

liflegy@leif | ow chart showi ng steps taken in preparing
code and updating security roles during phases in an
apptigeati dnis a | ifoecyaite shbiigur etbps stakeh| omchatllyzing upstream
appib@e\/ﬂiggs?taerﬁs f@.léeﬂaﬂﬁinénadp)é%f% upsd 88N ::53,1es to downstream
appli cations and rol e-mappi hg upstream security roles
security Iroles; . . .
to downstream securi ty roles; Figure 6 is a flowhart
showi ng steps taken in rol e-mappi ng upstream security
r ol B FD HUowndt Heuradc BrIEYa r HBS; tHiguie tplpgmapring upstream
sechitiowchatds shodvungtsdampseduaken roled; downstream .0
application authorizing a user with an upstream

SeGMhiy ROl & assianBy: ARGifd JUEErd kskdh PEOCK  aowunstream

o ﬁcaﬁgcrigrrp of .an, information. handl Ln%:s stem Cglr;ablle Of . nment
PPt efBntt ig  tHe pf e8Eht i iV Eft MBR" B THE Gse” of - Tha®stonmenti

andgsame reference nunerals in different draw ngs
indicates simlar or idential itens. PREFERRED
EVBGOBLEAENE G THEo1dYENERENMO dheaf olihtamagiors handling system
caphPiLRdetd 1 Qndl Q%L G Apralat | 8 edeasy.i ption of an
exanpl e of the invention and should not be taken to be
limting of the invention itself. Rather, any nunber )
of Wgriws ofs By Fare wrEtNSRCEhaurstdfe & tREferent drawings
indi carest $omlahi ¢h identdeliinedsi n. the clainms follow ng the
description. 5 Figure 1 is a diagram show ng upstream
application 120 sendi ng aPI I cation request 130 which
R oD N T Ok FrEg<f0l e 137 to downstream
appl i cation 140. The downstream application's
cormmes perthwigy foWiskh@ammuibheri®atl arcsaklie ddd&-iBa8Son of an

exameen orf0|tﬁé”§19&%§1QiM tJ}lda@h&RL%t rn%@moe taken to be limiting of the
invention itself. Rather, any number of variations may fall within the

gscope of the invention which is defined in the claims following the

description.

Figure 1 is a diagram showing upstream application 120 sending
application request 130 which includes upstream security role 137 to
downstream application 140. The downstream application’s corresponding
downstream authorization table 170 has been role-mapped with an upstream
security role identifier which corresponds to the upstream security role.
The example in Figure 1 shows that downstream authorization table 170
includes an upstream security role identifier in downstream authorization
table entry 120 (see Figures 34, 4, 5, 6, and corresponding text for

further details regarding role-mapping additions).

Client 100 sends request 105 to server 115 through computer network
110, such as the Internet. For example, client 100 may wish to check a
bank account balance which i1s accessed using server 115. Request 105

includes user data 107 that server 115 uses to authenticate and authorize



O security role identifier which corresponds to the
upstream security role. The exanple in Figure 1 shows

W@ bab/oglaanst r eam aut hori zation table 170 i ncl RdEEBaW4/000965
upstream security role identifier in downstream
authorization table entry 180 (see Figures 3A 4, 5,
6, and corresponding text for further details
regardi ng rol e-mappi ng additions). 5 Cient 100 sends

cllél@tgl'i%st 105 te%aﬁﬁfé/eﬁs;g-%aﬁzgrm&aﬁ:rom&h@% Qe%éf&ggdentlfler, a
C I en

such as r net
oo 1D PROCE o burc Aec SintISS) SNEG TR 2h rga o alBlenticate
andgpwideostar §5frgiserver 115. Request 105 |ncI udes user
data 107 that server 115 uses to authenticate and )
auteer$z e N0 1204108 GROE SPTTHRELGREI W0 3985V E I |ipgpiffaces with
c1idf0. reﬁﬂés&xar‘f’pézﬁ'xg gser extitbie 1Xécated Abbwle uastisem application

120/ Q%Ptbl fLeran18ne RS SNOL dappﬁléatgbﬁ niChr L1 fdweatorsOko check bank
er or mat 1 on used to aut henticate _and authorize
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1201 20cWdies hwelnt mydudees2ii ¢d¢  ESBC|(ErgrrprispieRive, Begingrodule 125.

Webt ﬁ%u@éml %r?&%.%%%' Q%e@bﬁ%%rfét@‘tl% e@meﬂﬂpidmaél@nweﬂzg&ge and
an on

a ca
alsﬁs@?lgh‘?%l%tecsk ‘glalr?fil é@ godiﬁ? "Pa gﬁ%nesmﬂ&e 03|uttg¥\§tl§ gtion data
inchpdbinit Irhaaast U8s (e st?r@%ﬁﬁ??&nﬁﬁFE&ﬁﬁcéﬁe) 120nFherhdRgule 122
autm@&tlwdéa 1122 and, BI& (kates preksealay @rBeasjulendes eco further
roé%%.r §lul e 122 provides a user interface to
POt 5n¥e g. web page) and 0O al so aut henti cates

| 100 0 ase
|Cnlc %repd:l JUsing B%%_A %&'B% Igod?zlééncé%ﬂghcz%tl 2008842 request based

I n reques I'ta certlflcate ‘3 bed
upoen £8° VEAPTTBAARE 28 SROFHHT FeAERs cPP I HGo, SqBy ¢ describe

abowe e k2R 1ealdss aEI®nipdulcdidns 100 fuchher bapkordwsynt balances

1f EEOURSEed 03 ag@ig%reﬁré.s‘%hé@%lgﬁ@é‘ E5d8B) mduh&Sexample shown in
aut hgrl Ze a uest based t he

u er .
FigHER| 'nePaJEse?}% it y ]I;%I '&i Hgt haél%élxalnzp téo%legi? lg?ed‘lt 100 i
assapyode thEJ@meEniaéiel%SWFﬁoFﬁiczlésthI Fadat 1i@ostt°6eéhéfe idata store
1sobani©Baﬁ§@Lmét 1b§| éifh‘é@ﬁes s Etdea@NbudiiRikstidssgied 185 located in
autl_al_orléjl Bal %n% 1%% Sr 1 &u@:ﬁn? XL%@C' %uélkb%a{:fbn sltg}f;g € Upstream

ants user authorization if client
authgizpgioms sghed e APPHUISEI alBstFSer eBfACeEYr jQFe 160 and

cork&d@nd 6y sbhetethn Butiadrazstioneeri®ss. 1@2)B1abdude 18%5. Upstream
autﬁgltpj%g%leosh upskre %g}:?fgsh QfshZ %_tn!i 0 5165 a.@lcﬁu&é Schocalednhh are user

ori zation e store 150 urlngﬁ‘al]D 6 1ud
identAHEF T &?J&ﬁ%%fl@ﬁ%feamp%%%a%%&“h %st FBIFY 1¥pgcludes an
enttp5tianchadesgupst ndamigéeur i tAuthokezat66n afrble store 150 may be

stoggci LESPARAL P& MBSE rs@:@%@%’ﬂ@i' zath Qi En&cfrdpﬁﬁezl@ard 165ve.
and 167. Upstream authorization table entries 162 and

165 jpngbade ensrisshhads %ﬁ@tﬂé&e&OSgi'a{jﬁnEbééé%r %0 client 100 by
Wher cas U St r anm alilltsgz(f)r Ilgat ! gnl:]ert azpnlc & r:é/n 11§s7er data 107 with

compRridd &t

upstream authorlzatlon table entries 162, 165, and 167.

Once EJB module 125 grants access to client 100, EJB module 125
determines that it should call downstream application 140 to handle the
request. Using the example described above, the online banking
application determines that it should call a naming space management
application in order to look-up user account information from a naming
space. EJB module 125 sends request 130 to downstream application 140.
Request 130 includes user identifier 135 and roles 137. User identifier

135 identifies client 100 and roles 137 includes identifiers corresponding



entry that is a group identifier. Authorization table

store 150 may be stored on a non-volatile storage
w@e@a/oseuch as a conputer hard drive. EJB noduP@r/GB2004/000965

determi nes whether to grant access to client 100 by

conmparing client 100's user i dentifier included in

user data 107 with O upstream authorization table

entries 162, 165, and 167. Once EJB nodule 125 grants
to afiGess 1m-el upfrebQ0sefuBrivdilleg, 128ch dat @pREARS sRalrity role
it should call downstream application 140 to handl e

160. . .
the request. Using the exanple described above, the

onl %l’p n%a%&gmegppl éOcat LI‘ ] det gl@ages t I'}_)x%t I ! EQOP cated on a
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Figure 2 is a diagram showing an upstream application sending a
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request to a downstream application wherein the downstream application’s
corresgponding authorization table includes one or more authorization table
entries corresponding to the upstream application. PFigure 2 is the same
as Pigure 1 with the exception that Pigure 2’s downstream authorization
table 270 was user-to-role mapped to an upstream security role (260)
whereas Figure 1’'s downstream authorization table 170 was role-~mapped
using an upstream security role identifier. In particular, downstream
authorization table 270 includes authorization table entries 290, 295, and

299 that were added to downstream authorization table 270 during a
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Figure 3B is a diagram showing upstream security role 355 Dbeing
mapped to downstream security role 375 by adding upstream security xole
user-to~role mappings (i.e. user identifiers and group identifiers) to the

downstream security role during a role-to-role mapplng process.
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developer adds a security-role-reference extension to his code which
defines a symbolic role name that may be used to reference security roles

in downstream applications.

Since actual downstream security role names may not be known during
an upstream application’s assembly time, a security-role-reference element
provides an indication that an upstream security role should be mapped to
a downstream security role. Actual downstream security role names may be
resolved during the upstream application’s deployment phase (see below for

further details). A ‘gecurity-role-reference” may be defined as an
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An authorization table adheres to an application boundary and
includes one or more authorization elements, one per security vrole.
Depending on an administrator’s preference, the server performs one of two
approaches at runtime (step 420, see PFigure 5 and corresponding text for
further details regarding role-to-role mapping). The first approach is to
keep security-role-reference name assignments and require a user security

context to include security role attributes (see Figures 1, 3A, and
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Figure 5 is a flowchart showing steps taken in analyzing upstream
applications and role-mapping upstream security roles to ~downstream
security roles. Processing commences at 500, whereupon processing
analyzes an upstream application located in upstream application store 515
to identify role-mapping reguirements between the upstream application and
one or more downstream applications (step 510). For example, an online
banking application allows users to check bank account balances, deposit
funds, and withdraw funds. In this example, three security roles are
defined in the online banking application which are CheckBalance role,
DepositFund role, and WwithdrawFund role. In this example, the online

banking application (i.e. upstream application) calls a naming space
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av0| circul ar dependency, securlty rol e equival ency

I @é&%@ﬂé@.@n IlfS Q’naﬁgc%“ t% rv@le%hérc' @1§§| gﬁ@cg:eﬁﬂ application
another securit
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incd Bt ity ’Eﬁpgén%rreeqiua’éeﬁ‘ieﬁf e%udcegésjeodhl%\%gf ent% roc?ﬁsmg Goentities
rﬂ@e@mm? yegjudsempnes | Merrpivddo asktegal el érneludstiel the upstream
appll 858981 NGee CBSHIRS 4 hahd t Berddsposanyespandiftng further details

regg%&g%r g\%llgp }Ciqg %gte% eddentical. 5 Role equival ence
t

e app free or nore security roles

t ha £ k% a%ggfg%gl t%pgﬂﬁa%ggﬂ he&oésn %o@' r QH!:ﬂ[de role—mapplng
fashi on. FqQr exanp ol e

repiFE S Ps AEEAR & PBF%CY{?S Fra 6 e’ o8 ‘ﬁhécf supon the
sertverrblags1thd rmptstwegameﬂmﬂp.lcethn latt frexe 586 easzdapgoceSSJ_ng ends at

535}.|de@r§ 'htﬁq'etegtl'%% Bsid, vat Q:rlhtet uﬁéﬂx%&n a(%:pE}L@HJ.@n&ﬂcﬁ.uaes role-mapping
owchart s n s taken in_analyzjng upsir

reqﬁbﬁ‘f‘rile@g?i on%:.ecéﬁ“a‘%r %Z‘Pnﬁ’ﬁﬁ?%b up$ rea)réﬁ segourlgf%1 ES%I@ whereupon
propesefoinsteleans Sectiristy lfcéleelsappﬂ’rl@cé@gilm?m@@?méﬁé]élﬁeét in the

upsB0Bam WHBIL £4H206N PIBeHSS40)]  anal yZesnagbingStdgpanenent identifies
an aggillcf%%: %?A&r%%?%?g ’éo bé‘%&»&@&‘%ﬁgp&dwﬁ@&&% §é(9.{'r§t§’]:§>le

e- mappi ng requi rements between the

ups }{eeq{Es"E.lP@Jﬂ{ Csaéclugﬂ: %l@ qg@l&fes”%@t%%‘b?@f@s (i.e. user
id gg Icatl ons (}egl i ﬁ)r e é nqﬂtl h afl ong d in an  upstream

BanKi g’ aﬁﬁ‘l’lfpca’t fi G8er s"H6 c &8k *baARK account
authattaacéon Wdpesi guchf eﬁd@staﬁ@n vt pefrigal fandable ek g555.  The

dowl¥ 8rgRine seddyiee ﬁﬁ@uﬁh&Md%m eSSk eeant@libi®d si ®hide are stored in

C h,ar ala ization table
a @%g%ea%egggﬁqlgn o'n @%Pé‘ (vix,tycﬁ ﬁrcgomw’%ﬁ%&gol 2&9& tion tabl
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( %n downstream

Processing role-maps the upstream security role to the downstream
security role in one of two ways. The first approach is to keep
security-role-reference name assignments and require a user security
context (i.e. requests) to include upstream security role ildentifiers (see
Figures 1, 3, and corresponding text for further details regarding
security role identifier propagation). The second approach is to expand
security-role-reference names into users, groups, and special subjects

based on a downstream server’s authorization policy (pre-defined process



managenent application (i.e. downstream application)

whil e executing user requests. In this exanple, the
woaviigp28pace nanagenent application i ncl udesP€DGB2004/000965

security roles which are CosNani ngRead,

CosNam ngWite, CosNam ngCr ddte, and CosNani ngDel et e

and in order for a user to performa 5 bal ance

checki ng operation that requires the CheckBal ance role
blddﬂ: t3E, Qe %g@@@k%ngarﬁppédxgégﬁ&ﬁdn&h%eﬂ’@erfoks BL8r details

ul “?:glé-?na \ S%o access to the nam ng space

%l ¢ Feéqui Fes rfghg 4RBM ngRol e role in the nam ng

2?2‘%2 n?%%ggge Otél aipf)lon:; éat Ioaﬁa atong‘%le\}-‘glfaéran‘t i FQ' I Csa‘éxl‘e%s application
ingdiudes  Beth %eam%#ﬁgjt EPTHERSRS vEelecigion 5'“” The upstream
aprdétetivnnaby ofndlsdaatel dslE orshenhesinh eeyisimeats corresponding

to aPREhGARL a%stk@&l WAES: J2ek &a r@p%@%p%@% QHEﬂtcétlon may include
mul(tdefe chI.e =) 1ng|:)r QCESS nlgt eont ! fl e nl‘O U t%p?% downstream
U rem&*nf“sp af SFY ARG ek t SHE PN n%l Gl e
aPRhé?;ﬁlé’&ﬁw appl |t€§t | PF Y S @%w@twnm@%weﬁeswﬁm%e mapping
reduexémdnak, fdedibesn dobablsncheeges diveg" Seciticht 72 Oftel.ch loops back
to @é‘l@é\?' fels] 5805 érfd E)Qgcé%%sttflgar@}épp&ié:glgbggﬂlgdgg%ui%ent This

i ncl ude o g requi renents, deci sion
l°°6’|1‘éﬁ1c‘??él§l?‘tfs" llbrt ﬁc‘F’P%ﬁ?WéﬁiﬁfﬁoPh%as J@r pafe role-mapping
reduipagsenthe tapstee@am appl weath arpiat deejpri®80578ndranches to "No®

braﬁﬁﬂcﬁ%swikgreﬁﬁgls p§_5ces§§§g Sast He sepher h_and, if the
upstream application includes rol e-mappi ng

r e%dﬁ@m 1%, a dBGLSHhOR 52&”3915351@1%5 thi€en’ YBSrolRL AN ng upstream

eu ocessi n ts a
=<c35F AN 10 FERRT ERoAPC TR T n THESS TS FEEFIces = 600,

whegppdrc alreePsseep SAGFLs Then r d%pétﬁwpu r?gltiﬂ@qimaﬁemnttable and
idendeftdsf iaRS upaﬂrdmstsreemm*@ecmnet Yotaed tia h@stbgpedutborization

tab@edoé’\\.%%&r GAE SERUET toh Ol €. fhe éé‘i%&%i@cﬁ”hﬁ@&lé%{nt YedcQkBey role

i ncl udes upstream subj ects (i.e. user _identifiers,
COrgPRBF delft i Fi ef S BERPInh %‘4’1”5?1&% oi”é‘"cf'”ff’*ﬁdanln an  upstream
appdpetrieam @samahmrauzlmm@ntifablteplsLﬂmrassﬂcﬁasrtanfehm stored on a
nondWb ALl gabigbable Staic 385.a heptownNHdr-aam-$eEUr i byocessing

I t t ich [
selegtjasem;qgfrgg/rﬁn%gg?%@s J&i&f’%@lgﬁ? StSUCC a;ﬂc té&or?rg IQownst;ream

rization ownst r eam
authof iGE Fat fodhet bt 62P oi“’%l‘%“ﬁomcbb%&isr SarflCHnt HEPPz SEF Gty role
cortraddaadstor o 568 andl cdowpsitrwe arequitdiieot | Zateoné2®@bl e Downstream

autﬁgﬂz%t§<§rp Meb%t&g&r@ﬂ; Ch'ﬁiya ]d’éoréﬁ:\éﬁ?é@t bﬂ eashgﬁ%@atzge storage
such as a co:}}églgﬁ]eéx Jhard drive. Processing

areFOIsémﬁa?Jss % ﬁ%“%gf dirity role to the downstr eam

secur n .one The rst proac
PebahPEuld X et 8 e HRraE renme St Rhogpirioures o
r°18ﬁEFPr &4ai Pés§ea§eﬁe§é‘él§¥| r9le centlee d@m%trqa@qﬁé%%%}iy role by
either | ixdludingupst neatneaec detint tyokeld dstehii firs ihs@be Sdownstream

autﬁb&wa%oﬁl ta%ze afldb;&omcq%e@ﬁbdlmtk% J&hriwtmg user-to-role
map :Ln al lllsl t‘[heg Secg%o i’z F Q Ia_glgnt( e 1s:|.on 630) (see Figures
B ogpagat F'on Y ﬁﬁa{lcﬁ §°e&p5Rd

4, and correspondlng text for further details regarding
role~mapp1ng options). If processing is configured to include an upstream
security role identifier in the downstream authorization table, decision
630 branches to "Yes" branch 638 whereupon processing includes an upstream
security role identifier in a downstream authorization table entry at step
670, and processing returns at 680 (see Figure 32 and corresponding text

for further details regarding upstream security role identifiers).



u

security-role-reference nanes into users, groups, and

speci al subjects based on a downstream server's
w@oiohosd2art i on policy (pre-defined process WO PCT/GB2004/000965

2004/ 086201 PCT/ GB2004/ 000965 13 bl ock 550, see

Figure 6 and corresponding teéXt for further details

regardi ng rol e-mappi ng additions). A determnation is

made as to whether the upstream application includes

MO 6n e oBRGPIHAGA [ eﬂﬂ'ﬂ:%ﬂ&ﬂl%g( Q@Cé&ﬂfQQu:?éao)to Th€ ude upstream

secllﬁg[sl.{:}F €L %s@BﬁLén‘&%t Iérgn rra¥erI rjl.gle 8{ lgt Itggolmép ldenilzlflers, etc.)

&- rappi ng T equirenent's cor f espon
i g s ETESAT S P ?ltt&ﬂfb%ﬁtéfmt ﬁéb%ﬁpstﬁl%éﬁf%fppﬁma@raéwhﬁ%y to 'No"
brangh| 6kfe whatkurop| procisei fmpdients fiequislmerESonments corresponding

to Q:Q_Er @p%FEQ@th %ch?a.ﬂfwlrgh.@l %t@ﬁ%) r eaﬁ}oc%@Qiﬂgc aJdHQ né1e I:LBentlfled

ups eam |ication i ncludes nmore rol e- (ﬁ%

upsiﬁﬁa%ﬁl renBrs: &t§| h B7 0 PPaRTTESs SET Ve s °1ﬁr aﬁ ep 840, and
pro&zEgsimlgi céturoeps: B8ék O to select (step 580) and

process the next role-mapping requirenent. This

| oopiemg=cdnt ifues fimwchatthesupehoeanerpplteteat i dn hms downstream
ap19c4e ﬁ@lﬁrmﬁﬁ' aguséle%i:ﬁeﬁ?ﬁhﬁo§tfé%pp5§&§§%y 8lle assignment.
Pro%sglngpgongn Pg%sg IS?%: ng en e:perl{apggg & tgwrbsrl}:g:‘e ?pglcatslzg recelives
regupgine A f§%WP@tI§F@p§PPék@"F1PIH r"éPe (FEPDI A2 upst rReanest 715
:anlﬁd%(ilﬂértaﬁelhﬁli.ﬁﬁeﬂ 020l 0xIS tnla@ A SREHr td)esl GRES. User identifier

720PE9&§1§§5.£Q CQQH@JL%_@Q aJL Qognd %gge}%‘pqn&[\%égsﬁbggeam security

ects_a ustreamaut ori zation
rﬂﬁdéﬁlﬁtﬁ?le%fsaﬁom%%gs ERUFIY FerBPEIPEcRTEd sj Hostream security
rolgpatsigamerdagt hori zation table store 615 (step 610).
The sel ected upstream security role corresponds to a
r ol’e-Geappiingtiequer sadantsi helwester nrahresysseearmt roles (e.g.
rolapphigat ban) indlpgéd e 2k zaki Oetadilon S0 e 6LF upstream
sec@tyb.eroféé)r ?cg ggt a:.ncaggig‘yq.lnatrlel & %t 95. gedte%g.gladn s75118hbraasnches to

es
nput er rocessrng
"NOHOWPeZ\H a]%fplaréﬂ%t‘ipéﬁr?aablrél? o‘é‘ﬁ%réﬁtjrcﬁl GERASL r @mthe other
hanaut R6r ixzatén 13D| encliudee GRAStMANC sdeneltideBolds, decision 740

brag% (:5 e‘air@ss %Eﬁ Y740 Lvﬁere%?[nrl e%x%o ngr%rggm aBSllc tion extracts

ol e-ma g requi r ement wnst r eam
thea&?ﬁ‘éﬁ% ‘hrﬂtté(blrélgioFJé"nez’Se%?t b%"%t 6768 Jf0y and uses the
uPS’nmaonﬂseaiuri‘ev stolegein areajursti¢bn agish conput edeigifder 720 to

det8Fiive. adndel AitAbNald-Q0s | GelBEla o@Sedi0 shElRehetaiis) .
processing is configured to role-map the upstream

sec l—ﬂrb&&s digkeadavhbe Aownst ragm.se C:LLHehE YfiesO !r@q@)éed downstream

elther including an u%%%r eam sec ri t% %OJ e entjfier
securl o) t 65
ttYhe downstr 6am U %rrjizza o Ul 2bT a s ore (step

76°i ncI%Fn@tq}[ﬁsﬂﬁ%a?ﬂysééuﬁqr)ﬁdr941ea us»ervw@tﬁéeestorage area, such
as Nappédigstén thhed dowmiser eam ukbbeyingat i&dkst-abl €role assignments

corf&%ghéir%n t§39ae (r%gglxl:édgldgxﬁ'?stréén s%%urf‘ty %ges and compares them
corresp%n II’}:% further details regar |ng
with user 'Ldentifiler 720 and roles 725 (step 770)% A determination is
made as to whether processing matched user identifier 720 or roles 725 (if
applicable) with one of the required downstream security role assignments
(decision 780). If processing did not identify a match, decision 780
branches to "No" branch 782 whereupon an error is returned at 785. On the
other hand, if processing identified a match, decision 780 branches to

"Yes" branch 788 whereupon processing authorizes the user at step 720, and

processing ends at 795.

In one embodiment, processing may require information from a second

downstream application in order to process the upstream application’s



rol e-mappi ng options). If processing is configured to

i ncl ude an upstream security role identifier in the
waeloomssaeam aut hori zation tabl e, decision 5 632CT/GB2004/000965

branches to "Yes" branch 638 whereupon processing

i ncl udes an upstream securitly role identifier in a

downstream aut hori zation table entry at step 670, and

processing returns at 680 (see i'igure 3A and

re@Ef eSpaNdihAg tdaimdQr fpk'é&eﬁ%ﬁn@ el ,8ed @GAr dhfbhed downstream

ri role identifiers). 2004/ 086201
se%ﬁ%@%4%%o§%%o 1£eﬁ1est he" %ts%geri %heV\g r% pr %%e%sto p second
Ao LEGHF FRR I Eltjt"é1 incl ude upstream security role

aSS|_gnmsnts é . user identifiers, gﬂj up identifiers,
et CE3FUF 1 5t He TURFHISET e KRR RS Z8RADIPS abiséen 8t siBifh s =

sir®3Qfimdanetraele 0 JENod dompuncdy 63 twher@wpbhe prodCc essifogming  the
invieded fde88r 12k hasSing NS, Gy rs standicag Jﬁciﬂiegh%rocessor $00

upstream secur rol e tep 6 Processin
Whﬁc ehfl?w@ g% s%‘%@‘érﬁl}solé Sasst gritfeht & OtoL?LegaC%e RetdlS e20 is
alsgowpstliiedahn? s’é‘éﬁjrhOtSy Pe 805t stegr-66ECIaRdidgy GdEsss ngpupled to
maih€hétidly 8t0,68Qc1d8UESchE nSméry howchant médmwi BEntlo@PSunctions,
andf/\?%(ﬁvr}.dleg ﬁé&‘g%\é\n;% ;Sgumr I%%er Iocxgaz[nlgsé;rsau oor IP%Z'Ing a éﬁ%e processor
800py é@e§§iﬂh@ BHmetdes m&m%osz%h@rnéu ﬁtt Res d%%st r 8afn bus 825
proap@dd eatimRrraseifvess megiuest o7 lbeviicaminpstdiegin for example, LAN

cax@pﬁ’id C atPt@-n:oz %QA (bszt.LQEe 7&@ Frcﬁﬂqgg Skgus7 lzéntfoﬁc ItU dﬁdﬂé €fransfers

dentifier 720 y _include rol es 725.
betf”ﬁ%rht FFT elbus72§)25| d%Ilf"lf;ial fPas %Sy e'{fl?est‘fri'}@'eﬁ%aé'r ﬁﬁjﬂlarlol Res  (USB)
fungReoriaftiudedSupsiPiearfestour |f_tuyctmlaéluyder$ﬁpf | epgrer management
fun@@:[cfrﬁ@pl_gﬁdéﬁg Eﬁdt bg, reguesd |Mek|5§1ﬁnc?tlléﬁ’§]t r&aents not shown,

ecurity g ts det naxl on [
Sucg s %o V\,heetg lme reiémqg;géc}ml?é rof gggg(e g SC supp ort,. and

SYS??IB)maé‘P@eI‘P%I ]a‘bse&ui?ﬁo?tequé?f lP?‘fSaJ( R S70 r?n‘?4el}PUtl/ putput (I/0)
devilpst r eain beecaltiakyed Oltes areonot innetisdes iasor e(uest parallel

th}écedﬁgé S'sQPla7_L4Qn@éx%QEQ e§64t olnfll:g?;,d b(rl@)q CIhth.Lgace 866 keyboard
¥%§%SI82$ L‘!‘ESI rear@ rol e ext I‘aCtI on ste 2) led t

intg d85¥F TPEHuesttoriES AlPudd dpged éfiﬁ?‘sé%‘?}’rl £y COUP ea to

ISAr phes84deciditomatid€ly bmanghes0 tevives cdur zmchtcci'ékﬁnodated by a

sup¥her/BUpHE L dOMRS IheRM aPRhdreat tPRsEXI-A846. the
upstream security roles fromrequest 715 (step 750)

and uses the upstream security roles in conjunction
W t2tolsedo iidenbificRr +428sn s 86 ek nﬁn@%bb:@e[ﬂe%at:ﬁ@rhecessary
pro gsceo§3 :gse%agle' O\év fO f urt her tdet1‘:6“llo%l:l.evelpr ocess'fmgctlons and
nal YyZ€S T€E(q test ??L Vaentriie requl redy s
SYSHWFeéYﬁCté@%%H t%FotsoP%% Fa8Y b&cé%@%eda&flhéw Z#pppper readable
medi @catedlidirdatragséice sthbadst @@ia/60ptidaat atstafe meila, flash

memBBY, R8nsdOTRLA0N ArBLR; WAt bhf, %ﬁé%e a%ﬁe@om%‘igatl%ﬁs media

convessélngﬁ::lr;er ar den%!)clij\./neg E:)gcelsnss ct::.onsS uD r’o gignals from a
network) . In order to attach computer system 801 to another computer
system to copy files over a network, LAN card 830 is coupled to PCI bus
825 and to PCI-to-ISA bridge 835. Similarly, to connect computer system
801 to an ISP to connect to the Internet using a telephone line
connection, modem 875 is comnmnected to serial port 864 and PCI-to-ISA

Bridge 835.

While the computer system described in Figure 8 is capable of
executing the invention described herein, this computer system is simply

one example of a computer system. Those skilled in the art will



corresponding to the required downstream security
roles and conpares themO with user identifier 720 and

WO 2008886286 (step 770). A determination is nmadRCHEBR@4/000965
whet her processing matched user identifier 720 or
roles 725 (if applicable) wilh one of the required
downstream security role assignnents (decision 780).
If processing did not identify a match, decision 780

apgteanphRescin My baRch nggpu‘@'aﬁr RO B ATy EE LY a§e capable of

t ur ned. at, her. hand, if proce33|ng
perf% o fq%eg gt Tt CR, d%scmg?ag %83 'br anches to " Yes"

branch 788 mhereupon processi ng authorizes the user at
st efP790t 4R RRDVEESH ng™RiFISTRTIPYS. 9fn Bpe invention is an
aprdibodionemanepy ocesst ngf daytreqierse (prdomanmtedn fn agmcade module

whi%@C aag, m\mré&grn@@m appkisatehONih Neiy dehab® epé&e%@sﬁexﬁ&% of the

co L1 SO AP LGatl a5 M0 S0RAAIBO0L cor oo spekpctions may b
SERRE s SPRGE TN CPTRIEE ﬁ‘%m?i%(t'cﬁ%‘a VWAL T £anP %@E‘hr‘%lﬁ? drive, or
in rugnevilleg sS@cerd spelgues tanampdtserid dikk $Eoorabenegilestse in a CD
rRoM)O & SEeeRd adomnstseadvaiphi Cakbonn R 9BI&E disk drive), or

do@&tga%w @; 51”‘}8{ s g]grh&qld" gm%gezge et%,ork%qus,' 2nd present

exa a co em ca

anﬁaFJroar ﬁ‘ﬂ’igb? h&® F‘ﬁ%’ﬁil 8% %Ie%‘if‘\p%%‘ﬂ %@9@% Preéﬁmt@rr use in a
compysdram 801 addctimes prdwessorth@00vanittueh meshodsipldegctibed are

conlesterBUs 8@51enfrreyel id wa (Meggac%rgeg@r yco%gtéxs selectively
C S e
act%%@ed %prgﬁ% 59%1&1%% %?' gogzlfjv%rg o% ?:gnd'les C gkhﬂg in the art

I's cou
woURR sy ﬁﬁwgﬁaﬁ %ﬁowhcaﬁ?my f%d@ﬁ 6ﬁ§r19§ 8k in hardware, in
firprans, dex bBos mooat spkciad ihad démpatrrawsf errsstanorgg RO deugorm the
reqB828sd REQGRSSEIps.800, L2 cache 810, nmin nenory 820,

and host bus 805. PClI bus 825 provides an interface
for a variety of devices including, for exanple, LAN
card 830. PCl-to-1SA bridge 835 provides bus contro
to handl e transfers between PCl bus 825 and | SA bus
840, universal serial bus (USB) 5 functionality 845,

| DE device functionality 850, power managenent
functionali-ty 855, and can include other functiona

el ements not shown, such as a real-tine clock (RTC),
DVA control, interrupt support,, and system
managenent bus support. Peripheral devices and

i nput/output (I/0O devices can be attached to various
interfaces 860 (e.g., parallel O interface 862, seria
interface 864, infrared (IR) interface 866, keyboard
interface 868, nouse interface 870, and fixed disk
(HDD) 872) coupled to |SA bus 840. Alternatively,
many |/ O devices can be accommodated by a super /0O
controller (not shown) attached to | SA bus 840.



BIOS 880 is coupled to | SA bus 840, and incorporates
the necessary 5 processor executable code for a
wae 2004086200f | ow- | evel system functions and syRCEGBR@3#100965
functions. BIOS 880 can be stored in any conputer
readabl e medi um including rfdgnetic storage nedia,
optical storage nedia, flash nenory, random access
menory, read only nenory, and communications media
conveyi ng signals encodi ng theyknstructions (e.g.
signals froma O network). Tn order to attach conputer
system 801 to anot her conputer systemto copy files
over a network, LAN card 830 is coupled to PCl bus
1. 8252 @irhed PCrutheri Shchei dgenB3s reGient aklg firec downstream
applQBAEeh , CafauhethoglySéerisft to an | SP to connect to
the Internet using a tel ephone line connection nndem

875 is.connected t serlal port 864 and PCl-to 5
Br i HyE 83% Wﬁq’@ SWﬁiftté?a%?QP]eJrﬁa&ég‘br PG SonePLication

requgat €x8mian saprisiee afrliextiont i viprehe thevEimsitoapplication
redileserisbedrikeseftom thd 1ePYL BEquSYSIRM L8cISIdAP|ah upream
sec%@ggolr@l@f RnCOMUL 8L, Sy St oM . TRASE bémhé %Swezmg ﬁltcatm,
2004/ 08620 PCT/GBZOO4/O 096 preci a
rea}gﬁ%? ar"f'wﬁ)'ﬁ 5ehEr 68%Jp%teéF“si?sF‘é?ﬁe est gngovg}sgrsg{bgﬁrcgowatwn
tabéér#@eﬁﬁﬁglet Fecrt iFperddwpathescaiddédationei n. One of the
preferred i npl ementations of the invention is an
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theUgeyrstrerjuickelPiyatine eaput erd the set of
instructions may be stored in another conputer

e NRfYorfQAhgCXATRBL font0OB Aeiabd sohi Sk flhk¥ o Qﬁe afching.
removabl e storage such as an optical disk (for

eventual use in a CD ROV or floppy disk (for
2. evéieunethedeas Megcriksppin dilskn dr Eveheropomegigienl oaded
via the Internet or other conputer network. Thus, the

me%%@fg;mgl BYENLT Qo JTBYDE ol r@vﬁ%ﬁds@&;ﬁtg ogmgg %erem each

e T L REHE epb O e dings dSonE 5eat app o tne liuirea

dowé@ﬁﬁ@ﬁl%%FFyﬁYﬁﬁPéﬁented in a general purpose conputer
sel ectively activated or reconfigured by software,

. onenQf QAN VesKiddeal h LSRR ro-dQuYl Qon%&mng_ :
recogni ze that such nmethods may be carried out in

hardware, in firnmware, or in nore specialized
aprf@#ﬁ?wgcél?%trﬁa‘é%@& ti@mﬁéwaér APEYFE LY e§ Flettk RetyRsgonds to
thestapsed \WOL2000862 A2b RCELREB2004/ 000965 17

including the selected required downstream security role in a second

application request; and

sending the second application regquest to a second downstream

application.

4. The method as described in claim 1 wherein the matched authorization
table entry was generated prior to receiving the first application

request, the generating further comprising:

receiving a role-mapping requirement wherein the role-mapping

requirement includes an upstream security role and a downstream security
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CLAIMS 1. A nmethod of authorizing a client's request
at a first downstream application, said nethod
w@owposeing: 5 receiving, at the first downst rBENGB2004/000965
application, a first applicat, Lon request from an
upstream application, wherei M8 he fi rst application
request is derived fromthe client's request and
i ncludes an upstream security role identifier that
rolngs toketupe nteradsdyudibg #pst craesmmainhgald 6Re upltf@adsBgurity
roBUt RGN zation table entries stored in a downstream
aut hori zation table accessible fromthe downstream
application; matching the upstreamsecurity role
i deFRFHISER ithel wrrtdsam seferityefpies tdsiiifier ineblke mehghed
autdfort e iaut triliezaitdron trRbhec@ntragtornelcidedabne Mti-he

cotQUPSIF 88 M AYLEAid A et ol Lah)ery, aRdeaut hori zing the
client's request in response to the matching. 2. The

met hod as described in claim1 further conprising: 0
5- i defits MpHiRY BRe‘crienck in etfailn e fuotihmst Femmiséean ity
roles wherein each authorization table entry

C or &@c%@ﬂﬂ%gt Qlléghe!reﬁg U.Sé@:egltl gelégr{t%/q %big dctnd the downstream

sec ngf t gangrsecurltx rol es he et hod as
deseY iBed T SFAVH Y u?ﬁwer conprl sing: selecting the
requi red downstream security role that corresponds to
t hecoretti ghreithgatihd @pkzadanoseduabt e rené rand Ghé molngimgnt heurity

rol%eEI%}I efat equl rad Q&M%%&ér&am security role in a second
appl |cat|on request and sendlng t he second

appjlca é)n re st l9. 2 cond downst
° ap |ca Ton" f Jr?}ge meLhS 3L SN T el T SOt KR @

o %‘F%a?%cﬁﬁ%%eaa’aﬁufnﬁﬁﬂdza‘fni‘PéﬁSlli%bl e entry was
generated prior to receiving the first application
rGQ¢5ﬁé§v1ﬂd7§ éﬁﬂﬁ%&@§|ﬂ6gefﬂ§bbbﬁg QR $hild cobresponds to an

spdr 681 W00, A-L6) SRR U0 LG LB, Wil €11 Lhe
| ping requiremne Tncl U an" upst ream
securi ty role and a downstream securl ty WO 2004/ 086201
PCT$<GB2004 800865 trddh peduwity helepsinreapersdoarid ghe odegurity

rolCOhd RS RO NHNEs ¢ Gnkinehe BSITRABArS M 1 daY 1 ok OlaBa
identifier;
adding one or more downstream authorization table entries to the
downstream security role, wherein the authorization table entries

correspond to the upstream security role.

7. The method as described in claim 6 wherein at least one of the
authorization table entries is selected from the group consisting of a
user identifier, a group identifier, and an upstream security role

identifier.
8. The method as described in c¢laim 6 further comprising:

determining whether the upstream security role and the downstream

security role are equivalent; and

configuring the downstream authorization table entries and one or
more upstream authorization table entries such that they are equivalent,
the upstream authorization table entries corresponding to the upstream

security role.



including the upstream security role identifier in the

mat ched 5 authorization table entry, the matched
w@oiohosd2art i on table entry correspondi ng to tPEI/GB2004/000965

downstream security role. 5. The nmethod as descri bed

in claim4 further conprisi nd‘.9 LO det erm ni ng whet her

the upstream security role and the downstream

security role are equivalent; and configuring the
9. UpStHeRBLERT UEi dabckbsy and-1hhe d&w&téxea%p%%%%' iy

role such that they are equivalent. _5 6. A nethod of

expandi, ngl?ﬁan upst.ream security role.to incl ude a_ )
dowrStF 85 APprPiachoien E%HWTSgtﬁﬁ?ﬂdtQﬁ)HBF?%ﬁaﬁgéppllcatlon,

Wharee%lbhﬁngecalegmmlwes el esqrmapgemtgfi@guest t hat
corresponds to an upstream application and the

upsitLamsSe grﬁge& EQL & leIS%LLer?t hegora% %%ﬁg'@ownstrm

security ro e correspon |ng e securit
autPB:FJezaﬁé%‘b HrEstSaft t he dovvnst ream appl i cation;
and addi ng one or more downstream aut horization tabl e

entdutBsrifnthene 2pf0WASE 58 30SREUEL titspOh R t¥NEILhfkching.
the authorization table entries correspond to the
10 upstream security role. 7. The nethod as described in
‘ol dFm B AREFETh "Rt Egs Y78 SFPERE94ut hor i zat i on
table entries is selected fromthe group consisting of

a deusermotrdesitdcksedrs;a group identifier, and an
upstream security role identifier. 8 The nethod as

described in clagim further conprising: 5 determ ning
whét Wg?oﬁyhscﬁ?)%il}"é%%ys‘é%%PF?EFSFEF% and the downstream

security role are equivalent; and configuring the

dowmst ¢:€aRiraHdibl ZalkOftdrabe 1e@Dédd @8cadbOAGYOENe
proBUL Ypshizeam aut hori zation table entries such that

they are equivalent, O the upstream authorization

table entries correspondl ng to the upstream security

r ol3e c1AAD 2094/ 08 620:PnPCRIGER CO4h008658 cllignd’ s Fhguest at a
firsetdoots Beatlesiiibetionh tHeabmdntf Mﬂl’ﬁ@ﬁ.z&ﬁﬁ'ﬁric&iln&icluding:
meaﬂsecf%wfg&la{hgapeu GRL EOnT g&u&%&eéﬂ gﬁ%ﬂ £UBS! LAy,

a E§E~ agjoné ggereln t he reg@ 2 es a USEF

PRIERETT S hafR PP FE*hsEP LCRAIPT{ PEETSIR BB oF
app}ﬁﬂaélgﬁ regeestowdsiedipd from the client’s request and includes an
upstream security role identifier that was determined by the upstream

application;

means for reading authorization table entries stored in a downstream
authorization table accessible from the downstream application, the
downstream authorization table located in one of the nonvolatile storage

devices;

means for matching the upstream security role identifier included in
the request with at least one of the authorization table entries included

in the downstream authorization table; and

means for authorizing the client’s request in response to the

matching.

11. The information handling system as described in claim 10 further

comprising:
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aut hori zation table entries; and authorizing the
application request in response to the matching. .0
wao488620nf or mat i on handl i ng system conpri si ngPCT/GB20084000965
nore processors; .5 a nenory %Fcessible by the
processors; one or nore nonvolatile storage devices
accessi ble by the processors; and 0 a client
authorization tool to authorize a client's request at
dneahd vt Oistyeamapplki kit sehuitbe hvhetean security roles
10@&%@0& zakl @ﬂ* tBQC}loanfAtH?é %ora&@@gé%ée%r wﬂsx%ﬁinvéék% at

i r.st wnsiream application irst application
au'i’*’é’ﬁb%%?"f‘r‘b% &n Pt FEETRIIF EQfCohcaShareioh e required
dovfristsgam Spptdidat Folresr equest is derived fromthe
client's request and includes an 5 upstream security
12. I‘ ol Fhé %@5&(&&& 1&%{511‘4@5 &g}eﬁrﬂ Ql%%cn%eﬁh§n %E?Erﬁ)%ﬁnkurther
| catl on; neans I ng aut hori zation
coW?? Ft¥S stored in a downstream authorization table
accessi ble fromthe downstream application, the 0
dowasdnseash el BOringaticoRediakke dRaatebn BeaR@rPlrdiBerhat
co&%egalaat L &3t QLages a%%x LEGSE: JPR0S § QL JRE ching the
upstream security rol entitier |ncluaed in the
request with at | east one of the authorization table
entr¢zas feiclindeefing fhe sdleciednsariesd davhdrezatsegnrity role
in taabt@ndagnshiTeatsonf OsquREt NGMAzi Nng the client's request
in response to the matching. 11. The information
handl| i ng stem as_described in claim10 further
CorfbHFSI FE 0B 25051 DSEIU PeRY RS LT FOBRURS o 20 SREHTS
dowhngEr¢ageppR fiyRhEProne or nore required downstream
security roles located in one of the nonvol atile

13 .5t Ofl@@nﬂ%:‘fria@?o% \Pfgg&l%h? s%/%q:gm a?sutiggéflééﬁl JQPCE_QJQA @0 wherein the

entry rresponds o af l'east one of uire
B SRRy EECTH LA S GPES 8° EPoTReed Y bt Teiving che
EirRamdd A BipSt BrAuast déderddpenatinac Faithel 1odupr i #ing:

conpri sing: neans for selecting the required

dOV%EahEerP §@£éﬂvi£¥ élghféjﬁggﬁing requirement wherein the

role-mapping requirement includes an upstream security role and a

downstream security role, the upstream security role corresponding to- the

upstream security role identifier;

means for including the upstream security role identifier in the
matched authorization table entry, the matched authorization table entry

corresponding to the downstream security role.

14. The information handling system as described in claim 13 further

comprising:

means for determining whether the upstream security role and the

downstream security role are equivalent; and

means for configuring the upstream security role and the downstream

security role such that they are equivalent.

15. A computer program product stored on a computer operable media for

authorizing a client’s request at a first downstream application, said



LO corresponds to the matched authorization table
entry; nmeans for including the selected required
walownssaenm security role in a second appli cap€DGB2004/000965
request; and _5 neans for sending the second
application request to a second downstream
application. 13.' The information handling system as
described in claim10 wherein the matched
congutfomrzatdm proditecantl yinmasegengpat @drptilbut G method
acdoR8@hd itBOaritih@nt Qf bisihsappld eation request, the
generating further conprising: neans for receiving a
rol e- mappi ng requi renent wherein the role-mapping
requi renment includes an upstream security role and a
downstream security role, the upstreamsecurity role
corresponding to the 5 upstream security role
identifier; means for including the upstream security
role identifier in the matched authorization table
entry, the matched authorization table entry
corresponding to the downstream security role. 0 14.
The information handling system as described in claim
13 further conprising: neans for determ ni ng whet her
the upstream security role and the 5 downstream
security role are equivalent; and neans for
configuring the upstreamsecurity role and the
downstream security role such that they are
equi valent. 0 15. A conputer program product stored on
a conputer operable nedia for authorizing a client's
request at a first downstream application, said WO
2004/ 086201 PCT/ GB2004/ 000965 21 conputer program
product conprising nmeans for carrying out a nethod
according to any one of clains 1 to 6. 5



