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In this environment there is a need to improve security of the pharmaceutical supply chain through:
=  Global trade regulation through International Trade Agreements (ITAs),
+  Protection of R&D expenditure through patent activity, and

» Concerns for public health and safety.

Global trade is regulated through ITAs and involves many public agencies pursuing multiple goals that relate
to public hezalth, industry and trade regulation, and security policies. The World Trade Organization (WTQ) is
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The above WTO provisions are just a few of the wide range of statutory and regulatory requirements now
goveming the international and domestic trade behaviour of the pharmaceutical industry, They also highlight
the impending regulatory and statutory pressures likely to mandate the use of unique item identification.
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aut hentication solutions, there are also conplexities
that need to be addressed. 25 Two fundanental goals of
t he pharnaceutical industry are consuner care and
public safety. To achieve these goals in the United
States, the FDA and individual states regulate the

i ndustry through laws and adm nistrative orders
designed to protect the integrity of drugs throughout
t he pharmaceutical supply chain. Inplicit in the | aws
IS the adm nistrative requireneft for drug

aut henti cati on and the abilify to do track and trace.
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specific duration. The effectiveness of the nedicine
ultimately depends on the quality of the manufacturing
process and the environnmental conditions of transport

and storage. These are all inherited attributes that
form 25 the pedigree. Organizing the | arge nunber of
informational links for all pharmaceutical product

items in the supply chain becones conplex. To
sinplify product data managenent, two additiona
concepts are required. These7are dat a aggregati on and
data i nheritance. Data inheri‘tance is the history of
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This will act as a strong deterrent for fraud at many
poi nts along the supply chain. If and when a custoner
decides to return an item or if there is a suspected
problemw th the contents, then there is a persistent
link to information to validate product details. It
prevents illegal returns, protects custoners in



20 the event of nedical problens resulting from
product use - or msuse - and it nakes it possible to
track customers and custom zed products that m ght be
used by the wong person and resulting in nedica

probl enms. Inventory control and reordering functions
will be far nore reliable. The item s EPC serves as a
key into a distributed PML dat abase which records the
characteristics of the item and its evolving history
as it proceeds through the pharsaceutical supply
chain. PM. servers, located & each 25 node of the
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further difficulty to overcone is that the Auto-ID
approach assunes that all drug manufacturers,
carriers, whol esalers and pharnmaci es have the
necessary hardware and conputing ability to read and
process EPC 15 information. It is therefore
unrealistic to believe that this capability will occur
i medi ately. Thus, it is likely that the
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standardi sation of unique itemidentification

t echnol ogy t hroughout the manufacturing and supply

chains. It is also likely that a range of

technologies will need to be adopted and integrated to

i ntroduce increnmental inprovenents in security and

supply chain efficiency. 20 Currently two main types

of technol ogies offering alternative methods of unique

product itemidentification, such as EPCs, nanely:
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15 legitimate shipnents, and ensure that they are not
hi jacked or stolen. This can prevent products from
falling into the hands of counterfeiters, who could
dilute or alter the drugs, and then distribute themto
unsuspecting pharmacies and custoners. For this
reason, many nmaj or pharnmaceutical conpani es, such as
Johnson & Johnson and Eli Lilly and Conpany, are now
exploring the possibility of using RFID tags on al
drug shipnments. 20 There are a so regul atory
requirenents driving the adOH}ion of RFID
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aritis uniol tetae fed will gl b tepts ByRAR A% tht fpesecaplffoture. Joare efafsesgme
t eadxnel QH 8 &idd-hraith inErRinpdhd FEFIT ks fato floRgibg abdndelinndust ry
agai nst various threats to custoners and brand 25
PrOfudEt prablem is Abtlia grdgiee éftmedl) @MidNDE otbep @Ctromysnytid fr@lency (EMF) signals
t eGhRoke @ltﬁ&l@&@semheﬂma Bus rs@i&@l?ﬁ%mtdﬁ: theh@iatigl@nd ihdeti@ df the RFID
t hsr %th'%ﬂi hgmaacegf) c%%ncﬁ %Ln? ﬁd:&p ?egéilsr al‘etu.ééd ltlﬁ(ﬁ'ltﬂ% &@ntgﬁ%tamem

éd, %p ? UCt Q'g \g %‘ of goods so

I el T PD BT oDt BT B

I\/E[Wafgeé FAB Preconayeipest BID BTedRANye ﬁa‘sm%?r@a"sfe@ E‘Uﬁ%ﬁﬂ’é’d““g These
t hatrictiods avilindacaerit 4t icatlievel arghe prinaeftsalar(BPS Thivnpramtenif mdatpeyigsuiglpfor
priegusai: dpdeiicl fi ers on cases by 2005, and that RFID
tags at itemlevel should be deployed by 2007. 30
Receinitdlsyayanthda 6 RFIDAazh @6cefpd todtomsrtperdcyals, [ opageeciermipdli@ il cancer patient
r %Blﬁgté‘d Qi ﬁf@) @eped n@éﬁme@@a@te he@BBkon, RO LERPBRLSe iqurpersthﬁTﬂBgally
EL.9 d Sm zsmq ﬁglngpedof EPARLAPRSE anmgv;hﬁouw&mdge of
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E) f ?Ggﬁra %Toatgxa { aﬁ%eagnr g_alPr {h gie?% tto steg e o oE‘s:BIgo everh@ 15% be
ﬁCdT"Zdlf[g 9n5T25tgs&once]ah ée"ﬁfs(fﬂ‘lﬁ é"é‘dusfoﬂfrea“ﬁs ]o |mfc1n@ °‘feéthe network is then
p igmmigat eaitridord secgrehitp erprkcersrseng) infodestioniof grodecaéewkdw §ould &mpne using
d Gsag @sibi Bgrdd than@aply BidreaogheStanddisder neeghg tid sicnod pdket ilf@hation
NUGRE ferBNs weNRinRLj«eR dates are still under
consi deration. Although the benefits of using unique
| (cBikLiday, kel BlalivkiBd trle@ha € uhliRdly RLRINY tEONS bveteke@els sulidkib Sr all

I %hag&%utlicgl lgre!hé{apiugcr xteﬁlpg;s aL 'squwnﬁ%nlﬁgver% §§eet9‘)e %/elél;%@tﬁ?s%ﬂ Breddve

aéea?“?f% A f‘%"“fd g §Orecas 1o Of”e?du%led en}i% T sé ul at ory
p%ess%rgsGB%&GRFlD use, there are al so sone
ditgRHTEATEGEL Nt nake RFID tags unSU|tabIe for sone

t gﬁe ﬁ%?ﬁ%yugfallcg C?J?]rg C(rmgistsu o?t ?ense E!m%.r i x}g 0 gﬁ% Ig%élcog!s %S OQVQ 130&1 ésﬁ in the
arphlifrﬁich% algncetsh t“§°“’“Wf?"| g aﬁafﬁ"téag& 8%‘?3‘“53 r? Prgegion rCaing e
s iThnicfigndB irtuhigee procdeieliereionn tidheRietgise FPUNECTSoB APIGAYY toERomd frothe
Wedie: eaeCee (bé apaaiGurikaseh beenidmtﬁhet/cénﬁper- 5it is unlikely
that the cost will fall below 5 cents per RFID tag in

t he: sirbécecipen bikigned s thatkueacquibierfield efiview leswouglopmarantee acquisition of an
ad;@l‘ettdgmﬁéc cﬁﬁﬁ&&guﬂﬁﬁ@ﬁﬁlﬁkiﬁﬁf Wt fohof | thﬂfc@grcaialnmgthi e Aldhibition of
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t ghareliability and integrity of the RFID system In
t he pharnmaceutical industry, many radi opague nmaterials
are used in both the content and containers 10 of
goods. To overcone this problemfor RFID systens, it
is necessary to split individual boxes of goods so
that they can be conveyed past RFID tag readers,
maki ng dock-to-dock transfers nore tine-consum ng.
These
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restrictions will also apply at itemlevel at the

poi nt-of -sale (PCS). This al one woul d make t hem

unsui table for |arge-scale deploynment. A third

di sadvant age of RFID tags concerns custoner privacy.
If, for exanple, atermnally ill cancer patient 15
collected their RFID tagged norphi ne sul phate
prescription, then it mght be possible for a person
toillegally wuse a scanning device to detect the
nature of the contents by readieng an RFID tag w t hout
the know edge of the ovvner liknowi ng the contents,

SE) etr ngt;?l%_ sur}:P v}é c?gm%ns descS edtn mona(aetas'ltgle € follgvbugg cg:(e)r%mgc’ %aﬁnt applications,
on‘&%“é?{s‘ﬁ Bé ﬁﬁ°1‘fﬁ§“"§t5 A R0V ceitet Ghtipne Pét’&‘i‘f‘é@%“‘?"a fled on 2" April
i reRk pnd tUSEN 100) 8409 {dprisct mrentbgpot i@ 0G1S); dutitiad = éigres &ppieralPyvige for Printed
al rr@ncedentmdios@ e ch 2’ @apprwoi.ect personal information or
product details. This could be done using 20 virtual
C usivaomarut Beosrdsint hat conply with enmergi ng standards
for managi ng and securing patient information folders
( Rirfpe}raphyit usédineproe sdhdithciab@atdily 8dtteimitoragicdnd i@ eenditvead tyzuthénhi@s prrties
di s aAaRtAGRS: ARAH chstabf dofprokrphylin [Widéspredd ubeh@bretkdy | Bptbotb@ly and
V\nplu,l_,hc@;er?p %;)rre suitable for all pharmaceutical or
t herapeuti c 1 and as such will only ever be able

t Q. Derde %@4&9 A rcAReadh tse In.éetuic\éf;pmgtagngmeltg%ea{aﬂm encrypt and
ado Lpt ed

er form ct
T e R P FEITE A R T A e o
Tﬁ@"efx’iét page surface coding consists of a dense planar
tiling of ta Each tag encodes its own |locatjo
t pblic, %ﬂy SRl FEEY 1 % BYRITEE FeRosphy AP SR Eeymﬂﬁ“
adpa e rethemagyely reated indueitd Fay det 357 mesprge grenpied Heing SRRt kEY pRR (Y be
t Riecrbeusing tHevkher kiyeQric OfthekdBeys & thanpulfised, anienig obdr is kepemivapnThey are
| Resdriaro Natk PAGQncHGL N RQIVIE Te Al Balld eioryGRfy TRERO AESed
t c}or'thb ﬁolder%pt}le! pq‘l?atc @ét (ﬁ'ﬂ&tenc,%fpteg ngﬁg ttt %?ﬂ-y ) HESE&?SQQ’I oni§ %Q&ry@éd using
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‘acqui syt
eﬁafu Hent “@U%fr"élﬁt"‘ et e 5F P P ol oL T kf"af& g o e
| artjerresrdegh-t o guarant ee acquisition of the ID of the
regi on containing the tag. Acquisition of the tag

i {Paklip-fey gtwrwln wpbe %qcmregtp £ figjia! sigpatupenlh the Iéfﬁiers)f the private key creates a
t Wapwvel havtedt 8 mgivgd anxip® iefctypynthaliagh hubing telpavate &qyi tym any@s capedrify tigighe
OteliBhted Hadk GorSARE tn Fsmaldt a7 thelibBer SLHhE ROS: P ditgspdne e fpric@lar
aln‘legflé@ sﬂpl§ %érﬁ&g q:%\!ﬂc@ﬁedth%h %ﬂltﬂe pﬁ;h{.akeﬁ g4 |vé?1@mk e ﬁ’a@dagﬁnst the
c gg & ?f?he fs gature 15 appenqg doathe![J message Xl;ten Eg r%%(p;entrl)tf fl rﬁegstaéquf me}dg 3|at

g ng d tap on a co
sHFP%PEf‘ée = gS'B““W“t ‘Hat hab‘é’hbee"d e"‘“’Tf“"“‘f‘he use of net page
surface caoding is described in nore detail .
f SFTebYRY ﬁ@a’i?ab%??d‘? g b%ﬂ’é‘@'rftg“"‘&lffp?“ R\al %sﬁdga“‘ageﬁé@ﬁ"am verification
1@‘1“8‘1"3’3 Ei?m{ddbﬁ%@‘tpﬂﬂmﬂfémm Us), entitled

" Cbt ai ni ng Product Assistance" filed on 2d Apr il
200 Zake grbtic-HoSSHtgENg Y8k @159 hisdh B ray iufitFdrte pRIEdE)s Gih prevents
€ hperbohagich. Thislisagenlly Soa mive rertbenes @ ceftifigate Rytloritiee d cortPicatechulbtity is a
| d@Rd inid ;ﬁr@tvjhllﬂaumd:ated‘ thel 286Lia6dR badwddn Lfabiic |key3ﬂﬁ$arso’5’s or other entity’s

CEXIE E %%e %mm ;Q;MPEyQ%@.R Mcnh& ddellﬁ%rds t']tco and then creaies

ang mgns f'l dlglfgﬂ:%{ ft cate contatmﬁlé 'tttty getails an? [im ic kQ/ A%Eo% \glg%us@ qg ce'ﬁ@icate
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whalets ity dhet thy seetificats digs indeed eemsicredl e otyfisgipythogipvhose publickey is well-
puloki.c- Key crypt ography. Secret-key cryptography, also
referred to as symmetric cryptography, uses the sane
key to encrypt and
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10 decrypt a nmessage. Two parties wi shing to exchange
messages nmust first arrange to securely exchange the
secret key Public-key cryptography, also referred to
as asymetric cryptography, uses two encryption keys.
The two keys are mathematically related in such a way
t hat any nessage encrypted using one key can only be
decrypted using the other key. One of these keys is
then published, while the other is kept private. They
are 15 referred to as the publlm and private key
respectively. The public key 135 used to encrypt any

! ded it €S engths an
g‘lzoeac eﬁeccrp n garr]%b e gclrj_l% {c]) &re%@crﬂ@%lﬁ%r Qlfc kzﬂg’%%’dgl‘}g gtélg S gﬁy gth

on?™y HBeey I °ﬁs§“db‘{?l‘i‘§“pb'?d| %/f“' Rayr Lf‘hus tvvo
parties can securely exchange nessa g soithout first
ha%ﬂ“‘ﬁ@’ B SRR A TR RS RV T 5 RS &?“é‘" fsﬁa"t the
pr?fvmwﬂbéyc‘lr@essecure it is normal for the hol der of

1%;&5 nerate the public-private key

pal r. ‘ﬁﬁﬁl%"ie;&gryptography can be used to create
a digital signature. If the holder of the private key
CrigatiRSrox fokhlR\WMrenf@SFoviak a GanRRBGE @E@al &R ferbdm@p r@naivng }D‘ljaﬂng to a
t hﬂmﬂﬁ&hcallﬁgbh&gthetph&-naQJuﬁcy@Io@.lctl%@Vga assbcARIWiR PIRRE: e dn&fz@kd theYeon
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vat e Ke spec tf
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e it et epddd lanpariisn: mgentoh & 5EHIE e ey °%?r?éP°i?‘éi’°F"F ity and
hashesag & Aigtmibing usingeisadrest ofef setddecodsf gavapogion 2j sgnsed identity; and,
apRentiRte rstddeusiBsSage idediien t he reci pi ent of the
nmessage can verify both that 25 the nessage is
g ESplénhl®, 1R pebedssaakes ik idBillG t@ifor @0dst adeto m@@ntitarontor Gshhrtnaceutical

d&t Wal Gfllhe %laég:tlch‘edeuzﬁrﬁrgtloh Qf GhERREE detaili @lﬂ tupdating of tracking

SI:%n atmnrqétm &ephgmac ugcglp%dlﬁtadvant age that si gnat ure
ver| oh can al so be performsd by a party privy

cbrpk Sl{ St?ectrm% ctxorx Q%hmag Q apigais&%mp& bJ Jasq; J@@:X ep 5e¥éﬂx‘§ qgcrhﬁxp lQ)éupermarket

di stribute public keys
W%’f?“tpﬁhé%iqf°§mrf“ﬁﬁ'§qj%%cﬁm "}érs StemTh| s is normally done
usj nc%?lcert aut hor i tie

c e(}pf ]iy élg tx ntlg |afﬁr6|ed af east in part %o aé?e%s one " a Cfer{alhnumb o% £he phamlaceutacal
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k eseicapfthe pecpgireson’ s or ot her entity's identity. The
certificate authority verifies the identity by
eXartiinnly.regded datsrppitionyis fhdieativeeof ptdeass st of agigiienBnsiseinEalicig 2 disial
an@naBie@NS le@t pait githe ilbntigaunid Whrkic i moc@@n tadrmminem gsing ke at least one sensed
| dedd j!ata)ﬁorﬁ’tﬁtaaiezlstsonaﬁﬂeﬂlgmn}ecpaﬂﬁ Qises AMYORAGN\WNB: ghintkSduSealt ph@uct

C %&Bé L{e seggé ﬁentlt}?ﬁ’}r{& tneQaE lleats%neggl&d Hé:gurg [QJ% pu blic k ey in t h e_
certificate wt hi gh degree of certainty that it is
g hUn 9 ‘the Erlacg%ml glelrﬁxtates nh:@ytﬁg a\g aMé[t 'pzﬁ't}é]l)l nl@&twé Jla fe sensed identity and the

d bee
a ljalt. %%t oln%C ?‘ensed V\%ﬁa%rel pn ugzﬁdld the mcgcath d;!?ay tgglgT(mﬁgtg s}sle% tﬁ:e%rg uter

TR h‘f r@v@am&)dmta? %cmatézg ga@écu %/er.efr%}ne uangél‘é (’:“F'é"f‘“gl?g? the sensed 1dent1ty and
C et icrg P sdngrd signunist fats-ahdeghentisp the gfempasfioal b qt Eias thicegped identity
| engichSeadbhe ssabdiRnan@farragni t ude larger, i.e. a few
t housand bits conpared with a few hundred bits.

Schreill@ rthe Bharfafeaqah!i peohcGE ydkmicped phyt JeaBew ohdle Brofkssdr @1d, 2 computer
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I s road formthe invention provides
a”F?%ﬁ%%@ T%ﬁa?g?ﬁwﬁ% Or perforning transactions
relating to a pharmaceutical product, the
phar maceuti cal product being associated w th packagi ng
havi ng di sposed thereon




or therein coded data including a nunber of coded data
portions, each coded data portion being indicative of
an identity of the pharnmaceutical product, the
transaction term nal including: a radiation source for
exposi ng 10 at | east one coded data portion; a sensor
for sensing the at | east one exposed coded data
portion; and, a processor for: determ ning, using the
at | east one sensed coded data portion, a sensed
identity; and, perform ng the 2ransaction using the
sensed |dent|ty Cptlonally %he processor uses the

I dgptrt]iﬁnalsy e er%u-gl atu.% rlsryzcﬁ!e }:lurgﬂl%f (Bged data%H-Ecnsf?m; ﬂr&élo} @Qrmmes
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t higenpt) @ kayRiei@iings,0sibe g r@ed danaturGpd thokan b Hegermiredh dentity; and, compares the

5t r @RS iR dhBKeRAnRdkieniitHto Abrebl RiSiticatd Me prarnaceBicaCrndaii.

regi ster; a vending machine; a supermarket checkout;
a BasEehco AR Heltdead thiGd 610y b, ch CHEPAsLirerg 18 YSE@IY a plurality of
qoﬁrét %Q\Jis eycndm% tl]mexdéng'ﬁ % Li LlM‘a[ﬂty%f sf:cgﬂdmol%eﬁthn@ 'ﬁ'ﬁtﬁst dmaﬁ] oiﬁm@glgnature
fromat | east one of: a serial nunber of
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phr? {;tggsae(:steorlfntgldgt:aa‘ !alatgnr %QUCt a%m% cal pro ct, Mdilngﬁqéaét tox¥: ogzautﬂeﬁkﬁanon data,
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i rétl dentis\acking datst thp maiking {areineof leat gaigiyaipdipidre of fpgking information
Si igphaihig bt leastyed df gn @vnd iefyhetphamacegticy praduely e @ frorg tranfagipns perfprawed using
Ofthetgjﬂﬁmaicéﬂﬁﬁltp}oﬁuyt, a 1odaEn WHIR hRimAcelR® pPRACAS S @Eation of the sensing device.
d %ﬁﬁc%aﬁ% pro&{u?t laibeds m le@ltparl:aﬁﬁﬁﬁlca% 6f pRERS RS matGOGRSnChke: one
15 Pl OBl B ¢ fAen RS, SEAREL, B! INLUER: : B beur GRYBER mumber
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¢ e LT BT fhff”ba‘ﬁfd PP ] B ?“Eh FSR s Sdicions
si dippradl epnditiopsaerial nupsSr; eypiry] dafpi ARty sidereRsts; ﬁ?‘ﬁ’é‘@é &pee; instructions for use;
g dinenettr g nforngiog atrirpiglididheandg tiesdgeast partially
i ndicative of the sensed identity and the at |east
o Mptigainsie thnsrigneiming dclplayadisplarie displayipgasifagtors of: praults of authentication;
20 | nEikGahfongiol alipprdi: @o@a@nput er system the conputer
system bei ng responsive to the indicating data to:
d edpBdnilly 1B codd Fhrd Tputistadially RAiigas inngiddiatap. t he sensed
identity and the at |east one sensed signature part;
anmghionamitulResibd d@:fts @rinich 6r tphafaerag@Ut kgiahe qfraodvdie iksindgn infreed-
sephsséle mdentity and the at |east one sensed signature
part . 30 Optionally, the pharnmaceutical product is
audphii, i 8aQdarddprodied kB RSk aRcidat: whi VRib P AAGRSAM infhRthid.
computer system which: determ nes, using the sensed
25 | dﬁfﬂnill& Yhe codedRddes DRAIRK dTtARJata pafibria Gnd WhQeiSL RECEd o Béidotich Yata
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one ense
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S ibgjreatcpdedat Jeast opn byaatdlivgf tadiddataporitngir al i ty of coded data
portions, the processor determ nes, froma plurality
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Whas; dage dpd) e Baeetites @@ applitatsl 84 cohsst degUiifbr@nitn; destneelcalg atgind,
| eRshy@ne of the processor, and a conputer system
whi ch: determ nes, using the sensed identity, a key;
determ nes, using the sensed signature and the key, a
determined identity; and, conpares the 5 determ ned
identity and the sensed identity to thereby
aut henti cate the pharmaceutical product. Optionally,
the coded data includes a plurality of |ayouts, each
| ayout defining the position of a plurality of first
synbol s encoding the identity, and a plurality of
second synbol s defining at |east part of the
si gnat ure.



Optionally, the transaction termnal includes a
comruni cation system for comunicating with a

dat abase, the database storing data relating the
pharmaceuti cal product, including at |east one of.
aut hentication data, 10 including at |east a key
associated with a signature, the signature being a
digital signature of at |east part of the identity;
tracki ng data, the tracking data being at |east
partially indicative of tracqug i nformation
|nclud|ng at | east one of . ah*owner of the

phe?tlona € coge% datp mc t ogeeof Q'Edmﬁg'n{ @ata!: dafd ME lergp&trcctmn Reed-
armaceut 1 cal product; a
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coded data portion being further indicative a
signature, the signature being a digital signature of
at least part of the identity, wherein the nethod
includes, in a conmputer system receiving indicating
data froma sensing device, the sensing device being
responsive to sensing of the coded data to generate
indicating data at |east partially indicative of: the
identity of the pharnaceutical product; and, the.
signature part; determ ning,




fromthe indicating data: a determned identity; and,
at | east one determ ned signature part; authenticating
the 10 pharmaceutical product using the determ ned
identity and the at | east one determ ned signature
part. Optionally, the transaction term nal further
perforns a nmethod of determ ning a possible
duplication of pharnmaceutical product packagi ng;
wherein the nmethod includes, in a conputer system
receiving indicating data fromya sensing device, the
sensi ng devi ce being responsilfe to sensing of the
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second broad formb5 the invention provides a printer

for printing packagi ng associated with a

phar maceuti cal product, the printer being for:



of coded data portions, each coded data portion being
indicative of at least the identity of the
pharmaceutical product; and, printing the packagi ng
by printing the coded data and the visible
information. 10 Optionally, each coded data portion is
i ndicative of at |least part of a signature, the
signature being a digital signature of at |east part
of the identity, and wherein the printer: determ nes
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plurality of reference points such that sensing of at
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Optionally, the printer includes a transaction
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5 pharmaceutical product is a possible duplicate. ‘
Optionally, the printer further perfornms a nethod of
tracki ng the pharnaceutical product, the nethod
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data from a sensing device, the sensing device being
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t he pharmaceutical product; and, receiving feedback
fromthe user. 0 -20 Optionally, the identity is
formed at least in part fromat |east one of: a coded
data portion identity; an identity




of the pharmaceutical product; an EPC, an identity of

t he packagi ng; and, an identity of a region of the
packagi ng, the region being associated with a

respective action. Optionally, the nmethod includes, in
the conputer system determ ning, using the indicating
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Optionally, the coded data is printed on the surface
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one coded data portion; a sensor for sensing the at

| east one exposed coded data portion; and, a processor

for: -22- determ ning, detem ning, using the at | east
one sensed coded data portion, a sensed identity; and,
perform ng the transaction using the sensed identity.



Optionally, the nethod includes the use of a printer
for printing the packaging, the printer being for:
determining visible information to be provided on the
packagi ng; determ ning an identity associated with the
5 pharmaceuti cal product; generating coded data using
the identity, the coded data including a nunber of
coded data portions, each coded data portion being
indicative of at least the identity of the
pharmaceutical product; and, printing the packaging
by printing the coded data a%d the visible
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sensi ng device, the sensing device being responsive to
sensing of the coded data to generate indicating data
indicative of the identity of the product item and,
updating, using the received indicating data, tracking
data at |east partially indicative of tracking
information. Optionally, the method is further used
for produci ng pharmaceutical product packagi ng,
wherein the nmethod includes, in a conputer system
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of coded data using the identity, the coded data

i ncl udi ng a nunber of coded data portions, each coded
data portion encoding the identity; and, at | east
part of the signature, the signature being a digital
signature of at |east part of the identity; causing
printing of, on the pharnmaceutical product packagi ng:
at | east sone coded data, and at |east one of., the
identity; and, the serial nunmber. 5 Optionally, the
method is further used for dhépen3|ng t he
pharmaceutical product, the t hod including, in a
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igna ture, % sighature being a digital signature of
ﬁ“@%ast part of the identity and being encoded
within a plurality of coded data portions, wherein the
nmet hod includes: in a sensing device: sensing at
| east one coded data portion; and, generating, using
the sensed coded data portion, 30 indicating data
indicative of: the identity; and, the at |east one
signature part; in a processor: determning, fromthe
indicating data: a determ ned identity; and, at |east
one determ ned signature part; authenticating the
phar maceuti cal product using the determned identity




signature to thereby authenticate the pharmaceutica
product. Optionally, the secure data store forns an
internal nenory of the processor. -24- o Optionally,
the method includes, in the processor: in the sensing
device: sensing a plurality of coded data portions;
and, generating, using the sensed coded data portions,
i ndicating data indicative of the signature; in a
processor. determning, fromthe indicating data, a
det erm ned si gnature; detern1p|mg, using the identity,
a key; generating, using t & det er mi ned si gnature and
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dosage. Optionally, the nmethod includes displaying at

| east one of. results of authentication; tracking

i nformati on; and, product information.



Optional Iy, packaging includes at |east one of. a
blister pack; a bottle; a bottle |id; a |abel; a box;
and, a leaflet. 0 -25 Optionally, the coded data is
substantially invisible to an unai ded human.
Optionally, the coded data is printed on the surface
using at | east one of. an invisible ink; and, an

i nfrared- absorptive ink. Optionally, the coded data
is provided substantially coincident with visible
human- r eadabl e i nf ormati on. g Optionally, the coded

i ncl udes a nunber of coded dafa portions, and wherein
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determi ning, using the tracking data, if the

phar maceuti cal product is a possible duplicate.
Optionally, the nethod is further used for tracking
t he pharnmaceutical product, the nmethod including, in a
conmputer system receiving indicating data fromthe
sensi ng devi ce, the sensing device being responsive to
30 sensing of the coded data to generate indicating
data indicative of the identity of the product item
and, updating, using the received indicating data,




includes, in a conputer system determning a seria
nunber associated with a pharmaceuti cal product;
generating, using the serial nunber, an identity;
generating, using the identity, a signature; causing
generation 35 of coded data using the identity, the
coded data including a nunber of coded data portions,
each coded data _27- 0 portion encoding the identity;
and, at l|least part of the signature, the signature
being a digital signature of gto | east part of the
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Optionally, the nethod includes, in the conputer
system determ ning, using the determned identity,
tracking data at least partially indicative of the

| ocati on of the pharnmaceutical product; and,
determining, using the tracking data, if the

phar maceuti cal product is a possible duplicate. -28- 0
Optionally, the nethod includes, in the conputer
system and-in response to a successful
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Optionally, the coded includes a nunber of coded data

portions, and wherein at |east sone of the coded data

30 portions encode at | east one of., a location of the

respective coded data portion; a position of the

respective coded data portion on the surface; a size

of the coded data portions; a signature part; a size

of a signature; an



identity of a signature part; units of indicated
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the identity, the coded data including a nunber of

coded 30 data portions, each coded data portion being

indicative of at least the identity of the

phar maceuti cal product; and, printing the packagi ng

by printing the coded data and the visible

information. Optionally, the nmethod is further used

for allowing a user to interact wwth a pharnaceuti cal

product, the
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met hod including, in a conputer system receiving

i ndicating data fromthe sensing device, the sensing
devi ce being responsive to sensing of the coded data
to generate indicating data at |east partially
indicative of the 35 identity; determ ning, using the
i ndi cating data, at |east one action; and, perform ng
the action associated with 0 -30 the pharnmaceutica
product, the action including at |east one of
providing information to a user updating tracking
information relating to the pharmaceutical product;
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coded data including a nunber of coded data portions,
each coded data 25 portion encoding the identity; and,
at least part of the signature, the signature being a
digital signature of at |east part of the identity;
causing printing of, on the pharmaceutical product _
packagi ng: at |east sone coded data, and at |east one
of the identity; and, the serial nunber. Optionally,
the method is further used for dispensing the
phar maceuti cal product, the nethod including, in a
conmput er system receiving indicating data fromthe
sensing device, the sensing device being responsive to
30 sensing of the coded data to generate indicating




using the indicating data and from a di spensi ng

dat abase, at | east one criterion for dispensing the
phar maceuti cal product; and, causing the
pharmaceuti cal product to be dispensed if the at | east
one criterion is satisfied. Optionally, the sensing
device is for use wth the pharnaceutical product, the
sensing device including: a 35 housing adapted to be
held by a user in use; a radiation source for exposing
at |-east one coded data portion, a _31.0 sensor for
sensing the at |east one exp&%ed coded data portion;
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phar maceuti cal product, and 15 wherein the nethod
i NogticrdiShe coded dara is gbspuikitylinveiste ermaidedowdny i ng i ndi cati ng
data from a sensing device, the sensing device being
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i n@liopdinag data indicative of the identity;
determining, fromthe indicating data, a determn ned
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exdislolydg. phar maceut i cal products. Qptionally, the

nmet hod i ncludes, in the conputer system determ ning,

using the indicating data, a current 25 |ocation of

t he pharnaceuti cal product; conparing the current

| ocation to the tracking information; and,

determ ning the pharmaceutical product to be a

possi bl e duplicate if the current |ocation is

inconsistent with the tracking information.

Optionally, the nethod includes, in the conmputer

system determning if the current location is
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30 Optionally, each coded data portion is indicative
of at least part of a signhature, the signature being a
digital signature of at |east part of the identity,
wherein the indicating data is at |east partially
indicative of at |east one signature part, and
wherein the nethod includes, in a conputer system
determining, fromthe indicating data, at |east one
determ ned signature part; and, authenticating the
phar maceuti cal product using_t determi ned identity
and the at |east one deternite signature part. -32-0
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respective coded data portion; a position of the
respective coded data portion on the surface; a size
of the coded data portions; a signature part; a size

of a signature; an identity of a signature part;

units of indicated |ocations; and, at |east part of a
data object, the entire data object




30 being encoded at | east once by a plurality of coded
data portions. Optionally, the data object includes at
| east one of: Miltipurpose Internet Ml Extensions
(MME) data; text data; inmmge data; audio data; video
data; application data; contact data; information;

busi ness card data; and, directory data. -33-0
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pharmaceutical product; and, printing the packaging

by printing the coded data and the visible

information. Optionally, the nethod is further used

for allowng a user to interact wwth a pharnmaceutica

product, the 30 nmethod including, in a conputer

system receiving indicating data fromthe sensing

devi ce, the sensing device




bei ng responsive to sensing of the coded data to
generate indicating data at |east partially indicative
of the identity; determ ning, using the indicating
data, at |east one action; and, performng the action
associated with the pharmaceutical product, the
action including at |east one of., providing
information to a user; updating tracking informtion
relating to the pharnmaceutical product; performng a
transaction relating to the 35 @harnaceutlcal product ;
authentlcatlng the pharnaceu??tal product; and,
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S|ng generation of coded data using the identity,
the coded data including a nunber of coded data
portions, each coded data portion encoding the
identity; and, at |east part of the signature, the
signature being a digital signature of at |east part
of the identity; causing printing of, on the
phar maceuti cal product packagi ng: at |east sone coded
25 data, and at |east one of, the identity; and, the
serial nunber. Optionally, the nethod is further used
for dispensing the pharmaceutical product, the nethod
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phar maceuti cal product to be dispensed if the at | east
one criterion is satisfied. Optionally, the sensing
device is for use with the pharmaceutical product, the
sensing device including: a housing adapted to be
held by a user in use; a radiation source for exposing
at | east one coded data portion; a sensor for sensing
the at | east one exposed coded data portion; and, a
processor for determ ning, u3|mg the at 35 | east one
sensed coded data portion, a*sensed identity. In
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system determning, fromthe indicating data, at

| east one determ ned signature part; and,

aut henti cati ng the pharnmaceutical product using the

determined identity and the at | east one determ ned

signature part. 25 Optionally, the nethod includes, in

the conputer system and in response to a successful

aut hentication: authorising a transaction relating to

t he pharnmaceuti cal product; and, updating the tracking
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i ncl udes the sensing device configured to sense a

nunber of coded data portions to thereby determ ne the

entire signature. 30 Optionally, the method i ncl udes,
~in the conputer system comunicating with a database,

the database storing data relating the pharmaceutica

product, including at |east one of., authentication

data, including at |least a key associated with a

signature, the signature being a digital signature of

at | east part of the identity; &nd, product data, the

product data being at least partially indicative of
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Optionally, the digital signature includes at |east
one of. a random nunber associated with the identity;
a keyed hash of at least the identity; a keyed hash
of at least the identity produced using a private key,
and verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the
identity; cipher- text produced by encrypting at | east
the identity and a random nunber; and, cipher-text
produced using a 30 private _key, and verifiable using
a correspondi ng public key. @8- 237 Optionally, the
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action; and, performng the action associated with
t he pharnaceutical product, the action including at
| east one of., providing information to a user;
updating tracking information relating to the
phar maceuti cal product; perform ng a transaction
relating to the pharmaceutical product,,
aut henti cati ng the pharnmaceutical product; and,
recei ving feedback fromthe user.




Optionally, the nethod is further used for

aut henti cating the pharmaceutical product, each coded
data portion 30 being further indicative of at |east
part of a signature, the signature being a digital
signature of at least part of the identity and being
encoded within a plurality of coded data portions,
wherein the nmethod includes: in the sensing device:
sensing at | east one coded data portion; and,
generating, using the sensed_cdled data portion,

i ndi cating data indicative 6f? t he identity; and, the
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t he pharmaceutical product, the action including at
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20 associated with a signature, the signature being a
digital signature of at |east part of the identity;
tracki ng data, the tracking data being at |east
partially indicative of tracking information including
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pharmaceuti cal product; and, a |ocation of the sensing
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and a random nunber; and, cipher-text produced using a
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part of 20 the identity and being encoded within a

plurality of coded data portions, wherein the nethod




sensi ng device: sensing at |east one coded data
portion; and, generating, using the sensed coded data
portion, indicating data indicative of the identity;
and, the at |east one signature part; in a processor:
determning, fromthe indicating data: a determ ned
identity; and, at |east one determ ned signhature part;
aut henticating the pharmaceutical product using the
determined identity and the at | east one determn ned
signature part. 25 Optionally, sthe nethod is further
used for authenticating the pharmaceutical product,
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pharnaceutlcal pr oduct packaglng at | east sone coded
data, and at | east one of the identity; and, the
serial nunmber. Optionally, the sensing device is for
use with the pharmaceutical product, the sensing
device including: a 15 housing adapted to be held by
a user in use; a radiation source for exposing at

| east one coded data portion; a sensor for sensing
the at | east one exposed coded data portion; and, a



of di spensing a pharmaceutical product, the

phar maceuti cal product being associated wi th packagi ng
havi ng di sposed thereon or therein coded data, at

| east sonme of the coded data being indicative of at

| east an identity 20 of the pharmaceutical product,
the nmethod including, in a sensing device: sensing at

| east some of the coded data; determ ning, using the
sensed coded data, indicating data at |east partially
indicative of the identity; an®, transferring the
indicating data to a conputér®system the conputer
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the sensed identity and the at | east one sensed
signature part. Optionally, the pharmaceutical product
is authenticated by at |east one of the processor and

a conmputer system which: determ nes, using the

sensed identity, a key; determ nes, using the sensed
identity and the key, 15 a determ ned signature; and,
conpares the at | east one sensed signature part and

the determ ned signature to



t hereby aut henticate the pharmaceutical product.
Optionally, the entire signature is encoded within a
plurality of coded data portions, the processor
determnes, froma plurality of sensed coded data
portions, a sensed signature, and wherein

phar maceuti cal product is authenticated by at |east
one of the processor, and a conputer system which:
determ nes, using the sensed 20 identity, a key;
determ nes, using the sensed siegnature and the key, a
deternmined identity; and, coffpares the determ ned
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15 data; image data; audi o data; video data;
application data; contact data; information; business
card data; and, directory data. Optionally, the coded
data i ncludes at |east one of., redundant data; data
allowi ng error correction; Reed- Sol onon data; and,
Cyclic Redundancy Check (CRC) data. Optionally, the
digital signature includes at |east one of: a random
nunber associated with the identity; a 20 keyed hash
of at least the identity; a %eyed hash of at |east the
identity produced using a private key, and verifiable
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| east partially indicative of the identity;

determ ning, using the indicating data, at |east one
action; and, performng the action associated with

t he pharnmaceuti cal product, the action including at

| east one of providing information to a user;
updating tracking information relating to the
pharmaceuti cal product; performng a transaction
relating to the pharnaceutical product; authenticating
t he pharmaceuti cal product; _20 and, receivVing
feedback fromthe user. Cptl%naﬁly t he sensing device
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depemaly hedrifsiigraetiea st rartialig (pdignti @y 4n dasify| of the sigppgire fragment, the
S @iAGiiei PenlQ Yding BasddSn &t ekist dREIE ang@e chepdep eirhindire malaast prebetretbodsd data

d %Er@&n%ﬂ ddGioRlof RO S RhshnEseddd Rddb it pofidn the suphR@r maceut i cal
product packagi ng, wherein the nethod includes, in a

C HiRMIuE the PSS iSHes ru@tﬁ@ioﬁ(ﬂu@@ydteﬁddn@a&nipﬂgg thekadkioed ﬁ/dfnﬂmlci's RGuest to

sensi devl: G ener ) RERSLANY device being responsive to
sgrlr%ti[%%mo%e ‘ﬁeﬁeéodedd data to generate indicating data

éloga%% {hé/ rﬁcthgj m&J&E IJI 9&%&4 ég'sten{j %Eeﬁ'rnm %hﬁl:‘&.on fe&u%mthg n@.lest being at
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b éie megification Fequgst 2 dytraminefl dlbrbity; deterniining bing dhe eppicateqiion, thydignaqug fasgent
t b, yirasenm epatuiigate dprmoddiodnty ands sig@bf«cigeni ng, usi ng

the tracking data, if the pharmaceutical product is a
possi bl e duplicate. Optionally, the sensing device is
further used to performa nethod of tracking the
pharmaceuti cal product, the nethod including, in a
conputer system receiving indicating data froma
sensi ng device, the sensing device 10 being

responsi ve to sensing of the coded data to generate

i ndicating data indicative of the identity of the
product item and, updating, using the received

i ndicating data, tracking data at |east partially

i ndicative of tracking information. Optionally, the
sensing device is further used to performa nethod of



packagi ng, wherein the nethod includes, in a conputer
system determning a serial nunber associated with
15 the pharnaceutical product; generating, using the
serial nunmber, an identity; generating, using the
identity, a signature; causing generation of coded
data using the identity, the coded data including a
nunber of coded data portions, each coded data
portion encoding the identity; and, at |east part of
the signature, the signature_, bging a digital
signature of at |east part 672t he identity; causing

pr bfﬁm’laﬂghe(ﬁfethodqm:!uﬁep% RNBEIIRGRMN CBhninkE, AGtd @k deRfl RGHRG key;
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I eSpans ihvdendnee bsigygisintsisoturdobre lerered thaliddndly; brd 2 gaipre Figttee.
indicating data at |least partially indicative of the
i d@mtojhtryroad dhert B prdsani irveptionurdigegicotied data fo dhspesalton ¢rdp adufec, T raded data
f r RERdAe SiuBRE TS HatE pdtRRAGEE coded dath GatRh bedE @ I8 patt@Iyii@iatifedr: an
dl §Ql 3hd1Y &t &2 Q HEB@ ﬁlUII Q‘@J bedd) Lig ata'gg at 1da@phst oA identi
Tﬂg{ﬂ&ﬁ%ﬂ%hﬁgﬁﬁﬁyogua? to bé ﬂ spghsed i f %ﬁe at ¥
P S one criterion s satisfied. In-an el eventh

b r 8pnfmaliy eac{;ncodeﬂed tzp po§'§nexp%/tw!]easppa9 QBI: QPan{% 09%/1 ﬁag %&-ﬂoﬁ 1%& hﬁ'y%atggortlon

Vel % Jé d d £ g g t Phse stmn
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f r agerretioniqsativshepadion of e ‘iﬁ@‘?sl??@dmac‘lﬂfddi““tpa’l"°”3| gnat ure of
at least part of the identity; determ ning, using the
15ve?wwwgéFP@ﬁ”?%ﬁﬁﬁ@?“mémﬁﬁﬁﬁmﬁ*ned i dentity;
det e iR T SiEDREWkGsdet erm ned identity, and
froma database, at |east one criterion relating to
verification; and, conparing the received
V e dkdnpiabfiti® freder@ GpuBeoh will@ovt R @esaibed| Wi reroste the acfompaniing drawings, in
anghigausi ng the object to be verified if the at |east
one criterion is satisfied. tlonaIIy the at [ east
onfdeues s preerams ofie dqcupest dciudips Hyrenape] noogifE at | east one of a
nunber of received verification requests; a rate of
20 ¢ ciiguiey 8 P SFEPF pfip Y81 Brinrasdg aitts, “Y%Wae‘ deet p et
recei ved verification requests. o0 Optionally the
| i guge 3 js & fuphereraale ofisve BsTERctne gt %&T‘we@ag flocie ogfeethe
identity of the object; the signature; the signature
fr%@ﬁéﬁﬁﬁﬁﬁﬂvgfﬁFP%%TFﬁn request source; and, the
Aect CptlonalL% the limt is proportional to a size
g é 3P gt ai e r Ag et e BpYTOIfAl 19 the net hod
|ncludes in the conputer system deternlnlng, usi ng
tH@wVéFFT?ﬁ%*P%%”?é%E&%F““ﬁ“F&ﬁh@?? 5 history
i ndicative of a nunber of reV|ousI recei ved
= v eiEF - E4t TR Pyt st %“*B”%%ﬂa e upjt gl P?F@éﬁandi ng limt;
determ ning, using the verification request and t he
r SIBE L PP Pe Bh PR PEEE bR YMafFd, causing the
object to be verified if the request nupber does not
eXeet srHEwE P8 SPS HETT e FP R e Bt 8K A% he met hod
|ncludes in the conputer system and in response to a
VJEP?F’%FF%%”?%&%%%TSmTﬁ%ﬂﬁWﬁﬂ?““?ﬁ@“?%quest hi story.
10 Optionally the request history is indicative of the
timng of the received verification request.
Optionally the request history is associated with: the
identity of the object; the signature; the signature
fragnent; a verification request source; and, the
object Optionally the method includes, in the computer
system verifying the object by authenticating the
obj ect
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using the identity of the object and the at | east one
signature fragnent. 15 Optionally the verification
request is at least partially indicative of an
identity of the signature fragnent. Optionally the
object is associated with a surface havi ng di sposed
thereon or therein coded data including a nunber of
coded data portions, each coded data portion being
indicative of at least the identity and a signature
fragnent, and wherein, in regpoxse to sensing of at

| east one coded data portion,” ‘a sensing device

g eﬁ&_&@{ &3n ex;nl?tﬁ oMﬁroHJniatfbﬂ-gnhi@ﬁlg kREYeston co?egdor@tfd_r @E‘@;l éro)lg dr Pigure
verification request is at least partially indicative
of an identity of the signature fragnent, the

fr t identjt ejn S . t one of a
nuH%%FQ5ﬁg%ﬂg%mﬁ%?ﬁ?%wgﬁg%Hﬁgﬁggg?&%lgqiensed coded

ggéﬁggu‘g éal?%ant L O or A hue ol O bl OB .0, fm@ B brodp §Ahe ANE

coded data portion on the surrace. Optionally

t hod i ncludes, i nMput er system only

Foﬂ%??%ﬁamfﬁgg?éggﬁvg?ggé$§ﬁfgﬁti;n rquestt;o tgg at
S ne criteri ar i yerification

Cg?u%ﬁ%FFym?ﬁegﬁggﬂ%%”%ncf%%égf ?nea conput er system

feﬁ%}tevé.gg,ex y:g.g/ftmlfain &Jegpggugg%%mhn@of;?%mést bei ng at

| ea parti a ndi catrve of an 1denti f the

Oﬁ&ﬁgﬁiEQR&%ﬁ%§$@Q§E'&ﬂm&f-a a signature fragnent, the

si ghature raghent being a digital signature of at

'%%ﬁkiQQE&mﬁ£m&Q§akgﬁ&&kFyi,aﬂd a random si gnat ure;
det'erm ning, using "the verification request, a
deFtig%reIIBipaggcaﬂn;ﬁ’e%?&nIitznys;ignaqgo%&%daél;ng’ usi ng t he ] ]
concat enation, the signature fragment; and, verifying
t N8 Q8 66 Luahitd P8 LA HELAEID NBLmI-A8ALELY and the
sid%atdre ?ﬂgéﬁgﬁ{. f%i%ﬁb Cﬁ?ioﬁalli the net hod

I W‘;glurlc’gﬁ?c'am eﬂmﬁb]etohﬁhmﬁ&ﬁﬁmﬁy&b%ms; det er m ning, _USl ng
the determned identity, a key; generating, using the

dat ek M 080k hHeRtldw, ARGil-Re=ke), a generated
signature; conparing the generated signature to the

C GGRILHALRR. I Dnfknb SLBRYmlBRALLLY and authenticate the
signature fragnment In another broad formthe present

| R0 OR LRhAVir08s: Sadndndata das di sposal on or in a
surface, the coded data 5 including a nunber of coded
datgre POK bnicRARSe of R36dI P& CERM g ARkL@ROr ti On encodi ng: an
identity; and, a fragnment of a signature, the
SifpRabal £ R@pI@ncpagd P@istaidling BleGiatatsie; Of at | east part

of the identity; and a random signature. |n another
bregaelaf 9h@Rahbieor PHypseRLagicAY @itinon provi des coded dat a
for disposal on or in a surface, the coded data

| GpLbigh PG camplibemn dscogad data portions, each coded
data portion being at least partially indicative of an
| GRRE ot iYan edkpld EAFErmichia@NE Biss @ Si gnature, the
signature being a digital signature of at |east part
Ofrighrb . it £ @atiid oy in ObjR&DATIEkion, Bwrd@ shd A@gleg@ibn dab@izgdted dat a
on the surface. Optionally each coded data portion is
atrighr€RSt an Pdhild ddnlopied: NdlinBgtidael@kiagantlat @ porti on
identity, the data portion identity being unique for
eaghe 2068 chaBdd BscpfF fidsORgrant; he data portion identity
bei ng indicative of the position. Optionally the

C @R@eha0adh Scamte inSPREL Gt A¥i@Emi N the surface using a

| ayout, the layout being indicative of, for each data
portion identity, the position of the correspondi ng
coded data portion. 15 Optionally the signature is
generated using RSA encryption. BRI EF DESCRI PTI ON OF
THE DRAW NGS An exanpl e of the present invention wll
now be described with reference to the acconpanyi ng
drawi ngs, in which




Figure | is an exanple of a docunent including
Hyper | abel encoding; 20 Figure 2 is an exanple of a
system for interacting with the Hyperl abel docunent of
Figure 1; Figure 3 is a further exanple of systemfor
interacting with the Hyperl abel docunent of Figure 1,
Figure 4. is a first exanple of a tag structure;
Figure 5. is an exanple of a synbol unit cell for the
tag structure of Figure 4, Figure 6. is an exanple of
an array of the synbol unit cglI% of Figure 5; 25
Figure 7. is an exanple of synbol bit ordering in the
unirteuwe®l it 8 exahplddf gulidID mhee clbsh gagre@; 8. i s an exanpl e of
the tag structure of Figure 4 with every bit set,

Fi gighre359s an b@mdvf BikiaiKey st Ofss diaagm;t ypes within a tag
group for the tag structure of Figure 4; Figure 10.

i S Fiite BXoaTphidploaf a TGRE Artudicsr dasddiagrgn; of t he tag groups
of Figure 9; -53- 0 Figure 11. is an exanple of the

Or IFRat Al 20 Frarhpthf T@ding g Teyking Digecd8agdmedn codeword R for
the tag group of Figure 4; Figure 12. is an exanple
sof Fgurt BOgeh cxararibafOiyglerifvelsoermickeechtcog gr oup of Fi gure 4;
Figure 13. is an exanple of distributed codewords B,
C, Figuwenads drgxarfipterof 4 dasg rebig: gr oup of Figure 4; 5 Figure
14. is an exanple of a layout of conplete tag group;
Fi glgeetlibn exivapleaha lendiaiphiginvefarar. code word for the tag
group of Figure 4; Figure 16. is an exanple of an
alternative tag group for the tag structure of Figure
4; pefii0us sestéprTioN oF BEORAV RNl e of a tag structure;
Figure 18. is a third exanple of a tag structure; 10
Fi ght@malOuifaSe cadihg @4AMIF £derl piadi tiing 6MBgS EGNNES didoes BldjnEI6dation in the
10 nmo g]gle ’Ear.l% ltag HE @ncngs in %onﬁ&tlﬁ%%}a@nt%&s m@rﬁﬁér @Ib@ |regitna(g§amlng the tag.

a B\ tllze%erpagef sys%m tEe region e:catly COIT! porals 4] lﬁl en !&xgH oﬁhe@geﬁ &ﬁﬁp such as one

ma I ca istri utlon process
F| @jﬂfr"%“?"?"fpf‘%’ an exanpl e of Scanning at Ret a| I er
i nteractions; qgure 23. is an exa

Sc gwﬁrfahebis rhﬁ fdéﬁ"’&?f‘t SlﬁNﬁpé'x%eéTgf for usellg ur'-x_c*u n%w édelé-lﬂcatlon for g?vlde variety of

ex eprfshtinsgfcludipgf fequrify d‘E‘s’éf%erPf"f?@‘m} ﬁ‘tleé‘r“é"d‘w FoLARe =g =Nk Feg““‘y supermarket
15K gupmaioR Biteraptige @rpvue Jebatspvab-bevsing dib aripied PefiresSepen bAsad gmail, and many

I nbksactions; Figure 26. is an exanpl e of netpage Pen

Scanning interaction details; Figure 27. is an

ex aiml Mempfm @igitkly PRt al@blody Aghia| 086 sublkd g afgmbdriof) phhding A8, patent

| S apfitatfont mu% RéN fordof A1) lltyaerlﬁﬂcla&§ arblhrAed AP sdQankrditg b Brire Qrface,

'_Ssua&s gﬂmom& bk pol;La.f gm.géésuta? Abkagh? o6l fmmqi ?&r &Y beinting the
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20 0 glﬂglmzﬁd ﬁ:ﬁ)&mgdaﬂ,o& é’gtsflbétﬁltec as’% in -re‘ilect;ve therju: eq grivelengths
i sang hencéﬁaﬁ%;pé inyisible tq lhejyjn@,:aﬁye lg&%wﬁfl)hsgnsq_qlbgi s&xc&;taﬁ |1r151§e§ensor with an
di £ ve LT filtpr] @mal@w@@achmegea@bie g&mt o begheodeg eparpdarae edrtgeg af the note or
di S§F @ifce, withing bikiBe 3Bt od tBe oBiEInabo@ FEtl oLerPhhics &idre® D} €@ bing Hebr laGinage
i éltsorqmgﬁ @mags on any part of the surface to performs associated actions, such as validating each

25 individual note or item.

An example of such a hyperlabel encoded document, is shown in Figure 1. In this example, the hyperlabel
document consists of graphic data 2 printed using visible ink, and coded data 3 formed from hyperlabel tags 4.
The document includes an interactive element 6 defined by a zone 7 which corresponds to the spatial extent of
a corresponding graphic 8. In use, the tags encode tag data including an ID. By sensing at least one tag, and
30  determining and interpreting the encoded ID using an appropriate system, this allows the associated actions to

be performed.



O -54 Figure 34. is an exanple of a valid ID range
class diagram Figure 35. is an exanple of Public Key
Li st class diagram Figure 36. is an exanple of a
Trusted Authenticator class diagram Figure 37. is an
exanpl e of Taggi ng and Tracki ng Cbj ect Managenent; 5
Figure 38. is an exanple of a Hyperl abel supermarket
checkout; Figure 39. is an exanple of a cash register;
Figure 40. is an exanple of a handheld validity
scanner. DETAI LED DESCRI PTION ©F TII. DRAW NGS The
hbtpage surface coding consi'sts of a dense pl anar

t I nI oqgex g‘e a@a%?hap 1?@ I?o (}ea':g F%gt%gtﬁestagg Sn%eQMIaLep&@uInlmpﬁsch 511 the ID
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t y pi iwadctivy clanons @dporbden preextifld Thyst ip thigexgnptegivtelemsnt Gthige zone 7 which
st ag@%ﬂon&‘lﬂ' ﬁﬁ@ﬁal cBeAEST 2 A& rePBing dsdpiles. ofis éﬂov&h@&ﬂputﬁfsysﬁxﬁ pAifiterpret

Hy RRLLBR Ghn dedypb At AdARL.at i on of the Netpage tags for
use in unique itemidentification for a wide variety

Of 1n pBiRY ihdictlnl QASqued HCIDUADIADWIBS Qi fak Sl o HQE ERUs the exact position of
pr 91£ Eg Bnl tgg:m%(per%pdl E&Jmeﬁt LA lﬁLtMned BH@[hDB%ﬁ&dt I]'f'eq:l)snigrﬁ&yﬁéntby used to
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10 ) a deaiPth R | | and many ot her s USI ng Menj et TM di g| t aI
printing t echnol 0g g I s the subject of a numb
of B RusfHT g e & HUEs %ﬁt‘ e%‘ib“ﬁ‘i ‘i’“&‘éfhf Bh& =PI TG issie 2 egion
10¢f40 vocwlz )0 be Wmc} o dic 28 a@émea?l@vamaqltlﬁlt e %tpm the region may also
S ubStdgandd). &l thigeasathe dminient desgiptiof @T i, used B dtmimShetherglgeagion doresponds
dog weRRd of mld@nkiviudines. Or phar maceut i cal packagi ng,
using infrared (IR) ink. By printing the 20 tags in

151 NAd &bn@-o8 DB Piogads iwitenolv IbK deaibe8 MYh BB © Aig@es\BAdChwhi® show how 2
| NfeksBE @nd BTt Bl b\Getpabd @ npBRKer poh i1 ALHRE iMRUE B NG bS] data on a
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are easily sensed by a soi{ -state’ | mage sensor with
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O or PG Rl B &7 B PRSI e it DR R BTy o v
| asRprk g top Aasegsnt sesveii@ oyhicl g the B aceeppdhe dagpyeent dpacrighipy. affdpiqrret the
of interkptions lyr paepeatd crcprepter Ws dagwUceed ealdsar tarePrdingsipeee d& an
V adpplick@ibnl std@r 18 2Biah cadihen bdifekin\é e chespdndip@ttien.or i tem An
exanpl e of such a hyperl abel encoded docunent, is
S e wn alterfatitel qibidighert, . thel BT, Bl Srm@X anpize printeh@ rétay piovick alyedommunicate
25 d Qﬁ‘b&rﬁtﬂﬁ) lo@a@(ﬂ Sin&id a%pl@:fnorgsiﬂ@b |nﬁlucﬁiﬂta &calor Rﬁlbtm@@:r\ldls Rd:@diy, output is
vi n%t! IMHEI tA lﬂ ﬁg prlﬁtl;hdoy @2 ge?p‘égegﬁ{tc@ It%an afl !;mgpliygdthpycpﬁ "\‘Je@@rﬁllnal and

ght lyve el ement

681%1%?:' mteraalmbcan be screenrgese%mti\}%nt%an ﬁapC Z}asF ecg FJ r(!)llﬁlar fhe t h e s pat | a|
eﬁ%‘éﬁ ey hyg:aerlab gnourserrse rse s?ep q-;thng re%slr?ﬁ%xh er811 \Lhth lés%c%lates e uscgr %§ an

udi ng sensin
BT A S g D4R R PR LT e il o o of e
30 erigerded DR groan PHppifep i diesasirdrenitc it ?P Pafrwe}vs
the associ ated actions to be perforned. -55-0 1In one
e ERPRETE  docgmants e grpatidsy (el 2t B et isteea 'Ry Bt s Grstire o te
t depgmaphsetvin g 0-h Pisalequaipe bervet 0@ Wrremites 3 dlaremenifesctiten 4nfhthen records an

association between the document description and the ID, te allow subsequent retrieval of the document

description using the 1D,



encoded within the tag data. The I D can al so be used
to reference a docunent description which describes
the individual elenents of the hyperlabel docunent,
and in particular describes the type and spatia
extent (zone) of interactive elenments, such as a
button or text field. Thus, in this exanple, the

el enent 6 has a zone 7 which 5 corresponds to the
spatial extent of a corresponding graphic 8. This
all ows a conputer systemto |nt%rpret I nteractions
wi th the hyperl abel docunent?®1n position indicating

t e h g‘? % & ted ‘L he%eralte[a.egag 939?9 & qml% Eeg# A% En Iﬂlgre Ee@g be%@tbgforg &13 u%%th: is

osSition Q
BUNRLAL ol AR t he : ag ap.

The position can then be used to  determ 5 er

t hEacré%ig 88‘6an§& b)i %pa?)ea'nsvrhtcp 60{1(@16& tlw?] k[&ds 2f eﬁ@engf eéﬁrst kind of element is a

i nter-deedsgiov e erpritcatfdingrinapre! arodd et and g™ BersErertjst 4sBriion of
5| nthoty tegtinfamaldihe @tohd tdpd biethei iguragrodot. Beh hddoderrendietl vand dfit Fit by

t hi ple@@e Sladsaceal | Ows the presence of the tag in a

region of the docunment to be determined fromthe tag

Maphe (ke ishrple@itdd\bR hp Qo8ddtsiraed iOfuch ey hsag) ok ithd 1A atqli@s by an optical
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t h%agemnfp.cgg Glch Bln0, chg@mgsmﬁ&%gd L. fgh gy ne whet her

orres on e zone of an interactive

el ﬁ'ﬁe'ﬂl%per&%e? syst?]m & ]ng(}])l tyﬁlcaq)ly COTIE E(%ldsgg REGRRe Waxju lnnrg Whug %em ortoa

descri ur es cqm pf
hotif*2Y &|PLT #Y “’aé'iﬂ"’béD F"ﬂ"’?%@ ' 8F APSF " Mt tF o °§’ &y Gy the following
hyfrepsioaye| refisan itero P24 5| 1 (oF Hrely Jesp sithire H"df”ﬁaé‘ “&gotéfééf’e item D
dategesioms @ the pein®-ed hyper | abel docunent 1, such as a
security docunent, |abel, product packaging or the
| | WesurfEhredifpyyyiesiched krafat 4p eqquisltQd fiddefigavdarig eqopgl) toguprapiey aggpysition of an
15 ar @fte 2R PR SEUAISO Euaditd o @itRE bidhellD gf tikade@n colthi@ngliy perdcab@bn of
petgc thQtJeIf gﬁéﬁﬁ&s 1h§1enﬁ§§gg ma@geng@E@usttth \@[ﬁlﬂ aE ﬁﬁl@ as well as other

I ntg ch%'?(g dagnrhg ugﬁ %aing{ﬂeréf(}e Eu%@snasﬂ%sﬂaé 96%(:8 tl) Gote a re_gmn ID and a tag

o et A BB e o RGBT
setittéPfhe interaction data, via a network 19, to a
docunment server 10, which uses the ID to access the
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hyperl a n-users regl st regi stration ,
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provi ding the sensing device identifier as part of the
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i dentid.fi ed, allowi ng transactions or the like to be

performed. Hyperl abel docunments are generated by

having an I D server generate an ID which is

transferred to the docunent server 10. The docunent

server 10 determ nes a docunent description and then

records an association between the docunent

description and the ID, to allow subsequent retrieval

of the docunment description using the ID. -56- 0 The

IDis then used to generate the tag data, as will be

described in nore detail bel ow, before the docunent is



printed by the hyperlabel printer 601, using the page
description and the tag map. Each tag is represented
by a pattern which contains two kinds of elenents. The
first kind of elenent is a target. Targets allow a
tag to be located in an i mage of a coded surface, and
all ow the perspective distortion of 5 the tag to be
inferred. The second kind of elenent is a nacrodot.
Each macrodot encodes the value of a bit by its
presence or absence. The patters is represented on the
coded surface in such a may 45" to allow it to be

acﬂgulrer7esﬁows M%o cﬂrm% Q} &e%% wnlh Q? lnorl] %lt §e¥o 1%&&&@1%c&npwnhm a symbol; bit

par nar
PGt nr OV R e domn e SRR e Fool e orenaio
t ygfiaatidur spntionititd the e & irdireeddy the asasatians plriky fajel ﬁé‘l‘“"r YRSl dhre e
Nedidgraind il @wea T th BricutatidOof [alh syinbres Wityip @ pdrdhe| seesins blaim tietheve the same
sr eg'ie%on'; YRl iy 68bH B3 SRES vedn@cldsbfo Gikdlmacr@me @F. an
entire product item or to a security docunent, and
t h@nl}f RGOtk I BRI SRORESn bR snlbe uiﬂil:ipﬁﬂdl@ Tihd squdic biine 6@ Eymbol is -

C | g&i i s bommte,l? % nfmg 'aLagyvaJegatc el smur% §1* ace;g wﬁre &8 exyﬁ muscmtlgrmows
a"‘l’aﬁ%a“ﬁ"iDZ M gl‘ﬁh 3 n?tr%t's}!”b@ﬁ%'s r?)c i ﬁgwﬁggﬂgogmﬁ' ks sg
S U%f an & odi nlgzl cgrgxla.rdwr rnl%% di?r(n)ete!; (I)} 259 salg]owg\%rqyfs §|!0&4d90r1rary in snfze by

gt S UTEW AT §e” enbdu Antee acquisition o
10 o n%10% Breqsding forths capapiities &f tie &"r”@%"“’é l‘?@[fﬂj‘ﬁe fFGiar ant ee
acquisition of the ID of the region containing the
t ady edpapiadiy figrr uit 2 npree! fiager of 8@% HORFRT At Ay to vary In size by
aCH0t: sdedrding b the kapiblides blatg ‘deyicd wd toghrofmeerriretsal  posi ti on
within the region, as well as other tag-specific
data tag fdaen iS dlloded @evarg DAzl gy iphey eh arogling ld towepatdlitis@fihy dagee vsed to
deM&dﬁ@ e Qar@ye. bl G &iadin 61 kh® Rordida) sBalChs Rcckddqin o Gffidhth BMullow accurate
Qﬂm%qBﬁkﬁl Jsocal interaction with a coded

uttace, 'e.g. uring a "click"™ or tap on a coded
S uEacP?s?rﬁoo] sm H th@mgmme%pl:zg&e mﬁnag@u.n rqé)eri'.ga Eg(fh ]agél Iofls%{s antphat?@gpref' 1X
str ures can be used, and sone exanples will now be

deBeH1"BEE ™™ FI RST EXAMPLE TAG STRUCTURE Figure 4 shows

the structure of a conplete tag. Each of the four

black circles is a target. The tag, and the overal

pattern, has four-fold rotational symetry at the
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vd#?wﬁymwﬁfﬁﬁmﬁﬁéﬁr Wiied P@ t he capabllltles of the

devi ce used to produce the pattern. 30 Figure 6 shows

an_arra f ni ynbol s. The nmacrodot
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I's ordering I's relative to the orientation of the
synbol. The orientation of a particular synbol wthin
the tag is indicated by the orientation of the | abel
of the synbol in the tag




diagrans. In general, the orientation of all synbols
within a particular segnent of the tag have the sane

5 orientation, consistent with the bottom of the

synbol being closest to the centre of the tag. Only

the macrodots are part of the representation of a

synbol in the pattern. The square outline of a synbol

is wused in this docunment to nore clearly elucidate

the structure of a tag. Figure 8, by way of
illustration, shows the act lepattern of a tag wth
every bit set. Note that, in %Tactice, every bit of a
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square. Each tag therefore 20 has one of four
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nRFPSPEYNELE™S in order of increasing significance. 0
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t he qulig position code is 4, hence its_
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shown in Figure 11.



LOCALCODEWORD The tag | ocally contains one conplete
codeword which is used to encode information unique to
the tag. The 10 codeword is of a punctured 24-ary
(13, 7) Reed-Sol onon code. The tag therefore encodes
up to 28 bits of information unique to the tag. The

| ayout of the |ocal codeword is shown in Figure 12.

DI STRI BUTED CODEWORDS The tag al so contains fragnents
of four codewords which are distributed across the
four adjacent tags in a tag 15egroup and which are
used to encode information ¢cdhmon to a set of

cont i - E rd is of a 24-ary (15,

11 eﬁ’ggh- g%'%qn?)g rx@%g?lﬁ%w?our adj acent tags
th&ﬁqfore t oget her encode up to 176 bits of
informati on common to a set of contiguous tags. The

| ayout of the four conplete codewords, distributed
across the four adfacentxthgs in a tag group, i s shown
in Figure 13. The order of the four tags in the tag

gr O prdé as thel fglowig gédnatpraoltnbra@nabr der of the four tags in
Figure 9. 20 Figure 14 shows the |layout of a conplete
t agQ@r oup. REED- SOLOMON ENCODI NG LOCAL CODEWORD The

| ocal codeword is encoded using a punctured 24-ary
(13, 7) Reed-Sol onon code. The code encodes 28 data
bits (i.e. seven gynbelsyhand. 24-#edundancy bits (i.e.
six synbols) in each codeword. Its error-detecting 25
capacity is six synbols. Its error-correcting capacity

51 SpitRe@e Gyielss. As shown in Figure 15, codeword

coordinates are indexed in coefficient order, and the

d afhadigyibptedspddesyds feencoped g g -2b S 1OGEERRTI" Biie The Fodfepoodseyte date
Thiets 6.0 dlieves smbplsPand | §reduddiney Bl (Rded syBbidisbineack edaterd.\if ertor-felzgsing
I edabifl @ Riykyr0R ltckinbrabrR8ing @Bl € tvo syhies. r enoved

coordi nates are the nost significant redundancy

C Ompadihord adoRifates Qre indda& il EfiGatb@ieas tht hue bt GlddribgMolivgs the codeword bit

10 Prddfidzi ve polynomnal: (EQ 1) p(x) = x4+x+ 1 The

15

20

code has the follow ng generator polynomnal: (EQ 2)

g (%) cotle hgs)ght sﬁ} ﬂr?ﬁﬂiiv@;%_ﬁmominal Gs?(ﬁb@o%e)l codéwvorPbo] Rl BUTED _
CODEWORDS The di stri buted codewords are encoded using

a'&é@&ﬁ%ﬂéhﬁmmé;%ﬂﬁgaﬂm§ﬂﬁ9nnn code. The code encodes
44 data bits (i.e. eleven synbols) and 16 redundancy

bikss(i.e. four synbols) in each codeword. Its
error-detecting capacity is four synbols. Its
error-correcting gapacjty.lgyt wo, ynbols. Codeword
coordi nates are indexed in coefficient order, and the
data bit ordering follows the codeword bit

TAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labeiled x and y respectively. When the positive x axis

points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the position

of the centre of the target closest to the origin.



10 ordering. The code has the same primtive
pol ynom nal as the | ocal codeword code. The code has
the followi ng generator polynoninal: (EQ 3) g(x) =
(x+a) (x+a2)...(x+ad4) TAG COORDI NATE SPACE 15 The tag
coordi nate space has two orthogonal axes |abelled x
and y respectively. Wen the positive x axis points
to the right then the positive y axis points down. The
surface codi ng does not specify the location of the
tag coordinate space origin_gn & particular tagged
surface, nor the orientation of the tag coordinate
spacanrdiMahioncespect to the surface. This information is
application specific. For exanple, if the tagged
urface is a sheet of paper, then the application
whﬁ@ﬁDBWFﬁf% 20 the tags onto the paper may record the
actdrh ddfel SSktorRRth R SOk n@®A sur ebahd) EHB 2 ks RS tHdS @kds map
to,NQLALI se any digital ink subsequently captured in
conjunction with the surface. The position encoded in
sa tag is defi éiféh&ﬂhk% of tags. By convention, the
position is taken to the position of the centre of
the tarmet cl ] o the ori gesexipti0 0 TAO
FI ELD DEFI NI TI ONS Tabl e |

defi nes

t he=hie = et = o codi ng.
TS i AE Gt ords. 5
Tahgogsdingte ; pti on
(hits) coordinate i i di nat e of
the tag al |l ows

af j and-14m-raspes e rdinate 9
orf ?%3*fe unsi ows

mexi mum coor di Y P‘H‘é5°°’6’f‘a‘ea’b'bﬁsﬁfﬂi’9i’?é‘t“@‘f"5}’9ﬁ Om and
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the tag, 1s npm nal es onal sige of the
tag) immediately s ?%“w”%w m%ﬁmmmmga Nt er secfs an

adtive area data fri&gHeat°f eafﬁ)‘f“"‘f‘i'a YTRETRLEN ng
whet her a data fra feeqtsgn gsfivegent  see next ffield).

data fragment flag i flag indicating whether a data fragment is present

see next field).
’1’ indicates the presence of a data fragment,

[f the data fragment is present then the width of the x
d y coordinate fields is 9. If it is absent then the
width is 13.

data fragment 0Oor8 |A fragment of an embedded data stream.

encodmg format ) 8 7 Ti:le format of the encodi.l:ig.
0: the present encoding

Other values are reserved.,

region flags 8 Flags controlling the interpretation of region data.
0: region 1D is an EPC

1: region has signature

2: region has embedded data




b' 1' indicates the presence of a data fragnment. If
the data fragnent is present then the width of the x
and y coordinate fields is 9. If it is absent then the
Iwidth is 13. ata fragnent 0 or 8 fragnent of an
enbedded data stream t e.pper ngton) encoding format
8 The format of the encoding. the present encodi ng
Cher values are reserved. egion flags 8 | ags
controlling the interpretation of region data. region
IDis an EPC 1: region has S|gn%ture regi on has
enbedded data -61- O 3 &bded data is signature

a or hit+ o ~Av o~ vy Ao

rfefr—ot+t+S—at l‘coes th'ed lg be—zetro- O size ID 8
The ID of the|tag siz zZ ‘ga taﬁe present tag size the

nofi nal tag sijze isomifb'ﬁmwd%@’é*&eﬁﬁ 1600dpi, 9

dofss— mecTiougt, ITH ol Bkl 0U0TS per tag ¢ her
val ues are regerved| egion ID 96 The ID of the region

cont ai ni ng t hq tags°theﬁ"ij‘i‘ﬁ!i%%?@“@%““*ﬁés‘ﬁfs nat fire of
the region. ugh-order &dGw. Wﬁﬁé‘”ﬂ““%éd‘vﬁpﬁth of the
hijgh- or der parft of {hemxroanendy2 mastoditsiner @) coolf di nat es
off the tag. hijgh- or ek veCosaicnate O to 15 Hi gh-order

pajpt—of the xlcoordin _ -a-g—axpand-s—ihe
n:&%‘% coor di|nat’e }gﬁ'%%fél“f"g"“cgfﬁ‘ PeRiHat el y 2] 4km and
|kmmespect|\rel§6 [ Jﬁb—seﬁatﬂ@bfﬂyr@@l@or di nate 0 to|15
%@%aioordmﬁe t—of fmﬁmnfh oﬁhﬁfgw CRRhE Rkt tay expands

t he’ nmum cqor di np ues to approxi mately 2. 4km
an“B8km r espect i ve ‘V’.d“‘a“‘fﬁ&e% CRC of tag gropp data.
Aﬂm@mtdweooameﬂ d s 15aHighéréapambitiia k oiiteehthany capt ur ed

i nput shoul d be i NMedi abbsyre hOEMA LadrRad Qiuds ke

carrespondi ng {hyper ab%lpm%'ie%&knfa%sswks%&%l?t At i on.
This—also-alld O—S-¢H hal to

t EEhEEY oy Y PiEhUT HAY "RAE™ mmeﬁmm&“ﬁ?ne ef fect .
Silnce the seryer has abteriguypgogpiEcplegtor egi on
ddfinitions, élny acl i vepproximately 2.4km and 38km respectively.

CRC 16  {A CRC oftag group data.

An active area is an area within which any captured input should be immediately forwarded to the
corresponding hyperlabel server for interpretation. This also allows the hyperlabel server to signal o the user
that the input has had an immediate effect. Since the server has access to precise region definitions, any active

area indication in the surface coding can be imprecise so long as it is inclusive.

The width of the high-order coordinate fields, if non-zero, reduces the width of the signature field by a
corresponding number of bits. Full coordinates are computed by prepending each high-order coordinate field

to its corzesponding coordinate field.

Table 2. Mapping of fields to codewords

codeword codeword field width field
bits bits
A 12:0 x coordinate 13 fali
12:9 data fragment 4 30
[25:13 y coordinate 13 fall
[25:22 idata fragment 4 [7:4
26 jactive area flag 1 lall
27 data fragment flag 1 Iall




area indication in the surface coding can be inprecise
so long as it is inclusive. 5 The wdth of the

hi gh-order coordinate fields, if non-zero, reduces the
wi dth of the signature field by a corresponding
nunber of bits. Full coordinates are conputed by
prependi ng each high-order coordinate field to its
correspondi ng coordinate field. Table 2. Mpping of
fields to codewords codeword codeword field width
field bits bits 12:0 c coordinate 13 all 12:9 data
fragnent :0 25:13 coordinat€?13 all 25:22 data

fr ggrent—Ag—26—cijy . 1 f ragnent
flag | il -62- o :8 encodi ng If or mat all 15:8
region fl3§8 8 |1 rsBrfg tag siffe 1D 8fhI1  9]24 RC 16
11| 3:40 |lphgdr=ordg, eGgeT armateg 370 it (W) C 35:0
signaturel36 11 _{35-w) - (36-2u})_hi gh- brder x

cobrdi nat %% al | [°86: (36-w) ugff- order Y coordinate all
13| 36 regi@m T D B highblacklodrdinatd 1€Qgi on [ po14 5118 13:0
eglon 1D 44 5:52 LENBGDDED DATA If thp "regi ¢n has
enpedded data" flag in the redgion flafs is set then
th€ surfa@é®codin ‘hata. The data

I S} encodedzad ag

frpgnentsf_and _is eFLLcaLfd HA—-t-he-shrface—¢oding as
mahy tinme$ 58 t WEFTEY PUUB  ihe enbe ted dafa is
4 p

enfoded i @3sach alaydt hat a rfandom afid partifal scan
of pHhe—suifaee—eodiporeontainipg—theggrbedded data

cah be sufficientifo retrievelthe entjre data. The
sc@nni ng fygten1r oslBnbl es th¥ data P¥8Bm re¢trieved

f r agments,—andTeports—to the—user whemnm sufft ci ent
fragnents have been retrieved without error. As shown
inI%@%FQDyf a 200-bit data bl ock encodes 160 bits of
daifane IR nbleGidedtab onaf & e REQORE id st tehge daikecodifgaghedmbaded
of dfh, FP E‘a‘iali&%&ﬁ ing{uﬂHpcoﬁiEuo%%gJ’ maérreﬁtﬁ,l&g _@deplicﬁledan Bl face coding
square.. A tag belongs to a bl ock whose integer

as many times as it

‘ll aWa'l
1

5  The embedded data is encoded in such a way that a random and partial scan of the surface coding containing

15

the embedded data can be sufficient to retrieve the entire data. The scanning system reassembles the data from
retrieved fragments, and reports to the user when sufficient fragments have been retrieved without error.

As shown in Table 3, a 200-bit data block encodes 160 bits of data. The block data is encoded in the data
fragments of a contiguous group of 25 tags arranged i a 5x5 square. A tag belongs to a block whose integer
coordinate is the tag’s coordinate divided by 5. Within each block the data is arranged into tags with

increasing x coordinate within increasing y coordinate.

A data fragment may be missing from a block where an active area map is present. However, the missing data

fragment is likely to be recoverable from another copy of the block. ,

Data of arbitrary size is encoded into a superblock consisting of a contiguous set of blocks arranged in a
rectangle. The size of the superblock is encoded in each block. A block belongs to a superblock whose integer
coordinate is the block’s coordinate divided by the superblock size. Within each superblock the data is

arranged into blocks with inereasing x coordinate within increasing y coordinate.

The superblock is replicated in the surface coding as many times as it will fit, including partially along the

edges of the surface coding.
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10 coordinate is the tag's coordinate divided by 5.
Wthin each block the data is arranged into tags wth
i ncreasing x coordinate within increasing y coordinate
A data fragnent may be missing froma bl ock where an
active area map is present. However, the m ssing data
fragnment is likely to be recoverabl e from anot her copy
of the block. Data of arbitrary size is encoded into a
super bl ock consisting of a contiguous set of bl ocks
arranged in a 15 rectangle. size of the
super bl ock is encoded in eacﬁ b?ock A bl ock bel ongs
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sd@@rblock im Bfloc s blockdetita 160 he bl ock data RC 16
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adpreciated that any form of enhedded data nmay be

qugb i ncl udi ng2#%r|{ exanpl e, text, image, audio, 5
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dat a. SIGNATURES If the "region has signature”

flag in the region flags is set then the signature

f | RECEN ¥BWTBISns a signature with a maxi nrum wi dth of 36

bi l%ﬁe “re ila:?héétggala@et H:{g% the?feggoy ﬁig@@!;sl tyen the £1@m9m&3&mﬁﬁf signature with a
asrﬁaggnlum w1 gur e I S I ngmcall a rando nun%g%gcﬁte%km @e@@n IDina

S|n

r asﬁ“d’ﬁ m'ﬂ,s% T Sganwg ﬁéﬂﬁa"é%e“ T4 ﬁ%{ﬁt” e"g%“’ S“°h1“6 %’“‘ \rocess

d|%PM¢wm%gM®awaéﬁﬁ@§§mF¢%M1randon1events In an online

environnent the signature can be validated, in

C Ol PLTsBE feryiPnownt the SERETT SelyPeoRidpe, in ERRURriRE PR fifyresion IR &Y grgine @

Wi drder aiGessto thoseduhk@atdeecur e dat abase. If the "regi on has

enbedded data"” and "enbedded data is signature” flags

i nif ﬁh&gﬂﬁﬂ@i arhedficd éegS and e@ibgldstt dealiesgnaubp flags in the region flags are set then the
surface coding contains a 160-bit cryptographic signature of the region ID. The signature is encoded in a one-

L]

block superblock.

In an online environment any number of signature fragments can be used, in conjunctiori with the region ID
and optionally the random signature, to validate the signature by querying a server with knowledge of the full

signature or the corresponding private key.

In an offline {or online) environment the entire signature can be recovered by reading multiple tags, and can

then be validated using the corresponding public signature key.

Signature verification is discussed in more de1ail below.



Lh

10

15

20

25

30

surface coding contains a 160-bit cryptographic
signature of the region ID. The signhature is encoded

in a one- 15 bl ock superblock. In an online

envi ronnent any nunber of signature fragnents can be
used, in conjunction with the region ID and

optionally the random signature, to validate the
signature by querying a server with know edge of the
full signature or the corresponding private key. In

an offline (or online) envirgnnent the entire

signature can be recovered b 'reading mul tiple tags,
angngdir, 20 then be validated using the corresponding
public signature key. Signature verification is
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nore can be encoded using PEC s two fixed codewords,
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be encoded and pre-rendered into the Tag For mat
Structure (TFS) supplied to PEC. PEC inposes a |imt

of 32 unique bit addresses per TFS row. The contents

of the unit cell respect this limt. PEC also inposes
alimt of 384 on the wdth of the TFS. The contents

of the unit cell respect this limt. 30 Note that for

a reasonabl e page size, the nunber of variable
coordinate bits in the A codeword is nodest, naking
encodi ng via a | ookup table tractable. Encodlng of the
B codeword via a | gokup t ablr & My al so be possible.
“bﬁ&m&ﬂ@Bmé&H%%m@mﬁﬁ%ngO|0”“” code is systematic,

only the redundancy data needs to appear in the
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all owi ng for arbltrary al i gnment between the surface
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10 For the surface coding above, the decoding sequence is as follows:

+ locate targets of complete tag
e infer perspective transform from targets
+ sample cyclic position code
» decode cyclic position code
15 = determine orientation from cyclic position code
« sample and decode local Reed-Solomon codeword
* determine tag x-y location
« infer 3D tag transform from oriented targets
» determine nib x-y location from tag x-y location and 3D transform
20 » determine active area status of nib location with reference to active area map
» generate local feedback based on nib active area status
+  determine tag type
« sample distributed Reed-Solomon codewords (modulo window alignment, with reference to tag type)

+ decode distributed Reed-Solomon codewords



20 determ ne active area status of nib |l ocation with
reference to active area map generate | ocal feedback
based on nib active area status determ ne tag type
sanpl e di stributed Reed- Sol onon codewords (nodul o

wi ndow al ignnment, with reference to tag type) decode
di stributed Reed- Sol onon codewords -66- 0 verify tag
group data CRC on decode error flag bad region ID
sanpl e determ ne encoding type, and reject unknown
encodi ng determine region flags 5 determ ne region
ID encode region ID, nib x-yocation, nib active
area_status i l.gi tal ink route digital ink based
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group shown in Figure 9 can be replaced with the tag
group shown in Figure 16, in which the tags are not
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55 0Ng Mk DNcGod he correspondence between data and a
signature of that data. The greater the difficulty in
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uni que ere rovi des a basis for a signature.
| f “OATPH& aut hentication access is
The item [D is unique and therefore provides a basis for a signature. If online authentication access is
30 assumed, then the signature may simply be a random number associated with the jtem ID in an authentication
database accessible to the trusted online authenticator. The random number may be gencrated by any suitable
method, such as via a deterministic (pseudo-random) algorithm, or via a stochastic physical process. A keyed

hash or encrypted hash may be preferable to a random number since it requires no additional space in the
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instead enforce a limt on the 25 nunber of

verification requests it is willing to respond to for

a given fragnent nunber. Even if the [imt is nmade

quite small, it is unlikely that a normal user wll

exhaust it for a given fragnent, since there will be

many fragnents avail able and the actual fragnent

chosen by the user can vary. Even a limt of one can

be practical. Mre generally, the Iimt should be

proportional to the size of the fragnment, i.e. the

smal ler the fragnment the smaller the limt. Thus the
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30 Both throttling and enforcing fiagnent verification

limts inply serialisation of requests to.the

aut henticator. Enforcing fragnent verification limts

further requires the authenticator to maintain a

per-fragnment count of satisfied verification

requests. A brute force attack can al so be prevented

by concatenating the fragment with a random signature

encoded in the tag. Wile the random signature can be

t hought of as protecting the fbagnent the fragnent

can al so be 35 thought of 2% sinmply i ncreasing the
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SECURITY SPECIFICATION

15  Figure 19 shows an example item signature object model.

An item has an ID (X) and other details (not shown). It optionally has a secret signature (Z). It also optionally
has a public-key signature. The public-key signature records the signature (S) explicitly, and/or records the



private key ok ok SECURITY SPECI FI CATI ON 15 Figure 19
shows an exanple item signature object nodel. An item
has an ID (X) and other details (not shown). It
optionally has a secret signature (Z). It also
optionally has a public-key signature. The public-key
signature records the signature (S) explicitly, and/or
records the 0 -70 padding (P) used in conjunction
with the IDto generate the signature. The public-key
signature has an associated_public-private key pair
(K, L). The key pair is associated with a one or nore
r aﬁgﬁé (ﬁ%fuseh 'he&RJJnQ%n with TYIDGa bdndbard SSdibBinFe. Dfe PRBHELL) iifpMrure has an
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I na@kisdved Wi |1 now be described forpublic and private
key encryption respectively. 10 AUTHENTI CATI ON BASED
ONs 2Rk b Kebe¥sseDh oNAMiIREw S6ksdfbed @ publiCind @irg ey encgytiverqdceyely.
public-private signature key pair (K, L) store key

10 pahktrrgicarioy BAsibde redc-kyy sishhuange Set up per 1D 15
generate I D padding (P) retrieve private signature
Kestwp be) IDRYeel D (X) generate signature (S) by

encrypting ID (A) and add| n ing private key
(L): SFEL(Xgﬁ“‘“%‘E“BF@’ %ﬁ‘@"’r‘i‘gqh‘éé‘z é? i n dat abase

i ndexed by °I Ber¢ iy pafr &gy i @epaddi ng (P)) 20

engﬁgggr[ LP (X) in all tag groups encode signature (9S)

across nultiple tags in repeated fashion Online

15f ragnment - bas ederau? ba@ditg(®at i on (user): acquire 1D (A
fromtags -achidepdapagianidi@nL(byiDg); and signature

fr agment (Tl Lengriteos{'gnln@eg(s gy&ncrﬁ%ﬁb@b%ndfﬂaﬂﬁmhsuﬁ%mﬁ lkey (L):
(z) from p05|t|bo £ ys,: i r- F((x, Al look up
trusted authénti“cator by ID (X) transmt |ID (X
fragment (Siyorasegafr@drrepese rerder IDEP fend/es stgrs i ()

20 aut hent i catsoencode ID (X} in all tag groups

+ encode signature (S) across multiple tags in repeated fashion

Online fragment-based authentication (user):
« acquire ID (X) from tags
+ acquire position (x, ¥); and signature fragment (T;) from tag
25 « generate fragment number (?) from position {x, y)i:
i+ F{(x, »);]

+  Took up trusted authenticator by 1D (X)
s qransmit ID (X), fragment (S;) and fragment number (#) to trusted authenticator

Online fragment-based authentication (trusted authenticator):

« receive ID (X), fragment (5} and fragment number (/) from user
30 + retrieve signature (5) from database by ID (X) (or re-generate signature) .
- compare received fragment (T;) with corresponding fragment of signature (57)

« report authentication result to user



Onl i ne fragnent - based aut hentication (trusted
authenticator): receive ID (X), fragnent (S) and
fragnent nunber (r) fromuser 30 retrieve signature
(S) from database by ID (X) (or re-generate signature)
conpare received fragment (Ti) wth correspondi ng
fragnment of signature (Si) report authentication
result to user -71-0 Ofline signature-based
aut hentication (user): acquire ID fromtags (X)
acquire positions (x, y); and sd gnature fragments (Ti)
fromtag generate fragment ‘hunbers (t) from
posi.tion E[(x, y),] S<-Solstl-..IS"_t
8%13?151 %’fébaggfa\égﬁegt’cﬁtgmé(usf L)~‘L) from(n) fragnents:
retr| eve publatqairesd gnadetire key (K) by 1D (A) decrypt
signature (.S hh%ip&ﬂonpé}t}b ho@ sigh@re Kabohends ) Q&Ht@i niD(X)
and paddi ng, (g e fia eﬁ’m[fmrgé)ﬁomgog{mg(;g .acquired 1D (X)
with decrypte I'D report authentlcatlon
result to user ”’ﬂUTHENTI CATI (]\I BASED ON SECRET- KEY
SI GNATURE Set ug)gp ID: generate secret (Z) store
secret (2) i tifase i ndexed by ID (X) 15 encode

51D (X) and <eeaE@tsighaye (hifrorads] frabreegps: gr oups Online

13

20

25

30

secret - based,@H;eQ@ngﬁggﬁgkgnK,(byﬁﬁ acquire ID (A
fromtags - acquire secret s P _
trusted auth&HPPCHBF B "B pét'i r (g’ﬂ]g’rﬁ%gm D (’?%" 938 Atne ¢
secret (2) t&IFFfdd¥d authenticator Online

secr et - based cashhRgpl-datmiy i ddelypeasd @d aut henti cator):

orecei ve | 0.0y AN B! Skl fromuser  retrieve
secret (Z2) from database by ID (X) conpared received

S esyTeENTICATIPN DUSEDIPN SRSRATEEY JIGRRTURRP S report aut henti cati on
result to user As discussed earlier, secret-based
ausehert iDcat | on may be used in conjunction with
fragnent - base aut Ip&pt i cation.

generate Secre
»  store secret (Z) in database indexed by ID (X}
= encode ID (X) and secret (Z) in all tag groups

Online secret-based authentication (user):

= acquire ID (X) from tags

= acquire secret (Z°) from tags

« look up trusted authenticator by ID

+ fransmit ID (X) and secret (Z7) to trusted authenticator

Online secret-based authentication (trusted authenticator):

« receive ID (X) and secret {Z°} from user
« remrieve secret (Z) from database by ID (X)
« compared received secret (Z7) with secret (2}

= report authentication result 1o user
As discussed earlier, secret-based authentication may be used in conjunction with . fragment-based
authentication.

CRYPTOGRAPHIC ALGORITHMS

When the public-key signature is authenticated offline, the user's authentication device typically does not
have access to the padding used when the signature was originally generated. The signature verification step

mmust therefore decrypt the signature to allow the authentication device to compare the TD in the signature with



CRYPTOGRAPHI C ALGORI THVS When t he public-key signature
is authenticated offline, the user's authentication
device typically does not 30 have access to the
paddi ng used when the signature was originally
generated. The signature verification step nust
therefore decrypt the signature to allow the

aut henti cati on device to conpare the TD in the
signature with -72-0 the ID acquired fromthe tags.
Thi s precludes the use of al gprdthns which don't
performthe signature verifictation step by decrypting
t hg g gmﬁxd%ﬁ the M6 niSl Bredid@ 3 tut bl @bdenkt @hidnaon'te@ittnel Eigharure
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A. Shamr, and L. Adl eman, "A Method for Cbtalnlng
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Cryptography for the Financial Services |ndustry
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long or less. It is also ideally generated using a
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Currency, checks and other nonetary docunents can be
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obj ects. Hyperl abel tags on the surface of an object
uniquely identify the object. Each Hyperl abel tag
contains information including the object's unique
ID, and the tag's location on the Hyperl abel tagged
surface. A0 -73 Hyperlabel tag also contains a
signature fragnent which can be used to authenticate
the object. A scanning |aser or inmage sensor can read
the tags on any part of the object to identify the

obj ect, validate the object, and allow tracking of

t he obj ect. PHARMACEUTI CAL TAGGE NG 5 An exanpl e of the
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tag is un| tags ever to be printed
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de&é\' aL dosage and administration information, drug interactions, precautions, contraindications, product

warnings, recall information, place of manufacture etc.

Hyperlabel currency tags can be read by any Hyperlabel scanner. These scanners can be incorporated into a

variety of devices to facilitate authentication and tracking, as will be described in more detail below.



such as dosage and adm ni stration information, drug

i nteractions, precautions, contraindications, product
war ni ngs, recall information, place of nmanufacture
etc. Hyperl abel currency tags can be read by any
Hyper | abel scanner. These scanners can be incorporated
into a variety of devices to facilitate
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Thus, Hyperlabetl technelogy makes it possible to build databases containing the history of all pharmaceutical
items produced, and it allows them to be tracked through to distribution and use by the consumer. The data
collected can be used to build up flow maps based on the validation data received, and its presence will

35  provide a powerful tool for law enforcement agencies to combat pharmaceutical item counterfeiting.
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the response to the store server (F), which in turn
send the result back the store service termnal (GQ.
The store server could al so conmunicate with the

rel evant authentication server directly. 0 -79



The interaction detail for on-line product scanning at
aretailer is shown in Figure 23. The store operator
scans the Hyperlabel tagged product. The scanner

sends the scanner 1D and tag data to the service
termnal. The service term nal sends this data al ong
with the termnal I D and scanner |ocation to the store
server. The store server then sends the request on to

t he manuf acturer server, which perforns authentication
(either itself or via 5 a thigd°party authentication
server) and determ nes the object status. The response
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t he scanner is a hand-held, stand-alone scanner. I|In
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HFB@ETtt%““r%?ﬁ%&wfﬁ?mmﬁﬁmtﬂgﬁlgn to manufacturer
server (C) in the usual way. On receipt of the input,

t he manuf acturer server authenticates the object if
the manufacturer is the trusted authenticator.

Al ternatively the manufacturer server passes the data
on 30 to the authentication server to verify the
object ID and signature (D). The authentication server
sends the authentication result back to the

manuf acturer server (E). The nanufacturer server
checks the status of the object ID (against its valid
IDIlists and hotlist), and sends the response to the



conmand to the user's pen to light the appropriate
LED(s) (1,1). O -80 The interaction detail for
scanning with a Netpage pen is shown in Figure 26. The
Net page pen clicks on the Hyperlabel tagged product.
The Net page pen sends the pen id, the product's tag
data and the pen's |location to the Hyperl abel server.
If the pen IDis not already associated with a
scanner, the Hyperl abel server may create a new
scanner record for the pen, _gg_omay use the pen ID as a
scanner |ID. The Hyperl abel server sends the 5 scanner
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phar maceutical 1D consists of a product ID and a
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copsists of a manufacturer nunber and a product class

nunber. The best known product 1D for pharmaceuti cal

products is .t N Iem
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The bj ect Scanning History class diagramis shown in
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obj ect scanned event conprises the scanner ID, the

date 30 and tine of the scan, and the object status

at the tine of the scan, and the | ocation of the

scanner at the tine the object was scanned. The obj ect

status may be valid, stolen, counterfeit suspected,

etc. If known, the object owner details may al so be

recor ded.



A scanner has a uni que scanner |ID, a network address,
owner information and a status (e.g. on-line,

off-line). A scanner is either a nobile scanner,

whose | ocation may vary, or a fixed scanner, whose

| ocation is known -gl 0 and constant A scanner has a
current location, conprising the |ocation details and

a timestanp. A scanner nmy be a Nei page pen, in which
case it will be associated with a Netpage Pen record.

If a scanner in off-line, g ®ill keep an object

scanni ng history, and will optionally store a public

K eynd lcangdnt, A scanexlhisch chrin n@anignecomprising @dnickatéon detafi{dnd € timebtddp. A scanner
hOfukyi 58§ Netpddd Ben SEATUA Sdse mua&sssaia&gx.a AN e PRHOABi11 stahaRlit dPr-tine,

3 21t wﬁ k;EpS MI@&E% Fand v@[op&%ﬂ%&or&aepqghg ?e% Ii@ut/ah&) fd rE.nga llSl and an

s, each wth a
un‘l’b Ct%h‘ﬁ‘ arf'esfafi'“ cliassg’a%“ﬁ“e4 e fgﬁre list was | ast

gg‘ﬂgz: e%ﬁﬂﬁﬁ%&?%ﬁ omgroc!:entrll] Iaustil:c G0 n;EtgtrllsSa’:%Embfr o* ect dS E-lotilstf each w1th a unique

I'N
Ring s g . e Eﬁewgttférﬁa@uhff list gqigisgsyg Vst gfpspspeyt R S ——

[ niﬁlmbmtq ., i lyetusChyprecest! colBripip trolen)|ejeg and ethey igtyrmeltfop Fheepbieft & Hot
S hioswHasé digrkeh @ shbven i3Bgure Bhe manuf act urer, or ot her central
authority, maintains a list of valid ID ranges. Each
V attie thardBndE br dbe cErdiiil g@horitd, ChaBthitisraylistiofvalid 1B rdnges Eaclt GalifDebje @Brange
10 t h&wsih 84 tfst cHpHROhe slakbbRA b SNG4 REBTEhe Ll 1DIRE) Mdthd thhe lhantry was
%)1 T@%d l)gﬁan%e Lﬁ?cla%la‘ggra%s;sﬁ%nm _J;"hpdat ed. The Valid

I D Range List class diagramis shown in Figure 34. The
ITH—HH ﬁnﬁﬁ&édﬁe? or otlg;‘ ce%ﬂ%enﬁremn&gl aﬂﬁcw llisI Yhe p[mé H?S( "fg't Eoasis? of a
nnu;[leer ofke];_xtXes ldfn§¥ym§ H.lbIRHwyf Ilor a rang%/ ?{' db%c‘::t B[? olpac va]i}:l olpject IDarange entry

r a‘i‘i@@‘seé fhe wppfediet oy ‘Bse“t‘yF_“éf’éﬁ“ ?P&F‘ oy e ““I T PR &éf"‘é]i‘ﬁ”i"%F and
15 ¢ othepreiilis ey appliseble tppekt plgect 1P prghe Bivan rapgeelheltvblic ey ishelasssiiagrprp is shown in

objieess.| D for the range, the end object ID for the

range, and 15 the public key applicable to each object

| Dobjert attiv@icgjorvien be parfgy@cd by e mRubinirg, dKéya hirdpbryGtug@ Suthenticator. A

di ARG chiiBaiod IO W uthcRticatdT I Wi and Fetail R uBselt avttiaiib@NEoldS Ssi oD Fublic-

ﬁepv.val;&eyrggfs eRh g@@lm&am S8 or TR WS B Ls Ui s = 1190 oBM1 1B ranges (identified by

20 % gart ?ﬂ% reltldyID)t aﬁuﬁﬁe correspon Jigﬁgl)'il%/pnva‘ie (] &natuéﬁey palll'"I ?f%tre'a.lgted dauthcntlcator also

dé‘f"éﬁ 3 ’§‘ of ?&“‘t‘ F'%Fé"(“&‘da“%\ﬁ P%‘gﬁ‘fbf'ccké’f TS Y P&”"f ey piergjpre identifies the
pupkdl gignaty ing/prtthe Hedsipe pd fogeneraie Bi STgpaiwe ettt TRle WP @ btrrkey
noigatute ans@iagls objebTD gith agnique phjestt ThoTrusphfateiticdol X lasaiingrasis shown in
(irgkaatd. fied by 20 the start and end I D) and the
correspondi ng public/private signature key pair. A

25 tredsingd aut henticator also holds a list of secret
signatures, and a list of public-key signatures. Each
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owwWBHW$eﬂDA fi xed scanner has a permanent, known
Ilalbé?a:rrené %P(Q,l, ée?eaé&%ﬂw%%scrﬂ&r ?nl:lmg | ocation. A
scanner ['Mne, 1.e. have |1 mediate access to
t he céﬁfﬁﬁ““ﬂatabase or |t may be off-line. Scanners
may *befOSpedsdulsi c to a particul ar product application, -
such as a currency counter, or nmay be a generic 30
Hyper | abel scanner. Hyperl abel scanners may be
embedded in other multi-function devices, for exanple,
a nobile phone or PDA. Hyperlabel currency tags can
be read using many types of scanner, including:




Cash registers POS checkouts -82  Mobile phone with
i nbui It scanner Hyperl abel pens Vending nachines 5
The Hyperl abel technol ogy used in these devices can be
i npl enmented in a wide range of applications. As a
result, the devel opnment and depl oynent costs can be
shared by the key stakeholders. It will be realised
that these can therefore be inplenented in a manner
simlar to that described above with respect to
security docunents. Hyperlabgl scanners built into a

vari ety of products will incPide the followi ng
featgrg&m&g%rggp&hx under 10 devel opnent at

Si | verbrook Research. “An infrared i mage sensor to
read*t F@desry abel tags that uniquely identify each
phar macedbicalines item A 32 bit R SC processor.with 20
nmegabits of secure code space signed using 2048 bit
RSA cryptography. 15 A highly secure processor wWth
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10 S0f.L. e&a%ﬁ%gg S.dshe Hyperlabel tags, record the
detail's of each scan, to validate each note 20

scannedy inand iha@e femrritd rebdattecyperitbelmmt the uaimvely Blentify eagh pharmaceutical

connunhgat!ons with an online dat abase.
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connections to the central "currency verification

dat aba$ ngﬁ%ious of the Hyperlabel scanners described
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phar fmaceutuhicedns syftagrto cre@ @ ngpeictonngdtionf fof tteantal pugppedvetifgation

the seg@ab#:. currency ink spectrum (which differs from

the conmercially 30 avail able Hyperlabel ink). A GPS
tracker. to verify the . L : GRMNT er
a "Rt gl Oy o en g B GO, £
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s A GPS tracker to verify the location of the currency counter at the time of use.

MOBILE PHONE WITH INBUILT SCANNER

A mobile phone with an inbuilt Hyperlabel infrared scanner to scan and validate each item can be used in 2
range of locations such as where medications are stered for distribution, or dispensed. It is intended for wide
35 use and distribution 2mong the hundreds of millions of mobile phone subscribers. It can be used by consumers

to validate items, or to quickly find out additional information about a prescription item. It can also be used



35 use and distribution anong the hundreds of mllions
of nobil e phone subscribers. It can be used by
consuners to validate itens, or to quickly find out

addi tional information about a prescription item It

can al so be used 0 -83 for inventory managenent and
validity checking applications, such as for policing
trademark infringement, and stocktaking. HYPERLABEL
SUPERMARKET CHECKOUT SCANNER Ong of the other major
appl i cations of Hyperl abel i.g3i N consuner packaged
goods, where it has the potential 5 of being the next
geheirattironanizarentgoidelidondicckihd somiFarigs. sl o e pligng rdgoik nnegfent,
i ngimicelakap. i tens. The application of Hyperlabel I|aser
scanners makes it possible to automatically scan
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will be able to read pharmaceutical Hyperlabels to

v aPriedttheertheranair sprliesfianadl Hydsiabohis nsensumer paciedd 800ds wheie i Aipp|e gotential
5 Of of @eirg o € garid@tlon bagcogdudaloviing aledmgpi¢ trakidhf individjal jitgns. The application of
d e%&ia@ﬂgeris@nﬂ&pﬁﬁesdﬁﬁbﬁbll 1o oGRS Bk fAGiuct RLpeatkdt Ebckouts. These
num@d’uts ﬁvﬁlrbg§t§e ¢b %‘fid Mac@@ogll Hyﬁeﬂlbtslp{d vgﬁa%ecewh btlznmg Lhe point of sale, An

&Qﬁa l orpaklyg.a]gml bghwn i Fxﬁureb38 ang| 15 %escn%ed 1.n morc (ﬁegu! in éﬁgﬁmg application

i NCOrpol

ROt R ref g fPAligg i desgois %’%ﬁﬁ”“l‘i‘éf/ﬁc%’{ %‘dmﬂﬁ ofgfhich is incorporated
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per unit. The pharmaceutical itemis scanned as it is

processed for sale. An exanple of a cash register is

ShoWmrd:B=l gure 15 39. HYPERLABEL PEN A Hyper| abel

Pen can be used as a mniature | ow cost inmage sensor
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15 Whgnever it is clicked against a surface. These pens

are also intended for high volune consunmer use, with

i HBHRHEELPAT st ri buti on exceeding 100 nmillion units. 20

V%lle its primary application is a wide range of
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the scanning field fromat |east two substantially O
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becone an integral part of the product supply chain,

and supply chain data can be integrated 30 with

custoner relationshi p managenment (CRM or heal thcare

dat abases to i nprove the overall efficiency and |evel

of service offered to custoners. The foll ow ng

sections highlight how Hyperl abel technol ogy can be

i npl enented to i nprove overall brand
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strength and increase security. BRAND PROTECTI ON 35

One of the nost inportant chall enges now confronting

t he pharnmaceutical industry is brand protection. A
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reduce the possibility of parallel trade and ill ega
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protection needs to be applied at several |evels of
packagi ng or contai nnent because every |level offers a
possi bl e introduction point for



tanpered product, and it could involve the use of
several different nethods. The |l evels for tanper
evidence start with the largest unit (the warehouse
bui l di ng) and need to be applied at each package
configuration level, 30 dowmn to the item|abel and
contents. Hyperlabels, when used in parallel wth

ot her product brand protection nethods, can offer the
potential to inprove brand protection at each of these
points in the supply chain. _ADDING THE CUSTOMER TO
THE PHARMACEUTI CAL SUPPLY CHAFN One of the key

advant aggs osPaks tmm&f;clm@bpedduc@@;ﬂm@@; er the
phar maceut i to extend the

C It

use ofP?5?Wm4$m%&$%@ﬂ%¥?ﬁ %mmh?gméésmvg‘?o t hat
cust onelteeeme B %%er@trﬁw 'rtﬁ%"é'g@rna‘r cuggiet ek eREmSippl v

35 chai Refine Bl @srietirg mé byauvyucingly-biset dirdiGincustante PED tnirkedng campaigns,
sHyper| agl s to bring benefits to the pharmaceutical

i ndu S-t r]¥fferc§8 rociuﬁsf by L QS éc%nd@c{ I%elthd(enQ moadtd Enabl e
custoners to nticate a produc ct t hensel ves,

Protect brand strength through inproved market
SeguReMeRmaRmedIgn GFesdositt zat i on, Becone nore
custoner-centric by introduci ng new custoner-|ed

ma M@qmewgnm@@@@gommﬁ@f@m&g ﬁ@psmu@@frfwd mu;@to%ygencies differentiate
101 Ngmaepoiuadgod\ébe dodee de ehtid @@tes tag beaurditsiogre the fuBF.Qhis creates a situation
MakkLl chsdGers AR ATGISo checP thadBlenticitdofl fpRiRNtematva. (RBhOOGESbel Pen,

by cdét%rhc%gangéﬁigm %91 er ﬁlQ‘I%LIVCETgr\J’éEJS L ddgs am%ll p%oduct %Ig\ér:nﬁustomer
enmcserw PRODUCTS Whi'l'e the changi ng of

anfl couﬁ?erfelt appr oaches hel ps manufacturers and

I ekt REVRGeNRL 88l fi@r enti ate 10 genui ne product

fromfal se product, the rapid changes can be confusing
15t 0 Pltahacepnmbinéﬂ@ts caﬂvidsld@m@altr@sma refte@benen wher e

custo I'TE r z’rescn[rnl:w —&J mg+ mes (&)H se aﬁ)&lt 8%1;] %ﬁ‘}x% nIallﬂg bﬁ%ﬁehaqggo%gylf \toMme)

of a pro ¢t t hensel ves. Hyper | abel Pen,

cust onmer SSegsinbrapdell ndaine wwdn | t em f or thensel ves, as well

as acces Sng‘th cotu:ltél) m@licmg E&I@%c\;hnc{] HI Q) T;!mtna]seq %H’i’r&l gresw% %%an also

centric eFV|ces NTA

CUSTOM ZATPE T@“ﬁharn&ceutlcal mar kets can be di vi ded
20into three broad product segnents: Prescription-only

MEEHcX b1 tRE rhaf @ ntnG QeqafROdirered MW@ apph@che¥BSullitrs & Ypratied pd@gription

an&iug'é 04 Q)ﬁro}éé? lRwa}m GenfR MGihphiffes RA A QiEby BA 6408 Snd rdRBhcturing

cos Blﬂgs Cju‘e rar{?;i_]prescingg anac theﬁv Te uu(e (t;{rre%al—éalst l‘ &)l?‘ f)metﬁg methods. In each

purchase
br @@ B! Wﬁé’t‘F@F‘lVg‘a"e% i:'h PHTOIG fﬂé%eé’)‘%ﬁﬁ?‘é’f' R FPeglh 2
25 1 edjigit pesksting refiafiqathip ith cystamers i gicikse RS Praprkat Bioame tigg jhpypidesag opprtunity
br anged rphesendigtn.on  drugs need to protect R&D
efforts. Generic conpanies focus on supply chain
| oG SEMFReld? MAEnuf act uring costs. OTCs are rarely

pr ﬁ&pghmmmﬁmpmtléa B)e seapg,udacelema&l@ b dufonfeUSt BHTREs phobbeheen a
Nﬁng@%én&%f tﬂe mg;glct?ml\g Fthe 959&%1153 WEQ ﬁqrt Ee‘apegi tordevelrjp a product to

racti 0SS

tne
30 ph’écfhsﬁe(‘f@bf”i“&“éef nefztﬁ d\ﬁegfnfevgtv%hyggl{ngsbqr?v ?]cugomers with an ‘opt in" method of

participating in new customer-led marketing activities. For example, they may make suggestions about what

Web character stickers they want to appear on the packaging to make a child ‘feel better’.
WEB DIRECT TO CUSTOMER (DTC) MARKETING

Another emerging trend has evolved around the growing importance of direct-to-customer {(DTC}) advertising.

35 As a medium, DTC TV advertising was one of factors responsible for increasing sales in the US



1

25 direct marketing relationship with custonmers in
each segnent, and at the sane tine it provides an
opportunity to inprove market segnentation.
CUSTOVER- LED MARKETI NG Mbst pharmaceuti cal conpani es
have been product-led rather than customer-led. This
has probably been a consequence of the
unpredictability of the R& process because it has not
been easy to develop a product to 30 neet specific
customer needs. Véb |nteract|ye°hyperllnks provi de
custoners with an 'opt in' nethod of participating in
neWaIGahbSJt:QIT&Erkelt Q@ingrae kedoi. MYhoaght the/ EG 1468 .noth@r allow amp | a@vertising of

B‘MrmmlcaﬁacKS%mé'ygg grgtgs pg:%t 1@'&9&%!1 M@t\\leb Wih. y&h@ﬁlﬁfe&lﬁ rwas one of

stic ear, 0 in
th?]mf reas?ns ?ﬂl\{ peb%% tto conguct éeasBie %’é&r %&g%&%lngﬁ%}f% m%t as a
WVWAﬂfdﬁWm%?f@fﬂﬁfg T BB RHAS WPBTVES w2 DTC
St hevegisieawiedigni npor t ance of direct-to-custoner (DTC)

ady. ED%A&QM&NG@%D& medi um DTC TV advertising was
one factors respon3|ble for increasing sales in the

USwiad 70%&9puﬁthaﬁgmﬂahe(halhe PORT df ©le, Blisketert Gin bn@brh® BCGnition and drive
A' &Q@uﬁma&lgg%g Bl H08S:n N0hedl® bmpads o Wi, @smger 8¢l o5, Pirmeutical

eut | CaJ 5 GuSt orrer S ?‘Tyndoa&r:lca vegfy%r Qs ﬁacrlseis hﬁe matured and

?om?ames now spen m?r?] on Qﬁg%gm
10 orimsins BTGB 22 B OREo R ATEEe s
se#rtegtes. Wth many custoners now using the Internet
asy groduQr QQH@J & Yfen %@Htrstc&tug{we tﬂﬁ@%ﬁé\:‘ﬁ&@ |aﬁ[t @ﬂrfdrrﬁbf OB drQMentiat

DT%ICU[E q{de \}J egilz'ltgrlo% €s a me olf Ico%g{t%g w%l? lhg g.lst&n:? H%Jger regulatmns
g

VR s enge ‘affp 2 ?"é?*r&%. Bf‘%"éé’“ﬁgd%“ %‘“gt“hshﬁg the use
5 poftf e spesp availgiplebecopes rera tﬂ@?@m @arﬁpdﬁ @M U S99 affith seescRygHrEiTVigiple Web-
anigierahfive iyperigbel}, @i phirhebpuial Gidagy oy coriadie arverigeof capnded label marketing
I NA3REl. Bk QaniplERRG ban BEIuE LBLIRKRS SVeb BRECA HGLst TS rérkiiders 1o take medicines,

PhaBiRdkbds CRlder g&,ﬁgrm@raécaﬁsu@mms@end nore on packagi ng
than they do on adverti si n%WAs mar ket s have mat ured

antfs B eBhBRY MO P VAT TTEr @ AT aTOR DALY P s eorren and o

20pa@kra\gmﬂgt%ﬂmantfeém@nﬂaewe!WdUFtnportant conponent  of

25

mar ket i n strategy. A product's package is often its

no ?EWEL%E‘FFE‘H éwﬁ%“?’k fing effort, and it perforns a

NURdAEHe ohcnRics @Rt @l the fritktiGk IsOiSs it -iEhﬁlddﬂaﬂi:k AGRrIABAOMIsOIES urque
n%f foWic&@Jall Msu'y\%tﬁo&ubeea IGrléSJnQ,W cost, IRYR LB idenBation

e ifikat Aot formation to be pl aced on
Ell'{lont at s:ﬁm caflthev?néagels gverafil eglgnvea €C i 1&5 f or packag| ng to

shrlnk the use 15 of the space avail abl e becones )
o¥ smmnp off thentemparapyg rogientess of Hyeerl=bels o5 AR opfeal pjodes, AYlRFRD tags &
Byproviigdd rig Tabla \12. Shelxbnge dbknefits thead @vantedes sae ddtilyep @rilleahparhageutictl Hrdusery
phafsf@ceut i cal -i ndustry can conceive a range of

ext endgl, Jaﬁe%Ldm k8tddigy fiRglehs. For exanple, they

, can ing |nks to a Web page to request SMS

O r eni hdBPE! ‘B"s WW@S&T‘ 8 nes, enter conpetitions,

r eor dekimigkygietss andgpstopey “ﬁ@ﬂ%ﬂ'@wﬁp‘bfﬁ'ﬂﬁ% &f\i%ces. Thus,

t here mdaee pRRY=wayEE0impdAD- | Nt er acti ve Hyperl abels to

bring Qg@gsfugsgtgmtgd&mﬁmﬁuf acturer, and to 20 inprove
mar ket?a%ﬁe% ﬁnce of a pharmaceutical product.
HYPERLAB T€ ANALYSI S MATRI X From t he

35 concl UBTRIRSY Y ki e s e crisi e RerisRs i t i s

evi cheniimprovs aiarmehpical fuppyerhain lqpis@santlicenayni que



opportunity for the pharmaceutical industry to

introduce a long term |ow cost, unique item
identification solution that has significant

advant ages over alternative technol ogies. 25 A sunmary
of the conparative advantages of Hyperl abels over 2D
optical barcodes, and RFID tags is provided in Table

12. The range of benefits these advantages can deliver
to the pharnmaceutical industry . include: Meet current
and anticipated statutory regygirenents, 30 Protect
expensi ve R&D investnent, Limt business and custoner

ri Sts atséi@ighunigieipiFtudadentifléatbn 2B daklahdSihce Sapdbilivids brythe foundRed 6res for
paL@ldighne lbrdaisand illegal inports, Reduce .
substitution and counterfeiting, Prevent product
tanpering, 35 Establish Wb |inks between the

i ndd®¥'*y and custoners (via Hyperlabels), and
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"LoWwgcosf+top r uce!'"="--_J X J Omdveaonatadtng X

JJ gl o oil . nofiiyvo3to custoner X J J

I ndi vidual pro duct!i[eemm-uideMfi ti J J J Ititr d
Cenu custoner.,centri™-g;:- X X nsr ketin~del sl hase' dS
nl YJeb-lab 7" interac~vn . *-am w wut h, ndt opa
uesmatenals-- J X 92 0 The clains defining the
invention are as follows: |I. A transaction term na

for perform ng transactions relating to a
pharnaceutical product, the phgrmaceutical product
bei ng aSSOCIated Mﬁth packaglng haV|ng dlsposed

t N Gttt ittt g ber of
cod REQUIREMENTS - RFID § HYPERL SN

i Ng ARG i Azl Nl

Pr(

Si ¢ S 5t part
of | udi ng:
a radi i onG s e I BT XpUs| at ast ope coded
data pQEEE£e ' “ErBEESensi ng t e at 1east one

exposedaod g 'j Ef£sRs] and, a processor for: 10

det er mi ey past; one gensed, coded data
=Th d.l\[l ~ LY. N

porti orfsEsass 1 determ ning, using the at
| east portion, at |east one
sensed eni catijyg the

phar mag the sensed identity and
t he at nature part, and 15

perf or using the sensed identity.
2. At iccording to claim1

wher ei hevi dentXty to perform at
| east in of the pharmaceutica
product” e transaction;

determi nation of transaction details; and, updati ng of
tracking information relating to the pharnaceutica
product. 3. A transaction termnal according to claim
1, wherein the transaction termnal is at |east one
of : 25 a cash register;
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a vendi ng machi ne; a supermarket checkout; and a
handhel d scanner attached to a conputer system 30 4.
A transaction ternmi nal according to claim1, wherein
the identity is forned at least in part fromat |east
one of. a serial nunber of the pharmaceutical product;
an identity of the pharmaceutical product; an EPC, 35
an identity of the packagi ng;92and, an identity of a
region of the packaging. 5. A transaction termna
RECRERN dahideQndihv@ht¥h 2re 2RI N t he pharmaceuti cal
product is authenticated by the processor through the
$.t epSA OfansadtiyP @3 Gor gebr@ingitnbsagions usihting 1¢ Rephgrens@idal product, the

M%ﬁ%&tﬁm’ pr(%u& %ymg Q&kﬁ&&‘wﬁﬂ kagﬂg hﬂgagtdnﬁ)s&etﬂéc%g or therein coded data
|

5 T AEHE 6 ATt b SUS B R RA AF Oty of e
pHaenagtetcelpreilyvbad of flegen partof esigneure. the siedapredernd retiithl glaatire of 4 deast part of

m@a&ﬂ@qgggg&ﬁ&naﬁggugm¢m§ 6. A transaction term na
accordap otéh&ngeﬂ1%1 whqgghg{g entJre signature is
encode TR prural 1t f d°dat a portions,

t he proeess &“Sl?ﬁé‘tc& I?ﬁmr?é%cxPOFcidé?ﬁe%\daﬁ‘lpﬁfF%ﬂ ¢y of sensed
codeck latssor pOr t i ons, a sensed signature, and wherein

phar maceu tdlzt&vﬁlnmg uggﬂﬁgat ﬂeét oﬁ%ﬂ%&e‘a @'Eteﬁ%rt#ay a EJH&G identity;

processor erm nes
i dentity, 4REPS Ui lEi"eztt éci“‘h?"ﬁé%lseﬁ ﬁ%ﬁg‘h{f tpﬂ%"“s%t ‘?Séa“e sensed signature
signaturepranhd the key, a determined identity; and,
conpar es hLiiRneing k¥ paeglackuiien biotit @ng e Rens@EMIRH and the at least one
identity g%%tggksgﬁmputhentlcate t he pharnaceuti ca
product . 7 g transaction terninal according to claim
1, wher ei Aerodnedhyd@raeniang Aoty pl ural ity of
Iayouts 15 each layout defining the position of a
Pl ur 3l idodhedh rebdifiod becRYAPO L BneN RGN G bH&sshdBA tiletidntitPRGerform at
a plurallty of second synbol's defining at |east part
PHE si gnature. 8. A transaction term nal according
to cIﬂﬁh%iqtjon\ﬂﬁéﬁmé?fﬁacatﬁcqlEfa@ﬁt sone of the coded data
por t iagRseneOtescied; | east one of: 20 a | ocation of the
resp%gghggwggggﬁm:gL@mﬁq£g|on a position of the

0

respectlve C ata portion on the surface; a size

of t HEREEAEH ISPy T"'B?f? fo the REpECyieel PRECS | gnat ur e;

3 A trapsaction terminal according to claim 1, wherein the transaction terminal is at least one oft
a cash register;
a vending machine;
a supermarket checkout; and

a handheld scanner attached to a computer system.

4, A transaction terminal according to claim 1, wherein the identity is formed at least in part from at
least one of: )

a serial number of the pharmaceutical product;

an identity of the pharmaceutical product;

an EPC;

an identity of the packaging; and,

an identity of a regton of the packaging.

5. A transaction terminal according to claim 1, wherein the pharmaceutical product is authenticated by

the processor through the steps of:

HYP
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490

an identity of the signature part; 25 units of

i ndi cated |l ocations; and, at |east part of a data
object, the entire data object being encoded at | east
once by a plurality of coded data portions. 9. A
transaction term nal according to claim1l1, wherein the
coded data is arranged in accordance with at 30 | east
one | ayout having n-fold rotagi-®nal symetry, where n
is at least two, the layout including n identica

sub- | &jeotitise, wsoe gt eedsed Kentitveakal: ut | ons apart about a
centr &teﬁlﬁmlﬁgoﬁs&tz ¥s) Eknsc@fdcnlt@ aSittheQBLa SkbBnihad Yigdature] 46| udi ng
;8::38':: Ia§ ga-nf]g ? % %asé()afig nse t a at‘!:.]rtc]: g‘%i alglg ?llto(t],le%gmi% I&E%tu}ent@&lereby authenticate
t r ans@errErcetist pRotHst accordlng to claim1, wherein the

-coded data is arranged in accordance with at 35 |east

9 ne | QX&L-‘JmoIH ?e\ldngag ac@ong @ lgclgngtl Q&Ha@ﬁ Qxl en§1¥ %Meys eném LShih a plurality
s at | east ncoqll n

e ri
Plriafed 4t ﬁ‘ﬁ‘loasafhﬁ P’i?ffﬁsﬁfr ?@W s SRS RHHE of e ﬁ‘%?ﬁéagp@ms a sensed
stk tie phdéwhienin pharmpegyiqrinddgst iswheni@atpd hygheameesser whigr e, each
encod&@nﬁﬂémgﬂg HReinhg ldg,'hﬁx {icputed at n | ocations about

a ce cgc%nmncs usrmOtt aetﬁenga s:ar;otu.fé %%e k¥ a ﬂe‘te:rr:m:widlicfr:l th?{y Snds uch

t hat ecodi
or i enfeEpas s d%@mwmdeptawﬁfhe prragrd i ey ) therghyradatipls e ghrgmaceutical
of theodadti entati on- indicating data, each

representation conprising a di ffer ent cycl ic shift of

the orientation-indicating data a

Fndi ChiTE A g TP It SR Bt d%‘ﬁglg%a%wm of layouts,
¢efiPayo@fef@ing fhe posifipntafl aplgalitt 4f @ﬁt sywbofFierrafiingtec dspiey- My atpbyrality of second
§h8d 11 8efningWhek@iduriBegdansact i on termi nal includes a
printer for printing the packaging, the printer being

for: determning visible information to be provided on

$he phtsrEgiongm B! Kerdnei Him G YRFCP BRtsIRF chEsBET 4t ibrprions encode
mdebdnoe b2 phar maceuti cal product; generating coded

dat a M&htl&goftrﬁ}‘?esﬁe@t%@kddéé’dm% printing the packaging
by printin vi si bl e

he
i nf oryP8Y1°B thef’ﬁpe"tﬁe ﬁ%f%datﬁ poétfongfﬁl fﬁ’&’ a user to
i nt eraget of e eddeddapheriarticeut i cal product, the
phar negesthc siglandy oduct 10 bei ng associated with

packqiggdgﬁrylg@gégkgatgggagosed thereon or therein coded
d

at at ['east sone of the coded data being

i ndi caisieiadigrd Raieas4ed an i dentity of the

phar nelestpti ofalatpebizcitad endrn datagpbiedt bametenqodnd @ Igghtloyce by a plurality of coded
daRgh6RLi ve of at least one of: a position of the

sensing device relative to the packagi ng; and novenent

of the sensing device relative to the packaging, the
et hddrapagiPuiginmg! scdeeing toglan loPhers thesedst! Gﬁtﬂgmaf*ﬂﬁg B ateprggee withat
Isbatoae fyoarprangses Ir(fi@oﬂeéyh‘lﬁletry wihte: /sie Adtasgwal @xilgert haidig # identical

%Pog{s] §0|ta¥3§ 1 Qevél% . agcfut ; (Qgtrc 0@1%@&(9\ éﬁl ﬂ:gsaorje Qubg%&ﬁ En@ﬂlﬁng rotation-

|ca|ng erm nin usmg elndlcatlng
e dsg 4 satadetermning, yeln $IEPHT on and

determ ned novenent; determ ning an action at |east

fon p a ttanDRSEE AR a@c‘brdln@ @%fampln@hc%n thd18ded @attaﬁ§ $HahR@in accordance with at
! agts(’)lng ilay%gt hgvrPn% ndfehti rotatlonai symmetry, vﬁn%re 718 z!.?'ichst gvo, the layout encoding orientation-
indicating data comprising a sequence of an integer multiple m of 1 symbols, where m is one or more, each
encoded symbol being distributed at = locations about a centre of rotational symmetry of the layout such that
decoding the symbols at each of the » orientations of the layout produces n representations of the orientation-
indicating data, each representation comprising a different cyclic shift of the orientation-indicating data and

being indicative of the degree of rotation of the layout.
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performng the action associated with the

phar maceuti cal product, the action including at | east
one of: providing information to a user; updating
tracking information relating to the pharnaceutica
product; 25 performng a transaction relating to the
phar maceuti cal product; authenticating the

phar naceuti cal product; and, 9% e8eiving feedback from
the user. 13. A nethod according to claim12, wherein
the coded data includes a nunber of coded data

HO ri /Qfﬂa%sacno@ Qreas EEC&Q&QQ clﬁtﬁtiawwntthdlﬁn@&lbﬂ@nﬂlﬂ%ﬂhﬂﬁ'&d a@inter for
signature, the signature being a

ar
W“&‘Tgtﬂglpacgaglélﬁg} mter{’e"fg %t "l east part of the identity,
wher efetrmining visiplg pl&ﬁsﬂéoqt@bﬂs?é‘ﬂ@?%@ thgpackpeingieast one coded
dat a de@rining By iddnhi® aS@ARE Rith thepaneavigemeduat es i ndi cati ng

dat a agt%’;m megqgc{red&g ﬁélgengllp%§atlve of at |east one

si gn wherein nmet.hod. %ncl udes the
furt HERI0E ihéﬁgkaa%a bY@@‘t"é%‘H‘f Wil g= Pf BRT e PP RE at i ng

data, a determned identity and at | east one
ﬁet er .84 oﬁdllg\mﬁé Mﬁs@r to Rraflaith a pﬂﬁﬂc@hﬂawdt Ql&,tljhﬁgachm&l product

wgg{src%%% %vltll %a& g ! Oha%gg t(ijsgi)secp gereon gggn? Eor&dr’](glg paé g:%pgom% éf the coded

@ Seingislcaie piat ok ewiord mﬁghwc@rwa} o and g{esplgprtielly ppgicative of at
ie3toné & Signature is encoded within a plurality of

coded ol & OLLLARS A MDBE ELhDETet hod | ncl udes,

sensitn evice

por t |“6’ﬁ%“e“‘1°6thet FrRSPB ERFCEFF Fhﬂﬁg’ Q?ﬁé” St °F“%‘I mg“é‘“é?‘ & ‘?f
15. Aecaivhdiotkating dos Elinrapetsos ddviad. e £Bsingvipréce bjing rﬁtsmm@w@amg of the

dat a deg@&a%d&g%n@atﬂqhd&@gu&a of layouts, each |ayout
defini nr% the SBC)% @catmg da? QE' Iealeta L tc)f ojctegnlmgcgt gnﬁ’qbﬂ% Tetermined

encodf Ry Fhe i a et I urality o

myedt s defining at Ieast part of the signature. 16.

A netdaraslinag eoiihin AJeabion @it Basti ol B, leavlaerof ihpdetefrgneg pebétign and determined
V\ﬁg,lwldpgﬁ a nunber of coded dat a port| ons, and 10

erein at | east sone t,he, coded :f?] tge acgmn mcud]\l}%at least one

encod&gring BHEHONGFECHY. “”tg B e A D A PR LY
codedf:data portion; a position of the respectlve coded
data port pend@ntbdenicswafudge;, a size of the coded data

portions; P@atéx gﬁf’iﬂl Bfgmjg%rrelam]gﬁo file Etlagrf?icegtfcal?mmcg nature;

an identi ure part; unltls of indicated
| ocat i onsPerigFere a&f“?“%‘ﬁ'ﬁ““&a‘?f“ B Rogie a8 ect , t he
entire datehenbjteche themaguiedoodetlandt | east once by a

pl ur alcLidiYe @fina0QR60ke WAL @ portions.

13. A method according to claim 12, wherein the coded data includes a number of coded data portions,
each coded data portion being indicative of at least part of a signature, the signature being a digital signature
of at least part of the identity, wherein, in response to sensing of at least one coded data portion, the sensing
device generates indicating data at least partially indicative of at least one signature part, and wherein the

method includes the further steps of:
determining, from the indicating data, 2 deterrnined identity and at least one determined signature

pari; and
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.
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20 17. A method for authenticating a pharnmaceuti cal
product, the pharmaceutical product being associ ated

wi t h packagi ng havi ng di sposed thereon or therein

coded data including a nunber of coded data portions,

each coded data portion being indicative of an

identity of the pharmaceutical product and at | east

part of a signature, the si-ghature being a digital
signature of at |east part of the identity and being
&hcodé chetidtapriording to chaln 15| whergin thoentise signpiere é capaded wislst ¢ IP‘@%%Y, of coded
WREoRbR ald ebB thb SethddMelugkel @5thd BRing GRS scBfingia BunfbeSL RBEdIRNa portions
% K Fetex?n%@?de%eaﬁ | east one coded data portion; and
generating, uslng $he sensed coded data portion,

i ndicating data indicative of: the identity; and 30

the at mkBEItcodRe oSlagnat wifc@inpigrchded ddtanincudgs @b g of layouts, each layout
gc%;ug ﬁﬁ Eysiﬁtgvof £ El%l} QEQirét %b&@&n’ctﬂiﬁg gl@titﬁﬁlity_, @ndd.%tuﬁiritgrbﬂs%@nd symbols
east one determ ned signature part;

ent it and at |

mﬁ“iﬁt}‘?}éi‘ﬁa?%]feis%“f%e phar maceuti cal product using the
determ ned identity and the at | east one determ ned
§.9n a& HEtBodRabling ib&la_in’Al mﬁelfb@dh@&a@eﬂ hir@ludtg a budnbed B bdAdlddta portions, and
W, e_recgnealﬁlnastt spn?c AL po%%tdlmg at g shep kgL ydes the sub-steps
of:" 0 tcal_nl ng, using fhe |3enff|ty, a key froma secure
dat a dedion of BeidpresdE (ded WaPH"®t ore storing at | east one
40 seqosion kiBhe;reshdiRe e @6t Bia pgemmen &b surfgre; USi Ng t he
det er g, 08¢ @M l.byu@nd the key, a generated
signature; and conparing the at |east one determ ned
si gndt®#PE “P&Pt and the generated signature to thereby
aut hersizi dasignaelse phar maceuti cal product. 5 19. A
met had i@Gieor Nidgut el @i m 17, wherein the net hod
i ncl yds %fitnﬁ&eﬂo?a% S,%Ld in the sensing device: sensing
a plurality of coded data portions; and lgenerati an'!ﬂ‘
usi ng* EREeE YR SEebEsdBTmHE f4 SRS P TEcod AT SR Rt Ry of coded
dangordast.i ve of the signature; in the processor: 10
determning, fromthe indicating data, a determ ned
20 o ST i S008I Yo i
w(i@)p’ackgir@ élﬁ\éi}]gélg'spﬂgedi HESeE Ot %mhaﬁﬁedd@ﬁ‘b“&}“iﬁ?ﬁga RUker of coded data portions,
Q! Ol it fbrtiof] Bz ifidjeaidh df dah@n@e BEtaihetladodien biodugt dodat least part of a
sﬁglﬂﬂré l?l%é si@ﬁ%&%ﬁé ¢ Q'J%i%dl gighgnuc %hﬁﬁﬂﬁ‘f)%f |ﬂﬁ§t!lent9§ qu lﬂGﬁg encoded within a

plurality of coded data portions, wherein the method includes the steps of:

in a sensing device:
senging at least one coded data portion; and
generating, using the sensed coded data portion, indicating data indicative of:
the identity; and
the at least one signature part;
in a processor:
determining, from the indicating data:
a determined identity; and
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

18. A method according to claim 17, wherein the authenticating step includes the sub-steps of:

obtaining, using the identity, a key from a secure data store, the secure data store storing at least one

secret key;
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15 20. A nethod according to claim 17, wherein the

met hod is further used for determ ning a possible
dupl i cation of pharmaceutical product packagi ng, the

met hod further including the steps of accessing, using

the determned identity, tracking data relating to the
phar maceuti cal product, the tracking data being at

| east partially indicative o&étﬁe | ocation of the

phar maceuti cal product; and 20 - determ ning, using

t he t geamkipnesing e deterpipedtifatitping Pedey cugeieelf sSiprygget s a

POSSi &inBaridlt) e 12€ B .onc EdRnined signature part and the gencrated signature to thereby

authenticale the pharmaceutical product.

19. A method according to claim 17, wherein the method includes the steps of:
in the sensing device:
sensing a pharality of coded data portions; and
generating, using the sensed coded data portions, indicating data indicative of the signature;
in the processor:
determining, from the indicating data, a determined signature;
determining, using the identity, a key;
generating, using the determined signature and the key, a generated identity; and
comparing the determined identity and the generated identity to thereby authenticate the

pharmaceutical product.

20, A method according to claim 17, wherein the method is further used for determining a possible
duplication of pharmaceutical product packaging, the method further including the steps of
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and

determiming, using the tracking data, if the pharmaceutical product is a possible duplicate.



