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which a user can log-in by using a password of the
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etc.), 25 there is a need to have that secret
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chragelk , 3there are many existing services in which a user

can log-in by using a password of the user and view
information, or purchase goods by using a credit card
number of the user.

In such cases, if the user loses the portable
telephone or portable information terminal and the IC card
which store the above described secret information (such as
a password, a credit card number, a PKI secret key, etc.),
there is a need to have that secret information invalidated
and a new secret information re-issued by reporting the
loés to the issuer.

However, when the user loses the own secret
information, there is a problem that the lost secret
information must be invalidated while changing the secret
information, for the purpose of maintaining the security.
There is also a problem that the user cannot receive
services until the secret information is re-issued because

the secret information is to be changed.
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data stored in the deposit servers by using the secret

sharing scheme; and a re-divided data storing unit
configured to store a part of the plurality of re- lelded
data into the terminal as newly generated user's divided
data and a rest of the plurality of re-divided data into
the deposit servers as newly generated divided data.
According to another aspect of the present invention,
there is provided a secret information management method
for managing a secret information of a user, comprising the
steps of: dividing the secret information into a plurality
of divided data by using a secret sharing scheme, such that
the secret information can be recovered from a prescribed

number of the divided data; storing a part of the plurality
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termlnal of the user as user's divided data, and a rest of
the plurality of divided data into one or more of deposit
servers; a third computer program code for causing the
computer to generate a plurality of re-divided data
different from the plurality of divided data obtained by
the first computer program code, from a combination of the
prescribed number of the divided data among the divided
data stored in the deposit servers by using the secret
sharing scheme; and a fourth computer program code for
causing the computer to store a part of the plurality of
re-divided data into the terminal as newly generated user's
divided data and a rest of the plurality of re-divided data
into the deposit servers as newly generated divided data.
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%ﬁiﬁﬁ%ﬁkf@ Oé?ﬁgégﬁgﬁtué&éf&ﬁlé@@or&iﬂg fol n@ first
cé char OW ng a processing by the secret
émib od imenbnofratlag eprees ey siRVeBhOW- in Fig. 1 when a

part a segre ' YSproteskosE. T
20 FlﬁigB ?sfg % é@%ﬁg&rgﬂ$gﬁgﬁﬁﬁngﬁ ovgrO ° & for

Bemeauermngc@nﬁegnﬁhtl%ﬁ06$351%BnBﬁtEPes§§?E%$u§Pﬁ8rgatlon
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in the case where a_nunmber of division is three. Fig.
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configuration of a computer system using a secret
information management system according to the second
embodiment of the present invention.

Fig. 6 is a flow chart showing a division processing
by the secret information management system shown in Fig.
1, in the case where a number of division is three.

Fig. 7 is a diagram showing outline of a division
processing and a recovery processing in the case of
division into three according to the second embodiment of
the present invention.

Fig. 8 is a table showing an example of divided
partial data and their definition formula in the case of
division into three according to the second embodiment of
the present invention.

Fig. 9 is a flow chart showing a division processing
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of the present invention. 35 Fig. 9 is a flow chart
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division into three by the random number rewriting scheme
according to the second embodiment of the present
invention.

Fig. 15 is a sequence chart showing a processing for
registering a secret information by the secret information
management system shown in Fig. 5.

Fig. 16 is a sequence chart showing a processing by
the secret information management system shown in Fig. 5 at
a time of service utilization.

Fig. 17 is a sequence chart showing a processing by
the secret information management system shown in Fig. 5
when a part of a secret information owned by a user is
lost.

Fig. 18 is a block diagram showing a schematic

configuration of an access right management system
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the secret informati on managenent system shown in Fig.
5 when a part of a secret information owned by a user

w0 g00shossts Fig. 18 is a bl ock di agram showi ng BCT/JP2005/002514

schematic 35 configuration of an access right

nanaggnent sysLen1 -5 WD 2005/ 076518 PCT/ JP2005/ 002514
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aorarting. tor e 1ighird LrbedidRit %Ftar‘fh% é invention.
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the resent i nvention, 1
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tﬁﬁtﬂétséwbﬁ@r@mbadimenbroglthé BM@S$m?rbﬂﬁdmtb®ns in
(e CBREs STl kY 97 bELC ai0uTsRECERDI 28 ERubiRe ot

seco r ésen i nventi on
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1nven£1 . BEST MODE FOR CARRYI NG QUT THE INVENTION 20
ﬁ%Yerr|ng nowto Fig. 1 to Fig. 4, the fi
enbodFieat 38 ahd gﬂegéﬂtauﬁvbhﬁuﬁhOWAPg BE §EeBPiBeqt
50 Qghag%rtfbﬂ aztghawe fReo¥enakinsehefBfbemula in
rguration o nput er system 10 usin
oniglnall@ndnﬁﬁag@ﬁﬁﬁtfOQESsygtgﬁﬁlcﬁééoPglaévfﬁlPﬂelnto
?étaGHBPQhHEn%o AhesBewWBniNelbedikhenthefseneepresent
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mnVénilpérn1nal (which will be referred hereafter
sinply as a termnal) 2 owed by a user through a

conmuni cati on network 4 suc S
BRRACHDBA. RPR:CARESLYC oty BuRaahUBNIPE e 1 or"

providing a

Referring now to Fig. 1 to Fig. 4, the first
embodiment of the present invention will be described in
detail.

Fig. 1 shows an overall schematic configuration of a
computer system 10 using a secret information management
system 1 according to the first embodiment.

As shown in Fig. 1, the secret information management
system 1 is connected with a client terminal (which will be
referred hereafter simply as a terminal) 2 owned by a user
through a communication network 4 such as the Internet, and
connected with a service providing system 5 for providing a
prescribed service to the user through the communication
network 4. The secret information management system 1 is
also connected with a plurality (which is assumed to be
three in this embodiment) of data depositing server

computers (which will be referred hereafter simply as a
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prescribed service to the user through the
conmmuni cation network 4. The secret information

worwanasesit system 1l is al so connected w t h aPCT/JP2005/002514

plurality (which is assuned to be three in this
enbodi nent) of data depositing server 35 conputers
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seiorvion, manerBrat el lodRe B0 Sevaration for e
heviser uits 1tizandwint bed the user is completed. Note that, in
Fig. 1, the secret information management system 1 divides
the secret information S from the terminal 2 into four
divided data D(1), D(2), D(38) and D(4), and deposit them
respectively in the plurality of deposit servers 3a, 3b and
3¢ and the terminal 2.

Also, at a time of the service utilization, when the
divided data D(4) maintained by the user is transmitted
from the terminal 2 to the secret information management
system 1, the secret information management system 1
recovers the original secret information S from a
prescribed combination of that divided data D(4) and the
divided data D(1), D(2) and D(3) of the deposit servers 3a,
3b and 3c by using the secret sharing scheme, and transmits

that secret information S to the service providing system
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woremageset system 1 recovers the original seRCEIP2005/002514
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DX(3) of the deposit servers 3a, C
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%%ﬁ%éﬁkﬁg t heg % ?t8951595t§8ﬁr§6 'FBPrFBEbﬁﬂlng the fact

SYysS transmtted the secre
thior i 6ac St ol TACTBRE {PBCIBRATPEFRG §¥§F%Fh §, trgpgmitted

ﬁ‘}g%oggEPé‘Ea%h?BrHQtioﬂAfsf@B %h@n§€k{7ib@gpﬁbviﬂiﬁgvsygtem 5,
respect to the term nal he depo

sedversommunlsbtaﬁﬂ ueitahd £RE §§P9?Eé FB€|8Fn56061V1ng

§¥§5egh%h €%§Bec%h€ot§h€‘Békmgnéﬁnzbetﬁepﬁébabhe servers
recor ium_such as a_portabl e informati

Bérnﬁhaﬁﬂda39®rﬁﬁél@hetéPEHHSﬁePraﬁlpéngaﬁﬁs&ﬁpcﬁ can

be capfigd @h@uﬁgrﬁYnEEGZZQaﬂSBé abpbrthbaanrabswdhaga
conput er device not intended for the

PéﬂéumeﬁéﬁhoﬁstﬁepgééﬁgﬁelﬁngHEP éﬂnnﬁﬁﬁﬁéﬁggf g Bpgtable
te1tpBoher Mhialic2catiewtlepasicansbevensriad aboand By, the

EPeEyr B 135088y PBONAs g R PHGSL: 937Kt par intlnded for
Rhecasping usket (CPU) with a calculation function and

a Cont%%%,f%gghlog t%%ds%cg%% information management system
1, the terminal 2, the deposit servers 3a, 3b and 3c, and
the service providing system 5 is formed by an electronic
device having at least a central processing unit (CPU) with
a calculation function and a control function, and a main
memory unit (memory) such as RAM with a function for
storing programs and data. Such a device and the system may
also have a auxiliary memory unit such as hard disk,
besides the main memory unit.

Also, the program for executing various processing
according to this embodiment is stored in the main memory
unit or the hard disk. It is also possible to record this
program in the computer readable recording medium such as

hard disk, flexible disk, CD-ROM, MO, DVD-ROM, etc., and it
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menory unit (nmenory) such as RAMwith a function for
storing prograns and data. Such a device and the

waymsensmmy al so have a auxiliary nenory uni t PGUEIR06F002514

hard di sk, 30 besides the main nenory unit. Al so, the
program for executing various processing according to

this enbodinent is stored in _the main nmenpr unit.or
iﬁeahanPQE§Rb1PttPsdﬁﬂé8€Bo§§FﬁlBrPgrP@ngPéoPﬁps%h

Qgﬁgﬁﬁ@bh@lghenggwgyker readabl e recordi ng nedi um such
as 35 hard disk, flexible di

etc., Ngxd i the. gPopasHes 9%3% 5&?%55268%4’68%15%6“1 10
ﬁh§ﬁgp@ﬁé|§b@rb@ QﬁEbYﬁétﬁthmanagemﬁnthSwsghmtheaccordlng

conmmuni cati on net wor the. ra n of..the

&Rt WFéSCSH’BQ@éF’eg%{”éFnl?E deehgt 1pRa- g@r%et’ F151®2 shows an
b%@gmbmayn&m@ﬁn&% a)éstrem‘\eklad:ewsdrthg sectrett hi s

e [

nt will descri bed.,

B EoRBRGA OBy Sl PoR e o 1alpThardof; mapatnt" systen
nf ergat BoshBwisn abhepseatdbni R0 tmgt |S@nr|¢é:nagé|¢€mtat10n

stem Fi I .
PP e v, SR R, LA o vice, and
B‘ﬁ.lg| I’] 2eshblve ser vreeatdon oF Fhg. %C@@&Aﬂn{f@rw@ﬁ@ﬂ on
of the secre n
R s R it e
SéwndEdldhdkmﬁM|on regi stration processing First, the

user thangle Hﬁfmraectl o TRl a7 1%n1§)rforc%@stﬂh%

term rou the communi cation network 4 to the
secr eFllmftor ridhtei mmﬁa@@mtt%%wemefr@sﬁ dpfergation S

99’%91 theCel M9 a0 $8GoRleh HheY Wnnkih i%a tiilte $RGWIrk 4 to

ormation nanagenment system 1 divides the secreg
ithieo seetriedn 19 fionma tiogy magaeenedty isyed atla) Syep) S10) - Upon

Pedei viind) ted deble O néSirith tAdnt e, S8@ ele it iiiFormation
schenme (step S20). Here, the di vi ded data eneratlo

PPBEESIING (RIS o Y A6se e SiRe HHE o R 1nto
R S aM (divaQedesartaded (1)n datBi,| D (Er axamil4e, by using

%%%r%éé;é?%ﬂéﬂ%gé‘é%ﬁgagw¥9§£9@ég%

Here, the divided data generation processing based on
the secret sharing scheme at the step S20 will be described
in detail.

For example, there is the Shamir's secret sharing
scheme {(k,n) threshold scheme, where the number of
division n is assumed to be 4 and the recoverable number k
is assumed to 3 here} based on the second degree polynomial
F(x) = ax?+bx+S (mod p), where S is the secret information
that is the original data, and F(x) is the divided data, a,
b and p are numbers arbitrarily determined at a time of
dividing the secret information S such that p is a prime
number larger than a, b and S.

In this case, by the divided data generation
processing of the secret information management system 1,
the divided data F(1), F(2), F(3) and F(4) {corresponding
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degree polynonial F(x) = axe+bx+S (nod p), where Sis
t?e)secret information that is the original data, and
F(x) is the divided data, n ar
apbitheapbpyedéescwiihed Qthédﬁgné%P B(ﬁﬁ\)' ﬁ’ﬁ&lﬂt’hg(%) and

P?Qﬁ?tak@fﬁ&gﬁhb@ﬂA§c%@9h1h@atopth% gopllomd ngngrf@rtions (1)
arger than a, b and S. In this case, by the divided

&at 4Qeneratmn processing of the secret information
managenent system 1, 35 the divided data F(1), F(2),

F(3) agd F(4) corres glng -9 WD 2005/ 076518 (1)
PCT/ JB2805/08287% | above described divided data
1), Fm@z) @eapbaﬂd(mB@4bD are produced according to (2)

the f Wi n atigns to (4). 5 F(1) = a+b+S

(nod E)“ﬁl)- 3 g,;gtsj é‘bf)é (rmd(pg (2) (F)(s) Z (3)

9a+3b¥$4()ned 18} +@d)HS Rie)d p)16a+4b+S (nmod p) (4) 10 (4)

Anmong these divided data F(1), F(2), F(3) and F(4),

when nore than or equal to k = 3 sets of the divided

data AfbQE) the(se) Aimided fd@r’taefe{ﬁqil eF (@e &Becded F(4),

1he > o@%ssc'hlgn %Qlta ' r?:ot e o1y gital oqatt%escﬁ)ﬁrlded data
aneous ol ng them (equations (1), (2) and

({m(,l)f,oﬁ(@»arrm(et)) , TR rHeRemdLe levidie Wsdd acded t Hdh i6ty

?%lé@lbtl% Kool o g)ectasirpfthteh%rl IiYizdedadat & @ye s‘i‘ﬂidl&ﬁrﬁd)usly

he ori gi nal ata S cannot recovered Next, the

sedreng hemeia ot sy <de ot (@sedd 1 4or HANTLIHS) -

owegeq dakgenRiptiedd rthtam etz o rt%Smth isealsy 3o the
)sit servers 3a, 3b and 3c and the er@ nal 2

tdﬁW@@@ﬁl et ac iU Al et q e he ttht 1074 4102l 9636 . ot be

theJeResit servers 3a, 3b and 3c respectively store

the received divided data [X and |nto

t hei r Negtor )ﬁhtfe\ﬁeéeléetsdé’rfog"&“m e(“Eet("é?p

ArsSsmits the divided data generated in this way
respectively to the deposit servers 3a, 3b and 3c and the
terminal 2 through the communication network 4 (step S30).

Next, the deposit servers 3a, 3b and 3c respectively
store the received divided data D(1), D(2) and D(3) into
their memory devices such as hard disks (step S40). Also,
the terminal 2 stores the received divided data D(4) into
its memory device such as hard disk (step S50).

In this way, even when there is a loss, destruction,
etec. occurs for any one of the divided data of the terminal
2 and the deposit servers 3a, 3b and 3c, the original
secret information 3 can be recovered according to the
remaining three divided data (in the case where the number
of division is 4 and the recoverable number is 3 in the
Shamir's secret sharing scheme).

(2) Service utilization processing

In the case where the user utilizes the service

-10-
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destruction, etc. occurs for any one of the divided
data of the termnal 2 and the deposit servers 3a 3b
and 3c, the original 30 secret information 3 _can

PECYIELEE SYSGEM Ry fdrefte thendinidgd Hade @i(\ﬁ)dg@lntalned

@&t @nel RetrRh@nease W@e&%ahﬁﬁl&%@HE%o Qhed@@dﬁdﬂ1ﬂﬁfd%matlon

and the recoverabl e nunber _is
Y8RAEEIERAr PG L8N dndhr ougf §&%.¢8@mﬁﬂl|cuaf&ﬂ%ﬁletwork 4
Q@Q@gsgqng)SS In the case where the user utilizes the

service -10 WD 2005/.076518 .PCT/ JP2005/.0 4

prOV|HPH§ §§§§éﬁp§g G @lvpﬁgdg % §(§3t31 fpe terminal
5221 ﬁt‘h?l @@f@re&t 1&1|T®r1h®rﬁildma|ma§.’1alg$niemaﬂ$m§ﬂead at (retdmasts the
secret .in nt m,1 thro t
68Wﬁ&ﬁ'8§t%& ?%gge ¥ﬁé§ 9? Gﬁbn r céﬁ&iﬁervers
t3h$ it theedadat awhidir4) threomuimbe rt erfmdialisidn tike ‘S@Grdi‘tthe
|n0Hmt nanagenment .St 1re t

FETEY, é‘i \piuaJZ) rd&tsa%zl ecgnd lﬁ‘s S sherlﬁ'(?t shatrlng
semm@ms an@Imdduawa&uthdaa%ﬂHﬂuﬂaﬂuﬂaﬂa(ﬂ(kﬁ\anﬂ(ﬂ{Z)
(gé:reé)t %31%‘;0:3' ng COV nalgreol %7" c'o‘f‘nb%ﬂaq: totﬁe o%h&\fﬂtrees

’sC and“recel ves these divid
Gﬂatvadlé(dl)daa]aidch(DZ)be (Lmqg‘b J$112t@1)13 lerse,, @ dhst rtgqsyldes a
[ tr-ee 41 d t hi
cé%@l%%kht a% bgglgeslg(zM E%lggf?oﬁﬁﬁ¥ggfﬁ§ﬁqﬁ%§%é iy s
Bl4p deseribied tabovee & thu@lrw@@rpeﬁsmdlle) t @ (De adld D(3)»

%?%%a%’{ls‘?f 0@(496(1 D(Zﬁ(sﬁsn%rﬁ( $(4)L5 ot GOiiAlIHion of

or a conbination of D(2),
() ,arﬂi@(@)nd Rebd), - the secret information managenent

syst ek [ a4V & ctdie ﬁ%x%aﬁlﬂfrpﬁﬂmielg%he%ﬁ rsﬁfﬁﬁd’hﬁ 1

di vi ded data D(1), Egﬁ? and D(4) using t é
J1PRAVIed Ss dhens ey (s %‘f@cr)lonrr-ﬁe r%etf%ee (ﬁed{ ata
sranet o hHorgmrt i )S dss udimanstid ts%i:ﬂeﬁ: tdiarsiaiy i Seheme

providi ng system 5 (ste 5140 and t e ut lizatjon
| (G abs ratidt Ty It‘e‘-°cc33re(:Fi gf?rterge %ea‘b”t ormation S is

transmitted to the service providing system 5 (step S140),
and the utilization log is generated by recording the fact
that the secret information S is recovered and transmitted
(step S150).

Upon receiving the secret information S from the
secret information management system 1, the service
providing system 5 judges the properness of this secret
information S, and provides the service to the terminal 2
through the communication network 4 (step S160) such that
the user can receive the desired service (step S170).

(3) Processing at a time of divided data loss

In the case where the user lost the divided data D(4)
(the case where the terminal 2 that stores the divided data
D(4) is lost, for example), first, the user reports this

fact to the secret information management system 1 (by

._.ll_.



10

15

20

25

30

35

that the secret information S is recovered and
transmtted (step S150). 25 Upon receiving the secret

wo pdfosonaits on S fromthe secret informati on nmaPeharROoR002514

system 1, the service providing system5 judges the
properness of this secret information S, and provides
h serV|ce to t ter na

2 t%go%?w t he . t
gczi‘t“i &rPeﬁé‘t & &5 S0y e HAT Apnagenen
@@teﬁﬁn I R \ee:ahﬂpasjes(lsrﬁsj) swi)ce (step S170). (3)
P oce St 1%l TRes S 435 2R e Systen
Whm@ﬂddytdeﬂhulﬂﬂVLﬁdduﬂamddKEﬁﬂEh@ﬂmQﬂﬂﬂﬂﬁahﬁqrs 3a, 3b
4) f or, t

Aol 4% P el BE TSl ide daedl 0], IR tdha D(3)
Testpean tl vidly fI’.b]Il \MQOM)'@?[GBEWS]@ZOOS%OGQ@@C (in the
c%ée B HL Oc%eer %tu(ﬂfbeqf otfh%lsﬁgj]%trs ?er @ltéjz%e recoverable

ement
mmmmse-s tawemséf&xeetshaﬂﬂm rﬁatﬂ%}f% Heehh (istep
%%HH§StS the divided data to the dep03|t servers 3a

and 3c, and receives the divided data D(1), 62
and DRB®Xtrediectiagdat FimgrAnTAd: e Fuina eeaapdy SYREen
e dd tHNGeGaSe 1%1%5&%1?@’%@*0{[9&}{8 \ﬁlsdfiQIed Sddta

and t he recoverable nunber is in the Shamr'

Idret 7ar iaty Pndy Ustid$ Tégaz(ﬁecrﬁy @arlqg]escheme
&Y IO MBHG) B geERRte 1SEIBret h&ﬁﬂMﬁm5tidﬁis is

secret information S from the divided D(I)
&ﬁW%X£§1WﬂﬂQﬁ;%&fqrﬁ?%%d?@%‘§ﬁ§ﬁqkfﬁ%%tﬁﬁt ]%dp(
$230)., Deam) tdial mecavengd weaettianfardrmit CHha‘i'J'IISg scheme
new y ‘dj VI ded |nto four data (re-divided data) D (1),

PRI AsteR SHAUYrd D (4) by using the secret sharing
schemgleragaithe &tee—pilsaétmd ddere,D 't(e r & 'did) dan' dak aand

. R Ay e 2 T80, S AL Ao
a]idrlldefﬁ) daﬂm)éb(tlj)V,eIQ/(Z)Nbrl‘E(@)O aped f4)catdspedtierely . More
rsepedcllV ql at ad%enreer_a iexgicpé/d Lﬁ?’é{lzg gaene%dted by using a' and
b' different from a and b used at a time of the initial
division, in the above described second degree polynomial
F(x) = ax?+bx+S (mod p).

Next, the secret information management system 1
transmits the re-divided data generated in this way
respectively to the deposit servers 3a, 3b and 3c and the
terminal 2 (the terminal 2 newly purchased by the user in
the case where the user has lost the terminal 2 that stores
the divided data D(4)) through the communication network 4
(step $250).

Next, the deposit servers 3a, 3b and 3¢ respectively
store the received re-divided data D'(1), D'(2) and D'(3)
into their memory devices such as hard disks (step S260).
Also, the terminal 2 stores the received re-divided data

D'(4) into its memory device such as hard disk (step S270).

-12-
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b' different froma and b used at a tinme of the
initial division, in the above descri bed second

wale@semspol ynom al F(Xx) = axe+bx+S (nod p). NeXr/JP206i002514

secret information managenent system 1l 25 transmts
the re-divided data generated in this way

respectively to the deposit servers 3a, 3b and 3c_and.
e thigr fiagal 12 PESOMESr BOFEH DI e &ALy THGr é’l?z—fé'e&oo)}ﬁtlﬂr ze
gﬁ@;sbqvikgeaggggdwhere the user has |ost the termna

that _stores the divided data 4 t hr h the
comuit®ei G RSB 2 S( ﬂné)g%é%é‘)t Rfli% seqfst
deRoy hiat&%rnvg;_r s;_h:daa;a %b n@rc%s%@ﬂye&ﬂ?m it\iﬁi;y ofStrareeitviimg the
recei ved re-divided ,datga v 2 n (3 i Nt.Q. .
PRésC TG eddicled Ss daiY 4 ol l?gu(rﬁéé“)sféjo;&ﬁl ded
gla&@, byhediergnivhal s2 cstedr etariag echiemed perdithaeder is
ata .35 D (4) i.nto.its nor Vi chy i sk
reny tashap matts g So0s) o eets i QoA da Byt so
tthlmast widne, detcreac dmefs rmadsion eafiobet hre agym@r ado firtan ithe
t he ser.vi ce,.agaj n. .Thus, C . Ng..t 0 4:hi; ijrent,
FpBed sy S QU o Jl i AR AR
mbimxad{neidwgm e Hmsmreder ilved .semd ddrens tdievisgatr dtnht o

ity of dividi ing. the seqr .

glﬁlgjﬂ%nﬁngaﬁslc ecr%s,lcga\r?é3 ?ﬂé’q Eltsegl} k?)i\&s@rlg%uit{r}%d tor%téci.nsthzgrnlng
srheme pard tdfe tuserdihs devlyatrgakiged Hgt madataddy @nly a
Lnf i L P& 4 fdp HBI 1 Rb need t
?%6ﬁég§;aggé%g€éﬁgﬁﬁ§%pt é%%i&{dg%ﬁﬂgs% 10 #g%ntafﬁg% °
phamige (e deeradstinfpidmatian the secret information

S is gy df widef by HINFHAE IRCRlerShAddi0 tIRChffEr 's own
and the user is newy required to maintain only a .
SR A5 (%I UGPSR S SO (IRRC Hifords ST I peain

1Y GhANge (iR 8aGetHN IR ivarthoutl T Afuia RS WHe

even when the user |oses the user's own divided data,

P oce S5 HIF 116 Tt tHE Si6SH Te AT By il y

;eportﬁll_r!ﬂ) A _rbﬁvérpﬁﬁleﬂ/\ﬂﬂ}fwtﬁhi;ﬁﬂl#dﬂm Wi prapeissddigche lost
or re-jssuing the secret in [ .

divided datag%ccesses the seé¥J¥H£ﬁ¥%é%ation management
system 1, the secret information S cannot be recovered and
the service cannot be utilized, so that the safety 1is
secured.

Moreover, the user's utilization log is maintained at
the secret information management system 1, so that even if
the third person acquires the lost divided data and
illegally utilize the service during a period since the
user loses the divided data until the user reports the
loss, the presence or absence of the illegal utilization
can be judged according to the utilization log.

Note that, in the above, the secret information S is
given from the terminal 2 to the secret information
management system 1 through the communication network 4,
but this embodiment is not limited to this case, and it is

also possible to use a mechanism other than the
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Al so, even when the third person who acquired the | ost
20 di vided data accesses the secret infornation

worewagasent system 1, the secret informati on BECDarmet002514

be recovered and the service cannot be utilized, SO
that the safety is secured. Myreover, the user's
utilization log is maintained at 25 the secr et

CATBIRECRGT ORaREdFEk: 4oy SUEH £5 TFIHRE &y dif o dipge medium

thibhd rRRILIU 3Gl elthanireghadiivnded datra eadshple.

illegally utilize the service duri.n eriod _since
SRBL138dH | d¥ed Hn@baT - d&lcadid 1et 1ate tgs e maintained

?thbSquQl1@0&%cehh%dp&©$©®@a tih caleommue iefa ttilve network
tilizatian 3 Qan be j,u d .accor th
&tlllfaﬁ g% no% % % t%ﬂggcase %nd it

ove secret
i _f @ et Ip@%sf_ibll% @i mna far m@c&mnsm withalr ZThtam tihe

{ f t
S o P O o BRTTuhs IR G measum
chaitt e cloor dshithec akiey,i daenld diattai,s 3% ®xemrdessi bl e to

use a chanl S?P%tsheermbtol?ﬂﬂl Iq;e k3 S\pQHﬁLQ.OQISUS%Je% sharing

PCT/ J conmuni cati’on net wor
seihleimeg {a(kr edortdineghrddi wehemeat vheger ddia paimbedt @xf

dﬁqu‘?%tn N ? fs%ru '9?)' $e 4S'a'fi'd| ‘%rﬂey ’réc'bvteti‘ea‘tﬁl%o‘fﬁlmber k
{ at a

i'vided mai ntai ned by the user
riec eiswaghetdhrtoudht t:hselx,smmrﬂ ddel G Fertwehe s ng Scﬁheme but

thisS Y TRt 1S Yt HiMited tQ tHis @R, afl it is

is al so possible to use a nechanlsn1other than t he
pommimileaticomstettibs mumbedyof 44 Vidiiom et ereddiah ddiat

@,'cwbetdﬂaébdxﬁé:%d%ﬂél%e@ﬁétd%%adqt@ Jer®X & than

Al'so, I1n this enbodi nent, the Shamr's secret sharing
I@ﬂébﬁﬁﬁ9q%Q@4naQQW%5hold schene, where the nunber of

di vi sixanyd) iin agiUmRbid, e 4 aithd her rtﬂfeo\sesrxaﬁcﬁe
nunber k  is _assunmed to 3} .is used as the sec

Weadirgtdaredy Hia usei-s SRR 4 %‘laﬁ%‘%ﬁ fapggement
thist GASe r it diled SThePGEUrdte itnd dise i muntiart ofhis

CobB e 1o e A o 2R HfE aso tor
abeVe&erminal 2 of the user to recover the secret
information S from the divided data stored at the terminal
2 and the divided data acquired from the secret information
management system 1 by using the secret sharing scheme, and
transmit that secret information to the service providing
system 5. Note however that, in this case, if the user
loses the terminal 2 while the recovered secret information
S is still stored therein, the problem to be solved by the
present invention cannot be solved, so that there is a need
to provide a mechanism for deleting the secret information
S from the terminal 2 immediately after transmitting it to
the service providing system 5, or a mechanism for
preventing the illegal reading of the data of the terminal
2 by the third person.

Moreover, in the above, the re-division processing is
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Al'so, in the above, at a time of the service
utilization by the user, the secret information

worewagaset system 1 recovered the secret i nfPRPCTER206¥002514

S, but this 20 enbodinent is not limted to this case,
and it is also for the termnal 2 of the user to
recover the secret information S fromthe_ divide
daraisflopud HPORhE FéﬂﬁﬁﬁglermaﬁBetﬂéeHrvPHgdl&aﬂﬁ also

peauihed FremchBesseeket ihpbemABL bANmanaBageftnystem 1 to
system 1 b%au3|n g.the secret sharin

ChRREnPHLFBE EBoRerirnpt: hhoranoL Bl Re Bl Y &Y o
pre¥edingd symieg.S. Note however that, in this case,

If the user |oses the termnal 2 mhlle t he recovered
secret information S is still stored therein, the

pr obl gerterbagsabwedoby¥ithes ppeFégt ilAvend &rhsgcalfotto Fig.

be sol ved, t t.h :
HcndhFeRePBRaganpefite Lot PE Prar st rg e lof, g1 be
tbecieébeidnahn aemaﬂﬂdlately after transmtting it to

t he se Vi ePE%%%#qgggﬁ%g%hgn15 or a nechani sm for

preven "Rg°® readi ng of the data of the
terni Rd. 3 byowheamhww@rpéﬂsgnhemgtW@r@@@@ﬂgwn@tﬂﬁé of a

BoeRuskstysiel Yoouberbodesierey, 'rl?fé’r%%‘ttwua&o mapagement
seguest 1f aororiddngsdo, thet second smdedipsddi-bl e for

t he Sﬁgrgh fQBU%E%DnSWHQﬁ%e@%Q&e&yﬁﬁﬁﬁﬂthMQOnp%hﬁhgement
out the re-division processing voluntarily a

presen Bed st iconmgc e drafidhy ian§ldeRtt & ermgnad ﬂghﬁﬁﬁ will be
}éf@@geﬁ'%er%%f%%rﬁéimpl%4astEﬁt%@@@%@l@”ﬁp$Wﬂ%H Uﬁ a user

present invention will be described in_detail,l

$Sy§pg#|@o@pm@mq*qaﬁ¢9nl@eﬁmgrk54Sﬁ@ﬁ§.gﬁ Jh& dnternet, and

SoRGRRYIY %3k %Urs%tﬂvqréempr%vﬂaqmms@’rsﬁeﬁﬁ@moko pliﬁivrigilng a
a secret i nformation I’mnagel’rent %lm%l accordi n% thIl

rressEdded sepdicredc TAS 1K6kn 1‘1
inRFEQOFRL 140N TIRNAGIFRIY 1 nHFhervibn @a@@mﬁd sMsIﬁ‘ema 1 is

%hg%p%o%%%T€gg w\¥ﬂ(gwﬁ%uralf%y (which is assumed to be two
in this embodiment) of data depositing server computers
(which will be referred hereafter simply as deposit
servers) 3a and 3b which are formed by mutually independent
hardwares.

Note that the secret information in this embodiment
refers to a personal information such as a password, a
credit card number, a PKI secret key, etc., which is
necessary for the user to utilize the service providing
system 5.

In the computer system 10 in this configuration, when
the terminal 2 transmits to the secret information
management system 1 the secret information S that is
necessary at a time of receiving the prescribed service
from the service providing system 5, the secret information

S is divided into a plurality of data by using the secret
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15 referred hereafter sinply as a termnal) 2 owned by
a user through a communication network 4 such as the

wo piosonsty and connected with a service proviBCTI@P2005/002514

system 5 for providing a prescribed service to the
user through the comunication network 4. The secret
i nformati on managenent system 1l i s_20 al so connected

ghaningpeghampt YAERAI R theaSBRRdaLt §e6& twShardDghi s
ﬁe%%ﬁt )(wﬁE cHaa1depasi-biregrsar ver e@@‘ﬂﬂélﬂ @S the secret

be referred hereaf [ t
§eaw1§) sgaeaﬁdA tqu@hdsﬁerﬂi} fehe g?? nufﬂﬁtxaf%?‘fo%'ecret
hﬂ?%@ﬁﬁ?@ﬁh maﬁ?@%@éﬁ% s¥athat e, tb?ﬂ tthe sderi€ied data are
information in refers. to a I
FREBPAELY sﬁysﬁéﬁnégﬂi%gﬁs%ﬁoﬁ devgpddi o218 Snaford 3P
enBKPttheee;eemmey ﬁebﬁch whiath the dieddesdady thomrtehe
user e the.,s VIC vi din ! |
FRapesTAEy SSRPaRITS I THE: CEBAPLuFRENGh aRend 3P and
tthe tefrminall 2 tmananm@suﬂw tmheseeneetlnmdbwmﬁhimn S is

nEedegarsa, Bt 02 ¢ GG R mlalty %mta&l%eﬁg&lgatsysscem 1

|ne oot recer Vi ng thée prescri
aeny ithe p&ecawhh&ogeﬁVncéhcr@emdu@@ y@mﬁyﬁaxlomh@y the user

secre P
Sy BTN, BBl Sl B, Bt ton

ﬁﬁﬁ/amémel (stmelem 1s Wdniilg ss dhems asasdd g oarme tEing S T rom
8L &l i 1@HQOHHAYD (ARGl dMdll |tab@)()1©f er]f(eﬂ and D(3),

héreafter as t e secret sharing scheme A be
dest diepes Ifethem ate spree tdaelst 1n| ST e %Fé{nég”—er?éﬂ’to“t

iePsl 320G ¢ B9 ding ded datrdhide=a 2.respectively

transmtted to the deposit servers 3a and 3b, and the
term Adis2 &fcid e e theyisgey igq atdldzation, when the

cﬁ%ﬁ%td &lts @RROS lniaqwaﬁriéaﬁ b@ﬁ&@fd tu Y Viey 3ttt ted
and the term nal 2. ares t he secret

iTATO8Y e drergingl r%di%t%&eé’cret emsf&rrm& 9% BRIt
{RAGRMENt s tebrk t10 rard-ated oy mafaaéemﬁnﬁ Gydthem 1

service utilization hy the us
S P L R N B oL trary

et & knditviddes dde &enr eI(S)nfajrmaiheordlsfifdeJindata D(1) and
D(2) of the deposit servers 3a and 3b by using the secret
sharing scheme A, and transmits that secret information S
to the service providing system 5. In this way, it becomes
possible for the user to receive the prescribed service.
Note also that, in this embodiment, the exemplary case
of depositing the secret information S by dividing it into
three will be described, but the present invention is not
limited to this case of dividing the secret information S
into three, and the present invention is also applicable to
the case of the division into n (n is an integer greater
than or equal to 2). Also, the number of the divided data
to be transmitted to the terminal 2 is not necessarily one
and can be plural. Moreover, in this embodiment, the
divided data D(1) and D(2) are allocated to the deposit
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Also, at a tine of the service utilization, when the
di vi ded data D(3) maintained by the user is

i ' t.h t
AR Sl e Y (s DD, L rea to the
|11ﬂ‘rtmmift]1 ¢h rhartageneit mosstidnhel 120 aldomestes diipe divided data
| gjnal £t t o
O, e R T P ety Y A Y ey 2
D(2) dfhe e amiosint cymrateiran JwanpgemBmthysisiany 1 Hes a
ALl o P ﬂgri%ilﬁq{ﬁ B Avh ! Harsa"bsgi i ddiptg rgeéneratlon

i nformati on service providing system
st ey fan dadshar Brepaennsite irgfonnad iiggers tndlto a

AGH MG N & PIrESAdREHS8 W 8 udiiL @S ddiats éﬂhrlng
this enbodl ment, the exenplary case of depositing the

e ifhf Gt i D9 Ipylafia iTAGRy Ay Htid thrfer wigqovering

hﬂled%iqrg*lkiﬁci il tRR dWAS SHTIrMANIPON 9 SEr¥ a plurality
ted to this case of dividing the secret

SHedesh deteg I Do Ui thehdadie hrdwaring Mo, a
Ir%n_&idiﬁ mmﬂidﬁég@rﬁaﬂatldrhmrﬁasgaffdxh%léiitéﬁéﬂﬁfg it iiom
niIiLs a I .nt er reater ha or equa Q
Stk o8 Y sl it e 1, b ittt <y Ly 1 ded
tdaetat ler mmmi the Ssdm‘temhaﬁﬁ’iﬁ&fnb adﬂlxorprse amnc Qaihdlﬁud ndumber R'
ra eover In.t odl Vi ae
o Pt iR Bead ity o v Ty ndad Gata Y Hgre-
\MJVZM @'éﬁﬁl&elﬁ@'[‘/ah?ZﬂDSﬂﬁGQm fcﬂerg\mre&'zﬁzlargi d hdurality
IVI e ocat.ed t ter.m
B R R B S RS folihs WA oy
diines @fendﬁatd@gmma:rss@r\bmsm&md:hdwesdo&fem redlardnglteeheme A,
f ti a 5
AL [l PR, TR DU R RS B, a
geridrigaitdon Jdivigt gehefrert idiny judiing Jiawd’oyecgteeterating a
u&ﬁgf@Eﬂh%%.%dé“f%raréﬂ&yéiqg3ﬁﬂg fyd@ %ﬁ%ﬂj q%:%é@Qet

u3|ng e Ssecret shar A, an ori dl na
Aaderaat 1om ﬂnall.@gfemenrte@msémm@ ﬁn@@smtgier@alth@atsacret

ﬁawﬁ;aﬁl%o TR Qe A0 p%%feﬂl'nltqu sly% t%fm & Vigded o
data D by using the secret sh arln%
communication unit 14 for transmi tlng or rece1v1ng data

with respect to the terminal 2, the deposit servers 3a and
3b, and the service providing system 5.

Also, the terminal 2 can be a portable recording
medium such as a portable information terminal, a portable
telephone, an IC card which can be carried around by the
user, but it'can also be a computer device not intended for
the mobile use.

Here, each of the secret information management system
1, the terminal 2, the deposit servers 3a and 3b, and the
service providing system 5 is formed by an electronic
device having at least a central processing unit (CPU) with

a calculation function and a control function, and a main
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random nunber generation unit 15 for generating a
random nunber R to be used in generating a plurality

wokoodiowistdeed data D fromthe secret informti oPCBIEMG/@2514

random nunber R to be used in generating the
re-divided data D, a re 15 divided data generation
unit 16 for generatlng a pluralit re-divided data
Demprymunid dmm&@@ﬂmm%@ﬁﬁﬁ%ﬁ’ 1 H 3 fangd e £or

%%‘f%% %rbigr%%ﬂsnanhh%a%%cr gluchhar ideg isehem® Ahe Wyertem may
he user | ost the user's own divided ?ata a

Gﬂﬁplféﬂﬁoﬁ'@@glééﬁ€yaﬁﬁ@ﬁrﬁanlf3 gendexd sk 20

whiglideat itk mdnf eembesonaing t he fact that t he secret
i nformati on managenent system 1 transm tt.ed the S8G g%tng

i nf or AiSion T8 HTORE 3We AP EXSEREiEN Y 2 SMEmPE 0%
dﬁ@t@mﬂ'@il@ﬁ It@N st einlﬂaofd(_i_metnltaQSmslttidnmgl dm rigeeinsimg memory
ata w respec t.erm.nal 2 depo

SgdJePd Fhe a:i’éi %5 ?{ ﬁ% flffe aélgrowpgesspllr%gtw gjongjescfgtde this

§rg@r&m 1trhhe:meerdmmpaﬂte2 caadab la p@rdoa‘mllelgr ecorigimguch as
.U s .a.portable inf t , :

5‘3 E esLII{ éﬁ gﬂ LY ch)a?{r iC ﬂ}ﬂn@careﬁced and 1t

arsouﬂ@ob)pdshaablwse}o dieti vietr ¢durlsalpsr@gtj‘@lra thogputherthe

%?)\I/nltml?]l%l% ttlorﬁt %%dc% or 30 the nobile use. Here, each

S&cret. informati on management system 1, the
tern rdlecTett khaddpasischemevds 3a and 3b, and the

servi R, ouird NG %3 a3 iind fIHGRE Y vy & A1 1o U Gpecial

devi ce haVing at least a central processing unit_ (CPU)
wietchr e35 sé1againeyadigiosr thith @dco i & < ditirsplemhpskimeg will

Q)réd d%srgi"lrbed 17 WR+23GQ5/ 076518 PCT/ JP2005/ 002514

menory unit (nmenory) such as RAMwith a function for
stori Ag gisyrdive sdiel @ada thsudipcoVrayi & difte (Hfeiginal data

%&%ﬁ@é@ﬁdﬁié%dﬂ% & P 113106 FREIoh W) tacﬁi&l'ﬁlaﬁg to

hard di sk, besides the nain nennry un
phdgr smbraskimapdouttibeg oFdrgigged |d} %ﬂéﬂn%ﬂ?@
mﬁﬁdﬂﬁuﬂﬂﬁﬂﬂﬂh'dSGﬁéﬂﬁﬁﬁlﬂhﬂHBTTﬁi'ﬁﬂﬁﬂﬁﬂdﬂ agddrdimg to a

GG 1 A6 U et DB ec it g e d oS
@nit bit length can be set to an arbitrary value. Also, the
original data is partitioned into original partial data of
the processing unit bit length, and divided partial data in
a number less than the number of division by one are '
generated from each original partial data, so that when the
bit length of the original data is not an integer multiple
of (number of division - 1) times the processing unit bit
length, the bit length of the original data is adjusted to
become an integer multiple of (number of division - 1)
times the processing unit bit length by filling up the tail
of the original data by 0, for example.

Also, the random number mentioned above is generated
by the random number generation unit 15 as (number of
division - 1) sets of random number partial data having a

bit length equal to the processing unit bit length, in
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hard di sk, flexible disk, CDO-ROM MO DVD ROM etc.
and it 10 is also possible to deliver this program

wa boosgisig he conmuni cati on network. <Secret SPEIF/iregos/002514

schenme A> Here, the secret sharing schene A based on
the special secret sharing algorithmaccording to
this enbodinent will 15 be dgscrlbed in eta

eorer @FRPRASACANHC t heuRrReHVRF y 5Yl?ﬁ%nor|b?n3? ﬁa?g the

$FPE1RSPOPEBal 0dkbE. SﬁsmglylnfbeHDAHGOmShumbenrﬂsng
to this_enbodi ne

t,.the_ o I ded
§PRer Ul ofl BRI GRRE CF hi haRaPY CHPAURbSY Sor TR ifaf Bp1 & Pensth
§§89%ﬂmﬁsrt@fadiﬁlgﬁsnredlprgeﬁssoﬁgthaurathmlnngbhr
and this_processin u b
RABF174r§ gg|ggv1g§86 QL% Pegg%ﬁngép gaEO %héeﬁrggegglng
@ﬁitlbiﬁnﬁdngﬁhobmnlgdﬁatlpactthe daiginél ﬂh@a are divided
oce uni.,t -bi.t_ | engt a d t Lal

N L T S o Ry
aéeoﬁaﬁggneﬁathd pronesathgonigtnbii tpaengih, daﬂd eggh one

en.the | ngt.h t al, od
ah PREeger natefofatEols adhp. peapryfichs  Thanbernor
ﬂnelpionessnmgsemstoﬁuﬂlvnéﬁgtnarﬁhélbﬂﬁtﬁeh@VHngfathét

PERBLIaLaRs2chs AU bedokangbanereyan hehoasr in

nunber 0 ivision - 1) 30 tines the
poocesspngeunettblﬁnu@hgrhoﬁy ivicing uplﬂhéeFﬁlpf &pe

BPﬁg?th'ﬁth@andgxa , Nhfk1§%aBRka. oﬁbS@f the Handamd data

t1oned above 1Is enerated y the random
manﬁenegéﬁéﬂaﬂﬂdnPaﬁ¢ﬂt15n&§ Pﬁuﬁﬁ@rPSPce§§9P§l8ﬁlt byt

?@hét f akandampaynioer dRaikiah daha @@wsn@fataa ldiitrided
ual to the roceSS|n%65n|t bi.t || engt

a5 il 2008R0 R I SPET P P2 00 BT S 1N 1 4Py dDgoRaLAes S ine

hﬁl@ngngqeggthV|S|on - 1) sets of the origina
partial dat a.

e d unber, i
and pgpﬁﬁtlgﬁéd &? tﬁ@ SP&éggégggﬁﬁﬁFgﬁﬁFﬂoFeﬁg eaggsve
ﬁ@%@?@beﬂfoéwﬁlﬁandatb) sahsoal numd eranddminiedbeats ,

partial data bi t th I .
BP8§§§sPﬁgdlﬂﬁ%ﬁoggﬁ%@eﬁﬁPﬁes ﬁnﬁg uaﬁok%tiﬁg hiﬁ%%l be

dahatade adi wi,d&d D, n and b, respectively, and variables i
(= 1 ton) and j (= 1 to n-1) will be used as variables for
indicating one of a plurality of data or random numbers,
each one of (number of division n - 1) sets of the original
partial data, (number of division n - 1) sets of the random
number partial data, and n sets of the divided data D will
be denoted as S(j), R(j) and D(j), respectively, and (n-1)
sets of divided partial data that constitute each divided
data D(i) will be denoted as D(i,j). Namely, S(j) denotes
the j-th original partial data in the case where the
original data S is partitioned by the processing unit bit
length from the top and the resulting original partial data
are sequentially numbered.

Using these notations, the original data, the random

number data, the divided data, and their constituents, i.e.
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as (nunber of 10 division - 1) sets of divided parti al
data having a bit |Ilength equal to the processing unit

bit length in correspondence toa%g(imber f divisjon -

Bhe @t gimah@ahiaf i taarkhc T apdon INHﬁ%WP%%wl data
Qi afhd hei i dd dasheipt 1 dStenemted ek gaddd taonesi Lows .
by the processing unit bit 15 length as (nunber of

division - 1) sets of the divided partial data having
a bit deingitdaleqatato the processing wunit bit Iength.

Note th in the follow ng descripti.on he, above
descri"bg(ttii_o]r)l o i %ét%lflgjgﬂ?glo anrutf%baelr,dad%%/?sdgb dat a,
20 numbex(10f, S 2 )Bj ofrand -ackessi ng unit bit length
will be denoted as 5, R, D, n and b, respectively,

and variables i (=1ton) andj (=1 ton-1) wll be
used &andm abimsef & indicating one of a plurality

f data Qr_ :
i vi a1 oty TR AR WO om GRGI O b e AL TS B 1)

partial data, and n sets of the divided data D will

be denoted as S(j), R(j)_and D(j), respectively, and
(n-1) b st off dﬁﬁm&é P e o lﬁéﬂc)a tiey cohsty Rt
each divided data D(i) wll be denoted as D(i,]j).

Nanel vy, S(jé}_ denotes 30 the j-th orjginal partial
dat a ifpathdigatedraetiake ‘%ﬁ‘lﬁgimﬁa’wh)ata Sis

partitd gned 1oy, tiher prpcessi npunid-Hyt length from
the top and the resulting origjinal partial data are

sequent i4 4L hurfbet e 0 LEi'ng R iredtHot ati ons, the

original data, the.random 35 nunber data, the divided
data, and their constituents,_ j.e. _-19 WO 2005/076518
PCT/ JP20Y3) dos I Mt 4k oF i gi rﬁﬁnﬁ}{rﬂ al data, the
random nunber partial data and <4 he & wvided( partiato n-1)
data, can be expressed as follows. Oiginal data S 5
= (n-1) sets of original partial data S(j)

This embodiment is characterized by realizing the

division of the original data by carrying out the exclusive
OR (XOR) calculation of the original partial data and the
random number partial data with respect to the plurality of
partial data in the processing unit bit length as described
above, or more specifically, by using a definition formula
formed by the exclusive OR (XOR) calculation of the
original partial data and the random number partial data.
In contrast to the above described conventional method
using the polynomial and the residue calculation for the
data division processing, this embodiment uses the
exclusive OR (XOR) calculation which is a bit calculation
suitable for the computer processing so that it does not
require a high speed and high performance calculation

processing power, the divided data can be generated for a
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= S(1), S(2) , , S(n-1) Random nunber R = (n-1) sets
of random nunber partial data R(j) 10 = R(1), R(2)

WO 2005®(6518L) n sets of divided data = D(1), D(2pCT/IJP2005/002514

...... D(n) Each divided partial data D(i,j) 15 =
géln)ulzhi'd")uhnﬁ) D2,1), D22 , ,

n- , n,2) , ..., =1 to n),
%ﬁrgelc@gagﬁly d?éaThySréﬁﬁéaFﬁED§hPsSéﬁaﬁﬁcF@FF%gatﬁﬁﬂ
ﬁﬁ@héébmﬁgthsnddtuesm@ﬁ09§ thpadlitgi Rahudata byr
carr

out e _ex¢l.usi ve | ati on_of

PﬁénéﬁigﬂﬁgltBﬁr@FXFdBQtQaﬁﬁgﬁ%%8me%aﬁﬂaiiﬁﬁnﬁan the
@abhb§Fyg@thwhbh%nﬁsaegy b@obbetmbngaltbythéhﬂﬁmber of

artia ata I1n_the processin ni,t it Len

Rovapinad 1abBddl toPRnpace fadififdafpye oM Boke ngeperated by
dﬁ%larkbﬁm ﬁ@bﬂébalnEOEﬁEdhbyhthheemaﬂuaﬂﬂ$lﬁﬁ PXORpssing
cal cul ati gn ori, t h .
Fﬁnaaﬁrﬁﬁab8ptp§F9u§Pt&§#§. %hc%ﬁ ras% ? ?R% B&de
dﬁscsibedacpnwenrnbedlambummdrSOlasgmg t he pol ynom al

and t re%hFﬁe ﬁahéﬂgih%99ef8ﬁ Q?ﬁR)dﬂﬁﬁcﬁﬁﬁkﬁbﬂnused in

proce Q fig is e i ment excl usive
¢K®B)emhbdmmanmow1Wﬂ|bh denatiidt byakcsvabdn " *Suiipafibe

a owﬁngoﬁgg%?& %&gﬁes ﬁgtﬁg ?Eui%tggﬁsr%%hlts

arre Bee per f or mance cal cul ati on
aﬁcprdaegsmngtp@m@alcﬂﬂ@tdpvlG@deéafarcéﬁfﬁérﬁ@ﬁepéﬁédOf
Bl s egg%g ?g 2%%5 Qi@%&%xPGE/A%%OQQ/Q@%&%ﬁs | ar ge

ca aci by repeating the sinple cal cul ati on
proceSS|ng and the nenory capacity required for

mai nt abR a%ﬁ%nd%%b%ﬁQ dat @apeqaemes smaller than the
capaC|ty t at is linearl %ﬁproportlonal to the nunber

of 5 @akcyilgkiopn rasdilt Ode 1§ Vi ded data can be

gener ahadul¥ ¢ ibhe relsiaamolr Q&@sgisng i n which the
cal cul ation processg@gt |s carrled out sequential ly
fr om ©cAd cudg tdrn; K& sydita of

Also, in the XOR calculation, the commutativity and
the associativity hold. Namely, it is mathematically proven

that the following equations hold.
ax*b = bxa
(a*b)xc = ax(bxc)

In addition, a*a = 0 and a*0 = O*a = a also hold. Here, a,
b and ¢ represent bit sequences of the same length, and 0
represents a bit sequence consisting of "0" which has the
same length as a, b and c.

Next, the operation in this embodiment will be
described with references to the drawings. First, the
definition of symbols used in the flow charts of Figs. 6 to
10, 12 and 14 will be described.
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units of a prescribed arbitrary length. Note that the
exclusive OR (XOR) calculation used in 10 this

werpodiasesmt will be denoted by a synbol "*" i nP€T@2005/002514

foll owi ng description, and the calculation results
according to the calculation rules for different bits
of this exclusive OR calculation are as follows. 15

cal c_ul(ait)l ot resy! tirﬁic(yt% @T),@@(I uJ at. |m wesul t of

0*1 is calc ation res 0 calcul ation

resul t 0.20 Al's h X(P ca.l cul a.tl on,

the co ta ‘]I \i'1 artd 24 h@ Js)sxo e"t)l VIS 350 ML Gl i (et ined

iats ies vediuee ot itded |iy-tr awen andhdthe ﬂe—ﬁlnldm’lmmrg of

at n . a*h = b* 5 (a*b)*c = a*(b*c) In
%g[ Rak glna]np(ﬁ:n 3’21n&]a*® 2)O*a = a al so hold. Here,
a, b Treh Qjepr.aerits biaf igeglers o ldfortshe sane
length, and 0 30 represents a bit sequence consi sting
of "0" which has the sane length as a, b and c. Next,
t he o;%rhtﬁ 40 im R(Hils—lémvdi)né%lemmq(u He k)descl i bed
W th ferenoes t in Figst, the
defi ni |Jgn o) syr%gvltﬂs@lug:regj i ng&?)he fl ow charts of Figs.
6 to 35 10, 12 and 14 will be described. -21 WO

51§ PgT/a}lDziquggcngsm (1) 11 A(i) indicates

A(l)*A(2)**A(n) (2) c(j,i,k) is an (n-1)x(n-1) matrix
whi ch (¥ d&m Aeld 1Sa§na1v<a} w2 g% e Gh oH dro diflkdrting a
kralih & QU FEh Of1 -~ Uribwl dirdl I Pl -dh rl:‘oh]un§ri -ghilvekhedy :

Qj,i ,J)lsdeflnedasfollows (XJ, ,
R((n-1)xmtk) when c(j,i,k) =1 Qj,i,k) = 0 when
c(j,i ki, 500 \M]ﬁ;helmj?d)nqsl an |nteger

u(i,j) = 0 when i+j > n+1

and this matrix will be referred to as an "upper triangular

matrix". More specifically, this is a matrix such as the

following.
11
U[s3,3] = |1
10
1111
1110
Ul4,4] =
1100
1000

(4) PIn,n] is an nxn matrix with p(i,j) indicating a

value of the i-th row and the j-th column given by:
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and this matrix will be referred to as an "upper
triangular matrix". Mre specifically, this is a
matri x such as the 20 followng. 111 U3,3 =110
100pP0si) Fdfheny FO*Y4,4 11001000
30 (4 Al nl= |]§V@fbl{1xln=rrqtr|y<=v\nrth p(i,j) indicating
a value of the i-th row and the j-th colum given by:
35 - 22 (ip Doos/bBFRFBEE JP2005/ 002514 p(i,j) = 1
when j = i+1 p(i, j) = 1 when i = 1, J =n p(| i)

ot herwi se 5 and th|s | e red to as ;m
Sk dtion THA oL D TR b v o o feafior
R0 Dk "S.U Mo 165 st;mmffmidm NEhik ILEO a I RfiX Huch ;D the

]foljlogviq'lg.o 100 0010€P44 _150001

0

0
P[3,3] =
00
0100
0010
Pl4,4] =
: 0001
1000

When this rotation matrix is multiplied to another matrix
from the right side, this rotation matrix has an effect of
shifting the first column to the second column, the second
column to the third column, n-1-th column to the n-th
column, and n-th column to the first column in that another
matrix. In other words, when the matrix P is multiplied to
another matrix from the right side for plural times, each
column of that another matrix will be "rotated"” towards the
right direction as much as that plural times.

(5) When A and B are nxn matrices, AxB indicates a
product of matrices A and B. The calculation rule for
components of the matrices is the same as the ordinary
mathematics.

(6) When A is an nxn matrix and i is an integer, A1
indicates a product of i sets of the matrix A. Also, A"O
indicates a unit matrix E.

(7) The unit matrix E[n,n] is an nxn matrix with a

value e(i,j) of the i-th row and j-th column given by:
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1000 Wenthis rotation matrix is multiplied to
another matrix fromthe right side, this rotation

woraiosioxesias an effect of 20 shifting the firsPCTO2008002514

to the second colum, the second colum to the third
colum, n-1-th colum to the n-th colum, and n-th
columm to the first colum in that another matriXx. In
ot her words, when the matrix Pis nultiplied to
anoth%qlngberlf&@nh;he_rught side for plural tines,
each 25 colunn of that .another matrix wll be

"r ot affdd™ Wowarld® wise ght direction as nuch as that
plural tinmes. (5) Wen A and B are nXn matrices, AxB

|nd|cates duct, . af natrlce A and T .
Marey Isé’telc&%ll‘% Yrort 1S o e HE: tstlile%‘rft & fiod Lowing.

the sane as the ordlnary 30 nathenatlcs. (6) Wen A

is an nXn natrl is an integer, A"i indicates a
product of i of the matrix A Also, A'O
I ndi c&tles 3d u=n i[O datxfi x E. (7) The unit matrix E[n,n]
is an nxn matripy Wty a 35 value e(i,,j) of the i-th
row and j-th colum given by: -23 WO 2005/076518
PCT/ JP2005/ 002514 e(i,j) =1 wheni =j e(i,j) =0
otherwi se 5 Mg ququlcally, this is a matrix such
as the foll ow %5 O Ef[3,31 =010 001 1010
00 Ql Q0. [4,14]0_00010 0001 15 Wen Ais
an arbitrary nxm ratriod, the unit matrix has the
0001

When A is an arbitrary nxn matrix, the unit matrix has the
property that AxXE = ExA = A.

Next, with references to Figs. 6, 7 and 8, the
processing for dividing the original data S will be
described. This is the description of the function of the
divided data generation unit 11 of the secret information
management system 1.

First, the original data S is given to the secret
information management system 1 (step S201 of Fig. 6). Note
that, in this example, the original data S is assumed to be
16 bits given by "10110010 00110111".

Next, the secret information management system 1
specifies the number of division n = 3 (step S203). Note
that the three divided data generated by the secret
information management system 1 according to this number of
division n = 3 will be denoted as D(1), D(2) and D(3).
These divided data D(1), D(2) and D(3) are all data with
the 16 bits length which is the same bit length as the
original data.

Then, the processing unit bit length b to be used in
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Figs. 6, 7 and 8, the processing for dividing the

w@eiogiom#hs data S will be 20 described. This i sPeTaP2005/002514
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description of the function of the divided data
generation unit 11 of the secret information
managenent system 1. First, the original data S

giivdiing the eededmali wradiemst ii6n dedicagemat asﬁys& éhhtf (step

(stoen 5%@1]_1s0fpr'5cQ}ss§)ng Neli& bd% tikalgth b tys @(%ﬁﬁﬁ,fled
the original data S is assuned to be 16 bits ](v;%[norn}/atlon

-bfofil@oy@e@off@ﬂiﬁhe Nesrmingde 2 &€ G 5T

mrﬂ@%%(m%{mtt %yssfngt&?fﬁ ]ll\lotSﬁeQ%afﬁﬂ :b“et tﬁheraﬁwéoqme;&eﬂhmamm by the
n = ste e a e three VI at

F&c&cdt é—alfpw Ogle&qﬂé’tagﬁl%% S - ngﬂ?a r?ﬂ}ﬂ
)tﬁ)tc%@slul@c@@ﬁdj gt A ddyth murdzer bef arﬁamsumnry mnber of

%H %not e;:l g?}& %%unher )taﬂ i d% ?]\/ﬁst E)hes .dl V|tqled

biﬂlgllnarlgtdmﬂdusclis slitvhies iddree  lidndeengint 135, twmen the above
original data. .35.Th the, j [ty 00t t:h -
e et ar e iils so0atiPeliy Mo b Fres 1s
Eﬂl\ﬁilﬂﬁdﬂb biyhecher ipgiavad s diaten W its bddt dremigidd s 8 thits, the
st 20 c u e ;
a¥t Y SR B AR Ndeds () PR SYIPRE given
ﬂHCWEWMMﬂQmQﬁHaHﬂ1"Qﬁﬂkﬁﬁ&kﬂn system 1, or may be a
val ue yr.adetgr nﬂlféeds%t & t%ﬁ&]"ﬁf ert Y "Bafﬂ Okngth of the

management” system 1 processing unit
mrtlgtlemglt rdad:a:aﬁw itre an J&?ﬂ:ﬁ&errarﬂgullmrﬁd@r ot 84 tar At is

Qﬁffgééf {0 g 8P txﬁce%mlﬂftltﬂn?e Otmeglfnat:til of
VI Si e. Conseql uent | when t he above
crém:rqru@irm dlatet e G mllmm' dbltmﬂajke ift @p integer

tﬂ%&lstlbl tel%fd'ééizdeq\kplye 4 PP il it iWH tpiided e hin the

s, the resulting two original partlal dat a
SEpe AHPIS( Dhen R QR QA NG Il Pigo teen gty b ob 19k 180 be 8
Nexts Ad tiie sheb a2 shetdieim trheiéiﬂsteﬁ efgte O:ﬁ ddein this

original data S is an integer ti 8X ot
qgé%ple is valid not onlyg%or t e J%lglnal &% with the

bit length of 16 bits, but also the original data S with
the bit length which is an integer multiple of the
processing unit bit length b x (number of division n - 1) =
8x2. '

Next, at the step S209, a variable m which indicates
an integer multiple mentioned above is set to 0. Note that
m is equal to 0 in the case where the original data S has
the bit length equal to the processing unit bit length b x
(number of division n - 1) = 8x2 = 16 bits as in this
example, but m is equal to 1 in the case of 32 bits which
is twice as long, and m is equal to 2 in the case of 48
bits which is three times as long.

Next, whether 8x2 bits of data from the 8x2xm+1-th bit
of the original data S exist or not is judged (step S211).
This judges whether the next 16 bits exists in the original
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15 judged, and if it is not an integer nultiple, the
tail of the original data Sis filled up by 0 to nake

WO ooat7dsmg eger nultiple of 8x2. Note that thePdi/ym2000002514

processing in the case where the processing unit bit
length b is set to be 8 bits and the nunber of

division nis set to be 3 as in this 20 exanple is
datadSnettenl $heodivheioni BrASESEARE Startanghdrop; fhe step

bgﬁlﬂt Esof:a}‘élgﬁt 8utb%raltﬁ@ b?@c@éb‘ih@ahnﬁ%t%1$ \Mehtgth b x
t bit |engt is an integer nultip

prombsEi Ag aﬁvﬂsbpﬂ FeAdt i B*% Cn&ﬁb@ﬂtéf°§|$P§l ﬁlﬁlnal

dhta S8%Becd?ibaXby %hetbﬁribBQeSQOQr aotar mabkdemcase
which indicates an.inte er Ele nentlonﬁd abovm le,
Whesgtr the origdpalt Hata tSo2§ R thdSc§E8™P

Whehethaed@whghaﬁlp@abesslhg3stahe1hgtfkemgmheeQWam @11 is

t he proceSS|n nit n f
GhoFargnont. ofper fgrs they §rEindls dard B gk pits, ¢
beiiEbile @qual ihertmenteldebyadeaaf tB2 bmb@ iaileh tol de

tw ce i.S.equ 2 i.n th

Bﬁﬁgr%ﬁegh%egOWhrggttﬁﬁgsqggafonng ﬁgo@ %%%eﬁﬁ - %gt that

bbt?e@boddtaofmha1bhseSmfohb-Nhrbableom.rhé dm giotalexist
S exi.St._0 d 11 T

98308 ShuBiofl, Aga S, o Yilsl taghpdet ko, ciucTiR

p25c%@s2®@5b®%@5£8sP@TmeZ©@5E®©E5§¢11dépatgeaﬁﬂ€w 1,

%h\e' Sc uod B[t(i?fe%i' ng'e&tl%rbtl' ng 0% the ﬁ’lta%p th%2381<2'>§ﬂ+1 th

carried out the processing unit bit |engt
brigniodr thle dindigdned datp S §%2 8219 +Bi t—slofantdh@xz bits of

%5% 9o %ﬁ%af§r%Qe%'ﬁJ%%1@%stq%_%%%'%mf%lﬂdy'd%ﬂa S in 16

e case where the original data is 16 bits as
'bnttShl andx aigiref orghdi et & ogiopisdngh PFOGEEsS e the step
ghaiting fromthe step 5211 is carried out once for
the orlglnal data S in 16 bits, the variable migs

i ncr edenttde BFep S21the Wicef BALS (6 Bbe @EQGITEdRE unit

ReItOWe i yd Rt dBitar tirdgh fFuhemebiiesdnd-jt-h )mlt—ﬁthailtl(bf the
correspond to the case of the variable m= 1 %:é%
exiiginaly dagd & iigi St @&t dhs OF igHnd e PatHie hat

e xmogqc Q8511 chiaeeaeds thomartiabieey F2bh to the (=
%h%ber of division n - 1), such that two (= number of

division n - 1) sets of the original partial data S(1) and
S(2) resulting from the division of the original data S by

the processing unit bit length are generated as follows.

Original data S = S(1), S(2)
First original partial data S(1) = "10110010"
Second original partial data S(2) = "00110111"

Next, the random number with a length equal to 8 bits
generated from the random number generation unit 15 is set
as a random number partial data R(2xm+j) while changing the
variable j from 1 to 2 (= number of division n - 1), such

that two (= number of division m - 1) sets of the random
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but currently the variable mis 0 so that the
8x2xm+tl-th bit of the original data S is 8x2x0+l =1

wapas8x&1bits of 15 data fromthe first bit exPCr/IP2005/002514

the original data Sin 16 bits, and therefore the
processi ng proceeds to the step 5213. At the step
5213, the 8 bits (= the processing unit bit |ength)
BRI Derdhatlhdlag( Rdm] AR (24" Bies it ipyge fregh the

AiivdisNRn At 3RS irhnt®in dtwbRe ® by Mdle PAJdesidaf anit bit
(1xm+ whi | e chae%lngthe var i bIe from1t02

ﬂr@ﬁﬂt&‘&h @fredlgﬂnseiré‘ﬁ -asl)f‘)lé-l%vt?t 182 snunber  of

division n - 1) sets of the or|g| nal partlal data S(1)
and S(2) resultlngfromt %] i.sion of the original
dat a Samdors nupbesr & esé?l(ﬂg ufi@bit length are

gener Ml&@tﬁ&'afrfﬂdnp\t@mbe@f ipgiridlaldatastaSRL1S( B ," 19(12)0001"

First ori rt|aI data Sl) 1 0" "
ori gi PAC Oglaft O&Jat“érlm§ ©3) P (tdﬁfl(ﬁif%f’ JRO(% Next %C‘ltthqu
random nunber with a length equal to 8 bits generat ed
fromthe rando at|o [ t

r andoMRUrbér % rg mﬁepd (fx ;giv\‘ffttllq]e% aarﬁcgﬁanl

\De(m ,&me jj) ftﬂram bdrrstﬁt(u:tawrdwh m‘nedlqzﬁ dihgn muraﬂ)lty of

&l S GUlodR reles e REsD gt ath o

mmﬁmaquﬂﬂiﬁﬂrmﬂi&aﬂQﬁDanﬂrﬂ%ngrﬁﬁﬁﬂQﬁWﬁﬁq¢tﬁﬂﬁ%Nﬂs shown

Vel 19 7 AR £ iR Y dy" G GRS LR of
engt are generate as follows (step S215). 5
Faéammnmmaélr pl:aﬁlra(ll)daua( 2ndrithe nagdpymmmiear partial

I aly ' 101 Q00 a1 138 C0NE: Jrnd Qg MBI mumb
Q%r‘%.m e R3Ve*: ng, OhE SR Next . at the s,teneodenum1 °

silﬂlve@wruum)u el sdemiedn g dihe wre(arblzs(mf)r%alt to 2 (=

%%ﬁ)télt Wes8Adi e of Hhhedd Wall tafabitde diad dedresult,
at a is generated according to the definition

]f%‘fllggerﬁelrvdtdr%jg dfe & A PRR®d shown in
the step S217 which is defined by the exclusive OR of

Divided data D
= three divided data D(i) = D(1), D(2), D(3)
First divided data D(1)
= two divided partial data D(1,])
= "00110110", "10110011"
Second divided data D(2)
= two divided partial data D(2,])
= "00000011", "00000010"
Third divided data D(3)
= two divided partial data D(3,])
= "10110001", "00110101"

D(1,1), D(1,2)

D(2,1), D(2,2)

il

D(3,1), D(3,2)

Note that the definition formula for generating each
divided partial data D(i,j) shown in the step S217 becomes
the specific form described in the table shown in Fig. 8 in

the case where the number of division n = 3 as in this
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the original partial data and the random nunber
partial 15 data, while changing the variable i from1l

wa 2003/0¢6s1runber of division n) and changi ng tPE€r/JP2005/002514

variable j from1 to 2 (= nunber of divisionn - 1)

for each variable i. As a result, the follow ng

di vided data D are generated. 20 D vided data D =

erpER Lgi.vFaom daea tBPile Shopp) inpfrg. Be3)yt mansde seen
dihwicded daled iRGPion treRndily de¢ Ranlrals iget and hivided
D(1,1), D1, 2?9( =" OQ110113" " 01](0 11" 25 Second .
Bpvitded data B3y 12 difo SEVirBdd )38l al s sepdablon
?()t%m@lasjﬁ)%, %)ene;r_d'@.@l@o@;@bl"d,ivi'i@%@o@(él'&"i_a'ﬁhidad:adiD(ilClaj is

= two divided .part.ia at a = 3, 1)., -

505 2R Do B30 Hsoset 10 e oo 1670TG: dobhgenaating the
@vaiti!aie:di @@trftqra@ Id_aw‘aoﬁ (@gner atsihrsg 18a®(1)di whdedlefinition
artia at a l, .Sho I n.t te 21 Q .
e, Rire s e AT 0RT Db dnra B3 @) s
8 (i2n =B ﬂ)hg;&%ﬁeﬂi&ﬁ&:itolme foormnda dfordigensirat img= theas
in_thi -27 . 5/ Q765 RCT/,JR200 4 e

el vt AL PI A S BTG, e getind vion

$®emg1bh€bnﬂgenkﬁéuﬁngcmmfmﬁwumwdfmﬁnﬁﬁ%kakﬂngIHHBZ) is
ivide rtial 1, [ * *

%ééﬂniﬁﬁﬁﬁ%aﬁéfhﬁﬁghﬁbEﬁbéﬁ%%a?%E%%%%E%%#%ﬁ?egfﬁﬁﬂﬁaﬁu

diztfd n(tio2) flogrnBils( Ay RhE) ©RER) where defi Ml tisomn arbitrary

E?]rflg%e% for generating the divided partial data
, i's S(1)*R(l), the definition formula for

gener Atfitrey teten adiafi il theer (dia1d deat alaye )ing his way for

?@1@ 5%%%) wﬂé}% (tgfé' Q}ég(i%];eow @ i1 GENGIALddd Rehe
Ivided partia at a 3,1) is R(1), and the
deftiegietri gml tie eor nillen viagl adiematiisnd narenangiafedy 1 (step
g:@r]]@)a,l a9Rf %I@Cés%lng( Petukits tR@PIthshoydp igpiHi 9.where
al so shows a general efinition formula in the case
WW@r§ﬁmiiaTi@i%ﬁﬁ%ﬂQﬂRﬁQﬁﬁﬁsﬁqﬁgﬁﬂﬁ_data starting from the
17-th bit of the original data S corresponding to the
variable m = 1 is attempted, but in this example the
original data S is 16 bits and data starting from the 17-th
bit do not exist, so that the processing proceeds from the
step S211 to the step S221, where the divided data D(1),
D(2) and D(3) generated as described above are stored into
the deposit servers 3 and the terminal 2 respectively, and
then the division processing is finished. Note that these
deposited divided data D(1), D(2) and D(3) are such that
the original data cannot be guessed from any one of them
alone.

Now, the divided data generation processing using the
definition formula shown in the step S217 of Fig. 6
described above, or more specifically the divided data
generation processing in the case where the number of
division n = 3, will be described.

First, in the case where the variable m = 0 that
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After generating the divided data Din this way for
15 the case where the variable m= 0 which indi cates

wo b@s/orasteger nultiple, the variable mis i ncreoEme65/002514

by 1 (step $S219), and the processing returns to the

step S211, where the simlar division processing for

data starting fromthe 17-th bit of the aqriginal data
gndpepsepohbrndntsseRemd tiRLapfEOH the defapdddpnedornula
BHbwhnihhicReesarpl 82tk tﬁé'ﬁhﬂdhedabar$1hi 6 thi i, 2xm+j)
and data startln%fromthe 17-th ?’h do not exist, sQ
ehBlitBe pilocedsitRgSpr dcaeds tPr éh that SpEstédnte gach one

birethbeRni$2d4d wherepl(he di pi(dedtdaba 3l dre alX Zblawes.
D(3) generated as descri bed above are stored into 25
the deposit servers 3 and the termnal 2 respectively,

and phenihhe di(zisiqan, prgoeﬂ$nng 29 finished. Note

that thes de it d| Vi D(2) and D(3)
are sygﬁ’gﬂat: g?%@* &q gég %ot be guessed
from anyg,aene oS(tLhem(lalzone)*QEQ DZIO\EI) t he di vi ded data

gener ation,pro defiinition fornul a
shown%(% ?H gzgﬁégg? %fqg EQ% 2 2éscr|bed above, or

nore pEScilyi eaRl(y)t he divided data generation

proce NG i N case where the nunber of division n

= %ﬁlrgge déggplbed 35 First, in the case where

the variable m= 0 that -28 WD 2005/ 076518
PCT/JP%gOg/%Sﬁiiﬁt i ornu%%ﬁn%%?lhn%%%Qré&ﬁdﬂﬂyﬂ% among the

from shown in the ste
Bh@valﬂw@@dlb@ﬂtﬁmx ¢aua thons2isjgl ven B | Jqﬂhﬂwsﬂ Namely,

E@VI deéJdat kt)o “?z%tg( Qﬁt 'tttllét%-%(?'}o%ﬂ%n@ftﬂeh@; th

D& are as foll ows
pE1 umn ﬁfS(ZWtrlﬂ) 2, 12]2<) [B.215)(J=1), Q(J, 1 k) is

Pl 17Q2. 12 D2 1) -

hw‘ 2.1)*Q(1.2.2) D2 2) =

S(2)*Q2.2.1)*Q2.2.2) 10 D(3,1) = R(1) (3,2) = R(2)
Q(j,1,k) = R(k) when c(j,i.k) = 1

Q(j,1i,k) 0 when c(j,i,k) = 1

Thus, when j = 1,

Ul2,2]1x(P[2,2])°0
U[2,2]xE[2,2]
U[2,2]

5o

Ul2,21x(P[2,2])"(j-1)

n

and when j = 2,
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Qj,i,k) that is contained in four equations anong the
above described six equations is given as foll ows.

w20l 96518 15 when c(j,i,k) is a value of the iPCTIN2008/002514

and the k-th col um of 2x2 matrix

Ul 2, 2] x(P[ 2, 2]"(j-1) CXJ, k) is given by: Qj,i,k)
= R(k) when c(]j K) g[j,i,k) = 0 when

c(j,i UkR, Q]T(Pfﬁug])wﬁénh) 2 X3 BEPRA )2 " (- 1)
= U2, 2]x(P[2,2])"0 25 = UR213bXe12p3l 21U 2, 2] - (1
1~ 10 30 and when j =2, 3 WO 2005/ 076518

PCT/ JP2005/ 002514 [ 2, 2] x( P| 3 2P§1"@J J[i’)j

U2, 2]x(P[2,2])"1 = U 2,2]xP[412]o)_ X1Qlo4 1101 5
1-11 0 1 Using these, each divid partial data D(i,|)
is generated by the foIIOMLni]djainition formula. 10
D(1,1) :QD*QLL1VQ11 Y 2JS(1)*R(1) *R(2)

D(1,2) = S(2)*Q2,1,1)*Q2,1,2) = S(2)*R(1)*R(2)
D(2,1) = S(1)*Q1,2,1)*Q1,2,2) = S(1)*R(1)*0 =

g( 1) *g(sjléhg 1:$1e|§(e§ E)a(cil Siided2 part)iaQ Aax2)D(isJj) is

* Ccr. efinition

%%J &%%gggﬁ%%ﬁgﬁ%w%ﬁﬁgiui%Ma
D(i,j) is also shown in Fig. 7. 20 Fig. 7 is a table

t hat (1 )eacig(qa)t*@(einq lr}e;ecﬁqfl niti an dfqnmag @ )ik e

case |vf thé ‘origi'na
D(l,2) = S(2)*Q(2 1,1)%Q(2,1,2) = S(2)*R(1)=*R(2)
D(2,1) S(1)*Q(1,2,1)*Q(1,2,2)
= S(1)*R(1)=%0 = S(1)#*R(1)
- D(2,2) = S(2)*Q(2,2,1)%Q(2,2,2)
= S(2)*0=*R(2) = S(2)*R(2)

The above described definition formula for generating

each divided partial data D(i,j) is also shown in Fig. 7.
Fig. 7 is a table that shows each data and the

definition formula in the case dividing the original data S

in 16 bits into three (the number of division n = 3) by

using the processing unit bit length equal to 8 bits as

described above, and the calculation formula in the case of

recovering the original data S from the divided partial
data.

Now, the process and the general form of the
definition formula for generating the divided data D(1),
D(2) and D(3) and the divided partial data D(1,1), D(1,2),
D(2,1), D(2,2), D(3,1) and D(3,2) will be described.

First, for the first divided data D(1), the first
divided partial data D(1,1) is defined by the above
described formula S(1)*R(1)*R(2), and the second divided
partial data D(1,2) is defined by the above described
formula S(2)*R(1)*R(2). Note that the general form 1is
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in 16 bits into three (the nunber of division n = 3)
by using the processing unit bit length equal to 8

whras/0as18 descri bed above, and the cal cul ati onPEDIrR0052002514

in the case of 25 recovering the original data S from
the divided partial data. Now, the process and the
general formof the definition fornula for generatin

$ha) 8R¢i deB (dald Bpr)D(1pf2)2BAdSHI3Y) &REID A (are) aggr the
B?gtéih)d@%ﬁeFélglis Ddudda 80 P62an) od BuRberP(3B¥) the

e described.  First, for the first
dadiy étélﬁﬂaaDGEE}"dlﬂﬁetpl FBe dafiPdEdoBalPFailaat B(1-1) is

é 1b1h§"debkmed)bysth@o@@@mgl"dessrmhad DQnUUha "00110110
1 *R(1) 2), and the second

t
LTk ok ahg s BRe " Sega et thr s Skt FesdAiBion
Ponuma 1) sReBbwnNohert gat sthe general formis -30 WO

2005/ 076518 PCT/JP2005/ 0Q2 SGI ARG LB+
D(1,jtMaRd &PF+IPeREFSORE ﬂylﬁsﬁ hpge é65>1+| hEsE
fivsdagsyardibo hetanDoddinudbedpfiBgdt by thalabbablon

35591 0baE. Fophlts BN L TkRN 9T, 2pM R Bebobly hiviged partial

‘666&1012025 1@1ﬁ@®1méd hgt ¢hehabotviee dgereribledf dormyfla

def g3 A f
A A e e e i R T SR
Paztualandas(E&Z;iR(UsldefpmedhbyDﬁﬁeJaﬁdvéWh@€§cﬂ|Béd
ar * n ec t: i@l
S, Sy b e B SR R o
802XhR( 2pfiNdtdonh éprtllhléageﬁé 2all)f dsm"i0§ OQ@JO)lﬁFé( j P(Ro2) is

LB obbodd® , SGbtIhal §( JD’(Q) %f "b"cb‘éo%&ll bbboowhere | is

8%
assunmed to 'be an o the cal cul ati on

accor dilsg téorhéhﬁeﬁhﬁrﬂidﬁvﬂéﬁﬁuﬂ@taDPi3 y ithe first

1 5 1'70GQ0
A a0 50000018 R e L r e Phe Tt i g) ded tit o

BpspribRd MorguloqRiilded apdr i N4CRd Vifiol ar sl data

gefai Bad 1hy dlte nakoys t%%s%be%ddk%kﬁu%@dR@bkmuﬂ@dRuma Note
second divided partial dat (3, 2 ; eflgg%'by h%
ibaie tes ERsEa L SOR aSRéRg)l) mre and R(J*1) for the

D(3,j+1) (where j is assumed to be an odd number). By the
calculation according to the definition formula, D(3.1) is
"10110001" and D(3,2) is "00110101", so that D(3) is
"10110001 00110101".

Note that, in the above description, the bit length of
S, R, D(1), D(2) and D(8) is assumed to be 16 bits, but it
is possible to generate the divided data D(1), D(2) and
D(3) from the original data S of any bit length by
repeating the above described division processing from the
top of the data. Also, the processing unit bit length b can
be arbitrary, and it is applicable to the original data S
of arbitrary bit length by repeating the above described
division processing for each length of bx2 sequentially
from the top of the original data S, or more specifically
to the original data S with a bit length which is an
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for the D(3,j+1) (where j is assuned to be an odd

woovseresis By t he cal cul ati on accordi ng to t hePCT/JP2005/002514
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definition formula, D(3.1) is "10110001" and D(3, 2)
Is "00110101", so that D(3) is "10110001 00110101". 25
Note that, in the above description, the hit _|engt h of,

gntrgen( WL tHple fkd theaprrseasdgedis Bdt1domets b*2-
R% el fthaltS iRO%3IPh th @ cBRRAr Bire thie o@‘u@lﬁi@d datta B( 1), not
and romthe orlggnal data S 3 ?lgﬁ th bx2,
P@n@pﬁeﬁVr P &APileg ofhdhgh 808§§&P§b@@1&| it ng
REOGeS e 1f pOBstiba 3@ ot eppaly the daW631AMS®xohh@s1ng of
proceSS|ngByn|t bit |en t gicg bg %%!tr d %Ht
it&1gp smbsmento ashdeGrrdiPhS 2858 it
hength Ry rtqﬁf @eaimrggntatle dahave desobri asd 1nd:|e\gm1 amlltlple of
roceSS| or eagq g b sequ I
lpé'ﬁc S (W’llg; :% <LJL§IH§t )E)%( E)% gntl&gmg)f/lu@aﬁ%rg tail
35‘ tthet Iaﬁltgmrgulnallauﬂiatsabs i, t Ifoa' mrdanipé.wgt h which is
an - 2Q05/ 0 18 PCT/JP 0 2 | er.
nultlﬁé]1 “F%%‘ %Séé ng un q%hﬂgig%é?ﬁlbx ¥ ﬁgFt side
ofrat iigf. l'7he thiet ﬂr@ﬂxﬁsh;m‘g tfloer maogmwllxxattélesqrslm@tal data
nin er I f 0 [ [
Bhon P Gl il BOEIRARM imild LR
presceigitigrofofs tthe Fuaeiddnmedt tde ¢ad@ingdd dagey & appvery

%‘?111%5&'2”%% hc‘ﬁeb 'éﬁcﬂe@qmo%éﬂ%rpﬁﬂagié@meﬁﬁt %y%ﬁe‘i’n be,

an i nteger e of processing unit bit |ength
bx2 bylfnsu,u rt@mp"etqwetrar lof ghe o igiingilndla tdatSa 1S by
9qu%% hé*@gcré%tﬂﬁﬂ&?ﬁ%ﬁ%ﬁﬁeﬂéhétémﬂﬂﬁEéﬁﬁ%@h 1.
e 10 of Fig. 7, the processing for

ﬂ‘é\@@ver Stﬂﬂé”@i’rl@fﬁwmad%hoél TGS S T Vi sdedt datdgauires
Whld A& GRIEdA80 0 (S I @)t kvdes@) ptddan tife tdosit

function of the orlglnal data recover unit, 12 of, the

SEEVErS i Githtiidh tRigdterd, SR Gificovens ridie g inal

RGRY Y ¥rm e Uddinald dati ded dalta meaQuUesta@d it addie (3)
secret informati on managenent system 1. Then, the

& f& i9%or nat i on managenment system 1 acquires the
di vi ded dad a2 el )i d2)oraing dd(13)pdrrtom 1 s tde@Elit can be

generated from the divided partial data D(2,1) and D(3,1)

as follows.

(S(1)*R(1))*R(1)
S(1)*(R(1)*R(1))
S(1)+0

S(1)

D(2,1)*D(3,1)

1

]

i

More specifically, D(2,1) is "00000011" and D(3,1) is
"10110001" so that S(1) becomes "10110010".
Also, the second original partial data S(2) can be

generated from the other divided partial data as follows.
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servers 3 and the termnal 2, and recovers the
original data S fromthe acquired divided data D(1),

we@yp/ozsds D(3) 20 as follows. First, the firspPCT/JP2005/002514

original partial data S(1) can be generated fromthe
di vi ded partial data D(2 1) and D(3,1) as follows. 25
D(2,1)*D(3,1 S(1)*R(I S(1)*(R(1)*R(1))
5(1)*@(zxa) 38@ ibre &% KTRE ??R( 2,1) is
"00000011" and D(3,1)s{8)« (ﬂ@jjl@@@ﬂ. yso that S(1)
becones "10110010". Al so, the second original partial
data S(2) can be gen®fal®d fromthe other divided
partial data as folLowsz) 35 -32 WD 2005/ 076518
PCT/ JP2005/ 002514 D(2,2)*D(3,2) = (S(2)*R(2))*R(2) =
S(2)*(R(2)*R(2)) = S(2)*0 = S(2) 5 Mre
specifibgal syecf2e2llys DOR0RPOLS” "aOGOGD302)ahd D(3,2) is

LORLI Q101 b FhRE ShEbHCRONGE: OPREOFLLati onshi p

Of 1ﬂnD§8nb}5IX3wﬁén j(B6j 2iRO{Y) iBppr, =the relationship
SCI)*(R(J)*R(j)) = S(j)*0 = S(j) 15 holds, so that

%tr) can be obtained by calculating D(2,j)*D(3,j).

Al'so, in general, when j is an odd nunber, the

D(2,j)*D(3,]) (S(3)*R(J))*R(J)
S(J)=(R(J)*R(J))
S(Jj)=0

S(3)

H

il

holds, so that S(j) can be obtained by calculating
D(2,j)*D(3,]7).
Also, in general, when j is an odd number, the

relationship of:

"

(8(j+1)*R(j+1))*R(j+1)
S(j+1)*(R(j+1)*R(Jj+1))
S(j+1)=0

S(j+1)

D(2,j+1)=*D(3,j+1)

1}

1l

holds, so that S(j+1) can be obtained by calculating
D(2,j+1)*D(3,j+1).

Next, the case of recovering the original data S by
acquiring D(1) and D(3) is as follows. Namely, the

relationship of:

(8(1)*R(1)*R(2))*R(1)*R(2)
S(1)%(R(1)*R(1))=*(R(2)*R(2))
S(1)x*0%0

S(1)

D(1,1)*D(3,1)#*D(3,2)

i
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relationship of: 20 D(2,j+1)*D(3,j+1) =
(S(j +1)*R(j+1))*R(j +1) = S(J+1)*(R(j +1)*R(j+)) =

W®LG050Y6508 = S(j +1) 25 holds, so that S(j+l) cRer/ie005/002514

obtained by calculating D(2,j+1)*D(3,j+1). Next, the
case of recovering the original data S by acquiring
(1) and IX3) is as follows. hbnely, the 30

rel atlonsh|p of: D(1,1)*D(3,1)*D(3,2) =

ﬁii&é Réé) ﬁ%g)kfﬁmlb*ﬁ(gb obtained by calcuiatlng

SOHC NG UL I R T

80d)16amobe Dl@BalWerbY1©§h©Ub§F':¢ _agdl P(S %()11;) "00110101"
" spegifically, : is

SGOI@GIlDé(i) Dt’ﬁDgPS‘ler“’s 1%1968@1“ and D(3,2) is
"0011681R11aP150 that r8(4kibaenti®sot10110010".

Simlarly, the relationship of: D(1,2)*D(3,1)*[X3, 2)

= (S(2)*R(1)*R(2))*R(1)*R(2) =

ﬁ( i223| * HRE]RY ﬁzok)s)s (12 ;:z()z)a*, g2)=) (slg)st(Lz)emlzo )TER.‘.’S_(LZ)*R(Z)
ol ds, so that can be ohtai * Labing ,

D(1,2)*D(3, 1) *D(3, 2). Mor e-sgé????géﬁ?‘y?‘?ﬂ??, %R(?g Fg2))

*10110011", D(3,1) is "101%08Q@2) *an@ D(3,2) is

"00110101" so that $S(2) bgcng§§ '00110111". 1In

general, when j is an odd nu t he relatlonshlp

of : 20D(I J)*D(3,))*D(3,]j+) =
%S&h%*Rgb)t§%%+%%b)R@éhA%%lt%kalned by calculating
D(1,2)%D(3,1)*D(3,2). More specifically, D(1,2) is
"10110011", D(3,1) is "10110001" and D(8,2) is "00110101"
so that S(2) becomes "00110111".

In general, when j is an odd number, the relationship

of:

D(1,j)*D(3,j)*D(3,j+1)
(S(J)*R(J)*R(j+1))*R(J)*R(j+1)
S(J)*(R(JI*R(J))*(R(j+1)*R(J+1))
S(j)=0%0

S(J)

Il

[

holds, so that S(j) can be obtained by calculating
D(1,j)=*D(3,j)*D(3,j+1).
Also, in general, when j-is an odd number, the

relationship of:

D(1,j+1)=*D(3,j)*D(3,j+1)

= (S(j+1)*R(J)*R(j+1))=*R(J)*R(j+1)
S(j+1)*(R(J)*R(J))*(R(j+1)*R(j+1))
S(j+1)=*0%0
S(j+1)

1
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= S(J)*(R(J)*R(j))*(R(j+1)*R(j +1)) = $(j)*0*0 = S(j)
25 holds, so that S(j) can be obtai ned by cal cul ating

wOe@sj0y65X 3, ) *D(3,j +1). Al so, in general, whePCJ/JRr2005002514

odd nunber, the relationship of: 30
D(1,j+1)*D(3,])*D(3,] +1)
(S(J+1)*R(J)*R(J+1))*R(J)*R(J+1) =
S(J+1)*(R(J)*R(j))*(R(j +1)*R(j +1)) = S(j +1)*0*0 35 =
ﬁoiﬁs+1ho %ﬂa%5329056OzgﬁlgePGE&AEﬁ@Q5b903516u15@hﬂ§,

can be obtained by cal cul ating
E%ﬂ p#l? §%§ PY*P{8,j+1) - Next, the case of recovering
the ONbgltnalthdabasS by r5cavawiingnghtherdivindedddabas by

D(1) he.rel ationshi
ot of Lhe) hbotily e 2sPiEp a5 (S fhce yRTIEHR.
(S(1) nemd)y” (Bhd) ¥BLAX) i bRER)Nip d@:= O-O'R(2) = R(2)
hol ds, so that R(2) can be obtai ned by calculating
D(1,1)*D(2,1). More specifically, D(1,1) is "00110110"
and H%1D03xbX2i,3)" GOQ@QQlkR(QO*RNaD)R«Slee@dﬁéé

"00110101". Simlarly, gt

D(1,2)*D(2,2) = (s@)*‘ﬁ(@ﬁ ﬁ?}) ?3?2))%?%”*“2)
(S(2)* S(2))*R(1) (RE2p*REB)(R2) 20 = O*R(1)*0 = R(1)
hol ds, so that R(1) _c e obtained by calculating

D(1,2)*D(2,2). Mre specifically, D(1,2) is
*10110011",

holds, so that R(2) can be obtained by calculating

D(1,1)*D(2,1). More specifically, D(1,1) is "00110110" and

D(2,1) is "00000011" so that R(2) becomes "00110101".
Similarly, the relationship of:

(S(2)*R(1)*R(2))*(S(2)*R(2))
(S(2)#S(2))*R(1)*(R(2)*R(2))
0%*R(1)=0

R(1)

D(1,2)*D(2,2)

I

holds, so that R(1) can be obtained by calculating
D(1,2)*D(2,2). More specifically, D(1,2) is "10110011",
D(2,2) is "00000010" so that R(1) becomes "10110001".
Using these R(1) and R(2), S(1) and S(2) are obtained
as follows. Namely, the relationship of:

(S(1)*R(1))=*R(1)
S(1)*(R(1)=#R(1))
S(1) %0

S(1)

D(2,1)*R(1)

1

holds, so that S(1) can be obtained by calculating
D(2,1)*R(1). More specifically, D(2,1) is "00000011" and
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wae@sobisat ned as follows. Nanely, the rel ati orShigroa¥002514
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D(2,1)*R(1) = (S(1)*R(1))*R(1) 30 = S(1)*(R(1)*R(1))
= S(1)*0 = S(1) holds, so that S(1) can be obtained by
calculating 35 D(2, 1)*R(1) More specifically, D% 1)
R$1)00800001108Ad" s95thet2605) 0PE5PEes "1011001
PCT/Jﬁ%BQ@ %51%heRQ%la%§on§ﬁlﬁoggl so that S(1)
becomnes 1011 0 Smlarly, the relatlonshlp of :
D(2,2)*R(2) = (S(2)*R(2))*R(2) 5 = §(2)*(R(2)*R(2))
= IS( 2|b t@ 2)$%)2)h0=' g)%(zsaRt(b'c)t) «8(2) can beI Iobt alD?gdz)by
cal culatin * ecifica ,
i s oooooogo R( %) S(lzﬁ*(%éﬁﬁggfjeso t hat s'\(/z)
becones 00110111- slm)general , when j is an odd
nunber, the relatlonshlp of 1 15 D(I,"j)*D(2,)) =
(S(])*R())*ROH) PO *R()) - = |
(2§(Jh)l g(l ))*(thJ 2*251 l)l;R(J +1) _th*O*R(J +1) = R(j+l)
ol ds can, he .obtain
BRILASI) afO na:%aﬁ( % J Rlbgg ined L 5 nerg%éul RS i s
an 2qdd «ruiEher Motrteespreella‘mcenam pDdf2, 2251s "00000010", R(2)

(Q%( mJQIO)ﬁIQ ke +f)h)a¢( §(2)1 pegemer ;' 00110111"

(S(j +Xp* a(qner)a)l* R B( L1 erROAL Yyumbe 0+ Ritje) 7Lt ionship
R(J)

(S(j)*R(J)*R(j+1))=(S(j)=*R(J))
(8(3)#5(3))*(R(J)*R(J))*R(j+1)
0%0xR(j+1)

R(j+1)

D(1,j)*D(2,])

[t}

holds, so that R(j+1l) can be obtained by calculating
D(1,j)=#D(2,]).
Also, in general, when j is an odd number, the

relationship of:

D(1,j+1)+D(2,j+1)
(S(J+1)*R(J)*R(j+1))*(S(j+1)*R(j+1))
(S(j+1)*S(j+1))*R(J)*(R(j+1)*R(j+1))
0*R(j)=0

R(J)

1

"

n

holds, so that R(j) can be obtained by calculating
D(1,j+1)*D(2,j+1).

Using these R(j) and R(j+1), S(j) and S(j+1l) are
obtained as follows. Namely, the relationship of:
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30 holds, so that R(j) can be obtained by cal cul ating
D(1,j+1)*D(2,j+1). Using these R(j) and R(j+1), S(j)

w@ees8(§514 ) are obtained as follows. Nanely, PCEIP2005002514

rel ati onship of: 35 -36 WO 2005/076518

PCT/ JP2005/ 002514 D(2,j)*R(j) = (S(j)*R(j))*R(j) =
S()*(RG)*R(j)). = 5(j)*0 = S(j),..5 holds, so that
s(j) (&.{gwe) *i(a‘{ﬁJa)i rfeo(Sb(Jy] )&“(e]l)l)éJﬁ)(r{’d D(2,i)*R(j)
Simlarly, the relatd onsiry jof«R (L0 D(2, |+ ) *R(j +') =
(S(I+)*ROp+1))*R(I ). = SO+ *(R(j+)*R(j+1)) =
S(j+)*0 = s(j+1) 15 Ho*¥s, so that S(j+) can be

obt ai ned by cal culats(yp D(2,j+1)*R(j+l). As described
above, when the divided data are generated by

repeating the division processing fromthe top of the
@vdlgisnalsodathe taccr dican the tdbet gimeak dsi nlumilta thitg 20

I %gtg*ﬁzg( j)t is possible to recover the original data
@3 s %Mo di vi ded dat a anong three divided data,

W t howimilsinlg althefrdlet itduwsdeirdiodi :ded data D(1),
D(2) and D(3). As another enbodi nent of the present
invention, it is possible to carry out the original

dat a & (4 .si+dn 4R Gbelssing S @5 oy Risirg Rl Fandom
nunber Rwith a bit Ieng{h shartgrsdihakapit 1ength
of the original data S. Idiabr;glpy,(tgta(ﬁe rand(ofn\L g’u):rber Ris
assuned to be data wi tth Sthed)sthe bit length as S,
D(1), D(2) and IX(3) in tdheabove, but the random
nunber R can have a bit length shorter than

holds, so that S(j+1) can be obtained by calculating
D(2,j+1)*R(j+1).

As described above, when the divided data are
generated by repeating the division processing from the top
of the original data according to the processing unit bit
length b, it is possible to recover the original data by
using two divided data among three divided data, without
using all of the three divided data D(1), D(2) and D(3).

As another embodiment of the present invention, it is
possible to carry out the original data division processing
by using the random number R with a bit length shorter than
a bit length of the original data S.

Namely, the random number R is assumed to be data with
the same bit length as S, D(1), D(2) and D(3) in the above,
but the random number R can have a bit length shorter than
a bit length of the original data S and this random number
R with a shorter bit length can be used repeatedly in the
generation of the divided data D(1), D(2) and D(3).

Note that the case where the number of division is
three has been described here because the secret

information management system 1 generates three divided
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30 a bit Iength of the original data S and this random
nunber R with a shorter bit length can be used

woepsatawy in the generation of the divided PEr/aP2005/002514

D(1), D(2) and D(3). Note that the case where the
nunmber of division is three has been described here

because the secret 35 information nmanagenent system 1
deherBf b3, tRf3e andi Béa) iB7tins200BPA7BSRE, but the secret

gﬁ%é%ﬁgogéﬁgﬁéféfﬁsdﬁﬁéoDﬁﬂiligﬁgieaﬁg P63) chBet Bh8re the

Iment, . but the secret sharing schene Ais also
appbetapfediviehelca8elnwhere the nunber of division

is n.yNext, wwkhhreebeegpeetborkg. 99, thbeggaaenal division
division 5 processing in the case v\lgere %hﬁ.nun‘oer of
Brorepehngsih thRJCRRE PREE&SENAGPUBPE bPE PeXGCHOPs's ™
&hh'ﬁﬁ@ Qﬁéeéébeﬁg fhhst bitheearkni nal bdatalSbies dgiseenbed.
to the secret_  infqQrnmtion nmanggenent system .l (ste

5401) FiTfén, ThReOrhEHBEL aﬁtaigié?oﬁlﬁe%arBiFﬁgrfeceet

i AFe9MAhtNon_mdhakemepecCisicedmld {etbheSdédnet Then, the

i nf ormat i on.managenent, system 1l (ste 3). 4 AlSOo s
BREDBF LG 811G Saint Toil EXPAGERT seheTernrnd (3 gpocified
$40%he wheretninFozmaatibint manggentagesygrteat ér (shap S403) .
ZEero. xt, whet her the_ bit _|en of. t.he i.glnal
4363 sthe RRo R Roda: Uik Pate THRERRCh. 1 aRtsdiifea (step
gudged, waedei h it s dFbidrazy integer gylegitgire thale zero.
ai | of .the original dat [ b L : BY QabSt &P i
§25$Y.WRF§§?rat%§r$§gIgeﬁgaﬁiéﬁ %Pﬁd?géggg‘an the eﬁ? a?
multegplremud tdefl et of0 bidnep ) SOBINOtNE%t Judigedheand 1f it 1is
BXENah) {Al f fle0 e tal@f( Brl)opdtlortik iRl dfata s is
it 8#ié?§%§ega B O ehi® tai( 8 20,j§§§g§ Cstep
$411pd A® hyr ésulstent SHRITI -j ddgenent Variable Fatdigy
E%&'%ﬁ%ﬁg’ahhgnR%%ﬁﬁsﬁdﬂ%fﬂﬂé iR eegedot ® t(Re et &R09) .

1, %put currentl’y the variable mis set to O at the

step NexG9 #hethies Hat@-dri $i tso ofhge tend 9o ddSsi ng
BRQGHEGYSlq - thhe it F 3hk3.ord2iNkaill Mt 8P Ak: Jdr not is
bits o ata from bx((n-1)xmt-1)+l-th bit_ of %&g .
Jridgiedal( stapa S$119 -séis &s Teshid torifgithdls patdgesetat 4 the
9643 EhXmsit) Miidte aangirdeelsk@ng will proceed to the step
S421, but currently the variable m is set to 0O at the step
$409 and the data exist so that the processing proceeds to
the step S413.

At the step S413, b bits of data from
bx((n-1)xm+j-1)+1-th bit of the original data S is set as
the original partial data S((n-1)xm+j) while changing the
variable j from 1 to n-1, such that (n-1) sets of the
original partial data S(1), S(2), = , S(n-1) resulting
from the division of the original data S by the processing
unit bit length b are generated.

Next, the random number with a length equal to the
processing unit bit length b generated by the random number
generation unit 15 is set as the random number partial data

R((n-1)xm+j) while changing the variable j from 1 to n-1,
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by the processing unit bit length b are generated.
Next, the random nunber with a length equal to the
processing unit bit length b generated by the rand
ﬁBﬁ%thaﬁeﬁEré?lﬁﬁtﬁnPf the; §g§€9m EHPH8¥rBﬁHGﬁPﬂ ﬁEEP

Reiy i, ak(data -35, RR (A= i)X%Jshw@nkefebmn@h@gdﬁ_hes1on of the
vari abl e % from 1 tg g/g 2 i
perAgpopsBPes251hy B&hprﬂa?SEhnﬁ) ugé of LRBEFENGoRT®

Edﬁblﬁtétﬁartb@bpdsHQS)R(l) R(f2) e , R(n-1)

resultin i Vi 0 t

t he pNSE %gth Sptgﬁiﬂgtﬁaﬁ aPéV1gS§g?§?gg%?s§3%%

5415Xn i)kﬁxgo ahatheoﬁbemtﬁﬁéﬁ eaahhodevdedhpapfliualality
t t t

BPuinety v gpe) Hlth) piady 1 5opahplHYEA 8RR AR o' Rhe

aeﬁmndmmgntGormaladébrngbnematmnguwaefdnvgéﬁdrdﬁﬁﬁgas shown

Lhe g: ‘A'S 188 9212 23n192"Anahd1 hBe Ak Ra24 b1l i on 1 to n

evari’a changi ng
thd ¢hanglihg jther yariabdendi from dadk Vaﬂ|§@Wee@Ch Kariable

figg'at ga;snﬁg %h%waqlggv&gggg&@ghgaDda&% @e%@'rea%"e‘iilerated

='n séets o
D(2) , , D(n) 15 First divided data D(l) n-1 sets of
d'V'd%%vﬁge'ﬂ'ﬁ tdapa D(1,)) D(l 1)9 D(1,2) , .... ,
) econ i vided data D(2) = n-1 sets_of
d| vi ded paseitsl ofadd vihdzd; )datEODi‘l[b(Z 2@, » D(n)
D 2, nF%kst divided data D(1) -« - n-th d|V|ded data

D(n) 25 n-1 sets of divided partial data X =
D(n, 1) = BCA, Bpts of gavises PAFTdA g&%&@ap(&g Jt)
di vi ded @Qhal@ |@(qhag \way--f .o (1t,lke 19ase wher e the
variable m= 0, the varlable mis
Second d1V1ded data D(2)
= n-1 sets of divided partial data D(2,])

= D(Z,l), D(2,2), """""" ’ D(zyn_l)

n-th divided data D(n)
n-1 sets of divided partial data D(3,])
D(nll)’ D(n,Z), """"" ’ D(Il,l’l—l)

I

i

After generating the divided data D in this way for
the case where the variable m = 0, the variable m is
incremented by 1 (step S419), and the processing returns to
the step S411, where the similar division processing for
data starting from the bx(n-1)-th bit of the original data
S corresponding to the variable m = 1 is carried out.
Finally, when all the data of the original data are
processed as a result of the judgement at the step S411,
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30 increnented by 1 (step $419), and the processing
returns to the step S411, where the simlar division

w@emsessisg for data starting fromthe bx(n- 1pet/pP2003/002514

of the original data S corresponding to the variable
m=11is carried out. Finally, when all the data of
the original data are 35 processed as a result of the
fhdgeneaessinghereeepdssfrom the @EPPob4Ld7E518he step
Be3h IP2R05L0038141vi REAPHAEESHI(NY BHODEAYS gbhewniha as
step S411 to the step S421, where tHe di vi ded dat a
despribedy( aApoyenarat 8§oasd drder tBed95gB8va taperyeEfed and
kﬁbotbbﬁiﬁsmpéLtaﬁar¥ﬁéﬁ gnhandivikeohepioraksingand
then the division processing is 5 finished. Now, in
theighefdnent s described above, there can be cases
ﬁhererw§ &ﬁn@ﬁ€1EmahaFeﬁ?EpG@eﬁkaeanagevﬁLimgnabe@an be
y carrying out the _cal cul ati on anon e divided, . .
SheraMhodt, ShensindoRs pHPlEs. SREDRHANT e Sl S fdg2ted
gt aarMgiBlky outOthe theccaaeioh nhendi vhei diviidied partial
three, for exanple, the divided partial._dat re._as
gﬁ&%ﬂtpﬁ%FF8P5§}tﬁﬁFcﬁn§rén d 5Fn§8m§s%%8F?8%s%~ I,meely’
FnSthr* Bakk* Bf2xheDivay ionSEAXOREbER( 2 or ekBmDl2 ,1)the

=.S(1) *R(I D(2,.2) = 2)*R 3 =R ,
A ispacbarsy a1 dake pft) Bs FERYR T LA ofr, Bk o
dedinedd asf dollewanple, it follows that: 20

D(1,1)*D(1,2) = (S(1)*R(1)*R(2))*(S(2)*R(1)*R(2)) =
S(1)*S(2)*(R(1)*R(1))*(R(2)*R(2)) = S(D*(2)*0"0 =
S(1) *B((2),1)25 BrilgeRédakR(B)1, P(ADRA), =+B)( 22 *R(1) *R(2) ,
S(j ) * S(jotk )N, - R (T 12X o] nd QR()aAN
arbit?ggylpntgggps ﬁélgénﬁgg’ggen EF%&\Fﬁz)above

descr PE&d 1defi Ri(ildonD (3pRD, ¥) RARd »D("172) are generated

by the cal cul ation on the

For D(1), if D(1,1) and D(1,2) are acquired, for
example, it follows that:

(S(1)*R(1)*R(2))*(S(2)*R(1)*R(2))
S(1)*S(2)*(R(1)*R(1))*(R(2)*R(2))
S(1)*S(2)*0%0

S(1)=S(2)

D(1,1)*D(1,2)

n

In general, D(1,j)*D(1,j+1) = S(j)*S(j+1), where j = 2xm+l
and m z 0 is an arbitrary integer.

As can be seen from the above described definition,
D(1,1) and D(1,2) are generated by the calculation on the
original data and the random number, and the content of the
original data cannot be ascertained from each one of D(1,1)
and D(1,2) alone, but by carrying out the calculation of
D(1,1)*D(1,2), it is possible to obtain S(1)x*S(2). This is
not the same as the original data itself, but it contains

no random number component.
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30 original data and the random nunber, and the
content of the original data cannot be ascertai ned

wo cwsoaaer one of D(1,1) and D(1,2) alone, bueChyP2005/002514

carrying out the calculation of D(1,1)*DX1,2), it is
possible to obtain S(1)*S(2). This is not the sane as
the original data itself, but it contains _35 no

r andoVipennbee C@n@@menﬂmbeﬂocqm?Q@QEFO?%Siklmlnated the

Cﬁiéﬁ?ﬁg ﬁPQﬁ?&ﬁ @ sésthﬁaﬁéﬂﬁonregabainQOﬁﬁenEﬁalvsdual

m nat omnng roblem i
)

oreiaigahgpensinhdiataual rP@rﬁaP %f??aPeaawsg fpogn, for

%ﬁéﬁpfé 5%%)wQﬁﬁﬁnﬁécbﬂempos§951eexanpbeovet wophdt of S(1)
econe pOSSI le to recover a gart ?OSO t hat

ganthatcohisraer B genpbHesafles SFB?%e§3 RhgﬁamP%e’ when
éngﬁklﬁéladh%adﬁkadaﬁéoﬁdbﬁgdlngatstandaadddaﬂadata
ormat, an S&Z% IS a Lon con%a ni. n %g QSQ

Torsatmt 2BA SA2PhAf 8a 8r oPHat B afﬂénga rng tapart

P%far?g@hanr@gleﬁatlﬂhed ﬁprhytOprfmheep?dﬁhag (etpart of a

this ortiQ y ta e i

GRERaECERO: FingEd ubeBy Pe (6t Rrangle) s SEae, he®

pbatibh ﬁay beaosen Reswbblis bo fompdctbezactsr strlngs

conte art ) c

ERECkRofn tBorhi Sndarecformaty sBvLpdE 157RAY, BEePRR™, o

ﬁbés@b$9lhbecmmyeotuselwmagcph§eabovél§@scﬁ|Bé@t of S(l)

roblemis Il L9 S eo¢l %i@8dang 1
%QYt#S|r8§P Fﬁ%t g%@agg ana@HeB%unﬁg? gf dfv?s?gn ﬁ vatie
ngSKm)&Bézdrlglnal form obtained as described above

and aBne g%ﬁ%&%okgbogkabB§91ﬁgurBbsa%gv%rﬁ%%@%ﬁ%edAS

shown n“this proce 1,j+1) and
ﬁtabﬂem)lasaghﬁwﬁlpwsFlg 8 are |nterchanged (rotated

once) g @beﬁ% lsnoweXhL aRdided Bartidn @%leﬁ@f%he case of
|nteger this case, the random nunber conmpgnents

@hﬁnnumb@r olfi Kilyacd@heviers whéR the CXI&IRad &P Hmohfained

Eedgbﬁ%g%%dngB%%tbﬁh dat amphat GO0 FSirint Wb adMedamy this
e sane divid data 1is carried out, as follows

t
pgﬁcgdug@enAﬁr@%ompglnlglgthép, in this procedure, b(l j+1)
and D(2,j+1) as shown in Fig. 8 are interchanged (rotated

once), where j = 2xm+1 and m 2 0 is an arbitrary integer.

In this case, the random number components cannot be
eliminated even when the calculation among the divided
partial data that constitute one and the same divided data
is carried out, as follows. It can be seen from Fig. 10

that:

I

(S(J)*R(J)*R(J+1))*(S(j+1)*R(j+1))
S(j)#S(j+1)*R(J)*(R(Jj+1)*R(j+1))
S(J)*S(j+1)=*R(]j)=*0
S(j)*s(j+1)=*R(]J)

D(1,j)*D(1,j+1)

I
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2005/ 076518 PCT/ JP2005/ 002514 D(2,j)*D(2,]+) =

SO I Sc ooy

J * J * J J * + * *

= S(j PAE(IFPARGjI+T) =5 ([§((3 )J*)R*(g()g J(Jﬁ)l()] Sl) (Bf(p*)p?(lﬁ(]gh)l))
Al'so, in this case, thegropertihhatr ¢jherrHgidralj+1)
data can be recovered fromtwo divided data anong the
three 10 divided dat& i< I8 (I 1A Q¢R @¢ ol | ows. In

the case of recovering tg1g)eG(gi+13l«rdat:a )oy acquiring
D(1) and D(2), it should be apparent that the

original data can be recovered because D(1l) and D(2)

of  Fipg3,%0 <3 (e ,ght1gi redk (By) «R (JRi1y) i nt erchangi ng the
di vided 15 partial data that constitute D(1) and D 2)
of Fig. 8 In the case of recovering the origina

dat a by socacqui rinig Rake aﬁﬁleD(p:i')o,pletyD(ﬂl)atamhd:)(di')iginal

ecause i Vi de dat t, C ri se _on

(%ﬁé: D&ﬁ%tfrﬁ?&vfreﬂd friom 8V§S| rbtaecfl rdgaz;?é%ef‘“i% the three
driivdidreal ddatiaa iy sliilt nattiang taze f20 Irearsdom nunber

portiqn carr ut t lLLusi ve. . al ton

w th ﬁ%h ndéﬁ%gwa(gggjagfﬁg%%égéT %‘(ﬁﬂggﬁbp
djdqiuie'drmﬂl(llal adat @ (&f) ,D(1) stvoud@)be @pparerdt Hdrat the

nd f i ViSi
B WL 20 e (USRI tleaifld NN hda ) o
iised. 10 gge b taidea? t@hmmmy dintiedehafeing rﬂtehéiiVided
g)%sr%l% :(ﬂﬁ:an eadégcrl iOh Ay~ aéirbme(ﬁrl alg

al ne above and an | rove form
obt ai dad thsy aasies qit Wl%cﬂﬁ g@fl@glae]ndiazlzﬁ

&Qwug]r\g'rr]&ﬁ%:(lgaitaﬁhdt hlbe(tlﬂe’ ASS @) thR BPer Wcause D(3) is
the divided data that comprise only the random numbers, it
is possible to recover the original data by eliminating the
random number portion by carrying out the exclusive OR
calculation with as many random numbers as necessary for
each divided partial data of D(1) or D(2).

On the other hand, in the case of the number of
division n z 4, the generalized procedure shown in Fig. 20
can be used. Figs. 21 and 22 show the divided data in the
case of the number of division n = 4 in the original form
obtained as described above and an improved form obtained
by this procedure, and Figs. 23 and 24 show the divided
data in the case of the number of division n = 5 in the
original form as described above and an improved form
obtained by this procedure.

In the procedure of Fig. 20, first, the divided data
D(1,1) to D(n,p) are generated straightforwardly by using
the secret sharing scheme A described above, where D(n,p)
is the tail of the data (step S901). Then, a variable m
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30 original formas described above and an i nproved
form obtained by this procedure. In the procedure of

wo2@s5/02318 first, the divided data D(1,1) to Décih/hoer@2514

generated straightforwardly by using the secret
sharing schene A descri bed above, where D(n,p) 35 is
the tail of the data (step S901). Then, a variable m
wih 2¢Ol RAD8ADTE6528 FD@'FBEPJZO@EHQ@EMMSwﬁ?@htpnel datew -

Eobwtegﬁg @Hbtvakﬁabiesgtlg ge® %étse j S902h-13RG) +1
e varla IS set e j ((n-1)xm+1 mhlle t he
Whilllabltbelvﬁglébi‘—eté bé ﬁe*v' To(Beep S963) StREXSIORIr

the Vﬁ%ﬂ% ofoi $8E @hitBeost §ps8808¢ thetg%ep5s@bﬂldﬁ¢ the
data ( j) exists (step S904 YES), the divi

d
@%Wlﬁydlga§ét(96 Bé 9@1F$S (BERP] POPENYEP )¢ stt Eﬁ ¥
§8@§)D(6539amsbge%eea beom( ki, g3 2m(ﬁ0324D(E&U)JXsm@p
SO at _the step S905 effegal
ﬁ P 3coﬁrﬁoﬁéﬁtbef?SEPD(ff"}n)Fl?ﬁen %8 élVlbgb'd t&s RCI)
%tlthhgggga s)%epl@gb(a( Iéfss‘)ecjt)lvé&g émﬁﬁﬁﬁdt@s- R)(jbi emponent
ste erat.i
5o B0 1), Thep.; Phepgavifen” dRtaDTL 3. pep.apy
Bi(gn-209., jheraee EbeamFFaKuﬁngl$1mesh(ameppSB@BDonTmhat
ent| ifte
AR AMIEIN o et G SRAT PR R R TP
ggKnkh)bM)On&?th@tlﬂg 1For exanple, in Fig. 21,
t
0 ti ngUn ﬁgn %f%g hsar f%p%i ggf %%1%% #%é% %31 j) is
&ﬁqfubnttaa&dy( %h@zftb)dxﬂ:fol)the b leicee ofo Dt(hatl JD( BNz Di(sn 1,3)
shi e A 2
36 ehetprlesor el §iate. 8 50 2 By ket et o
pkam@leoflﬂ(Fgg) 2andnm@113) D@@glg)a@ﬁdDm@glg)ag@erotated
( tqtéleg)(X% EL X Qe (é()tc'h %e%l? t%tlllg( %).(%) s (2 2)
to the SE 2,3

ifte pl-ace i's shif ed
1atme1 p|(§c@)ofar@( ro¥ptesd (B-343)L) ><|0s1§hm° tled ims tSi‘Pe

Bl(@c®)0f; g fl%)t’eda% St@leogla%% lo% @t(@efz)\mm% 2)hQS shlfted

operatlons of the steps 05 and S908 are eqU|vaIe
tto rtbeapilageDet, ) 2602300 D.(3,2), Lepehif e tprthe place

fo D11 m Bhat DES BN PBEB)t A D (3B )OGSt (3- (4-
1)x0-1) = 2 times so that D(1,3) is shifted to the place of
D(3,3), D(2,3) is shifted to the place of D(1,3) and D(3,3)
is shifted to the place of D(2,3), and so on.

In other words, the operations of the steps S905 and

S908 are equivalent to rotating D(1,j), D(2,j), - D(n-1,j)
for (j-(n-1)xm-1) times and then taking the exclusive OR of
D(1,j) and R(j), D(2,j+1) and R(j+1), -~ D(n-1,j+n-1) and

R(j+n-1) for all values of m.

Then, the variables j and i are incremented by one
(step S907), and as long as the variable i is less than the
number of division n (step S908 YES), the processing
returns to the step S905, and the steps S905 to S907 are
repeated for the next value of j, until i becomes equal to
n (step $S908 NO).
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D(l,j) and R(j), D(2,j+1) and R(j+l),
........ D(n-1,j+n-1) and R(j+n-1) for all values of

WOr0030765en, the vari abl es j and i are increnmePCEIPA0§5/002514

one (step S907), and as long as the variable i is

| ess than the nunber of division n (step S908 YES),
the processing returns to the step 5905, and the
stepsWEQQSltbe%@@qsa?%ualeB@aFedt?%rV?ﬁéahéﬁtmvéFue of

imcHohé ObE. 9 andste /8 48t
V%?ZOO &B%%gﬁg Pd?/?%g% 5?0%%2?4 n eg§b§E gggghngguglurns
§08nES (SpLB

t9 hhetﬁéena$$%%l%HCH1F§aFnEP@n%H?BE
59983 te@Nflot NEnBr RERESYATuECHAT fiS= (Onthexa) em S903

such that the t S9 d. f

next VAepethe ;tg %(599§x%? §88§ %&gnc?ﬁgeabgﬁgtogBEhgll

D9189§>h9s@é§ lStgplllEd)OUthéOE'eahlltlEél diyifstiepaggon(1,1) to
s e resu N

ﬁg%ogﬁtéﬂei ?Bo?ﬁg 8eb8 Prt E vepe s%%) %ﬁvep%gﬁﬁbngpg

aeﬁmihalpaﬁdesﬁéngroeeésmngh¢d f$héphB8810ptept SPE0D0

be noted.t hat he gpgRa 9

Rotati?(ﬁ?l o ng%bgg %heD??e§§%Eo?)g@ tég QEGB 5906

Oﬁp$obetgGQEF?DLzbdlto)thE(BpeﬁatDémnmhoeh)ﬁoﬂatgégth@o can
ifferent..col.ums.far t S t

B GERET AT Ehe! GPpFREIERLwbiHREr8EREG e ayrorent

oblumasdlfardddf]ﬁartenal tingsaapeol Abet BodumsRokRaitn belong

%ogthglsgﬁeFbglug4o}5mN§ﬁta’thB@er%Td%ﬁbsﬁgﬂlded partial
processing for generating new divided data

@aéadSucdedsdﬁhaﬁebyhpWﬂth@ng¥V|ﬁé treFigndeth nunber

to thg gV' dad iietalw@tloﬁr§ralc@§@ciylgdmswd@@n@@%1ng new
escribed. This is eSCTI&tIOH of .th

ﬂmﬁ@ﬂﬁdndaib'ﬁ (re-Advdpedddatadt RYgdHEtAer ofITHPE Fhoofandom
hﬁﬁb%@c%gttﬁg HQ@QH@EtHQ%an&Bﬁﬁe%Q%ta&Y@bﬁm BlWﬁdb@eonce

case where the user | ost the user's own divid d
#id lhbee dsgarabele THisnpRatec 468 Weld oPh&th 3%@ u&ﬁtlon
dipVichicOR el g ibiiea Waltla g@@e@%&ﬁbmbaﬁltThB od- dihel Sie@ret
processing in this enbodl can realize

fifosmerd CLnBaReeRBgat f@n% &oﬁpng eFaE&d|%|6%hFhe user
hBGe Rhkaliser 'SChefedivided data, and here again the
exemplary case where the number of division is three will
be described. The re-division processing in this embodiment
can be realized by the following two methods.

(Random number additional incorporation scheme)

Fig. 11 shows an outline of the data re-division
processing in the random number additional incorporation
scheme.

As shown in Fig. 11, the divided data D(1), D(2) and
D(3) are acquired first (step S501), and then the random
number R' to be used at a time of the re-division is
generated at the random number generation unit 15 (step
$503).

Next, the random number R' is incorporated into each
one of the divided data D(1), D(2) and D(3) according to a
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Fig. 11 shows an outline of the data re-division
processing in the random nunber additiona

w0 pweopsisat i on  scheme. As shown in Fig. 11, tPET/JP2005/002514

di vided data D(1), D(2) and 30 D(3) are acquired

first (step S501), and then the random nunber R to
be used at a tine of the re-division is generated at
phescanbierd muiber sgenefavbon This 15 depepbysiedying the

“gé&us5@§ bﬁn%gﬁ%ﬁg”gﬁelBédb?ak%eanpqa%heéfl%h@ @agh ded

da(car Bi(Ag -t &(2) and wzoggﬂo’p@swap@?m Pzggqﬁro@%ﬂal data

Breghk Q%ﬁd'bhh' %uﬁl%%pa%%)corﬁhh% its dpre riYe trakibRy
e exclusive OR o divid )Npartlal data of th

t
dresp@réaeddateéow1}mdD(t2)°«naﬁaeDP§ dAaided dat@oRy (1), D' (2)

QHEDSr (BYr bird! cdakeatel t(@%ebaeeom)nunber R according
to the rule to be 5 described bel ow, ang‘then

di vi GBd 6daild BS( &) Tapienhaingneaing e&éﬁéf“ét"éld%mﬂa

@%&eﬁh%5gik1dﬁﬂgpa¥%1b§ dattablia that cakewslividing the
definition fornula %gthe hrlded parthag‘data i n

Prdsdnsgd @@W@dlnénﬁﬁet Eicgi¢ BHERRE Oft §HHEdE fhe 3)
Byn‘%gp@f t@ﬂevmlo@@sglﬁEBhni& E}it]l;ls_lemlgtﬁlhb p;mamﬁausngx half
uni t _ bi ich.is a
Pﬁetgﬁiéeﬁﬁ %d§€atgh £ d 83 8AN 9 tn ’fo&nula%%%
db‘thﬂl&@ @&Ttﬂh@l ddatideaf per ttilad rdatal mcfmewoma mﬂf

rando and _t he cal t .3
IBSg BT Add oo i EnE BN Rty 0 Bl Yl 1
dovintidd far ttihal cdatea o THeTee 0 viehrd ndeftie toirdig inedmded: 2ofS from
%E?lr%S 1Vflor%[ ﬁ% tﬂl%l qLa D(i,j) will be descri bed.

flrst ivided data D(1), as shown in
F| g. Heret,hahfe rdstf igiivtiiced figanmuila Od"atfél@(dﬂ:l.l)dads partial

* *

AR P g ddot 41 oS R Gara (1 2) 15 def | ned
by th@ld‘@f’q mﬂqrorthef drimsita ddviydeR Datandt(d Johas hewn in
g?%f %& J+| for %?ﬁé@‘ﬂéﬁ}ﬂ&ywﬁéﬁ%'ﬁil ,1) is defined

by the deflnltlon formula S(1)*R(1)*R(2) and the second
divided partial data D(1,2) is defined by the definition
formula S(2)%*R(2). Note that the general form of the
definition formula is S(j)#*R(j)*R(j+1) for D(1,j) and
S(j+1)*R(j+1) for the D(1,j+1) (where j is assumed to be an
odd number) .

Also, for the second divided data D(2), as shown in
Fig. 10, the first divided partial data D(2,1) is defined
by the definition formula S(1)#*R(1), and the second divided
partial data D(2,2) is defined by the definition formula
S(2)*R(1)*R(2). Note that the general form of the
definition formula is S(j)*R(j) for D(2,j) and
S(j+1)*R(j)*R(j+1) for the D(2,j+1l) (where j is assumed to
be an odd number).
Also, for the third divided data D(3), as shown in

Fig. 10, the first divided partial data D(3,1) is defined
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S(j+I)*R(j+l) for the D(I,j+1) (where j is assuned to
be an 25 odd nunber). Also, for the second divided

w@l2008/0B3529 , as shown in Fig. 10, the first di RCTH&ERR005/002514

partial data D(2,1) is defined by the definition
formula S(1)*R(1), and the second divided partla

data D(2,2) is defined by the defini hon formul a

57 2y R( 43 F Ru2F L oo erpnai Rh%)geﬁ%?a% ?o?ﬁ?%?dtﬂéVlded

@{ F?i'@&téoﬁ@9|Q)'§s5ﬁbflﬁ%ﬂ)b§0théxaefinﬂﬂﬂon formula
*R(])*R( +1£6for t he

%bne@ te thatakhedgenehder % £F8rd?ﬁiH%EFPH formula
9éVR@§¢ ﬁa%aDDé3h) aﬁdshommlonfoBStﬁegn(sog+nme(Whese j is
di vi ded gartlal tg E§. E is defined -45 WO
2885P6F6528DPCENIPIB0BIBBS514 by the definition
fOfﬂUNaxR 1theaﬂ@fﬁh@tﬁeﬁgﬂ?rﬂuWadﬁdr phet dakidatlapartial
the definition f 2
ﬂ%?% bhéi d he? ggﬁsriPebeﬁPB?oFﬁég ef?ﬁ??#%nnR%r%ﬁPdom
hﬁmﬁ%f)RfOW1Eﬂ3bB)dé@drﬁbpd|) for the I3, j+|) (where
e.an _od tey 46
defln?f ﬁ ?%Pﬁu gefg}rgﬁ g%I|V| ga %g%f?aﬁl) pg shown In
Pigi, e, atherfﬁhstld¢anﬂedapaumlaﬂ ﬂhéanEw(ﬂaﬁdoWS defined
u F t f
RYIPRE Fagiblh B, 983RLLCE 1 Fhssky (h9ut gt lase, .
SKI)delpaRKB&HRdéﬂa*B (2)1) and @@ﬁ|ﬁ§§0n§ydﬂﬁéded partial

g%&‘”@;%; 2§5“h%f@§éﬂ1§ R%hé)ﬁB%&%htlbngfgrmu%ad

secon 1 VI
DéKiLQD*RdéQa Di(-®, 2)SK§)dBﬂ2ﬁéB 6% )+ h¥oder itheti dhe general

%g?ﬁubﬁ tﬁb(he%h tﬁ%h fbrﬁulasﬁ%)ﬁRﬁzbﬁﬁk(zb)*N0K§+l) for
e genera 15 orm of the definition
Dxmlpy%Ragﬂ)Dwﬁ(p#ﬂy*ﬁoKJ+®)(f0F)t&ﬁdDDéﬂ’p+ﬂ9w&W%eﬁ% J is
Egﬁghaa @b(belab)ohwhﬁhﬁbbrns assumed to be an odd

for the second divi ded data ? %§ .
shownAiLgo, Ff@r the sreondr i vddedddd tart i d&?as own 1n
Pigz i '%h@e&h@%Q danhﬁdIb@r@Q%ﬂnﬂhm@nDﬁQQﬁuDals defined

g§v¢a@ddﬁ%ﬂpﬂ§ﬂoga# wha b, R34 seeond
S(1)*R(1)*R'(1), and the second divided partial data
D'(2,2) is defined by the definition formula
D(2,2)*R'(1)*R'(2), i.e., S(2)*R(1)*R(2)*R'(1)*R'(2). Note
that the general form of the definition formula is
D(2,j)*R'(j) for D'(2,j) and D(2,j+1)*R'(j)*R'(j+1) for the
D'(2,j+1) (where j is assumed to be an odd number) .

Also, for the third divided data D'(3), as shown in
Fig. 12, the first divided partial data D'(3,1) 1is defined
by the definition formula D(3,1)*R'(1), i.e., R(1)*R'(1),
and the second divided partial data D'(3,2) is defined by
the definition formula D(3,2)*R'(2), i.e., R(2)*R'(2). Note
that the general form of the definition formula is
D(3,j)*R'(j) for D'(3,j) and D(3,j+1)*R'(j+1l) for the
D'(3,j+1) (where j is assumed to be an odd number) .

As such, the re-divided partial data D'(i,j) is
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D(2,2) is defined by the definition fornula
D(2,2)*R (1)*R (2), i.e., S(2)*R(1)*R(2)*R (1)*R (2).

wows/07¢sat t he general form of the definiti onP¢DIrmd3002514

is 25 D(2,j)*R (j) for D(2,j) and

D(2,j+1)*R (j)*R (j+l) for the D (2,j+) (where j is
assuned to be an odd nunber). Also, for the third
deadBeIddlaYacaleglataggsﬁb@meiiﬁluﬁiﬁe 9B byhéngprgprating

gh¥'9§ dQﬂr hﬂBeFaEQrEEQ% &5thSRd@ﬁbn§erE¥pbﬂﬁlng to the

inttron fornu Di g e., R(1* 8
naddenenuebendrar Giadddpipt RA dSPatDW?g 3 CP§P&§P Rdq by

E%% HQ? H?EhBhtT@Pmﬁ@ﬁ”@katﬁk3d2%1B%ﬁzbart1@1 data D(i,J).,
te that the %eneral

@@FPthfBoﬁlVéﬂﬁﬂl pargiapy dajppsR(g)y E}lbs(ésj yaiig for any
E&ﬁbbflb%Rhﬁbiéioﬁor t he D (3,j+1) (mhere j is

d to b mber) . 35 h, t :
Co- di VPUEAthate] 4R ABEacBer] TPLFe INS4E00D 2068 (REstECT S

@H/éf3@@560685a4 ogat@mneﬁebyboabcdbabrmgeﬁhalv1ded data
at i ng om nu

excl usive y or.po ran
Béﬂ?lap(aétﬁng Pﬁ?gcﬁﬁrégﬁgndﬁﬂgtsg ﬁgerFa%&onlﬁﬁﬁgeFo
gervak @ﬁ%?laém?dhh?ﬁeﬁaﬂgmapgrpmrahedrbmalmh@g two
efinitiqn_for of the diyi rti ta I
§Tvidoc fa e ondednoa GoaeTakea ey ) LTS Qs dere:
ftae @a@thoduber gehetiatiinigotheNdbett davided tdadacdgem the
re the user J.ost h e data, one
SFmFﬁ813§0330d3§ngﬁe %g%%'@éél %@ndgs%fq%% and
EXS) Fﬁrbmstthsocmmat1mhwmQCMStaenéedlﬂ@dldaﬂ@06V§ﬂ 1s lost
st .di vi.ded ta he r [ t
s g S (R e tho byl Bt roi B
mnwﬁd@dfdatgewéﬂétmm@.ﬂH@)I@Qﬂldb¢|@@@CJéﬁﬁdfraﬁﬂFhe

ﬁ)@%llril"l%%ltl\y) q' %h%)%.?l{/pﬁg\é\”gﬁ & .dgscr idped re’i'artﬁto-nshlps

€ case Tn vhic data D(3) is |ost
@rfd t he divi ded data D(3) is to be generated fromthe
di vided data D(1) and D(2) wi ||l be described. Mre
specifically, in an exanp

T ot DédaRD (2o 20 (e BREz Rt ) (s (13 ar (1))
(S(1)*R(1)*R(2)) * (SELFEOW0s (1) #S (1)) * (R(1) *R(1))

= R(2)

(S(2)#R(2))=(5(2)*R(1)*R(2))
R(1)*(S(2)#S(2))*(R(2)*R(2))
R(1)

D(1,2)+D(2,2)

I

hold and D(3,1) = R(1), D(3,2) = R(2), so that the divided
data D(3) can be generated from D(1,1)+D(2,1) and
D(1,2)*D(2,2).

Also, in the case in which the divided data D(1) is
lost and the divided data D(1) is to be generated from the
divided data D(2) and D(3), the relationships of:

D(1,1) = D(2,1)*R(2)
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= R(2)*(S(1)*S(1))*(R(1)*R(1)) = R(2) D(1,2)*[(2,2) =
(S(2)*R(2))*(S(2)*R(1)*R(2)) 25 =

WAREDF(6S(R) * S(2) ) *(R(2) *R(2)) = R(1) hol d andpCx/Be2t)s/ee2514

R(1), D3,2) = R(2), so that the divided data D(3)

can be generated fromD(1,1)*D(2,1) and 30

D(1,2)*D(2,2). Also, in the case in which the divided

dat a D@l)zﬂs— P62t 2am& (Ahe di vi ded dat a D(1)-is to be

gener at ed frontthe d|V|ded data EXZ) and D(3), the

rel ationships of: 35 D(1,1) 1)*R(2) -47

hooS/ ends D Spi/ JPMGQ/ 004512) D(B(ﬂ)) = S Ehaybe ﬁ(hfv) divided

hﬁ%@ @3@)D@anlbe—gBh%katgﬁsf%bm—DRﬁzh)*@QBt@@tahhﬁ
|V|de can be generated from (2, 1)*D(3, 2)
Bid 5 DP232ﬂQEX3 1) Al'so, in the case in which the

di vi dad séat anDiBk ictsel qgt whi@ht R edidiivded datastaDA)2) is

is to be enerate fromthe i vided dat a

Bs) e thEI Ainaner poter DF) Berth) B Benerpib)fron the
Qi Zided= deth D)CLR( Bndhol (@ aﬁ:(llleD(r%lh)tl%nlg(h]l)ps D3, 2) =
R(2), so that the divided data D(2) can be generated
fromD(1,1)*D(3,2) and ‘15 D(1,2)*D('3,1). Next, with
referaneelno-aDKabue*ﬁhdmﬂ on a right side of Fig.

pr.Qce g covering the original data
frontgﬁg Fg ®#g &)E%ﬁa wi Il be described. This is
t he descrlptlon of the function of the original data

h&;@ ﬁé 9)(%”'1 = ]T) ,h% (tsde(‘zr et R{lfzqr 'T%td Qhat the divided
syst n11 he 'servi ce
daitiai i)e(tZI)om:aalf foer gtehnenasc@d rfeeai \Déd ;tihet D (3o-2di \Aitfed

%qﬁaz the first original partial data S(1) can
enerateg fromthe divided partial data D (2, 1)
and DN@gt})w1th reference to a table shown on a right side

of Fig. 12, the processing for recovering the original data
from the re-divided data will be described. This is the
description of the function of the original data recovery
unit 12 of the secret information management system 1, at a
time of the service utilization after the user received the
re-divided data.

First, the first original partial data S(1) can be
generated from the divided partial data D'(2,1) and D'(3,1)
as follows.

D'(2,1)=*D'(3,1) (S(1)*R(1)*R"'(1))*(R(1)*R"' (1))
S(L)*(R(1)*R(1))=*(R'(1)*R"'(1))
S(1)*0%0
S(1)

I

I

Also, the second original partial data S(2) can be

generated from the other divided partial data as follows.
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25 as follows. D (2,1)*D (3,
(S(1)*R(1*R (1)) *(R(1)*R (1
wWELDFATRIZL) *R(1) ) * (R (1) *R (1

1) _

gg S(1)*0*0 30 =PCX/192005/002514

Al so, the second original partial data S(2) can be

generated fromthe other div
follows. 35 -48 WD 2005/076

i ded partial data as
518 PCT/ JP2005/ 002514

D (2,12) ¢, 2B¥01) 6B T B+ (&, 2)5(2) €2 *RY DY *R(Z) FRR(F PR (2) %

(RO *R (1)) *(R(2)*R (2)) =
S(2)*(R(1)*R(1))*(R(2)*R(2))
*(R(1)*R (1))*(R(2)*R (2))
In general, when j is an odd
of: 10 D(2,j)*D (3,j)

(S()*RO)*R (1)) *(RO)R (]
S(1)*(R(J)*R())*(R(]) j
hol ds, so that S(j) can be o
D(2,j)*D (3,j). Also, in ge

*R (]
*R'(

(R(1)*R" (1) )= (R(2)*R"(2))
- 55 (25 6 65 pR b ) (R 3) *R(2))
nugpRr (1§ R (€) pk(RNSP) PR' (2))
) ¥ S(2)*0%0%0%0

)3 s€29(j)*0*0 S§(j) 15
bt ai ned by cal cul ati ng
neral, when j is an odd

nunbety bBRerh®l afwhenshi psohn 28d number, the relationship

D(2,j+1)*D (3,])*D (3,] +1)
8L +)*R(j)*R(j +1)*R (] ) *R
(ROD*R (J))*(R(j+)*R (] +)

T R

1

S(j)=
S(J)

holds, so that S(j) can be o
D'(2,3)*D'(3,]3).
Also, in general, when

relationship of:

D'(2,j+1)*D'(3,J)*D" (3,
= (S(j+1)*R(j)*R(j+1)*
(R(J)=*R"(J))=(R(j+1)
= S(J+1)*(R(J)*R(J))*(
((R'(J)*R"(J))=(R"(J
= S(j+1)#0%0%0%0
= S(Jj+1)

(J+1))*R(j +1)*

) .
%§§§31§'§§?1r§36;5rggéj>)

S(J)*(R(J)*R(J))=(R"(J)*R"(J))

0x0

btained by calculating

j is an odd number, the

j+1)
R'(J)*R'(j+1))*R(j+1)#
*R' (j+1))
R(j+1)*R(j+1))=*

+1)*R' (j+1))

holds, so that S(j+1) can be obtained by calculating

D' (2:j+l)*D' (3sj)*D'(3’j+l) .

Next, the case of recovering the original data S by

acquiring D'(1) and D'(3) is as follows. Namely, the

relationship of:
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= S(j+1) holds, so that S(j+l) can be obtained by
calculating 30 D (2,)+1)*D (3,])*D (3,)+1). Next, the

W@ a®e/00f518 ecovering the original data S by aceti/snr2e5/002514

D(1) and D(3) is as follows. Nanely, the
rel ationship of: 35 -49 WO 2005/076518
PCT/ JP2005/ 002514 D (1,1)*D (3,1
(S(1)ER‘l)iR&Q)‘{Q,Gi)@}SQ(?)zgy ( )(1'? &%1% *RT2)+*R"(1)*R'(2))
;g;*gg%;a)(gg)(;)(;%g%gzggé)()z))= *(R(l)*R (1))*(R(2)*R"(2))
(R (1)*R (1)) *(R (2)*R (2)) =5SL1&r{RA3IRELY) 2 (B gy *R(2))
hol ds, so that S(1) can be obtaknprd(bysgalgcyhatrng2)=*R"(2))
D(1,1)*D (3,1)*D (3,2). 10 Si_ 'IT5I8,Ot e

rel ationship of: D (1,2)*D (372y (1) *0%0%

(S(2)*R(2)*R (2))*(R(2)*R (2) 3 S%1)
S(2)*(R(2)*R(2))*(R (2)*R (2)) = S(2)*0*0 15 = §(2)

hol ds, so that S(2) can be obtained by cal cul ating
Ebi&sZ)%B tBa) s(hn ganebal ppwhdéned by anloudamimger

Lh D (1,j)*D(3,j)*D (3,j+) =

Ps?jl)'i by T p ey r (14

(R(j ) SRm@ LR GR( jthie) *RLajt4dnphad of :

r R E R De———
j * * - * )* O* O* -

30 hoDdSl,éO*DH gOJF déNEBeRdﬁﬂaRné@)By(géﬁdﬁﬁaﬁ@gd

D(1,1)*0(3,1) D (3, +8)2) % (R(2) *R(2) ) * (R' (2)*R" (2))

S(2)%0%0

S(2)

]

11

holds, so that S(2) can be obtained by calculating
D'(1,2)*D'(3,2).
In general, when j is an odd number, the relationship

of:

D'(1,j)*D'(8,])=*D"(3,j+1)
= (S(J)*R(J)*R(J+1)*R'(J)*R"(j+1))+*
(R(J)=*R"(J))=(R(j+1)*R" (j+1))
= S(J)#(R(J)*R(J))*(R(J+1)*R(j+1) )+
(R"(J)*R'(J))=(R' (J+1)*R' (j+1))
= S(j)*0x%0%0%0
= S(Jj)

holds, so that S(j) can be obtained by calculating
D'"(1,j)*D"'(3,j)*D"(8,j+1).
Also, in general, when j is an odd number, the

relationship of:
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Al'so, in general, when j is an odd nunber, the
relationship of: 35 -50 WO 2005/ 076518

wWEMNSARBOO5/ 002514 D (I,j+1)*D (3, +1) _ PCT/JP2005/002514

(SCy+#)*R(p+1) "R () +1))* (R} +1)*R ( +1))
S(j +) ¥ (RO *R(j+1))* (R (] +1) *R (j +1)) S(j+1)* 00
5 = 8(j+l) holds, so that S(j+1) can be obtai ned by
calcuDaﬂﬂng+1W*PIQ3+Ufﬁ® (3,j+1). Next, the case of

recoveci gg 1 hq)cml(gmiéﬂ*}qut a1$)bXR(JJQla@‘RU'(VJ'+'19 )t he
di vi ded dat a

t he reFa@KdﬁéﬁﬁﬁRdﬂ*19*8131}9®*6§$ ?*1)*g§(J+N%qE d
(S(1)*BIE)5RZDRO(1) *R (2)) *(S(1)*R(1)*R (1)) 15 =
(S(1)* S(l)) R(l)*R(l)) (R(1)*R (1))*R(2)*R (2) =
0*0* R( 2) Ifz'J(*) = R(2)*R (2) holds, so that R(2)*R (2)
can be obtai ned by calculatlng 20 D (1,1)*D (2, 1)
Simlarly, %Pe rel ationshi

)

PSSPRED) SO P S2 3R B RPEFIRELh P asdng
gsga)lﬁsﬂa)*))’“l?@l)ﬁﬁ')( A1) * (R( 2)*R§]2|)2j (R(2)*R (2)). =
* 0
R 1)+ Retty ShE BE SRR REGONFTaRE. IPs: tad Fiypl data S by
Bcghiz)ihg (tZleZ)d.lV@Siemig daltas ® 'R(AD) “aRJ( D?j (é?ﬁdfisI Ias follows.
R(2 t n as 0 OWsS.
Nénél&l&ﬁhg ﬂaﬁgdhsP%5e€%b5ilm% 2005/ 076518
PCT/JP2005/002514

D'(1,1)*D'(2,1)
(S(1)*R(1)*R(2)*R' (1)*R" (2))*(S(1)*R(1)*R" (1))
(S(1)#S(1))*(R(1)*R(1))#*(R" (1)*R' (1)) *R(2)*R" (2)
0x0%R(2)=R"(2)

R(2)*R'(2)

It 1 il

holds, so that R(2)#*R'(2) can be obtained by calculating
D'(1,1)=D'(2,1).
Similarly, the relationship of:

D'(1,2)*D'(2,2)

= (S(2)*R(2)*R'(2))*(S(2)*R(1)=*R(2)*R"'(1)*R"'(2))
(S(2)*S(2))*R(1)*R' (1) *(R(2)*R(2))*(R'(2)*R"'(2))
0%R(1)*R"'(1)*0%0
R(1)*R' (1)

il

[}

holds, so that R(1)*R'(1) can be obtained by calculating
D'(1,2)*D'(2,2).
Using these R(1)*R'(1) and R(2)*R'(2), S(1) and S(2)

are obtained as follows. Namely, the relationship .of:
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D (2, D*R(L*R (1) _ (S(1)*R(1)*R (1))*R(1)*R (1)
S(*(R()*R())*(R(1)*R (1)) = 5(1)*0*0 = S(1) 5

whoiodw76580 t hat S(1) can be obtai ned by cal cul BCT/arp005/002514

D(2,1)*R(1)*R (1). Sim'IarIy, the relationship of: 10
D (1,2)"R(2)*R (2) (8(2)*R(2)*R”(2))*R(2)*R”(2) =
S(2)* (R(2)*R(2)) (R’éZ)*R’(Z *0*0 =

hol dsD' €8, LhaR () 2R an be(SbMP‘Réél E‘) éépéﬁﬁé MB (1)
D (1,2)*R(2)*R (2). In gengf(@l)*(mﬁow*R(ns)ar@Rwd)*R (1))
nunber, the rel ationshi j)*D (2,])
(S(J)*R(J)*R(JH)*R(J)*F«@1‘113*5’*?8(1)*R(1)*R(J)) _
(S(1)*S(1))* (RO *R)) *(Bel)) *R (1)) *R(] + ) *R (] +)

= 0*0*0*R(j +I)*R (j+l) 25 = R(j+I)*R (j+l) holds, so
that R(j+l)*R (j+l) can be obtained by calculating

Bollis,) 5B ¢Ralt) s (AhSeani Begebeaahedwbgnchlicalan ingd
ationship of: 35 -52 WD 2005/ 076518

I
Bc’r?aﬁi@%}gﬁéégsiﬁ ‘D (1,j+1)*D (2,]+1) =
(S(J+$XmBﬁbfl&fR%hb+ikﬂﬁtionship of:
(S(J+)*R(J)*ROJ+)*R (j)*R (j+1)) =
(S(j+)*S(j+1))*RJ)*R (j)* 5 _ _
(R(j +D) TR 2YRX 20 RR(j(£))) =R(Gj( 21 )R (2F =B RE)))*R (&) *RO(Q@)
S(Z)*(R(Z)*R(Z))*(R (2)*R'(2))
S(2)%0%0

S(2)

I

1

I

holds, so that S(2) can be obtained by calculating
D'(1,2)*R(2)=*R'(2).
In general, when j is an odd number, the relationship

of:

D'(1,j)*D"(2,])
= (S(J)*R(J)*R(j+1)*R" (Jj)*R' (j+1))*=(S(J)*R(j)*R"'(J))
(S(J)=S(J))=(R(J)*R(j))=
(R"(J)*R'(J))=*R(j+1)=*R" (j+1)
0%0%0%*R(j+1)*R"(j+1)
R(j+1)*R'(j+1)

11

holds, so that R(j+1)*R'(j+1l) can be obtained by
calculating D'(1,j)+*D'(2,]).
Also, in general, when j is an odd number, the

relationship of:
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= R(j)*R (j) holds, so that R(j)*R (j) can be obtained
by calculating 10 D (Il,j+l)*D (2,j+1). Using these

wWaReGopHR5(8 ) and R(j+l)*R (j+1), S(j) and S(j +PQT/aHr2005/002514

obtained as follows. Nanely, the relationship of: 15
D (2,j)*RJ)*R(j) = (S(1)*R)*R(J))*R(J)*R (j) =
S *(ROD*RII (R ()R (1)) = S(1)*0*0 = S(]) 20
hol dsD ' §b, 5 had *B( (£, dah) be obtained by cal cul ating
D (2,]j Rk | at hi f:
o gl’j%|5§£% ng&ggﬁyy§a(gyl)§ e relationship o
(S(j+)* K19+ ) YRCG) RS9 R PRI ROR] 1)
S(j+1)% (RéJ(g)jLi?RéJ(jli)’i@R(&J)#ﬂa)’(ﬁb(d +)) = S(j+)*0*0
(] S, ? 9e obt ai ned by
calculatKRéJ+Eﬂ(R(P¢1?9R6F+I5*%‘fF+ yr descri bed
above, _mbeﬂ(gweRrejﬁkgkded data are generated by the
randon1nunber g tional incorporation schene, it is
possi bFeR{d) #Bcb¥ér the original data by 35 using two
re-di vi ded data anong three re-divided data, -53 WO

005/ 076518 P P20 2514 . wi t hout  usi al
6RLden 88 Puod ldedrabod BAtape BPedtiniolpdpiiatine
HP$Q”Jum)kbe(zandmm1nunber addltlonal i ncor poration
sche t ar . d .

o ai OpaPEn the88r B ERnd 107 PRYLRED SLITR FHG e S(0) and
SKugunabrdabhtamned(ahefoﬁﬂgWﬁalNdaeéydoéhenvplaﬁp@@ﬁhlp
in.a visible form, so that the nore secure data

nagenent beconmes possi bl e. (Random nunber rewriting
schene) Fig. 13 shows an outline of the data

re-di ¥ighog) 4R (5)*R' (§) = (S(J)*R(J)*R' (§))*R(J)*R' (J)
S(I*(R(J)*R(J))*(R"(j)*R"(]))
S(j)=0=0

S(J)

holds, so that S(j) can be obtained by calculating
D'(2,j)*R(J)*R"(J) .
Similarly, the relationship of:

D'(1,j+1)*R(j+1)*R"(j+1)

(S(J+1)*R(j+1))*R" (j+1))*R(j+1)*R' (j+1))
S(j+1)*(R(J+1)*R(j+1))*(R" (j+1)*R' (j+1))
S(j+1)=0%0

S(j+1)

]

holds, so that S(j+1l) can be obtained by calculating
D'(1,j+1)*R(j+1)*R"(j+1).

As described above, when the re-divided data are
generated by the random number additional incorporation
scheme, it is possible to recover the original data by

using two re-divided data among three re-divided data,
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10 processing in the random nunmber rewiting scheme.
As shown in Fig. 13, the divided data D(I), D(2) and

w0258 acqui red first (step S601), and t henP¢T@P2005/002514

random nunber R to be used at a tinme of the

re-division is generated at the random nunber

generation unit 15 (step 15 S603). Next, the random
WuwﬂmthhSLBglmbbr@ﬁrﬁh@dtth% pachivhaed oflataeD (1), D' (2)

d]g gata D(1), D2) and X3) according to the
om nuiber additional incorporation schene

descrAb@d, fbotke (saRfoBUEIbe THaRdl t hanai jlpgpgpaFation
€#ﬂgﬁ5 Fﬁtslgeﬁgégﬁbfg {60@éfﬁﬁ givi ggd data rBt@ivision

t he random nunb S ncor orated ste
196073 5 S hng Whéhoﬂﬁerﬁ%QYQY%P%eﬁhﬁa?ﬁ gEP?&) g?cgn&the

5¥£§i ied8€5956é§dn&§t§§p§599in ElglsiﬁleSfarmableo that

t ha oms the definition for or the diy

Paetparedaeaura @ﬁ@acgé%aa?W?EF éeFﬂBe§5P8F?@Ph dat a

S i nt prEHESR ﬁhﬁﬁe?uﬁbﬁflﬁinglyc&emé)n = 3) by usi ng

the processing unit bit n ? %ﬁ E 9%

t he |Eh§thléf8hﬂgsoﬁPgPHﬁf gﬁta £ a&%fFﬁ. Vls n

ﬁ?b@ygglﬁg ﬁhetgvadﬁdoﬂanﬁmabrdaEuratﬁag theme-

i ncorporation o er ni

30 f offuPROBR the agV|3g ghPt 5V1839a E?e %ﬁﬁ b9 and

?ebst?@e @EqﬁﬁbedrﬁmdlﬂlnsﬁbprSRplandanﬂethahcmhatr@ndom
or a_in,t cas recoveri r . fdata S

FPBH?FhE dF9|ESdu85§r?laF al's. © ?gtbglggsh bQ@Hoﬂ &@

peneeaskedgatpthe rhadsnepuBbes geeer351pneugaﬁelés(ﬁﬁép
éggg?n1nunber addi ti onal incorporation -54 WO

076518 PCT/ JP2005/ 002514 schene descri bed above,
so thNbxthemhedesudpptnumbﬂrlR bés émcorparaisd dpEo each

def i ni.t L8 h hVi p i alcgyd |
JBPLPR o, BESTHER, Backh gy, 028 i g caeet 1o
Ehesranﬂom nhebeirr eddditipaed dacarporelioss sshes dgscribed

gbg 1§st%§ sbbEst ghyhdednraphigahadabd Hulnbe)) Rl s deleted
he definition formnula
from the d1v1ded data into which the random number R' is

incorporated (step S607), and then the new divided data
D'(1), D'(2) and D'(3) are generated (step S609).

Fig. 14 is a table that shows the definition formula
for the divided partial data in the case dividing the
original data S into three (the number of division n = 3)
by using the processing unit bit length b which is a half
of the length of the original data S, the definition
formula of the divided partial data after the re-
incorporation of the random number R', the definition
formula of the divided partial data after the deletion of
the random number R, and the calculation formula in the
case of recovering the original data S from the divided
partial data.

In this scheme, the processing up to the step S605 are

the same as the random number additional incorporation
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(S(D*R(1)*R(2)*R (1)*R (2))*(R(1)*R(2), i.e.,
S(H)*R (1)*R (2), and the second divided partlal dat a

waopotes1®) i s defined by the definition fornuPEr/JP2005002514

(S(2)*R(2)*R (2))*R(2), i.e., S(2)*R (2). Note that
tSI(ﬁe) gRﬂe?e;aIREorlrr;o; thg((jeflnltignforrlrulais f
])* * + or + [ +1

selen oS ¢RLhEduRRPES ] 8 “hdunbhe T detaniohion wil1 pe
gﬂg{‘gﬁ%(\im éhﬁdAi:ﬁ@ def':@ﬂ%%b@nsﬁ@?ﬁ\glﬂl%fdeﬂedidifﬂl&%ﬁ.?ﬂ)artlal

I Fi g. e firs I VI de t
B2 T Uk e ¢hLRE By (REA GEFRAPR] BP B oI 4111 B
dbdiRed) "R (1)) *R(1), i.e., 5(1)*R (1), and the
second, divided partigl, datd; Pi42a2hats p9el) NedsPinbhE 1n
%;%Z)IEQ1%55«?1?5&(Hiﬁfﬂﬁa)béﬁtiaiRﬂat? ?!él,l) is defined

t ot f th
Shibee, Skl SoLa ot e oemers) Loy ol (e
&1 1) %RRLHREEMRHQNM%me*m(g)rﬂkzm\f/\meee j s
SRR QAR LR ell ohrhop hod
ot videy partiedlinddt byDtha, dpfinidébnnédrmpyat he
er 1 s (b€,
LRI RR L bn T SR hATet &l B30 hp o pofel dhas che
bynetrht fletmnpfi dhef defihatiRp2foRNURR) AR(2), i.e.,
t |

E%Sﬁuﬁa'}'ﬁgﬁﬁ ?JJUI")‘ fBP gﬁle)ﬁ"j‘ ahar QW((gfrl;)hﬁo%ﬁw tb®N the
D' (3,j+1) (where ji ﬂ§ a§§§mﬁédtpob6ea§nOéédnﬁﬁﬁﬁ€r)
As sug Egoth?oEetﬂ'V%@%@nﬁaﬁﬁbﬁheﬁaﬁﬁtg oi'.()2) , &8s shown in

obt ai ne cal cul'ating the exclusive OR by
Fheor pén atthﬁgf13§tt da vidadorpridBdr dadet Pal(zd%t) ig @efined

p Qnt R/ 652 . ’
BT SRo00E Bhsedy Tormaa o R e iﬁétg(“ Lo

BKha0 *Ra$ 1) ncepgoitiee§espndt ﬁévdélﬁdmpﬁr&ﬁ offPaDof 2, 2) is
Hg?%ﬁgp'ggdtﬁﬁrHb@hn@%ﬁ@nD@brmhla into the lehded
Kﬁﬁééﬁﬁﬁ&ﬁﬁ@ﬁgééF{ﬂép*gaﬁ )Efﬁflggﬁﬁgsagﬁl%gtheerandom
BUBHRR 'RANkiRal(2dat HoRE Jkhiat ddlecte@theral form of the
definition formula is S(j)*R'(j) for D'(2,j) and
S(j+1)*R'(j)*R'(j+1) for the D'(2,j+1) (where j is assumed
to be an odd number).

Also, for the third divided data D'(3), as shown in
Fig. 14, the first divided partial data D'(3,1) is defined
by the definition formula (R(1)*R'(1))=*R(1), i.e., R'(1),
and the second divided partial data D'(3,2) is defined by
the definition formula (R(2)*R'(2))#*R(2), i.e., R'(2). Note
that the general form of the definition formula is R'"(J)
for D'(3,j) and R'(j+1) for the D'(3,j+1) (where J is
assumed to be an odd number).

As such, the re-divided partial data D'(i,j) is
obtained by calculating the exclusive OR by incorporating

the random number partial data R'(j) corresponding to the
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As a result, the definition formula of the re-divided
partial data D (i,]) is one in which the random nunber

w@anosioadsiglata R(j) is replaced by the random neeiar2005/002514

partial data R (j) in the definition forrmula of the
original 10 divided partial data D(i,j). Next, with
reference to a table shown on a right side of Fig
&AndbhenpmbGESBﬂhglﬁbrdﬂééoﬁéﬂ?nﬁhﬁﬁewéﬁl@Pﬁarpaﬁﬁﬁed by

%ﬁgnh%?fniflghvfg?@uﬁatQfm%hk Q@Vﬂ&é@rbbﬁﬂlthﬁﬁtbSD(l i),

escription o uncti on of the i nal data
nacgvéhy d5vmﬁ¢ﬁ pargfainhdasacPéi i hs of t| gD

?QSHnglﬁﬁskﬁg‘%anabmanuhbgﬁ pﬁrthélsﬂéﬁaCR(J) such that
ut| Ization after the user .recej S e-di.vi ded
Y3 i8r agh

thearapips; nuphers pastiali gahal & £4°8¢1) can

be gﬁ@géa%sgui%OWEhaed@$1hdeﬂoﬁafbrmh1daba BPhe2rd)divided
an

PSFI}a&'@iF¥”ﬁ (iyJ)sis) opRr 6?)Wﬁﬂfﬁ)fﬁesf§?ﬁ6m2§“mber
géikléhsaathhg(gecgedr@pugbealbpamneakadabm S(pecapartial

B ot ot Ve B A s
g(@g;xneg b%}}gaazma*ta O1)L% 5'% ¢ (2)2 = )
55 SHhb B0 hOTEEES BEr SBoBOLABISS TR 9n%3eﬁe?§%ht side

WifeRig. |$4anthddpmumess,lmghé’oretratcpmshmg tof; original data
g%%?*%é@(f%sﬁg%laeﬁsg h)bgkﬁ%%cr§bed This is the
description of the functlon of the original data recovery
unit 12 of the secret information management system 1, at a
time of the service utilization after the user received the
re-divided data.

First, the first original partial data S(1) can be
generated from the divided partial data D'(2,1) and D'(3,1)

as follows.

(S(1)*R'(1))*R" (1)
S(1)*(R"(1)=*R" (1))
S(1)%0

S(1)

D'(2,1)=*D'(3,1)

1]

n

Also, the second original partial data S(2) can be
generated from the other divided partial data as follows.

D'(2,2)*D'(3,1)*D'(3,2)
(S(2)*R'(1)*R'(2))*R' (1) *R"'(2)
S(2)#(R'(1)*R'(1))*(R'(2)*R"(2))
S(2)%0%0

S(2)

i

]
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hol ds, so that S(j) can be obtained by calculating 10

D(2,j)*D (3,j).
wmeooberesig he rel

Al so, in general, wh
ationship of:

D(2,j+1)*D (3,j)*D (3,j+1) 15 =

(S(J'+|)*R"(J')*R”
S(j+1)*(R (J)*R
S(j +1}n 20emer &k,

case of recoveri
D (1) and D (3)

(J'+1))*R”(J')*R”(J'+|)

en j is an

odd

PCT/JP2005/002514

= +|)

(@‘)ée (R (] +1)*R
mhatl§X?4I?d a%u% e%btghﬁeae
Galculating D (2,j+1)*D (3,j)*D (3,j+1). Next,

*O* —_
%Qtlonshlp

t he

ng-the original data S by acquiring

is as follows. Nanely,

t he

rel atjops! gp*@f(32§)EL(@S@)TER(331)¥EY(§)2) =

(S(1)*R (1

*R(2))*R (1
S(1)*(R (1) *R (1)) * (R (

%58##%5);J)iR361340*0 30 = (1)

hol ds, so that S(1) cansbg)@btalned by cal cul ati ng

D(1,1)*D (3, 1)*

D (3, 2)

of : 35 -57 WO 2005/076§ié5PCT/JP2005

D (1,2)*D (3, 2)
S(2 2

Bo5hs (R(2IR (g
DP(Q$@¢EBP(3W@EH
or .

relationship of:

D'(2,j+1)=*D'
(S(j+1)*R'(j)*R" (J+1))#R' (J)*R' (j+1)
S(F+1)*(R"(J)*R' (J))#(R' (j+1)*R" (j+1))

1

1

S(j+1)=0
S(j+1)

1}

= (S(2)*R (2))*R (2)

ﬁédCBQ Bk SnFa #ﬁé b

j is an odd nunber,

(3,j)*D'(3,j+1)

%0

/ 002514

b {150t

the relatio

mlarly, the relationship

gEhat

nshlp

Also, in general, when j is an odd number, the

holds, so that S(j+1) can be obtained by calculating

D'(2,j+1)*D"'(3,]

)*D'(3,j+1).

Next, the case of recovering the original data S by

acquiring D'(1) and D'(3) is as follows. Namely,

relationship of:

D'(1,1)*D"(

3,1)*D'(3,2)

= (S(1)*R'(1)*R'(2))*R'(1))*R"(2))

i}

S(1)=0%0
S(1)

1}

S(1)#(R'(1)*R"(1))*(R"(2)*R" (2))

the

holds, so that S(1) can be obtained by calculating

D'(1,1)#D"(3,1)*

Similarly,

D'(3,2).
the relationship of:
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10 D(|J)*D(3J)*D(& +l)

(S(J)*R(j)*R (] +1))* R’( )R (j+1) =
wWakopptaRIgj ) *R (j))*(R (j+1)*R (j+1)) = S(]) *ReODIRB0s#002514

S(j) holds, so that S(j) can be obtained by

calculating D (1,j)*D (3,j)*D (3,j+1). Aso, in

general, when j | fn odd nunber t he 20 relati onship

s

of : D[ 01}3WPDFE) +1) (SERBRHPIRR] @))*R (1 41)) =
S(j +1) * (R (j +1)*R (] +l)é(2§ « Bt th)$R 28) F S(j +1)

hol ds, so that S(j+l) can_be obtained by cal cul ating
D(I,j+)*D (3, J+1) ﬁE&fZ)f%e case of recovering the
original data S by 30 geguiring the divided data
D(1) and D(2) is as follows. Nanely, the

rel ationship of: 35 -58 WO 2005/ 076518
636§P2995£9985§42)Ekéﬂ By*6bt2iApd_by calculating

]gl)*F? 2)) (S(1)*R (1))
i!n%t JIBR (1) R (1))*R (2) = OOR(2) =R(2)

5 hol gg, g8Rethal WhéR) jcan hr oliflannmbeby thbcukadathgnship
D(1,1)*D (2,1). Sinilarly, the relationship of: 10
ot 1, 2)*D(2,2) = (S(2)*R (2))*(S(2)*R ()*R (2)) =
(S(2)*S(2))*(R (2)*R (2))*R (1) = 0*0*R (1) = R (1)
15 hobd%1 §?*bh?5 E%Qﬁ)(ga9+9§ obt ai ned by cal cul ati ng

(S(J)*R'(§)*R" (j+1))*R' (J)*R' (j+1)
S()*(R'(§)*R" () #(R' (J+1)*R' (j+1))
S(J)*0%0

s(J)

il

Il

holds, so that S(j) can be obtained by calculating
D'(1,j)*D'(3,j)*D"(3,j+1).
Also, in general, when j is an odd number, the

relationship of:

1]

(S(j+1)*R'(j+1))=*R" (j+1))
S(j+1)=(R'(j+1)*R"(j+1))
S(j+1)=0

S(j+1)

D'(1,j+1)=D"(3,j+1)

1

1

holds, so that S(j+1) can be obtained by calculating
D'(1,j+1)*D'(3,j+1).
Next, the case of recovering the original data S by
acquiring the divided data D'(1) and D'(2) is as follows.
Namely, the relationship of:
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D(1,2)*D (2,2). Using these R (1) and R (2), S(1) and
S(2) are obtained as follows. Nanely, the

wo edoaniesmshi p of: 20 D (2,1)*R (1) _ PCT/JP2005/002514

(S(1)*R (1))*R (1) S(1)*(R(1)*R (1)) S(1)*0 = (1)
25 holds, so that S(1) can be obtained by cal cuI ating
D (2; 1)*R (). Simlarly, the relatlonshlp

D (1,2)¢R, 12¥D" (@sqz)tRwsg})*ﬁ~ééy*Réézi)*(S<l)*R (1))
S(2)*(R(2)*R (2)) = S(%};?Q)*s(ﬁﬁik(hol(ﬂsmsml)hah'(2)
S(2) can be obtained by cal cul ating

D(1,2)*R(2)*R (2). - 590w B068) 076518

PCT/ JP2005/ 002514 I n_ggmepal , when j is an odd
nunber, the relationshlp ? D(l,j)*D(2,j) =
(S(j)*R(J)*R(j+1))*(S(j)*R (j)) 5 =

ﬁ§ hy* Skb) XheR klkﬁR Ghh) BB bbthinea 8%0tR1cutbking
E , .So that R (j+l) can be obtained by

al

éuﬂgfpnéz 10D (1,j)*D(2,j). Al'so, in general,

when gipg1apr199dtaunpenatibashiel affi:onshi p of :
D(l,j+H)*D (2,j+) 15 =
(S(j+1)*R (j+1))*(S(j+)*R (j)*R (j+)) = _
(R ng_ ;b% Sgﬁ?gb)'*((szt()Jh *It )(*sF(?Z_OJ)*Rl'X)Z’? R*((jS) 2)=RO(AIRR(j(R)3
ol ds, so a Q I, e 2R
calkulating D (I,j+f)4g(%?f§ﬁﬁﬁi$?3 QE%*% qqu RT(1)
= 0*%0*R"' (1) '

= R'"(1)

holds, so that R'(l) can be obtained by calculating
D'(1,2)*D'(2,2).

Using these R'(1l) and R'(2), S(1) and S(2) are
obtained as follows. Namely, the relationship of:

(S(1)*R"'(1))=*R" (1)
S(1)*(R'(1)*R"' (1))
S(1)=0

S(1)

D'(2,1)*R"(1)

]

[t

holds, so that S(1) can be obtained by calculating
D'(2,1)*R"'(1).
Similarly, the relationship of:

(S(2)*R'(2))*R'(2)
S(2)*(R'(2)*R"(2))
S(2)%0

S(2)

D'(1,2)*R'(2)

1]

1}

]

holds, so that S(2) can be obtained by calculating
D'(1,2)*R(2)=*R"'(2).
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Using these R (j) and R (j+l), S(j) and S(j+l) are

obtai ned as follows. Nanely, the relationship of: 25
w2@B07sIR (j) = (S(j)*R (j))*R (j) = PCT/JP2005/002514

S(IH*(R(jJ)*R (J)) =9S(j)*0 = S(j) 30 holds, so that

S(j) can be obtained by calculating D (2,j)*R (j).

Simlarly, the relationship of: 35 -60 W) 2005/076518 . .

PCT/ mel&lmh@'l (J ,%SFBH‘ I@({(} _,I}l)mb;er, the relationship

§SU D) *R (J+1))*R (j+1)) = S(j +1)* (R (j +1) *R (j +1))

=S(j+1)*0 = S(j+1) 5 holds, so that S(j+l) can be

obtained by calculating D (l,j+l)*R (j+). As

escr befl bty ez Wpn. | ey prich () et (ate) w68 (5) +R " (J))

generated by the random nupper, rew jtj t

10 possible to recover (%g]b7 b}%@ﬁ{ acg)%§ nghﬁﬁt&£§l)

re- divided data anong ¢fgee' ¢+ vi ded data, w thout

using all of the threghée-divjded data D (1), D (2)

and D (3). Also, in the r&fRbbm nunber rewiting

schene, it is possible to carry out the data

re-divisio 0Cessi 15 with Vier i :
Qﬁ}éﬁrmﬁodg?§£o§cg31¥ﬂec%?i 7 na a%§§§.§%e§g%%?fggb%%r
mpN(e y)sbble,jprm, so that the nore secure data
managepent becones ssible..<peration> ,

oper &t %ﬂ’o*ntﬁ%n%ﬁggrewg%ﬁpﬁtég é@s%gﬁw %ﬁggg’ugﬁﬁg
t&eatbeniehipnddr mati on managenment system 1 accordi ng
to this enbodinment will be described. Here, Fig. 15
shows an operation by which the user registers the
secreb' (Lnjoetimbi 68, $+Lh the secret information

management (§Y$Y €AY (j+1)) % (S(J+1)*R" (J)*R" (J+1))
(S(j+1)#S(+1))*(R' (j+1)*R" (j+1))*R" (§)
0%0*R" ()

R'(J)

1]

il

holds, so that R'(j) can be obtained by calculating
D'"(1,j+1)=*D'(2,j+1).

Using these R'(Jj) and R'(j+1), S(j) and S(j+1) are
obtained as follows. Namely, the relationship of:

(S(J)=*R"(J))*R" (J)
S(J)=(R"(J)*R"(J))
S(Jj)=0

S(J)

D'(2,j)*R"'(J)

]

holds, so that S(j) can be obtained by calculating
D'(2,3)*R'(]).
Similarly, the relationship of:
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1, Fig. 16 shows an operation of the secret
i nformati on 25 nanagenent system 1 when the user

W@R005/0268$8 t he service, and Fig. 17 shows an OPET/ar20ai002514

of the secret infor mati on nmanagenent system 1 when
the user lost the user's own divided data D. (1)
Secret information registration processing 30 First,
the UBefl tiensR t6ithe se6d e+ iy (ks bR (1 1bh t he

termnal 2 through the caomuni catg o Wor Ky & t he
secret information nanagenent )(szi(;t edrqnnﬂ(st etp(f] SS%L}()))

Upon receiving the secretS{hfllthtion S, the secret

i nfornation managenent sys jL divides the secret 35
information S into three data (divided data) D(1),
D(2) and -61 WD 2005/076518 PCT/ JP2005/ 002514 D(3)

ld’sc" P%ét‘i}g%?g%(fl% ?h@él? NGe SEHENEn A (I5F epaBSR0ating
I nformati on management” system 1
Erbhs]ﬂ%k*l%h@ﬁjrin ded data generated in this way

respegs i ¥&or 1 Wed hgb deppswhes eter se 3@iahdedbdaba &he

SOyt SR, Rt GO, PUSRTbot €Vshe L spene” 481 F8

§§§ﬁ§1%vedt) %ré&@fr@r the gexgimml dava ded daingDE4d aad
into eir evi ces. h h
it bacdodols “MaBE Thesofrr fiir1 388 0eaPa phebit s ine 11
ﬁngﬂgthﬁ%é £é3%évgﬁediﬁataenb(y)10DdéQDcenQuBh(§é

ar IS ste 5 n_th

a | osel saesﬁlug{l?oﬁahdg?l numé%%ﬁ\r,\gg?%ﬂgﬁ ngge]t'ﬂ?erﬁtl 1s
ﬂbysﬂsﬂegabac@fryheutethndataZraﬁdlvhelquggppess1ng

a_an f

éﬁhgg%rggsgg?gangccord8£ig%ﬂ§#h8355egncbn(Qﬁgabkﬁglﬁal

davhdadedahat &BpeSeriince Musubiatf@nmbpo§@s§hﬁ§ the more

t he cas e r e
SPoura: fateybiahdEnbRE, bUbRLE RobRERTELT 20 5
mai nt abDpedatabnthe termnal 2 is transmtted to the

secref, k@foEﬂatb?@ra%90538§g%H§n5n§i§ke€b&phﬁéQU@@s&@ﬁ 10

communicati on ne St ep
using the secret information management system 1 according

to this embodiment will be described. Here, Fig. 15 shows
an operation by which the user registers the secret
information S in the secret information management system
1, Fig. 16 shows an operation of the secret information
management system 1 when the user utilizes the service, and
Fig. 17 shows an operation of the secret information
management system 1 when the user lost the user's own
divided data D.

(1) Secret information registration processing

First, the user transmits the secret information S
from the terminal 2 through the communication network 4 to
the secret information management system 1 (step S310).
Upon receiving the secret information S, the secret
information management system 1 divides the secret
information S into three data (divided data) D(1), D(2) and
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Upon receiving the divided data D(3) fromthe term na

2, the secret information managenent system 1 requests
wa b@s/oresnsi ni ng di vided data D(1) and D(2) to B¢EIP2005/002514

deposit servers 25 3a and 3b, and receives these

di vided data D(1) and D(2) (step S420). Next, the

secret information managenent system 1l recovers the

B3} ey | wé DrgrathonsSerebnshayiRGioSehemper G5 tpRed3 84l a

D(1), NDP) @i g&)epyl hén SR&HEEeROn Ehaykbem 1

ﬁ?b?ﬂa%
schenme A (step en he recovered secret
th$@$mht$ohh€5@%V%¢%%sﬁ@?@e@e¥%r?ﬁ%dsé?vF%éspW%Vld|ng

SYSh @a%ﬁvéf-%e@o SOHO) depBdi theepibtbzo4i Ral 89 hBd the
gener at ed recording the fact that the se

Crei tep $330)
terminali dnt %ghr&%v@?%u%haaﬂ%sﬂﬂ:%ak(ét pLep '
Sﬁ50)N%izgﬁv\ouﬁggod%/@%ésjéiigggg/@r§gg%e§ndnfibrﬁaépeﬁtSvélestore
the -

Fh?o?ﬁﬁ?i‘éﬁdnﬁh‘éb@ﬁg @%%%ﬂj 1an5 ﬂ%&w&g elr MEemory
@é@Ystn§u§MS&§nh5rﬂUdg§Bsthetpposenn&ssAméothmhe terminal
secret OI‘ mat i Qon (0] I t

SeskoRar DhSt PEeaaRetnaTRARE HasE RO 26EY 1 ( BehbEy
§é6ﬁ¢essﬁbhtBath5rﬂhélske(stap Sésebve the desired

sServi

t 70 0 at
dividig é§%§DW8§s %XePhgﬁcase é?ggt%elﬁgéknpegkruCtlon’
divi dedcdatarb¢3any(bhe ofisthehdiwitlhd tletsi a4l thet hgrminal

torﬁstbhgdgéélQ%dsggbgrngg) 88 hBStthEOBr§é§HHheEecret

reports thrs to the secret
informatiion ﬁanagehenresygeeﬁﬂlaGbyrdéaglWﬁgtaﬁ remaining

er secret informati on managenent system
%8 8395d8ﬁ Fg?a(step S510). In response, the secret

|nformﬁﬂlSarnanageﬁéhﬂZQ?QPénPYQCﬁééaégts t he divi ded
data tq %F Egsghg§§r%ﬁ%sugéraﬁ@llléegbth@n@erv1ce

recei ves IVI d D2 respectlve Y
prowﬂhegd§i§§§ﬁtﬂ Ser arstaa aﬁddsb’lé@fleﬂa a5Ddy) flgdptained

Qetﬁgc%gYthBQrQaﬁbo%rﬁﬁ%ﬁgQ%%ﬂtt%y%h%”bbcr@%nqm&b@mat1on
gagggeggg%dgygte;e1d%%}%%%hd%%%)cg 1%10atg % né%work 4
(step 5410).

Upon receiving the divided data D(3) from the terminal
2, the secret information management system 1 requests the
remaining divided data D(1) and D(2) to the deposit servers
3a and 3b, and receives these divided data D(1) and D(2)
(step S420).

Next, the secret information management system 1
recovers the secret information S from any two of the
divided data D(1), D(2) and D(3) by using the secret
sharing scheme A (step $430), Then, the recovered secret
information S is transmitted to the service providing
system 5 (step S440), and the utilization log is generated
by recording the fact that the secret information S is
recovered and transmitted (step S450).

Upon receiving the secret information S from the
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20 D (3) fromthe divided data D(1) and D(2) by using
the secret sharing schene A (step S530). Here, the

w0 esodiovisted data D (1) and D (2) are gener at eRCT/JP2005/002514

respectively fromthe divided data D(1) and D(2)
according to the random nunber additiona

i ncorporation 25 schene or the random nunber rewiting
scteet tleSornbetion abanagement hay ot fBr L haklle -88rvbfe

[y$§idb£g ?QEﬁ%qeg 9@&%?SE¥§% tﬁoﬂ@?ﬁé@éegfffﬁﬂgtB@cret

] Of de first and then %
gmﬁerm@éuonr§n1@h@ HrQVHGQSdEB% ﬁ?%YlC%cEBthﬁg eEhiRal 2

§ nHﬂEean@ﬁthbgeﬁbnlﬂsewaﬁkannoatag sabeyesoeh that
donlnu

rewiting schene descri 2¥8
BbﬁtusﬁhecgécréﬁeiﬁPthﬁtﬂ%ﬁlﬁ%ﬁaﬁéﬁﬁﬁFe g§Féﬁ1g -

transgilspi-Bec581AkVvhtied daha geneiatieaddi dathi sovay
respectively to the deposit serv

35 t etRi FAP Qa€€h@h?é?n?hslu§eﬁeifs 3§P8h g%@d%@ F%@g D(3)

UEBE kAse- RBeVO gﬁ@5t@¥ﬁ5ﬁ81PQTt3920@5b66251he tihgided data

case where th h | ost |
585 045 18 tal FPUCHXARPAC X SF) Pt oliDF HRgE Teports this

£9ARUBLCBhicOBeBEbWOl KF4rmbhstiopn BAAAEembBXt sysliem 1 (by

deposit servers 3a_an I
CeLeTvEaoReoRPLPagH By A0 Eapaka  BrosRelifs PabHfenent
?ﬁﬁﬁém deones;samblas hﬁmdpdsﬁkg)(step S550) . Al so,

e ternina stores t
0 (3) IFnd6SBopgenmnbly SHore ke Dt onat el Hafliethd systen
B56Q)ueknst the dmmyﬂedtdhéaomestp@sﬁﬁbbélﬁoﬁerW@rﬁséﬁ and

bR uhbl 28cL1 0 (RS 108 aBUAALaTONS,) asgonding. Lo

e sécret nfor mati on
nespssaryeadly ﬁrbmnﬁh@fd690§ﬂ¢|ﬁ@rWﬁéS @ﬁe@@ﬂiﬁéd(SteP
EEEE ce is divided into a plurality of divided data
|ng the secret sharing scheme A, and the user is
15 r etjeixted the weiciredi AnSerpak ioar magpeeRend voaden 1

g%hgra§% kel %wsﬁ%&%t(%@f%ﬁWEHb@ndﬁt%gnDle) D'(2) and
pﬁé%é?&%@@uagg{g1V1dL%v%£QEh%(15VB%39 dagabgy%glng %he
secret sharing scheme A (step S530).

Here, the re-divided data D'(1) and D'(2) are
generated respectively from the divided data D(1) and D(2)
according to the random number additional incorporation
scheme or the random number rewriting scheme described
above. On the other hand, as for D'(3), the divided data
D(3) is generated from the divided data D(1) and D(2) first
and then D'(3) is generated from the divided data D(3)
according to the random number additional incorporation
scheme or the random number rewriting scheme described
above.

Next, the secret information management system 1
transmits the re-divided data generated in this way
respectively to the deposit servers 3a and 3b and the

terminal 2 (the terminal 2 newly purchased by the user in
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mai ntai ned by the user is lost, and then the
re-divided data are newy generated by using the

waemsmeresshari ng scheme 20 A and the user i s neR€TJP2005/002514

required to maintain only a part of the re-divided
data, so that there is no need to change the secret
information S. As a result, even when the user |oses
the csee' shema theviged basalost tBepbesmppalid that stores

f§§§h¥§%§ § a&&x'ﬁ?s?gatﬂro&éhbyhélaahMuﬁfgafibﬂgnbhwork 4

requiring the processing for re-issuing
(ﬁeeseﬁﬁéﬂ)lnfornatlon S. In particular, the secret

Sharlggxéch%ﬂs é@ESEQ%déeﬁveFQ Baién&nbadkagpbcksvaly store
data division nethod for dividin

the orpaeiBadi AeodiKédadviaka Ba{g)uﬂn ﬁeizf gnig their

RLEDRY Qévﬁbébsbﬁ@haﬁgohakﬂgdigka deseped5aoocea$sng the
unit “bit length, in ﬁ di vi.ded
e

t
bexpiea L nanBePresr thevrerBAvaTcr Galoy AREn Bgta D' (3) into
Qﬁﬁeﬁéhbﬁg depligeakuty ak nartigimak patepaksdada by this

partitioning the secr i.nf or yat | in.u £,
BEBecelsi RGCOREE BP?SFEhﬁtﬁorsggaengratEﬁgﬂgagﬂ%raﬁﬁg
gggg?edggggmﬁ2$; partial data of the -64 WO
18 P RP2005/ 002514 r LN [

IengtﬁﬁFﬁonﬁﬁcpg &8§1§8n%§ Slﬁmg gﬁgﬁ% gtﬁgr%gp%%ﬁan
theqmahlbn gh&hhmt1bengbhsehryhetsec¢eme oif seeriivéng the

n corr, onde I3V e I

e RLUERROREDIG 0! AIRTHLI$280CS 0Fbhe 118l okt aca
datadbd paungamh@asacrﬁttHéapﬂ@ge§§hﬁ@euﬁlta@ﬂttﬁ@n@ﬁﬁr 1s

@Plrgﬁn%gcﬁgaﬁ%aﬁﬂp%nﬂ&vhg?gr%ab% By cCalicMlddld R@athhe so

usrve e ori n artial data and the
mhadomhﬁuﬁberetpamipama&apa Swﬁameb@hée§@a@é@d from the

kg&ggﬂﬁg &%3%4%?a%%%@%%%ﬁdwh%hO%h@ RSSElelddo )@ teet S
Vi ata anong th gener at ed _di vi ded
natiataingdabyo thiee userdile degtdapgad fhen dds regdivided

F %r%fn ﬁbsﬁ%%e%%%e93®9r%%Qﬂgb%h@ﬁﬁﬁkﬂkhﬂgh&rlng scheme
urality of random nunber partial data of .the

|6r 806s $heg UsedT ti sHleWIngevirss FonBRiy tGdhePildy @ part of

%ﬂ@dggL@HWq%%d.@%Qa‘g%%eﬁﬁbkn@hbﬁ% rie- Giovinded par tdhalnge the
data in the processing 15 unit bit |ength by

@&P@@Waﬂmﬁ@rﬁﬁéléWb§US|ve OR of the

As a result, even when the user loses the user's own
divided data, it is possible to receive the service again
by simply reporting the loss, without requiring the
processing for re-issuing the secret information S.

In particular, the secret sharing scheme A according
to this embodiment is a data division method for dividing
the secret information into the divided data in a desired
number of division according to a desired processing unit
bit length, in which the divided data in a desired number
of division are generated by generating a plurality of
original partial data by partitioning the secret
information in units of the processing unit bit length,

generating a plurality of random number partial data of the
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divided partial data and the random nunber partia
data, while the secret information can be recovered

WO e@s026519r escri bed sets of the re-divi ded datBCEHMME/002514

the generated re-divided data, so that it is possible

to re-divide the 20 secret information w thout

recovering the secret information. As a result, it
becoessipgsyinbrebid hanage fhem %eE?%@OWnFBmhﬁF|éH f length

éﬂgrﬂéﬁmﬁﬂgﬁeo§e€Hﬁ§iytoﬁ%ﬁQ bE¥Yeneben bhethbi Ederet

erson o acquired the lost divided data accesses
LhﬁOS@@Fé©ﬂbni@rﬁﬁfréﬁpﬁﬁﬂaﬁéﬁeﬁ? 25589§Féﬁ?1°HFﬁe°f the

ﬁfﬁf&iltﬁfQf”@Eé08r§g§ﬁﬁﬂobaPﬁléfcéaﬁéedaﬁﬂdgehBQatlng each
service cannot be utilized, so that .the safe

deeided. PapEéalefatenanybbe BracPFriagi BRto bXt Tength that

H@hgfﬁtﬁﬁgsaEachhﬁlﬁﬁﬁéatdhﬁﬁobﬁabhmﬁumamaggﬁEhb exclusive
stem 1l, so that _even if [

0 the third person
GEcof, 536t ABLERALGPGT HALdarkenRBY FREGERPIOM: PrRLET
gﬁﬁth%VSQEadUWhm?eaﬁners@drsmnmﬁfbhmatmsarcbnsbs trkeovered
i vide at a til the use eport | oss
6F9§eﬁ08r8?05558ﬂc§egﬁ P% tpﬁlgégﬂae P¥5: PBR™ cgﬁebe
gﬁﬂ@@dt@ﬁcﬂﬁduﬁgdt dathe uhill h2abi thel vg-d35iNede daltat in a
the secret

schene_ A _of h
30547 6965 4BDPETP S RAO0aFO0TSTEC BRBRFFoN togeneERTIne 2
peguhl e tyhefmihhidphe numbgirhpantégér datal odl ahieoprocessing

ﬁég%gﬁskngpgglét? %.th%ea8§ %Qﬁ‘?hteﬁak%ﬁh%h!ﬁng%Qe and

8t ¢ ossi bl e
ganéyammngtmhedmerduwndaddpah§1aécdv§ﬁyl@ftbﬁep50ﬁﬁﬁélﬂg

casi! %”Qe #Lt?lklb%(I %\éﬁ%ulgt#ﬁ? e R 1%9%8%%%@%
Pgﬁge apaci In bove, th
géwndedupaomuaﬂldnts ag1d @h@emaﬂﬂ@m;pw@b@érm&ﬁalai fdgta,

kﬁglée%ﬁﬁtse %%%”EBEQQma%ﬁgﬁg%ﬁ%n%es¥%h®me¥éﬁh%Q%&ha

omiuni cati on networ but this enbodinent is
poeskiribedd sed st bifs thesae-digided daty emongs g gepgrated

X%e %'aawa%@ othernafan ¢t 1g peeEWIICald o IEWM@K the
such as nmail |ng a recordi ng nmedi.um that recqrds

sleeredc Ao OrmPEAeR: WIFPOUY FeCeyetg the secret
information. As a result, it becomes possible to manage the
secret information of the user more securely.

Also, even when the third person who acquired the lost
divided data accesses the secret information management
system 1, the secret information S cannot be recovered and
the service cannot be utilized, so that the safety is
secured.

Moreover, the user's utilization log is maintained at
the secret information management system 1, so that even if
the third person acquires the lost divided data and
illegally utilize the service during a period since the
user loses the divided data until the user reports the
loss, the presence or absence of the illegal'utilization
can be judged according to the utilization log.

Note that, the secret sharing scheme A of this
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Simlarly, in the above, the divided data to be
mai ntai ned 15 by the user is received through the

w@omnisest i on network 4, but this enbodi ment P EIF2005/002514

limted to this case, and it is also possible to use

a mechani sm ot her than the comrunication network 4,
such as mailing a recording nedium that records the
ellvo dbmenihit d9e$ orobxnepibre 20he| Beltiple hbengblelnbheggr

ééf@u?éti?% §F6¥é§§1ngti£b£§&iﬂg Pt hs1¥a6Rialhe

Secre mat | on nmahagenent stem 1 recovered the
s&b¢@lath©@rnﬁh@oﬁegldQGtC@hﬂgla hoBei BEAL - | gonbhat 1t is

éb§§£€ﬁ et PotbhsrFasee 8hd Hivi§1§h59n&0theth@cbeéﬁynaf the
e user to recover the secret 25 infqgrmatio

dabm easlly vinddawhelalEt even 4 the £&Ffi A |Pr9°8ﬁalng many

1Q§gg|gég§glg§taa@§qU|red fromthe secret information
managenent syster the secret sha

u
schenﬁOtﬁthaFrahgnFPetHEPVgecFE? ?ﬁFB?ﬁa?Pgﬂr&8t§ﬂg § 1is
gev¥hCerono¥hdi permsialem bo thessebratcan€prinhsion

secret information nt. 30 s ten11 a

ROREESHERT L SHo LoD nEDT OHERT the RaNy BreApignaharsik 4.
Hﬁﬁgtﬁﬁgr@ﬂbbﬂlhhﬁtd@BOﬁbt semweeg as thés prescrpbddit is
nunber a_ nunber of the_ diyvi a t al ned
B}SPh8°ﬁ§éﬁietB°tH86tng?ﬁEPnls g%ﬁ : Eﬂ nn?ggovgrlng
tbamsaceatibnf aemabirand, 35umhteshmmeﬁengtaarecpﬁdﬂngsmedlum

BB F pogoEaoshsasofERY: osndfafl 8ol a3khple.
semﬁearﬂyfonnamhenaﬁows $hiel Biyidedddefer dionbet paintained
0 b%cg%%rbfssﬁg¥§?vgﬁ %B?ou%ﬁe%g@tcbﬁﬁﬁﬂtb%%l%%nﬁ%kwork

sO t here i's a ne rovid
necbam|$huSoembeﬂemen@ ﬂﬁeHQécﬂémltﬁﬂoﬁﬁaﬁhéﬁ sagef,r gpd 1t

%he ah§h gggl%leng%dh%%ehy h%ﬁlkhaB%ﬂb&t%ﬁgn!&hbo

e serv ce provi syst emb, or a nechani sm f or
poementicag iohe neltiogkl 4 e adichg 267 TpAd 184 & §ecoRding medium

%@%%‘Q@Eor%szHEhﬁl%HH%@_B%&%anowb%%%hgﬂe in the

ove, the re-division processing is_ 10 carried out
upon Alsequést theo@bore ugdr 2 frifej ofi $hg S6TVH6Ssi bl e

@i 14he 380 8l ithkonFRl o RGNt nFFiRIBibn anagement
system 1 recovered the secret information S, but this
embodiment is not limited to this case, and it is also for
the terminal 2 of the user to recover the secret
information S from the divided data stored at the terminal
2 and the divided data acquired from the secret information
management system 1 by using the secret sharing scheme, and
transmitAthat secret information to the service providing
system 5. In such a case, the secret information management
system 1 is adapted to transmit a combination of as many of
the divided data stored in the deposit servers as the
prescribed number minus a number of the divided data
maintained by the user, to the terminal, at a time of
recovering the secret information.

Note however that, in this case, if the user loses the
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carry out the re-division processing voluntarily at a
prescribed timng. 15 Referring nowto Fig. 18 and

wor@s/018318 t he third enbodi ment of the presentPCT/JP2005/002514

invention will be described. Conventionally, as a
method for limting accesses to the data owned by the
user, there is a nethod-for limtin accesses to

h
uarmlnyleacwyplen@hehéeggvgre#o?G%&%ﬁpF%foraet%ﬂn %dgF

éﬁlf eNehtcaCEREsESnT I BARL ?oBlBﬁrﬁombbhs6E$§Qbet0he
e data to be hidden or t g?ortant dat a

pheseBht dnEeet heRageBnPh Bﬁ &f 9Bte8°sfgg£e%Fﬁr§u%ﬁ g need

£8SfrotrN8e &NREYRLESsHatarcanetihg dﬂérygbedtbynformatlon
anyone ot her than the

f_the cryption
SokBOE: ThenterE bab e whenetipLpLy heCERE LR anRLiE ng" Tt vo
the §6@e§§eerBV1&?EgSbetam sncoyphededhtnitm &not her
person (inc e.case ere sired
PFSH§PE§ngtﬁ§ eﬁgiﬁﬁﬁédraﬁgéngtggl%h?odanotﬁ% th terminal
Beb§0ﬁhedtg@rd psraogneed for the user to decrypt the
encrypte ata onc y_30_usi the . .
and f@PrﬁﬂXFﬁer1Be$§8nag8veéngg§pPgtﬁggaggghyggbggﬁggﬁg e
therawd entrwpbhoa keyuabterfrphether agster bufnithiis also
case

PPgﬁ%PgF enc%ﬁ tSgcg%%a1g?ogﬁggxeheﬂangggﬁeﬁ%dsystem 1 to

he non-en state
baeraabatuthhrs diztieipy peaneés1p§ewelu§tar9ﬂabaénﬁ

t hat ity cannot be sufficiently secured.
PESS ﬁ%?&%ﬁsféﬁéé%s PCT/ JP2005/ 002514 This third
enbodinent is a variation of. the second enbodi nent

descrigh ?Qgﬁgﬁﬁenowh%shgh% capahhg @fig.subfi ehentiy rd
securin e Securit y avoi di ng the danger = of the

embadllelaklézg efdibet @l”teﬁén&atléwﬁé‘@rl?ﬁt il Bfe HeSﬁrtli‘?@ds
case ef, 5%%%%%%%&&?9 hRe saaetsod ireht 1fian tihe @@b@sses to

under e access mtation using . the enc lon

éh@tﬁ@ﬁa pEnsEn byFithe ¥gegholdied dfelalmet geﬁe Initing
Gerbi.geaticoRnef daka BSC RS riyip@ihgmhagdaral. $ﬁ&t@mample,
%%Oo%%%%r%Bn%r%%eggea%%%%%esl%r%gp%%k o%%ers with respect
to the data to be hidden or the important secret data, the
data are managed in an encrypted state. In such a case, the
encrypted data cannot be decrypted by anyone other than the
owner of the encryption key.

However, in the case where it is desired to transfer
the access right for such an encrypted data to another
person (including the case where it is desired to transfer
the encrypted data itself to another person), there is a
need for the user to decrypt the encrypted data once by
using the own encryption key and for another person to
encrypt the data by using the own encryption key after the
transfer. In this case, the encrypted data is decrypted
once and transferred in the non-encrypted state, so that if
the data in this state is leaked, there is a problem that

the security cannot be sufficiently secured.
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As shown in Fig. 18, in the access right managenent

system 130, client termnals (which will be referred
whegosafdses sinply as termnals) 1031 (i = a, byCDUrREE/002514

by wusers and an access right managenent server 105

are 15 connected through a conmuni cati on network 102

such that each term nal 1031 and the access right

nanagﬁnhmtthmrduﬁmeQEanﬁ1kﬁnﬁnﬁﬁ%%ﬂ%ﬂ%ﬁt%fé%&% second

et%hén%ielclg ) W&ﬁ&%{a @H%gf&?niss&a;y@mel%fu s aI S0

ura |t which is assuned to
Wi § ol e By ﬁmdwmt’()h%fs%lf&%%l% e et e s%ﬁl‘?/e‘?anger

e I e
Sl iz MU b s s oo tost mrm e ne

case0T yETHRsPRIGERE Haf e RRS THER i 5°F ehibod ?r‘é?m junder

&P Qe £ {10 tA Bfol BE M M@l §hé0&ac1aﬂﬁitil@13bto aanoieer
the termnal 103a will be referred to as X (an 25

RRYX®S®- right transferring side) and a user of the
term]ﬁ% 183bn it | apeover£11 eschenatiy ¢emfhguestion of an

i ght receiving side E
Q%@%$%a¥1$%F ﬂ%?%?%?ﬁ%hgsgg emdgggn§9?opéﬁn%htgcgggsgglrd
é@p@ﬁﬂm@§¥llnlted igg haﬁ a 30 nenory unit 131 and a
comuni cati on uni The ] t
dat a &5t 3LARRcH gk%es%%s 5ho F% % 8?%%1%£%?§aﬁéﬁ§ﬁéﬂsnt
nytéﬁdld?taciiamt teamsnalsedwhiom whelabeessTerghd

nt ser dj

BFTEAECEEr RLRALY 183acrEhimase Lyt 48 L orapY! BRGofhcd by
ds¥idedndabn atcthe rightnmanaggipens 58686V1ﬁ05 are

%%ﬁﬁ%% g§1§g§gﬁgltégggﬁﬂﬁﬁ?&étlgﬁnﬁg%go?ﬁ Ebﬁs%ucﬂhghat

carries out transm ssion
é&chpteomlnaldaoai bendethet Aeceepnrhahtinanagapepkeserver

%ngggn ?Eﬁuﬁ?ggggngﬂghsg %Rl otHer. 5TKEea@6€§§Srﬁgﬂmt

nagéenent server es the data for which X
ManaghmeaCCegsvsrghﬂ5lhﬁoaéSBIGPQE?F§GQfW1H§t§ BQurallty

g&h?gﬁgﬁglé gﬁ%EgZ?gfg?gt§22§HEtﬁlée%ﬁbba@ﬁeﬁhovaf data
tlhpositing server computers Q%ﬁagﬁe%¥l&r%gsgg%%%%e%p
hereafter simply as deposit servers) 106a and 106b which
are formed by mutually independent hardwares. In this
embodiment, among a pair of the terminals 103a and 103b, a
user of the terminal 103a will be referred to as X (an
access right transferring side) and a user of the terminal
103b will be referred to as Y (an access right receiving
side).

Each terminal 103i is a terminal for maintaining the
data S to which accesses should be limited, and has a
memory unit 131 and a communication unit 132.

The memory unit 131 stores the data S to which
accesses should be limited, and the divided data D(3)
transmitted from the access right management server 105. In
Fig. 18, the divided data of the terminal 103a is denoted
as D(3), and the divided data of the terminal 103b is
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deposit servers 106a and 106b and the term nal 103a
such 10 that the divided data are respectively

waeleponidsesl in the deposit servers 106a and 10BGT/aredos/002514

the termnal 103a. In Fig. 18, the access right

managenent server 105 divides the data S into three
divided data D(1), D(2) and D(3) and store theminto
démotieposstDS€EBYers 106a and 106b and the 15 ternina

103a, ThES g&&hhﬂ%xtléhsﬁ.’m%hfs@Cé@ﬁﬁlésgbhtnﬁﬁaﬁgﬁeaslon
server 10 ener at es re-divi ded ta.D éﬁé § %he
Brs)

and De@eptimnofhéaaavbaweeaa?%e D(S%ml@?%) 1

Qgcyéénslgﬂﬁ ﬁ&ﬁé@%méﬁéfbesvéﬁhﬁos A descri bed above,
and stores theminto the deposit servers %8 ang
10Ropdvafe] tne

106b Bha ppeeper KitBRL 28BREMERpeBPIVEly:

ng& O %Hiéheﬁbﬁgbnﬁﬁb atbBesexenphar yntase pmﬁrallty of
epositing the data S b |ntg t.hre
[

n
GebagbcHEkeE that SerEh: SeBRinFeoEhenEnS; RBREF1BEk avove,
Lha tRd H9vihed deaseasdt despdcngvbmg tabasBiitmed to the

t hree dth t 25
R Ly S e s
ﬁh&ﬁgﬁhegh&ﬂldédedaab aoezyesgbsm;veﬂhednpnbewedf1nhéhe

i vide ata to tr ' d I [
HebhEtnaetTehs 19 5gnarandoetnahd §hE, speathid 108, 1
Fogt hiLs, emhedanenss rhghdlmadGQGManﬁ Beryeand 030 dpyijes the

aEac: 1025, SPLRe0ath R0 aRsh2blag  SoRihaRe°d (9 Lika
gterdi thdad indat &#hP @3ppsu§ selrgeased 068 ﬁﬁéAﬂgﬁﬁlﬁﬂd the

%%%éingﬂtlbgp Sre ggg%%q 14,0 al | ocate any divided data

ny Oné o eposit “servers 106 and the
tern1ﬁab010$Le E@ﬁﬁﬁ@rﬁ@gbt mANgZesing SPEIGmAC, sgnerates

8g?gdggwﬂ%%% %afodérgaq@qug%g D'G3)WProm the divided

P2005 514 data) are dep05|ted
dafca Dhé)de@d@.)t angr A3 DOGASING 1H6hSCBGT hEy gy scheme

%eggggzgﬁgd'ﬁ%'Q% t%%da%%%%%sr%%ﬁh.E&R@QQMQﬂHep%%nwemervers
0 e access rlg nanagenent server 105 has .a

aefai pad 196bopmdydhat iteAIHRRdh 1920 2 TESRESHIN G er
gener gbit@N aiRict trbRLf ah gener ambdg ihenandanenwxeaipiBry case

to be used .in

of depositing the data S by dividing it into three will be
described, but the present invention is not limited to this
case of dividing the data S into three, and the present
invention is also applicable to the case of the division
into n (n is an integer greater than or equal to 2). Also,
the number of the divided data to be transmitted to the
terminal 103i is not necessarily one and can be plural.
Moreover, in this embodiment, the divided data D(1) and
D(2) (re-divided data D'(1) and D'(2)) are allocated to the
deposit servers 106 and the divided data D(3) (re-divided
data D'(3)) is allocated to the terminal 103i, but it is
possible to allocate any divided data to any one of the
deposit servers 106 and the terminal 103i. Furthermore, in

this embodiment, a part of the divided data (re-divided
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generating a plurality of divided data D fromthe data

S and a random nunber R to be used in generating the
wo esosdiesigled data D, a divided data generati OPCT/IR2005/002514

152 for 10 dividing the data Sinto a plurality of

divided data D by using the secret sharing scheme A

a re-divided data generation unit 153 for generatin

dsatpi)uraie tdensis Feed dinteleth el AP IF 1Y (/K L HT LFeH2 (3G 106D,
lg%‘e”ﬁ%jy A1 BYanisdd@ 10€ e Sh@dd N0 SEheRaagement

a ti'me of transferring the 15 access right from X
serwer alMat a recovery unit 154 for recovering the

dat a g, d raR s Pl sy ttméﬁﬁgéﬁbﬁhvﬂékﬁbfkﬁaﬁ Bhsby detailed
using the secret aring sche

Qﬁﬂﬁ&ﬁ#ﬁﬁﬁ4Q#uW#&?h1%%Sf%rf%?é§@wﬁ¥ﬁb?@ SFneERLIOR Nyt
fﬁé\%g%l; }%éﬂbf&ﬁﬂ%tz%t g%%@mtmmmus ﬂ@3ﬂ)ea1msieﬁhian
servers a_ a
RS SR et er LN R R TR
%&é,aaﬁ§ha§@ ﬂ@@@éftRsetﬁebé 106a amdgen@ﬁatlng the med-
yaneec I‘OI’][C Lce VI N
i%%%%%%lﬁ% dqn?t * ( ﬁ é?g I%e+g %Eh unc £rfk%5for
@ﬂﬁl@lﬁ@ntﬁ@|déﬂ805|ontoamdphunalntnenﬁrlended data D by
menor

S ngt
TheF athe sachaf ashatifk SeRebd ek Bar prdiEiaeh ate
géﬁ@raay@nauanX|nsaryornganeyaUnng guehunglhiydodi ER;

AERHARTCAF FanDunf T oo’ BHIPRL! F2 RInarv1B] datpeD by usins

thadsevnetbehagener athemeufi tatsa, time gfvtyapsfsrging the
§EPELal LoBnYnFEAOZ. cbho 1 &~ dhvhdedodabayonneratbantor

dat & recovery unit
coovvartagi theudata $55ron ﬁhElaﬁééé§YrP@hfenﬂﬁgééﬁgn@ata

Eer??oPégﬁﬁaEﬁergehké%dsﬁgr@ﬁgtE@héﬁbcngahhanaand

ctions by t
200610765 80RCEAI L2065/ Go¥5transhd tidpsr grukeceiyings data

%gggt§5§bgék %gS%h@nQ rR¢ndeRO30B1 sAAVEhs H@Pasandservers

are realized by the functions of the nmin nenory
uAbe and LAEbauxiliary menory unit. Al so, the program

for exggHti BYchabirO¥heP@EAIHANG 1031, the access right
management server 105, and the deposit servers 106a and
106b, is formed by an electronic device having at least a
central processing unit (CPU) with a calculation function
and a control function, and a main memory unit (memory)
such as RAM with a function for storing programs and data.
Such a device and the system may also have a auxiliary
memory unit such as hard disk, besides the main memory
unit.

Here, the communication unit 132 of the terminal 1031,
the random number generation unit 151, the divided data
generation unit 152, the re-divided data generation unit
153, the data recovery unit 154 and the communication unit
155 of the access right management server 105 are realized

by the calculation and control functions by the CPU, Also,
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5 according to this enbodinent is stored in the main
menory unit or the hard disk. It is also possible to

WO e@soThsihi s  programin the conputer readabl ePCT/JP2005/002514
recordi ng nedi um such as hard disk, flexible disk
CD-ROM MO, DVD-ROM etc., and it is also possible to
deliver this progran1through the 10 conmuni cation
ﬁe@ wehor Neyari t Wi3h oBf thenterRinat gl04h ap@ethe deposit

cﬁ‘&béﬁ dhe 1@@Ee§§erf&£ilﬂ@@a&ﬁnﬁmé BYsEeMA300f the
accor ng to this enbodinent_wll be described. Fig.

11T HeRBO by swijlieneed obhe ex@RbhiRr HINGBREY H¥thEen t he
term gpks, 19@@-ﬁﬁgiﬂgﬁbf@ﬁdeﬂécﬁﬂﬁnécﬁﬁﬁﬁoﬁsgbfocess1ng

nanagenent server 105 at a tipe of t ansffﬁrln t he

2@eeEding ghe Brisnembadlnent  bin KEeHe gt PRECTY

GRPE YhefRe XnARg dPskaceesssralbd possibeedadarScorfethis
data Sis transmtted 103a,0

PHREEB 4R Fh@h?OﬁaHE@Enﬁﬁ?ag%}%e¥ei%%d%%Fe%edéﬁm shéh as
1%@11@) dlém efl@;gliblt@t d@skLnﬁDeROMraMGm PYDAROMheetiat a and it
D, e, to {
Pa. b e 38T Phoch SuE b kAP E oGP P ERLA ene
&GhﬁﬁﬁﬂeﬁfibﬂenetWOrkexanple which is not the open
commu i0 h h
ﬂg{; myvﬂté P KRG Npo AR 1 b1 eﬁg”t £hBCLHBELYOBK) of the

for age of comruni cati on
aeﬁéeﬁtslght maﬁagemehmvsyytﬁmchéﬁlsﬂﬂgudhnastonﬁhﬂs

é gbﬂ%ﬁﬁ @é ftggrd%g@?%ng nigaEhBWsthQEQhence of

ion ne celving the data
éxonange bér dahal b&0Beent hhe é@t@sgaiﬁgh83ﬁaﬁﬁéeﬂfﬂﬁp and

%ﬁ%ggggégg)gfgﬁgahﬁﬁaggﬁehﬁn @gVegolﬁﬂng%raRtQEexof

enerates three data (divided data)
Dt ajpsfOF2)nanthe( apc@yswnﬁgtt ré $BerdatasfafrRg X to Y.
scheng; A des¢ri bad aRuewhat@PxSA3Q) thMb@cess right for

specitfical 'y, 'for exanple, the access right nana %enent
sbevdntaos  gsher dpés: S33s. rapemigshofsspg the términal

?g?éJgéogskgo%ﬁé4 celk 51 E1lhaRaELhROE) keklrer 105 (step
10% Note t at, a%sgl%lme o% %%a$s&2%§ %%)% gz%gta D, it
is possible to use the secure communication network (such
as LAN, IP-VPN, dedicated line, telephone line, for
example, which is not the open communication network such
as the Internet network) for preventing the leakage of the
communication contents, or use a delivery mechanism such as
mail, for example, rather than the communication through
the communication network.

Upon receiving the data S from the terminal 103a, the
access right management server 105 generates the random
number R of X (step S620), and generates three data
(divided data) D(1), D(2) and D(3) by using the secret
sharing scheme A described above (step S430). More
specifically, for example, the access right management

server 105 generates:
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D(3) = R(1) 11 R(2) 5 where 11 denotes a concatenation
of the bit sequence and the bit sequence. Next, the

wa@ewesms18 ght managenent server 105 deposits PEEIP2005/002514

di vided data D(1) and D(2) into the deposit servers
106a and 106b, respectively (step S640), and transmts

the 10 divi ded dat 3) to. t ' I 03 f X
Rggoughlihéh(ﬁbzhﬁ%(%gf%b%?hepﬁoigggbggfggépaSSSO).

o { v q 8) i £ %) =
ke BYEL Sres( ’ﬂkgﬁf?b*é‘baé%’év’e,“ié“fhé?mis x)

transh{3si onRé6t) t he B9 ded data D(3) is the sane as
the transm ssion of the random 15 nunber R Upon

recei ving .the divided d 3)._f h .gh
WaREGebnieRaE 68r » 1681CRRERE B APnGT TD3aPEEor BauphEd hnd
¢h¥i ged dagaehd) into the menory unit 131 (step

S660) . By the above operation e iLgh f .
w th 565 esbBec avEorRer uank LphESnBRE BErbetnacs agposite
byet hevadedsdatai D) mandgBfBnt isépveheldBpoRid%t seriers

cas e X transters._t c [

bAFa S8, 1080  £ebRRTELFER,) Meyeh:Sanon, dly pantliece one
gg‘.v_ﬁassdr 'ggtna DéB)t he HheatSrhinmlxlpgayodind theough the

ivide .dat a tr ' fr h hLieal
toihlfF <8R fpchdbiCiBe (ZESH BhSe) . ATkTEhe! Phe?
tiwadgh tiasa D@ﬁﬁuﬁuScétetféne%eﬂﬁoDKSgoz Béﬂépliﬁd)z) as
Heg@rﬁﬁgﬁ'ébggeﬁhgor%HH%S%hEO%rhh@mﬁ%@@%ﬁebfo%hkh@ivided
access right fromX to Y and the divided data D 3)
flnom Di@) 36 thensAmE 2g3khet hEanepdssippgpf the random

Hpﬁ@g?ngnt server 105 generates the random nunber R
0 step S720), and. generates three new data

(re- dUpPaed egaix)ing the divisedadgtapb(sy frem fhe access
?E\éh%eﬁla%tg%m@h&) sePRYy a0g,DiBk Byrusinag 1oie seorets the
sharing schene A (step S7/30). Mre specifically,

fldvide a DHS)ad8dss thieg mﬁﬁﬁé@@ﬁ§n93§e3§§%p-% 0).

- 72 WRy2Q9%/ @1e918 oBeTathdR)510@2at4 e sgendattesf X with
respect to the data S is going to be managed by the access
right management server 105.

Next, in the case where X transfers the access right
for the data S to Y, the request for the transfer of the
access right for the data S from X to Y and the divided
data D(3) are transmitted from the terminal 103a of X to
the access right management server 105 through the
communication network 102 (step S710).

Upon receiving the request for the transfer of the
access right from X to Y and the divided data D(3) from the
terminal 103a, the access right management server 105
generates the random number R' of Y (step §720), and
generates three new data (re-divided data) D'(1), D'(2) and
D'(3) from the divided data D(1), D(2) and D(3) by using
the secret sharing scheme A (step S730). More specifically,

for example, the access right management server 105
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D(1) = (S(1)*R(1)*R (2)) 11 (S(2)*R (2)) D (2) =
(S(1)*R (1)) 11 (S(2)*R (1)*R (2)) 5 D (3) = R (1) 11

woeR2(03)7d¥ext , t he access right managenent servePCILDR005/002514

deposits the re-divided data D (1) and D (2) into the
deposit servers 106a and 106b, respectively (step
S740), and 10 transmts the re-divided data D (3) to
gdreetatd$ hal 103b of Y through the conmuni cation
network 102 (step S750). Note that the divided data

D (3) is defined D (3 2
descrEbéh)abBQ%(lggRthéizﬁhézi}ahgnﬂ§§£%%R)fgfhe

di vi ded ﬁlaﬂta Pé(i%)*mih? lsarresamme(lramsnm on of
t he 15 random nupb E; Upon receiving the

re-diRi 634 dakalP (B) Rrb# the access right

nanggengng Zerver 105, the termnal 103b stores the
re-divide ata D to the nenor 1 t :
s760)Ne3b: BY h?hécﬁéﬁ% oF BRT ARRRECRRA® gg%%gégr%é @Bposits
Mhépééfgpegﬂe%t@atQEDaﬁla éhdSDtfahsintoeﬂhérdﬁP¢51§

. X iln the.c ere Y ut e
%?YV?Eﬁt}Bﬁar%ﬂﬂegﬁgPOrr?ﬁ%eﬁg bg%&aia%gﬁegiéaé’v?gae
ﬂﬁ&ﬂsmi&égtharEetdansdedtédtﬁrbh(Bhetpethﬁnéﬁrm®aéloﬂ03b of

e access. [ n v 5

.g8§55°ugﬁo§h?e88FmPﬁig?%egﬁt? ??ggkoﬁs?egﬁgé? Segb?p Note
thha ﬁheaddvﬁﬁedrdaﬁadeéa)daEadﬁféaﬁdfﬂénptﬁé) = (1) |

geg Pg% é%%grlbhs SGSSSSBIgﬂé?”@ﬂ@g%ggﬂ%m§§éﬁéh 385 the

8°r& arvitded " d
depbdetledaitn Dhé3dep63thes§ﬂmér§51@88 30aBFRisedRN Qg the

;gﬁ gﬁr uggg cdpta S fromarbitrary tmo annng t hese
ata D (1), D (2) and D ( .ysi.n

h
secreUDQnarﬁﬁglgéﬁénﬁhA €§ré6VSQEQ)daNéx (ﬁﬁe%5%@2§§e

ébggkgﬁ?ﬁgﬂ%ﬁﬁahaééﬁéﬁ% 5@5v%¥aﬂ§€1t%hetm@rmﬁﬁgleﬂeﬁb
ermnal 103b_of Y througg t he

35
stoues &banusrEaviidadndedsr R 68)déPitPe i enBeRRAY it 131
(SteR s73oWO 2005/ 076518 PCT/ JP2005/ 002514 S830).

By the above operation, the access right with respect
to the data S is transferred from X to Y.

Next, in the case where Y utilizes the data S, the
utilization request for the data S and the re-divided data
D'(3) are transmitted from the terminal 103b of Y to the
access right management server 105 (step S810).

Upon receiving the utilization request for the data S
and the re-divided data D'(3) from the terminal 103b, the
access right management server 105 acquires the re-divided
data D'(1) and D'(2) deposited in the deposit servers 106a
and 106b, and recovers the data S from arbitrary two among
these re-divided data D'(1), D'(2) and D'(3) by using the
secret sharing scheme A (step S820).

Next, the access right management server 105 transmits
the recovered data S to the terminal 103b of Y through the

secure communication network or delivery mechanism (step
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Upon receiving the data S fromthe access right
managenent server 105, the term nal 103b stores the

wa@ 210808518 nto the menory unit 131 (step S840), PATIIR2003002514

way, it 5 beconmes possible for Y to utilize the data S
at the termnal 103b. Thus, according to the access
ri ght managenent system 130 of this enbodi nent, the
288e%s right managenent server 105 for encrypting the

dat a S t
tern1ﬁé?ﬂ %gge59fn§e€ﬁ§ asharsngrdd sebBepecbsandighe

a and are rovld ere t

mepagemenhe ehHAlgeABAt ther GRFTIDA %ﬂéﬁgﬁégrteﬁethe data S
9h¥bd%HedaEﬁo§570Hh&Belgn@t assepfsmoﬁ t!’ﬂﬁ taigi way,108a

at the access right transferrin h ¥
baaaBASNOARBELPReOT OK XnHOtHglgé@E ? hdpitRg s@%e%g A,
?nggﬁg?g%ggb15 adpaLt of the d|V|ded data at the

erm na a, and t st of the_di |ded d
Lhe aG0uSs PLGRE dhfabenbhE 208r08: T1ERS THBACCRsRt, vsten
Q@@eoﬁh@h@stﬁﬁbadiﬁéﬁtrighb EOCetheldhtamSHBgement server
transferred fr

Y.at t . m 1
é95e§§rr?§ﬁfyﬁgﬁ5§e dgéﬁvgg &ggﬁ'gﬁéﬁagggrfﬁégggrigg
Qbeﬁ@dAdahfa fth@mé:"elﬁmlda\lsded3dalaadb)10@@| ag et peovadgdm

of Y and.t [ h
MR Gethea Bs5PsSor 1ERG RERRECPRNY HadyRE98B Ben@iftes the
aaabdaﬂddhha firest the dadar §- @ﬁvﬁd@d dhtea termipal 103a at

h
Phe" Bl g dht daagea FTRN B 1800 my TR A SeC afdon
whinbk radc ef's & aade thieniseed ewy shiag iggc ByHemen 4-s apgl penages

tg%@% er%f‘:(t 0 ARQRE dR]ESAR thide t-26A9ES MioFRl, &M the

Fansterred Wi thout ecrypting the data_ once, and
reetebdr ghiet diyigessidoite o3 et Bcicass  ighdy management

%\%‘f‘lére g_0530 ’I‘h%nparltn' Ghledlon deh Gneed Q,{heS hayddie sahgre for
accor his enbodiment is a ataJﬁH%|S|on

iseh 6@ oS @wut@&m@fem@ddétr&m & &9 Re adi ¢ eFirpal, 1030,

nde sl NYRet Handigen®nn s@@%rxdur@ tedrrrdasig athe re-
processing unit bit |ength,

t he di ded d
v el e riFB Sy Cartdsichr i T By A dif o d et
ISR IRNY oF Bt Wrd ithe %fecqfdtglswrlpﬁg’tsdiemgéh, and manages

a part of the re-divided data at the terminal 103b and the
rest of the re-divided data at the access right management
server 105, so that even in the case where the access right
for the data to which accesses are limited by the
encryption is to be transferred to another person, the
access right can be transferred without decrypting the data
once, and therefore it is possible to sufficiently secure
the security.

In particular, the secret sharing scheme A according
to this embodiment is a data division method for dividing
the data into the divided data in a desired number of
division according to a desired processing unit bit length,
in which the divided data in a desired number of division

are generated by generating a plurality of original partial
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the data in units of the processing wunit bit |ength,

w@emsnatsisig a plurality of random nunber par tPEl/JRMACF02514
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of the processing unit bit length froma random
nunber in a length shorter than or equal to the bit 5
l ength of the data, |n correspondence, to respective

SHESR J1Y R HHATHTE PR 4P of F JIRLFS o (Fhe REecessine
ajifh g eer at é@th eag:éh@havttﬂegi Dastuedl thes aof nrzlﬂf@om number

proceSS|n unlt bit length fhat copnstjt ac

R e st o T e oot ol e BF P o
Ql’drg:ldtﬁﬂmﬁﬂféﬂ' aln dat eegich t dieor aerorhad onusdesl to the bit
arti %@t@% |Ie the data can € Lec ver ed frg ma oo of
orengch 1 Gie ey Y G ORI hTen oy Trapelfive
glﬁner;allﬁrhlmwlcdedtmmwlmmwtiml réathyi aded generating
in desir nunber, o d|v1 .
geeqﬁ%}a(f}r‘ﬁlg&edpq%ﬁt]ra]t att 1 ran om 5{&% afydtéjf% length
(ﬁhaﬁmn¢n$mmmmtm@ eanh dnvldéﬁl@ﬂ@ﬂrbjrcﬁﬂ@mlﬁmwwg the

g{ﬁlexge r@f@ da * $1aﬂ% gg%‘le‘fﬂi n@até h&d ‘E)he random

Vi ded par € processing un
Iremg}!ehr ug/alc*aiechl @atang Wil e xeheisiaea Crbfbe hlee@i)‘('/@ld%@l from a

RArddal el assaad dPeciandom duaed cRunddt B8 apeitbhA e

recovered froma prescribed sets of

thievided 2da e vi ard ki Eronte thbvidedrdaty de-di desbaed

datfbes of h@ividion Salp@S&él?éleaﬁé’d My dgé’ﬁéjﬁai %délt Plurality
w t hout recoveri ng t he data. As a resul t, econes

pv%sw@@omdlmep%@%t%at%fﬁ h%h%sfé‘FOW%mg unit bit

S € Yer Rt £ Addly ééﬁbﬁ@@é&tréﬁﬂﬁmrﬁhﬁ@@ﬁneaﬁﬂoéeneratlng
thls 25 enbodlnent does not require the nmulti

ey FE TR BRI BB CLA htdBFR pHBCHAR | BEOFART ] n@n%h bit
PRIYOORT Y ARG BEA®NEhd hexé Bsé e oRl 681l elié oMivided

etc.,.so that it ble to carr out
R Cioh i e Enso VAR >SSk BESE | fFty while the

il k| yarevied ﬂ'ébdhl‘@r@@Sﬂ'cﬂﬁ Prvcessr Nige dosyts 3Of | tligere-
e.note i des

I t
PR GBS i | hE Loty bl T4 R ERS “Sptnat
Vﬁﬁlfﬁlpﬁ@siﬁléfﬁb wdaViev edd oth eredid a maid/tiveu treclecovering the

Vgeataéq%?gsde a]{r(%]ée&g? ;;J‘gﬂb?%%g V;gésg{lblgdyg%&ggggsthe data
of the user more securely.

Note that, the secret sharing scheme A of this
embodiment does not require the multiple length integer
calculation processing including the polynomial
calculation, the residue calculation, etc., so that it is
possible to carry out the division and the recovery of the
data easily and quickly even in the case of processing many
large capacity data..

It is also to be noted that, besides those already
mentioned above, many modifications and variations of the
above embodiments may be made without departing from the
novel and advantageous features of the present invention.

Accordingly, all such modifications and variations are
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5 10 15 20 25 30 35 -76 WO 2005/076518
PCT/ JP2005/ 002514 CLAIMS 1. A secret infornmation

nmanage t, system for_ nmanagin secret informtion
O CETR T fifbr ARG e ® B bty TS| SOORE A (Uhe appended
iy ed to divide the secret information into a
plurality of divided data by using a secret sharing
schene, such that the secret information can be
recovered froma prescribed nunber of the divided
data; a divided data storing unit configured to store
a part 10 of the plurality of divided data into a
termnal of the wuser as user's divided data, and a
rest of the plurality of divided data into one or
nore of deposit servers; a data re-division unit
configured to generate a plurality of re-divided data
different fromthe plurality 15 of divided data

obtai ned by the data division unit, froma conbination
of the prescribed nunber of the divided data anong
the divided data stored in the deposit servers by
usi ng the secret sharing schene; and a re-divided data
storing unit configured to store a 20 part of the
plurality of re-divided data into the termnal as
new y generated user's divided data and a rest of the
plurality of re-divided data into the deposit servers
as
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new y generated divided data. 25 2. The secret
i nformati on managenent systemof claim1, further

w@eopoiesisg: a data recovery unit configured tRPCHIRPOOT@®2514

the user's divided data, and recover the secret
information froma conbination of the prescribed
number of the divided data 30 _anong the user's divided
data and the divided data SE8E¥8 in the deposi t
servers by using the secret sharing schene at atinme
of utilizin% the secret information.

iLnf or ARBE6HR CiraARGSFBAL 16Ds MARPEFUER /Y f¥em3%°FuPFﬁgﬁlng a

GRPkitSHAGormidTi¥R 3803/ Qzéirlscaﬁis/ruaa@a 002514 a
utilizat.i yni nf i

l.og.me
fact endp pndtSIETEn add: reProRUrea el fudd dgs e secret
?Erfblrmattum |1@.?oi af plLumbilany atf ﬂllVIlllﬂEdOfdaltlaJ biyziusgng a
e ec i nf or mat f
RAREGInehar Lt Seamen) Sty thit PRcreenel: daRkion can
@bvm@e@v@aba.Emamsa|@$eenramBﬁ m@m&egumédtma dmwmﬁﬂﬁtdata,
a commi %ﬁtlﬁi g%@f‘l%f tul?ﬁ c\r(])'rlq‘ai%u%tdatol%toreera part

stored 05|t SErvers as escri bed nunb

i th e prlumrlaelutwf otfhd idiiviede dadat anrm at diemad gyl tofe the
user, the t [ of. I h
e S L e

MHwagEnbmmtaySMQM(mhaﬂqm more offurdemers ifoMeveilfg: a
transni gsion lémdtiv‘i%"ifo'ngtﬂfn%dc th)ntfrl%nLﬁ‘th ﬁohegeﬁf%rﬂat@c a

the divide be stored into the term na
pHair atldrtiyi el anrdawgldeal cleriieu i Iftarem th SRSy kthechlelrallty

P}e eala IAhQr TR0 SRR IRN ld a2 kst iafi ol airmtl, from a
ther conprising: a reception unit configured t
combi e tilps ofctdre prescribed number of the d1v1ded data

among the divided data stored in the deposit servers by
using the secret sharing scheme; and

a re-divided data storing unit configured to store a
part of the plurality of re-divided data into the terminal
as newly generated user's divided data and a rest of the
plurality of re-divided data into the deposit servers as

newly generated divided data.

2. The secret information management system of claim 1,
further comprising:

a data recovery unit configured to acquire the user's
divided data, and recover the secret information from a
combination of the prescribed number of the divided data
among the user's divided data and the divided data stored
in the deposit servers by using the secret sharing scheme,

at a time of utilizing the secret information.

3. The secret information management system of claim 2,

further comprising:
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the data re-division wunit use the secret sharing

scheme which is a data division 30 nmethod for dividing
the secret information into the divided data in a

desi r eduiiAber tépngilpes memoxdc Ypditn §ORd 1guged (teg store 2
PLeEeEhhRd tHBI kebirktl 8RGLRmaitn ohiighuttha idiev ded adat a
in_ _the desired nunber of division are enerah&%.b h
yeheiaptagn &gl dpAPrmatirnor Adi Aalt 1Pgr Oifaltd the
Rablickl 9RiFAgmbRe o032 secret information in units of the
processing unit bit -78 W 2005/076518

PCT/ JP2005/ 002514 | ength, generating a plurality of
yandomheugkel cpalihifalrmaddica eflnalemeniceysiteg wil tcll@im 1,
length froma.randomnunber in a |length shorter than
gprg 3l CCBPE 58 'engt h of the secret information,

i N comr d3padddnde tao trespadtsisienomed tofcom ftimred to
lurali.ty of ori.ginal partial , At

BaBn gy posaTbaRe T dn At TR S ochss T Yate
lsetiogteld tibatthec drplostitt es romets disvitded pd@tsgiiped number

calcul atin xcl usi . rigis ; [

irnd PR et lhviftiad QLRI R R W ¢ Quser,

e dinei dedmdated ,i mtt e tdex rodd neeayetr igfg 1hedisdadicdn

I .ated by generating a plurality of new random
ﬁﬁﬁ%§$ﬁ§§% i'al data of the processing unit bit Ilength

froma newy generated random nunber, and generati ng

the rgydi Weded Pantd AlmAald ifhddpndAcass tith W telitm 1,
I'engt h by cal cul ati ng excl usive of the divided
Fanttihglr POIPATIH 1aY8F t he new random nunber partia

dat a. 8.4, ThenSe&i®n Wi d AR Teitaritst© mied part of
claim7, ~wherein the data re-division unit ,ggﬁ{a%es

tihe ddvdidadd el tagdion sy tarad 4ty e [HRIMER o0 the
tihg-riind1dad ardh a et dtiain atsidrinit e each

di vided data contained in a conbination of the

prescribed nunber of the divided data. 9. The secret
lenf or matd Gy JFRAgEIRIimSYisdre Menfa gdneemt &y s tdneref ncldim 1,
data _division unit and the data re-divi sion
further comprising:

a reception unit configured to receive the secret
information from the terminal through a communication

network.

7. The secret information management system of claim 1,
wherein the data division unit and the data re-division
unit use the secret sharing scheme which is a data division
method for dividing the secret information into the divided
data in a desired number of division according to a desired
processing unit bit length, in which the divided data in
the desired number of division are generated by generating
a plurality of original partial data by partitioning the

secret information in units of the processing unit bit
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di vided partial data and the new random nunber
partial data corresponding to the random nunber

partial data used in generatlgg(gf éﬁ%divided .
&&qgfé} FRBET Ao e e Rk G50 R AT tial
Sdlfﬁﬂaemfofthkl ?ﬂn&ssmrgenﬁin thies diadreg tehi Vﬂl&ilﬂﬂa urdid@nthumber
t he t i.vision unit use e secr rin

é’ng R%n WOt rq}ﬁ}brﬁr%eqﬂ?ﬁberr paa %1 A% the

dﬁcﬂteﬁd ifrfoprescion e-1h Vddi&%spoﬁﬁiéﬂhe?&%/ﬁéﬁé@tlve ones of

/ JP2005/.0025 4 arI dat,a. t-ha onst utes e
tREiRA Y& dat & Ibaglié} g & uvae‘é?%ef'nea?ﬁmg each
r(hvdldedllqmmalret]l adatjsatm tene e ed il rgnduoint rinberength that

(i Bt e ih o (R ERE Pl o, FRE PR S Lo o
kif thee @eigigtal rxfamrmal atatvarmgjantdm rrsiem Immtcdualmrtlal
7dat V\,heé’ ci ntﬁeher%aéiavﬂ%%d Sdé]l{h (';H{Ht I?éqddég?r(ﬂ@tr?umber of

I’'vi ST on e Ssecr arlng schnene 1 n
V(hHUI’SItdIE éttsag‘@delléotminﬁjerg@feltﬂtﬂi@ aéh nls,umalﬂ‘ev ehanew

\aﬁ cons e eac]?al Ddd Jof T ore ]prt&cés %ﬂﬁ’ ¥t

|tut d|V|de data are nD
|er@‘fdhamg?nnga ey gengrp tqy 2 andqn n@qlz, I genefatlﬂg

m &te I ifPF 8 '%%thﬁyﬁ{@@ﬁc&éﬁﬁ% funit bit

ein the data division unit and the data

e il Jbrealmita e tarcbther Ghatd i chbrded partial

whieh d:he besided rawddien@ib i i ori sades. 4. the
di vi ded parti al data D(i,j) (i =1ton, j =1to

n-1) that constitute each 20 divided data are nodified
ky. setfﬁﬂ@%@cﬂ@w Mt s Hf 1 dX Imdnagdferbe exctasi e €him 7,

ol A1 By 809 DD SokEUng DA e e aiiaca
F@iﬁﬁ&fﬁﬁaﬁdﬂa&%ﬂﬁ @)(kjca]t.lmﬁ}?e Oﬁﬁ)ﬂ\hﬁielduﬁh@ecﬁiaﬂizﬁrtlal

VI S| unit an e a uni se.t
i ons COHLHS Sooivd Giidgd 4ath fhfqtRsa I o

combination of the prescrlbed number of the divided data.

9. The secret information management system of claim 7,
wherein the data division unit and the data re-division
unit use the secret sharing scheme which generates each
re-divided partial data that comstitutes each re-divided
data by calculating exclusive OR of each divided partial
data and the new random number partial data corresponding
to the random number partial data used in generating each

divided partial data.

10. The secret information management system of claim 9,
wherein the data division unit and the data re-division
unit use the secret sharing scheme in which old random

number partial data are deleted from each re-divided
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re-divided data froma conbination of the prescribed
nunber of the divided data anong the divided data

stored in  the deposit servers and the user's. djvided

Pt &l data nth%’gecqlbﬂﬁ%qe,s (150 rre%'e(fjv‘flrfbeq h‘%ata by

Ltfeﬁlré/lﬂacﬂl\ﬂgdeékc;dlaiﬁxfé ;ma 35 ddvh txﬁarmmdde@%rtgfhmata

200 76518, PCT/,JP2005/.002514 11 .t re-divide ata .

20 T i Tt ey g faf TisA offt eidratine

reexa \dideidl ettt thitadl ahoidetorwerapaadind tanaddierrarseivided
he({ user's divided data and a rest of the

as anof IS :
HarE4t %% 1 e- di vi ded data into the deposit servers
5 as new divided data, at a tinme of transferring an

ces [ re I ' [ t
2 el € T G I SO 1 J8Hm 7,
mereageime rithevetdiod diori sieomagimic aand Othyectata re-division
BIHiOJ Rld @fs@c?@@rs}%ﬂrﬁg!édﬂgné he, s Ofhe desired
I'viding the secret information into a plurality o
diupbied afatdl whs il nigg & sedt ettishainiglet et il cdata
D@L, )t Ne Seor &t 1 41f of MBty Off, CAN ey ECHSF Sei{d AR &
prescribed nunber of the divided data; 15 storing a
pHirtldsrd tdeeb g anrealmadil foife dikp distt erghangine P (% ot th hand
qf (4 hejuser as user's divided data, and a rest of the
plurality of divided data into one or nore of deposit
servers; generating a plurality of re-divided data

Cﬂzz.ferxqgg ‘s?&tx;é@(rjmrtﬂ’tgf_nmw&% iniaha]géendéﬂf& ote;ﬁsjo@aﬁ qu clafim 7,
(0] al ne e IvlIdlng step, roma cC I natli on Or,

e TSI, Dt Turbier Hon filtyidnHd Yt ansrglt Hesion
dir?aimeui;edaﬂaehsg@@t ié;]h{:tﬁ&lgjmd e €Wl ¢h leestder@red

t he _secre narin scheneg; n sto,lngapart o) t he
S [ (P T oo ek 8 (e R i e

mel )5 )geier-atiedcdises ' 5 divittedh-daX ahancangestud ddeh
YR Yool L S diEe J80G, [ AL o I8PV EESE (1, )
to be exclusive OR of D(1,j) and D(n,j), and then rotating
D(l’j)’ D(Z:.j)) """" D((n_l)’j)-

13. The secret information management system of claim 12,
wherein the data division unit and the data re-division
unit use the secret sharing scheme in which D(1,j), D(2,]j),
-------- D((n-1),j) are rotated for (i-1) times.

14. The secret information management system of claim 7,
wherein the data re-division unit generates the plurality

of re-divided data from a combination of the prescribed

" number of the divided data among the divided data stored in

the deposit servers and the user's divided data stored in
the terminal, upon receiving the user's divided data from
the terminal, and
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the conputer program product conprising: a first
comput er program code for causing the conputer to

di vi de .t he se rnatlon into a plurality of
d: vi ded Ui S ‘ffy g’f L TP AFHy S, as%%‘ﬁt of the

thiair a1-i8dy \WF ZLOé)—SdWﬁ’ﬁécB RO HR20O H10DADd tdheiserref
i nfor.mat i on can be recovered ,fro(ﬁ nunber

bed
A ey e TSR Gttty P STt ot co of
ftdre qﬂumailgm)heof cmrmrixeirddd) &itor el pattie alefideit servers

Rl u:n o LA d‘éd daaf H'é‘engoof 854 ontquf{ggf dlCccess

as user a 1es
mnghﬂ|ﬁqr(ﬁh&hﬁﬂ&hﬂi(ﬂnﬁpnmatnqnmfnnmrmheauﬁerdemoﬁhe

wg{ &% AHird conputer program code for causing the
comput er 0 generate a plurality of re-divided data

different from 10 the plurality of divided data

B! MRl O Al AR oA dBpeine
et eelnoinf Quma i an deldl alatse st e isingethiepoistns of

Ser verd g Ui Nehd NG S&HE Q‘Ltnm.a{ﬁﬁ)lf'cﬂﬁﬂ'@’a aﬂ%r@llty of

fourth conputer program code for causing the 'l
ot darasthor ainpgara sfcafe shaning tsycftﬁme such that

r@redigddedt UatSrnddod Neud errénmoxﬁesfe’tﬁvwongeeneﬁéﬂlbed

user's divided data and a rest of the plurality of
Rt R d&j%a‘hﬁﬁt‘%ﬁ tdftafeposit servers as newy

gener it idigrigdagthwatae #H: pPuraddityBof -d¥ided data into a
terminal of the user as user's divided data, and a rest of
the plurality of divided data into one or more of deposit
servers;

generating a plurality of re-divided data different
from the plurality of divided data obtained by the dividing
step, from a combination of the prescribed number of the
divided data among the divided data stored in the deposit
servers by using the secret sharing scheme; and

storing a part of the plurality of re-divided data
into the terminal as newly generated user's divided data
and a rest of the plurality of re-divided data into the
deposit servers as newly generated divided data.

16. A computer program product for causing a computer to
function as a secret information management system for
managing a secret information of a user, the computer
program product comprising:

a first computer program code for causing the computer
to div;de the secret information into a plurality of

divided data by using a secret sharing scheme, such that
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the secret information can be recovered from a prescribed
number of the divided data;

a second computer program code for causing the
computer to store a part of the plurality of divided data
into a terminal of the user as user's divided data, and a
rest of the plurality of divided data into one or more of
deposit servers; _ ‘ |

a third computer program code for causing the computer
to generate a plurality of re-divided data different from
the plurality of divided data obtained by the first
computer pfogram code, from a combination of the prescribed
number of the divided data among the divided data stored in
the deposit servers by using the secret sharing scheme; and

a fourth computer program code for causing the
‘computer to store a part of the plurality of re-divided
data into the terminal as newly generated user's divided
data and a rest of the plurality of re-divided data into

the deposit servers as newly generated divided data.
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