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TITLE OF THE INVENTION PORTABLE ELECTRONIC APPARATUS
AND PORTABLE TERMINAL SYSTEM BACKGROUND OF THE
INVENTION The present invention relates to a portable electronic
apparatus such as an IC card that can execute a plurality of applications
for communication with an external device based on a communication
scheme of a contactless IC card and to a &ortéble terminal lesystem such
as a mobile phone terminal having an IC card attached thereto. In

many countries such as tho %%U@PW Q&Fﬁéﬁﬁ&%ﬁf the world, a
ions) s

GSM (Global System for Mobile communicatio cheme has been

conventionedly il Spresent @s eonebile. phone systenpsehemse, dnthenG s,
scheme, an SIM (Subscriber Identity Module) card that is one kind of IC

cardsSméEstle disposed in a mobile phone terminal. In Japan, a mobile
phone system adopting a PDC (Personal Digital Cellular) scheme which

20 does not require the SINF WS héen présent! Virdreddsuch as
Japan or Eutope, 8 mobile phane system adapting.a 3GPP (3rd. 11 ¢

Generation Partnership Project) standard has recently become

widespread. dnregarbto-e- 3GPP stabdard; amlCrcard dhat is calledan
USIM 25(Universal Subscriber Identity Module) card must be disposed in
a mobkitephidie terminaldike aySNcamo Lications for communication

with an external device based on a communication scheme
of a contactless IC card and to a portable terminal
system such as a mobile phone terminal having an IC
card attached thereto.

In many countries such as those in Europe and
other parts of the world, a GSM (Global System for
Mobile communications) scheme has been conventionally
present as a mobile phone system scheme. In the GSM
scheme, aﬁ SIM (Subscriber Identity Module) card that
is one kind of IC cards must be disposed in a mobile
phone terminal. In Japan, a mobile phone system
adopting a PDC (Personal Digital Cellular) scheme which
does not require the SIM card has been present. In
areas such as Japan or Europe, a mobile phone system
adopting a 3GPP (3rd Generation Partnership Project)
standard has recently become widespread. In regard to
the 3GPP standard, an IC card that is called a USIM
(Universal Subscriber Identity Module) card must be
disposed in a mobile phone terminal like a SIM card.

The SIM card or the USIM card used in the GSM or
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The SIN card or the USIM card used in the GSM or -2 3GPP is an IC card
that is disposed in a mobile phone terminal. In the SIN card or the USIM
card, information such as key information required for connection with a
portable communication system, a 5cryptographic algorithm, various kinds
of network parameters or personal information of a user is recorded. In
such a mobile phone terminal, information %stored in the SIN card or the
USIM cared is transmitted to an CIA (Over The Air) server or an

autheptication 10server of a telecommunication firm to perform . .
authgﬂ%:ggtiéﬁ with s%(%hcg géﬁrvgﬁa& mlo%il(efl phoné terminartyathas® Prone

succeedegh inauthentication with.theseaver.capaccept g compyunication
service from the telecommunication firm. 15In particular, various
applicatiomsprovided hycéachsteleepmimuinicationi finm areystorediintihe
USIM used for the mobile phone terminal based on the 3GPP standard.
FurtheP iR Ofer the dadseth&the UrSIM Storestinigae iformdase™, 2

custopiz in ceor ncelwithz eI%ch user. Furthgrmgre, iryeceﬁnt years,
develé}f)?[r%en? %? a U IL%\/I ﬁa\?ionéla arg’e-ggﬁféc?tl)llsmer%%rys has aa\e/arvlqcerd%. In

the USIM:having a largeccapasity memeryr-adisenregion in theampemory

can be expanded. For example, it is often the case that personal

informationesigch as 25inforpratonintanladdressibodle stored in an interragt 1on
stored in the SIM card or the USIM cared is transmitted
to an OTA (Over The Air) server or an authentication
server of a telecommunication firm to perform
authentication with such a server. A mobile phone
terminal that has succeeded in authentication with the
server can accept a communication service from the
telecommunication firm.

In particular, various applications provided by
each telecommunication firm are stored in the USIM used
for the mobile phone terminal based on the 3GPP
standard. Further, it is often the case that the USIM
stores unique information customized in accordance with
each user. Furthermore, in recent years, development
of a USIM having a large-capacity memory has advanced.
In the USIM having a large-capacity memory, a user
region 1in the memory can be expanded. For example, it
is often the case that personal information such as
information in an address book stored in an internal
memory cf a mobile phone terminal or an external memory

(e.g., a memory card) disposed in a mobile phone
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memory of a mobile phone terminal or an external memory (e.g., a
memory card) disposed in a mobile phone -3 terminal is stored in the
highly secure USIM. The number of types of mobile phone terminals
based on the 30-PP standard having the USIM attached thereto that is
capable of international roaming is 5in9reajsed_to be used overseas. When
performing the international roaming, a méthod of removing the USIM
from the mobile phone terminal based on the 30-PP and newly inserting
the USIM.ino, 2 mabile phane termingl tf}at,?%p e,used in the:GSM is
general, Moreover, in 10recent years, mobile phones that can be used in
both the 30-PR-andthe 6SM haggeme-antadhe nearketrendt30-RPnals
networks have spreading overseas. As described above, since mobile

phoneseprices présently Have beeome sdaniless, engbling Usesortached

applications which are 15utilized in mohile phone terminals from both .
ome B Sbfoa s been TRt - O T8 DAL ok T ibignt

years; the pymber of mobilgnhonefermainals having intedages conferming

to a communication standard ISO/IE014443 for contactiess 20IC cards is

increasing.rit iscassumed that sugh neobilethod of removing the USIM
from the mobile phone terminal based on the 3GPP and
newly inserting the USIM into a mobile phone terminal

that can be used in the GSM is general. Moreover, in

recent years, mobile phones that can be used in both

the 3GPP and the GSM has come onto the market, and 3GPP

networks have spreading overseas. As described above,

since mobile phone services presently have become

seamless, enabling use of applications which are

utilized in mobile phone terminals from both home and
abroad has been demanded.

On the other hand, in recent years, the number of
mobile phone terminals having interfaces conforming to
a communication standard ISO/IEC14443 for contactless
IC cards is increasing. t 1s assumed that such mobile
phone terminals are utilized in various operating
conformations. The mobile phone terminal having the
contactless IC card function can be utilized as a
contactless IC card or a contactless IC card
reader/writer. For example, functions of the
contactless IC card installed in the mobile phone

terminal are utilized for, e.g., a payment transaction
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phone terminals are utilized in various operating conformations. The
mobile phone terminal having the contactless IC card function can be
utilized as a contactiess IC card or a contactless IC card 25reader/writer.
For example, functions of the contactless IC card installed in the mobile
phone terminal are utilized for, e.g., a payment transaction using credit
card type or prepaid type electronic money in some cases. Such
processing based on the  contactless IC card function is realized by an

application program stored in the, mobile phope ferminal Smain body or. yoney
the USIM. However, the application program that realizes various kinds of
processingobaseckezthe contastiessdCecard fynetion(which may be also
referred to as a contactless IC card application hereinafter) often has 10an
operatipg ‘corferiationthad kstommends instalint this prRogram idthe

USIM while consideri it ties and portability. Wh |
Pralty 8 EoRARtBSS 1S EEA AmgiEatbng cre NSLATRAT] he LT, £°7Tina

contagtless |C, gard.application g be used must 15be selected.
Additionally, in the above-described operating conformation, contactiess

IC card applicatiens that @te nopalldwed tooeoexistgn anetcontactiess iCes

car, in terms of business or contactiess IC card applications that execute

Qnﬂbﬁ%ﬁ&%&%kﬁ}nds of processing based on the contactless IC
card function (which may be also referred to as a
contactless IC card application hereinafter) often has
an operating conformation that recommends installing
this program in the USIM while considering security
properties and portability. When a plurality of
contactless IC card applications are installed in the
USIM, a contactless IC card application to be used must
be selected. Additionally, in the above-described
operating conformation, contactless IC card
applications that are not allowed to coexist in one
contactless IC card in terms of business or contactless
IC cafd applications that execute similar processing
are present in one USIM.

When a plurality of contactless IC card

applications are installed in the USIM in this manner,
a contactless IC card application to be used must be
selected by a reader/writer (a host device). In this
case, the reader/writer requires a processing procedure

for selecting a desired contactless IC card

application, the processing requires time.
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20are present in one USIM. When a plurality of contactless IC card
applications are installed in the USIM in this manner, a contactless IC card
application to be used must be selected by a reader/writer (a host device).
In this 25case, the reader/writer requires a processing procedure for
selecting a desired contactless IC card application, the processing
requires time. -5 BRIEF SUMMARY OF THE INVENTION  One aspect
of the present invention is intended to provide a portable electronic

apparatus and a portagle terminal systemywhich enable-effective selection

of an 5application program complying with a predetermined condition from
among a plurality 0f ppplication-prograras.ent Aceokding than aspeetafded to
the present invention, there is provided a portable electronic apparatus

that Gis dispdsed t&aportable @rﬁﬁﬁaméw:ewmm axoftatctiesgtable
communlcaﬂﬁr%unlt the appara %\s co sm first interface which

perfors BoMTuRGAHIGHT with t p%?t %?Eé\}”%e e&«?@oﬁfcon of an
erace it peHORS Conacless, SCOMMAICAION bY LSRN ..

contactless communication unit, a storage unit which stores a plurality of
applicatiofi programs thatexecutesprocessing tythef application
programs.

According to an aspect of the present inventiocn,
there is provided a portable electronic apparatus that
is disposed to a portable terminal device comprising a
contactless communication unit, the apparatus
comprising a first interface which performs
communication with the portable terminal device, a
second interface which performs contactless
communication by using the contactless communication
unit, a storage unit which stores a plurality of
application programs that execute processing in the
contactless communication using the contactless
communication unit through the second interface, a
setting unit which sets an application program capable
of responding to an access request in the contactless
communication in the plurality of application programs
stored in the storage unit, and a processing unit by
which the application program enabled to respond to the
access request in the contactless communication by the
setting unit alone responds upon receiving the access

request in the contactless communication through the
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contactless communication using the contactless communication unit
through the second interface, a 20setting unit which sets an application
program capable of responding to an access request in the contactless
communication in the plurality of application programs stored in the
storage unit, and a processing unit by which the application program
enabled to respond to the 25access re”que@t in the contactless
communication by the setting unit alone responds upon receiving the
accegg é%qlléesjt_lilnc fcaogéa}ctiess communication through the -6 second
interface. According to an aspect of the present invention, there is

provided a pertable;terminal systen semprising enportakle derminakdevicen
and a portable electronic 5Sapparatus, the portable terminal device

comprisesea pertable elattdnic apparatussintesfacéne whichs tranpertalle 1sing
electronic aEparatus is disposed, a control unit which performs data

comruRiati6n With thié Borable S ctronic Appératis tittagh the portable
Loeleghionic, apparatysinieriace, and acqpiacliess communication uat

which’is connected with the portable electronic apparatus through the
portable-electrenie apparaiys interfaee-and perfarms cantactiesshich the
communication, and the portable electronic apparatus 15comprises a first
interfagé Wiicteissconfiguredite perforiREommunicatién wWittfa conferinit 1
of the portable terminal device, a second interface which is cqcrgig&rl%d to

achieVe conhietfioh With the Eanthttiass COMMUNTCATION Unit- 2 Storage

umt%ﬁ@@é%ygsélectronic apparatus through the portable
electronic apparatus interface, and a contactless
communication unit which is connected with the portable
electronic apparatus through the portable electronic
apparatus interface and performs contactless
communication, and the portable electronic apparatus
comprises a first interface which is configured to
perform communication with a control unit of the
portable terminal device, a second interface which is
configured to achieve connection with the contactless
communication unit, a storage unit which stores a
plurality of application programs that perform
processing in contactless communication using the
contactless communication unit through the second
interface, a setting unit which enables an application
program to respond to an access reguest in the
contactless communication in the plurality of
application programs stored in the storage unit, and a

processing unit by which the application program
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20plurality of application programs that perform processing in contactless
communication using the contactless communication unit through the
second interface, a setting unit which enables an application program to
respond to an access request in the. 25contactless communication in the
plurality of application programs stored in the storage unit, and a
processing unit by which the application p?ogrém - 7 - enabled to respond
to the access request in the contactless communication by the setting unit

alonefesponds uponegeiving the asgess.tequest I fhe coniactiess

communication through the second interface. tional objects and
advantagesof the investipn wilkbe sehfosth inithe deseriptipnwhiehalone
follows, and in part will be obvious from the description, or may be learned
by praeticecofitheunvention: Fhe iobjects and advantages ot ttie invention
may be realized and 10obtained by means of the instrumentalities and

combiaticHS pariiculaAyPoimed butRereinafte?r BRIEF DESCRIPTIORT T2
OF THE SEXEM—;L}{}%WSOQ%TA@E D%WANQant a-géesa%cp nﬂrﬁ@yi%ent ion

drawings, which are incorpOrated in and constitute a part of the

specification; & Sdkustrate-embodinments ©f fre-iventon \andlegether with, and
the general description given above and the detailed description of the
embodimeats-givén below,0bvious from the description, or may be

learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a view schematically showing a
configuration of a mobile phone terminal as a portable
terminal device to which an IC card according to an
embodiment 1s attached;

FIG. 2 1is a block diagram showing a structural
view of the mobile phone terminal;

FIG. 3 1is a block diagram showing a structural
example of hardware of the IC card;

FIG. 4 is a view for explaining a processing
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serve to explain the principles of the invention. FIG. 1 is a view
schematically showing a 20configuration of a mobile phone terminal as a
portable terminal device to which an IC card according to an embodiment
is attached; FIG. 2 is a block diagram, showing a structural view of the
mobile phone terminal; 25FIG. 3 is a block diagram showing a structural
example of hardware of the IC card; FIG. 4 is a view for explaining a
processing - 8 - function exercised by an application program in the IC

card; . FIG, 5 2w showing a stucralexample i ag application.. rc

list; 5FIG. 6 Is a view for explaining an example of selectinga contactless

IC_: card agplication installed in the IC card by the mobile phone terminal

side; FIG. 5 is a view showing a structural example in
an application list;

FIG. 6 is a view for explaining an example of
selecting a contactless IC card application installed
in the IC card by the mobile phone terminal side;

FIG. 7 is a view for explaining a setting method
for the application list;

FIG. 8 is a view showing a setting example for a
range (a region) of information that can be disclosed
under various conditions in the application list; and

FIG. 9 is a flowchart for explaining a flow of
processing performed by the contactless IC card
application.

DETAILED DESCRIPTION OF THE INVENTION

The best mode for carrying out the present
invention will now be described hereinafter with
reference to the drawings.

FIG. 1 is a view for schematically showing a
configuration of a mobile phone terminal 11 as a
portable terminal device to which an IC card 10
according to an embodiment of the present invention is
applied.

The mobile phone terminal 11 as a portable
terminal device according to this embodiment has a

function of receiving a communication service (wireless
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FIG, 7 is a view for explaining a setting method for the application list;
10FIG. 8 is a view showing a setting example for a range (a region) of
information that can be disclosed under various conditions in the
application list; and FIG. 9 is a flowchart for explaining a flow of
processing performed by the contactiess IC card 15application.
DETAILED DESCRIPTION OF THE INVENTION The best mode for
carrying out the present invention will now be described hereinafter with

referenge 1o, the-drawings, 20FIG. 1 5 a view for schematically Showing 4 5 on)

configuration of a mobile phone terminal 11 as a portable terminal device
to whichhandecasg 19 acearding e anembodiment offthe presentess

invention is applied. 25The mobile phone terminal 11 as a portable

termifaldeviee aceording torthis &mbodiprant as A fLABLiGE 6F EstRivifg a

Comng%gig?g%%SerVICengNlrfei%%\s when the mobile phone terminal 11
having the IC card 10 for the firm attached thereto and
the communication system of the firm perform wireless
communication. That is, each mobile phone terminal 11
can utilize wireless communication, e.g., voice call or
data communication as the mobile phone terminal with
the IC card 10 for the firm to which each user has
subscribed being attached thereto.

The mobile phone terminal 11 has a control unit (a
baseband) 20, a contactless communication unit 21, a
contactless communication antenna 22 and others.
Further, the mobile phone terminal li has an interface
to/from which the IC card 10 can be attached/detached.
As described above, when the IC card 10 is attached to
the mobile phone terminal 11, various functions as the
mobile phone terminal become effective.

The control unit 20 controls the mobile phone
terminal 11. The control unit 20 has various
processing units that allow the mobile phone terminal
11 to function as a mobile phone. It is to be noted
that a structural example in the control unit 20 will
be described later in detail.

The contactless communication unit 21 and the

antenna 22 are units that realize a communicating



- 9 - communication such as voice call or data communication) provided
by a communication system of a wireless communication firm. The
communication service is provided by the firm when the mobile phone
terminal 11 having the IC card 10 for the firm attached thereto and the
communication system of the firm perjorni ireless communication. That
is, each =bile phone terminal 11 can utilize 'wireless communication, e.g.,
voice call or data communication as the mobile phone terminal with 10the

IC card,10:for the firm to.which each.user has subscribed being.attached . 1,

thereto. The mobile phone terminal 11 has a control unit (a baseband)
20, accontactiesscconymenicatiomunit 24 i a:contactiess cammurtieation: enna
antenna 22 and others. 15 Further, the mobile phone terminal 11 has an
interfade 6/froRT Whiththe 1T card 18 candserattactedidetached. As

described aboie, when the IC card.10 is atta%;gr? to the mo gjeggon
0]

termiﬁapff,c\;a lous functionsas’t leorﬁlokjfi?eap &'fermial become- - °" @

effective,29The.canirpl anjt 20;controls themabile phene terminal 1. fhe 1t

control unit 20 has various processing units that allow the mobile phone
terminal bt inctior astanmobile phonenit:isitodie notetithatca structural
example in the control unit 20 will 25be described later in detail.  Inc
contaRHBSS e fintiicativh GRIf 2E ARdIRE aRfSHNA ST afe! GRits that 21 and
reali ea com{n%ni%atg'ag %Qflfu[:}%tio as a con aﬂlegﬁ ICi gggdr. Ais shé)evxénail
in FIG. 'L, the contactiess Communication unit 21 and the antenna 22 can )
perform confactless communicationswith a gentactiessicommunication1 11

reader/writer 13 based on a
will now be described in detail.

FIG. 2 1s a block diagram showing a structural
example of the mobile phone terminal 11.

As shown in FIG. 2, the mobile phone terminal 11
has a main control unit 31, an RAM 32, an ROM 33, a
nonvolatile memory 34, an IC card interface 35, a
contactless communication unit 21, an antenna 22, an
antenna 37, a communication unit 38, a sound unit 39, a
display unit 40, an operation unit 41, a power supply
unit 42 and others.

The main control unit 31 controls the respective
units in the mobile phone terminal 11. The main
control unit 31 has a CPU, an internal memory, various
kinds of interfaces and others. The main control unit
31 is connected with the respective units through the
various kinds of interfaces and others. For example,

the main control unit 31 has functions such as a

display control function of controlling display in the
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5communicating function as the contactless IC card. It is to be noted that
the communicating function exercised by the contactless communication
unit 21 and the antenna 22 will be also explained later in detail. A
configuration of the mobile phone terminal 11 10will now be described in
detail. FIG. 2 is a block diagram showing a structural example of the
mobile phone terminal 11. As shown ih'FIG. 2, the mobile phone
terminal 11 has a main control unit 31, an RAM 32, an ROM 33, a

15n°&y%§g%egmm°{y% an IC,card interface 35, a contactless ; ¢«

communication unit 21, an antenna 22, an antenna 37, a communication

unit 38; @aseuebuRit 39 a display-unit40, an operation w4 Ly arpower

supply unit 42 and others. 20The main control unit 31 controls the
respéctiveamitsdnithe eddbile phone terminalbt. T ain éetrol aniti31er, 2
has a CPU, an internal memory, various kinds of interfaces and others.

The MAM contiol imiSFlis CoRnECEARAHT theSeSpietve tmtsThroughithe
25varigus Kinds of interfages and others [Eor.examplecthe main control 4, e )

unit 31 has functions such as a display control function of controlling
display-itheg displayeunit40,co Rtk {Phase Laeked heep) circulizdadta
stream bath switching, a DMA (Direct Memory Access) controller, an
interrbptedntedlifer, a timer, a UART (Universal Asynchronous Receiver

TTansn“HeoThe RAM 32 is a volatile memory that stores work
data. The ROM 33 is a nonvolatile memory that stores a
control program or control data. The ROM 33 is a
nonvolatile memory. For example, the ROM 33 previously
stores a control program or control data required to
execute basic control over the mobile phone terminal
11. That is, the main control unit 31 executes the
control program stored in the ROM 33 to realize basic
control over the mobile phone terminal 11.

The nonvolatile memory 34 is a nonvolatile memory
in which various kinds of data can be rewritten. The
nonvolatile memory 34 stores various kinds of
application programs for the mobile phone terminal 11,
control data, user data and others. For example, when
the main control unit 31 executes the application
programs stored in the nonvolatile memory 34, various
functions as a mobile phone can be realized.

The IC card interface 35 is an interface to which
the IC card 10 is attached. The IC card interface 35

is connected with the main control unit 31. As a



10

15

20

25

5secrecy, HDLC (High-level Data Link Control procedure) framing, a
device controller and others as basic functions. The RAM 32is a
volatile memory that stores work data. The ROM 33 is a nonvolatile
memory that stores a 10control program or control data. The ROM 33 is a
nonvolatile memory. For example, the Rorg 33 previously stores a control
program or control data required to executé basic control over the mobile
phone terminal 11. That is, the main control unit 31 executes the 15control

program.stored in the ROM 33 ta realize basic. contra} over the.mobile

phone terminal 11. The nonvolatile memory 34 is a nonvolatile
memeninumhieh vasaus kingsof dateambe sewritien. The honvelatile card
memory 34 stores various kinds of 20application programs for the mobile
phoné Gerrhinabedntidielatd user datarasd Oftvers3For eXamples Whehthe the

main control unit 31 executes the ag%ilrc?aéiogé)ro rarr%s storec(ljin. tht?erface 35
nonvofatifehBmory 342 Varidus fuhdtiolis’ad & mobile phdre can Be

realized. 25The IC cardinterface. 35 is,an interface ta.which the IC.5ardd0c 21

is attached. The IC card interface 35 is connected with the main control

unit 3dh Aswayr 12neresalttheccontrobuia 28 cah petfosmedatarealizing a
communication (contact communication) with the IC card 10 through the

IC cafdiimteriace 35. Furthdtfriore (thedCreard 10 RatiRHRENEd 16 fHe 1

card E\teera e %5 |cs %on(_geg&eed with (t}he S%nltggl;é%sgnc%rgmgnic tign unit 21
througﬁ &'10 ard intérface §§ tﬁe%%y realizing a fanction o

commuicating with the.reader/yiter13 based on coRtactigss antenna 22
communication using the

without utilizing the control unit 20.

The contactless communication unit 21 is connected
with the contactless communication antenna 22. The
contactless communication unit 21 executes contactless
communication with the reader/writer 13 through the
contactless communication antenna 22. The contactless
communication performed by the contactless
communication unit 21 and the antenna 22 is determined
to be wireless communication eguivalent to that of a
contactless IC card. That is, the contactless
communication unit 21 and the antenna 22 carry out
contactless communication with the reader/writer 13
that has entered a connected state based on
electromagnetic coupling. Furthermore, the contactless
communication unit 21 and the antenna 22 perform
communication by repeatedly transmitting and receiving
predetermined commands and responses with respect to

the reader/writer 13 like a contactless IC card.
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contactiess communication unit 21 and the antenna 22 10without utilizing
the control unit 20. The contactiess communication unit 21 is
connected with the contactless communication antenna 22. The
contactless communication unit 21 executes contactless communication
with the reader/writer 13 through the 15cantactless communication
antenna 22. The contactless communication performed by the contactless
communication unit 21 and the antenna 22 is determined to be wireless

communication.equivalent to that of a contactless IC. card. Thatis, the, ¢p,c

contactless 20communication unit 21 and the antenna 22 carry out
cohtaetiess sopmaucaiiomwith the readesimtitent3 that hasrentered a
connected state based on electromagnetic coupling. Furthermore, the
cont&éﬁ@@i@@émﬂ@aﬂﬁrﬂ@ni@Ql%ﬁéﬁﬁ@hﬁt@ﬁ?\%@ﬁéﬁoﬁﬁll data or
2"co munlcatlo 52% repeated| transmlttlngﬁand receiving predetermined

com gljfc?s and r %%SSSW respect 1 é’réladlerﬂNreter ikg a2 VES Vie
contacfless I¢ carh 333 - Tndhecommupicationsunit 38 s, connecied £ ront

with the mobile phone communication antenna 37. The communication
unit 3&ttansmits/eaceives callkdatawn tataatod dateocampurication ound.
using electric waves via 5the antenna 37. The sound unit 39 has an

analog fort@Haunitand an at’lic ORe aRd Hputs/oltputS BBaKE - -

receiver, a microphone and others which are not shown.

The display unit 40 is formed of, e.g., a display
control unit. The display unit 40 is connected with a
display device such as a liquid crystal display device.
The display unit 40 controls display contents based on
control over the main control unit 31. Additionally,
when the mobile phone terminal 11 has, e.g., a shell-
like shape, the display unit 40 may be formed of a main
display unit that appears when a housing is opened and
a sub-display unit provided on a rear surface of the
housing. The operation unit 41 is constituted of an
operation device such as an operation unit interface
and a keyboard. The operation unit 41 receives
operating instructions issued by a user.

The power supply unit 42 is constituted of, e.g.,
a battery and supplies power to the respective units in
the mobile phone terminal 11. Additionally, the power
supply unit 42 may supply power to the IC card 10 and
the contactless communication unit 21 connected through

the IC card interface 35.
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The sound unit 39 is connected with a speaker, a receiver, a microphone
and others which are not shown. The display unit 40 is formed of, e.g., a
display 10control unit. The display unit 40 is connected with a display
device such as a liquid crystal display device. The display unit 40 controls
display contents based on control over thﬂnaig control unit 31.
Additionally, when the mobile phone terminal 11 has, e.g., a shell-like
shape, the display unit 40 may be formed of a main display unit that

appears when a hausing is.qpenedzand.a sub-display upit provided,0n a1

rear surface of the housing. The operation unit 41 is constituted of an
operaticn-deviee sueh as an-operation unit inferface20and atkkeyboatdi 1 e
The operation unit 41 receives operating instructions issued by a user.

The powaEsIEpIyURE 421%i$ consttuteddfab.ae, a battéifandisuppties” 11
power to the respective units in the mobile phone terminal 1. Additionally,
the pBﬁ/%rlﬁ%sﬁ%ﬁ§%ﬁﬁe "may supply power to the IC card 10 and the

contactless ggrmmunication unjit 21 conpectgd threugh the IC card
interface 35. - 14 - A configuration of the IC card 10 as a portable

electronicapparatusithat ishaftdcheddd fhemaobile phoneltermimah#l Bs@aninal
portable terminal device will now be described. =~ The IC card 10 is
configdred@to HecatbithabielGeta@ REBIE 26/fFORY ieemobiie phohe Térftinal”

11 as the.po table_t_erminal devi @1 1%? %10 satisgg%aeigbgn an
ISO/IF 78T éﬁgélffait%r(, an 1SO/ C,f 47}2{spe56%ﬁ:%jﬁon ora '
specifieation-definess1QbwET 81 ag aikasic specifigationr s cation defined
by ETSI as a basic specification.
FIG. 3 is a block diagram showing a hardware
structural example of the IC card 10. As shown 1in
PIG. 3, the IC card 10 has a control unit 61, an ROM
52, an RAM 53, a nonvolatile memory 54, a contact
interface (I/F) 55, a contactless interface (I/F) 56
and others.
The control unit 51 controls the entire IC card
10. The control unit 51 realizes a variety of
functions by executing various kinds of functions based
on programs recorded in the ROM 52 the nonvolatile
memory 54. The ROM 52 records a control program and
control data required to realize basic operations of
the IC card. The RAM 53 functions as a working memory
that temporarily stores data.
The nonvolatile memory 54 1is formed of, e.g., an

EEPROM or a flash memory. The nonvolatile memory 54

stores various kinds of authentication data and user
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FIG. 3 is a block diagram showing a hardware structural example of the IC
card 10. As shown in FIG. 3, the IC card 10 has a control unit 61, an ROM
52, an RAM 53, a nonvolatile memory 54, a contact 15interface (I/F) 55, a
contactless interface (I/F) 56 and others. The control unit 51 controls
the entire IC card 10. The control unit 51 %eaglizgs a variety of functions by
executing various kinds of functions based 20on programs recorded in the
ROM 52 the nonvolatile memory 54. The ROM 52 records a control

progménda?gngrgb%t&r@%hﬁe%%@%e basicaperationsofthe dCx imp1y

card. The RAM 53 functions as a working memory that temporarily stores
data.25dherronvolatie memaryi4 issforrmed 08 re:qn antEEPROMIopahers .
flash memory. The nonvolatile memory 54 stores various kinds of

authdritication dater Aid BsBETHaY, anfapplitatisi prarafeWwhiciayteied

also %lm%)[lry refegeg to Izlaslan agpdiggtion§g§:ein%fte%ﬂd 8£_he£s. '&I;he on in
nonvolatie r%rémo:’?y%ﬁ also Stores data owr%oaae Fom an exterria

serveryRart or-allof a;regigniinsthe @@”MQ@”@&H?@P%%@ hasing
tamper-resisting properties. As a result, the nonvolatile memory 54 can
securehpstore tdata. Thednterface b5tis a-trit that pefferms e memory 54 can

communication with the mobile phone terminal 11. 10Furthermore, the
nonvelRafile ety Sahalfigithe tafbetibsisthig Broperties secirdly that

Snnegggforms communication with the mobile phone terminal

11.

Furthermore, the nonvolatile memory 54 having the
tamper-resisting properties securely stores an
application program, a data base and others. For
example, the nonvolatile memory 54 stores an
authentication processing application, a contactless IC
card application, a database and others. The control
unit 51 executes processing based on each application
by operating each application on an operating system
(0S) .

The contact interface 55 functions as a first
interface that achieves contact communication with the
mobile phone terminal 11. The contact interface 55 1is
an interface that is connected with the mobile phone
terminal baseband 20 as a control unit of the mobile
phone terminal 11 main body through the IC card
interface 35 of the mobile phone terminal 11. That is,
the IC card 10 is accessed by the mobile phone terminal

11 main body through the contact interface 55.
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application program, a data base and others. For example, the nonvolatile
memory 54 stores an authentication processing application, a contactiess
IC 15 card application, a database and others. The control unit 51
executes processing based on each application by operating each
application on an operating system (OS). The contact interface 55
functions as a first 20interface that achieve contact communication with
the mobile phone terminal. 11. The contact interface 55 is an interface that

is connected with the mohile phone terminal baseb Q as acontrol upit . . 4
T2 main body

of the mobile phone terminal 11 main through the Tr? card 25

interfage 3brefdhe mobilephonedermipghtlcthatds, thedweardi0isn as
accessed by the mobile phone terminal 11 main body through the contact

interfabe 552me] 6v-L r e TRescormtastiessdatelface Befahétionsas alsecond
interface that achieves contactless communication as the same wireless

commamcalio fifiction aSRE cBHtatfiess IC Rard R GGiAg e ©
contactless >communicatipn.uniy 21 in the mpbile phone terminal 11 The 15

contactless interface 56 is an interface that achieves connection with the
contartiess cammatiicationiunit2k icthesmobide phonetesminatd 1oka the

IC card inyerface 35in the mobile phone terminal 11. The IC 10card 1Q is .
configuredavSanction es-a contaclléss [ earPby: thetcontactieggmunication
communlcatéon unit 21 of thegmoblle hone terminal ig@nnected Ihrolf%h card

the cORtactiéss interfate 56 2id the Attenna 22 1tig noted that, in

the IG card X0, athigl 51 e mobile phone terminal 11. The IC
card 10 is configured to function as a contactless IC
card by the contactless communication unit 21 of the
mobile phone terminal 11 connected through the
contactless interface 56 and the antenna 22.

It is to be noted that, in the IC card 10, a third
interface may be provided in addition to the contact
I/F 55 and the contactless I/F 56. For example, as the
third interface, a USB interface or the like can be
assumed. In this case, it is possible to realize an
operating conformation that a device connected with a
USB terminal provided on the mobile phone terminal 11
side through the USB interface directly communicates
with the IC card 10.

An operation of each application program in the IC
card 10 will now be roughly described.

FIG. 4 is a view for explaining a processing
function achieved by each application program in the IC

card 10.
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15interface may be provided in addition to the contact I/F 55 and the
contactless I/F 56. For example, as the third interface, a USE interface or
the like can be assumed. In this case, it is possible to realize an operating
conformation that a device connected with a 20USE terminal provided on
the mobile phone terminal 11 side through7the USE interface directly
communicates with the IC card 10. ~ An operation of each application
program in the IC card 10 will now be roughly described. FIG. 4is a

View for ?XBF'?iniﬂ%% racessing fupction achieved by eagh application, . 4 1y
program in the 1C card 10. As shown in FIG. 4, the IC card 10 is

realizeckby: the: eertact |- 55, thercontaetless 4/FhG; arplatferdn 61, abat form
application management unit 62, a plurality of application programs 63a,
63b &rid 636, @papplicationlisres andwthers H@s d sypsteme thdt tdalizesy of

various kinds of processing (services) as the contactless IC card. Further,
wher 8- plEy data Sull 88 Bﬁttegr%adr tgg;oda?élﬁm% Ative™of apP P reation
appligation pust pe displayed. tis display dgfa s, stored in a display -1 ous
10data DE 65. Furthermore, in the structural example shown in FIG. 4, a
hierarchieal levelincludisg theycantact/ e &5)andsthercontactlessi/FeS6 IC

can be represented as an H/W layer, a hierarchical level including the
platfoti €an b t&presented @ OSHayes 158Ad a HierdickieaPevéctern or

including the plurality of application programs, the application list and the
displg)?3 ggtaggétnabé }r/lé?plr(éggn% a%fg?ngofe?pll a'q‘sdieeoprllctré}aSlr]% F?§.4, the

IC caxd 10:stpparts af least iwe, communication intertaces ke atheisplay

contact 20interface 55 as the first interface and the contactless
data DB 65. Furthermore, in the structural example
shown in FIG. 4, a hierarchical level including the
contact I/F 55 and the contactless I/F 56 can be
represented as an H/W layer, a hierarchical level
including the platform can be represented as 0S layer,
and a hierarchical level including the plurality of
application programs, the application list and the
display data can be represented as a model.

As depicted in FIG. 4, the IC card 10 supports at
least two communication interfaces, i.e., the contact
interface 55 as the first interface and the contactless
interface 56 as the second interface. The contact
interface 55 is connected with the baseband 20 of the
mobile phone terminal 11. As a result, the contact
interface 55 handles a signal from the baseband 20 of
the mobile phone terminal 11. The contactless

interface 56 1is connected with the contactless

communication unit 21. As a result, the contactless
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. interface 56 as the second interface. The contact interface 55 is
connected with the baseband 20 of the mobile phone terminal 11. As a
result, the contact interface 55 handles a signal from the baseband 20 of
25 the mobile phone terminal 11. The contactless interface 56 is
connected with the contactless communication unit 21. As a result, the
contactless - 18 - interface 56 handles a %i@narfrom the contactless
communication unit 21. The platform 61 is a function for executing

basic controlin the.C ¢ard 40, The platforn 61 s ealized by, e 9, 31.05
(operating system) program executed Jb?/ the control unit Sf_ urthermore,

the plaggrm61ldnay havera module such as an environment setting
module or an application interface group. Software as the platform is a

program thafféentrals basicopgerationszofithe dCicard 10r Seftware as thepasic
platform is a program that controls various kinds of hardware or operates

upon TECEIRG informafiort Such a8 a]‘é)roc_eggiﬁg ?é_?tﬁ?ﬁ’&m v%]rioﬁﬁ kirferst - zed
of hardware. oftware as the platform, 1 Is stored | i%%e&;]?agtépo@y&uted by

memory'in the 15 IC card 10 in advance. Software a orm 61 is

stored i e:gnthesROM 52 grthe npnvelatilednemory 4. p1aTherm 61 may
application management unit 62 is a function that manages each

applicativn programi Fhes application 20praliagenient uniteXisrealivedi gy or
an application mana%ement %ro ram executed by the control unit 51, for

exampie. $IfwaTe a5 tHe Hpphicatinmahagément Gnit B3 7S stfed it the
nonvolatile memornyinthe IC card 100 advance. Joftware.as the. -2+ 1 ons of

application management 25unit 62 is stored in, e.g., the ROM 52 or the

nbnvalatie memearns54.0The rspectiveapplicationgregramsn63a, G3t@andgram
that controls various kinds of hardware or operates
upon receiving information such as a processing result
from various kinds of hardware. Software as the
platform 61 is stored in the nonvolatile memory in the
IC card 10 in advance. Software as the platform 61 is
stored in, e.g., the ROM 52 or the nonvolatile memory
54.

The application management unit 62 is a function
that manages each application program. The application
management unit 62 1s realized by an application
management program executed by the control unit 51, for
example. Software as the application management unit
62 1s stored in the nonvolatile memory in the IC card
10 in advance. Software as the application management
unit 62 is stored in, e.g., the ROM 52 or the

nonvolatile memory 54.

The respective application programs 63a, 63b and
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63c are various functions provided (stored) by the IC card 10 using the
mobile phone terminal 11. Here, the respective application programs 63a,
63b and 63c are determined to be application programs (which will be also
referred to as contactless IC card applications) that realize various
services using functions of the contactles§ 5(: card (contactless

communication using the contactless communication unit 21 and the
antenna 22) installed in this mobile phone terminal 11. The 10respective

application programs §3a. &3 and 3¢ ?@&ﬂ%@y‘?‘b’s@@%@ the,e 1c

control unit 51, for example. The respective application programs 63a, 63b
and 63grare1sioreslindhe nenvelatileememery in thedCreard 10. Foriere, the
example, the respective application programs 63a, 63b and 63c are stored

in therisatatle membr/L54 br- fie ROM 52nS &8 thebcBhtaétfessic are
card %gpllcatlon, various appllcafllons such as an ap licatio (flcj'})la%nﬁqt be

applic efﬁb%f%&ep%rf%?m%ea Sgyméﬁfaﬁ’éﬁ?aéﬁléﬁgas crévgll card type or
prepaid fypeelectronig money.based on coptactiess communication(@; on s )

communication scheme of the contactless IC card), an application that
functions asaeertificatefor receivirg;e.gs speeific sefuicest(inermbershipe
services) such as utilization of facilities 25based on contactless ‘
comnsiHicaton: dF anlapphieation fat gies.SeiftsaieBiting fo-actial s 19

achiev%ment sgéch gi urchase of comr]godities or utigzlation f services -
the con a% SS communlc? 10N %?1t andg the_antenna
20 - based on contactless communication can be considered. For

example, the paymentapplication asthe contactless 4G cardapplicationTne

carries out a payment transaction as credit card type or prepaid type

5electronicemoney based bnaontactless commuricatiort Iheguayntent are

transaction eff_ected bZ the payment apglication is used by a person who

owns $Re fdbifeely executed by the control unit 51, for
example. The respective application programs 63a, 63b
and 63c are stored in the nonvolatile memory in the IC
card 10. For example, the respective application
programs 63a, 63b and 63c are stored in the nonvolatile
memory 54 or the ROM 52.

As the contactless IC card application, various
applications such as an application (a payment
application) that performs a payment transaction as
credit card type or prepaid type electronic money based
on contactless communication (a communication scheme of
the contactless IC card), an application that functions
as a certificate for receiving, e.g., specific services
(membership services) such as utilization of facilities
based on contactless communication, or an application

that gives points according to actual achievement such

as purchase of commodities or utilization of services
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phone terminal 11 having the IC card 10 attached thereto (a user of the IC
card) for payment of payment 10for purchase of commaodities or the like.
For example, the payment application is activated in response to a
command supplied from the reader/writer 13. When authentication based
on predetermined authentication processing has succeeded, the payment
application 15executed by the control—unig1 §1 performs the payment
transaction when the contactless communication unit 21 of the mobile

phong terming), 11 and the readerfwriter 13 perform GOMAGHESS s i dered .

communication. The application list 64 is information indicative 200f

setting contents fexeagh applicatioppyagiam stored (astated)ds the tC

card 10. In the example depicted in FIG. 4, the application list 64 is
inforrmatitm idicetive 167 aClist Of #R PelspectviEasplicaties peogramseagient
63b and 63c. A structural ex lg}ple oft 2Eap lication list 64 will he

descﬁﬁ?&?a&fgr ihdetaif <" ecrafjne aﬁ’pﬁlcaf” ion fiste4'is stcl)cr%]a in the
nonvalatile- memary 24n Ihe.applicaton list 64.may be - ZLrgpdateddnon .

the nonvolatile memory 54 or may be read to the RAM 53 and updated in

the RAM 53awhemtheclteara-10 isnactivated: dalab pperatinga yment

conformation that the
application is used by a person who owns the mobile
phone terminal 11 having the IC card 10 attached
thereto (a user of the IC card) for payment of payment
for purchase of commodities or the like. For example,
the payment application is activated in response to a
command supplied from the reader/writer 13. When
authentication based on predetermined authentication
processing has succeeded, the payment application
executed by the control unit 51 performs the payment
transaction when the contactless communication unit 21
of the mobile phone terminal 11 and the reader/writer
13 perform contactless communication.

The application list 64 is information indicative
of setting contents for each application program stored
(installed) in the IC card 10. 1In the example depicted
in FIG. 4, the application list 64 is information
indicative of a list of the respective application
programs 63a, 63b and 63c. A structural example of the
application list 64 will be described later in detail.

Further, the application list 64 1s stored in the

nonvolatile memory 54. The application list 64 may be
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application list 64 is updated in the nonvolatile 5memory 54, updated
contents of the application list 64 are held even though the IC card 10 is
inactivated (the power supply of the IC card 10 is turned off). As a result,
the once updated contents are effective even when the IC card 10 is again
activated. 10Furthermore, in an operatingzconformation that the
application list 64 read to the RAM 53'is un]date‘d, the updated contents of
the application list 64 are erased when the IC card 10 is inactivated. That

IS, I armation that the application ligt 64 readsto the IDRAMS3is 1 o
updated when the IC card 10 is activated, updated contents are effective
duringra:period fremsactivationte inactivation ofitheIC card10; and the card
application list 64 is reset when the IC card 10 is again activated

(restarted)s 20Thé disptay dattrDRI65°5t67es isplay dafe a8sdciated Witht the

each of the ap Iicatio_n,prog%ains 63a, 63b and 63c. That is, in a]Isetctigg
p

screéPRhefea USBr sélatts’a specifit appiication progrant, dispiay data

assogjated with each applicafion.progran is,displayed gsin the-display s s+ 64

unit of the mobile phone terminal 11. Therefore, as the display data, a

pattest, dextedata o @rmariothsih fagilitates aduset'slintuitiveiregogiitiarted (the

22 - of a service provided by each corresponding application program is

set. POWHE apphieatior? progtemi63 &ad theldisplay'daia &¥B 65 that aréS 2

ingﬁ@%&mfg?I%ﬁé"%%ggnggggggg1contents are effective even
when the IC card 10 is again activated.

Furthermore, in an operating conformation that the
application list 64 read to the RAM 53 is updated, the
updated contents of the application list 64 are erased
when the IC card 10 is inactivated. That is, in a
conformation that the application list 64 read to the
RAM 53 1s updated when the IC card 10 is activated,
updated contents are effective during a period from
activation to inactivation of the IC card 10, and the
application list 64 is reset when the IC card 10 is
again activated (restarted).

The display data DB 65 stores display data
associated with each of the application programs 63a,
63b and 63c. That is, 1n a section screen where a user
selects a specific application program, display data
assoclated with each application program is displayed
in the display unit of the mobile phone terminal 11.

Therefore, as the display data, a pattern, text data or

a mark that facilitates a user’s intuitive recognition



10

15

20

25

5accordance with each user. However, the application list 64 is installed in
the IC cards 10 of all users. It is to be noted that an application concerning
authentication processing or authentication data is not illustrated in the
structural example depicted in 10FIG. 4. Usually, the nonvolatile memory
54 in the IC card 10 stores the plurality of application programs 63a, 63b
and 63c, the application list 64, the di§pla§/ ata DB 65 as well as
applications such as an application used for authentication processing and

15vagius, kinds.of data, Such.applications.and data.are hotdepicted in; ., ¢ 4
FIG. 4. Furthermo%e, the mo ile%hone terminal b%eba%d%o :fs)%a casen
contrelk-unjt-that perfegns control functions as a mobile phone of the

mobile phone terminal 11. For 20 example, the mobile phone terminal
baseband 20asariisplayfunction ant asefectingduictonbisdepicteddna DB
FIG. 4. For example, as the dlajsglay_functlon, the baseb%rbsd%}%gta%gffer in

function df Hisplayifig dispiay dafa associdted withsach a ion
program.63 in, the. 25 displayunit 4Q..As the;selecting funglion,ithasa ; on

function of allowing a user to select an application program associated

with the glisplay datai displayedd- 23, - based ondhe display fuactdn bysers.

using the operation unit 41. An operation of the application program

instaliggd 1s to be noted that an application concerning
authentication processing or authentication data 1is not
illustrated in the structural example depicted in
FIG. 4. Usually, the nonvolatile memory 54 in the IC
card 10 stores the plurality of application programs
63a, 63b and 63c, the application list 64, the display
data DB 65 as well as applications such as an
application used for authentication processing and
various kinds of data. Such applications and data are
not depicted in FIG. 4.

Furthermore, the mobile phone terminal baseband 20

is a control unit that performs control functions as a
mobile phone of the mobile phone terminal 11. For
example, the mobile phone terminal baseband 20 has a
display function and a selecting function as depicted
in FIG. 4. For example, as the display function, the
baseband 20 has a function of displaying display data
associated with each application program 63 1in the
display unit 40. As the selecting function, 1t has a

function of allowing a user to select an application

program associlated with the display data displayed
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in this IC card 10 will now be roughly described. 5First, the mobile phone
terminal baseband (a control unit) 20 requests the IC card 10 to supply the
application list 64. In response to this request, the IC card 10 supplies the
application list 64 to the control unit 20 of the mobile phone terminal 11.
As a 10result, the control unit 20 of the mohile phone terminal 11 acquires
the application list 64 indicative of application IDs (AiDs) of contactless IC
card applications installed in the IC card 10. Upon acquiring the

appligationlist 64 from the |G card 10 the conyrol u@&%g, r%ﬂ%e%iyz%@on
card 10 to supply display data associated with each application (AID). In
respanseoshis request, the IC card 10 supplies the display data to the

mobile phone terminal baseband 20. As a result, the control unit 20 of the
20mobile phohedefrtimal-asquifesthe display Bafaladsoriated With eatha 1 Led
contactless IC card applicatign installed in the IC card 10. Upon receiving

the dils%lag/%&a a%a%sggijé%aizﬁ Al ;% the'obtainéd EB%I%YMIOHﬁ%{é%? the

25control U_"é*i%%@f,thEHBOHi&Qﬁ%n%F%H@n?é@ﬁﬁ%ﬂhsﬂ%@awat@aby

using the display function based on the acquired display data. A user

utilizesstherol unit) 20 requests the IC card 10 to supply the
application list 64. 1In response to this request, the
IC card 10 supplies the application list 64 to the
control unit 20 of the mobile phone terminal 11. As a
result, the control unit 20 of the mobile phone
terminal 11 acquires the application list 64 indicative
of application IDs (AIDs) of contactless IC card
applications installed in the IC card 10.

Upon acquiring the application list 64 from the IC
card 10, the control unit 20 requests the IC card 10 to
supply display data associated with each application
(AID). In response to this request, the IC card 10
supplies the display data to the mobile phone terminal
baseband 20. As a result, the control unit 20 of the
mobile phone terminal acquires the display data
associated with each contactless IC card application
installed in the IC card 10.

Upon receiving the display data associated with
each AID in the obtained application list 64, the
control unit 20 of the mobile phone terminal displays
the display data by using the display function based on

the acquired display data. A user utilizes the
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- 24 - selecting function to select the display data displayed based on the
display function. When the user selects one piece of display data based
on the selecting function, the control unit 20 of the mobile phone 5terminal
sets a range of the application list in which an application associated with
the selected display data can be disclose%éreferred to from the
contactless interface 56) as a function of contactless IC card. For
example, when the application 63a is selected, 10the control unit 20 of the

moblechane;ieyming) sete fhe appication 64a lofe Asa [Ane 9 eepiayed

application list that this application can be disclosed as the contactless |

card.yAben the |G gardil@ 1 whichssuehia sonfigutationisssel isaceessed t s
from the reader/writer 13 through the contactless communication unit, the
applicatiornce3xaloné is!diselosedas-thelapplication iSteThereforel the
service as the contactiess IC card usingcthe application 63a can

provid&d by thE simplE opePation o the: readlelvriter 2013 6idé. %ehone
20. structral example of the application Jist 64, will.now bgdesedbed., njcn
FIG. 5 is a view showing a structural example in the application list 64.
25In the structurah examplesdepicteddn RIGL D, theapplicatiorelist®dsplay
includes data strings 71, 72 and 73 for the respective application
prografis? Eaeh dtthelisclosed (referred to from the contactless
interface 56) as a function of the contactless IC card.
For example, when the application 63a is selected,
the control unit 20 of the mobille phone terminal sets
the application 63a alone as a range of the application
list that this application can be disclosed as the
contactless IC card. When the IC card 10 in which such
a configuration is set is accessed from the
reader/writer 13 through the contactless communication
unit, the application 63a alone is disclosed as the
application list. Therefore, the service as the
contactless IC card using the application 63a can be
provided by the simple operation on the reader/writer
13 side.
A structural example of the application list 64
will now be described.
FIG. 5 is a view showing a structural example in
the application list o64.
In the structural example depicted in FIG. 5, the

application list 64 includes data strings 71, 72 and 73

for the respective application programs. FEach of the
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- 25 - data strings 71, 72 and 73 for the respective application programs
includes an application ID (AID) 81, an application name (daLa) 82, a first
parameter 83, a second parameter 84, a third parameter 85 and a fourth
parameter 86. The application ID 81 is ID information as identification
information intrinsic to a corresponding application program. The
application name 62 is a name or intrinsi ci)ata‘given to a corresponding
application program. Each of the first to fourth parameters 83 to 86 is an

information group indicative of a setting.situation.of a_corresponding
appl{c?éatﬁ%% r%r%ﬁ%lrﬁs EZE:LH o? e |rstr}[?)3fo%{r)tﬁ p%kﬁg'mgi%e?g%g%\é% is

inforraation representgd hyapproximatelydwo o fourbitsin the gxamplea1p)
in FIG. 5. Each of the first parameter 83 and the second parameter 84

store$§ infoematigrpihdicativerof manetetfage dahrotigh which eacth parameter
application can be disclosed with respect to access. In other words

20based of infofmation 36t dach cgﬁhe%ir&%%n@?e?ag@e&rﬂth@ and a
second pa th%Q%thggce through which reference can be made

to each application Is set. It is to be noted that all application programs

(contactlessig<caighgpplications) can be disclosed 25(seferredda) bs
response to access from the contact interface 53. That is, the entire

applicationtlist 6a4ndicativendfoalinapplication programs (contactiess ks ronding
26 - card applications) is disclosed with respect to access from the contact

interface’ % cat 1% Fﬁ%?ﬁﬁ?é?ngte? 83 Sth¥RS Hrrmafion Hificating*S @ name
Whetlg)q C!ﬂ%@?ﬁl}{gjlé p8§§|9 Ieg\%;i;é fespect 5@0@%‘%—?&%5@& H@e application

contactless interface 56. For
program. Each of the first to fourth parameters 83 to
86 1s an information group indicative of a setting
situation of a corresponding application program. Each
of the first to fourth parameters 83 to 86 is
information represented by approximately two to four
bits in the example in FIG. 5.

Each of the first parameter 83 and the second
parameter 84 stores information indicative of an
interface through which each application can be
disclosed with respect to access. In other words,
based on information set in each of the first parameter
83 and the second parameter 84, an interface through
which reference can be made to each application is set.
It is to be noted that all application programs
(contactless IC card applications) can be disclosed
(referred to) in response to access from the contact

interface 55. That i1s, the entire application list 64

indicative of all application programs (contactless IC
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instance, in the example depicted in FIG. 5, each application program
enables disclosure (reference) in response to an access request from the
contactless interface 56 when the first parameter 83 is "1", and it
10disables disclosure (disables reference)response to an access request
from the contactless interface 56 when the first parameter 83 is "0".
Moreover, the second parameter 84 storesfnformation indicating whether
disclosure is possible 15with respect to access from a third interface other

than the %ontactlI/F 55 and the cont ctieis Islgd%. For exarggle as.shown

in |:|(§_a§, as ah ejxcé?ntplrgr& e'third interface, a USE interfa %%J% tﬁgliﬁgcess

can becansidered, I this.case; eaeh application program can 20be
disclosed (referred to) in response to an access request from the USE
interface whenethé sesong parameter 84 is 5o and iticannotibe disclosed

(cannot be referred to) in response to an access request from the USE R
interfaBéiwhen'the SEcBhd parametet 0" S25EadPSrthe third paramsterect

85 ancd the fourth parameter 86 stores in@rmation indicative a
O .aCCcess roq e C%Et&&t ess Inter acg . .For
communication protocol that enables disclosure of each - 27 - application

with respeetto-access -notheravgrds, based-ea information set in eaech of

the third parameter 85 and the fourth parameter 86, a communication

protoeoitthatenables makingpreferencéds edchclosure (reference) in
response to an access request from the contactless
interface 56 when the first parameter 83 is “1”, and it
disables disclosure (disables reference) in response to
an access request from the contactless interface 56
when the first parameter 83 is “0”.

Moreover, the second parameter 84 stores
information indicating whether disclosure is possible
with respect to access from a third interface other
than the contact I/F 55 and the contactless I/F 56.

For example, as shown in FIG. 5, as an example of the
third interface, a USB interface or the like can be
considered. In this case, each application program can
be disclosed (referred to) in response to an access
request from the USB interface when the second
parameter 84 is “1”, and it cannot be disclosed (cannot
be referred to) in response to an access reqguest from
the USB interface when the second parameter is “0”.

Each of the third parameter 85 and the fourth
parameter 86 stores information indicative of a

communication protocol that enables disclosure of each
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5application is set. For example, the third parameter 85 stores
information indicative of a type of communication protocol that enables
disclosure of each application program, in response to access in
contactiess 10communication using the contactiess interface 56.

However, the third parameter 85 is substantially effective only when the
setting in the first parameter 83 is "1"(i.e.‘? disclosure is enabled through
the contactless I/F 56). In other words, since disclosure using the
contacfless VG 36 Is 'mi&ﬂiS'P'esWQSQ the setting in the first 8.%%%@@% 83,
is "0", Fs)gttlng contents in the tﬁlrg parameter 8% are substantially

ineffective gFeninstansenindhe example depicted w16, S, 20each parameter
application program can be disclosed (referred to) in communication

based Dnealbicdrinmunicatioh pretogoistwhen the third pararmeter85is 0",
and it can be disclosed (referred to) in communication based on a type A

(typeR& Qefned in- 15t ECERA3Y dORmibRicAfidiT 35profocoP whigh'the

third p neter 85 is V1, it can be disclosed (referred to) in
commgﬁgtﬁon gaseoi’on atype B (type B defined in ISO/IEC14443) when

the third pararmeter 8bys &2, and it-can-be disclosed{refered to)ias
communication based on a proprietary communication protocol when the
third pararweter 857s SAdditiofalie the fourthyparapieteo86 stores tion
information indicative of a ty %pof commupnication Prftocol that enables

disclOEUTE BF Bach APpIicHtiDn Progrant it fesponss to gégégsﬁﬁpflcation

commuynicatign using lhe, hirdinterface (LL3B); Howeyet, the fourth

10parameéter 86 is substantially effective only when the setting in the

secontparametet 84:s Uk'i(he., disclesine ix-passible throughihe USE

'F) However, the third parameter 85 is substantially
effective only when the setting in the first parameter
83 is “1” (i.e., disclosure is enabled through the
contactless I/F 56). 1In other words, since disclosure
using the contactless I/F 56 is impossible when the
setting in the first parameter 83 is “0”, setting
contents in the third parameter 85 are substantially
ineffective.

For instance, in the example depicted in FIG. 5,
each application program can be disclosed (referred to)
in communication based on all communication protocols
when the third parameter 85 is “0”, and i1t can be
disclosed (referred to) in communication based on a
type A (type A defined in ISO/IEC14443) communication
protocol when the third parameter 85 is “1”, it can be

disclosed (referred to) in communication based on a

type B (type B defined in ISO/IEC14443) when the third
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According to the first to fourth parameters 83 to 86, whether each
application program can be disclosed 15(referred to) in accordance with
various kinds of interfaces or various kinds of communication protocols
can be set. For instance, in the structural example depicted in FIG. 5,
reference can be made to an application program having the first
parameter 83 set 20to "1", the second’ pa?a?‘netér 84 set to "0", the third
parameter 85 set to "2" and the fourth parameter 86 set to "0" only in

communicalion. usipg the cantact U, 55,35 %Haéecogl@%@%% based req

on the type B communication protocol using the contactiess I/F 56. 25An
examplg of the-selectingfunetion for the; applicationpregrams-ipstalled in

the IC card 10 will now be described. - 29 - FIG. 6 is a view for
explafringaniexamiple of sefecting ant settingea contadtiessri@nedrelr 85 is
application installed in the IC card 10 by the mobile phone terminal 11

side. 5th the mobile phone terminal baseband (the control unit) 20, the

control unit 31,a¢quires.the appligatian,ligt.showing, g Iist.of gontagtiess IC

applications from the IC card 10. Furthermore, when there is display data
associatedrwith eaeh applicationtb iv the 10aequired application fistieh

the control unit 31 obtains the display data from the IC card 10. That is, as
showhIiR FIG 06, Wwher tiferalis tie displaydita asséciaedwiiPeaciration

application ID, the disglag data indicative of each a&plication is.d‘isplaxled
in theprogram 1in response TO access 1n mmunication sSing

the third interface (USB). However, the fourth
parameter 86 is substantially effective only when the
setting in the second parameter 84 is “1” (i.e.,
disclosure is possible through the USB I/F).

According to the first to fourth parameters 83 to
860, whether each application program can be disclosed
(referred to) in accordance with various kinds of
interfaces or various kinds of communication protocols
can be set. For instance, in the structural example
depicted in FIG. 5, reference can be made to an
appliéation program having the first parameter 83 set
to “1”, the second parameter 84 set to “0”, the third
parameter 85 set to “2” and the fourth parameter 86 set
to “0” only in communication using the contact I/F 55
as well as communication based on the type B
communication protocol using the contactless I/F 56.

An example of the selecting function for the
application programs installed in the IC card 10 will

now be described.
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15display unit 40 by acquiring the display data associated with each
application. Moreover, each application may be assigned to a key (not
shown) provided in the mobile phone terminal 11, for example. It may be
selected by a user. For 20example, a plurality of keys in each keyboard
may be assigned (respective keys ™", "0" and "4" may be assigned to
respective services X, Y and Z, for exam to a plurality of services
realized by the plurality of contactless IC card applications. In this 25

case, when auser presses a,carresponding ey, the contactiess |G card

application that realizes each service X, Y or Z is selected. Additionally,

each s=3Q - parametef insthe-conjaetlessrCeard @applicationeassosiated cation
with a key selected by the user can be set. It is to be noted that the

display ¢ata!DE®515 installddinthe SetlrelC €8/ IO ThetefoPene

5security of display, data jtself can be assured even though the display

data ﬁféf@ﬁﬁfa?& patterri (a logo) representing an application (or

service contepts,rgalized by anapplication) frequires,security, Broperies-ont rol

Further, each display data in the display data DB 65 can be maintained

from theimpbil® phene terarinaldll. ot exampie;dhé mabilehghaneplication

terminal 11 can appropriately update display data in accordance with

supply from ahopetator's sysfens.t contagideting rethBa forthel o trom

SPRIlon o A ren e tesht S LR oy
data associated with each application ID in the
acquired application list 64, the control unit 31
obtains the display data from the IC card 10. That 1is,
as shown in FIG. 6, when there 1is the display data
associated with each application ID, the display data
indicative of each application is displayed in the
display unit 40 by acquiring the display data
associated with each application.

Moreover, each application may be assigned to a

key (not shown) provided in the mobile phone terminal
11, for example. It may be selected by a user. For
example, a plurality of keys in each keyboard may be
assigned (respective keys “*”, “0” and “#” may be
assigned to respective services X, Y and Z, for
example) to a plurality of services realized by the
plurality of contactless IC card applications. In this
case, when a user presses a corresponding key, the

contactless IC card application that realizes each

service X, Y or Z is selected. Additionally, each
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FIG. 7 schematically shows a procedure of updating the setting
concerning an application that can be 20selected based on display data
as an example of the setting method for the application list 64. Here, it
is assumed that the display unit 40 of the mobile phone terminal 11
displays a plurality of pieces of display data representing respective types
of 25 services realized by various kinds olagppll'éations. In this state, a
user selects display data indicative of a desired service from the plurality

of pi?&? gﬁg&sgllasgr? %%‘?‘téﬁ?ﬁﬁ%iéﬁeds‘é"mi &e%paeféf"% S8 %i%east%ﬁg

displayed in the display unit 4 en, the control unit 3 e mo

phone deyminak bl suppliessinfesation dndicative, ofan-applicationn pe set.
associated with the 5display data selected by the user and an update

request for the applicatidrelist 40 the#C card 101 sp lFherdtieacdiitral> is
unit 51 of the IC card 10 specifies an e}gcplication ID associated with the

display ' Gata'thaChas beEH réGiestéd to-b& tipdated: UpbRSreRpecifing
thea@@gﬁyggJD§§§9§§$§%?M@J@% itself can be assured even

though the display data itself such as a pattern (a
logo) representing an application (or service contents
realized by an application) requires security
properties. Further, each display data in the display
data DB 65 can be maintained from the mobile phone
terminal 11. For example, the mobile phone terminal 11
can appropriately update display data in accordance
with supply from an operator’s system.

A setting method for the application list 64 will
now be described.

FIG. 7 is a view for explaining the setting method
for the application list 64.

FIG. 7 schematically shows a procedure of updating
the setting concerning an application that can be
selected based on display data as an example of the
setting method for the application list c4.

Here, 1t 1s assumed that the display unit 40 of
the mobile phone terminal 11 displays a plurality of
pieces of display data representing respective types of
services realized by various kinds of applications. In
this state, a user selects display data indicative of a

desired service from the plurality of pieces of display
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update request, the control unit 51 of the IC card 10 selects a data string
associated with the application ID from the application list 64. For
example, when the user selects an application (AID Y) of the data string
is72, the control unit 51 updates the setting of the data string 72 in the
application list 64. The respective parame ers 83 to 86 can be updated by
using the keyboard of the mobile phone 11 That is, when the user selects
the application 20(AID Y) of the data string 72, the control unit 51 can

update the application 63b,of *AID Y¢ to setting contents.that gpége@ayed in

access using the contactiessinterface 56 in the data string 72 in t
applieattondiisbb4. JFarrexample, intthe ssfructusal @xample 2bdepicted inf the
FIG. 5, updating the first parameter 83 in the data string 72 to "I" enables
disclésig tie @@ﬁlk}:ﬁti@ﬁ@ﬂﬂ’@dOdOsz‘b?Hﬂ}sﬂf@%hé%Bﬁ@%ﬂ%é@n 32 -
interface 56. . ltis %o be noteq j_[Lhcaatt,tt(l)Oenablses%cc.essié]é]1 an %ﬁpljC aéion
selected” By the Usert rotigh the contactisss ﬁﬁ%%l e setting that
prevents gach Sapplicationfram being disclosed thrgugh the ypgate request
for the application list 64 to the IC card 10.

Then, the control unit 51 of the IC card 10
specifies an application ID associated with the display
data that has been requested to be updated. Upon
specifying the application ID associated with the
update request, the control unit 51 of the IC card 10
selects a data string associated with the application
ID from the application list 64. For example, when the
user selects an application (AID Y) of the data string
72, the control unit 51 updates the setting of the data
string 72 in the application list 64. The respective
parameters 83 to 86 can be updated by using the
keyboard cf the mobile phone 11.

That 1s, when the user selects the application
(AID Y) of the data string 72, the control unit 51 can
update the application 63b of “AID Y” to setting
contents that enable access using the contactless
interface 56 in the data string 72 in the application
list 64. For example, in the structural example
depicted in FIG. 5, updating the first parameter 83 in

the data string 72 to “1” enables disclosing the

application of “10000002” by using the contactless
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contactiess interface 56 is configured in initial values of each data string
72 in the application list 64. That is, disabling disclosure of each
application through the contactless interface 56 as the initial setting
enables updating the setting so that an application selected by the user
alone can he disclosed through the contactiess interface 56.

Moreover, FIG. 8 is a view showing a settirig example of a range (a
region) of information which can be disclosed under various conditions in
the application list 64. The example in FIG. 8 schematically shows that
an information group that can be disclosed under a first condition is a
region Fl, an infermation-groupttbat ean20be-diselosed ¢inderasecand an
condition is a region R2, and an information group that can be disclosed
underzrthird TohditioRds adegidnR3.tFor exafiplé the application list 64

corresponds to such a structural example as depicted in FIG. 5, a i
comtﬁﬁéﬁ&ﬁgﬁ&s §5ﬂ1fgrf§’c6:’a & communicatioh prdtdcol Tanbe™ > <

considered as the first fo,third.conditipns. Itds, assurped thaf the first
condition is a combination of a - 33 - contactless interface and all
communicatian peotocelsca secend eoriditiarvisfa gombihationiofacial
contactless interface and a type A communication protocol, and a third
condifohis @ combsinatioiaf-a contattigss itdrface@ndaitypeption List

commynicalion prolgcol as specic exmpls, In s case. s shown ... o

FIG. % the ranges regions 'R ore’inform
indicative of appligation programs dhat;can-be-disclosgd {referred 1@)iin; 2 1

accordance with the 10first, second and third conditions are set.
setting enables updating the setting so that an
application selected by the user alone can be disclosed
through the contactless interface 56.

Moreover, FIG. 8 is a view showing a setting
example of a range (a region) of information which can
be disclosed under various conditions in the
application list 64.

The example in FIG. 8 schematically shows that an
information group that can be disclosed under a first
condition 1s a region R1, an information group that can
be disclosed under a second condition is a region RZ,
and an information group that can be disclosed under a
third condition is a region R3. For example, the
application list 64 corresponds to such a structural
example as depicted in FIG. 5, a combination of an
interface and a communication protocol can be

considered as the first to third conditions. It is

assumed that the first condition is a combination of a
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A flow of processing executed by an application program (a contactless IC
card application) installed in this IC card 10 will now be described.

FIG. 9 is a flowchart for explaining a flow of 15Processing executed by a
contactless IC card application. First, in the mobile phone terminal
baseband (the control unit) 20, the co_ntroggnit 31 requests the IC card 10
for the application list 64 (311). 20The IC card 10 disposed to the mobile
phone terminal 11 receives the request for the application list 64 from the

mobile phone terminal baseband (thg control: ik 20:thraughhthe, contact 1 s,

interface 53. Here, it is assumed that reference can be made to all
25applicattornprogeams withrrespeet to @coess: franvthe Tontactinterface s s
55. Therefore, the IC card 10 transmits the application list 64 showing all
the -i34einstdifedapplidationistothe dHBBile pionE R riiial Basehard 20 2
LU 0 ol UeTace 8 (g Ve epenno e spplenin
baseband requests the IC %gfﬁel%foé&@m@ﬁ@%t@iﬁog@&%%h eagh
application ID (AID) included in this application list 64 (313).
specific examples. In this case, as shown in FIG. 8,
the ranges (the regions) R1, R2 and R3 that store
information indicative of application programs that can
be disclosed (referred to) in accordance with the
first, second and third conditions are set.

A flow of processing executed by an application
program (a contactless IC card application) installed
in this IC card 10 will now be described.

FIG. 9 is a flowchart for explaining a flow of
processing executed by a contactless IC card
application.

First, in the mobile phone terminal baseband (the
control unit) 20, the control unit 31 requests the IC
card 10 for the application list 64 (S11).

The IC card 10 disposed to the mobile phone
terminal 11 receives the request for the application
list 64 from the mobile phone terminal baseband (the
control unit) 20 through the contact interface 55.
Here, it is assumed that reference can be made to all
application programs with respect to access from the

contact interface 55. Therefore, the IC card 10

transmits the application list 64 showing all the
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The IC card 10 receives the request for the display data from the mobile
phone terminal baseband 10(the control unit) 20 via the contact interface
55. Upon receiving this request, the control unit 51 of the IC card extracts
the display data associated with each AID from the display data DB 65
and transmits the extracted display data ach AID to the mobile phone
15terminal baseband 20 via the contact interface 55 (S14). Upon
receiving the display data of each AID from the IC card 10, the control unit

31 Ofi[H% {mohile;p %%%@H@ Q@?%Qa%éorﬁéﬁ?tli@s precessing-afi nal
allowing 20the user to select a desired application program based on the
display dataa(515) 0Thatxis,tfe controbunit 3t displaysrtheacqbireds12) .
display data in the display unit 40. For example, the control unit 31

displays sucdiPedispisEdcréBn asltepidted irf BIG.Blor 7 i tHe*25disPlay e 1©

unit 4%;1 Irgja %atettgat eachctjjfigglag data d@fsgcl;lia eﬁl e;l,v(i)rt“bﬁ%%%% atgcﬁl(i)cr%ion

. rd L € con n
is displayed’in ‘the |spfay screen in the ISplay un e control unit -
35 - 31 waits.for thesuserlq select spegifie gisplay databyiusing theiisplay

operation unit 41.
data associated with each application ID (AID) included
in this application list 64 (S13).

The IC card 10 receives the request for the
display data from the mobile phone terminal baseband
(the control unit) 20 via the contact interface 55.
Upon receiving this request, the control unit 51 of the
IC card extracts the display data associated with each
AID from the display data DB 65 and transmits the
extracted display data of each AID to the mobile phone
terminal baseband 20 via the contact interface 55
(S14).

Upon receiving the display data of each AID from
the IC card 10, the control unit 31 of the mobile phone
terminal baseband 20 executes processing of allowing
the user to select a desired application program based
on the display data (S15). That is, the control unit
31 displays the acquired display data in the display
unit 40. For example, the control unit 31 displays
such a display screen as depicted in FIG. 6 or 7 in the
display unit 40. In a state that each display data
associated with each application is displayed in the

display screen in the display unit 40, the control unit
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When the user selects specific display data by using the operation unit 41
in such a state, the 5control unit 31 sets a contactiess IC card application
associated with the display data selected by the user to be available in
contactless communication. That is, the control unit 31 of the mobile
phone terminal 11 requests the IC card 1Q to change the setting of the
10application list 64 so that the contactless IC card application associated
with the display data selected by the user can be disclosed through the

contagctless jnterfage 56.(616). JhelC card J0.regeives te sefting change « »
request 15for the contactless IC card application associated with the
specifi¢ display dateefromethe tmaobileyphioneiterminal baseband 20 via the

contact interface 55. Upon receiving this request, the control unit 51 of the

IC card 10 ékeeiitesi\ipdaté processifigsiof fiecapplication RSEB17) ThisY
upda&esgrocegﬁigg is also settin%% lr%n%% (an agr&lic ation)si;[h% gan Eﬁ
[ r

disclosed | lgy usmg%ﬁé3 %%ﬁ%a%lﬁess interface 36. hat is, the Eontrol

unit 31-0f:the1lC card 19-specifies.a data:strng gk therecontactiessdGicard t i on

25application associated with the display data selected by the user in the

applieatiorclist 6dd Wherhthehdatd stiing: of the tcontactless 4C capd the user

application selected - 36 - .
to be available in contactless communication. That 1is,
the control unit 31 of the mobile phone terminal 11
requests the IC card 10 to change the setting of the
application list 64 so that the contactless IC card
application associated with the display data selected
by the user can be disclosed through the contactless
interface 56 (S16).

The IC card 10 receives the setting change request
for the contactless IC card application associated with
the specific display data from the mobile phone
terminal baseband 20 via the contact interface 55.

Upon receiving this request, the control unit 51 of the
IC card 10 executes update processing for the
application list (S17). This update processing is also
setting a range (an application) that can be disclosed
by using the contactless interface 56.

That 1s, the control unit 51 of the IC card 10
specifies a data string of the contactless IC card
application associated with the display data selected

by the user in the application list 64. When the data

string of the contactless IC card application selected
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by the user is specified, the control unit 51 of the IC card 10 updates each
parameter in the specified data string to a setting that enables disclosure
using the contactless interface 56. For example, the control unit 51
updates a value of the first parameter 83 in the data string of the selected
contactless IC card application to "1" with respect to the application list 64
corresponding to such a structural example as depicted in FIG. 5. As a
result, the contactless IC 10card application selected by the user is

discloged with respect 1o ageessdiom the gontagtlessinterface 56, o+ the 1c

Furthermore, in the application list 64 corresponding to the structural
example-depictecbinklés 5 £ash samunatieatiomprotecos that enablesdata
15disclosure can be also set. When setting each communication protocol

that effablesdiselosufe theé eontedlainitBlrapddtes ASvale oithefivsng the

parameter 83 i[I; the data%: stri (g of t e6sele%ted contact'hess I%kcl:ard ol
appligaci%%atst' eﬁﬁd]e{fsoeﬁg ates Avalue of the 20third pararr?etg?% 16

a valyg agsaciated with a spegified communication protecol- Asagesuls in
the contactless IC card application selected by the user is disclosed with
respechto decesssframrthe contactessinterface oo onlywherstheIC card

specified communication 25protocol is set. Upon completion of the

abovéResérised Sétting, the cohtiol uAit SR thé FC BaRI famshiifga ton 11st

respogise 31 ndicative of completion o update of the application .
depicted in FIG. 5. As a result, the contactless IC
card application selected by the user is disclosed with
respect to access from the contactless interface 56.

Furthermore, in the application list 64

corresponding to the structural example depicted in
FIG. 5, each communication protocol that enables
disclosure can be also set. When setting each
communication protocol that enables disclosure, the
control unit 51 updates a value of the first parameter
83 in the data string of the selected contactless IC
card application to “1” and also updates a value of the
third parameter 85 to a value associated with a
specified communication protocol. As a result, the
contactless IC card application selected by the user 1is
disclosed with respect to access from the contactless
interface 56 only when the specified communication
protoceol 1is set.

Upon completion of the above-described setting,

the control unit 51 of the IC card transmits a response
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list 64 to the mobile phone terminal baseband 20 through the contact
interface 55 (S18). Based on the processing at the Sll to 518, the 5setting
that enables use of a specified contactless IC card in accordance with the
user's selection is completed. In a state that the above-described
setting has been finished, the IC card 10 disposed to the mobile 10phone
terminal 11 can perform contactless communication through the
contactless communication unit 21 and the antenna 22 in the mobile

phone fgrminal 11 bysing the contactiess interface 56. In such 2 state,d o
request for the application list transmitted by the |IEreader/writer 13 is
received bydhe contacess cammusticationimitndh and thesantenda 2@ in

the mobile phone terminal 11. The application list request received by the
contdctess ¢onimanieaticrrahit 21 andthe anfenneS2Z is-received by the

IC card 10 via the dZOCont ctless interface 56. . g' ha%' 1t e ICS(iagrd ],C%
receives the gﬁrﬁlcaﬁgn ﬁstere}aﬁgscteﬁc’osrﬁ?ﬁe Tfeadetfriter 1 9nrough the'©

?”te%%%%n%e@&aféﬁéé communicafionunit2l andthe coptagtiess.ss 1c
interface 56. Upon receiving such a 25request, the control unit 51 of the

IC card 10 extracts-am apphcatiohtgrogtam that :can be=disclosedithreugh
the contactiess interface 56 from the application list
completed.

In a state that the above-described setting has
been finished, the IC card 10 disposed to the mobile
phone terminal 11 can perform contactless communication
through the contactless communication unit 21 and the
antenna 22 in the mobile phone terminal 11 by using the
contactless interface 56. In such a state, a request
for the application list transmitted by the
reader/writer 13 1is received by the contactless
communication unit 21 and the antenna 22 in the mobile
phone terminal 11. The application list request
received by the contactless communication unit 21 and
the antenna 22 is received by the IC card 10 via the
contactless interface 56.

That is, the IC card 10 receives the application
list request from the reader/writer 13 through the
antenna 22, the contactless communication unit 21 and
the contactless interface 56. Upon receiving such a
request, the control unit 51 of the IC card 10 extracts
an application program that can be disclosed through

the contactless interface 56 from the application list
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- 38 - 64. It is to be noted that a communication protocol is not specified in
particular in this example. Therefore, in the application list having the
configuration depicted in FIG. 5, a data string having the first parameter
83 set to "1" is extracted as the application program that can be disclosed
through the con_actiess interface 56. Jpon extracting the application
program that can be disclosed via the contactless interface 56, the
10control unit 51 of the IC card 10 generates an application list in which

eachextracied application program is{isted, up. \When the listipclydingocol is
each extracted application program that can be disclosed is generated,

the controkurit 3 0é thel IC pardtli@-LStsansmits thesgenetatetdist to the
reader/writer 13 through the contactless interface 56 by using the

contddtiess contmunicatidiuAibRl ardtheanteria 22 hithe mobile

phone terminal 11 (522). The reader/wri 3 that has received the :
20ap%ﬁ3a%?o%ﬂi{s??r%)?ﬁ]th%efélgé@vr%dlol crileigirgﬁ.i'ne@s’onae <’;1d|13—31p§|%at5|ogrir JrjP rgr%vmg

that should: be uised from the application programs ingluded inthesd as the
received list. To facilitate determination of the application program that

shouldpe iised ithecreadedwritérali3, parareteds 26indicative bfaugh the
priority order may be added to the respective data strings 71 to 73.
More®98f: 3 datd tring 6far applicattion program having a high priority

Upon extracting the application program that can
be disclosed via the contactless interface 56, the
control unit 51 of the IC card 10 generates an
application list in which each extracted application
program is listed up. When the list including each
extracted application program that can be disclosed is
generated, the control unit 51 of the IC card 10
transmits the generated list to the reader/writer 13
through the contactless interface 56 by using the
contactless communication unit 21 and the antenna 22 in
the mobile phone terminal 11 (S22).

The reader/writer 13 that has received the
application list from the IC card 10 determines one
application program that should be used from the
application programs included in the received list. To
facilitate determination of the application program
that should be used in the reader/writer 13, parameters
indicative of a priority order may be added to the
respective data strings 71 to 73. Moreover, a data

string of an application program having a high priority
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- 39 - may be written at a higher position in the application list 64. When

the application program that should be used is determined, the

reader/writer 13 transmits a selection request for the application program

to the IC card 10 (523). The IC card 10 receives the selection request for

the application program from the read_er/v%rger 13 through the antenna 22,

the contactiess communication unit 21 andthe contactless interface 56.

Upon 10receiving such a request, the control unit 51 of the IC card 10
execles selecipnduogessind far iha selegtadanplicatian proorgp), 10 the s on
selection processing for the application program, the control unit 51 of the

IC card 40 aciivategtibe selectedapplication pregragrtorenable execution be
of a service as the contactless IC card based on this application program.
Wheit sa8€h s6legtior processing-for theeaplstieation iséompleted gl ts a
control L]init 51 of the IC card 10 traQ mits a response indicative of to the IC
compﬁgt'o%cé}fls%fe&%%u@ﬁiﬁe : ?app icafion’ pr%?ﬁar%ﬁ% tRé teadermriter <
13 through the cpatact interface 55 by using the contactiess

communication unit 21 and the antenna 22 in the mobile phone terminal

11 (524). The IMBasedionthe processing atthesd32:¢a 524, thequest for

25processing based on the application program (the =tactless IC card
applicatony BBIeEEHBY the reatierritercl3 Ealtbé exeedtedr inffis 13

Statelttfl?g 530 ecarglt gl’lal'lnd t?? re glerlwrltg %g qeégSOlgocﬂ%pL\tlaflc}_lg% ion

) CO
communlcé]t?on throug € antehna 22, t%e contactless communication

unit 21-and the contactiessdnterface b6J9 exgeutehedraeessingdhe
service) 5provided by the application program (the contactless IC
receiving such a request, the control unit 51 of the IC

card 10 executes selection processing for the selected
application program. In the selection processing for
the application program, the control unit 51 of the IC
card 10 activates the selected application program to
enable execution of a service as the contactless IC
card based on this application program. When such
selection processing for the application is completed,
the control unit 51 of the IC card 10 transmits a
response indicative of completion of selection of the
application program to the reader/writer 13 through the
contact interface 55 by using the contactless
communication unit 21 and the antenna 22 in the mobile
phone terminal 11 (S24).

Based on the processing at the S21 to S24, the
processing based on the application program (the
contactless IC card application) selected by the

reader/writer 13 can be executed. In this state, the
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card application) (325). It is to be noted that, when the number of
application program that can be disclosed through the contactless
interface 56 is one, the IC card 10 may inselect this application program
(the only application program that can be disclosed through the
contactless interface 56) in response to a quugst for the application list
from the reader/writer 13 and may return a selection result to the
reader/writer 13. In 15this case, processing such as an application

selection requestfollgwing,the listreguestis opitted. . Aceording to the
foregoing embodiment, in the mobile phone terminal used with the IC card
like addSIM beirgsinseded dthereto, accontacttessiCitared 20application the
selected by a user from the plurality of contactless IC card applications
instalfétlinahe I€ard GHthe figbilePhotielterminat Bidletaltne Fset t6 L eSS
be resg%nsri\ée Withggsgect to actual cggtéactiess cogmunicﬁattinog. V\éhegi%ne)
access reeqUe‘:"sf; s rédeived From 25the readeriwnter 13 in the contactless

communicationywith sugch a-setting being configyred, the 1 carhtQcr1ess 1c
notifies the reader/writer 13 of the contactless IC - 41 - card application
selectedrby theoliseraalone asHhbavailable contactiess IC card application.

It is to be noted that, when the number of
application program that can be disclosed through the
contactless interface 56 is one, the IC card 10 may
select this application program (the only application
program that can be disclosed through the contactless
interface 56) in response to a request for the
application list from the reader/writer 13 and may
return a selection result to the reader/writer 13. 1In
this case, processing such as an application selection
request following the list request is omitted.

According to the foregoing embodiment, in the
mobile phone terminal used with the IC card like a USIM
being inserted thereto, a contactless IC cared
application selected by a user from the plurality of
contactless IC card applications installed in the IC
card on the mobile phone terminal side alone 1s set to
be responsive with respect to actual contactless
communication. When an access request is received from
the reader/writer 13 in the contactless communication
with such a setting being configured, the IC card 10

notifies the reader/writer 13 of the contactless IC



10

15

20

As a result, since the reader/writer 13 does not receive contactless IC
card applications that are not 5selected by the user as a list, the
contactiess IC card application to be used can be selected from the
contactless IC card applications previously selected by the user through
the mobile phone terminal. That is, a process of selecting the contactless
IC card 10application that is actually utilized by the reader/writer 13 from
the contactless IC card applications selected by the user in advance can

be simplified, gnd the,service provided by ghe gontactiess IG.gard. -

application adapted to the user's request can be rapidly and efficiently

realizegh i 1 aphhe Koeard k0 isdispesed:todhe probilephose terminal 11
including the contactless communication unit 21. The IC card 10 has the

contact inteace 55¢equired toiperforrheomprmication Withithé nodlsifes not
phone 20Lerminal 11 and the contactiess interface 56 used for the

contdctiegs EnfmdrieAtort it éf_p?&ﬁge&%éQﬁSﬁ%fﬁh&@férﬁﬁ?al not
11 tos%effeo(g%%prg?ecﬁg qggg?uglgagoq.gshce,ICCﬁ%rd_c]Oqj%thetsﬁgss IC card

plurality of contactless programs that perform processing using the

contagtipss inferface 56 imadvance, sets ar application pragram that can
execute processing using the contactless interface 56 in the stored

application: c 4pegsrogfams: Ehoesupplies te tesreateriveitet 18 gelected by
response that the set apgllcatlon pro(g# m that can execute th proc%%Sénng 4

usingthe Contactieds tertace 86'4idHe fs aH SVallableAppiication
program,when an-5access request from.the reader/writer 43 Is received

through the contactless interface 56.
application that is actually utilized by the
reader/writer 13 from the contactless IC card
applications selected by the user in advance can be
simplified, and the service provided by the contactless
IC card application adapted to the user’s request can
be rapidly and efficiently realized.

The IC card 10 is disposed to the mobile phone
terminal 11 including the contactless communication
unit 21. The IC card 10 has the contact interface 55
required to perform communication with the mobile phone
terminal 11 and the contactless interface 56 used for
the contactless communication unit 21 provided in the
mobile phone terminal 11 to perform contactless
communication. The IC card 10 stores a plurality of
contactless programs that perform processing using the
contactless interface 56 in advance, sets an
application program that can execute processing using

the contactless interface 56 in the stored application
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According to the IC card 10, the process of selecting the contactiess IC
card application meetingconditions for implementation from the plurality of
10contactless IC card applications can be simplified, thereby rapidly and
efficiently realizing the service provided by the contactiess IC card
application adapted to the user's request. Additional advantages and
modifications will 15readily occur to those' skilled in the art, Therefore, the
invention in its broader aspects is not limited to the specific details and

repres tive_embaodj n and.descrj rein. . rdingly,
vari%gﬁ%ﬁgétio%?ﬁ%%%iggge ?vﬁhgql}? de%aefr[(gljrl%g% roml%}%c%gs%ir%t/ or
scope0fthe genernah inventives eancent es«defined by:tbe appended claims

and their equivalents. MCSLLP - 43 - WHAT IS CLAIMED IS: 1A
portabie electroniccapparatas thatds dispused te aportabis fepminalnterface
device comprising a ; 1 ,
56 alone 1s an available application program when an
access request from the reader/writer 13 is received
through the contactless interface 56.

According to the IC card 10, the process of
selecting the contactless IC card application meeting
conditions for implementation from the plurality of
contactless IC card applications can be simplified,
thereby rapidly and efficiently realizing the service
provided by the contactless IC card application adapted
to the user’s request.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects 1is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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contactless communication unit, the apparatus 5comprising: a first
interface which performs communication with the portable terminal device;

a second interface which performs contactiess communication by using MCSLLP

the =tactless communication 10unit; a storage unit which stores a
plurality of application programs that execute processing in the
contactless communication using the tonfattieSs communication unit
through the second interface; a setting unit which sets an application

program capable of respondirwf}t&anﬁcccefifﬁ%%esf én the contactless
0

communication in the plurality of application programs stored in the
storage unit; and g RrACeSSING uAit QM%@IH‘%@%A'EQH@% pragiam; s
20enabled to respond to the access request in the contactless
commiuricaten by theasetting ainitsalarecrespoahdsiepon seceiving the ng a
access request in the contactless communication through the second
interfaeé.-2ct2 effe apparatusaccordingto tlairm®E fGRREr-EOMprising:
a hoIdinIg unit which holds an application list including setting information
. . CO rising.
|nd|cat|ngpwﬁetjhe? each

a first interface which performs communication

with the portable terminal device;

a second interface which performs contactless
communication by using the contactless communication
unit;

a storage unit which stores a plurality of
application programs that execute processing in the
contactless communication using the contactless
communication unit through the second interface;

a setting unit which sets an application program
capable of responding to an access request in the
contactless communication in the plurality of

application programs stored in the storage unit; and

a processing unit by which the application program

enabled to respond to the access request in the
contactless communication by the setting unit alone

responds upon receiving the access reguest in the

contactless communication through the second interface.

2. The apparatus according to claim 1, further
comprising:
a holding unit which holds an application list

including setting information indicating whether each



MCSUP - 44 - application program stored in the storage unit is capable of
responding to the access request through the second interface,

Wherein the setting unit enables the setting information for a desired
application program in the application list to respond to the access request
through the second interface. 3. The apparatus according to claim 2,
V\r/]hereirr]\ trk:e application list is disabled f‘o‘lré"spond to the access request
through the second interface as an initial value of the setting infarma..i
%Egédiétf’eﬁl\ﬁﬁh BagH ﬁﬁﬂlicsaiifc))ﬁepgroépan%e 348 %aegaepég%tlgsqa%]c?c:) %?ﬁé’ te
5%0%%@5@}0&%8'”686 sgiting unit;sets acmMUpicaton prafoeolwhichd
enables response by the application programs stored in the storage unit,
ande r ftheqrocessing unit has a configuration that the application

programs respond to an access request based on thgﬁcommﬁunication

protoc@liféﬁa%iéd {1 spEAd b)Ih& efing oHi6 alo S5 A Dortable
terminal system comprising a partahl ‘minal devi I
OO A S0, et T poraLIe (el B aammiises:
RRpable plecironic apparatusistestacetto which she pertableglectfonia rough
apparatus is disposed;

the second interface.

MCSLLP

3. The apparatus according to claim 2, wherein the
application list is disabled to respond to the access
request through the second interface as an initial value of
the setting information associated with each application
program.

4. The apparatus according to claim 1, wherein the
setting unit sets a communication protocol which enables a
response by the application programs stored in the storage
unit, and

the processing unit has a configuration that the
application programs respond to an access request based on
the communication protocol enabled to respond Dby the
setting portion alone.

5. A portable terminal system comprising a portable
terminal device and a portable electronic apparatus,

wherein the portable terminal device comprises:

a portable electronic apparatus interface to which the
portable electronic apparatus is disposed;

a control unit which performs data communication
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a control unit which performs data communication MCSLLP - 45 - with the
portable electronic apparatus through the portable electronic apparatus

interface; and a contactless communication unit which is connected with MCSLLP

the portable electronic apparatus through the portable electronic
apparatus interface and performs contactless communication, and the
portable electronic apparatus comprises: aJirstinterface which is
configured to perform communication with a control unit of the portable

1oterpipal devics; a seond interface which Is configured (o achieye .,
connection with the contactless communicati unit; a storage uni

which, stores adlurality- of-application:programs thatperfarm pregessing in
15contactiess communication using the contactless

a contactless communication unit which is
connected with the portable electronic apparatus
through the portable electronic apparatus interface and
performs contactless communication, and

the portable electronic apparatus comprises:

a first interface which is configured to perform
communication with a control unit of the portable
terminal device;

a second interface which is configured to achieve
connection with the contactless communication unit;

a storage unit which stores a plurality of
application programs that perform processing in
contactless communication using the contactless
communication unit through the second interface;

a setting unit which enables an application
program to respond to an access reguest in the
contactless communication in the plurality of
application programs stored in the storage unit; and

a processing unit by which the application program
enabled to respond to the access regquest in the
contactless communication by the setting unit alone
responds upon receiving the access request in the
contactless communication through the second interface.

6. The system according to claim 5, wherein the

portable terminal device further comprises an operation
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communication unit through the second interface; a setting unit which
enables an application program to respond to an access request in the
contactiess communication in the plurality of 20application programs MCSLLP
stored in the storage unit; and a processing unit by which the

application program enabled to respond to the access request in the
contactless communication by the set"t'ing4l.ﬁ1it alone responds upon

receiving the access request in the contactless communication through

the secolncd g]terf%ciedh 6. Tehle system t%ccgﬁdén%to cilgim %Lwhereig tk}]f% o
porta%fé terminal device further comprises an opera%%n MCSLIP 46~

unit bywhicha userselects the application pregram-gnakled to, responditge
the access request through the second interface in the application
prograavsostoredhinethéssterage unitcofthe portablecelectronic appamatus;ed in
5the control unit of the portable terminal device transmits to the portable

electrofifc apparatifs 4 téquest foréndbiing the pplication ProgramPpa 2 tus,
selected by fhe operapion P”Hﬁg fespond o %‘8?&8%%Sere8é‘§%ti‘r@ t’rﬂedevice
n

contactless communication, and 10the setting portion of the portable

electronicapparatuscenableg the-application program-regygstedito de-set
by the portable terminal device to respond to the access request through
the seconekinterfage enabling the application program selected

by the operation unit to respond to the access request
in the contactless communication, and

the setting portion of the portable electronic
apparatus enables the application program regquested to
be set by the portable terminal device to respond to

the access request through the second interface.



