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Provi si ona pI i cation No. 60/230,532, filed Septenber 1, 2000. FIELD CF
THE | NVENTI ON The present invention relates to the field of network traffic
managenent angdMETHED PGS SVSTENOTO PRE-OOMPENE OONFIGURA TRONd net wor k
traffic nmanagenent based n rul es. BACKGROUND OF THE | NVENTION I n

today' s hi ghy INRGRMAKIQRFORARATA COMMINUGARIONSPENICE t o of fer
varying |l evels of service (e.g., Quality-of-Service (QS)) to various
network entities. For exanple, where nultiple network devices (e.g., web

Stati0nSCH@S$RE@ER€ENGET@®ELA’$‘BDABﬂM@NSEtC ) are coupl ed to a
network via a network connecti on device wi tch

r
bri dge), the dbig |3P911Qﬂ§0¥)r@@dﬂ%ﬂéﬁfheé?@m°f a‘8§d Pj?SISE aiu%?ii‘sl’r?éf'%rlﬁﬂ devi ces
may be actors, including a network operator'
cormercrgf))zégjggg’tf?jéd§eﬁégg8{162§%élts i'n which a network nmanager may w sh to
provide differentiated QoS include an office environnent in which nultiple
users nma access a 5|nole connection and, nore pertinently, where renote
of fi ces & I e network resources. A further envi ronment in
whi ch QS di f ?fk%%}\ﬁ_&ﬁ\%?hgﬁ‘}’clggs %%]ﬁgl'dlcﬁ%laﬁvorﬁ%fﬁ@ﬁh)‘i‘agieﬁleﬁd ddai n a
Mul ti - Tenant rise apartnent conpl ex or
condoni ninone cbeuﬁicehyymm h])plmentalgmdﬁcyﬁaeedm&'kﬁtﬁfle mnagm@ané bagetwor k
connection. Further, within a business or MIU environnment, service |evel
agr eementi® S be in pl ace between end users and a network service
provi der that guarantee certain performance |evels. The need to provide
such dlfferentlated serV|ces has become increasingly apparent as the
| at est gBA&IK RINID OFIHE AN Oy Subscri ber Line (DSL)
[rans ["n;; on Lﬁ%ﬁgﬂ Hﬂhﬁ%euéef&e@ BVt 3on RRROSHY Bl didableto Lotk VT

varying levels of service (e.g., Quality-of-Service (QoS)) to various network entities.

For example, where multiple network devices (e.g., web stations, personal computers,
set-top boxes, etc.) are coupled to a network via a network connection device (.g., a
router, switch or bridge), the ability to provide differentiated QoS to such network
devices may be motivated by a number of factors, including a network operator’s
commercial objectives.

Environments in which a network manager may wish to provide differentiated
QoS include an office environment in which multiple users may access a single
connection and, more pertinently, where remote offices of an enterprise share network
resources. A further environment in which QoS differentiation may be particularly
desirable is within a Multi-Tenant Unit (MTU) (e.g., a high-rise apartment complex or
condominium development) where multiple users share a single network connection.

Further, within a business or MTU environment, service level agreements may
be in p]ace'between end users and a network service provider that guarantee certain
performance levels. _

The need to provide such differentiated services has become increasingly
apparent as the latest generation of copper-based Digital Subscriber Line (DSL)
transmission technologies have provided the opportunity to deliver multi-megabit

performance cost effectively to a MTU, remote office, kiosk, utility or retail location.
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performance cost effectively to a MIU, renote office, kiosk, ?Mg@l@"
retail location. -1 0 NOV 2004' WO 02/19132 PCT/ US01/ 27279 SUl *HE

I NVENTI‘QE“A hod to pre-conpile configuration infornmatpcandoen7zas net wor k
connect1on deV| ce includes receiving a rule file defining behavioral
requirements for the network connection device. An operations file,
describing operations supported by a plurality of conponents of the

net wor k connectl on deV| ce |s recel ved. A rule program executable by the
net wor k mm‘w A1 d2Nerated utilizing the rule file and the
operations fi QRS sel ected
fromoperatio meéhuo@'é&p?éego%?ﬁ?{]o%@éﬁﬂggé ?Iffgﬁ%ﬁlozlg%n]f)g%%nt S géﬂn?ﬂﬁmnet wor k
connect i QRvide ichedes reveivifes fudd ﬂmnmg behavioesd m@ﬁﬂmn@(fmbneﬁwﬂbf t he

net wor kK connecti on device in_ acgor with the beha r al ir rrents
defined Ispnnastion dpece.j As opgphiens flg fﬁ? ﬂ%PP‘Fﬁ‘éO"ﬁrSBB%‘H{ diotﬁ’\ﬁeﬂ ng%e
apparent fro $&O M e ahl 8¢ aser i pt| on-
that fol I° 8%%‘%&?%@%@%% %‘—r?q! 13%\8/\%{168 The rpg(gnt i nflentl onis

i Il ust r athgdhdipetwayk m‘nneotmmpieelcand vnnﬂratbd ntitizing the fufe tleandftheyepesdions t he

acconpanyl ng drawi ngs, in which | ref enc S | |l ar elenments
and |m; % ‘ég %Prggm %O%PIB?CBEECW é’QFIé‘ nk P%S?t fi?mﬁ)g&?eﬁlio?s hi gh | evel ,

the oper bydhe MGk Jhkfits SRARGREworRGORKEHH0E devicaToexenpl ary
enbodi rre%{llg&?‘e g e@sea“rﬂllt%‘ij ntion, in the exenplary formof a virtual
machi ne. pEifgmimmce byﬁaeaespeonke @mmﬂamsmlf thesnatraetkrgpaectioradepicaiy depl oynent
of a network. connec devi,ce i.nclu gmachine that accesses
a set of aﬁqoégfg‘fzﬁ“e&'tt %ﬁa’aﬂﬂr@§ ‘ﬂﬂlﬁni‘e gd&?inw%%m{}rua % classification
ydeci sions. Fi @yh& daths of MeGrésesi ingédivnpridiietipparehtifrotethe defoaipasying t he
architecture of an exenplary network traffic manager in the formof a

virtual destingseandrrquitie tmbdéleﬁﬂfﬂﬁlﬁnﬂbaéé?mﬁnrow di ng a concept ual
depiction of the utilization of a packet signhature, extracted from an

i ncom ng packet, to identify a policy to be applied with respect to the
packet. BRIENDESTRIPZION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in the

figures of the accompanying drawings, in which like references indicate similar

elements and in which:

Figure 1 is a block diagram illustrating, at a high level, the operation of a
network traffic manager, according to an exemplary embodiment of the present

invention, in the exemplary form of a virtual machine.

Figure 2 is a block diagram illustrating an exemplary deployment of a network
connection device including the virtual machine that accesses a set of classification

rules utilized to make traffic classification decisions.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine.

Figure 4 is a block diagram providing a conceptual depiction of the utilization
of a packet signature, extracted from an incoming packet, to identify a policy to be

applied with respect to the packet.
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WO 0-2/19132 PCT/US01/ 27279 Figure 5 is a block diagram providihg fy IVLZ@I
details regarding the policy table, according to an exenpl ary enbodi §

of themﬁ;de@%r;?szi nvention. Figure 6 is a flow chart depi c];&ﬂgs(ﬁ,ﬁg?i procal
0

fl-ow, ere transactions 2 and 3 occur as a direct consequence
transaction 1. Figure 7 illustrates the mapping of an ATM physi cal |ayer.
Figure 8 is a flow chart illustrating a nethod, according to an exenpl ary
enbodi ment of the present invention, of inplenenting policy-based network
traffic manadgBigers S isk Yaclediggiam providorgdudhenyleanispegardiaigile polisy tbld.evel

di agrammati c representation of .th ration. of virtual machi ne

conpi | er ,acﬁ%ré‘B’rg?fPﬁB efcgnglﬁrye%li;&ﬂngpﬁ ogﬁﬁ%eminveg °%he present invention,
Figure 10 is a block diagramillustrating a rule program as conceptually
conprising a nunber of rules that are utilized to bind process_ behavior
definitions, Kguneehisarfiow chabdipdingpaeaprasabilovowherntensagipnseandset s of

data, conveni e%%/ {)abel ed r ist%rt]%. 1Fi gure 11 is a flow chart

i |1 ustratdiy 3 AR HEEB ef?f]éanf’o an ‘exenpl ary enbodi nent of the present
invention, to pre-conpile configuration information for a network
connection device. Figure. 12 is a diagrammtic representation of an

exenpl ary depliogunent illusiaesthe snappingtaf @n AINIphesienlilayer. application i s hosted
on each of workstations coupled to a network connection device via a |ocal
area network (LAN) 1.04. Figure 13 diagrammatically represents

cl assi fi cat i OFjiguredssis utfidw ehandillositdiing a imépodtacterdingaoiavedemhplary a packet and
time of day information. 0 NOV 200, WD 02/19132_ PCT/US01/27271 Figure 14 is
a diagra fignanf pf the PaesERHNBAMUOR OTIBRIGIRS IS RONC Y Pased eOXITE i ket s, from
a VNI C C%&aﬁgéen?zﬁﬂ?.l ication, for contribution to an information profile.
Figure 15 1s%a ock diagramillustrating replication of a registry 113 in
each workstation 102 or, in an alternative enbodi nent, nmanagenent of a

registry fr Omﬁ‘gm% B 18 Iarii')]osc rd\faGgg'mn providing a high level diagrammatic representation
of the operation of a virtual machine compiler, according to an exemplary embodiment

of the present invention.

Figure 10 is a block diagram illustrating a rule program as conceptually
comprising a number of rules that are utilized to bind process behavior definitions,
conveniently Jabeled operations, to contextual zed sets of data, conveniently labeled

registers.

Figure 11 is a flow chart illustrating a method, according o an exemplary
embodiment of the present invention, to pre-compile configuration information for a

network connection device.

Figure 12 is a diagrammatic representation of an exemplary deployment
scenario in which a VNIC client application 1s hosted on each of workstations coupled

to a network connection device via a local area network (LAN) 104.

Figure 13 diagrammatically represents classification rules utilizing both a

signature received from a packet and time of day information.
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Figure 16 diagrammatically illustrates the communication of VN C Jdchiys 200!
utilizing a VNIC protocol during a VNIC session, to establish and
contribute to information profiles utilized by a cl asspdjgahi0mmerul e, in

t he ex@’r‘ﬁb?’épfzf ormof a bandwi dth partitioning classification rule. Figure
17 is a diagrammatic representation of a machine in the exenpl ary form of
conput er SyStF@dﬁ’ehﬂh@aﬂﬁgﬁﬁm‘ﬁ@ﬁdi\IMtﬁatlonrmfthme:oirmnmn@hoa0§§16|‘éf§1 f

machi ne-readabl®e instructions, for perform g’%ﬁ‘é{a‘fﬂ{* %%F%g Q)géénst hods

di scussqﬂcmm\fmmmmé@@t?a“%‘f%q_oﬁﬁ o RePROd™and system
to pre-conpile configuration information for a data comrunications device
are described. In the follow ng description, for purposes of explanation,
NUMer ous s IOeCFf%u"re dstigh bibcRdéagsah ilfustrbting mpbrra(tien of @rqglw dé iaeadibor ough .
under st andi ng of the present inventi n. | t WI | ver, to one
ski | | ed waorksthiéon 402 oF, inen AENHHESHRCUHRRALAP ’HERj"g %%1 ﬁrg&g,‘gﬁw t hout
these spgecific detalls Figure 1 is a bl ock d| agramillustrating, at a high

| evel , t ab'b%%”é fon of a network traffic nmanager, according to an

exerrpl ary enbodi nent of the present invention, in the exenplary formof a
virtual machine 10. Specificall Fi Ll ] ust t ual machi ne
10 has been hBiguse 16 %Tﬁ'éﬂﬂﬂﬁ“’!ﬁ/égﬁ‘ﬁtﬂg %th WUIB%“)% conmun catt%ons) devi ce
12 (e. 9. .8 b“’{?gfc Mufihe HORGRT Jessidhl 8o ¥établisBlandeoftiibate1® is shown to
i ncl ude “5‘151“§ss |P§%&%ih§t |aaSSI fies incomng network tr ff| c 16 in
accor dangrnhfidh profidds wilized by siclassification rulgl inthe gxegpplanydeEm 842 a net wor k
owner. Specifically, scﬁ:h i&%cket \#{thin the incom ng network traffic 16 is
cl aSS|f|b@Hd‘B5dﬂlB%m“8P‘é‘§ PPUCAYMN Bt o one of several flow classes 20 and
flow instances 22 by the classification rules 18, the rules 18 defi ni ng

how i ndi vi dual packets should be discrimn ted rom ch ot Nov
2604 WO 02119Fmr@¢1ﬁwdmgrzzﬂm@n¢ﬂe§@ﬁ@@qn§ & B8 %g FAEHR W&%’?‘P ating an
exenpl ar rrent of. 0 \rig® ab]ﬁﬁémdmget he

vi rtual O*QEWB ’P(ft%&Pthé%g@ssc\sf%@hga%émg%@ggf| fi cgtﬁl&on rules 1S utilized
to make ihdAkfibss, Ebragesfohingf Anyrondet thei metbodsKiswissedabaee iy baexetady| es 18
may be as S|nple or as conplex as required to nmake a classification, and
may define a "signature" of a particular type of network traffic in order

to mkeﬁfmﬁﬁﬁmﬁo@f t he purposes of the present |ocation, the

term

A method and system to pre-compile configuration information for a data
communications device are described. In the following description, for purposes of
explanation, numerous specific details are set forth in order to provide a thorough
understanding of the present invention. It will be evident, however, to one skilled in the
art that the present invention may be practiced without these specific details.

Figure 1 is a block diagram illustrating, at high level, the operation of a
network traffic manager, according to an exemplary embodiment of the present
invention, in the exemplary form of a virtual machine 10. Specifically, Figure 1
illustrates the virtual machine 10 has been hosted on a network connection (or data
communications) device 12 (e.g., a bridge, switch or router). The virtual machine 10 is
shown to include a classifier 14 that classifies incoming network traffic 16 in
accordance with a set of classification rules 18 provided by a network owner.
Specifically, each packet within the incoming network traffic 16 is classified by the
classifier 14 into one of several flow classes 20 and flow instances 22 by the

classification rules 18, the rules 18 defining how individual packets should be

discriminated from each other.
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"signature" shall be taken to the information pertaining to netw@rg NOV 2004
traffic, whether extracted fromthe network traffic itself or not, that

the uti characterize or classify network traffi t he
exenpl a \&b%ggpllggymant shown in Figure 2, the virtual 5) Fﬁﬁg)ygzﬁg shown to

receive network traffic froma nunber of 10baseT netvvork connections via a
number of i ng¥psfre ik hWidck didgeirh ARGSrafidg alnatniarg depldyment dssidiwegk net wor k

traffic via a nunber of eg‘ress virtual Iinterfaces 26 to an ATM or ADSL
net wor k eermeetien davice 12 inaldingrbeivismat maghiee 10 thetageesspt f9tQ€es 24 and 26 may

constit uEl%ss?f&?%ﬁ ﬁ&l@!ﬁ lgﬂflflze%r{gllﬁ)a?(ugﬁayﬂé %1&’& 108{?31?5%15101{!&% traffic

ent eri ng-one i Ngress vir aces 'S operationally

cl assi f i eldssifycatiog rivies 1 8 adayibe ab sinepld Or asdompley geqiiredeb asdkefa cation rul es
18. A packet, frame or cell is then routed, svmtched or bridged to an
appr opr | Sawificgtiensangdimaydifine 3 'sisnalue” 8 a PaEicylar ityns Pf pytwark @i fication

rules 18 G0l SNl hRYRE e pRBBLRIS (PpeRS: [RHIGH aRakygen Vi rtua

i nterfaces baged on cri a such 'as a sourcé or destination
| nt er net "sRmatupe tdhall IbE)talmldo ﬂmsinfdrmmm pértmng/tcmetwoﬂsrafﬁnmwh@rocol type.
nterface with

If the egress virtyal inter s an, AT, [t
mul tipl e‘g‘\'}@@? ’E%ﬂl?'i ﬁq?‘lf?gﬁ‘?ﬂt C?E'G’%batd \\‘/'éafzggtt%c%ﬁ‘ﬁfﬁwéa%f qual i ty-

of - - ser vjy éﬁﬁg h%ﬁ%d vgmslﬂuﬁg;& bepahsntsiowh $ FiRRE 2p@eket, as will

be descrlﬁﬁtpl n urther tai P]ngﬁy 9[mgrﬁer-s rarrié‘;gl rrageibe swi t ched

bet ween viftnalunichinet HY fsabewn Eireceine neieyonk trhﬁﬁz:lfngn saiumber efntPbdesskt i nati on MAC
and encapsul ation e egress

3??[ 3ZIserfSeF|‘f’%tﬁ‘fcé’38 “F Y2 ?Hgaegﬁ VFHF’Z ‘3@% %é‘iﬁdtt%gutpw rtual machine

1.0 may gakgek n@t\%}'ﬁﬁﬁﬁﬁc viAasRehHRR of BrPedsattidl enteices 36€6 bt AGWber the
particular layer-2 flow. In_one enbodi nent, the network connection device

12 may baDSbaeewprlsonnastigh Feoresmhadiacntohe yirgiabgienfacan 24 nn%%ﬁwt s

dual e ToEyE

p?gce:gchgm&ejaeaﬁé %@%QWMVIgg{llgﬁar%&tl ng @ﬁ&?‘gﬂ%ﬁhg bl ock di agram
provi di nggressrdinesl idetfacds24ab opéretiamatliyicl asifiad bydfe \anualenaﬂmimwy net wor k
traff t. J‘ f Th -5 113 0
NOV 200, SBEP BN elFeseRerPuREs 157 ARS KB oL el e ER LAY or

enbodi Mgpaged & ﬁ%ﬁ&té B&kidgrohatktetrie 14, assdfinc@hyie claisdicutioabel er 15.
Deal i ng fll rit; Wi th cl'assifier 1.4, as described above, the classifier 14
ies

For example, at layer-3, packets may be routed between virtual interfaces 24 and
26 based on criteria such as a source or destination Internet Protocol (IP) address, type
of service bits, and protocol type. If the egress virtual interface 26 is an ATM virtual
interface with multiple VCCs, the virtual machine 10 may operate to compute a quality-

) of-service-based label with which to forward the relevant packet, as will be described in

farther detail below. At layer-2, frames may be switched between virtual interfaces 24
and 26 utilizing source and destination MAC addresses, frame type, and encapsulation
arrangement. If the egress virtnal interface 26 is an ATM virtual interface, then the
virtual machine 10 may select a channel, based on QoS requirements specified for the
particular layer-2 flow. In one embodiment, the network connection device 12 may be
based on a high performance ISE processor which supports dual-switched 10baseT
Ethernet ports, a 8Mibps ADS modem, ATM SAR processing, Ethemet bridging and IP
routing.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine 10. The virtual
-5-



operates to classify a packet, for exanple, into one of several ﬁg\NNOV 200
cl asses and flow instances. To this end, the classifier 14 extracts from
each p q%ngyﬁi gnature, which is then parsed into twopgdrasineiz7di el ds,
nanel yq? ) a flow class discrimnator (FCD), which defines the class of
the flow to which the packet belongs, and (2) a flow instance

di scri mi pachine (1D) in thiexdmplakyrembiodasent.ds shiventd inslude bethghe elassifigr idw cl ass

t he packet | onQs. I N. eral, the flow class i.s.utli ecify
tranoim s SHOR OB 3] DeAUB B eI AP b e o a7y
adm ssi 0gnGafk EP¢lassifydiabket, fok lakla'iﬁdﬁlé,tiﬁ@ drl'oF Qe vhra dlost Elasseh a5d Dawed
processes that may bé i npl enented autononously. The first rul es-based

process imstanhes. Tt dnde theickassifieobeedracsdram eadupasietdenaysswhichds 14, as -

di scussed above..l.n one. i, EN | . ] e

confi gur &‘SP &aGFd iR é‘”%?ﬁ%ﬁ%ﬁ%@%@@a%@@ %? Sé#%@é@%ﬁ%@%l‘?m%o
further gaRs1RAG84 IHRCRSS ESwhlch tRepdchertrlonds] AridA2hg floweinsthhaest r at ed event
managenent rules 17 and | abel managenent rul es 19. The _event nmnagenent

rul es 17diseminatasdFINawhishridentifies fewhich ipgtgnceiof thah ow alagithapacketye
o L LD ! iy ] o ;O f
whi ch® sBeletts, db 6, IR Qkats LA FREAERSonl BB TR N9 B

Wi th evefbwimhageientlized 16 opgeify adméssimntconrahagenent rule 17 is associ at ed
with significant events in the |ife cycle of a flow class, 20. Exanples of

such rul es anBigawyeaddusiiates thrse fisergtegaleshassd proptssesthatipy be | Event

Managene. t-ﬁye\?@rg S i ceat ed,

OnDel et e é%ﬂ%ﬁ%%@og%éﬁsﬁf a O\t/vﬂlllés!; gf%ﬁﬁe&%%sﬁsﬁﬂg&%??ﬁct When a new
© )i nst ancepetfoimed by thedassifiee 14 onsfdisonssed @Ghave. darwiedrdoidimemithen t he aver age

data rate rises abqve the configured thgeshol T, hodl eWen the
aver age datsyicayprryles }émﬁépﬁﬁﬁ'ﬁgﬁjﬁﬁﬁ %E&Eﬂp%rﬁéé‘é’% gﬁ%ﬁﬁpﬁg’g%go!nent

rul es 17 sxaqpRawh fiurthéLldshaséd fg&&estsém@ pedonesd hahayd e ibfstratcdevert wor k-
connection device 1.2 in support of adm ssion _control policies, and to

i npl enermanggemont tulasd 7seH datlebmapsgereghaiesel 3. oTheavsnt BenassEEn BN
PI Ot 001 5 (s BYBLorn L 5 A6 U bt el ooz DY € he

| abel er mvo
compiled virtual machine rules, the compiling of which is further described in this

document. Dealing more specifically with event management, a compiled event
management rule 17 is associated with significant events in the life cycle of a flow class

20. Examples of such rules and events are provided below in Table 1:

Table 1
) Event Management Rule | Event
OnCreate ‘When a new instance of a flow is created,
OnDelete When an instance of a flow is deleted,
OnResourceConflict When a new instance causes a resource conflict,
OnThresholdPositive When the average data rate rises above the
configured threshold,
OnThreshodINegative When the average data rate falls below a configured
threshold.

Event management rules 17 may be utilized to tailor fine-grained behavior of
the network connection device 12 in support of admission control policies, and to
implement appropriate behavior in response to resource reservation protocols {e.g.,

RSVP). The label management rules 19 are utilized by the labeler 15 to invoke, and
-6-



3 0 NOV 2004 WO 02/19132 PCT/USO1/ 27279 respond to, peer-to-peen §aiel 2004
exchange protocols (e.g., LDP). This allows dynam c bondi ng of | abel
spaces W@ oofas between adj acent network devices. A furp@giseizgwssi on
regardi ng an exenplary "signature” is now provided. Figure 4 is a further
bl ock di agram providing a conceptual depiction of the utilization of a
packet sregpatditogpedi-fo-poetr dabet exthhngerpraiocol dogi hPR dtkieallows dynemicient i fy a
policy to Jbe li,ed with respect to..the relevant .packet 29. The signature
51 15 s pRrudimed 1RGP SHSSS (9 ol paen ecP i S i rmy compr i se any

combi nation of fhitkdrdfscafibiPlegatalia i dxBinlary hegiaelcets W prbbRiedi gnat ure 31

is utilized as a tag to performa |ookup within a policy table (e.g., a
NM 30 tBighredisa ﬁmggn blogk diggramapraviding deonchptualdepicsion op thedilization The

policy ,.as illustrated i Lgqure .4 eci f ri VI araneters
B2 Tn vnpogensigrdbye Shaaralel O fatcoRfRaatRer 2 o Eh BOAR B2 SO AT
traffic B@dp?ﬁ@d’fﬁﬂh,res do WcSreRvantipackbt 20, dhe AbMatur@B T isespotifiedbymet nodul e
34 that applies the spg?vi ce paranpéters 32 to-%‘grious f[povvs outputted via

one or rabassifisatiensmrles 18 and mpy cemprgscany Zembinpgion ©f figjsis andfop data ithin: o

ar amret eGl . A-Gent ai | ' - AV -a.hi gh S,
P Lo annt Rikel R, PRESklaturk 43 s Bifhio8 ot i Beploiml BBt hoyiey 1 97, O
29 i s utthble zegd, HMIB)B0ed Reaicla @ilicy dorthandiidd ef thatrelatant pirdet 20aCRet 29 from

other dissimlar packets. As stated above, sequences of ckets (or other
net wor k ROHEY Fiay, asrflpsinatesein Higere 4; sPerdy SAREUSIYHSE B?féﬂl&?ﬁéf f%hﬁéﬁe "flows". A

flowis i 1 AL | A I W Z@S a packet
29 bear ieﬁgﬁ@%ﬁ %Pgﬁig@ﬁtté Iﬁ%ﬂég%%éf%ﬁgfe%? slgeisa?BZ@UAn?l tr%f?]ig ngdﬁlg%élg’f time
3 bet ween apdategirevided tear ATY! tréfficirhasigementingodhie B4 thex ep@itts the somvicd cul ar

amount of tine .0.,.a fJow s Interval Tinmeout). The vjrtual hi ne 10
does  noPHAREs 341§ visidha Slob SgE i gina s s i Yralleefiees b Fo

exanpl e Fok Bxa‘iﬂgﬂe,ctﬁé'ﬁﬁ'ﬁce hiathefdr B2 trdy Rpectfy thit £EFRN B6w ISprovided heth
destination | P address 01P a packet 29. In another context, the signature 31

may compighs@o8 Hehidreanothesflovnis Provadrs wik 19y 9Sa source MAC address. The
nost appropri . Si ' . ol ' | I n
concer hr - and THecignRhESH B pptiel Bsstblicl KGN 1) fo BCRAGHETR. 7000 o
det er m packeh29 fognetherr dissihilaf pak@ac Retstadd dbpve sseghemmts ofjpaskets &wsi fi cat i on
rule 18. .In one enbodi ment, a classification rule 1S ._, Li a. Bool ean
expr essPHST PWBFW#&%%%WHBS & @’P SRINE SigRaAlLs atetenrd ﬁﬁ% e'diﬁiqvbw

said to be instantiated when the classifier 14 recognizes a packet 29 bearing the flow’s

signature, and persists until the amount of time between packets 29 bearing the flow’s
/si gnature exceeds a particular amount of time (e.g., a flow’s Interval Timeout).

The virtual machine 10 does not impose any structure on a signature 31 or a
packet 29. For example, in one context, the signature 31 may comprise merely the
destination IP address of a packet 29. In another context, the signature 31 may
comprise the destination IP address plus a source MAC address. The most appropriate
signature 31 for any given context is an engineering concern, and determined by the
given context. |

The classifier 14 operates to determine the signature 31 of a packet 29 by
evaluating a classification rule 18. In one embodiment, a classification rule 18
comprises a Boolean expression involving one or more of the packet fields listed below

in Table 2:
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incoming packet (e.g. in the case of MPLS, 802.1q etc).

In addition,l an ingress virtual interface 24 may also be considered an implicit
part of a packet signature 31.

Figure 5 is a block diagram providing further details regarding the policy table
30, according to an exemplary embodiment of the present invention. The classifier 14,
as described above, is configured by making associations between tags (e.g., the flow
class discriminators (FCDs)) and their corresponding policies (flow classes) in thg
policy table 30. In one embodiment, each entry within the policy table 30 is a set of
data items, amongst which are specified the fields of the packet signatures 31 to be
utilized for classification. Each field (except SMA and DMA) may be given a value |
and a mask. The SMA and DMA fields each have a value, but no mask associated
therewith. Upon receipt of a packet 29, the classifier 14 searches the policy table 30 for
an entry that maiches the signgture 31 of the packet 29. To locate such a match, in one
embodiment, the classifier 14 first masks the packet signature 31 with a FCD mask, and
then compares it to the FCD value. If the match is successful, the packet 29 is processed
as a member of a corresponding flow class. The entries in the policy table 30 may be
ordered such that the best match is found first.

Figure 5 also illustrates a flow class table 36. Once a packet 29 has been
classified as a particular flow class, it is processed according to the specification in the
flow class table 36. Accordingly, the flow class table 36 should be seen as an

exemplary implementation of the policies discussed above with reference to Figure 4.
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enbodi nent, the classifier 14 first masks the packet signature 3]3 \% NAVa2004
FCD mask, and then conpares it to the FCD value. If the match is

succes I packet 29 is processed as a nenber ding fl ow
Wzt 62 | BT RAERA,

cl ass. es in the policy table 30 may be order suc t the
best match is found first. Figure 5 also illustrates a flow class table 36.

Once a pagksterdSodidsnBR TovetlasStable 86 198 sehubidel dfiattiterhd MW ddtéBtne it 1S
processed according to the specification in the flow class table 36.

Accor di n@bythqmevmnbﬂwwalébehaasr e 36 should be seen as an exerrpl ary

0" Nov 200, vt biefiBe; HERIE S5UGIE SR MM Gucc bl BF FRE el PLCS

t abl e 36 (i)snans&ideslesonficld A2y ah iisianct tiate- diﬁtﬁerdﬂm mhdwinstaatavant 1 ow
wi Il behave. I n one enbodi nent, the flow class table 36 includes a nunber

of fiel dﬁeldnﬁ‘ﬂﬁltsﬂﬂsm(tf?dwmfrﬁ%lﬂn@él a(@) seimspca ﬂ@lwdﬂe](lZ) an instance
time-out fiel ?gﬁ fn%%an@e ggfg& dBiS#l@%Fd?Iﬁ?e | nsg)ecff‘é}. vﬁucfl’;rﬁé]és%fta code poi nt

field, and a reC|proca tance selector field of the
cl ass t akipgande 3pdai fatles 208haldbeatitizedto distingnighdetreen3stafcenopataet 29

hould b til d to dist h be f f |
P hore T colaB: e e 80 HB1DER BHICKLERFIRed SIS e e pealbeicketh28*S |
packet s agssﬁfédﬁ\ﬁﬁmﬁ et elpbv bt elbvl Bﬁs{]ﬁk%ﬁ’é}&e&d %éi&r?g?lﬁ% & e eahsi dered as

bel onging to the sanme i1 nstance. e instance tine-out field specifies the
| ongest instamee: packet gap that instances wthin a part i cular flow may
exhibit. If t ackets 29 o ther rt than this

) | t f
i nt er - packet NSIARER Hge-Qu ?19.38%‘? i % %e?tﬁmﬁf i’?ceﬁﬁgﬁ%eﬁ%ﬁtslpﬁﬁ%c& For
-y exanpl e, wﬁﬁmsmmzdl.ﬂ flaugﬁ%?cﬂlubithﬂ’ tib FRCHRE! 2006 thé Rae¥ant Sbwaiellonggond " A"

packets in flowclass 1 is shown to exceed the instance tine-out. The
maxi mum 4pagittkancibis lﬂreémpl@pean theycare pensidexediorhern difésrentnnstangsst Bofeous

st anC s o DR iy d £ thd Ak bERRB i iy LRy ACpitiEhGy val e 1S

set to crea stance will be
di scar deflbw tlassl isrshbivhco Bﬁdeb&tltemaﬂahmmhs-ono create too many instances of a

o e OB b eSS e A R Sl ™
;ghg 3: 'Orqﬂsc%lrcg@ 8P bartib@RAHbR thA QYR eRiRE. hn'thik Feldihe V@5 B t@ank.eh The
packet 29 that attempts to create a “N+1” instance will be discarded. If a traffic pattern
attempts to create too many instances of a flow, the classifier 14 may generate a
resource conflict.
The transmit code point field, if specified, includes a value that will become a
so-called transmit “behavior code point” for an outgoing packet. The behavior code
) point is a value that indicates how the virtual machine 10 should forward a flow (i.e.,' it
specifies algorithms that will be used to queue and forward the packet, etc.). Packet
forwarding processing is protocol specific, so the behavior code point is a
normalization of the semantics associated with packet forwarding. Once a forwarding
decision is made in a packet, an egress virtual interface 26 will map this value into it’s
own pier-to-pier protocol proprietary transmission.
Regarding the reciprocal flow field, a flow can be configured to identify its
reciprocal flow (i.e., any traffic in a reverse direction of the flow, which is generated as
a result of that flow). This is depicted in Figure 6, where transactions 2 and 3 occur as
a direct conseguence of transaction 1. If a virtua] interface is not configured to bind it’s

reciprocal flow, the virtual machine 10 may identify transaction 2 and 3 as two flows
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point is a value that indicates how the virtual nmachine 10 shoul § § oN@%r2i0&
flow (i.e., it specifies algorithnms that will be used to queue and forward
the packet, etc.). Packet forwarding processing is pr ific, so
the beW@YP8#13¢ode point is a normalization of the sengtﬁt?ﬁ%gl@g?gci at ed

w th packet forwarding. Once a forwarding decision is made in a packet, an
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configufed to bind it's reciprocal flow, the yirtyal hj ne, 10 may

i dentify traBodtingess andagress %U@meﬂaf@a@“ﬁgdéﬁerq\ﬁgﬁ%%gi’c G841 9132 CT
PCT/ US01/.27279 A, L ow wi t : & filowwith a flow
of 2 palketE 8%5% fg“:gf\ﬁ?'hg' @e%%ﬂéplrﬁéq’g¥ac§qﬁtgﬂgon iag ed to bind its

reci pr ogadcripliovof k pRysidal intedface/mhich hitled hevdetdilsrof emgmidelyjngst a single flow
(e.g., an ABflowwth a count of 3 gackets)b. Bot h inglresstﬁ?rid egress
Ui

vi rt ual viuftipexingeopexagnie. 28 Ak Rbygieql Jajeg may bs Fapaed2s Pef erence to

Fi gure @8{“ I B one enbodi ment, a virtual interface is a logical description
of a ph &8 i nterface, which hides the details of any under|ying
mul ti pl exi ngWiesrthe xitgal mackine N Mviithes iaqpatket &y e egress viduahupgpdareatd,
illustrated in Figure 7. en the virtual machine 10 .sw{che Jpacket to
an_egr eths flav ¢lasy 1o Whigh f@gﬁ‘\éﬂﬁﬁftpﬁ #’?189\350?8%@3? %ﬁﬁﬁlﬁ“&‘ﬁ%i?é’%@(gvant packet
) bel Ongsthgrb%gz'ng@fc&le oAt ichise@4BoRY, Wihick Speciit® thehashassigiode poi nt
"~ di scussed above), Ich specifies the transm ssion requirenments of the
r el evanteqfirements af the rElzvantflaw class. Engleviftaalaniesfaes is greated te SURRPLR t a

specific network topol.ogy, gnd tao. [ fefhaftnd from
The: ext SieRlle TehmpgPRISEY anftey iy RO b I bR B spREKE ke hafiTC 11O

conf i gUiEvbAN SpbcEallych yitiabinterfiod éridlydes gomfwsitia toisat the typeef (e. g.

Et hernet, VDSL, ADSL, etc.), assign avq)ré' v% . .
underlying physical interface (e.g.; Ethérnet, L, SL, etc.), assign a driver
instance (i.e., the realization of the physical layer), assign the label space of the physical
layer that the virtual interface can use, set the type of virtual interface (e.g., Ethernet,
RFC1483, PPPoverL2TP, etc.), enable disable DHCP, assign a MAC address, assign an

IP address and subnet mask (when routing), enable and disable IP multicasting, enable

and disable broadcasting to other virtual interfaces of a particular type, enable and
disable Network Address Translation, and enable and disable Spanning Tree and set
-) state (e.g., blocking, listening, forwarding, etc.) priority and cost.

In addition, a virtual interface, in one embodiment, contains the following
information: received unicast bytes and packets, received multicast bytes and packets,
received broadcast bytes and packets, receiver discarded bytes and packets, transmitted
bytes and packets, and transmitter discarded bytes and packets.

Figure 8 is a flow chart illustrating a method 40, according to an exemplary
embodiment of the present invention, of implementing policy-based network traffic .
management. The method 40 commences at block 42, with the establishment of service
policies (e.g., specified within the policy and/or flow class tables 30 and 36). These

policies may be defined by uploading and/or defining multiple rules (e.g., classification
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service &gl 'éﬁi e 38e. g., specified within the policy and/or flow cl ass
tabl es 38%5H §%§ These policies may be defined by upl oadi ng and/ or
defini ng nmul tTR) Rrikdat (ahd frocessimy pidckes (e0s), thd Medtifildiod @D 'an WINI2/ 19132

PCT/i1S01/ 27279 rul es, 18, event managenent rul_gs 17, aﬁd | abel managenent
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at bl ockacéérdird tolthopddiodByiatah egesgiatialiaterfase 2esThe ethodBOven for the packet
29 is determ ned. At géock 50, a policy to be applied in processing of the
packet Joropigates gk 2&q py utilizing the signature to performa | ookup on
the policy and/or flow class tables 30 and 36. The forwardi ng (and
processing) pro e.g., the identification of an ATM channel), and
ser vi ce ThevirtupbMaghine (e eéSpecified by the identified policy are then
determ ned at,,block 52. .At block r AL I's then
transmtted, Mg%%éﬁgprﬁ(gdetv&ce? ﬁ%%%qéégfm\%bgpgﬁ%@%gs Vi r?‘ﬁ%ﬁ i nterface 26.
The net kabcotpdnkeR (e.ks TP FRF, ATM] etbl),aabh b6which has individual characteristics

and parameters. The correct operation of the network devices depends on the correct

configuration of component parameters of these subcomponents, or of the network
architecture.

Component patameters are often dependent on each other, and may be mutually
exclusive. Correct configuration of a network device requires careful consideration of
these dependencies. Network management devices typically allow for the setting of
individual component parameters, but do not enforce a net result of a series of discrete
configuration operations. This may be due to the large amount of resources required in
both the managing and managed devices to perform such a task. The above problem of
configuring component parameters, which may be dependent upon each other, is
becoming more prevalent as network devices are becoming smaller, more numerous,
more functional, low cost, and more mission critical. Specifically, network devices are
being increasingly deployed (some in mission critical applications), and network
administration is becoming an increasing expense for organizations. The volume
deployment of broadband services is contributing towards the exasperation of the

above-identified problem.
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network device. In one embodiment, these behavioral requirements may be specified as

a textual representation in the form of a decision tree.
The virtnal machine compiler 60 utilizes the operations file 62 and the rule file

64 to compile a rule program 66, which in one embodiment comprises a binary object
including a sequence of instructions suitable for the virtnal machine 10, discussed
above. The rule program 66 comprises a set of operations, selected from operations
supported by components of the network connection device 12, for performance by the
respective components of the network connection device in accordance with the
behavioral requirements defined by the rule file 64. In one embodiment, the rule
program 66 may embody a number of sequences, these sequences constituting the
classification rules 18, the event management rules 17 and the label management rujes
19 discussed above with reference to Figure 3.

T'he virtual machine compiler 60 is accordingly used to defme the behavior of a
virtual machine 10 in a secure and performance-oriented manner by loading the rule
program 66 into the key locations of the virtual machine 10.

The virtual machine compiler 60, in one embodiment, presents a model to a Tule

designer that consists of a number of abstract data processes and contexts, as illustrated
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features Figure 9 is a block diagramproviding a high |evel diag W
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connect i:pay leksed 210880 RitBRNBhioksHs @6 whichoa RIETHE a9 be 28@ekRH. OaspONent s,
a rule program 66 is written and tested, it may completely describe the behavior of 2
network connection device 12.

Dealing more specifically with the rule program 66, a rule program 66 may, in
one embodiment, comprise a formal, compiled set of operations that is checked for
consistency before being submitted to a network connection device 12. Discrete
management operations (€.g., SNMP sets for such checks) are mutually exclusive, and
may result in an inoperable network connection device 12 in the absence of such a
consistency check.

To this end, a rule 68 is authenticated by its author, and checked by the network
connection device 12 before execution. This provides security at a functional level,
whereas security at a protocol level (e.g., SNMP) only authenticates access to the
system, not the result of any operations performed.

The rule program 66 is furthermore compiled and loaded into a network
connection device 12 independent of any run-time management protocol, and in this
way so-called “unmanaged” systems can be configured which retain the ability to be

characterized.
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the overall process and context for a network connection device &UWHQV 2004
simlarly viewed as constituting a nunber of correspondi ng conponents. As

i1l ust 5‘2‘?1 Lp Figure 10, each c
_ 9555} g 10, onponent (e.g., the TCh@modiared7sor an ATM
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such as a data plane or the management plane) can operate, via a rule 68
cl ass on a nepuifereis i Agule posmG67Qcompiled; it exesutes relatiysineflicicRdy t oget her

itself as nultiple processes. Foy ex | e [
oper at i omél TwEHSB TGS BRCES P B0 b dlp 4E RIS shiT Ry PLOCCSS. A
rule 68 Oﬂpi)ﬁ(ga%ﬁ!aﬁa? 158t 3% iREd fo &¥RRidhiaCoall Bh@siodr &3y, pakit filteriagdnd ont ext

75, an he vi rtual machine conpiler 60 operates to Insure that all
corrponerﬁscﬂlcgmdnﬂgnenm)landsomwnﬁohai confipuetion managrmende gy SSLHHPPhl e with -
o

that decl aration. A ok 74 may .be regarde I ' 1 Lah
uhi ch o I ddressson s o ity e apnesn gopf o pRaAMAA bufbaulintheie B e 208 L0
tested, dftm glbﬁ%‘?bﬁfeﬁﬂ Hal@n el ‘Agsidles” behauithentiohting ankdritprandconnection -

device 1 ) I 'ng” nmor e specifically with the rule program66, a rule
pr ogr am diribegd in thedmevdedgedhatshwill odlypracyle on apphicaltie SYSEMS: | ed set of

oper L onS R LSRG 0P RGBSR BRI e (0 2

net wor k conn nmanagenent operations (e.g., SNW

sets fo rqowsé‘%&b%hs )AsAleScriBEd vy, thxspertions froarwhichyhe mieprogiam 6
I noper abl e network connection device 12 in the absence of such a

cogsi rs]t éEbgilt?mecﬁntaimdﬁmﬂ@@ﬁmﬁoasﬁlﬂfé’—- 68 is authenticated by its author,
and checke t he ect d - : -
d%? F§ergﬂ%ﬁe %Qgﬁf{f HE vk V\%@clﬁ@e RehRy e txendown. This

| provi des sec ctron: evel, ereas security at afprot ocol
ylevel (an a ndPhbdPlof diskcietanidentseabit esfraare paus, tamedeomppsersneadhorl the resul t

and | acHach hSaEeRUTBHR 6 ARGELi IR 60 Fiab o8 PRABISIRRRETD any T un. (i me
oSS B Lk pnt ol g by et sy, 207 b
02/ 1913 2ndETk d6@ M2 T4l Teachine 10, which has a defined set of components. The vutua?

machine 10 described by a product model is only capable of executing the operations of

its constituent components. Each compenent is assigned a global identity, and has its

own operations namespace. At run time, the implementation of each component

registers its operation with the virtual machine compiler 60. When a new rule is

introduced into a network connection device 12 (e.g., via a network management or

from memory), the virtual machine compiler 60 checks for consistency between a new

rule and its registered implementation. An assigned identifier between 1and 1216 —1

may identify components.

Referring again to Figure 10, rules 68 in the rule program 66 are associated

with abstract entities created by the virtual machine 10. These abstract entities are

defined in terms of their behavior and their data. A particular process 73 uniquely

identifies a particular behavior, and a context 75 uniquely identifies a particular data

environment. A process 73 and a context 75 required for correct operation of a rule

program 66 are coded into an instruction sequence of the relevant rule program 66. The

virtual machine 10 checks that the registered implementations suppbrts the same

process 73 and context 75 as required by a specific rule 68. The grammar of an

exemplary operations file 62 is provided below:
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Furthernore, as a rule program66 is conpiled, it executes rel at'Bv&INUV 2004
efficiently and quickly froma processing standpoint. This allows the

benefit of a consistent approach and tool-set to be us /;Ugﬂ k e
dat a- pa¥H 2N or (e.g., packet filtering and policy configuration) and
conventional configuration nmanagenent (e.g., assignnent of |P addresses,

etc.). FunbBfjfigmre, a rule program 66, in one exenplary enbodinent, is a
conpi | ed% apé>obj ect that. can,Remasshiped” by an authenticating
authority, an i

di stributed Iébééj%%ﬁn%?&mf that it will only execute on
Gbudcile

appli ;:_abl e fs_yisteg;. AI }‘urther%é)mg)P Sgn ex_egpljar% enbo?ihrrent of an
operations file Wi now escri bed above, e
oper at i ongdnt&ADsaRiohde :1=U! (BCONIFRAM ontexsident> ="acentextaivaibese)+ n t he
oy be br-aNeraBRAETAND o nUdDLPCER SO BRrEeoENa T e OIS ey 6
parts, ternmed conponents, eaciPTOESSSFREBAas as section within the
oper at | ons (LLecBEHRA desCrigheshieh HeToBhi-0No <haUERRRLES) BYENIS

: p

respecti vé componen roduct nodel nay be viewed as a specific instance
of a virt<ampmehiDeelaifio w ¢TMMBONENT| waenpoaentdenta npoReMMROIC e vi rt ual
machi ne X>descri bed by a pratmbernodel is only capabl e of executing the
operations of its constitueni<ugeDgdaratidrs- (<bpertiadgpimatiin>)sHassi gned a

gl obal identity, and has its_ ,operations gespace, . At ntinme, the

i npl enent<dtsEBRCIaTatERT 1 cor‘r‘|:?oné1(r?'ﬁ\£Ig r%@?@?’éi%?m?t s’ cﬁSE’F FFigRat *;Jh t he virtual
machi ne cuRliRTRGiaradiBRD :2 NRPeratbS tipe> dniichRitCREnt-Ntfandiond tas K

connection“device 12 (e.qg., V:'s%n uRs! werdoRaRgesent or  from nmenory), the
virtual machine conpiler 60 checks for consistency between a new rule and

“its regi shereed i npl enentation. An assigned identifier between 1 and 1216 --

1 i dent j f ts, 1 ' | 68 inth
may 1 den |Igéms‘>0rmonen Sis a fvﬁﬁtﬁl’;ﬁ{? %ﬁ%&%ﬁg%@ga%%§%§ thlen e

b
rul e progrﬁﬂ!i] are associ gt n.
virtual machine 10. These g‘@@t f%% er%ﬁ’i iesare fined in terns of their
behavi or aafliehBei r data. Aispaytvalididentiferocess 73 uniquely identifies a
particul ar behavi

Qr,, and a.context, 75 .uniguely i . fles a particular data
envi ronrrenf‘?"%e’btr‘gE@%’s 73 ¥d ?%Bﬁ‘@%ﬂﬁ%?gq F(raggyf"](;)t%ﬁcorrect oper ati on
of a rul e <psREHainfierar e RaEednimba>arhitinistthe gibbaconeytidenay of thehe
rel evant rule program 66. Jdfexthbidedakomeahidea>10 checks that the
regi stered i npl engntations_supports the sa ro%ess 73 and context 75 as
required byPreceseigertre rul B the<idepe ‘@?‘&Prfﬁa‘ggaf“%ﬁﬁ AEMS ary operations
file 62 i s proavisdfdniiel OW is the <number> which is the global process identity of the

process <process-ident>
<hook-ident> is the <ident> which is the name of a hook within a process.

<hook-number> is the <number> which is the process scoped identity of the
hook <hock-ident>

<component-ident>  is the <ident> which is the name of a component

<component-number> is the <number> which is the global identity of the
component <component-ident>

<mnemonic-ident>  is the <ident> which is the operation’s mnemonic.

<function-ident> is the <ident> which is the name of the C function which
implements the operation.

<signature> is the signature of the operation as described below.

<op-number> is the <number> which is the operation's identity which

forms the low-order 16-bits of the 32-bit GOP.
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-14 0 NOV 2004 WO 02/19132 <vopFile> <vopFile> <contextDccl arati %nUSﬂUV 200

<pr0([:):s|sDecI arations> <processSchema> <conponentDecl aratio ns>

<useDecl arati on> PC T/ US01/ 27279 <cont ext Decl arati ons>

<pr oce¥@M2P!3t ati ons> <conponent Decl aration s (" CONT MOt ext - i dent >

<Br0<contSe>r§t - nunber EE)E%:L&;( "PROCESS" <process-ident> "=" <process-nunber>

SProcess Scheghal ot e RR K A Rb Apoent TGO dheERemplary: " END'
COMPONENT" L5 onent-1 doeér?{> B‘jp <corrp8nent- 2’unber> (<EseDecI aration>

( <oper atinpsdiRehe batdeclae)l-hs prie of thEESpescont ext -i dent > ("," <cont ext-i dent >) *

<oper ationDecl aration> ::= <operation-type> <menoni c-i dent >
<function-ident> <signature> "=" <op-nunber> where: <number> <ident>
<cont ext -Lgbecp&n%n_ <cont.ext»Quifeay™ <process-ident> <process-nunber>
type>
[ "PREDICATE"
| "MONITOR"
where:
ACTION is an operation which attempts to changes the state of the

system and if successful will PASS, otherwise will FAIL. An
action is assured not to change the state of the system when it

fails.

PREDICATE is an operation which tests the state of the systeﬁl. If the test
is true the operation will PASS. If the test is false the
operation will FAIL.

MONITOR is an operation which may or may not change the state of the

system and can neither PASS nor FAIL.

Operationally, the virtual machine compiler 60 insures that a rule program 66
does not execute a predicate operation after an action operation has been executed,
because the change of systems implied by the action precludes any backtracking. A
monitor operation (not shown) may change the state of a network connection device 12,
as long as it does so in 2 manner that is transparent 10 execution of the rule program 66.
For example, suppose a particular component provides an operation that looks for IP
addresses for a particular sub-net, and then sends such IP addresses to a cache. If the
presence of the IP address in the cache is still valid, even if the rule contains an

operation that subsequently fail, then the operation should be declared as a monitor,

otherwise it is declared as an action.
Tuming now to the rule file 64, as stated above the rule file 64 is text that is

converted into a binary-form rule program 66. Within the rule file 64, in one exemplary

embodiment, a number of rules may be defined, each rule comprising a decision tree

having the general form:

IF <predicate> THEN <action> ELSE <action>
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<hook-i dent > <hook- nunber > <conponent-ident> is any valid nunberg tf %ﬁ)
and 65535 which forns the high-order 16-bits of the 32-bit GOP."is m b
val i d iwlentadiser is the <ident> which is the nane of a ponusxizi® t he
<nunber- which is the global context identity of the context naned
<context-ident> is the <ident> which is the nane of a process is the
<nunber > whi ck Wil heri@preciated thas copplex degisian igges gayihgduilp piligag further

<process < > | e 2 n a

pr ocess.l}*l”lqg_ﬁ%l\g‘éE %%%Etg}ﬂgﬂ%l%ﬂ@éﬁ}eeﬁlgiégbgégvgrgg%g%s Fﬁcfie)%tu%%mgf the hook
<hook- i deadeup of édnaences ehdperativing,leatis of hichamme enherd ASSudrelht when

<conponent - nunber> _is the <nunmber> which is the global. igdentity of the
<menoni Eeruieds The THEN-parg statement of %E?"&ﬁ%!i’{ﬁ‘iﬁﬁ eg%%l-t%ﬁﬁﬂ?}? WEFRIORE Nt
<conpone L e ' Ighe ' ' t:l O 55;3;5' . 1s the
<i dent > %tfl%ﬁepéﬁp %’ tnItaptl‘réne 0 es%vgffngﬂtc%i?doﬂrlm\/\%i @ﬁﬁﬁilﬁp%kgntgg?g the]f'B

oper at i oof.thé¢ epdrhtgorsiof tisst IFrpartdfABLlhe operati on as descri bed below. is the

<nunber> which is the eration!s identity. whic forms the | ow order
TOUB e of t 1o aimiar A gDl RO 4 5 PG REPB] Usp1/ 29579

Furt hernore, each operation 70 of a conponent may, in one exenplary

<rule>
<nle> u=  "RULE" <ident> <ruleHdr> "BEGIN" <ruleBody>
"END"
where:
<ident> is the name of the rule 68. The virtual machine compiler 60

will generate a warning if the name of the rule 68 does not
conform to the name of the input file (less the extension).

<ruleHdr>

The rule header contains information which pertains to all the whole rule 68.
The grammar of the rule header is:

<ruleHdr> u=  <processDecl> <contextDecl> [<keyDecl>]
(<constant>j<macro>)*

<processDec] >

The process of a rule 68 describes the behavioral environment in which the rule 68 is
expected to run. The process declaration includes the hook point to which the rule 68 is

targeted.

<processDecl> = <process-ident> “(* <hook-ident> *)”

The cont <contextDecl >

The context of a rule 68 describes the data environment in which the rule 68 is expected
to run. The environment includes the data areas the operations of the rule operate on,
and the revision of the operations to be used.
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enbodi ment, be declared as one of three types: <operation- "ACTI@N] N@W%ﬁ?p
"PREDI CATE" "MONI TOR' where: ACTION is an operation which attenpts to

changes\xbr@ St§ggte of the systemand if successful wl|l BAPPsoINey W se wil |
FAIL. A dt%on is assured not to change the state of the systemwhen it

fails. PREDI CATE is an operation which tests the state of the system |If

the test LgiidiBediBe oper auSps" WicbrteBABmt>If the test is false the
operation wll FAIL. MONITOR is an operation which may or may not change
the state of the system and can neither PASS nor FAIL. Operationally, the
virtual méetne conpiler 60 insures that a rule program 66 does not

execute a predica er at | ] I been execut ed,
RS q%{(ﬁ-glggnégp B ﬁfiérﬁﬁ “gﬁf)}f;lgt ERoBNBEAE PR cHRExt _

because theé systens 1 nplle e action precludes any
backtracgﬁn}ﬁ) oy nonitor operation (not shown) may change the state of a
net wor k &€t on device 12, as long as it does so in a manner that is

transparent to executjon of the rule ogram 66. . For .ex le, s ose a -
part i culﬁhekﬁfﬂcﬁn@lﬁ%ﬁg\f’?‘ﬁ%‘%ﬂ S{}H&_‘g{lﬁcgﬁsﬁ g uthgniy uflgihnelp?%saodjﬁ &sses for
a parti cWhen theyirtvek machipe 19\l03ds a mele. it ensyresphal i ey QL the WIEORIS e 1§ t he
pr esencecabpativie With adehased sqcret! that basdieen pasigned|tp theeleyant agyerk devipe  yl e
contains an operation that subsequently fail, then the operation should be
decl ared asesDeEIpi t Or , ::= 0t HKEW"S#@ <key-hstrdge|"8r ed as an action. Turning now
tothe rifle file 64, as stated above the rule file 64 is text that is
converted into a binary-formrule program66. Wthin the rule file 64, in
one exenpb&€y enbodi ment, a nunber of rules may be defined, each rule

conprising a decision tree having the general form |F <predicate> THEN
) <act i on><kelySfEtringst isam>=<hsturgs whi ragche authentication key for this rule

<constant>

Constant data itemns are compiled into the heap-objects or inline-objects and can be
refereed to by use of an assigned identifiers.

<constant> =  <heapObject>
' | <inlineObject>

<heapObject>

A heap object is to be stored in an area of the rule 68 called the parameter heap. These
items are treated as contiguous, modulo 4 sequence of bytes. The first 2 bytes of the
heap object is the type field, the second 2 bytes of the heap object is the length field in

) bytes, and the remaining bytes are the objects value followed possibly by padding.
Heap objects are declared in the rule using the following grammar:

<heapObject> = "STRING" <ident> "="""" <cstrmg> """
| "DATA" <ident>"=""" <hstring>""
where:

<cstring>  is any sequence of printable characters
<hstring>  is any sequence of the characters "0".."9", "A".."F" and "a".."{"
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WO 02/ 19132 PCT/ US01/27279 It will he appreciated that conplex dedi 8i NOY 201
trees may be built utilizing further |F..THEN. .ELSE statenments wthin the
rule fileobfhsPoth predicates and actions are made up Qir/gaapenses of
operations, éach of which can either PASS or FAIL when executed. The
THEN- part statenent of a particular rule is executed if all the operations
of the IEFzpart pass. The ELSE-part statenent of a particular rule is
execut ed Tt o @?DP@B opexatdans pRf» the I'F-part FAl L."The gr anmar for
an exenpl arw enééc A slz's,l%ﬁ@ Ag@l ow. <rule> <rule> "RULE" <ident>
<rul eHdr> " ' rtﬁe ody>"Where:  <ident> is the name of the rule 68.
The virtual machi ne conpi.l er 60 wil | geq)er‘ﬁtge rni,og.i{hthe name of the
rul e 68 Mgderiguse 2heAPHURCE 87 PRREATIMBUIOCHE TN 1 1% " Féss the
ext ensi oippropeiatg Rlpger® ifHBZNae header contains i nformation which pertains
to all the whole rule 68. The grammar of the rule header is: <ru]eHdr>
<pr ocessPuineObjeetnt ext Decl > [ <keyDecl >] (<const ant >j <macro>)* <processDecl
> The process of a rule 68 describes the behavioral environment in which
t he rul eABh-lise cempatdigecttindeclared Téing thedoewingamamamat:i on i ncl udes the hook
point to which the rule 68 is targeted. <processDecl> <process-ident> "("
<hook- i depipfine®bjedie coAt WITRGERRDeflent> "Hiemombeext of a rule 68 describes
the data environnment in which the rule 68 is expected to run. The
environnment includes the data areas the operations of the rule o?erate on,
and t he Subs¢avienitodhe derdaratiray oftd comstapl app s Kidentinp WL et 6/ 19132
<cont extiDezing replaced by the value <number>. ‘

Note that constants do not reside on the heap, but are placed in the instruction stream in

the same manner as an integer literal.

<macro>

A macro is a specification of a sequence of operations which can be referred to by a
given name. Wherever the given name appears in a rule 68, it is replaced with the
specified sequence of instructions.

<Imacro> u= "DEFINE" <macro-ident> "{" <macroBody> "}"

where:
<macro-ident> is an <ident> which is used to identify the macro
<macroBody> is a sequence of operations assigned to the macro identifier.

The virtual machine compiler 60 will interpret any appearance of the <macro-ident> as
if it were an appearance of the <macroBody>.

<ruleBody>
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where: "USES" <context-ident> PCT/ USO1/ 27279 <context-ident> is andd d¥ 20
which is the global nane of a context <keyDecl> The key of a rule 68 is

hexadewmmﬁzri ng which used to authenticating the rul@gu@iham. Wen
the virtual "'machine 10 loads a rule, it ensures that the key of the rule 68

is conpatible wwth a "shared secret” that has been assigned to the

rel evantTng;dﬂybka(}@]\éiesq;as teemilewing gekkamanst ri ng> where: <key-hstring> is
an <hstring> which forns the authentication key for this rule <constant>
Constant data.d are copRiesd into the heap-objects or inline-objects
and can be Trefereed to by use of an assigned identifiers. <constant> ::
<heapObj ec&dause><i nl i rreobRexpressidaedpChj ect > A heap object is to be stored
in an area of the rulge 68,gal herage RERPE" itens are
treated as conti guousl‘,e nmodul ()Jc%qgs%quence %@Eﬂﬁfﬁe_s. Thgaf%?rﬁgt 2 bytes of the
heap obj ectexpgestiog>t ype fkedmpletlepresivand -0 bytes of the heap object is
the length field in bytes,, aa?d the remai ning bytes are the objects val ue
fol |l owed possibly by Ipaddﬂ%ﬁr >'Heap obj ects are declared in the rule using
the follow ng gr amarj: " SHehNG-idsitdent > <cstring> <heapObject> | "DATA"
<ident> <hstring where: T <cstring> is any.sequence of printable characters
<hstring> is any seqdence<‘éﬂeri‘t?f§l>char acters "0".."9", "A".."F'" and 3 \\'O

02/ 19132 e l u(n <epr'CSSi0n> n)n

where:

<complexExpression> is a complex in-fix, post-fix or pre—ﬁx expression (this
grammar can be seen in more detail in http://vm.html).

<literal> is a hexadecimal or decimal constant.
<operation>

This is the invocation of an operation defined in the operations file 62. The name of an
operation is the mnemonic identifier assign to it in the operations file 62, qualified by
the types of the arguments in the argument list, and the rule’s context declarations.

A component may have multiple operations with the same mnemonic identifier, but
with different argument-type or in different contexts or packages.

<operation > = ["NOT" ] <mmemonic-ident> [ "(" argList )" ]
<argList> = [ <expression>["," <expression>] ]
where:
<mnemonic-ident>  is an <ident> which is the mnemonic assigned t0 an
operation in the VOP file.
<argList> is a sequence of zero or more expressions which form the

arguments to the operation corresponding to
<mnemonic-ident>.

If the NOT key word precedes the operation then the negation-bit is set in the LOP code
of the operation causing the virtual machine 10 to invert the sense of the operation.

<literal>
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STRI NG ConpanyNarne = "Xstream s plc. DATA macAddress = 1122AB%§D;W@" 2004
PCT/ LJSO11127279 I n order to use a heap obj ect an operatl on nust be

decl ar n "o" in the appropriate place in it's §-g8085{%7%0

<inli ngggj%/?:s{]g? An in-1li ne constant object is declared us?lng the foll ow ng
gramm <inlineCbject> .. "INTEGER' <ident> "=" <nunber> Subsequent to the

decl ar at AQfiesaf olsje&Q8 & BAML vaRidYstd6@iOthe FisaEch dtftath. Wihed éhfopeidibniesul t in

|t bei ngc4iRp) E%Mmtat?ﬁn&@hﬁé%usﬁumﬁ@r HfsQo tRAtrsERREN 8E (anyot resi de
on ;26.2 ‘%ﬁ tl'lenfug H;&F]ézﬂ&ﬁin%ﬂhi& &Q{%ﬂﬁadb%ﬁesﬁémugﬁggegf
oper at i o ont?o té‘r gore%erre p%@&{) e}ﬁ"%ﬁvgﬁ namne. %g?@\,’é téﬁg gi ven
nane ap 68, it is repl aced with the specified sequence of
instructi ons_ <rracro> DEFI NE" cro-ident> "{" <macrpBod 11 1 " where:
<macr o- i desii®rgls an <i ‘u’enﬁﬂumh??ﬁaﬁhﬁaﬁgé%tﬂ?ﬁtﬂlaﬁ‘fqnﬁ/lqeﬁ? Macr o

<macr oBody> is a sequence of operations assigned to the macro i dentifier.
The vi rt%%l machi ne conpiler 60 will interpret any appearance of the
<macro-iGent> as if it were an appear ance of the <macroBody>. NOV 20t

<r ul eBody xr@be2® WO 02/ 1951&@dE@ﬁnﬂusmtmmIthelb@u’yewfﬂmdrﬂf—é 68 has the

foll | eBad | F"
<2I aﬁ\émegg"%%@r@é@%i 2 %’Sﬁlﬁ% ausﬁglé&s agg’%’g?‘ig’sq 61?1@1)6)6%8 rsns): gQEx)[;ressi on>

<const-ident> is an <ident> which is assigned to a <constant>

Turning now to the rule program 66, a rule program 66 may, in one exemplary
embodiment, be loaded into a virtual machine 10 as a sequence of 32-bit values stored
in a network endian (e.g., big-endian) type order. In one embodiment, rujes within the
rule program 66 may be encoded as described below, with all links and indices are of

networked-entities:
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<literal> <macro-ident> <operation> <expression> where: 30 Noy 201
<conpl exExpression> is a conplex in-fix, post-fix or pre-fix expression
(this \gpasmsyzzcan be seen in nore detail in http://vm BCRIUSO12RIY teral > is
a hexadeci mal or decinmal constant. <operation> This is the invocation of
an operation defined in the operations file 62. The nane of an operation
is the menonic idelt zfszer awggmmbqrwxﬁ%ﬁ%lbperau ons file 62,
qualified by the tlyppppof PtceessdDgunments in the argumnent list, and t he

rul e's context declzanhahh onHoolAllOoNponent may have nultiple operations with
the sane menonic ixentd fiebateD W th different argument-type or in

di fferent cont ext340r }pack ‘fé}ﬁg{r@tdxgébﬁhéﬁfg{\me}d]; <menoni c-ident> |
"(" arglist ") Li anaemiasﬂ%ero ssdeon> [ ", " <expression>] ]
wher e: <rmermn|c i ?51

> ip Q (1_ F ich is the menonic assigned to an
operation in the V % ST > ] e zero or nore
expr essi ons whi ch f ' [ﬂ]@%’f%“af%)a? H@%ﬁg@ﬂ@(}n corresponding to

<mrenoni c-i dent >, IfKKIKé(NOT key word precedes the operation then the
negation-bit is set KKkKfhe LOP code of the operation causing the virtual
machi ne 10 to i nvep(1):(¥PkerSOPH firklcopsfaticRt i on. <literal > -20 3 0 NOV 2004
\\ U 02119132 PG@BIHEOLAPA279 1OPiof éwsilopolajiest is a 32-bit val ue stored in
the instruction giip@ylIMhenfisnagpeeattodh is called, the virtual machine's
instruction poi NgRN)HBLITS tRcoitParkivneht tbifleral value (if any) and it is
t he respon%b@)l_blga)%t);(mp dopetion inplenmenting the operation to advance
the op(2)+1: LOP2 LOP of first operation

op(2)+2: LIT2  first argument to f2

op(2)+3: LIT2 second argument to f2

op(n)=op(n-1)+arity(n-1): GOP2
op(n)+1: LOP2 LOP of first operation
op(n)+2: LIT2  first argument to £2
op(n)+3: LIT2  second argument to f2
h(1)=op(n)+arity(n): -hl-  The -hl- field describes the length of the
parameter heap.
h(1)+0: tlvl The tlv] field descnbes the type and length
vvvv  of the first parameter heap value.
AAAAS
h(1)+tlvl.len: tiv2  The tlv2 ﬁeld describes the type and length
vvvv  of the second parameter heap value.
\AAAS
h(1)+tlvl.len+tlv2.len: 7777
= (1 +xx+1

1. Magic Number
Word 0 of the rule is a 32-bit number which identifies the word sequence as a valid rule

68.
Encoded within the number is the revision of the structure of the rule 68.

2. Rule Context

‘Words 1 and 2 of the rule indicate the context of the rule 68.

Word 1 is the virtual machine context, and

Word 2 is the component context.

The virtual machine compiler ensures that all the operations used in a rule 68 operate
only on one of these two contexts.

All context and operation associations are made in the operations file 62.



instruction pointer beyond all the expected literal objects (i .e3 0 i il
It pointing to the next operation code). <literal> <nunber> |

<l eapQyj -ident> | <const-ident> where: <nunber> is i-pml  or
hexadg@(ﬁg%ml\}gﬁeue between 0 and 2 <heapObjcct-ident> igé}lglrjlgglﬁéﬁerﬁb whi ch

is assigned to a <heapObject> <const-ident>is an <ident> which is

assi gnedréie iéhgfieonst ant > Turning now to the rule program 66, a rule program
66 may, Wor®Def Seath 68 ¥ itsesfatbfaatule 68. Tiaddat énsbdeddis terléngh oftbehi ne 10
as a Se%ﬁ%@ﬁ"ﬁ&htﬁ@t@h&nt%kiﬂ@ﬁiét ored in a network endian (e.g.,

bi g-endi an) type order. I'n one el _gules within the rule program
66t maykbe encoded as described bel"ow, wth all links and indices are of
net wor - , 3 0 NOV 201 NVO 02/19132 PCT/US01/ 27279 r = 0: zzzz
1: ppppefzfﬁhﬁﬁrf&g?}ccpc 4: -xx-- 5. (1) 6: n%{ KK Magi an er

( x52554¥61d 3 ofhedulesoq ip thigkast GOP Tedek: Slﬁ@%‘lﬁ%‘{ OE%@&Hﬁ%BJQB%ept the
first 3 thekstGOP ofdbs opwatierssequence.dlhspaouel marhae uses this wluedppoqaie ¢ val ue
equal t ah&starafitheimaplVs) KKKK :

4. First GOP index

Word 4 of the rule is the First GOP Index. This is the offset from the start of the rule 68
to the first GOP of the operation sequence. The virtual machine 10 uses this value to
locate presence of the authentication key and the start of the operation sequence.

4.1 Authentication Key
Word 5 contains the optional authentication key which occupies zero or more words

between the First GOP index and the first GOP of the operation sequence. If there is no
authentication key, then Word 5 contains the first GOP of the operation sequence.

5. Operation Sequence
Following the authentication key is a sequence of operations. Each operation consists of
a GOP, a LOP and zero or more literals.

5.1 Global Operation Code
The GOP is a 32-bit value which universally identifies an operation. The GOP is
formed by the concatenation of the 16-bit component identifier, and the 16-bit

operation identifier.

5.2 Local operation Code
The LOP identifies the numbers of arguments that an operation requires, and hence the

overall length of the encoded operation. The
virtnal machine overwrites values in the LOP with certain run-time information during

the loading of the rule 68 into the virtal machine.
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KKKK op(l): GOPI  op(1)+1: LOP] op(l)+2: LIT] op(l)+3: LI T2 cPUoNOVi 280
operation LOP of first operation first argunent to f1 second argunent to

f 1 op(R)= +arity(1l): GOP2 op(2)+1: LOP2 LOP of fir HeN
op( 2) +2‘.%)(’L(%?lgil:¥2i rst argunment to f2 op(2)+3: LIT-2 seco?i’ Tﬁalf&gﬁ’?rm? to f2

op(n)=op(n-1)+arity(n-1): GOP2 op(n)+7: LOP2 LOP of first operation

op(n) +2: 1l0Ps2ré btisdurerageslMs: to f2  op(n)+3: LI T2 second argunent to f2

h( 1) =op(n) +ari ty(n) AAAN NFFRFEFRFIFFFR @J0000800 0000 bodengt h of the
paramet e iheap. h(1)+0: tivi The tlvi field describes the type and |en vvvv
vvvv of the tirst parameter heap value. h(1)+tlvl.len: tlv2 The tiv2 field
descri bes the type and | enThowtity afheopsrationdi-g dbepemperiof Msdh heap val ue.
h(])+tlvl.len+tiv2. |en: ??azumepis)itsonsumehirpmzhe isgRGtioNsHBA)-

N Negative Sense - the virtual machine must invert sense of the
operation (i.e. an operation which PASSES will cause it’s
containing clause to FAIL).

F The fail offset (i.e. the number of operations to skip before
continuing in the event that this operation should FAIL)

U Unused

O Operator function index. The VM overwrites this when it
binds the rule into the system.

5.3 Arguments
The operation arguments are values which are passed to the operation. The number of

arguments in the instruction stream are encoded in the LOP in the ‘arity’ field. The valve
of an argument is either a 32-bit literal value, or a 32-bit offset from the start of the rule

to a heap object.

6. Heap Objects

The heap contains constant data that is passed to operations as arguments. The first
word of each heap object is header containing a 16-bit object identifier and a 16-bit
object length. The object identifier has a value of 1 if the object is a character string,
and a value of 2 if the object is a hex string. The object length is in bytes.

Figure 11 is a flow chart illustrating a method 80, according to an exemplary
embodiment of the present invention, to pre-compile configuration information for a

network connection device 12. At block 82, the operations file 62 and the rule file 64

are received at the virtual machine compiler 60.

At block 84, the virtual machine compiler 60 compiles the rule program 66

utilizing the operations files 62 and the rule file 64, for example in the manner

described above.

At block 86, the rule program 66 is loaded into the network connection device

12, responsive to a user (or manager) request. For example, the rule program 66 may

-24 -



Wrd 0 of the rule is a 32-bit number which identifies the word sefudd¥el(fs
a valid rule 68. Encoded within the nunber is the revision of the

struct f e rule 68. 2. Rule Context Wrds 1 and 2 e

i ndi catb%%t‘ﬁ/ewi%nt ext of the rule 68. Wrd 1 is the vi rt@gfﬁgggéﬁ%e
context, and Word 2 is the conponent context. The virtual machine conpiler
ensures 48ah, Allinb e ﬁ@'ﬁﬁitéd?ﬂéct}b%%vic@ 12 ffodd 2rifoto RREAGEon G¢thahdon one of
these two contexts. All context and operation associations are nmade in the
operations file 62. 3 0 NOV 2004 WO 02/ 19132 PCT/ US01/ 27279 Rul e | ength
Word 3 of TIRBUPHBRE®Y its 1ength of the rule 68. The val ue. encoded is
the length of the rule 68 fromthe current position. Ji.e. |length.of rules
LS 5 st bkt Tgpena Bttt e ot RE ok pSraspRIRRUE 11 T s
the offset fromstart of the rule to the |last GOP of the operatjon
sequence 12Tpeformsawahsistaety dheck beweemregisiered @Perdyions O EADPYKAIsh t of t he
heap. 4. First GOP index Wird 4 of the rule is the First GOP Index. This is
the of f s@perafiong éffike AflepiogedmGBe rule 68 to the first GOP of the operation
sequence. The virtual machine 10 uses this value to |ocate presence of the

aut henti cat i oy ¢kgycxand e BieSiraglant6 fskreRRAI B thovirtAmackiae 18tol
Aut henti cation Key Wrd 5 contains the optional authentication key which

0CCUD! €5 (26 80 e BTkl l3ccs B RER 15 UcFhérs S dcctinbit of 110 CCP

of the o sequence. here is'no authentication Key, then Word 5

contains the first GOP of the gperati.on sequence 5 | guence

Fol | owi n§heTéwaikI9BREStoRGeyice Qggachr “@E’dﬁ%?@%g%qﬁr%%gggﬁ%%%ﬂ??h

operation consists of a GOP, a LOP and zero or nore literals. 5.1 d obal
~ ) Oper at i othegsads at block 92.

Virtual Network Interface Card and Out-of-Band (OOB) Communications

According to a further aspect of the present invention, there is provided a client
application that executes on a network client device (e.g., a workstation 102)so asto
allow a network connection device 12 (e.g., a switch, bridge or router) to interact with a
network client device as though it were a host-coupled device. The client application
provides a number of functions, which will be described below. In the exemplaty
embodiment described below, the client application has been conveniently labeled as a
virtual network interface (VNIC) client application 100. It will nonetheless be
appreciated that this is merely a convenient label for the exemplary embodiment.

Figure 12 is a diagrammatic representation of an exemplary deployment
scenario in which a VNIC client application 100 is hosted on each of workstations 102
coupled to 2 network connection device 12 via  local area network (LAN) 104. A user
106 is also associated with each of the workstations 102.

‘The VNIC client applications 100 each execute on a respective workstation 102

to provide services discussed below. The VNIC client applications 100 also optionally-
-25-



The GOP is a 32-bit value which universally identifies an operat .
formed by the concatenation of the 16-bit conponent iden?icq?iNeD-rw%wld

GOP is
t he 16-
identifvlp

over w i t @schviahtiea simalltitee diBe waskibacef 4 wderis deskiop iewommiumenta $tafis dur i ng

| oadi ng

J'gtm/tlﬁegrat ion identifier. 5.2 Local operation Cpgeuster kP
S

a

€ nunbers of argunents that an operation requires, and hence
the overall length of the encoded operation. The virtual machine

of the rule 68 into the virtual nmachine. 3 0 NOV 20011 WW()

t he

02/ 19132irﬁ§f%&ﬁ0§@e.§.,6 £ 9arh GBS, AtRofd teAffit phamserd, pbliondecist®A NFFF FFI T

FFFF UUOO 0000 000

numer OntirhsiloR reg LAY BBRLPadcls GRIUSMEDY the oMubliGadhild 10/@1c)ap tsd 1 eam

Negat i ve TSeHeE

conti nui

functi on i nde¥he mefavousrenpeetnn davice JZ i QRsSKEMP

t (i.e. the nunber of operations to skip before

where: A The arity of the operation (i.e. the

: _ _ hine mist invert sense of ‘the operation
(i.e. an ogperation é/m ch PASSES will cause it's containing clause to
e

FAIL). THeewat psepdf

ng in the event that this operation should .L) Upused Operator
la%?lﬁg‘g%‘)ﬁﬁt’ﬁ

82 nto the

system 5.3 Argunents The o_peration arguments are val ues which are passed
to the opgmalinachind h@ as desveibed ibovar tpimplaneerit poli¢yebased petwork Gaflist r eam ar e

encoded

. inthe LOP in the "arity' field. The value of an argument is
ei ther ap3gsdiddent.i k ehdid Hohewr bBoRd3Rattkd VDIC stitnt applinatihes HGaprovisk t he

rule to a heap object. 6. Heap Objects The heap contains constant data

that is

BAER G fuh 8 GRERPD' (RO FirRSl ALEHAETS, 2nd BRendiiéqbired to enable the
virtual machine 10 to perform the above-described policy-based network traffic
management. In one embbdjment, the VNIC client application 100 works in
conjunction with the virtual machine 10 to provide enhanced policy-based network
traffic management capabilities. For example, the VNIC client application 100 operates
to bring advantages typically associated with host-coupled devices (e.g., an Ethernet
card or a WAN adaptor) to the centrally positioned network connection device 12.
Such advantages include the ability of an administrator to alter the behavior of the
network connection device 12 on a user or work group basis, the ability to have one on
one interaction (e.g., via pop-up dialogs and selection menus) between a user and a
network connection device 12, the ability to interact with a user application to gain
insight into traffic requirements without the need for specific inband QoS signaling, the
ability for the network connection device 12 to participate in, and be subject to, a
network authentication mechanism, and the ability for client-site agents (e.g., Java
applets) to be deployed which can interact with a policy network traffic management
strategy implemented by a network connection device 12.

In order to provide these advantages, Figure 12 illustrates each VNIC client

application 100 contributing to an information profile 108, maintained by a profiler and
-6~



)

word of each heap object is header containing a 16-bit object idkftNGVe00}
and a 16-bit object length. The object identifier has a value of 1 if the
obj ect \R@[&”ggr acter string, and a value of 2 if the @pira&hi B¢ hex
string. Thé object length is in bytes. Figure 11 is a flow chart
illustrating a method 80, according to an exenplary enbodi nent of the
present iyAliged hyodmetivorkDirAfic ophienen0 applpation, iin thel extmpiary fom d¢idhe a  net wor k
connection device 12. At block 82, the operations file 62 and the rule file

64 are ﬁgﬁ.ﬁﬂ wachift 1618 Ip¥1if5ﬁ1'1’ Bl TR et ONDIrATEE idagdher) BCne84, the
|

vi rtual ne conpiler 60 conpiles the rule program66 wutilizing the

operations,.files vile f. 2 far exa ' gner

descri bearbpgen 3o BRGH G thpflatibhTod it ubsEBRAAIBI HEnIRE T

net wor k connecti on device, 12, spansive to a.user.(or n r) _request.
For exanpet¥ecy ﬁ@SPmtyeav%@a?ﬁ%@% t-"ZYEI".“i]O Sz %&CW@E&%Z

PCT/ US01/ 27279 be | oaded into the network connection device 12 froma
renot e | odetmation profile H dccessed by dhe watvalgpachinmlfe r Thedniggmstin 88, t he vi rt ual
machi ne 10, operating on the network connection device erforns a

consi st epantriblet o heinfwmatioe gicfilel @Rimap archideofus enémplongiasa eoncernizgd
operations of the rule program66. At block 90, the rule program66 is

execut edy %oﬂbﬁ‘cch‘ésrﬂgﬁé of TRSRE, 08 akBcifed vARDE paital WerkaeitionrR2 coienect i on
device 12 (and nore specifically the conponents of the network connection

devi 12 | h e : T, i ds at

ot ock 020 BERER R CrY Tof afirlk, PRSP ps TR RO g paERRACS 2

Co icati A di further a t ' i on,
Chero | Sigh o oo senoap i aaprorinae Siertif & oRFEmGRUSBh' O op
devi .g., r kst at i 102) - t I t K ti devi
(" Svi { TGO FIRGOR BIoP e 198 R R DO RAOR G  devi co 85

t hough it were, a host-coupled device. The client application
network access requirements of a user or workstation 102(e.g., bandwidth

Q

requirements), data concerning network traffic conditions at a workstation 102, or a
data retrieved from a registry associated with a workstation (e.g., information indicating
membership of a workgroup).

An information profile 108 allows the virtual machine 10 to take into account
information beyond that contained in a packet when classifying traffic. Specifically,
information contained within an information profile 108 can be utilized by the virtual
machine 10 to supplement a policy-based network traffic network strategy. The VNIC
client application 100 may furthermore continually update the information profile 108.
For example, when a user 106 logs on to a workstation 102, and is authenticated bya
network domain or a group, information regarding the user may be continually
forwarded by the VNIC client application 100 to the virtual machine 10. The virtual
machine 10 may respond with information indicating resources that are required by a
current traffic load of a user 106, and whether or not such resources are currently

available. Such an exchange may occur within the context of a “keep-alive transaction”
-D7 -



provi des a nunber of functions, which will be described bel ow ﬁnutrﬁ@! 204
exenpl ary enbodi nent descri bed below, the client application has been
convenient|y |abeled as a virtual network interface ( hant

appl i c‘&?i“&’ﬁ%féo. It will nonethel ess be appreciated th(g!@sﬂliq?z?j; nerely a
conveni ent | abel for the exenplary enbodinment. Figure 12 is a diagramatic
repres emﬁhg@m@g udd} SEARID | Biey keGP RRkactRAE ABD ipovideswlisheta cyalt C cl i ent
application 100 is hosted on each of workstations 102 coupled to a network
connection deyi ¢ Vi ; &4 it & YhorkQeurdieHE@linagd 06 i s

al so astoo@‘leé‘%wamwcgjﬁmé:g@%a%‘bgf e’vagr sntqgit;n:,\%%dévsglkoz The VNI %Sﬁgl i egnt

appl i cations 100 eacai exei:ute on a respective workstation 102 to provide
ser vi cededraEEs A1 EISB®A - The VNI C client applications 100 al so optional |y
-25 3 0 NOV 2004 WO 02/19132 PCT/US01/272 79 each install .a smal.l icon on
the task bar Asfdescrihsdabeveyadrn G[Paﬁlﬁﬁtgghsrﬁﬁﬁ‘i”(‘fﬁ‘fén ?&Fﬁ‘?la’f“ﬁ‘fhd?%’g@iﬂon (e.g.,
QoS paraneters, network traffic parameters, policy decision information
regar di figypelciasifidé by examisinpadeioby partreofithe packietsrii@piurre andassignagitt o t he
rel evant user 106. The network connection device 12, in one exenplary
enbodi floRQSt S dfe 19 hlsbiH ruree et FefletDa netsvotle sdminintritiedpelicy. t o | npl ement
pol i cy- based networkK traffic managenent. It shoul d however be noted that

the VI C cl ! QLo b CAE Liee: difl Bl dBpTHoR M adlitidflts ORibg Y 1O 1 he

virtual nmachine a required to enable the virtual machine 10

to performthe ahqove-describe l.I cv- i enment. In
one enmbBYiPTRAten Whjeh W%qusglﬁtV%gBBI |ecé;at%|§§?gfg%ypvxgl Flgise{sléiﬁﬁétg)g nﬂﬁ’%ﬁgtg ion with
the virtual machine 10 to provide enhanced &‘ol i cyY-base r}ﬁ&work traffic

-, managemsay alsqsapsiderphysical plorpuemices-» 4 J7ECN g@ogfsiag FO%RBbF cati on 100
operates to bring advantages typically associated wth, host-coupl ed
devi cesinfermmtion dngEtimsrafeky. thepecusienge YNEER Y S the preyipys E‘?é’ﬁil’? 8?1"‘ y
posi tioned network connection device 12. Such advantages include the

abi | i t ypaic@lar pudket)thitanaduat of wma besveen packsthasdnoindigatiomhef trafie wor k
connection device 12 on a user or work group basis, the ability to have one

on  onegdRitd). A i erlde Fiure 18 i dp@@ninaticaliyatpeseandasifiaton olenbhus) bet ween
a user and @ network connection device 12, the ability to interact with a

25k TOILAREARE SRR itk TRt {1
112. According to a further aspect of the present invention, the classification rules 18
utilizes information concerning the physical characteristics of the petwork connection
device 12 (e.g., the port of the device 12 if Columbus thinking Congress thinking I was
going to get a good context of 2 check on which particular network traffic is received)
to implement a network traffic policy.

It will be appreciated that by utilizing the detailed information extracted from
the packet 29, and applying the classification rules 18, the virtual machine 10 is able to
discriminate flow classes 20 to a high resolution. However, the amount of information
that may be inferred by merely observing data passing through 2 network connection
device 12 is limited. The VNIC client application 100 operates to make additional

information available to the classification process implemented by the virtual machine

10 utilizing the classification rules 18.
-928-



ability for the network connection device 12 to participate in, gn@ i{?ﬁ\! 200
subject to, a network authentication nechanism and the abilityYfor
client: (l())bﬁ 9a}ggnt s (e.g., Java applets) to be depl oyedpphiy&ln/Eafn i nteract
W th avg %y hetwork traffic managenent strategy inplenented by a network
connection device 12. In order to provide these advantages, Figure 12
Illustrates eﬁrgfﬁrwu% £ liagRinmaRalihasaitioanf fR2Gocmminicdioniof thet GNKR
information profile 108, maintained by a profiler and 26- 3 0 NOV 2004 WO
02/ 19132 L6 h PORAIATRIC bldrh 266kicRlioR 106 [répedsisthiohits amaiTageion!

m o

applicat?on, i'n "'the exenpl ary f the wvirtual machine 10, to perform

policy bas rk. traffic a : | : VNI C
client aﬂﬁﬁ?%ﬂﬁ mﬁ@gw{l?Q‘?é%T%gﬁ%p b%]aér?ﬁ S@%}@%&%ﬁﬁt&%ﬁ&een a
respective workstation 102 and the vjrtua rrachirpbg 1€ Le contrjg e to the
i nf or mattulss ierasilized by g ired daasing, ] G Rdmplemenh PREGYDASET BEFWORKEANSE of nat i on
contributed to an information profile 108 may include, for exanple, data
concer nimgnagerientsdhemecess rights of a user, or associated with a

particul ar workstation 102. The network access rights nmay, for exanple, be
speci fied as m ¢ dohlsudiraént pakebpi-alivi tahtatibn berwebo am agtivetusets agcowsfer or

wor kst ation, as a community nenbership, etc.. The information contributed

to i nfor it ORe ik chfiedfh ABYcetl BAtAbNchddR asstichitioh betweeaarMahi ng  net wor k
access requirenents of a user or workstation 102(e.g., bandw dth

requi renents), .data nceri rk..tr i it 4 ; kst ation
102, or @Iﬁgf)ga% Hﬁé{{/oégl@f %cg%ﬁgf é%l??aéaegs ctﬁg?%é’ %/rmﬂ'[h?]] lgfo\/\r%?t\li(g ation
(e.g., infaormatiaon indicating rship of.a wor . ' mat i on
yprofile EQ@I%Q%@Q%@S&P?WIWﬂiO%r P(glctyﬁvpsflﬂp %g&%}g@r‘}gﬁ H;Iffr?; or mat i on
“ beyond that contained in a packet when cl aS‘Si'f%ip?l .traf ﬂﬁg S‘gﬁaci fically,

i nf or maticomhaxsracasssdel additienal cateriainglpded wHRin R RSP8I i | i zed by
the virtual machine 10 to supplenment a policy-based network traffic

net wor k raiking policy ddoesiddsTI C client application 100 may furthernore
continually update the information profile 108. For exanple, when a user
106 1 0gs on t@ ghewaibosiméritanfctARdtiompebiiles Hft dvenot coafiguredyintg a negwassr k dormai n
or a group, information regarding the user nmay be continually forwarded by
the VNI Qogh'é&i% ARG 10844 B WOAA k&ulthe aM adinitadirativa obides, ihbreasthe vost t ual
machi ne 10 may respond with information indicating resources that are

requir edoft%Me fetwork connection device 12, and require the network connection device 12 to

scale to the size of a user community rather than /O bandwidth. In one embodiment, a
VNIC protocol communicates an information profile 108 to the network connection
device 12, for utilization by the classification rules 18, during a keep-alive transaction.

In one embodiment, the information profile 108 may be derived from a registry
of a workstation 102 (or PC), and can include workgroup information, application
information, and user acknowledgments.

An exemplary use scenario of the VINIC client application 100, and a VNIC
protocol to communicate information profiles 108 to a network connection device 12,
will now be described. In the exemplary use scenario, a network administrator wishes
to partition bandwidth of a Wide Area Network (WAN) into three communities, namely

gold, silver and bronze communities. The bronze community is 2 default community to
-29 .-



current traffic | oad of a user 106, and whether or not such resou;c&s ﬁ\LEZHU
currently available. Such an exchange may occur within the context om
"keep- gh\yeabfzansaction™ 27 0 NOV WO 02119132 PCT/ US01/ p¢ziiSo1/bays del imits
a user session. The "keep-alive transaction” also provides a discrete event
to the network connection device 12, which in turn allows it to nore

accur at elwhicfesibgers bdleng, sdiile tleegold end silvetcopoyaities pavedadlieit bed above, when
a packet 29 is received at the virtual machine 10, it may be classified by
exani ni Ng,e¥er Pk, T deploginehief this pheitionivigl adneregemplady embodjmenty it to a
flow according to a set of rules that reflect a network adm nistration

policy. According. %@8% ?‘%‘?@E%‘%@ Swide G RbniteAlitg AL) providing padled i on to

utilizing "inform esent within the packet 29 itself,

h I jfi. j 8. . ' : i j nf [ . 9.,
2 T ece v HRR aiCT B A e AR BbelRE BT BB P T OTe” ¢

occurrence of a given event, the_preyvious, rece artjcul ar .packet, -

i pt _of.

t he amount of Dep "Wétb\%"eﬁfsb%fékéfE’O’A@%Wﬁdﬁafe@é?’%‘??%ﬁy’tlpé G $AEpl ity). To
this end, Figure 13 diagrammatically represents classification rules 18
utilizi nembodimeat Siremsepanate Groniteareicsteblished pergssitie WeNAor gerh afithe of day
information 112. According to a further aspect of the present invention,
the cl asghhiunfticd TablesFbelSw prbvilidsaieils of tesatiraritsconcer ni ng the physi cal
characteristics of the network connection device 12 (e.g., the port of the
device 12 if Col unbus thinking Congress thinking | was going to get a good
context of a check on which particulabledetwork traffic is received) to

i npl enent a network traffic policy. It will be appreciated that by
“utiliozi pg ot urﬁ"i‘?ia!il.ed ipr gry@ on extracied f pfw t he packet 29, Jand

appl yi ny—f}%@ crassTiTcatTon g es 18, the vitTTua, ggeghine 10 1s abje to

di scri P{@'P\,eflcw etasses—36 +o—a hightesotut 95 Kopever,—The anpunt of

i nf or mat ST _t hat ey be A red by—rrer-ety—obsetyingdatapassing| t hr ough

a net worgldonnection devide s m-ted Th,“sf.{‘ c—eHent—appt+eati on 100

operates to nake additional information available to the classification
process inplenented by the virtual machine 10 utilizing the classification

rules IS A _vs%ﬂ be noted that the separate circuits may be static channels using permanent
virtual circuits or dynamic channels utilizing some combination of signaling (e.g., label
distribution or call set-up).

Moving on now to the second step of providing packet classification, a
classification rule 18 is introduced to the network connection device 12 for utilization
by a virtual machine 10, the classification rule 18 specifying a classification of packets
according to a community membership of a sender. An exemplary rule definition is

provided immediately below.
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7 devi ce 1 MserPrefiiglsEaowsscr/iipa

30f ',i0V 2004 WD 02/19132 PCTIUS01/27279 Figure 14 is a di gglalOHt 208%
illustration of the conmunication of the VNIC packets 114, froma VN C
client Qi/bq?}i on 100, for contribution to an i nfornmatpEnus@roiil e 108.
The information. profile 108 in turn constitutes input to the
classification rules 18 utilized by the virtual machine 10 to inplenent a

pol i cy- bpeed mebwEfikn t r af f i ¢/ theamageftRirukcheme. I n one enbodi ment, a
keep-alive transaction between an active user's account and the network

connect | Pﬁoéﬁgcﬁéﬁ PEAR‘@{(E@E%) HHuRRSS P61 tAE 14081 Rk Wz et @atMPlane addr ess of a

wor kst at’i'on or “exanpl e, I ng used by the user, and an information

profile 3. oIhe assifi.catj on .rul ] £y rul es)

illust ra&&ﬁsipﬁgﬁtgitﬁvésq%l r‘/o’iﬂ/[]% Ve aggagssuéﬁ?gpg%%?{%vg&ﬁég{ j:cri teria included

within information profile 108 when  naking policy decisions. In one

embodi W@Eﬁ&@ﬂgi Ghl proof i V/dBe gold coMIYEY configured into a network

connect i IDAEEER SELYBR &2 t hi s /AlBepidver 6@V an admi nistrative burden,

i ncr eas ANTEGER BRANZE e 3 net worthe bronaeeemoyntigyvi ce and require the network

connection device 12 to scale to the size of a user comunity rather than

1/ O bandwTHGER GoIaneveabodi@rgthe gald cidin@l pr ot ocol communi cat es an

i nf or matiNgEGER kI EER 08Co=bb# thekiver khamehect i on  device 12, for

uti | i zatp@hdiyr BROIBSSEE! £3bi ANné MoRse dnmelr i ng a keep-alive

transaction. I'n one enbodinment, the information profile 108 may be derived

froma r 'ﬁ\trry of a workstation 102 (or PC), and can include workgroup

i nf or mat i LQn i nformat,ion now edgnents. An

exenpl ar %ﬁgﬁggof the?/{}ﬁF@ecﬁ’$ %‘%{i&ag%ﬁé%a :t(on 100, and a VNIC

y protocol *fo comruni cate infor ion profiles_108. to .a.nhetwork connection
gfa_{\]}[& S?#@“&?&Hﬁf‘)&%’s@g‘&%‘genari 0, a network

admi ni st MHEN wi shes to partition bandwidth of a Wde Area Network (WAN)

into thre@Fcomunities, nanely gold, silver and bronze comunities. The

bronze contiseriCoynmemnityIsg6OAD)t confhlhiheypsenin thogold commyaNty200 WO 02/ 19732

PCT/ USO07/ ZHEN SudTixEAbaAl( GOLEe MC@e| ofighenmielthe gold \HoC.celstnd si | ver

communi t i gg.sEave explicit

IF
UserCommunityIs(SILVER) /1 If the user in the silver community

THEN SetTxLabelKSILVER_VCC) // then use the silver VCC, else
ELSE
IF

UserCommunityls(tBRONZE) /1 If the user in the bronze community
THEN SetTxLabell(BRONZE_VCC) // then use the bronze VCC, else

ELSE DISCARD {/ it’s an invalid profile!
ELSE
SetTxLabell(BRONZE_VCC) //If the V-NIC is not ranning then default
END // to the bronze community

As will be noted from the above classification rule 18, the rule 18 is declared as
being part of a process DATA_PLANE, and is targeted for a hook point LABEL. This
is the part of data plane is responsible for determining the correct transmission labe] to
be used for outgoing flows. The rule 18 defines three integer constants, each
representing a respective community, and three integer constants for each
corresponding VCC. When a packet 29 arrives and the LABEL rule is invoked, the rule
18 first calls the predicate “USERPROFILEISKNOWN®. This operation succeeds if
there is a current VNIC session for the relevant flow calls, otherwise it fails. If no

VNIC session is active, then the packet 29 is labeled with the default of the “bronze”
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nmenber shi p. The depl oynent of this partitioning, i 30N
: _ g, in one exenplary3 U NOV
enbodi nent, includes three steps, nanely: (1) providing w (rjrg ar ga 0

connegt 1 Y] N (2) providing packet classificati [
57 (2) ( ; i on, angcf/8obgptooyi ng th
VN1C é’%ﬁd_appllcatlon and profile. Dealing with the fifrs? stéﬂp gf ) ©
providing w de area connectivity, in the exenplary enbodi ment three
separ at ¥ (. Bui VNIQEasien aditive howerar s slassificanmy mlsr 1 8systpmaicallye

comuni ties. Table 3 bel ow praovid detai |l s. of 1k '

Communi eherbEBRPEROR Fo8SuIes S T ver Sorab o R IPASHARE S T LT be

noted t gl { By BPRRAICAYE: FobAERYY he rdkiid aultharisdcated shagapanitanent

virtual “Citcurts or dynamc channels utilizing sonme conbination of

2 |e ggﬁldl I?eli@.s?,to alcm:_hgd_;pondi@t\’@ﬁuﬂf thp commumity ideatifighi nojyaji n@’eﬁﬂ"%ow to the
step o rovidin cket ssifheatl b fid '

ot r SEtPAet e TS AR B L e s e P T o by

vi rtual imi% 1108, cl assification rule 18 specifying a classification

of packets according to a comunity menbershij
rul e defi nit Thathisd stmmhdeﬁmﬂﬁ@msé‘tﬁms I .déﬁw%%gg%‘@%%/eggllggy

PCT/ USOL/ 2 7279 RUL artdti / & RaGE

DATA- PLEH FPRESIop Wﬁeﬁf‘g&?@r o R 02 P e UsES
Packet —E%Yiﬁéhélfhétwbﬂ{ At MeESILVER bi GOLIakvelyhmgdméindetormnst sl 4 | NTEGER
GOLD =1 the gold comunity INTEGER SILVER =2 {1l .th silvg conmuni ty
| NTEGERVBROXHENtapplitatianhO04E &n FE0mR 8 frid 1 WBF%‘FE‘@L?"@%%‘?\?&&@%E[% 1/ the

gol d channel . I NT ERis 5 {6k | I GER
BRONZE gtl%uglg %ﬁe%h%gnzeyﬁg)r{nel BEEQ%@%&%&?% lﬂggEt he sig

S )switch aeoamye VAIC attribute “COMMUNITY” with a community membership value of
GOLD, SILVER, or BRONZE. The attribute value corresponds with the definition of

=

gold, silver or bronze as declared in the classification rule 18 for.

A registry 113 may be replicated (and different) in each workstation 102 or, in
an alternative embodiment, may be managed from a domain server as illustrated in
Figure 15.

Figure 16 diagrammatically illustrates the communication of VNIC packets
114, utilizing a VNIC protocol during a VNIC session, to establish and contribute to
information profiles 108 utilized by a classification rule 18, in the exemplary form of a
bandwidth partitioning classification rule 18. As illustrated in Figure 16, a little
connection device receives data in the form of the VINIC packets 114 from VNIC client

) applications 100 hosted on participating workstations 102. The VNIC packets 114
include additional information available for use during flow classification. Specifically,
if an administrator assigns user A to a SILVER community, when user A logsonto a
workstation 102 using an Ethernet card having a MAC address of 00:50:¢2:04:60:18,
the keep-alive transaction between a VNIC client application 100 executing on the
relevant workstation 102 and the network connection device 12 makes an association in
an information profile 108 cached by the network connection device 12 between the
relevant MAC address and the SILVER community. When the network connection
device 12 receives packets 12 from the relevant workstation 102, and the
DATA_PLANE (LABEL) is invoked, the exemplary bandwidth partition classification

rule 18, illustrated in Figure 16, switches an outgoing flow to VCC 20.
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| F UserProfilelsknown is a V-NIC session active for this packet 3

User Conmunityl s(GOLD) 11 If the user in the gold conmuni ts THEN 3 0 MOy 2ot
Set Tqu,p Mg D VCO) 11 then use the gold VCC, else EpbShukézmnme

User Conmruni S(SILVER) 11 If the user in the silver conmmunity THEN

Set TxLabel | (SI LVER VCC) 1/ then use the silver VCC, else ELSE IF

User Conmuni tyl s(BRONZE) 11 If the user in the bronze community THEN

SetrxLabe| | (BRONZE VCC) // then use the bronze VCC, else ELSE DISCARD it's
an inval Q&E@EBR‘E&%@@ELSE Set TxLabel | (BRONZE_VCC) Il If the V-NIC is not
runni ng then Y idd dfaPranfifatly RpASe AT atiaohievh the dxemphirg fbrfir om t he
above classification rule”18, the rule 18 is declared as_bejng part of a

process &XmRltéNTstepr200 \Blthlar‘«‘dnﬂe%pffvtﬂfe an Hlﬁ’(fl%%@f ACTICABEMCHREs s the

part of da lane Ls r S|ble d I SSi
Pabel "t orcagIbuRieriheoE Borag pE s ot iRl ERe R IRy T 2 O
const ant gye-R0 M SREAHOS binBaditnenes tmﬁachmeqﬁmmse aapthatline eapabieeger
constants for each correspondi ng VCC.. Wen a packet 29 arrlvai%h tij

ita

LﬁgEEPFRgf@NCSUHHg/DMdGHQGHé instiugtionsgnglpdigg, laﬁmpglupﬁgd 5 BEAFSOR
' | LEl Th ‘
B T

session TSBIrStqn erwese It if no VNC

sessi on iaidof HendllRRuigheing delcet. T ompusiysymetn ADDlnclss dgfoabeorof e
bronze" 31 NOV 206 WD 02/19J32 PCT/ U%%/ Zé? 79 VCC. If VNIﬁSSESSI onis
acti ve h¥¥%ewenaingmeanay 284 and 8 a6 PERATE "é}v’ %?FBJE"I“EJ&F‘FQ”“"“S

The computer system 200 is further shown to include a video display unit 210 (e.g.
liquid crystal display (LCD) or a cathode ray tube (CRT)), an alphanumeric input
device 212 (e.g., a keyboard), a cursor control device 214 (e.g., a mouse), a disk drive
unit 216, a signal generation device 220 (e.g., a speaker) and a network interface device
222. The disk drive unit 216 accommodates a machine-readable medium 224 on which
software 226 embodying any one of the methods described above is stored. The
software 226 is shown to also reside, compietely or at least partially, within the main
memory 204 and/or within the processor 202. The software 226 may furthermore be
transmitted or recéived by the network interface device 222. For the purposes of the
present specification, the term "machine-readable medium” shall be taken to include
any medium that is capable of storing or encoding a sequence of instructions for
execution by a machine, such as the computer system 200, and that causes the machine
to perform the methods described above. The term "machine-readable medivm"” shall
be taken to include, but not be limited to, solid-state memories, optical and magnetic
disks, and carrier wave signals.

¥f written in a programming language conforming to a recognized standard, the
software 226 can be executed on a variety of hardware platforms and for interface to a
variety of operating systems. In addition, the present invention is not described with
reference to any particular programming language. It will be appreciated that a variety
of programming languages may be used to implement the teachings of the invention as
described herein. Furthermore, it is common in the art to speak of software, in one
form or another {e.g., program, procedure, process, application, module, logic...), as

taking an action or causing a result. Such expressions are merely a shorthand way of
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checks the community attribute of a relative informtion profil3 o8I @004
determ ne the community to which the profile belongs. If the relative
attrib j ocated, the transmt Ilabel is set to a bng VCC. |If
t he co%‘ﬁ%’f’)’/&% dentifier is not valid, then the rel evgﬁ{ﬁg%‘gezét%% is
sinply di scarded because this inplies a badly configured information
profile shQfhe tThiexehitioh oftippsdftwardiby exmoping syclussshe scmpatei sysies 2Kk

depl oyment of the VNIC client application 100. Specifically, for each

wor kst atthemathipe 5@ Perfermhar AGHeDioR APRFUCH 2184 oned networ k "at the SILVER or
CLD level  afy, adfiiiidd AR prasdrpile dnfiddhort infRiatiaR b £dkd on 100
(e.g., froma "or a website conpal ning the necessary installation

upl oads)confheniealiunsidetvicahmve Hean teseribad sAlfaugh dehpasenhorventignehasbgen | ogon

account) a VNIC attribute "COMWUNI TY", Wt co nj. rshi p val ue of'
G0, SldeserbedayiThieeRioRes e aecis PiegRr Sibalme Ry Lobhs TP RRR B,

definiti : Sd Snatfe t6 GekaefbodithehiRavittloassi fi cati on
rule 18 o?ﬁgworgggc%g?ﬁdyin?%aﬁn%ﬁgg@n{sepl i ctat ed_(anc(’j dief.ferlent) in each

wor kst atdepartih@ Zromn thei troadgnspitit andweopy ef berboeniemt Aceadingly, thnaged from a

domain server as illustrated,i Fi gur.e i I rptj.cal ly

11 st r 306STEHER B RT R Fide B e an Raslris Tl g Ha IR

prot ocolg.gdring a VNri C session, to establish and contribute to
information profiles 108 utilized by a classification rule 18, in the
exenplary formof a bandwi dth partitioning classification rule 18. As
illustrated in Figure 16, a little connection device receives data in the
formof the VNTC packets 114 from VNI C client applications 100 hosted on
participating workstations 102. The VN C packets 114 include additional
information avail able for use during flow classification. Specifically, if
an adm ni strator assigns user Ato a SILVER community, when user A |l ogs on
to a workstation 102 using an Ethernet card having a MAC address of
00:50:¢c2: 04:60:18, the keep-alive transaction between a VNIC client
application 100 executing on the relevant workstation 102 and the network
connection device 12 nmakes an association in an information profile 108
cached by the network connection device 12 between the relevant MAC
address and the SILVER conmunity. \Wen the network connection device 12
recei ves packets 12 fromthe rel evant workstation 102, and the DATA PLANE
(LABEL) is invoked, the exenplary bandwi dth partition classification rule
18, illustrated in Figure 16, switches an outgoing flow to VCC 20.
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-32 NOV 290 % O 02; 19132 PCTI US01/ 27279 Conputer System Figure 37)ipp 2{0%
di agrammatic representation of a machine in the exenplary form of conpute
system 200 wi.thin which software, in the formof a seri jne-
readablé’Q)lor%y?}rjgcti ons, for perform ng any one of the rre?%gﬁjsso |?2?Jssed
above may be executed. In alternative enbodi nents, the nachine may
conprise @& chine capabl e of executing a sequence of instructions

i ncl udi ng,—n%%@not limted to, a personal digital assistant (PDA), a

mobi | e t el ephdMbkgt isclagnedosk traffic device (e.g., router, bridge, swtch)
or handhel d conputing device. The conputer system 200 includes a processor
202, a main nenory 204 and a static nenory 206, which comrunicate via a bus
208. The conput er gyeiRmteBR-dompild doAssuatiomhfbenation fodenaweildeo di spl ay
unit 210 (e.g., a _qut‘iid crystal display (LCD) or a cathode ray tube
(CRT)), annuEcpimdenies.ile metbod inchidingie 212 (e.g., a keyboard), a cursor
control device 214 (e.g., a nouse), a disk drive wunit 216, a signal
generation device 220 (e.g., a speaker) and a network interface device

222. The disk driveed¢iihg 2 hfle fikcdefimiebohaviaraaajuimments doatht ectveak um 224 on
whi ch software 226 enbodyi ng any one of the methods descri bed above is
stored. The sof t w&pRRcElen deviehown to al so reside, conpletely or at |east
partially, within the main nmenory 204 and/or within theprocessor 202. The
software 226 may furthernore be transmtted or received by the network
interface device 22éeiviy art dperpionp didedesofibing @penatiesemwppeachy d cat i on, the
term "machi ne-readabl e, nedi unt shal |l be taken to include a nmedi um t hat

i s capabl e of st or PHIAHY obreBRgtsLI e pRINO WHFWr%&CFO for execution
by a nmachine, such as the conputer system 200, and that causes the nachine
to performthe nethods descri bed above. The term "nmachi ne-readabl e nmedi unt
shal | be taken t o gemeritingss rulsprogesm, lssequtahle bythegetvegrkicgnracpr dedfor i es,

optical and magnetic.. disks d i Ve, jgnals. If witten in a
progr anm ng Ianguab‘éhﬁ%ﬁﬁﬁrﬁeﬁfactﬂg&gﬂ% cogni ggg’standar d, the software 226
can be executed on a variety of hardware platfornms and for interface to a
variety of operating systens. In addition, .the present invention is not
descri bed wi t Whereist éﬁlé@rQ%aT&ﬁ?m@&P?ﬁ‘t%ﬂt&fob‘":'r‘@g‘}“érﬁ??‘?‘f&qnfé‘?{@uage. It will
be appr eg] . EQEP RIS theAiWadeniBtio/levred to
?ﬂ)ﬁ?{l]tgd}\stgg@m&d\f@ 5;.@{:%;,1@ oPESREFGHINs nRB

i mpl emen I ngs e Ihvention as ) o
for performance by the respective components of the network connection device in

accordance with the behavioral requirements defined by the rule file.

2. The method of claim 1 wherein the rule file comprises a decision tree
structuore.
3. The method of claim 2 wherein the rule file comprises a sequence of

operations defined as IF THEN ELSE statements.
4. The method of claim 1 wherein the rule file comprises a text file.
5. The method of claim 1 wherein the operations file includes a plurality of

sections, each section of the plurality of sections describing operations supported by a

corresponding component of the plurality of components.
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descri bed herein. Furthernore, it is common in the art to speak ,of ‘
software, in one formor another (e.g., program procedure, proo&e&sNUV 2004
appl i\% t0i285|],32rmdul e, logic. taking an action or causi PgTANEIII? . Such
expressi ons are nerely a shorthand way of -33 3 0 NOV 2004:"' WD 02/19132
PCT/ USQ /27279 saying that execution of the software by a rir‘achi ne, such as
t he conput efs. systEmm@abod ofﬁeimh@ﬂiﬂtﬁ@l&@%ﬁﬁﬂﬁﬁrﬁl&rﬁpﬁgﬁ%ﬁ @t PCr oduce a

result. Thus, a nethod and systemto - L. 866 QR QAN Abridht ke f Or mat i on
for a 5SS @dﬁ?&ﬁyégﬁ‘%"ﬁ?ﬂ’é\?&%@swgsgsﬁggﬁgggé@ﬁgeaa Al't hough the present
i nventi NS PEESh ofdfie ik Mmhth reference to specific exenplary

enbodi ﬁgﬁ?s |SP W Icl) be ev?ﬁg%t that wvarious nodifications and changes nay

be nmade to these enbodi nents without departing fromthe broader spirit and
scope of the invention ceqr.di . BReESHEGRLhRRilaNst Lsiawyngs are to
be regar dedin a eIIP‘E}E?‘fgfﬁ\%l ?g{%ree#ﬁ{ﬁﬁg% gﬂr“éstri cti \?e sense. 3 Q NOV

2004 V\Qb?%{ 19132 PCT/ US01127279 CLAIMS What is clainmed is. 1. A nethod to-
pre-conpile configuration information for a network connection device, the

met hod including: receiving a rule file defining behavioral requirenents

for the netyork .GonnGess erciE (R oY} AP bBjeLt@Bmptibdsendescri bi ng
d’ﬂ%@&% 81“%1%%“7 %Bg/e‘irg?l@ cHhipiied BiriPE 6B pibds

oper ati ons Suppor uralit conponents of the network

connect; @ncHeYsdBendnd beenesuddd inga airtwal maghinghested kx@enelIe by the network

connection device, utilizing the rule file and the operations file,

wher ei momestipyHevige-ogr am conpri ses a set of operations, selected from

operations supported by the plurality of conponents of the network

connection device, for performance by the respective conponents of the
ynetwor k conmect i GMedasthodof clainat sdwertimthe sqi efPTIEREIOHS A COPBISS Y Ui r enent s

| gg%p?%%g&;g&g@g cifclfnglgugdtio-rll-%%era ;50O 2% et S hAhITnchBihg it gty e Tile

of components of the network connection device.

10.  The method of claim 1 wherein the rule program links an operation of a

component to a contextualized set of data.

11.  The method of claim 1 wherein the rule program is authenticated by an

authentication authority.

12.  The method of claim 1 wherein at least a portion of the rule program is
) dedicated to a specific process and context, and wherein the generating of the rule
program includes performing a check to determine whether a component and an
operation associated with the portion of the rule program are compatible with a

declared process and context of the portion of the rule program.

13.  The method of claim 1 wherein the generating of the rule program
includes compiling the rule program and loading the rule program into the network

connection device in a manner independent of a run-time management program.

14.  The method of claim 1 including executing the rule program utilizing the

plurality of components of the network connection device.
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structure. 3. The nethod of claim2 wherein the rule file corrprisree[fm
sequence of operations defined as |F THEN ELSE statenents. The ' 004
claim erein the rule file conprises a text file. 5. of claim
1 where \rdnqzﬁgls(%per ations file includes a plurality of gggﬁf%ﬁéﬁqgach
section of the plurality of sections describing operations supported by a
correspondi ng conponent of the plurality of conmponents. -35 0 NOV 2t1 WD
02/ 19132 PCT/USO /2 7279 6. The nethod of claim 1l wherein_ the operations
file specifiedSat |Thgawethorbof ghainrkbwhergin adeheprpponenpefidhephialdia@f at | east
one context to id Lf vl £.Qn . t t] f the
rul e pr oﬁ?lgﬁ?necgﬁ (o ;n%@ﬂ%@%@gﬁ D éegfcgﬁ ?#]itgl\%haé?%?[g&{ehoé)%faﬁﬁg’ dg?ggér)am IS
conpi | ed n@ghadl iAtInaEypeformiiyy A®RMBIENOY cltdch ibeiwéenkiey set bf deeativaepad 8@ bi nary
obj ect conprises an instruction sequence to be executed by a virtual
nmachi ne Rpereéensypeisterediutthe plaraliy AhekmpYsidevi ce. 9. The nethod of claim 1
wherein the set of operations that conprise the rule programinclude
configuration operations that determ ne functioning the plurality of
conponent s of 16he Redysrirkiogee-oempliovordiparaion idfdrmiiten feetahetvak cl aim |
wherein the rule programlinks an operation of a conponent to a
cont ext usPNEEEPTSdRVicss thesysiemIncluging: npt hod of claim 1 wherein the rule
programis authenticated by an authentication authority. 12. The method of
claiml1l wherein at |least a portion of the rule prod amis dedicated to a
speci fic process aadule il definingibehavioeal eequiteinentydnethemenyorbfconnestion| e
program i ncl udes pgrf.or_n‘i ng a check to determ ne whether a conponent and an
operation associ at 8&"%th the portion of the rule program are conpatible

-”)vvith a declared process and context of the portion of the vile program

13. The nmethod of claim1 wherein the generating of the rule program
an operations file describing operations supported by a plurality of

components of the network connection device; and

a compiler to generate a rule program, executable by the network

connection device, utilizing the rule file and the operations file,

wherein the rule program comprises a set of operations, selected from
operations supported by the plurality of components of the network connection device,
for performance by the respective components of the network connection device in

accordance with the behavioral requirements defined by the rule file.

17.  The system of claim 16 wherein the rule file comprises a decision tree

structure.

18.  The system of claim 17 wherein the rule file comprises a sequence of

operations defined as IF THEN ELSE statements.
19.  The system of claim 16 wherein the rule file comprises a text file.

20.  The system of claim 16 wherein the operations file includes a plurality

of sections, each section of the plurality of sections describing operations supported by
-37-



includes conpiling the rule programand | oading the rule programj} m]twgvtrlg '
network connection device in a manner independent of a run-tinme nmanage W{

progr 001241 B‘Ehe met hod of claim 1 including executing gdigudeyhe;pr ogr am
utilizing {iRE plurality of conponents of the network connection device.

-36 WO 02/19132 PCT/ US01/ 27279 15. The met hod of claim 14 wherein each
conponentcopespdiding ¢tniontyt affthe porglinefitosponenthef Wetmabrdtk eomeeen on devi ce
regi sters at | east one operation, and the nethod includes performng a
consi st él¥echeck between the set of operations and the operations
regi stered by the plurality of conponents. 16. A systemto pre-conpile
configuration information for a network connection devjice, the system
i ncl udi ng: a2ul e Thel systemfofielay I6ehzoreiothe opesefifing Sberresifiesat Ie#s oR@t wor k
connection device; an erations file descrihi.ng t] rted by a
pl ur al i PYOCEFS tode?l‘ﬁlﬂcﬁérl?{:gfvé‘?r gt f?@ft\%elfogt(g’ﬁ{\tgé ‘?’glrlq)? ggé‘?é&gﬁ?an aﬁ)(gorrpi | er
to gene@gﬁﬁ)ﬁﬁfeﬁ?ﬁoﬁéﬂﬂéﬁﬂbp@g%ﬂt abl e by the network connection device, -
ther

utilizin ule file and the operations file, wherein the rule program
conprises a set of operations, selected from operations supported by the

by the rospedtive LETOHBE SUop BRI HRIRE BREBRe melle Rer ormmnee

by the respe onnection-device In

accorda? Hh a8 alcbgiphledBiniagy gjedtequi rement s defined by the rule file. 17.
The system of claim 16 wherein the rule file conprises a decision tree

structure. 18. The systemof claim 17 wherein the rule file conprises a

sequence of per a@ﬁ?ﬂ%ﬂﬁ‘&%ﬁf‘ﬂ B edrein ﬂmmﬁdﬁﬁ@ﬁ? BBREtScompPises i System

of claim 16 Wwherei I"é conprises a text file. 20. The system of

) cl ai m 1§ spheidi fequbeeapbe akdcutest Hy d wrtnalahandése kossidibydhe gtwodé secti ons,
each section of the plurality of sections describing operations supported
by - 37CceURCNODEAVIH 02/ 19132 PCF/ US01/ 2727 , 9

24.  The system of claim 16 wherein the set of operations that comprise the
rule program include configuration operations that determine functioning the plurality

of components of the network connection device.

25.  The system of claim 16 wherein the rule program links an operation of a

component to a contextualized set of data.

26. The system of claim 16 wherein the rule program is authenticated by an

} authentication authority.

27.  The system of claim 16 wherein at Jeast a portion of the rule program is
dedicated to a specific process and context, and wherein the compiler performs a check
to determine whether a component and an operation associated with the portion of the

rule program are compatible with a declared process and context of the portion of the

rule prograrn.

28.  The system of claim 16 wherein the compiler is to compile the rule
program and to load the rule program into the network connection device in a manner

independent of a run-time management program.
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a correspondi ng conponent of the plur al i ty of conponents of the r‘?elﬂwé!ply 2004
connection device. 21. The system of claim 16 wherein the operations file

speci fi@@@}lﬁjﬁast one process to identify a behavior agg abhi/hgast one
context to identify a data environnent to support execution of the rule

progr 22. The system of claim 16 wherein the conpiler is to conpile the
rule programas a conpiled binary object. 23. The system of claim 22

wherein the c iled binary object. conprises .a ipstruction sequence to be
execut ed by a%giprtd%FySFP&%YﬂyHE‘éHH@EIEGO’%@EW“HB&WQ“ %ﬁﬂg&?rgn devi ce. 24.
The syst eghbii6h advikel 6 &l ifciubgoset of operations that conprise the

rul e program’i ncl ude configurati on operations that determ ne functioning

the plurality of conponents of the network connection device. 25. The

component o a confENeHan sEdecaiedr A Cantafuty IBERAAL, 21 16
wherein the rule pcggfeatds evied;henticated by an authentication authority.

27. The system of claim 16 wherein at |east a portion of the rule program
is dedicated to a specific process and context, and wherein the conpiler

performs a check to detern er ration .
associated with th%e°88§ﬁ‘*8ﬂ§ Ry d?%&“‘m?@”%‘?ﬁ%%@?@%%@%ﬁ@?g|°g with a
decl ared process apgnpenedf thé nétveripenheaionafevideganidil e program 28. The

system of claim 16 wherein the conpiler is to conpile the rule program and
to load the rule programinto the network connection device in a manner

i ndependent of a ryp-{1i FRNAG L @g'i%m?’ ! 2
PCT/ US01127279 29-%@%’1@%%”] t0 g‘ﬁa@?eé%@% conf%%?%ﬁgobﬁﬂﬁt%%%i on for a

networ k connect i ocorhevii@edevidecuslyanhgetheifiretl uelinsgnd the scondeaemsf or def i ni ng
behavi oral requirenents for the network connection device; second neans
for describing operations supported by a plurality of

wherein the rule program comprises a set of operations, selected from
operations supported by the plurality of components of the network connection device,
for performance by the respective components of the network connection device in

accordance with the behavioral requirements defined by the first means.

30. A machine-readable medium storing a sequence of instructions that,
when executed by a machine, cause the machine to perform the method for pre-pre-
compiling configuration information for a network connection device, the method

including:

accessing a rule file defining behavioral requirements for the network

connection device;

accessing an operations file describing operations supported by a

plurality of components of the network connection device; and

generating a rule program, executable by the network connection device,

utilizing the rule file and the operations file,
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conponents of the network connection device; and third means for ge@ﬁxaﬁng
a rule program executable by the network connection device, utlli g e
first the second neans, wherein the rule progpapycamsjoses a set
of opesgﬁﬂgﬁgggselected from operations supported by tﬁe plurality of
conmponents of the network connection device, for performance by the
respect i yfefHAeREB pFogim cbMpAsiswick obaperaiohs, saledied ifoe bperatioms or dance wi t h

t he behavi oral requirenents defined by the first nmeans, 30.. A

machi ne- suppabd by thedilwpliatad ﬂpwgoae%@f{fbﬁe‘ét“’&ifk COMOEFHAN deyite: PRat ,  when
executed_by a I : J : d for pre-pre-
conpilin8m§gﬂP$§ﬁ&£ ?8ﬁ$?ﬁ§%fﬁgﬁpon ggﬁghﬂggﬁﬁéﬁﬁ%g%ﬂggﬁﬁ%ﬁﬁdevice, t he
met hod  hdeetdagidgith dedehsvioml sequitkmehts definkefbyrthamlb&bavi oral requirenments -
for the network connection device; accessing an operations file describing
operations supported by a plurality of conmponents of the network
connection device; and generating a rule program executable by the network
connection device, utilizing the rule file and the operations file, 06p -
39 3 0 NOv 2001; WO 02/19132 PCT/USQJ/ 27279 wherein the rule pros am
conprises a set of operations, selected fromoperations supported by the
plurality of conmponents of the network connection device, for performance
by the respective conponents of the network connection device in

accordance with the behavioral requirenents defined by the rule file.
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