WD 03/ 049381 PCT/ US02/ 38324 APPARATUS, AND ASSOCI ATED METHOD, FOR
RETRI EVI NG MOBI LE- NODE LOG C TREE | NFORMATI ON  CROSS- REFERENCE TO RELATED
APPLI CATI ONS The present invention clains the priority of provisional
patent application serial 5 nunber 60/336,879, filed on Decenber 3, 2001,
provi si onal patent application serial nunber 60/350,669 filed January 22,
2002, and provisional application serial nunber 60/384,517, filed on My
30, 2002. “HE¥P¥sent invention relates generally toPSBRHEBHK having a
nobi | e node of a dynam cally-alterable configuration, configurable at the
nmobi | e node, independent of a 10 network nmanager. Mre particularly, the
present invention relates to apparatus, and an associ ated net hod, by which
to facilitate retrieval by, or other exchange to, the network nanager of
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15  The information is retrieved either by request of the network or upon initiation by the
mobile node. The information is provided to the network manager, efficiently, with
reduced signaling overhead relative to existing manners by which information is
conventionally provided to the netwéfk manager.

BACKGROUND OF THE INVENTION

20 Advancements in communication technologies have permitted the development
and installation of many various types of communication systems, Wireless
communication systems are exemplary of communication systems that have benefited
from the advancements in communication technologies.

In a wireless communication system, a radio link forms at least a portion of a

25 communication path upon which communication signals are transmitted. A wireless
communication system can be implemented as a mobile communication system as the
radio link is substituted for a conventional wireline, otherwise required to complete the
communication path upon which the communication signals are transmitted. And, when

implemented as a mobile communication system, increased mobility of communication

30  is, as a result, provided.




WO 03/ 049381 PCT[ US02/ 38324 2 Network infrastructures of various types of
W rel ess communi cation systens have, for instance, been installed

t hroughout signi ficant geographical areas. The network infrastructures of
cel lul ar communi cati on systens, have been installed, available for usage
by | arge nunbers of subscribers to communi cate therethrough. 5 Access to
comuni cate by way of a cellular conmmunication systemis typically provided
pur suant f%Oﬂ%MEﬁﬁse of a service subscription. In alﬁgﬂ$%%§?4connunication
system tel ephonic communication of both voice and data is provided
pursuant to the service subscriptikon. In a conventional, cellular

communi cation system a subscriber thereto typically 10 utilizes a nobile
termnal that is formed of a radio transceiver. A radio transceiver is
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15 Increasingly, cellular communication systems are constructed to make use of
digital communication techniques in which data that is to be communicated during
operation of the communication system is communicated in digitized form. Processing
circuitry is utilized to act upon the data, prior to its transmission as well as, also,
subsequent to its reception.

20 A mobile terminal regularly is packaged in a housing of dimensions to permit the
mobile terminal to be carried by the user. Various constructions of mobile terminals are
of physical dimensions permitting the user thereof to carry the mobile terminal in a shirt
pocket, or the like, conveniently to have the mobile terminal available at any time to
place or to receive & call therethrough.

25 Because the mobile terminal utilizes processing cireuitry, additional functions, in
addition to the functions required to effectuate conventional communication operations,
can be carried out by the mobile terminal. That is to say, the functionality of other types
of devices can be incorporated into the mobile terminal. Information processing, and
retrieval, functions are sometimes incorporated into a mobile terminal. And, mobils

30 terminals are increasingly constructed to provide for multi-media communication

services. Digital-video devices, such as digital cameras, are sometimes now



30 termnals are increasingly constructed to provide for nmulti-nedia
communi cation services. Digital-video devices, such as digital caneras,
are sonetinmes now WO 03/049381 PCT/ US02/ 38324 3 incorporated with a nobile
term nal by which to collect digital data that subsequently is

comuni cated by the transceiver circuitry of the nobile termnal. The
nobile termnal mght well be adapted, subsequent to its initial
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15 - constructed, or 1n1t1ated using one or more of such DDF descnptlons II‘lms all objects

instantiated in a management tree cones from one of the DDF documents. And, while
the DDF document for objects is common to all devices, the management tree need not
be the same for all of the devices. As noted above, a digital camera, for example, might
be added to the mobile node. The DDF for enabling a camera attachment to the mobile
20 node might well be the same for mobile nodes of the same make. But, when the tree
based on this DDF is created in sach mobile node, it can get created at different
locations in the management tree. 7
A network manager conventionally is able to obfain information associated with
the management tree and, responsive thereto, to exert managerial control over the node.
25  Existing management protocols are available by which to support the retrieval of the
value, or attributes, of individual ones of the objects that define the management tree.
Existing communication protocols, such as SNMPv2, support a get-bulk message,
for instance, A get-bulk message requests that the value of a collection of objects
requested in the message, and a response thereto carries the values of each object in the
30 same response message. And, a prior version of SNMP provided for get messages for

individual objects, necessitating several get messages to obtain the same information



for instance. A get-bulk nmessage requests that the value of a collection of
objects requested in the nessage, and a response thereto carries the

val ues of each object in the 30 sane response nessage. And, a prior version
of SNWMP provi ded for get nessages for individual objects, necessitating
several get nessages to obtain the sanme information WO 03/ 049381
PCT[U802/38324 4 retrieved by a get-bul k nessage. SNMP, however, requires
that priorV&PP*8dge be known by the requestor of tﬁ@“ﬁﬂﬂ%ﬁ@hent tree
structure of the device fromwhich the information is requested. Wen a
device is of a configuration that igs alterable relative to an initial
configuration, the necessary information cannot necessarily be retrieved 5
through the use of SNWP protocols. Another device managenment protocol is
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message, listing all of the required objects for which information is requested, also is
inefficient as the message-size increases proportional with the number of objects for
which information is requested.
Accordingly, existing protocols are inadequate for use by a network manager in
20  conjunction with a dynamically-configurable mobile node. Any manner by which to
provide a more efficient mechanism by which to facilitate retrieval or other exchange of
tree information from a mobile node to permit a network manager to effectuate network
management operations would be advantageous.
It is in light of this background information related to communications with a
25  mobile node of a communication network that the significant improvements of the
present invention have evolved.
SUMMARY OF THE INVENTION
The present invention, accordingly, advantageously provides apparatus, and an
associated method, for a network having a mobile node, of a dynamically-alierable

30 configuration, configurable at the mobile node, independent of a network manager.




present invention have evol ved. SUMMARY OF THE | NVENTI ON The present

i nvention, accordingly, advantageously provides apparatus, and an

associ ated nmethod, for a network having a nobile node, of a
dynami cal | y-al terable 30 configuration, configurable at the nobile node,
i ndependent of a network nmanager. WO 03/049381 PCTfUS02/ 38324 5 Through
operation of an enbodi nent of the present invention, a manner is provided
by which tWOPEP tate retrieval by or other exchang&@TES028H¥ net wor k
manager, of selected capability indicia representative of selected
portions of the nobile-node configuration, or capability. 5 In one aspect
of the present invention, selected infornation related to a large tree of
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obj ects. And, each subtree, if any, can be formed of one or nore DDF
descri pEFiSHEd-Or, for a given subtree, its DDF can be created. Because the
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includes fields identifying a portion of the logic siructure of the mobile node of which
15  information is to be requested. And, the request message further indicates a degree of
detail by which the requested information is to be delivered to the network manager.

In another aspect of the present invention, the functionality of the mobile node is
defined in terms of objects that are arranged in a logic tree structure. The logic tree
structure typically includes subtrees. The logic iree is formed using one or more DDF

20 (device, description, framework) description . A DDF is a document that describes
objects. And, each subtree, if any, can be formed of one or more DDF descriptions Or,
for a given subtree, its DDF can be created. Because the configuration of the logic iree,
and the subtrees, or subroots thereof, are dynamically alterable, without the interaction
of the network manager, the iree structure of the mobile node is not necessarily known

25 by the network manager. Further, the semantic meaning of the objects arranged in the
tree structure might also not be known to the newtwork manager. The request message
generated by the request message generatfor of the network part identifies the object ID
(identification) of the subtres. Once the request message is delivered to the mobile
node, the mobile node determines the logical location of the object ID and then retrieves

30  the requested information at the desired degree, or level, of detail. When returned to the




25 by the network manager. Further, the semantic neaning of the objects
arranged in the tree structure mght also not be known to the newtwork
manager. The request nmessage generated by the request nessage generator of
the network part identifies the object ED (identification) of the subtree.
Once the request nessage is delivered to the nobile node, the nobile node
determ nes the logical |location of the object ID and then retrieves 30 the
request ed Wof¥¥HEk i on at the desired degree, or |evelPCTE2EE i1 . Wien
returned to the WD 03/049381 PCTI US02/ 38324 6 network nmanager, such
information is used by the networkgmanager to effectuate manageri al
control over the nobile node. In another aspect of the present invention,
the get nessage further includes a list of attributes, information rel ated
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det ai | mopHe 8efde- i npl enentation, a nobile node i s operable to comunicate in
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standard. The nobile node fornms a portion of a net wor k t hat
15 instance, tree linearization operations are performed to convert a multi-way tree into a
binary tree. And, responsive to the desired degree of detail indicated in the request
message sent to the mobile node, the requested tree information is returned to the
network manager at the desired level of detail.
In one implementation, a mobile node is operable to communicate in a cellular
20 communication system constructed in conformance with a CDMA (code-division,
multiple, access) operating specification. In other implementations, the mobile node is
operable to communicate pursuant to a UMTS (Universal Mobile Telephone Service), or
other, mobile air interface standard. The mobile node forms a portion of a network that
. is managed by a network manager. The mobile node is dynamically configurable and
25 also dynamically positionable in successive networks, all in manners such that the
network manager is not necessarily aware initially of the configuration of the logic tree
of the mobile node. The network manager generates a request message, a get message,
for communication to the mobile node. The get message includes an object identifier,
indicating the identity by name, location, or structure of an object of interest togethex
30  with a list of attributes of such object about which information is desired. The message

is communicated to the mobile node. When the mobile node detects delivery thereat of




i s managed by a network manager. The nobile node is dynamcally
configurable and 25 al so dynami cally positionable in successive networks,
all in manners such that the network nmanager is not necessarily aware
initially of the configuration of the logic tree of the nobile node. The
net wor kK manager generates a request nessage, a get nessage, for

communi cation to the nobile node. The get nessage includes an object
identifierWOWeAStating the identity by name, |ocati d&1U8¥23824 ucture of an
object of interest together 30 with a list of attributes of such object
about which information is desired.; The message is comunicated to the
nobi | e node. When the nobil e node detects delivery thereat of WO 03/049381
PCT/ US02/ 38324 7 the request nessage, the nobile node retrieves the
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and the app en | ai ms. BRI EF DES
15  related to a selected set of the objects maintained at the mobile node and requests the

capability indicia to be provided at a selected level of detail.

A more complete appreciation of the present invention and the scope thereof can
be obtained from the accompanying drawings that are briefly summarized below, the
following detailed description of the presently-preferred embodiments of the invention,

20  and the appended claims.
. BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates a functional block diagram of a radio communication system
in which an embodiment of the present invention is operable.

Figure 2 illustrates a functional block diagram, similar to that shown in Figure 1,

25  but hers representative of a change in the network manager that manages operation of
the mobile node from a network manager positioned at a first network server to a
network manager positioned at a second network server.

Figure 3 illustrates a functional block diagram, similar to those shown in Figures

1 and 2, but here representative of operation in which multiple, hereto, network

30 managers.



Figure 1 illustrates a functional block diagramof a radi o conmunication
system in which an enbodi nent of the present invention is operable. Figure
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mul tiple, hereto, network 30 manageys. WO 03/049381 PCUUS02/ 38324 8 Figure
4 illustrates a functional block diagram simlar to those shown in Figures
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1mplementat10n the radlo commumcatmn system forms a multiple-access
" communication system permitting large numbers of mobile nodes to communicate

15 therewith, such as a CDMA (code-division, multiple-access) cellular communication
system that here provides for packet-based communications. While the following
description shall describe exemplary implementation of an embodiment of the present
invention with respect to a cellular communication system, the communication system
10 is also representative of any of various other types of radio communication systems.

20  Accordingly, while the following description shall describe exemplary operation of an
embodiment of the present invention with respect to its implementation in a cellular
communication system, the teachings of the present invention are analogously also
implementable in other types of communication systems.

The communication system includes a network, here formed of a radio access

25 network 14 and a packet data network, here an IP network 16. The radio access network
and the IP network are interconnected by way of a gateway (GWY) 18. And, here, a
device management (DM) server 22 is coupled to the IP network. The DM server forms
a network manager for managing a network of which the mobile node 12 selectably
forms a portion. The network managed by the IP network manager formed of the DM

30 server 22 forms, for instance, a virtual private network (VPN).




enbodi ment of the present invention with respect to its inplenentation in a
cellular comrunication system the teachings of the present invention are
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The conmuni cation systemincludes a network, here formed of a radi o access
25 network 14 and a packet data network, here an IP network 16. The radio
access network and the IP network are interconnected by way of a gateway
(GWY) 18. Wep4NHlre, a device nmanagenent (DM servePCRYUS®RE3¥Moupl ed to the
| P network. The DM server fornms a network manager for managi ng a network
of which the nobile node 12 selectaply forns a portion. The network
managed by the I P network manager fornmed of the DM 30 server 22 forns, for
instance, a virtual private network (VPN). WO 03/049381 PCT[US02/ 38324 9
The nobil e f Lects 28. The
Logi o tr eeﬂlﬁs Hélr%émgﬂs%@%éeg%d ﬁ&i{b%haﬁ Bﬁ:lju%uér%?gaof% &m%?.cﬁﬁ% %2* oo 30

i s repieséritcat foveed Cﬂ?’gou}smf bmbtees, QEWEhs:hftbfr swbiten’2 iatrefresgntatitanclivodes. The
logic tr Lo A0 # , i re DDF

descri p]tﬂfetf)e’r? 321‘1 5 Xleégp&t 1.:?3% Oﬁ‘% tl;ﬂéaéoglt%g%g wéugg%ﬁ%&eg" %Sg?er red to as a
r oot dlfdsmreﬂmsmg oamdr oz DK éscmmmneﬁfobjestssd\treiagmaseenef,cematwsaboas being a
SUbr fo ipe rOOtt | rect Or{ﬁ '%?d rTgssmme ek e%%t e %gfl ned to be
Ieaf BPERTE T B RAPOLCAIPFYTY, AP AL r%gﬁrfi? s rometimes Tetemed |rres *HEh referred to
as. bel mgbrbﬁlicﬁ“ﬁhmooohr@edrg And)rsomedéthe objeetsrpdddimedimde leaf objeotki gur abl e, or

f b] t of t twork of
i ch (1R CL 1R SHE SURBCratomyorst I SUIBBTL AR O RO B AP A Pon O

reconf iogu6ddsi on of the nobile node affects the logic tree 26 thereof. That

isto say, an enent of ,..and t he_DDF, des riptio f objects contained
e o B e Tt s P At b s mgr e o (6 pRPh o

[ ngﬁpeﬂﬂ@lﬁlger@g‘tﬂeh?tmkww&chIﬂﬁrﬁi@:ﬁl’e roble Eé]a:tdbﬂ}jf mnk? ]?cﬁrtmii’li ch the nobil fa
nodes sel ecta or ort perly effec nageri a
control© W&Ffa{l?fémrﬁ%‘i Wg‘ h@ﬁgwg? %ﬁﬁ g‘81*’“"? eﬁ@?‘i rk of which
t he nDbitheisRO 8, fnelabBngeniat chl 8 thé D@F&EWti@n%BBﬁ}&ﬂﬁ conubiedds, bl e to
ascertain indicla associated with the Io&ec tree ortions thereof, of

t he noBP#elaeakthe mobile podrpredynsrically oligy Hﬂil?i’én‘i‘?éi% %5 ger obtains the

i ndi Ci gyA38QGF tleGfdtwdrk Bf WARK 18L& Tehoats R1RRYE: foltkCdpoRSor, NTA conventi onal
w red network, create an excessive anopunt
15 properly effectuate managerial control over the mobile node, the network manager of the

network of which the mobile node forms a portion, the network manager must be able to
ascertain indicia associated with the logic tree, or portions thereof, of the mobile node.
Existing manners by which the network manager obtains the indicia associated with the
objects of a node, such as in a conventional wired network, create an excessive amount

20 of signaling overhead when used in conjunction with a mobile node necessitating a
connection by way of a radio link.

In one implementation, the desired logic tree information is obtained upon
request of the network. In another implementation the information is provided upon
initiation by the mobile node. The server 22 forming the network manager includes

25  apparatus 36 of an embodiment of the present invention. The apparatus 36 includes a
request message generator 38 that operates to generate a get message to request indicia
associated with selected objects, subtrees, or other portions of the logic tree defined at
the mobile node. The signaling overhead associated with the request message, and
retrieval of indicia responsive thereto, is reduced relative to existing manners by which

30 such indicia is obtainable by a network manager. The need otherwise to utilize a

conventional get-bulk message or utilize a new-protocol message is obviated. Through
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associated with the selected objects are to be retrieved.

The apparatus 36 also includes a response generator 48 for generatling a response
containing the information retrieved by the retriever. The response generator includes a
formatter for formatting the response generated by the generator in a desired format,

20  such as an SYNC format. The response is returned by the mobile node to the network
manager. When received at the network manager, the network manager is provided with
the indicia to permit the network manager better to effectuate control over the mobile
node. Updated information associated with the logic tree 26 of the mobile node is
thereby provided to the network manager.

25 The objects are identifiable, for instance, in terms of their respective URL or URI
values,

In an alternate implementation, the mobile node operates to notify the network
manager of changes to the logic tree structure of the mobile node upon effectuation of
such changes to the logic tree. A get message need not be sent to the mobile node to

30 initiate generation of such a message. Automatic message generation and transmission

is performed, for instance, immediately subsequent fo the creation of new objects at the




containing the information retrieved by the retriever. The response
generator includes a formatter for formatting the response generated by
the generator in a desired format, 20 such as an SYNC format. The response
is returned by the nobile node to the network manager. Wen received at
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managenment server. be a reference to a well-defined standard. For
exalfpl ¢ theteanabireent serugr) (—T@ls' @Rrbe agefarebes eafvetledriiaed gandaskKdton in a CDVA

st andareQample, the object called ‘PRL’ can be reference to a section in 2 CDMA standard.
And, there can be more than one management server managing a given mobile node.
For example, the CDMA management server for CDMA radio access management is
formed of any of various application management servers are available for managing
20 respective applications, corporate management servers for corporate mobile nodes, etc.
In each case, only subtrees relevant to each management server are updated by the
mobile node, either following a request or automatically by the mobile node.
Figure 2 again illustrates the communication system 10. Again, the mobile node
12 operates to communicate by way of a radio link with a network part of the
25 communication system, formed of a radio access network 14 and an IP network 16,
connected theretogether by way of a gateway 18. Here, the communication system
further includes object servers 58 and 62. The object servers are connected to the IP
network and each of the servers 58 and 62 are separately operable to add to the logic
tree or otherwise change the configuration of the tree structure of the mobile node. That
30 is, the servers 58 and 62 may add objects for storing the URL or URI of the locations

where the respective parts of the logic tree 26, updated by the servers, is stored in the
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nmanagery, O%ﬁggg‘lgeggg\é\%tg% ogcgﬁ%ﬁ%qleﬂ’%i@p%h -1 Es & t]ﬁg\f\%he J1e DM server 64.

The nDbl e no angl ng networ the nobile node
is 15 associated. And, here, the second network manager embodied at the DM server 64 is

representative of the network manager of the second network to which the mobile node
selectably becomes associated. And, when the mobile node changes networks, the new
network manager, i.e., the new management server formed of the DM server 64, should
be updated with the relevant part of the logic iree 26 of the mobile node.

20 In one implementation, the mobile node sends the relevant part of the logic tree
to the network manager embodied at the DM server 64. The mobile node sends indicia
of the relevant part of the tree, for instance, immediately upon boot strapping into the
netwefk, in the beginning of a session. Or, the indicia identifying the logic tree is sent
as a response to a get message generated by the second network manager.

25 In another implementation, after initial boot strap, operations are performed
between the mobile node and the second network manager, the mobile node sends to the

~DM server 64 at which the second network manager is embodied, the URI to the
location at which the logic tree of the mobile node is stored. The network manager
subsequently utilizes the URI to retrieve the relevant part of the management tree. In

30 the figure, 2 server 68 stores values representative of the logic tree of the mobile node.

The server 68 is identified by a URI. The mobile node sends the URJ, as just-described,
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subsequepdhMuniédtdsi bBEaytdTQ ne¥ork parlt Girimbd®vea fdd srceésena:wtorlq)mmndcblﬁe t he
managenent tree. In 30_the flgg a server cg&vﬁ e%V ﬁl ugs r.epresentative
of ? hell REjyerkilbe degio. PRLsSEBT Foanifcare copRgets ¢ BBV A58 i ed by a
URl . ThemeRkivée hneiembenelsSthtdhe, kfvorkadanapat temeiidg eeharaWidds@49381
PCUUS02/ 38324 13 to the sec d net wor kK mana erb%f.&%d, ttﬁe econd network
nanageHe’é’th?é%‘@élePﬂ‘ée is gpapaged bydhe Rpty ek mMangeery ¢ i 4 &% FSr nati on, as

i ndi catgderk N2 and &S 246, the AsESEk miTiagatetbddiadai the lséﬂv&tsxzrr@dnegiesfaffﬁst
conmuni cation system 10 in which a nobile node 12 co ?] ec{ga]%es by way of a

net wor Ratpaf e degiqiaee 25x ofibs mapile npdecd rataBek ManagH § P network 16.

AJaN, sddvhd Sdrv& s n?a%ag%aqsgﬁlarﬁéwt:eﬂmmgﬁdtr&@oftm@mmlmwmmsand each of
the servers have, enbodi ed thereat, network rmanagers that nanage separate

net wor kepe of pesretions the netsitk mapreses Gach A AERGERICILPIRRIC HuESRERIE Bthnager s
o &%Sﬁ%ese ACdbsQibcl hereir® eﬂﬂ’ceis%n%zptﬁ*ﬂﬁns% thd 185i8 trek AR oR@irwvestko MANager
e

enbodi fhe server 22 mana first part of the logic tree 26 of the
nobi | e sahicke theaneiverk enanagenn the i w&y@rneémbmaeesea%wﬂ%f PEPTREEdnd server 64

mnageﬁss%cl%%ﬁ%ﬁﬁéﬁﬁgﬁmg 121fon§ Bemk i Cirder€RLAL tolthEr tib&ndtosle. In this type

of operation managers each are separately operable to generate
getls noswagres, as described herein. But, as only portions of the logic tree

are of int 6151§x§rte 4ta%ain illustrates a representation of the communication system 10 in

which the mobile node 12 communicates by way of a network part including a radio
' access network 14 and an IP network 16 comnected together by way of the gateway 18.
Here, the mobile node 12 roams between an initial position and a subsequent position.
20 Here, the radio access network is identified by a first radio access network 14-1 and a
_second radio access network 14-2, And, a gateway (GWY) 18-1 interconnecis the first
radio access network with the IP network, and a second gateway (GWY) 18-2
interconnects the second radio access network with the IP network. Here, the first DM
server 22 at which the first network manager is embodied is representative of a network
25 manager of a home network with which the mobile node is selectably operable. And,
the second DM server 64 at which the second network manager is embodied is
representative of a visited-network, network manager.
Upon repositioning of the mobile node with the visited network, the mobile node
sends the URI of a location, here the server 68, at which a management tree associated

30  with the logic structure of the mobile node is stored. The network manager of the




each of the network managers, the individual network managers request
information associated only with the portions of the logic tree relative
to the respective network 15 nanagers. Figure 4 again illustrates a
representation of the comunication system10 in which the nobile node 12
comuni cates by way of a network part including a radio access network 14
and an I P network 16 connected together by way of the gateway 18. Here,

t he nobi | VAB¥MIEY roans between an initial positionPERES38Ubsequent
position. 20 Here, the radio access network is identified by a first radio
access network 14-1 and a second y4adi 0 access network 14-2. And, a gateway
(GWY) 18-1 interconnects the first radio access network with the IP
network, and a second gateway (GW) 18-2 interconnects the second radio
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i mpl enﬁgﬁaaltnfg(generstudml&mgemraﬁm bNtht lcahmhmeattmatsyaanopemta, tes with the

nobi | e node, the ne r of .the vi S|te net wor.k ..c equest the UR
by 5 AR G AR AL O UL SO ARESLHR § BT BN GBS | and, ¢ he
nmohp | eth@@élgtnerft e@laneseﬂde tﬂe}'@t RRNAGERAE mPhild de] HeRrs haget medshiget he | dent it y
of the, URI. ustrates a, nessa e se ue ce dj.agram shown

gener ainelpdsg th?grmﬁPfS“erwdF%@dg"éﬁ@Pﬁtséﬁ ’@f’ Sr¥EFOn of the

COMUN{; Gt a@Bn $4 4 108ed.OWHER iR mdsBye iN@1Werl t41e AEDIle aT) eHeabhile t he DM
server 22 generates a get nessa i ndi cated by 10 the s ment 78, and

sends Refs tEaversppensh gedoipdipyed Wﬁg? Be mrsenge ansbeptesituihg &P iFEssage i ncl udes
the URLrlbnted/By 5RE nDRM SGrdMicht BhdH ddab s £RMSn b lanfdPlrniade of or which

15 response to be formed. A result message is generated, here indicated by the segment 82,
that is returned to the network manager. The values contained in the result contain
indicia associated with the attributes of the nodes indicated in the get message.
Attributes can, for instance, be algorithms used for encoding and compressing the
subtree object, size of the subtree object, etc.

20 The mobile node is capable of dynamically forming a representation of the
requested collection of subtrees, then encode and depress the dynamically-formed data,
so that the final data is sent as a respons‘;e to the get message. Standard algorithms for
encoding and compressing the logic trees and data associated with the logic trees can be
utilized. The mobile node is further selectably operable to place the encoded and

25  compressed data as an object in the management tree. Such creation of the object is
performed dynamically. Additionally, atiributes such as names of algorithms used for
tree compression and encoding, the size of data, and other attributes can also be
associated with objects of the logic tree. And, the mobile node also is capable of

_ sending the address of the location in the logic tree at which the data object is stored.

30 The mobile node is also capable of sending the attributes of the object, if requested.

The address is, for instance, the URI of the location of the object in the tree. Generally,




information is requested. Wen the nessage is delivered to the nobil e node,
the nobile node traverses each node indicated in the get nessage and
represents the subtree represented by such nodes starting at each node in
a formin a manner permtting a 15 response to be fornmed. A result nessage
is generated, here indicated by the segnment 82, that is returned to the
net wor kK manager. The val ues contained in the result contain indicia
associ at edVWXH38he attri butes of the nodes i ndi cat e@CT/HEBB2get message.
Attributes can, for instance, be al gorithnms used for encoding and

conpr essi ng the subtree object, }%e of the siibtree object, etc. 20 The
nobi l'e node is capable of dynamcally formng a representation of the
requested col l ection of subtrees, then encode and depress the
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Iocatlondﬂg) he Iogn@ ree ? |ch t he data QE{eCtE?S st red. 30 The

mobi | ety eémg‘i’ 'S éﬁ%‘ﬁ‘fﬂe‘ g Eé?ﬂfirﬁff TEFRONSES RS Ht €8 0t g? he object, if

r equeshRbage, thecAEBLHS stfnenf 89, id fbARAS Thelger dlbskagefindibies theda Tk on of the
object in the tree. General ly, WO 03/04938%fPCﬁ%¥§g$/d Bﬁ éS a request
cont ai ﬁfﬂﬁ’“@ﬁé"‘l?ﬁlan‘BF“%Wesrséﬁé?rreé‘ﬂh Besjedn fhe st 1528 2a8 4t can be a
large sfm3afdfutedIor titehoat AEMand 8RRChitriotie a2 Q0 € sddiok athietimted Tanthe BEet he subtree
can be used in the request As a result all of the objects are returned at

the sePécted | evel of detail. Figure 6 illustrates a message sequence

di agram shoyh S806ekArkhe Rt mBagAbIR RobiRPIRS NS Abbitenddt uaighal i ng
gener ated duri ng operatl on of an enbodi ment of the present © invention.

Here, thik tode wontRinpthivdle eot 2esingn andncpresgis theswhissg slertpg at edph9fs cation to
the mobyj | ¢ HOEE: cafiBd se&th@a F@Qﬁiﬂs@m@&%e aeRehdtAS KAEPRATRSURNEr eto. Here, a

get nessage, | ndicated e _segnent 86, is generated. The get nessage
i nclaudessssage S&RMdlt@ﬂalﬁﬁbWé§uﬁm§agaﬁ@f@ﬂt‘?di ip pthes mawiess. £ each node in

the |isiaicdied & mb B&iadiakien al is a

The mobile node is capable of splitting a data object into multiple units, and store
the multiple units as individual objects in the management tree of the mobile node. The
splitting is based upon a maximum size allowed in a response message sent by the

20 mobile node to the network manager. These objects can be grouped under the same
parent node in the mobile node. The attribute in this scenario can also be a sequence
number giving the order of splitting the large data object. And, encoded and
compressed subtrees can be sent in response fo a get message. The subtree, or collection
of objects, is represented, for instance, using XML, and then encoded using binary

25 encoding for XML. Also, the data can be compressed using data compression
algorithms, thereby to permit compressed data to be sent in response to the get message \
or put as the value of a dynamically-created node in the management tree of the mobile
node. The subtree, or collection of objects, can also be compressed using a tree-
compression algorithm. And, the output of the tree-compression algorithm can further

30 be compressed using a data-compression algorithm. The compressed data is sent in the




10 set of attributes for the node nl, and the attribute a2 is a set of
attributes for the node n2. Upon delivery of the get nessage to the nobile
node, the nobile node traverses each node contained in the get nessage and
represents the subtree starting at each node in a formthat can be sent in
a response nmessage, here indicated by the result (URI) 15 nessage 88.

Addi tional get and result nessages formatted in other manners, axe

indi cat ed WY W¥HB8kegnents 92 and 94. The nobil e node PFEUABEM e of
splitting a data object into nmultiple units, and store the nultiple units
as individual objects in the managggent tree of the nobile node. The
splitting is based upon a maxi num size allowed in a response nessage sent
by the 20 nobile node to the network manager. These objects can be grouped
under the sa ' einthis
scenar fegp%lgﬁgetpgg&%es%a eé Igeé%tg%gy %tworl?mgga Gt trﬁ]gce@géeé Hg splitting the
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get > meBEARf8 Saﬁ?mﬁﬁl‘f‘ﬂ&gﬂ?ﬁ% %al ue of a dynanmically-created node in the
minaglerren}) Flélﬁ@?@lflushﬁ%s ARiEskage stifeitce degeaJﬁ,LshbwﬁﬁgenefﬂllyQDlU?eCt i 03 of hObj ects,
can al so be conpressed usin tree- ressi on al gorithm, And, the out put
of t herﬁtﬂrﬁént&%‘frﬁgg’rféé%‘?@g %ﬁ“ﬁ’igﬁf‘q%tdl"fﬁfl%%“ftgg‘tﬁére %Efrﬁgl %‘& é’é 884 using a P
ggtT ?Uggmem@e@ﬁb@lmraISﬁHMﬂ mn&:mmﬂg;sm@u@a) promoﬁefuusemmtthe WO 031049381

2/ 38324, 16 response to, the nmes erated by. the network
manage COBRUBC#icaFYEEma ARd) the mayIng GC%PFS‘? g‘i’vg‘%ﬁ" AR o ?ﬁ"{"ﬂ?& ®logic tree.
Theygnekaek, sa?ﬁ@melbw(mvﬁls mnugdniebz) 1B GG 1011 SYNGediky-geidarbssage,
dependi ng upon t E_re erred devi ce- nanagenent prot ocol. Ot her nmanagenent 5

pr ot oc@llsﬂtdlﬁ'élc%l%ﬁ b {eeatfipndars cdientrdeyice ds Bere ppegabl ?%‘F@E‘;‘matoﬁ]éessage sequence

di agr Apers B oBERS LRI s 23 Hifrim S@ANRAEED ke gRE B) GOALAMIAGEner at ed
duri ng eration of further nmbodi ment of present I nvent| on. Here,

Sync I\/I(TQ@W@JWEW IEéW@ﬁI{a‘g‘él)m“ﬁ%QC@@UC% Inalﬂlﬁt%éﬂﬂn?% Thp &5-68

standard pertains to a CDMA (code-division, multiple-access) system.

15 In this embodiment, device management capabilities, e.g., the protocols used by,
and capabilities of, the mobile node are negotiated by way of the radio link formed with
the network. And, the network is here shown to include a legacy sexrver/OTAF (over the
air function) 58 and Sync ML DM server 64-1. Here, the legacy server/OTAF 58 is an
15-683 compliant device.

20 1S-683 devices are limited to signaling protocol and management features that are
specified in the IS-683 operating specification. And, some carriers, i.e., system
operators of radio communication systems, implement IS-683 standards for device
management. But, carriers also sometimes want a method for managing devices in such
systems through the use of Synec ML signaling. Flexibility of adding new management

25 features, amongst other advantages, are provided through the use of Sync ML signaling.

Through operation of a further embodiment of the present invention, a manner is
provided by which to send Device Information (DevInfo) for management of CDMA
devices, here, €.2., the mobile node 12. And, through such operation, a manner is
provided to the server 58 by which to identify the preferred protocol to effectuate the

30 management of a CDMA device, identify the management capabilities of the device, and

also uniquely identify the device for device management purposes. That is to say,




comuni cati on system And, the nobile node is here shown to be forned of a
nobil e 10 station, Sync M. DM (Devi ce Managenent) Cient device 12-1 and a
| egacy-standard client device 12-2. The | egacy-standard client device is
here operabl e pursuant to the operating protocols of the 1S-683 (Interim
St andar d- 683) pronul gated by the TLAJETA (Tel econmuni cations Industry

Al l i ance/ El ectronics Industry Alliance. The | S-683 standard pertains to a
CDVA (code¥Q3®slon, nulti pl e-access) system 15 | n PRTYS@BEHEHI nent, device
managenent capabilities, e.g., the protocols used by, and capabilities of,
the nobile node are negotiated by yway of the radio link formed with the
network. ‘And, the network is here shown to include a | egacy server/ OTAF
(over the air function) 58 and Sync M. DM server 64-1. Here, the |egacy

server/ OTAF | S opplLi 0 | vices are
i mi t eWeTog;o gﬂ’éﬁ 8 qrrg{og g Pﬁl ?eﬁgalgg%en@%? ét&%%sggt&%arﬁgar e specified
in theseh&rédd Qa@roﬁthmo&pﬁmrﬁercaathemmbﬂé\mdde Eothat haadlmi eswrific. e, , system

operators of radi o co ni cation s stens nt b ndar ds f or
devi ceMAAERTEU TRHEst “ngyna&r&? Viekr 8%y %% %ySF?élto Prg{ﬁe mg]?t ?fﬁ%eg for managi ng
devi Cosreédht ﬁﬂ@ﬁhon%}éﬁﬁ%e Shtcouy pM bl&tdtSEto(hhveS;ﬂﬂkst songnablllmjg Flexibility
of addi ng new managenent, 25 f anpn t her ad nta are
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to send Device Information (Devlnf o%?@f orﬁg enent pof CDVA devices, here,
e.qg., ¥eEeechpnil§viceiprpasergent Nﬁfﬁmst"ﬁf}b gg@’ﬁ'&ﬁ S0 & &vanner is

pr ovi dgdodsf dpbGiSLEMaTs fRAhR¥mobiiatint 6F thelgRient Mvedipnps €DBIA édhier ot ocol to
effectuate the 30 managenent of a CDVA device, identif Iﬂﬁl managemnent
capabi isiunigglygfentifisd @E\Aeﬁf’ée MFRREmENLRIRATAY AN e i8d éﬁ?frﬂ?‘%y)‘ tHé'Sdevi ce for
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operatl on of this further enbodi nent of the present invention, e.g.,

assi st devitromppazement yaing ghe mreforel of preferench of fregrabileneds ver at the nobile node
12 that ha“ﬁ:l vide ﬁﬂ&fﬁiahb&(Dé%ﬁl%gﬁm‘éfbtbeaﬁﬁht%&tﬁchﬁfoﬁnﬂ%ﬂ&ﬁﬂt@s way. And, e.g.,
operation of the enbodi nent of resent invention pernmts the SyncM. DM
pr ot ocby theondtaleaoba tk wcthe sapinepan 519?‘431‘ §3 @l%bﬁﬁerasl’le@&aéfl‘”c%ver the-air
functi ﬁﬁ)faml%&t%bmg%bh&%f@ 2 0830rSh BDIREM of HRifSat @SS bRk frotob@E T | €7'S Who

curren y erw se nmake use o S- 683 Protocols to integrate their
15  that are supported for managing bearer-dependent eatures

While the signaling indicated in the message sequence diagram is representative
of signaling generated in a CDMA system, the operation is analogously applicable to
-other types of communication systems in which Sync ML protocols are used in
conjunction with legacy-system devices. Analogous description of operation can also,

20  accordingly, be described with respect to other types of communication systems. And,
while this description of exemplary signaling illustrates a manner by which CDMA
DevInfo is used to identify the process/server at the mobile node 12 that handles a
specific management task, as well as how the CDMA DevInfo is used fo facilitate
backward compatibility with legacy-system devices, analogous operation can be

25  described with respect to signaling generated to effectuate other tasks.

During operation of this embodiment of the present invention, each of the
EIA/TIA-683 requests and responses, formed by the legacy server/OTAF 358 and the
client device 12-2 is sent over Sync ML DM protocol messages. And, more particularly,
here, the Sync ML Exec command is used to specify the process in the client device 12~

30 2 that is to be invoked for a specific TIA/EIA-683 request. The signaling shown in the

message sequence diagram 102 is representative of signaling that effectuates a TIA/EIA-




- respective devi ce managenent systens with the SyncM. DM system Also, e.g.,
t hrough operation of this further enbodi nent of the present invention, a
CDVA device is uniquely identified for device managenent purposes. And,
e.g., operation of this 10 enbodi nent of the present invention facilitates
the SyncM. DM server 64 to perform device nmanagenent using the protocol of
preference of the nobile node. The device information (Devinfo) is here
bearer spe¥®PF¥u?3Bhformation that is sent by the nobPFEUHBEE242 to the
managenent server 58. Such bearer specific device information facilitates
the ability of the server to be awgre of the features and protocols 15 that
are supported for managi ng bearer-dependent features. Wiile the signaling
indicated in the nessage sequence diagramis representative of signaling

j t I ble t
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be 25 described with re ect E gnal ing generated to effectuate other

tasks.ﬁsﬂﬁt?“ﬁ‘@rdoﬁ@r“ﬁ‘tlga&’i‘ 3hg odi nent of the present invention, each
of the El AViofR31 rfa@ﬁbiﬁ@&&qﬁﬁdnd’s%‘gaﬁﬂﬁiecsgenfeﬁfd’cted‘hbtyisttheTIPe’EBﬂcy server/ OTAF
58 and the client AI? ﬁ s seng over@g ?P&%r tgcol nmessages.
And, n@ﬁ?’ési’yé%"i"bﬁﬁ?’fﬁ? Py m I%GGSVH%mﬂe D& IFRTTH ®ed to specify
tthprﬁ%ﬁos %ﬁr&@ccﬂ'chﬁﬂﬂitﬁﬁx\ébs@% dvr 3B yrc MLDMipPotbd] hessaga ORed for a
specific TLAJEI'A- 683 request e

sjgnal ing. shown in.the ssage sequence
di agr ameeege pdoredpdisdehiodeippekags n‘é‘fl’@ﬁ&ﬁ"ngg%???&l‘enéf‘f%é Ei%ft"ég‘e ®a TI A EI A WO
03/ 049§§§sa§ [SRR638RK, thd 872331 SRR M HRAB At 188 niBilanSieendda based DM

pr ot ocol nal ogous rocedures are carried out to effect uat% ot her
TLA / EPrAfC@BBC%%I@Eg@SI{?éWéPﬂq PadManmsep st 64-a ke 15 OPHS SHEIPIY PP he segment

i}gf deﬁa%v Lté'fﬁﬂﬁ%e? Sﬁé’iﬁrtﬂgféﬁﬁggéﬂ%.@ﬁt@& @ystheaﬂm?—%&% dpywkRade r equest nmessage
15 1nd1cates Whether the DevMan-capable mobile node supports legacy TIA/EIA-683
OTASP/QTAPA (over the air service provisioning/over the air parameter
administration) formatted communications.

In an alternate implementation, a database is maintained at the DM server 64.

The database contains information regarding the protocol capability of each Sync ML

20 DM-capable mobile node, such as the mobile node 12. Generation of the SSPR
download request message is obviated as the contents of the database are instead
accessed.

And, in another alternative embodiment, if the protocol capability parameters are
included in DevInfo, and the DevInfo is sent to the Sync ML DM server as part of the

25 package number one before every Device Management session, the need otherwis;a to
generate the SSPR download request message is analogously also obviated.

If the device supports the TIA/EYA-683 OTASP/OTAPA-formatted
communications, the Sync ML DM server 64 intercepts the SSPR download request
message, indicated by the segment 104, and the message is encapsulated into a Sync ML

30 protocol message. The encapsulation is performed, as indicated by the block without

changing the format of the SSPR request. And, the Exec command in the Sync ML




5 the SSPR nessage is conventional, and the types of PRL-rel ated data that
is permtted to populate the data field of such a nmessage is set forth,
e.g., in Section 4.5.1.9 of the IS 6 83 standard, promul gated by the TWElI A
A protocol capability request nessage is also generated. That is, the
TIJAJEI A. - 683683, |egacy server/OTAF sends, indicated wthin the signaling
represented by the 10 arrow 106, a protocol capability nessage over a Sync
M. DM prot¥We8i4M¥essage. The nessage is here indi cat e@CU/ESBEBFackage nunmber
zero. Subsequent to delivery of the nessage to the nobile node, the Sync
M. DevMan client at the nobile nodg sends a protocol capability response
to the DevMan server 64. The response is indicated to be package nunber
one in the signaling represented by the arrow 106. The response 15
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downl oadk.r Eigpudsd paimssdigae servmmadxmegqxaﬁb@/to@bma‘ witlynates df serfers he devi ce
suppor&}%}dtlhe Tl Al El A- 683 OTASP/ OTAPA-formatted comruni cations, the Sync M.

DM ser i85 28 EPrept s the SSPR downl oad request nessage, indicated by
theIOSegrrentThL-CS@nc MIdDMf]&rm§$§@ﬁslaSnﬁﬂm¢ﬂShﬁthb e&tmenittmaths;mssam 30 protocol

messag a atig rfor i ndi ¢ bl ock wi t hout
changi nY™¢ ghaf?ﬁ‘?rfg' h‘f" ﬁ@Tégﬁgﬁ} ?Pngtm’d?l\rs\%i SRR &I§$dé'3° M&’nﬁ;@nd in the Sync
M. WO @ackQ4d) a8k iéatifiddaz pafkagtumbsr ﬂmssmenqaﬁugawsehofdthﬁee,\wm in the
nobi |l e node 12 that is to be |nvoke for handl i SSPR downl oad

he
1 equest* HsdEpwortgepirolnratopelgansporf fyerqr apather 33[1‘3%@.3 frensP@ecified in the
mechanism that is supported by Sync ML. The Sync ML protocol message includes an

15 Exec statement that points to the process to be invoked to process the SSPR download
request message. The message is delivered to the Sync ML DM client device 12-1.
When the Exec command is executed, as indicated by the block 114, the Sync ML DM
client device passes the encapsulated SSPR message, as indicated by the segment 116, to
the client device 12-2.

20 The client device 12-2 invokes, as indicated by the block 118, the PRL server to
complete a PRL update in a semi-permanent memory of the device. And, subsequent to
completion of the update, the client device 12-2 forms an SSPR download response
message and provides, as indicated by the segment 122, the message to the client device
12-1. The format of the SSPR download response message is conventional, and details

25  of the format are set forth, e.g., in section 3.5.1.9 of the TIA/EIA-683 standard. If the
PRL update is not successfully completed, the SSPR response message includes an
appropriate etror code to indicate such failure. The error code is set forth, e.g., in
Section 3.5.1.2-1 of the IS-683 operational specification.

The Sync ML DM client device 12-1 encapsulates the response message into a
30 Sync ML protocol response message and sends the message, as indicated by the segment

124 over the air to the Sync ML DM server 64, as indicated by the package number



Target el enent. One manner by which the nanme of the process or server at
the nobile node that handles the TI A/ El A-683 nessages is provided to the
DM server is pursuant to 5 the signaling represented by the arrow 106. That
is, during the protocol negotiation phase, the nobile node sends a |ist of
data pairs to the Sync M. as part of the package nunber one of the
response indicated as part of the signaling represented by the arrow 106.
The data pAPPE¥MPBYi cate service nanes paired toget hePCHUER* HEhes of servers
handling a service. 10 The Sync M. DM server 64 sends, as indicated by the
segnent 112, the nessage fornmed thgreat, over the air (OTA), to the nobile
node 12 as part of a Sync M. DM package, here identified as package nunber
two. The nessage is sent, for instance, over a TCP (transport control

pr ot oC Qlrke { frRASRYcbur RYIRE eMeuBPS ML 28 kEhkaak, hANSRMtalso TRANRE] SM that is
supported by Sync M.. The Sync M. protocol nessage includes an 15 Exec
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And, subseq 10 et e ' jce 12-2 forns
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PRLIQupdadnagdntenngessisniccessf ul |y conpl eted, the SSPR response nessage
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15 maintained at the mobile node.
For instance, an exemplary parameter is the ‘ID’ (identification) parameter. This
parameter is the fixed identifier of the device. E.g., the fixed identifier is formed of a
thirty-two bit, electronic serial number (ESN) or the device, or other appropriate
identifier, such as a proposed mobile equipment identity (MEID).
20 Another exemplary parameter is a COMA_PROT_PREF parameter. This
pérameter identifies the protocol preference of the mobile node. For instance, the value
of the parameter indicates whether the current preference is management using a 3GPP2
C.50016-A/TIA/EIA-683 messaging over the Sync MI. protocol.
A CDMA_PROV_CAP parameter identifies the provisioning capabilities of the
25 mobile node. That is, the value of the parameter indicates whether backward
compatibility capabilities are present. The value of the parameter specifies the legacy
features that are supported by the mobile node. Details associated with this parameter
are found, for instance, in Section 3.5.1.7 of the 3GPP2 C.S0016-A/RIA/EIA-683.
Another exemplary parameter is the CDMA_IMSI_M parameter. This parameter forms
30  the IMSI_M value. The IMSI_M is the international mobile subscriber identity that

contains a mobile identification number (MIN) as a portion thereof, namely in the lower



three. If errors occur during execution of the exec conmand, the nessage

al so includes, e.g., error codes set forth in the specified Sync M
speci fication. And, when the nmessage is delivered to the Sync M. DM server
64, the SSPR downl oad response nessage is extracted fromthe encapsul at ed
nmessage. And, the SSPR 5 downl oad response nessage is forwarded, as

i ndi cated by the segnent 126, to the | egacy server/OTAF 58.
dient-ini¥P&%¥¥devi ce nanagenent can al so be perf oPEFHS2HEN t he devi ce
managenent is client-initiated, the Devinfo is sent in package nunber one,
generated during the signaling ingjcated by the arrow 106, at the

begi nning of a device 10 nanagenent session. Various paraneters are

comuni cated by the client device 12 to the device nmanagenent server 64 as
part of, t g . suant to
bver - 158 e R e By R B B A ot ool

These panmeet ¥igs mmq&bmed towdees @ iblivdtnfhe bnmﬂaldozﬁmb ca;abdltm DM nmanagenent

tree 5, mai nt ai.n t n |I Epr exenpl ary

par anet’8r *F Suripﬁléte‘?%ﬁ% fm’c%ﬁfll i cat |o£ 1853%%*6? %ﬁﬁlsoeﬂspar ameter is the
fixed AdHMEIfAI—@?»Boa‘omtahﬁ adévibnd infarmgationtrleted itocthik pammﬁterfl er is forned of a
thigty-two ect.roni ¢, ser.d a u or ot her
app% opri at efeaﬁfﬁt"ioflglb?pergtwgﬁfﬁg eﬁ‘g%&bglﬁ% Oggh {%ﬁﬁeflt m&%ﬁf’%?%n identity

( MEI D speZﬁicM&@iIcElﬁifoxﬁiaﬁB@ isagryvided byt @foblis nadcChWinRREImeRREFeplr anet er. Thi s
par amet er entifies t rotocol. preferenc f ot nobi node. For

i nst an®¥€Y dte e spLyer ¥ ith dpfo pﬁ@loﬁd}ﬂgﬂl@%&&f il eéi? E%b?kp?é?ﬁ%? % current

prefer ﬁaﬁﬁeé #ad @W@@wmm arél sup@grted SEPAobile 1de, Jtﬁcré&‘yTﬂo@'eExthbﬁ&B messagi ng
over the Sync M, pr ot(i)col - PROV- CAP paraneter identifies the
provi sPERtEsEeRLASdERPY dop EEdeB?fef‘Wées 25 nobil e node. That is, the value of the

pangnet er im@igaidas d%@fﬁﬂ@ﬁs DacKpyafetred 6QHIAs 61 ini;n@mmngbjel ities are
present. The val ue of

e paraneter ecifies features that are
suppor HEanERR. enbthrswpe @ H’(?d’évenﬁé?élﬂu @é%@ﬁ%{l@@%@lﬁﬁn% Sparaneter are
found, gERFiphid}stBRGBepel IT tIRSFrbdeANInFeRioh i délined B (R EAvieg clafeXa: 1
6- A/ Rl A/ El g\ 683. Anot her exenplary paraneter is the CDVA-IMST-M paraneter.
This paranmeter fornms 30 the IMSI-Mvalue. The IMSI-Mis the international
nobi | e subscriber identity that contains a nobile identification nunber
(MN) as a portion thereof, nanely in the | ower




WO 031049381 PCTI US02/ 38324 21 ten digits thereof. And, another exenplary
paraneter is the CDM BAND- MODE- CAP paraneter. This paraneter is set to
values to indicate the band and node capabilities that are supported by
the nobil e node. Table 3.5.1.7-2 of the 3GPP2 C. SO016- A/ TLAJEI A-683B
contains additional information related to this paraneter. 5 Thereby,

t hrough operation of an enbodi nent of the present invention, bearer
.specific device information is provided by the nobile node to a nmanagenent
server to provide the server with information permtting the server to be
better aware of the features and pro2dcols that are supported at the
nobi |l e node, thereby to permt better managenent of bearer dependent
features. 10 The previous descriptions are of preferred exanples for

i mpl ementWRICLEME nvention, and the scope of the invention should not
necessarily be limted by this description. The scope of the present
invention is defined by the followng clains: 22 WE CLAIM | An apparatus

conpri si dgetector Ied to receive indications of a request for
capabill?g i ndM: ARparatys cq E@E%ﬁor for detecting values representative of

whi ch sel ect eq, §@tetbPbollled i rdcBRGABRRLbAY ¥ Pajn%b@fo!r SapAGShafip, and a
retriever opera e responsive to Jdetecti on e request by sai
det ect or , sasdidetecti rfoedetecfing vakies irepricpentting oﬁpmhnli s&lycted]detcfom whw_h

the capability indicia is requested; and a retriever operable responsive to detection

of the request by said detector, said retriever for retrieving the capability indicia.




