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S�MPL�F�ED CL�ENT AND ASSOC�ATED ARCH�TECTURES FOR DELEGAT�NG 

QUANTUM COMPUTAT�ONS TO A QUANTUM SERVER

[0001]  Fie�d of the invention

[0002]  The present invention re�ates to quantum computing in genera�, and in particu�ar to 

the de�egation of a quantum computation from a c�ient to a remote server.5 

[0003]  Background of the invention 

[0004]  Quantum computing ("quantum computing" in Eng�ish) is a domain that has been 

deve�oped over the �ast decade, because of its numerous promises. �t uses the quantum 

properties of the materia�, such as the superposition and the entang�ement in order to 

perform operations on data. Un�ike a conventiona� computer working on binary data (coded 10 

on bits, equa� to 0 or 1), the quantum computer works on “qubits” whose quantum state 

cou�d have an infinity of va�ues.

[0005]  Neverthe�ess, just �ike high-performance computing (HPC standing for “High 

Performance Computing”), quantum computing requires the dep�oyment of specific devices 

for hand�ing these quantum properties of the materia�. As a resu�t, quantum computers are 15 

sti�� expensive systems and an envisaged evo�ution is based on a c�ient/server paradigm.

[0006]  According to this mode�, c�ients cou�d de�egate a�� or part of the quantum 

computations to servers, so that most expensive quantum resources cou�d thus be shared 

for severa� c�ients.

[0007]  �t is a�so envisaged that such servers are accessib�e via �arge-sca�e 20 

te�ecommunications networks, such as the �nternet, in the form of a service: “quantum as a 

Service”, QaaS (or “ca�cu� quantique à �a demande” according to a French trans�ation). 

Thus, the quantum server cou�d be accessib�e via a c�oud computing architecture, or 

“c�oud”. 

[0008]  Hence, c�ients wishing to de�egate a quantum computation from this server shou�d 25 

estab�ish a communication channe� (which, according to different moda�ities, may be 

quantum and/or conventiona� ones) with this server.

[0009]  Securing mechanisms have been suggested in order to avoid third parties being 

ab�e to have know�edge of the performed computations. A�so, “b�ind computing” 

mechanisms have been suggested in order to avoid the server itse�f (which may be 30 

corrupted) being ab�e to know the performed computations: henceforth, the server performs 
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computations without knowing neither the operations nor the resu�t or even the input va�ues. 

Thus, it is possib�e to de�egate computations on data to a server without communicating 

these data, for examp�e in the case where they cannot be �ega��y made pub�ic (medica� 

data, training data for machine �earning, etc.). �t is a�so possib�e to protect against possib�e 

corruption of the server. 5 

[0010]  A�so, verifiab�e computing mechanisms have been suggested in order to enab�e the 

c�ient to ensure that the server actua��y performs the requested computations.

[0011]  These suggestions are described in particu�ar in “Secure Assisted Quantum 

Computation” by Andrew M. Chi�ds, in Quantum �nformation and Computation 5, 456 

(2005), https://arxiv.org/abs/quant-ph/0111046 or “Universa� B�ind Quantum Computation” 10 

by Anne Broadbent, Joseph Fitzsimmons and E�ham Kashefi, in Proceedings of the 50th 

Annua� �EEE Symposium on Foundation of Computer Science (FOCS 2009), pp. 517-526, 

https://arxiv.org/abs/0807.4154v3 

[0012]  �n genera�, these b�ind de�egated computing mechanisms re�y on computing 

mechanism based on measurement . This mechanism has been described in a series of 15 

foundationa� artic�es, inc�uding “Measurement-based quantum computation” by Briege�, H. 

J., Brown, D. E., Dür, W., Raussendorf, R. & Van den Nest, M. in Nature Physics 5, 19 

(2009), arXiv:0910.1116v2, or “Unconditiona��y verifiab�e b�ind computation” by Joseph F. 

Fitzsimmons and E�ham Kashefi in Phys. Rev. A 96, 012203 (2017), 

https://arxiv.org/abs/1203.5217 which further disc�oses how to obtain the verifiabi�ity 20 

property which makes it possib�e to identify a server seeking to modify the computation 

de�egated by the c�ient.

[0013]  The measurement-based computation, MBQC (standing for “Measurement-Based 

Quantum Computation” in eng�ish), is based on a sequence of measurements, in a specific 

order, of a specific qubit in a predefined entang�ed quantum states resource.25 

[0014]  The communication between the c�ients and the server may be based on standard 

schemes such as, for examp�e, a procedure of the “prepare and send” type or a procedure 

of the “receive and measure” type. 

[0015]  �n the protoco�s of the prepare-and-send type, the c�ient generates quantum states 

and sends them to the server which is capab�e of recording them in order to use them in a 30 

computation. 
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[0016]  �n the protoco�s of the receive-and-measure type, the c�ient receives a quantum 

state from the server and measures it in an arbitrary measurement base. The server having 

previous�y entang�ed the quantum state sent to the c�ient with a state of its interna� memory, 

the measurement by the c�ient causes a remote preparation of the state in the memory of 

the server. 5 

[0017]  A�though the paradigm of the de�egated quantum computation makes it possib�e 

(and is even intended) to provide for c�ients that are much �ighter than the servers, these 

two procedure types require that the c�ient has, in the first case, a qubits emitter (for 

examp�e a source of unique photons) to encode the quantum states, and in the second 

case, a device for measuring the qubits received from the server (for examp�e a sing�e 10 

photon detector). 

[0018]  Such devices (sources and detectors) are genera��y comp�ex and expensive 

equipments. These costs form a hindrance to the deve�opment of the quantum computing, 

and in particu�ar, to a vast dep�oyment of c�ients suitab�e for the de�egation of quantum 

computations to a server, for examp�e dep�oyed on a c�oud.15 

[0019]  Other mechanisms have been suggested, such as for examp�e Qin Li et a�., “B�ind 

quantum computation for a user who on�y performs sing�e-qubit gates”. Nonethe�ess, it 

cou�d be demonstrated that such a mechanism is vu�nerab�e to some attacks and therefore 

does not offer the verifiabi�ity feature.

[0020]  Summary of the invention 20 

[0021]  The present invention aims to provide a so�ution that at �east partia��y overcome the 

aforementioned drawbacks. 

[0022]  More particu�ar�y, according to some embodiments, it aims to simp�ify the 

architecture of the c�ients, in order to �ower the cost thereof and thus a��ow for a greater 

dep�oyment of quantum c�ients that can de�egate quantum computations to servers, in 25 

particu�ar accessib�e via quantum te�ecommunication networks at great distance, whi�e 

keeping the important characteristics of the aforementioned de�egations architectures, in 

particu�ar the b�ind and secure computation and the verifiabi�ity of the de�egate computation.

[0023]  To this end, according to a first aspect, the present invention may be imp�emented 

by a method for de�egating a quantum computation by at �east one c�ient to a server, 30 

comprising at �east:
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- a first step comprising the transmission to the server of a description of 

entang�ements to be performed in a quantum memory;

- a second step comprising the emission of a sequence of quantum states 

by a source, distinct from this server, to said at �east one c�ient;

- a third step comprising a modification of a quantum state of said 5 

sequence;

- a fourth step comprising the transmission of said sequence to said 

server;

- a fifth step comprising the app�ication of a sequence of measurements 

according to a given base, within said quantum memory whose content has been 10 

entang�ed according to said description, and the transmission of the resu�t of each 

measurement to said at �east one c�ient.

[0024]  According to preferred embodiments, the invention comprises one or severa� of the 

fo��owing features which may be used separate�y or in partia� combination with each other 

or in tota� combination with each other:15 

- the quantum states supp�ied by the source are a superposition of 

orthogona� states, and the modification performed by the c�ient is in the form Zθ+c.π

wherein Z is a Pau�i gate according to the Z axis, θ is random�y se�ected from a �ist {0; π/4; 

π/2; 3π/4} and c is random�y se�ected amongst the 0 and 1 va�ues;

- the quantum states supp�ied by the source are a superposition of 20 

orthogona� states, and the method further inc�udes a step of determining a subset of trap 

qubits and in the third step comprises a modification of qubits neighboring said trap qubits 

according to said description of entang�ements, in the form XdH, wherein H is the 

Hadamard transformation, X is a Pau�i gate according to the X axis and d is se�ected 

amongst the 0 and 1 va�ues, and the c�ient imp�ements a step of comparing between a 25 

resu�t of a measurement of one of said trap qubits with a resu�t expected for said trap 

qubit, a��owing determining a honesty of said server;

- each of the at �east one c�ient can modify on�y part of the quantum 

states a��ocated thereto, and transmits said sequence to a subsequent c�ient of a c�ient 

chain �inking it to the server;30 
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- this part of the quantum states can be determined by an a��ocation of a 

time window;

- severa� c�ients can successive�y modify the same quantum state of said 

sequence. 

[0025]  According to another aspect, the invention may a�so be imp�emented by a system 5 

for de�egating a quantum computation from at �east one c�ient (10) to a server (20), 

inc�uding:

- at �east one source adapted to emit a sequence of quantum states,

- and wherein said server inc�udes a device for measuring received 

quantum states, and at �east one quantum component making it possib�e to carry out said 10 

quantum computation; and

- said at �east one c�ient inc�uding an input interface for receiving said 

sequence, a transformation device adapted to modify a quantum state of said sequence 

and an output interface for transmitting said sequence to said measuring device. 

[0026]  According to preferred embodiments, the system according to the invention 15 

comprises one or more of the fo��owing features which may be used separate�y or in partia� 

combination with each other or in tota� combination with each other:

- this transformation device inc�udes a first device for app�ying a first 

transformation intended to prepare quantum states to perform a b�ind quantum 

computation, and a second device for app�ying a second transformation intended to 20 

prepare quantum states to verify a honesty of said server;

- said first equipment and said second equipment are distributed into 

distinct physica� �ocations;

- a p�ura�ity of c�ients are connected to said server by one sing�e 

communication �ine forming a chain, so that said quantum states are progressive�y 25 

transmitted from said source to said measuring device;

- each of said c�ients is configured so to be ab�e to modify on�y the part of 

the quantum states a��ocated thereto;

- the quantum states are photons and the transformation device is an 

optica� modu�ator;30 
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- the source is adapted to supp�y quantum states in the form of a 

superposition of orthogona� states, and the transformation device is adapted to perform a 

modification in the form Zθ+c.π wherein Z is a Pau�i gate according to the Z axis, θ is 

random�y se�ected from a �ist {0; π/4; π/2; 3π/4} and c is random�y se�ected amongst the 0 

and 1 va�ues.5 

[0027]  �n genera�, a system according to the invention is configured to imp�ement the 

previous�y defined method, according to its different embodiments.

[0028]  Further features and advantages of the invention wi�� become apparent from the 

fo��owing description of a preferred embodiment of the invention, given by way of examp�e 

and with reference to the attached drawings 10 

[0029]  Brief description of the figures 

[0030]  The attached drawings show the invention: 

[0031]  Figure 1 schematica��y represents an examp�e of a system according to an 

embodiment of the invention. 

[0032]  Figure 2 i��ustrates a f�owchart of a method according to an embodiment of the 15 

invention. 

Figures 3a, 3b i��ustrate embodiments with a p�ura�ity of c�ients.

[0033]  Detai�ed description of embodiments of the invention

[0034]  �n particu�ar, the invention is based on the princip�e that the c�ient has just a means 

for transforming quantum information but no means for generating or measuring it, to the 20 

extent that the generation and measurement are steps requiring more comp�ex and 

expensive components. 

[0035]  These steps, or functions, are moved to a server and a source, which makes it 

possib�e to poo� the resources since a �arge number of c�ients may exist and connect to one 

sing�e server and to one sing�e source. Furthermore, this makes it possib�e to �ower the cost 25 

of the c�ients and therefore to a��ow for a wider access to quantum techno�ogies through 

“c�oud”-accessib�e servers (c�oud computing).

[0036]  A�so, it becomes possib�e to �ighten and simp�ify the genera� architecture by making 

it possib�e to connect a p�ura�ity of c�ients to the same server and to the same quantum 

source by means of one sing�e communication �ine.30 
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[0037]  As i��ustrated in Figure 1, a c�ient 10 has an input interface 11 adapted to the 

reception of a sequence of quantum states, a transformation device 12 adapted to the 

modification of the received quantum states, and an output interface 13 adapted to the 

emission of the quantum states (possib�y modified by the transformation device 12).

[0038]  The c�ient 10 may have on�y these three components as quantum components. Of 5 

course, it may further have conventiona� components (in the sense of “non-quantum”), in 

particu�ar in order to contro� the transformation device in a manner known per se.

[0039]  Thus, the c�ient has neither a quantum state source, nor quantum state 

measurement devices. 

[0040]  Except these two removed e�ements, the c�ient 10 may be in comp�iance with the 10 

c�ients described in the �iterature re�ating to quantum computation de�egation. �n particu�ar, 

the c�ient may be of the type described in the aforementioned artic�es:

- “Secure Assisted Quantum Computation” by Andrew M. Chi�ds, in 

Quantum �nformation and Computation 5, 456 (2005), https://arxiv.org/abs/guant- 

ph/0111046 or 15 

- “Universa� B�ind Quantum Computation” by Anne Broadbent, Joseph 

Fitzsimmons and E�ham Kashefi, in Proceedings of the 50th Annua� �EEE Symposium on 

Foundation of Computer Science (FOCS 2009), pp. 517-526, 

https://arxiv.org/abs/0807.4154v3 

[0041]  �t shou�d be noted that such a c�ient may be a subpart of a computer or a genera�-20 

purpose equipment, or a standa�one equipment that can be connected to such a genera�-

purpose equipment or computer. Different embodiments may be considered in the context 

of the present invention. 

[0042]  According to the invention, a source 40 is intended to generate and emit a sequence 

of quantum states to the c�ient, throughout a communication �ine 31.25 

[0043]  Quantum states can be carried by different techno�ogies. According to a preferred 

imp�ementation, the quantum states are carried by photons.

[0044]  �n genera�, quantum computing is based on hand�ing data in the form of quantum 

bits or “qubits”. Whi�e in conventiona� computing, an information bit is used to represent 

on�y one of the two possib�e �ogic states, name�y “1” or “0”, in quantum computing, a qubit 30 

may represent the two �ogic states simu�taneous�y as a superposition of quantum states.



8
[0045]  �n practice, the qubits may be encoded using the degrees of freedom of different 

physica� partic�es. The degrees of freedom are a physica� property of the physica� systems, 

which can be described by quantum mechanics. 

[0046]  �n particu�ar, the qubits may be physica��y imp�emented by various supports, in 

particu�ar photons, the coherent state of �ight, e�ectrons, the nuc�eus of an atom, optica� 5 

networks, Josephson junctions for superconducting qubits, etc. A non-exhaustive �ist can 

be found, for examp�e, on Wikipedia: https://en.wikipedia.org/wiki/Qubit 

[0047]  Consequent�y, the degrees of freedom depend on the physica� support and 

comprise the phase, the phase differences, the frequency, the po�arization, the tempora� 

�ocation of the photons. �t is a�so possib�e to use the spins of the e�ectrons, the 10 

superconducting charge, the number of e�ectrons, etc.

[0048]  The qubits may be written as a vector in a Hi�bert vector space with a dimension d.

�n a dimension d=2, the qubit may be defined by a base composed of two states, which are 

denoted |0⟩ and |1⟩. Thus, the state |�⟩ of the qubit may be represented by: 

|�⟩ = �|0⟩+ �|1⟩15 

where a and b are comp�ex number coefficients.

[0049]  The qubit can store information in the form of a combination of 0 and 1, using 

different va�ues of a and b. However, a measurement of the qubit wi�� cause it to project on 

the state |0⟩ or |1⟩ and return the resu�t 0 or 1 respective�y. The probabi�ities of returning 

these va�ues are respective�y |a|2 and |b|2. 20 

[0050]  According to an embodiment of the invention, photons are used as a qubit support. 

Quantum bits can be encoded with photons according to their degree of freedom. “Photon 

degree of freedom” refers to a physica� property described by quantum mechanics and 

usab�e for quantum communications. Examp�es of photon degrees of freedom are phase, 

phase difference, frequency, po�arization or tempora� �ocation.25 

[0051]  The source 40 may then be a �aser ab�e to generate photons, combined with an 

initia� modu�ator ab�e to modu�ate a degree of freedom of a generated photon in order to 

generate desired quantum states (as wi�� be seen hereinbe�ow, a superposition of states 

denoted |+⟩). 
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[0052]  According to one embodiment, the source and the transformation device 12 of the 

c�ient perform modu�ations over the time interva� for which it is desired to generate/transform 

a photon, the overa�� energy of which corresponds to a photon energy quantum.

[0053]  According to another embodiment, the phase difference is used as a degree of 

freedom to encode the qubits. A�so, the source 40 generates the photons by performing a 5 

modu�ation according to two peaks, each in a ha�f-interva� of the interva� corresponding to 

the photon to be generated. The tota� energy of this modu�ation being, by configuration, 

equa� to the energy quantum of a photon, each photon thus generated is a superposition of 

a photon between these two ha�f-interva�s.

[0054]  The �aser can be provided with a wave�ength of 1550 nm which corresponds to the 10 

minimum attenuation in optica� fibers common�y used in te�ecommunications.

[0055]  The transformation devices 12 may then consist of optica� modu�ators. They are not 

intended to emit photons but mere�y to modu�ate an e�ectromagnetic fie�d in which the 

photons pass in order to modify a degree of freedom thereof. As wi�� be seen �ater on, each 

transformation device may inc�ude, according to one embodiment, at �east two optica� 15 

modu�ators, each intended to modu�ate the photons according to an axis different from the 

B�och sphere representing the se�ected degree of freedom.

[0056]  Throughout the communication �ink 32, the c�ient 10 is in communication with a 

server 20. The �ine 32 may be an optica� fiber.

[0057]  A server is a�so provided, to perform quantum computing by de�egation of a c�ient. 20 

This server 20 is a piece of equipment distinct from the source. Preferab�y, it be�ongs to an 

entity distinct from this source, in order to avoid any functiona� co��usion. Sti�� preferab�y, it 

may be provided that the server has no know�edge of the source.

[0058]  The server 20 is provided with quantum circuits and possib�y conventiona� circuits 

(in particu�ar enab�ing the contro� of these quantum circuits). �n particu�ar, it inc�udes a 25 

device 21 for measuring received quantum states. 

[0059]  The server 20 may further inc�ude one or more quantum e�ements 22 making it 

possib�e to perform the quantum computations that are de�egated to the server. �n particu�ar 

these quantum components may comprise a quantum memory making it possib�e to store 

received qubits, means for performing operations on one or more qubits, etc. The nature of 30 

these quantum e�ements depends on the se�ected techno�ogy and on different possib�e 

embodiments. 
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[0060]  The measuring device 21 of the server 20 may consist of one sing�e photon detector, 

i.e. capab�e of measuring the quantum state of an individua� photon and not a �ight f�ux, or 

energy. Different mechanisms exist in the prior art. For examp�e, there are detectors based 

on ava�anche photodiodes (APDs, standing for “Ava�anche PhotoDiode” in eng�ish). 

[0061]  More genera��y, according to different embodiments of the invention and depending 5 

on the type of degree of freedom, different types of modu�ators and detectors may be used.

[0062]  When the degree of freedom of photons to encode quantum bits is the phase, the 

modu�ators can be phase modu�ators. For examp�e, the LN53S-FC or LN65S-FC mode� 

marketed by Thor�abs can be used.

[0063]  When the degree of freedom of photons to encode quantum bits is photon 10 

po�arization, the modu�ators can be po�arization modu�ators. For examp�e, a mode� from 

the PSC-LN series of products marketed by iXb�ue Photonics can be used.

[0064]  When the degree of freedom of the photons to encode the quantum bits is the 

tempora� �ocation of the photons, the modu�ators may each comprise a number d of de�ay 

�ines and a number 2d of sp�itter p�ates, where d represents the dimension of the Hi�bert 15 

vector space of representation of the quantum states. �n order to carry out a b�ind 

computation, it can be demonstrated that it is necessary and that it is sufficient to know how 

to encode states in bases that are incompatib�e with one another. The superposition of 

tempora� �ocations to be carried out to encode a qubit in base amongst a set of incompatib�e 

bases may be obtained by programming the sp�itter p�ates.20 

[0065]  �n genera�, photon modu�ators are standard te�ecommunication devices, and 

therefore inexpensive and produced on a �arge sca�e.

[0066]  Other imp�ementations are possib�e, inc�uding imp�ementations that are not based 

on photons. 

[0067]  �n the case where the qubits hand�ed by the server are coup�ed to the microwave 25 

domain (for examp�e superconducting qubit), communication with the c�ient cou�d be 

achieved: 

- Either by transduction of the quantum information in the optica� domain 

as described for examp�e in the artic�e “Superconducting qubit to optica� photon 

transduction” by Mohammad Mirhosseini, A�p Sipahigi�, Mahmoud Ka�aee & Oskar Painter 30 

in Nature 588, 599-603 (2020). https://doi.Org/10.1038/s41586- 020-3038-6. This makes it 

possib�e to app�y the previous�y-described methods to hand�e photons.
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- Or by the c�ient using an auxi�iary quantum system such as a 

superconducting qubit, or a semiconductor qubit, for examp�e based on si�icon. �n 

particu�ar, the coup�ing between a superconducting qubit (which can be used by the 

server) and a semiconductor qubit (which can be used by the c�ient) is described in the 

artic�e “Coherent microwave-photon-mediated coup�ing between a semiconductor and a 5 

superconducting qubit” by Scar�ino, P., van Woerkom, D.J., Mendes, U.C. et a� in Nat 

Commun 10, 3011 (2019). https://doi.org/10.1038/s41467-019-10798-6. After reception 

and storage of the qubit by the c�ient, the �atter cou�d app�y a transformation using 

standard quantum information hand�ing techniques before returning the qubit thus 

obtained by the server. 10 

[0068]  �n the �ast case, the c�ient is therefore equipped with a comp�ex quantum system, 

but �imited to one sing�e qubit. �t fo��ows that the c�ient is considerab�y simp�er than the 

server which is capab�e of hand�ing a �arger number of qubits.

[0069]  Thus, the invention is independent of the type of techno�ogies for encoding and 

transforming the qubits (quantum states). 15 

[0070]  Protoco� with a simp�ified c�ient

[0071]  Figure 2 i��ustrates a method according to an embodiment of the invention. This 

embodiment is based on the measurement-based de�egated computing mechanisms as 

described in the aforementioned artic�es of Chi�ds, and of Broadbent, Fitzsimmons and 

Kashefi. According to these mechanisms, the server inc�udes a quantum memory that is 20 

first prepared in an entang�ed state. This state, ca��ed “c�uster state” or “graph state” in 

Eng�ish is universa�, in the sense that it does not depend on the quantum computation to 

be performed. �t forms a “substrate” on which a subsequent computation phase, as such, 

may be carried out. 

[0072]  �n this computation phase, the c�ient indicates a sequence of measurements to be 25 

performed individua��y on some qubits of the quantum memory of the server, or state graph. 

These measurements rea��y specify the quantum computation a�gorithm to be performed 

on the server. Hence, the quantum a�gorithm corresponds to an ordered processing of 

quantum corre�ations. Hence, it may consist of a sequence of qubit identifiers to be 

measured associated with a measurement base. 30 

[0073]  �n the context of a b�ind computation, the state graph and the a�gorithm (defining the 

sequence of the measurements to be performed) cou�d be known to a�� parties. The “secret”, 

making the computation b�ind, �ies in the individua� state of the qubits supp�ied to the server.
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[0074]  More specifica��y, in a preparation phase, a step S1 consists in transmitting to the 

server a description of the computing resource, i.e. of entang�ements to be performed in a 

quantum memory of the server. This step defines the state graph within the server. 

[0075]  To do so, the c�ient sends to the server the (conventiona�) description of the 

computing resource. �n genera�, this resource is a quantum state composed of severa� 5 

qubits entang�ed with one another. The description sent by the c�ient consists of the 

entang�ement re�ationships between the qubits, but not of the description of the qubits 

themse�ves. �ndeed, the �atter is hidden to the server and, according to the invention, it is 

subsequent�y supp�ied to the server by the c�ient during step S4.

[0076]  �n a step S2, a source 40 emits a state sequence on the input interface 11 of the 10 

c�ient. These quantum states are transmitted via a communication �ink 31. Typica��y, this 

communication �ink 31 is an optica� fiber enab�ing the transmission of photons, but other 

imp�ementations are of course possib�e in the context of the invention. 

[0077]  �n a step S3, a transformation means or device 12, app�ies the necessary 

transformations for each state, one after another. Thus, the quantum states can be 15 

modified, in a b�ind fashion for the server.

[0078]  �n a conventiona� b�ind de�egate computation method, masking of the information to 

the server resu�ts from a very specific choice of the states sent by the c�ient to the server. 

�n the process according to the invention, masking of the information is ensured by the 

combination of a choice of the initia� quantum states generated by the source 40, and by 20 

the transformations app�ied by the c�ient.

[0079]  �n particu�ar, the source 40 can generate a sequence of quantum states |+⟩

[0080]  Each of these states is a superposition of orthogona� states, so that:

[0081]  The transformation device 12 can app�y transformations, such that the server cannot 25 

identify them with certainty. 

[0082]  To do this, these transformations may be in the form: 

Zθ+c.π

in which 
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- Z is a Pau�i gate according to the Z axis,

- θ is random�y se�ected from a �ist {0; π/4; π/2; 3π/4} 

- c is random�y se�ected amongst the 0 and 1 va�ues

[0083]  The Pau�i-Z gate acts on one sing�e qubit. This is equiva�ent to a rotation around the 

Z axis of B�och sphere by π radians. �t �eaves the state |0⟩ unchanged and transforms the 5 

state |1⟩ into −|1⟩. �t can be represented by the Pau�i-Z matrix: 

� = �
1 0
0 −1

�

[0084]  Thus, by app�ying the transformation Zθ+c.π, the fo��owing quantum state is obtained 

at the output: 

�0⟩ + ����.�|1⟩10 

[0085]  This state is usua��y denoted |+���.�⟩

[0086]  Sending such states to the server is sufficient to comp�ete�y mask the computation 

performed thereby. The keys making it possib�e to decrypt the computation and its resu�t 

are the va�ues θ and c se�ected for each qubit

[0087]  �n a step S4, the states transmitted to the c�ient are sent to the server after the 15 

transformations have been app�ied.

[0088]  The rest of the protoco� may be in accordance with those described in the �iterature. 

Thus, in a step S5, the server app�ies a measurement sequence on each of the qubits in a 

predetermined order as mentioned before. The measurement base of each qubit is se�ected 

in an interactive manner by communicating the resu�t of each measurement to the c�ient. 20 

The c�ient then specifies to the server the base in which the next qubit shou�d be measured, 

and so on. 

[0089]  The �ast measurement gives the resu�t of the computation in an encrypted manner. 

�ts resu�t is transmitted to the c�ient which can decrypt it in order to read the resu�t of the 

computation. 25 

[0090]  The choice of the transformation ����.� makes it possib�e to hide the information to 

the server. Other transformation choices are a�so possib�e.
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[0091]  �n particu�ar, other transformations can be used in order to make the protoco� 

verifiab�e, i.e. to ensure (for the c�ient) that the server actua��y app�ies the approved 

protoco�, without a�tering the operations thereof. �n particu�ar, this may be interesting to 

verify whether the server has not been corrupted and/or whether the server is trustworthy. 

�ndeed, in particu�ar in the context of dep�oyment of a server on a pub�ic p�atform, such as 5 

a “c�oud”, it cou�d be important, and even essentia�, to be ab�e to ensure the �egitimacy, or 

honest�y, of the server.

[0092]  A mechanism enab�ing verification by the c�ient of the computations made by the 

server has been suggested in the aforementioned artic�e “Unconditiona��y verifiab�e b�ind 

computation”. This is based on the idea of making the server perform a computation whose 10 

resu�t is predictab�e in order to compare the resu�t obtained from the server with the 

expected one. To do so, it is necessary to iso�ate the qubits on which the computation within 

the state graph are done, i.e. to ensure that they are not entang�ed with their neighbors, to 

ensure that the computation is actua��y predictab�e.

[0093]  According to one embodiment, during the preparation phase, the c�ient se�ects a 15 

given number of qubits that wi�� form “traps” for the server. The number of se�ected qubits 

is a security parameter: the higher it is, the more difficu�t it wi�� be for the server to cheat.

[0094]  The subset of trap qubits may be se�ected masked to the server, therefore according 

to a scheme that is unknown thereto. On the other hand, each of these traps has to be 

iso�ated, i.e. it shou�d be ensured that they are not, at the time of the measurement, sti�� 20 

entang�ed with other qubits of the quantum memory of the server, so that the resu�t of the 

measurement is predictab�e.

[0095]  Thus, for each qubit �inked to a trap qubit in the state graph (which describes the 

entang�ements to be performed between the qubits within the quantum memory of the 

server), the c�ients prepares a state with a transformation XdH on the received state |+⟩. 25 

These qubits are ca��ed “dummy” and are not used by the computation as such.

[0096]  H represents the Hadamard transformation, X is a Pau�i gate according to the X axis 

and d is se�ected amongst the 0 and 1 va�ues.

[0097]  The Hadamard transformation acts on a sing�e qubit and transforms a state |0⟩ into 

a superposition of equiprobab�e states |+⟩ and a state |1⟩ in a superposition |−⟩. �t 30 

corresponds to the combination of a π rotation according to the X axis and a π/2 rotation on 

the Y axis, according to B�och sphere. �t may be represented by Hadamard matrix:
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� =
1

√2
. �

1 1
1 −1

�

[0098]  The Pau�i-X gate acts on one sing�e qubit. This is equiva�ent to a rotation about the 

X axis of B�och sphere by π radians. �t is equiva�ent to a “NO” gate in conventiona� �ogics, 

since it permutes the |0⟩ and |1⟩states. �t may be represented by Pau�i-X matrix: 

� = �
0 1
1 0

�5 

[0099]  The number d indicates whether the transformation according to Pau�i X gate takes 

p�ace (d=1) or does not take p�ace (d=0).

[0100]  The trap qubits are prepared by app�ying a transformation Zθ+c.π on the received 

state |+⟩. 

[0101]  Sti�� in the preparation phase, when the server app�ies the state graph to estab�ish 10 

the entang�ements between adjacent qubits, the entang�ement operation performed by the 

server between a trap qubit and a dummy qubit wi�� have no effect, because of the 

preparation based on the transformation XdH app�ied to the state |+⟩. 

[0102]  Thus, the c�ient can instruct the server to perform, on each trap qubit, a 

measurement from which it can predict the resu�t. �f the measurement resu�ts match with 15 

the predictions, then it knows that the server has not deviated from the computation ordered 

by the c�ient. Converse�y, in the event of too many errors in the measurement resu�ts of the 

trap qubits, the c�ient wi�� know that the server has not carried out the operations in 

accordance with its instructions. Thus, the c�ient cou�d ensure the honesty of the server.

[0103]  Thus, this verifiabi�ity property, consisting in verifying the honesty or integrity of the 20 

server, is achieved by the method and the system according to the invention, in particu�ar 

by the physica� and functiona� separation between the source and the server.

[0104]  Thus, a prob�em can be so�ved by the mechanisms of the state of the art, for 

examp�e, as mentioned before, an architecture in which the server itse�f supp�ies the 

quantum state sequences, such as for examp�e the architecture described in Qin Li et a�., 25 

“B�ind quantum computation for a user who on�y performs sing�e-qubit gates”. 

[0105]  �ndeed, it is possib�e to demonstrate the vu�nerabi�ity of such an architecture.
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[0106]  A possib�e fau�t is the attack described in the artic�e “De�egating Mu�ti-Party 

Quantum Computations vs. Dishonest Majority in Two Quantum Rounds » 

(https://arxiv.org/abs/2102.12949) Appendice �, page 48.

[0107]  This attack consists of the server app�ying a specific operation, the transformation 

Z, on each of the qubits before and after transmission to the c�ient. This operation has the 5 

effect of modifying the qubits used in the quantum computations. �n the context of the 

described protoco�, the effect of these modifications cannot be detected by the c�ient.

[0108]  On the contrary, the mechanism of the invention a��ows ensuring that the above-

described attack is impossib�e without a co��usion between the source of the qubits and the 

server. This a��ows easi�y imp�ementing a verifiab�e protoco�.10 

[0109]  One cou�d notice that the �ogic gates imp�emented in step S3, which corresponds to 

the on�y quantum hand�ing performed by the c�ients, correspond to rotations according to 

different axes in the case of a quantum computation and in the case of verification of the 

honesty of the server. 

[0110]  According to an embodiment of the invention, the transformation device 21 inc�udes 15 

two (or more) distinct devices, each adapted for a particu�ar transformation. Thus, a first 

device can app�y a first transformation aiming to prepare the necessary qubits to perform a 

quantum computation, and a second device can app�y a second transformation aiming to 

prepare the necessary qubits to verify a honesty of said server. For examp�e, a first device 

(for examp�e an optica� modu�ator) is adapted to the transformation ����.�Zθ+c.π, and a 20 

second device (for examp�e a second optica� modu�ator) is adapted to the transformation 

XdH.

[0111]  N c�ients/1 server Architectures

[0112]  As has been seen before, one of the advantages of a c�ient according to the 

invention consists of its simp�icity making it possib�e to �ower the cost and to faci�itate 25 

dep�oyment on a �arge sca�e. �n particu�ar, the architecture makes it possib�e to ensure 

sca�ing of the dep�oyment of a quantum “c�oud” infrastructure

[0113]  According to an embodiment i��ustrated in Figure 3a, it is thus possib�e to connect a 

�arge number of c�ients 101, 102, 103... 10N to one sing�e server 20, via as many 

communication �ines, respective�y 301, 302, 303... 30N. �n Figure 3a, the quantum state 30 

source is not represented. 
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[0114]  The server 20 may then have a switch enab�ing it to receive the quantum state 

sequences emitted by the different c�ients to its shared quantum resources (in particu�ar the 

measuring device). 

[0115]  �n the case where the c�ient is unique, we then return to the situation i��ustrated in 

Figure 1 and the server obvious�y does not require the use of a switch.5 

[0116]  The simp�ified c�ient according to the invention a�so makes it possib�e to connect 

severa� c�ients to the same server via one sing�e communication �ine, as i��ustrated in Figure 

3b. 

[0117]  Thus, in Figure 3b, one sing�e �ine 30 connects the source 40, the c�ients 301, 302, 

303... 30N, and the server 20. 10 

[0118]  Thus, the c�ients form a chain according to which each c�ient 10i cou�d have a 

preceding c�ient 10i-1 in the chain (except the first c�ient 101 connected direct�y to source 40) 

and a next c�ient 10i+1 (except the �ast c�ient 10N connected direct�y to the server 20), so 

that the quantum states are progressive�y transmitted from the source 40 to the measuring 

device 21. 15 

[0119]  Thus, the server has on�y one sing�e incoming communication �ine but its computing 

capacities are neverthe�ess shared between a�� c�ients, which cou�d be very numerous.

[0120]  Such an architecture is made possib�e thanks to the fact that simp�ified c�ients 

according to the invention just have a quantum transformation device. The �atter can 

transform, or not the quantum states that are transmitted thereto, so that the quantum states 20 

are modified on�y by the desired c�ient(s).

[0121]  According to the invention, the quantum state constructor (source) and destructor 

(measurement) devices are re�egated to the end of the chain and therefore do not disturb 

the end-to-end transmission via a p�ura�ity of intermediate c�ients.

[0122]  According to one embodiment, the communication �ine may be shared, or poo�ed, 25 

between the different c�ients connected thereto, by a��ocating thereto part of the quantum 

states supp�ied by the source 40.

[0123]  Thus, each c�ient of the chain can just modify the part of the quantum states 

a��ocated thereto, and transmits the entire sequence to the next c�ient in the chain (or to the 

server for the �ast one).30 
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[0124]  For examp�e, this part may be determined by an a��ocation of a time window. Thus, 

a window separate from the other c�ients of the chain is a��ocated to each c�ient and 

(possib�y) modifies on�y the quantum states received in the window a��ocated thereto. 

Hence, each quantum state emitted by the source can be modified on�y by one sing�e c�ient 

of the chain. 5 

[0125]  These time windows may be periodic, i.e. the time axis may be subdivided into 

periods, and each period subdivided into an ordered sequence of time windows individua��y 

a��ocated to a c�ient and whose order is preferab�y identica� from one period to another.

[0126]  Thus, a simp�e time demu�tip�exing cou�d enab�e the server 20 to know, at each time 

point, with which c�ient it is interacting.10 

[0127]  21 As mentioned before, the server 20 and the source 40 are distinct in order to 

ensure the verifiabi�ity property.

[0128]  They can be imp�emented by distinct and standa�one physica� equipment. �n 

particu�ar, each may have independent microprocessors, and an independent power supp�y 

source. They may a�so be �ocated in distinct geographica� �ocations.15 

[0129]  Preferab�y, the source and the server are functiona��y independent and are adapted 

so as not be ab�e to interact except by the transmission of the quantum states from the 

source to the server via the c�ients. Thus, it is possib�e to guarantee the absence of 

co��usion, or agreements, between these two entities.

[0130]  Nonethe�ess, they may be�ong to the same �ega� entity, in the case where the �atter 20 

cou�d be considered to be trustworthy. For examp�e, this may be the case of a �ega� entity 

having a specific certificate guaranteeing honest behavior, for examp�e a 

te�ecommunications operator; the �atter cou�d provide an equipment to generate the 

quantum states in a first �ocation, and another equipment to measure them (and perform 

the quantum processing) in a second distinct �ocation, without these functiona��y 25 

communicating (exc�uding any need for management and administration).

[0131]  According to one embodiment, severa� c�ients may interact with the same qubit 

generated by the source. Thus, severa� c�ients cou�d, successive�y, modify the same 

quantum state of the sequence of states generated by the source. 

[0132]  Thus, a first c�ient can modify part of the transmitted quantum states, and at �east 30 

one second c�ient can again modify a�� or part of these quantum states. These first and 
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second c�ients can represent on�y part of the c�ient chain and are not necessari�y 

successive. 

[0133]  According to one embodiment, a subpart of the sequence of quantum states, 

corresponding for examp�e to a time window, may be a��ocated to such a p�ura�ity of c�ients.

[0134]  This possibi�ity of successive modifications of the same quantum state by severa� 5 

c�ients makes it possib�e to perform mu�ti-party computations, i.e. to prepare a state 

intended to the server whose inputs depend on severa� c�ients.

[0135]  Thus, the invention a��ows for new types of computations that were not possib�e with 

conventiona� computing mechanisms de�egated from one sing�e c�ient to a server.

[0136]  �n particu�ar, this task may be usefu� to carry out a secure mu�ti-party computation, 10 

i.e. a computation that depends on the inputs of severa� c�ients, but performed so as not to 

revea� said inputs. This type of computation is described for examp�e in “Mu�tiparty 

De�egated Quantum Computing” by E�ham Kashefi and Anna Pappa, in Cryptography 2017, 

1(2), 12, https://arxiv.org/abs/1606.09200v2 or “Active�y Secure Two-Party Eva�uation of 

any Quantum Operation” by Frédéric Dupuis, Jesper Buus Nie�sen and Louis Savai�, in 15 

Proceedings of the 32nd Annua� Crypto�ogy Conference on Advances in Crypto�ogy, vo�. 

7417, August 2012, https://doi.Org/10.1007/978-3-642-32009-5 46 

[0137]  According to an imp�ementation based on that of the aforementioned artic�e by 

E�ham Kashefi and Anna Pappa, it is possib�e to modify the described protoco�s in order to 

app�y them to the context of a simp�ified c�ient.20 

[0138]  Thus, in the protoco� 1 described in page 8, each c�ient invo�ved in the mu�ti-party 

computation sends a state in the form |+��⟩. Afterwards, the server who received a�� these 

states carries out an operation that enab�es it to prepare the state |+�⟩, where θ is the sum 

of a�� θi (protoco� 3). This state forms the resource that enab�es the server to carry out a 

mu�ti-party de�egate computation (protoco� 4).25 

[0139]  Thanks to the combined advantages of a simp�ified c�ient and an on�ine architecture 

of a customer chain, it is possib�e to direct�y prepare this state |+�⟩

[0140]  For this purpose, starting from the state |+⟩ generated by the source, each c�ient 

invo�ved in the computation has just to perform the rotation Zθi corresponding to its input ��. 

The aggregate, rotations performed successive�y by each of the invo�ved c�ients makes it 30 

possib�e to prepare the state |+�⟩ at the output of the �ast c�ient (and therefore at the input 

of the server). 
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[0141]  Hence, this architecture considerab�y simp�ifies the phase of preparation of the initia� 

state of the computation. 

[0142]  Of course, the present invention is not �imited to the examp�es and embodiment 

described and shown, but is defined by the c�aims. �n particu�ar, it is susceptib�e to 

numerous variants accessib�e to the ski��ed artisan.5 
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CLA�MS

1. A method for de�egating a quantum computation by at �east one c�ient to a 

server, comprising 

- a first step (S1) comprising the transmission to the server of a description of 

entang�ements to be performed in a quantum memory;5 

- a second step (S2) comprising the emission of a sequence of quantum states by 

a source, distinct from said server, to said at �east one c�ient;

- a third step (S3) comprising a modification of a quantum state of said sequence, 

- a fourth step (S4) comprising the transmission of said sequence to said server;

- a fifth step (S5) comprising the app�ication of a sequence of measurements 10 

according to a given base, within said quantum memory whose content has been 

entang�ed according to said description, and the transmission of the resu�t of each 

measurement to said at �east one c�ient.

2. The method according to the preceding c�aim, wherein the quantum states 

supp�ied by said source are a superposition of orthogona� states, and the modification 15 

performed by said c�ient is in the form ����.� wherein Z is Pau�i gate according to the axis 

Z,  is random�y se�ected from a �ist {0; π/4; π/2; 3π/4} and c is random�y se�ected amongst 

the 0 and 1 va�ues.

3. The method according to c�aim 1, wherein the quantum states supp�ied by said 

source are a superposition of orthogona� states, and inc�uding a step of determining a 20 

subset of trapped qubits and wherein said third step comprises a modification of qubits 

neighboring said trap qubits according to said description of entang�ements, in the form 

XdH, wherein H is the Hadamard transformation, X is a Pau�i gate according to the X axis 

and d is se�ected amongst the 0 and 1 va�ues, and said c�ient imp�ements a step of 

comparing a resu�t of a measurement of one of said trap qubits with an expected resu�t for 25 

said trap qubit, a��owing determining a honesty of said server.

4. The method according to one of the preceding c�aims, wherein each of said at 

�east one c�ient can modify on�y part of the quantum states a��ocated thereto, and 

transmits said sequence to a subsequent c�ient of a c�ient chain �inking it to said server.
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5. The method according to the preceding c�aim, wherein said part is determined by 

an a��ocation of a time window.

6. The method according to one of the preceding c�aims, wherein severa� c�ients 

can successive�y modify the same quantum state of said sequence.

7. A system for de�egating a quantum computation from at �east one c�ient (10) to a 5 

server (20), inc�uding

- at �east one source (40) adapted to emit a sequence of quantum states,

- wherein the server inc�udes a device (21) for measuring received quantum 

states, and at �east one quantum component (22) making it possib�e to carry out said 

quantum computation; and10 

- said at �east one c�ient inc�uding an input interface (11) for receiving said 

sequence, a transformation device (12) adapted to modify a quantum state of said 

sequence and an output interface (13) for transmitting said sequence to said measuring 

device. 

8. The system according to the preceding c�aim, wherein said transformation device 15 

(12) inc�udes a first device for app�ying a first transformation aiming to prepare quantum 

states for performing a b�ind quantum computation, and a second device for app�ying a 

second transformation aiming to prepare quantum states to verify a honesty of said 

server. 

9. The system according to the preceding c�aim, wherein said first equipment and 20 

said second equipment are distributed into distinct physica� �ocations.

10. The system according to the preceding c�aim, wherein a p�ura�ity of c�ients are 

connected to said server by one sing�e communication �ine (30) by forming a chain, so 

that said quantum states are progressive�y transmitted from said source to said 

measurement device. 25 

11. The system according to the preceding c�aim, wherein each of said c�ients is 

configured so as to be ab�e to modify on�y the part of the quantum states a��ocated 

thereto. 

12. The system according to one of c�aims 7 to 11, wherein said quantum states are 

photons and said transformation device is an optica� modu�ator.30 
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13. The system according to one of c�aims 7 to 12, wherein said source is adapted to 

supp�y quantum states in the form of a superposition of orthogona� states, and said 

transformation device is adapted to perform a modification in the form ����.� wherein Z is 

a Pau�i gate according to the axis, θ is random�y se�ected from a �ist {0; π/4; π/2; 3π/4} and c 

is random�y se�ected amongst the 0 and 1 va�ues5 

14. The system according to one of c�aims 7 to 13, adapted to imp�ement a method 

according to one of c�aims 1 to 6.


