WO 03/ 067809 PCT/ US03/ 03099 SECURE ELECTRONI C MESSAG NG SYSTEM REQUI RI NG
KEY RETRI EVAL FOR DERI VI NG DECRYPTI ON KEYS 5 TECHNI CAL FI ELD The present
i nvent i orwD3@s1sect ed to a secure el ectronic nmessagi ng Ssy®CeEmsHE03099
communi ty of users through the auditable use of private/public key pairs.
10 BACKGROUND OF | NVENTI ON There are various systens that allow users to
securely exchange el ectroni c nessages such as e-nmail and instant nessages.
To send Internet e-nail, the sender assenbles the nessage 15 contents,
affixes to the nessage the Internet e-nail addresses of the desired

reci pi enSESURBEEBCTRONICVMESS AGINGHSY STHEMAREQEIR NG K&ESF RETREEVARHKOR he
nmessage was conposed by the_sender a t ifjed in transit, possibly
i nvokes an encryption scheﬂ%EBHQ@K%Q@gﬁgﬁfaéﬁggﬁkkb contents of the
nmegsage by the recipients only, and transmts the nmessage using the
InTernet e-mail infrastructure. 20 To exchange information in an |Instant
Messaging (IM system a user authenticates herself to an I Msystem

sel ects the recipient anong the avail able cormmunity of users, prepares the
message T transmts the message through the IMinfrastructure.
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credentials o € au i cated users. OWs a prior dart

COMMUNI gathh@RAItRbEMettbifduigh tHudithile usd bpwivase/mdhiddeey pdis.and a 25 reci pi ent
120 to exchange an encrypted nessage Me over a network 130. In this

i n¥t ance, the sender 110 and recipient 120 are part of a community of
users that use public/private key pairs for the purposes of digitally
signing and encrypting their comuni cation. The Key Server 140 allows the

sender BWTRGHOUND OFEINVEROION obtain ot her users' public keys and
participate in the generation and/or controlled acces? of symetric key

fragnents fofheregrananonssystanis thyt albaysissrs to SEupel yeRchmRase crirong8esasst ¥4 wi t h
the. Ioy@ £t pCpsO8 Bispioorn 8 RuRIsRRY sohilf (E 3eEler Al 1nd RREIEEL e
a Wi de corkeMO 10 &V BO hcBYaEh USARERBORMhail all @oss8ebf thyWNired tdaipidni(s) possibly or
any of a nunber of other types of comrunication
invokes a signing scheme that certifies that the message was composed by the sender and not
modified in transit, possibly invokes an encryption scheme that secures access to contents of the
message by the recipients only, and transmits the message using the Internet e-mail
infrastructure.
20 To exchange information in an Instant Messaging (IM) system, a user authenticates
herself'to an IM system, selects the recipient among the available community of users, prepares
the message contents, and transmits the message through the IM infrastructure. Encryption
services may be provided by the IM service based on the credentials of the authenticated users.
Fig. 1 shows a prior art communication architecture 100 that allows a sender 110 and a
25 recipient 120 to exchange an encrypted message Me over a network 130. In this instance, the
sender 110 and recipient 120 are part of a community of users that use public/private key pairs
for the purposes of digitally signing and encrypting their communication. The Key Server 140
allows the sender 110 and recipient 120 to obtain other users' public keys and participate in the
generation and/or controlled access of symmetric key fragments for a given messaging session.

30 A database 142 associated with the Key server 140 keeps information about the sender and the
receiver and the keys that they’ve used. The network 130 can be a local area net (LAN), a wide



I nfrastructures. SUMVARY OF THE | NVENTI ON 5 The present invention is
directed to a system and nethod for secure comrunication of electronic
nmessages WOM306m0e roni ¢ data streans anongst a conmunity @CTOSE3/683099 N such
a way that their use of private/public key pairs for authentication and
encryption purposes be recorded and auditable. .|l thfgp resent invenption,
the pri #fER paft i etheg[niernets On AnY oL 2, BumbGrQh Og’ﬁﬁ q%e Sempicatiqly The
sender W.tﬁ%%&%ctﬁr% send an encrypted nessage to the recipient, and this is
facilitated by tHe key server. The key server sends key retrieval
information to the sender. The key retrieval information references
decryption infornmation that Tjgél\{equi red to decrypt an encrypted nessage.
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encryption key. |In any event, the transm ssion package is then sent to the
reci pi ethen usgsdhe dedrymtiontinforpaticustordeerypt the sperypipd mesysekage, and decrypts
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retrieval information to the key server. In response to a -2 WO 03/067809
PCT/ USOt¢ B8pe@ver or the sender, or both in cooperation, generate either a symmetric encryption key
20 or an asymmetric encryption key pair. The sender uses the appropriate encryption key to encrypt
the data message contents. The decryption key (which is either the symmetric key or the
decryption portion of the asymmetric key pair) is split into a first portion and a second portion.
The second portion is stored by the key server. The sender forms a transmission package
comprising the encrypted data message, the first portion of the decryption key, and key retrieval
25 information for a recipient to obtain the second portion of the decryption key. Optionally, in the
transmission package, the first portion of the decryption key and/or the key retrieval information
may themselves be encrypted by the recipient’s public encryption key. In any event, the
transmission package is then sent to the recipient. The recipient unpacks the transmission
package, and decrypts the first portion of decryption key and/or the key retrieval information, if

30 needed. The recipient then creates and sends a key retrieval request comprising the recipient’s

identification information and the key retrieval information to the key server. In response to a



proper key retrieval request, the key server returns the second,

conpl enentary portion of the decryption key to the recipient. The
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the encrypted nmessage. 30 BRI EF DESCRI PTI ON OF THE DRAW NGS -3 )
sender. The key transaction log may thus show whether a recipient submitted a key retrieval
20 request to obtain the decryption key information, thereby indicating whether or not the recipient
could have read the message. If the key transaction log indicates that the decryption key
information corresponding to a transmission package has not yet been retrieved, the sender
optionally may effectively cancel the message, by submitting a key-cancellation request which
informs the key server to no longer honor the corresponding key retrieval request. This would
25 prevent the recipient from obtaining the decryption key information, and thereby preclude the
recipient from ever reading the encrypted message, since the recipient, though it may have the

encrypted message, cannot read it since it can no longer obtain the decryption key information

necessary to read the encrypted message.

30
BRIEF DESCRIPTION OF THE DRAWINGS



WO 03/ 067809 PCT/ US03/03099 The present invention is now described with
respect to the follow ng detail ed description and drawings in which: Fig.
1 shows twe wmetsnt ecture of a general prior art comuni catPiCaruSey/sioem
between a second and a receiver over a network, with the assistance of a

key server; Fig. 2.shows .t he SS flowin cprdance, w. a fir.

enbodi nent o?h? ?@S%’?H‘g&?ﬂ‘m 1 ﬂ%%ﬁ%ﬁ‘%ﬁﬁﬂ&w@ec& Wg&gpoﬂlﬁgl%%ei\gé%g dp 50513; lﬁllri]

accor dafgedrividys & 9afand enbodi ment of the present invention; Fig. 4 shows
t he message flow in accordance with a third enbodi mrent of the present 10

i nvention; FFigsl sbaw& tiEarghitecfuroaf i genasalduine rrttommuenieatioarrystemsbegween a
receiver's (gctd' ons,. respecti velﬁ/, .tit%gaccc%rdan ewth the first enbodi nent
of the pcRREARd § IRGEINET QUFT @ BPYDTK. gthethg ASSIgtance|0f kEY BT¥eTas cr i bi ng t he
segder’s a”de:%gQ h¥RE tR @EdhQ@Sow 1€ 20&RAN¢E With a iitst RGMRHRRIE Of el preécne
second enbodi fent of the preSent invention; 15 Figs. 7a & 7b are flowharts
descri binngntidne sender's and receiver's actions, respectively, in

accordance w_ th the third enbadi nent of the.present. inventiaon;..and Fig. 8
I Tustrates [ies SeRystie mestase Joydaaccqrimes wifhg Scandepandmeg or hmes o

regi st efy Witldh: the system 20 DETAILED DESCRI PTION OF THE I NVENTION In the
present description, it should be noted that the term sender' can refer to
either a peFigod shows tle mbssagd flemtin pcavgtanne withchthird ensodingent lof theegesene,
while the term recipient' can refer to either the person, or to the
clPent PVERJI®N whi ch receives the message transmitted by the sender. In

AN

the present paclane 915 gremcﬁ%s\’cfegérﬂgfl?%glé E%ﬁdgr’ﬁ Bd Irél:élg 1 0 i8R rdsPedtivBly.

server-end coffputer programresi ereon, whi I's programed fo
per f or nintdeeordarideasittaths dirst&irbd dimdnh oS the Iprasant ievdntioy;, |1t is under st ood t hat
the executable software code conprising the key server, the sender. and the

reci pi ent nebigederk paredlowcharisdescriing e senden & Al reCoReRoYartIgRS, Fespentively)
pur pose; (. , Ll onput er. Furthernore,
Phe sof PuborShile g AR e T o B BRERR iAo ROTE
capput er - r eaFighl7a &bhareflowshads des@ibisgthe e¢rrleo naid reedival daetiodid, oyspactidtelyk s,
30 CD- ROVB, tapes,. and the like. -4 . .
in accordance with the third embodiment of the present invention; and
Fig. 8 illustrates the registration process for a new registrant who wishes to register with

the system.

20 DETAILED DESCRIPTION OF THE INVENTION
In the present description, it should be noted that the term ‘sender’ can refer to either a
person, or to the client program which transmits the message, while the term ‘recipient’ can refer
to either the person, or to the client program which receives the message transmitted by the
sender. Inthe present parlance, ‘key server’ refers to the platform and to the server-end computer
25 program residing thereon, which is programmed to perform the duties associated with such an
entity. It is understood that the executable software code comprising the key server, the sender
and therecipient may each reside in the computer-readable memory of a general purpose, or other
computer, or even a specialized computer. Furthermore, the software can be distributed in any
number of forms of computer-readable memory, such from servers on a web site, floppy disks,

30 CD-ROMs, tapes, and the like.



WO 03/ 067809 PCT/ US03/03099 For the purposes of the present disclosure, a
sender and a recipient may thensel ves each be on a separate (or even a
comon) MwOWBK7shavi ng one or nore nodes through whi ch t hecTasasiezosnr
recei ver conmmuni cates to the outside world Such a network may have, anong
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pr8gr an?ls%\’%lﬁ@t Iimgifd howvexer %%fﬁff‘29@'5}4@”‘?3%?“gwsléﬁlinﬁtémtrﬂ%“?ﬂ?@raﬁg?h% nai |
| nf rast gyehiiatidn ISRY.E, fip, TOPSP) AAYRKEWESbAIsRd BY drBLdnterRpiailddenking t h
one or %Dreuﬁln%htnlﬂé%t\gle%ggghc% as a)keggoard, a nouse, al %ng W th t;o h

vol at i | withindheiswope of titeipresenteinwentes, all as known to those skilled in the 20
art. It should be noted, however, that., senders apd the recipients nma
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t he mssageﬁ??{g\%%%o%ﬂgg%gdélc%%g élésvmt Segtﬂcrsk)oe odi nent of tehe 215
prnésent mespagest i Avrordinglh, thet@nputes associatedevithesucR iers Greferredpo fmco@@Bicanel a
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to any action depicted in Fi , an aut henticatjon process takes. place

| Fg. 2 )
bet weenmph: aleagih trtipvelatleppd nprsyolatileyramorngs. dlbasdenndo tosneetisbin thet ween
t 58 t WoartF?{ shtomdsbe hg't%d,s %Q&?erver, that senders and the recipients may instead be software

programs not normally operated by a user, but rather operating in an unattended "server" mode.

First Embodiment
Fig. 2 presents the message flows 200 in accordance with a first embodiment of the
25 present invention, with reference to a sender 210, a recipient 220 and a key server 240 having an
associated memory comprising a database 242. Database 242 stores information about registered
users of the system, including their e-mail addresses and their preferred public encryption keys,
and also stores key usage information, decryption key information indexed by retrieval
information (discussed below), and the like.
30 Prior to any action depicted in Fig. 2, an authentication process takes place between the

sender 210 and the key server 240 to open a connectidn between the two. For this, the sender



-5 WD 03/067809 PCT/ US03/ 03099 sends an authentication request nessage to
the key server and the latter responds with a nunber of strings of random
bits, onewewskhembsing to be used for each nessage sent toPCmaISke§303®r ver.

The sender then digitally signs each string of randombits as a nessage is
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reci pi en key server 2 and this is

recei ved by FigeSameseats.a fldvechare 60@ilmstratingtthe pricgpal steppexperignred by thblsgnder

i ncludes the authentication information, the sender's identifying

i APor mag1Gin theHest smbedigept-el d conprising a designation of the intended
recipient's j td by ' | | V. d hesERE:

Faci pi ont ' o ST 022 8 Ralddy BRRHC LAhRE Eo BRI ol DRI 234 B sender

publ i ¢ gnahentitaed. k aythehfic2dnthaey entnilyi for eeaBplgechesking the s¢mieripidentifiang one
recipient, the recipient field includes the e-nmail address of each

reci pi etforquipysacias the serder g grmail pddrgss andmaking susp ghat theesepdsy iseeiptsret necks
t he dat\gﬁ e%ﬁgmto make sure that the sender's 210 account is current. |f
the sender™s @ccount is not current, the key server so infornms the sender

i n5step 508. IndfeplI04sthe penddfN 10istndsiaedpienigiublic Reyreyindst 251 tothalkentervetBiokey
server 240 next consults the database to retrieve infornation about the
reci pi etnd thoisirersiveds hyethe; serviee c THe dpnipigitopytlicdesy reeupstpicferabty anqledes dbs ver
240 t hen. . .pr [ es [ eclpi ' r. '
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related auditing information. If the recipient public key request
recipient’s e-mail address). This message 251 requests the recipient’s public encryption key. If
20 the e-mail message is to go to more than one recipient, the recipient field includes the e-mail
address of each recipient designated in the data field..
In step 506, the key server checks the database 242 to make sure that the sender’s 210
account is current. If the sender’s account is not current, the key server so informs the sender
in step 508.
25 In step 510, if the sender’s account is current, the key server 240 next consults the
database to retrieve information about the recipient 220 identified in recipient public key request.
The key server 240 then prepares a recipient public key response 252 which preferably includes
a message identifier to track the message, a data field comprising the recipient’s 220 preferred
public encryption key Ke, and related auditing information. If the recipient public key request

30 251 listed more than one recipient, the data field comprises an array of keys, one for each

recipient. The message identifier, however, is uniquely assigned to this message being sent by



30 251 listed nore than one recipient, the data field conprises an array of
keys, one for each recipient. The nessage identifier, however, is uniquely
assi gned wo mshemsoressage being sent by -6 WO 03/067809 PETTUIS03NH3Y99 t he
sender to the recipient(s). The key server 240 al so keeps track of the
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first afeneforenst sueh wcipieal usingfhrabrecipicnt s sapesPoadiag pabliagnarapionkgyeach
reci pi ent to,that | pient’ con plit-key f pent. 1n e, t he
key server Zﬁ‘osqipe%%gqg 5% ?8%?1\/0; eﬂﬁg%dégaeke%ﬁa 5 nglgtt%fa @g %qlfﬁtzfig'oﬂ%st? %rﬁgy 25
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Kse2 for that recipient, and perhaps also related auditing information. If more than one recipient

is involved, then the first and second data fields effective comprise an array mapping each
recipient to that recipient’s second split-key fragment.

In step 516, the key server 240 sends an archival message 254 to database 242 to store

25 decryption key information comprising Kse2 cross-referenced by recipient’s e-mail address and

the message identifier. The decryption-key information preferably also is cross-referenced by

the sender’s identifying information. The key server 240 also generates key retrieval information

Kr. The key retrieval information Kr may be in universal resource locator (URL) format, or may

be some other identifier which indexes a record comprising at least Kse2. If more than one

30 recipient was designated, this process is performed for each.



Kr. The key retrieval information Kr may be in universal resource |ocator
(URL) format, or may be sone other identifier which indexes a record
conpri si yoaB/émest Kse2. |If nore than one 30 recipient wag/usesiymat ed,
this process is perfornmed for each. -7 WO 03/067809 PCT/ US03/03099 In step

cey server BiieR Hanidbrretiya et e sraeon s Kbt e SR SFERe iy "

i ncl udesyg fign BERIS 218y étsh%gé }efs{%&{sestiwhldn%r&eaébryqﬁah@ééahe me§apdmabadRer khd f or
retrieving Kse2. If "eithér the archival storage or Kr generation is

unsuccegefkdy, retnevel iformaaake forsregrinving KseZie I eithie rthe archivap s®2aege & Kn step
522, the sender, 210 recgjves the key stor response lonal ly signs

Qwi th t BEerORde FsSCesirub AR SHPETSFGHT RGOKOgReAraig it FSRARPy secur el y
tigestanps t ﬂlestésH 3§91 ARlseflRs 58 fecMves @B qtei/rgtof’a@P kés?@t%'ee@ptﬁ)hhﬂﬁﬁ (N the

signature data S and the timestanp data T gefierated by these fwo

pr oc essamderdecwn privatasighmgkenpamiayptioealheseturclyettnestanapsthe oripieal wéssage™, such
as those  disclosed in U S  Patent s. 5 136,646 agnd, 5, 136 7., The
Sender S aicaS, AAFIFS AN 010 S s Ui e SN T BePeled Ok hese By
appendefobste saik iRk BRI ARGy B Det R I APhEAPLOGCHAR, sultp hiithosbe

y a ncrypt d .

symmetric key Ks to torm nessage The sender next attaches
t he fi r disclosgdlinfU.8 Batént Mpsesii 3K646 dndanti36,647. KBhe seadarisssigdatura flatarBeanddhe Kr t o

the encrypted nmessage Me. The nessage identifier and. additional auditin

i APor natiinettamaatalls &f Rieseat pEcPEED o heqriginad mesiags pry theg eREMISS fagst ssgge
a. It s P ce 15
ci ther DU sAimBpey KRBy ehibich B BRCLNETHE R ARG Abch (R AP
gener at gilit&ed frafiaent®3s hasd thakey featsvalipformation Kr oitheatraiet] messsgecMeeThe
timestanped. Finally, in step 524, the sender 210 then transmts the
conposi Messagaidenjiiepapl additional audgingsifermpativpmayaisede atiached. T ugprogggacreates
functio ' . [ ' sage
ey bbb e Sl (Fould 6 nSIEE Holweer, BE Y ongsyHion GBEEAPLES e 20

f howc hagithepbéfoid drdfttrta kWK $die split] 4idiapgkinta@ipcK eispenéraed add iy nidssage has
recipient 220 in the first enbodinent. In step 552, the recipient 220
recei vebeenoptieeaysigned and/essggureby timpyiampedst ep 554  “unpacks' at |east the

encrypted ne . t %r |} %Ee f | n% g%
retrieval i nf%lrg%g_tl? tr?p lélr}(z’ S_?}r‘\d%? étp))tt _ t?{ar%sh@tg ﬁ%%%ﬁ%tltegﬁ st ?Stﬁﬁté t]&eey
server g4pidsablisinig the ¢RITAINIUAL i@6tibrialiky. 2 Alterriati ely e for ROty irfasons, the
aut henti cated. Authentication may entail, for exanple, checking the
reci pi egncrpted message Me may be sent separately from the remaining data.
20 Fig. S5b presents a flowchart 550 illustrating the principal steps experienced by the
recipient 220 in the first embodiment.
In step 552, the recipient 220 receives the composite message C1 and in step 554
‘unpacks’ at least the encrypted message Me, the first split-key fragment Ksel and the key
retrieval information Kr.
25 In step 556, the recipient 220 and the key server 240 establish a communication link and
the recipient is authenticated. Authentication may entail, for example, checking the recipient’s

identifying information, such as the recipient’s e-mail address and making sure that the recipient

is registered with the system.

30 In step 558, after authentication, the recipient 220 sends and the key server 240 receives,

a key fragment retrieval request 257. The key fragment retrieval request has a number of fields



i dentifying information, such as the recipient's e-mail address and nmaki ng
sure that the recipient 1is registered with the system 30 In step 558,

af ter autwermioemvd on, the recipient 220 sends and the key peartises/ 049
receives, a key fragnent retrieval request 257 The key fragnment retrieval

t h 3/0678 PCT/ US03/ 03099 d ,.
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server 240 retrieves the archi ved second spli Oé‘:ﬁé fra t Kse2
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was in wheabletopead themewg@ag%lt@quem the ke ssrveranaydesetamte artgmatiqaily send
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to one or more of the sender’s outgoing encrypted messages, has been presented by a recipient.

In step 564, the recipient 220, upon receiving Kse2 (sent by the key server in the key
fragment retrieval response), then cryptographically combines Ksel (which was in the composite
message C1) with Kse2 to re-create Kse. The recipient then decrypts Kse using his own private

25 decryption key Kd, to thereby produce symmetric key Ks.

In step 566, the recipient then uses symmetric key Ks to decrypt the encrypted message
Me sent by the sender. In the event that the sender originally appended either signature data S
and/or timestamp data T, these can be verified by the recipient in a known manner, which may
entail an additional request to key server (such as to obtain the sender’s public signing key) or

30 a request to a secure timestamp server for verification of the timestamp data T.



In step 566, the recipient then uses symetric key Ks to decrypt the
encrypted nessage Me sent by the sender. In the event that the sender

ori gi nal lwoappersded either signature data S and/or tinestramusdadawd, these
can be verified by the recipient in a known manner, which may entail an

ddi ti I t to_ ke _ h t btain th der' l.i
iif i ng. key) e foxs cmbpOHsBLdosshbed oteniae koreaenrd) LarpyRR wFf ouf itk ar i on
h ' . . -
of t eﬂfééf%@? fettts %géc}aang Ksed. :ﬁﬁglggc{rQﬁZ%)eqﬁggﬁlU&ﬁgfeﬁégg& 1&'%51&% stfvreﬁ 240

enbodi above, ey server 240 never has both of the split-
key fragsrtdsoliskdw abrirkihe 2ncrpied efessage Me it doald notsiecryptibd mmssage, singerit |
the key server 240 were_ to sqonmehow obtain the encrypted nessage Me, it
coul d n%‘%l)’(l}é%?%f’qutt‘%'é”‘?@é‘é%@é, AagPEE it only has one of the two split-key
fragnents. 5 Second Enbodi nent Fig. 3 presents the nmessage flows 300 in
accordance with a second enbodi nent of the present invention, wth

r ef er eng&ohd Emteditdatt 310, a recipient 320 and a key server 340 having an

associ ated nenory conprising a database 342. The sequence o ssa in
this embodi nEig 3 preserds hegnesarae faws3Q0ia ageardanse “ilﬁl % ??60?46 ?@{’OCEEWBB‘O‘?‘E&EW ,

t he pringi 1 ffe ' : Ws.
Fi'g. oo srat pPhicrt bR o BRer 310, BRbciffen 2RI Rhef 07330 Aing b
exper i ensedated nicher estigisingd fatabasé B42. s Thosuduende od inessages innhis empodint t he
sender 310 and the key server 340 establish a conmypication |jnk and .15
t A8 senigsrbstantially thesaime as wdhe fgst erabedimsnt, Hs PRAGIPaH ?IFf,lcerhﬂngéh%&ﬁﬂt%’,t of

checking_t he ' dentifying information, such as the sender's e-nail
addressscl) %°fr%§§?“%§ga§§rﬂ8{”?'hat the sender is registered with the system 1In

step 604, t hpjgsedstedenthllowenas 600 lRsiratinghe fritdeipatstigyexpereresd byptht s¢miet he
key server 340, and this is received by the key server. The recipient

publ i c kEinrthesasond pmbodimghl- y i ncl udes the 20 authentication information,

e u AT R LR B T AR

desi gnati on et ¢ _ At ormation (pr grflder ably
i a5t he fhereh@r i authestidaicant Agthentitatibn aekgr @s4), -forl BtsnplesaegiEingd e seaduest s

the recipient's public encryption key. If the e-mail nessage is to go to
nore t hf@inn@ﬁymgriegiﬂphm suahres thessnderéhe-mejladdresshand rang prre diatihe send@idy ess
of eac hrerg%gérgd Vev% ﬂgeessyist%rrllgt ed in the data field..
In step 604, the sender 310 sends a recipient public key request 351 to the key server 340,
and this is received by the key server. The recipient public key request preferably includes the
20 authentication information, the sender’s identifying information, and a data field comprising a
designation of the intended recipient’s identifying information (preferably in the form of a
recipient’s e-mail address). This message 351 requests the recipient’s public encryption key. If
the e-mail message is to go to more than one recipient, the recipient field includes the e-mail
address of each recipient designated in the data field..
25 In step 606, the key server 340 checks the database 242 to make sure that the sender’s 310
account is current. If the sender’s account is not current, the key server so informs the sender
in step 608.
In step 610, if the sender’s account is current, the key server 340 next consults the
database to retrieve information about the recipient 320 identified in recipient public key request.

30 The key server 340 then prepares a recipient public key response 352 which preferably includes

a newly created message identifier, the recipient’s 320 preferred public encryption key Ke, and
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25 In step 606, the key server 340 checks the database 242 to make sure
that the sender's 310 account is current. If the sender's account is not
current, wbaskewoserver so inforns the sender in step 60@CTIUSOZO®PI 610, if
the sender's account is current, the key server 340 next consults the

d b i eyg inf. ' b h i pi i L f i j
rac p, chta BB gprates the Eaoae 4 gRe upiuR 85 uedRas A L e
recipi e%g,@éhtgw%éqg%hg PRt 352 which preferably includes a newy created

message I dentifiery’the recipient's 320 preferred public encryption key Ke,
and -10 WO B4 6829theGEhdis(B30080d%es thelratipigntipeblic key TespanseregdngratesThe key

server 340 also updates the database .342 to includ he reci pient. public
key reqt@dnelEs %ﬁl’ %Sflaﬁg SPIYPS g‘lezsmf‘g“% E%gﬁ usipg #ee ioe{h\?"eeg y}r‘)ﬁoéﬁlf ® g’?%ﬁ
pullic %Etﬁ%%@?ﬁ%’c. generates a symetric key Ks; and encrypts the

I"”c key Ks

symet r ug ng Ke, to thereby produce encrypted 5 symmetric key
Kse. |n st epltstep 614y chesendbe 3106 fienisérels adey doragekeguest IH34g therksygever. 3Ha8s t o

the key server. Thi:s key sto e _request, h ver, i.ncludes.the .entire
encr ypt k¥ Syaaetearestihoyveree ,mcﬁ‘%f g‘gtfﬂfﬁe ?nﬁgﬂ’?éﬁ:sywqt?g &%‘a&f‘?’ é\‘Eﬁe@ﬂtO?bq‘s{ t he
encrypt M{ggl% |G, yilRetrid REy key server 340 sends an archival
messagegggi g?%%@h%%r%&g% oree 1-llog}élecrypt i on key information

conpri si ng Keestgnéll 6QTFhekey esvea3p0 oprds ah erchispl messaged 54 to dutabased42dn stoke . | f
this process, i s not: successful, apn error massag& IS sent to tGe sender in

stl@p 618ecryntion kyindomation semarisipg K4 andgengiates aRRFopHae keysirigvpyRfagmagen 4 ¢
success{ul 1ok / : 5 in
step oob" ThiTREEks3F hChuodtSnl Minch SR if Rinith ORI R E VR, |G
key r et hdveaat, theviroival iessagé andahd gememtion of KB4 sudcessful, steciey 8a2¢r 340cthsender

310 optionally signs and/or _securely tinmestanps the origi nal ssage, and
at t achesendpakey $erageraspense a5 2 Hatay 620 d hgﬁ(ﬁié SIOLA%H r?f&?’éseg‘gﬁ’épé‘?séggws Bese

3
i

two proce S, 4 f & Of Qi . The sender then encrypts
the ori %ﬂéﬁgﬁ%@gg(gé%%%gﬁ%%gfé%;ﬁu%wﬁg%isgﬁgﬁ?g?g' and/or timestanp data, if
prigsent) usi RYstth 623,ythERERdee 3k@yplicnally signsrandfor sequzely pinvsbtamgssthe eriinal The
sender next attachg¢s the key retrieval information Kr to the 20 encrypted
messagemREsagacailtatigphes theigighataty daie apdvar thentimastamp slgtapgensratedcetheseriy

proces Spro%és%%[, 1 useadi?ootrﬁg 81$1|gitn§l nqgégg%gfhecs%nder then encrypts the original message (along

with the signatur’% and/or timestamp data, if present) using the symmetric key Ks to form an
encrypted message Me. The sender next attaches the key retrieval information Kr to the

20 encrypted messaéie Me. Additional auditing information may also be attached. This process
creates a compoqi;é'e message C2.

Finally, 11%s step 624, the sender 310 then transmits the composite message 356 to the
recipient 320 usifrig the typical MUA functionality. Alternatively, for security reasons, the
encrypted messaggg Me may be sent separately from the remaining information.

25 Fig. 6b ﬁgesents a flowchart 650 illustrating the principal steps experienced by the
recipient 320 in t::ﬁze second embodiment.

In step 652, the recipient 320 receives the composite message C2 and in step 654,
‘unpacks’ it into raxt least the encrypted message Me and the key retrieval information Kr.

In step 65%, the recipient 320 and the key server 340 establish a communication link and

30 the recipient is alsft?henticated. Authentication may entail, for example, checking the recipient’s
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Finally, instep 624, the sender 310 then transmts the conposite nessage
356 to the recipient 320 using the typical MJA functionality.

Al t er nat iwelog/06fs0y security reasons, the encrypted nessagdvisoaysobe sent
separately fromthe remaining information. 25 Fig. 6b presents a flowhart
650 illustr

‘ating the principal steps,experienced he recipient. 320 in
the sectisatilvmgoaforgation, pyrhas #is reapient %%%33@ e d NESUE] ‘5@35% fyepien
conposi jn step 654, “unpacks' it into it |east the
encryptfesgeggtgéegg@t e%erbhe key retrieval information Kr. In step 651, the
reci pi ent 32mh siepb S8heftdeaythsstioation, Jddrecipteabd2Gdends amithekdysanieodrQ ieokivesnd 30
the recipient is aifhentjcated._ Authenticati.on may entail,. for examp]e,
checki ng keyefrpgraeys distioval reqm“v@osﬂt%fi@o@etiﬂ@wl Usé‘é‘?st)é’@?fjefabfyd&?f‘}d%ithﬁ i nfo
,ration N | BlLfRdaoSidenfiRrG ELhidi sGddnifing he
reci pi e%?tﬁynﬁga@gl%l e ggﬂ’%hfeﬁgaggled%g@@%rgﬁgﬁ%§§1t%ggdagg{3maft rl aust hen?}?1 Ié%t I on,
t he recinfafatios@aciEmkisreaipitnt e niatnddess) ahe BedQetrieea infosnation Kegandipedgpent
etrieval request 3%. The key retrieval request pref %rgabl_};/_ i pcjudes the 5
aut hent pleaeudiiing infagmation.obhe key sereeradl cherkstq seeatheher thearrpPIgyt s 1Y aseattibr ) |
the recipient's . ideatidyi ' ' : Lol 's e-mail
address}s,cmfrﬁrtét af?évqﬁ?t H’%’i‘,’%ﬁ eHE}F g{egn%%% %%e&lrsﬂ,dqgen% gér?g%gﬁp%&géﬁéudi ting

i nf or mat i on. Inléiep b6y, ssamviap tidRcipheac acdouns Becusdeat ey vdlide thedaysennt 340 320
account is currentggand valid. If not, an error nessage is sent to.th

r d6i pi eretriaze therarehivgsl apsnptadsymmepicley Keaeigranae Rnkr. 2ad selide ke reldedint i s

current _and valid, # he .key ser 3 ' ed
symet r [EPY 38 3’%8# BTy 320 s Y B iR mAREIRLEC
back t opfefigé G@4nRIfEN! thd 2herypled KRmeic keyv Hise,r &RP parhapy alsberehinddy anditihgides
the nessage identifier, the encrypted symetric key Kse, and perhaps also
r el at edinferationg Thenlteyr senter 340 alspeupdatoy tg@ detabasg 4 2atosistlegsdhe dact that the

dat ab 342t f:l t. the fact that.t I.RI )
ot i ovirema shmaien iy Age R inrolRiucit aliSiy B dhe Sithd Shhundfo k8
The sengsgs., ThEXeAREMDeOMEDntd thekiady sever 40344 détamine vdethien thewlaeiphuat t he

recipient retrievgd Kse (an therefore presumably read the nessage). In
step 66zktrievied Kse (arpl therefge presupahly readéheinggsag®e from t he key server, then

d ts K i nge hi te d t k d. tot b
Cymorr i kel 9 Ot theFecpen Y ipSa SR R B helkey sirfert (R SREaE BRbar 1
key Ks hGngRisowmt pﬁ%ﬁe 88GIptRInGdy K%Qtd@@l%ﬁgﬁrd&c§ﬁglzm9ﬂ‘icq(@? Kzender. After

decryption of M, ihe recipient’ may then verify t
Finally, in'step 666, the recipient may then use symmetric key Ks to decrypt the encrypted

20 message Me senjtg%by the sender. Afier decryption of Me, the recipient may then verify the

signature data S g_hd the timestamp T, if present.

Third Embodimeit
Fig. 4 shoi%%s the message flow 400 for a third embodiment of the present invention, with
25 reference to a se%gfder 410, a recipient 420 and a key server 440 having an associated memory
comprising a dati%ase 442. The sequence of messages in this embodiment differs somewhat
from the corresp%ilding sequences for the first and second embodiments.
Fig. 7a pé%ents a flowchart 700 illustrating the principal steps experienced by the sender
410 in the third &hbodiment.
30 In step 7(2?25, the sender 410 and the key server 440 establish a communication link and

the sender is autfi%nticated, just as in the above-described embodiments.
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signature data S and the tinestanp T, if present. Third Enbodinent Fig. 4
shows the nessage flow 400 for a third enbodi nent of the present invention,
with 25 wefienemsee to a sender 410, a recipient 420 and aprkeyssgo3esr 440
havi ng an associ ated nenory conprising a dat abase 442. The sequence of

nmessages in this Iffers the conres

sequences foirl W‘Rj ’-’tseaﬁ%‘f‘ﬂgé% E‘?fgtge}w eSS & dece}\éespﬁx&% lgn é)ughc

fI owchaggy 4fest kdr % ifdnldBdrdclifer? UDOGIgRR! just ANH tRXRRE hRNeeshd¥mbdiemeasder
2-1 410 i'n the thi#¥ bodi ment. 30 I'n“step 702, the sender 410 and the key
server 440 e#t sﬁmﬂ 1 k‘i the keysamerisd@chasks toisakwhethier thheendensiét0 dcsountisrarentat ed,
just as tj E}Iﬂescrl bed eﬂ_{t%3 di nents g 83/0 Angl% %/ USOt3/ 03099
In steplﬁg?i% eftmccg dePolFtEreE eym%"é)wmé VEGAD TR P VTP t he
regi pi eppg public key request for the, intended recipient 420, again, just
as in the first and second enbodi nents. In step 70y, the key server 440
checks to sel smeﬂﬁ rassdnmng dhredsenders 4do0ournd do ourrent,s theukayesetver A0 gereratenaer !

account is not. c igen erver 440 i nf t.he s n thls

'n step yx%m?'@g éyks Sitaprrag it biplE ook KRG RRB ke BPEBHRS 't he

key serggf afift ﬁ eﬂ?él?éy‘%%rv%r4§0’ﬁ‘i€%éﬂd‘§ aKﬁbéhK%l ARackagE xm Rgaa@mgé:@dms&ﬂél ts

the symmetric key Ks irnto two split-key fragnents™ Ksl and Ks2. The key

ser ver débyptiarkeyanfismatiormcarhprisihg K2 fagits dc2ypited sersmndSee24f0fnedwithdhe
ryption.key ipfemtion co i sing Ks2 (or its encrypted yersion_Kse2
ﬁmed WC{WW%@E@%}O@A@Y%M BenesAies %PQE?RSW%V TREJeV Ha}[ HomKEs

appropr A r 4 ds a

D P ol Bt 810 UK IRy TR el me‘rqa'éﬁi%éés%@‘?%giﬁe e

pr ef er atdsyorse pmferalely campnsesageessa@‘lﬂeﬂtlfmr,,thds teeipi@nt ispirefatred pyhlefeacryptiopubl i C

encryptjon,_ key Ke¥¥t symmetric ke 0 tion sufficient, tq.formKs2 and
the keyk ?Yelffrn|swmetr}q4¢eaﬂr#ﬁfm%§ww¥ﬁ°1 W RS R eﬁahqkeaﬁeneveplgewtm&u ng

I nf or ma m o] I S

bot h sphPre i P EEHRLkle] ook “W%h TR AR NeyinfolpitoEARRIREC ¢

| n5st epc&ﬁpr?ses bba sﬁﬁﬂk@l’ frapheneoKdl aidsK 425 dltleough KisRay singpéyes KERitdedt.
(Alternativel y | fwthe key server. 440 sends Ks rather than Ks 1 and Ks2 as
the symmetri s‘t(qp), 142nqhg serder HH) campinesdid @and Ks2 to generate Ks. (Alternatively, if the

key server 440 seids Ks rather than Ks1 and Ks2 as the symmetric key information, the sender

splits Ks in the ef‘act same manner as done by the key server). The sender 410 then optionally
signs and/or sec&irzély timestamps the original message, and attaches the signature data S and/or

20 the timestamp dz'f{téa T generated by these two processes, if used, to the original message. The
sender then encrﬁts the original message M (along with the signature and/or timestamp data, if
used) using the sf}flillmetﬁc key Ks to form an encrypted message Me. The sender also encrypts
the split-key fraénent Ksl1 using the recipient’s public encryption key Ke to produce the
encrypted spilt-k% fragment Ksel. Then sender attaches Ksel and the key retrieval information

25 Kr to the encrypted message Me. The message identifier and additional auditing information
may also be attached. This process creates a composite message C3.

Finally, igéstep 714, The sender 410 then transmits the composite message 454 to the
recipient 420 us?%g the typical MUA functionality. Alternatively, for security reasons, the
encrypted messagf Me may be sent separately from the remaining data.

30 Fig. 7b g%:sents a flowchart 750 illustrating the principal steps experienced by the
recipient 420 in %ﬁe third embodiment.
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splits Ks in the exact sane manner as done by the key server). The sender

410 then optionally signs and/or securely tinmestanps the original nessage,
and attacWwel3wbmosi gnature data S and/or 20 the tinestanppdatsoTozpener at ed
by these two processes, if used, to the original nmessage. The sender then

ts th Al | ith th t /. t
Gare i osBen P rE By her rroney e e iRt E R OB el TR
T YRESptel hfés%gb Me, KR\enbfyp@aBpilt-Ie frdg&idﬁgKTsdleaﬁcBﬁhb REgNt ' s

The sen%ba&gs@l Y
public encryption fey Ke to produce the encrypted spilt-key fragnment Kse

1. Thenregréavdeinfatiagon&s. Kse 1 and t he key retrieval information 25 Kr to

the encrypted nesskqg i denti f addi ti o it

i nformation g‘rﬁﬁ? } tg‘%@l%{?'f %8HE§‘&‘§%$§F%S%Y%@ 5“3‘? g‘t@?"’?%ﬁ?ﬁ%ﬁ“@ ndessage
G5 Fi nglblae léﬁt% ihenitbated hﬁuﬁfeﬁﬁ'&'ﬁmﬂi‘r&gteh@ﬂ fd’r@ﬁ%l’%sclfebl@in ﬂﬁﬁ@cﬁ{)fﬁaﬁt’
rressage 4541% {s reci pient 420 usg the typica A functionali

Al t er naideméflying nﬂfbrmamm suchys theasmipisnt’ s dimail eddresspind makmagéhmmgﬂpmt sent
separateI%/ fromthe remaining data. 30 Fig. 7b presents a flowhart 750

i 11 ust r&fvé _:tPﬁEYSE)"eH" steps experienced by the recipient 420 in the
third embodi g 7§§1£ﬁeY\Qltﬂ§t4tQ§H§)p%1eP Cib R 03RRI T St SR AP0 refifves,

reci pi ent 420 recéfves the conmposite nessage C3 and in Step 754 unpacks
it intoatkag reumevg/lplteqdesnmé§a@he Neey rlehfevelnmqypitqzte&mbﬂ)t 4Muydds rthgmesipickSe|

d the key  ret | f L t. 42
i BRI ”ﬁleaségwﬁneg 5“n b g Seaderf oBe Gesipieay 1 s
aut hent 44 &%Ef?ﬁllﬁ éxﬁ’d Ul tﬁ@f( triE9 n?fahﬂbt ARs@isoGllafEnk Hﬁfoﬁﬁ‘eﬁmn

recipient’s y|ng | ornatlon suc t e recipient's e-nmail
addr essUpéitretgiking gleﬂmyeethh\ail retqb&t,rtb@qulsem:r 4403:hedg|ts scervebthver the redipiestlyst em

In step, 758, after. ;aut hentlcatlon the recipient 420 sen and t key
server 4Apcreu ilsv‘é%'fent andowafidy df RQteq messageissent tﬁﬁ‘;‘? reepﬁéenkgio neten

request prefgl I i [ fQpmat i on,
t he message | ?e% tzf er W@héﬁl%éﬁts%g%s]%ﬁ er eh‘%ggl %?té&fgbrb%}cﬁgtlfyl ng

| b or madetrivves fhe ai@ﬁiﬁed eplithleeyditaginehii s2e(or Kise2fithat a;rrdfepmcb(abﬁ Kal Blee laydetvieng
i nformation. Upon4recej vi ng t he keg retrieval request, the key server 440

checks 449 teresepfiea krarretrigual repPpicdnp dack ta the recipisni20: Ihe li?Y’@HteVaHSSRP&Fq d. If

t
oL TR 1 A GO i
15 ret raiag lhﬂﬁ?m@ﬁ@lh' Tiedk&Meiver K4y albs agimaithKdRaknme 443 &?.x)eﬂt:dstahe fast that

referenced by Kr. gfthe key server
the recipient submltted the key retrieval information Kr and was sent the split-key fragment Ks2

20 (or Kse2). The sender 410, by logging onto the key server 440, can determine whether the
recipient retneved Ks2 (or Kse2) (and therefore presumably read the message).

Instep 764, the recipient 420, upon receiving Ks2 (or Kse2) from the key server, decrypts

Ksel using the recipient’s own private decryption key Kd to form Ks1, combines Ks1 with Ks2

(perhaps obtaineéliby first decrypting Kse2 sent by the key server 440) to form symmetric key Ks.

25 Finally, in step 76§6 the recipient 440 then decrypts the encrypted message Ms using Ks. The

recipient may also then verify the signature data and the timestamp, as discussed above.

Comparison of ﬁ?nbodiments
In each of the above-described embodiments, each encrypted message prepared with the
30 mediation of the Key Server results in the key server archiving some information that a recipient

must obtain to d_gcrypt the encrypted message. However, the key server never receives the
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440 then sends a key retrieval response 456 back to the recipient 420. The
key retrieval response preferably includes the nessage identifier, the
split-keywbroagemns Ks2 (or Kse2), and perhaps al so auditipag/usas/esopst i on.
The key server 440 al so updates the database 442 to reflect the fact that

th i pient. .t ted the k ; el ' th
Spi 1 1 KBRS IRl st iy gl T Bor oty Ve b BB B B 8613k | ©
key ser yfike 44fe kGARNRELAE MdiEroviiRt HRlseidee and 16 redisiait witt 4 inedsatt dfsecurity

Kse2) (and therefore presumably read the nessage). ,a= In step 764, the

reci pi esincelthe mesgagn 1tselé & nat peo vk toan erByhavingamy PREIGuesf thekeys requirsd g pt s
Ksel usi,n ttt[]]i(}aﬁ reci?gi ent's own private decryption key Kd to formKsl,
conbi nege PRSRES (perhaps obtained by first decrypting Kse2 sent by

the key ser VB{addftdh, ih@adHdfiheIbIWBEMNbEdikRHNtsKhe sehdefhiia@kdthe rdtigié s pibBS, t he
reci pient 440 theni:decrypts the encrypted nessage Ms using Ks. The

reci pi eencrymipniex Ketth encrypirsomg infeematignderiye frgny the symmetres keyikess thomthesers

di scussed above.. Conpari.son Enbodi nent.s, | n,each, of, t.he .above- descri bed
ot naPE e in bRVl B SRSl i s AR kg kRS BCHRRREY ' e
Key Serg8emé&fSKET gnd/ét K4S Fifihedfird Qhe ARt niit SRMEs priv4é AtyptidnkBaK da

recipient” nmust obtiain to d crypt the encrypted nessage. However, the key
server meogunctiaeyiesmdisformatoniBaliBé B6ipsH0 obtains eosthe Beo@rvenye obigm the sel f

et her encrypted qr .not). This not only save n bot h. bandw dt h and
gm_ragesy“%'ﬁgﬁ% & gfﬁ?f?@ SEpPpE %ﬁfe@!tﬁ%ew?‘g@'gsﬁaﬁ% ender and the
recipi ent W jhagh JRAS MdveesG il bhib¥din®hRCR niakSs IE@&%&%@ héw giefsehc&raﬁa

provided to an entity having any portion of the keys required to decrypt
t he messaipéent drelconaabtbidt iThus, they may hseafifferent Inteonet senvivedirondders and ey berder

must use _fhe recipient's publi.c . .encryptiqn k Ke .to encrypt .so

"t or i TIHEAYLES. il FHESTre e (e ey eraad Ve poipiralia e hraaitessisne

| nfor Ml AadREy N ridiQBRl R Mmzﬁtgér@e Is@¥holiEy MEYopRFatdShE kePdckveror the
split-key ?ragf)msntéél(s 1 anéllstor S2. Igurtﬁeﬁlrmr eo,rkt he rec?%%eenetr must use
hil§ private Aorwhid thaKleeyeriel’s prinvigabrgleiised mediatd the ersorypicnrehd kewtetrigvat hat
the recipient_obtains fromgthe key server, to obtain th 0 sy tric key

Ks, bef®Peespbe Ke¥Ppivenmanalo p@aa%f%és EHEF YRS BPeTERS &5&%@. O HSELBRICEF ¢ he
Shove: st IRIGRION R 00 RS 00§k Py RO bR PP el
provi desetcassiduntilya leertain tirdé fifi ehe faturoonshowdd noAlongéhbd niwler agilable ctither t hat
the se ni(rjrf}nrledei‘artltglytorr] gt :'sroer}rfei t?rilg 1nr;[ thg %Ytﬁre?brtrl?eir lpoﬁ‘ggsr 1%251? ?esléase keys based on aspects of
20 either the sender or receiver's account history or current account status; the manner in which,
the location from which, or the device with which either party attempts to gain access to the key;
or other factors surrounding the transaction. Still other policies may allow for the Key Server
to permanently delete a decryption key (or key fragment) from its archival area, rendering the
message virtually non-decryptable.
25 In those instances where the original message is signed by the sender, the signature may
be verified by the recipient by requesting the sender's public signing key from the Key Server.
And in those irféténces in which the original message is securely timestamped, appropriate
action may be taken by the recipient to verify that the timestamp receipt matches the data that

was securely timestamped. The action taken by the recipient depends, of course, on the type of

30 Timestamping protocol used.
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and that they have registered with the key server authority that operates
the key server. 15 Also, while the Key server's principal role is to
medi at e tWe oenemypti on and key retrieval process, the KepCsarsozo3opmy al so
pl ace access restrictions upon the key based on user choices or other

policies. For, exanpl t he u . eci ai . e r : t)
may not be {l'g‘? é&%%&lﬁ{?ﬁfrp?ma&ﬁté}st 1&%?{1%{2)&%%%#1{%%@? a%fuc?ég‘e or° s%olﬁ‘{lté'qﬁgﬁ ‘?onger
be madecsRuhRBMidh STrhdi8iges boMREM SdrAkardITedibiehO A rd tifRe dbestthekdyketivee 240X her
policies nmay rel ease keys based on aspects of 20 either the sender or

r ecei vehave agessotothe miayped split keyKseln tFusthemanre, deerptian of the eneiypied messaghi ch,
the location fromwhich, or the device with which either party attenpts to
gain act88%% o the key; or other factors surrounding the transaction.

Stsl | other pgli cingendBytedlshPVieyWsed BRrdidYy thek¥etervér0 pernanent|y delete a
decryption key (or key fragnent) fromits archival area, rendering the

message Vi rt (2l | ythacontdats oy fteabessage2mdlits attacdsd chersptad split ketydsselrand ori gi nal

nessage i s sjgned,by the sender,.the.signature may be verified by the
reci pi ent bbeequ%‘g%?‘i‘l%‘e‘ftﬁé’rg’é{?di@gy?u%g?y?%al’si gni ng key fromthe Key
Server. And in those instances in which the original nmessage is securely
ti mestanped, appropriate action may be taken by the recipient to verify

t hat the ti nEhtsopnd eumidimentaf thismventonddiess 4 fauty strang degeeipksequrityrdtnanped.

The actj.on taken by the recipient depends, of cour.se, .on the of. 30
Tifrect alfBF Agon B KEL SIS0 abe &% to 3R Sawisod birtian sr B9okss MBfeRiy,
enbodi ”ﬁ@%e&%pﬁéﬂéfih@‘fﬁ&%&%%@ﬁfe@fs the hi ghest degree of security in the
comuni cat 1 oh” of nmessages between sender and recipient. At no time does the
key server 2d0 hthe enaypted sythmetrivekeg Ko ploraicbysthe key deever Kwhich thekaytskevenor e,

decryption of the encrypted nessage requires: 5 (1) the encrypted split
key Kse2 stored bSAPPEIgBPUserver; (2) the contents of the nessage and its

attached encggp:(g@elsrﬁﬁ&ﬁtsggﬁqglﬁg%%%é %gﬂt (3) the recipient's private

decryption k e secon of this invention offers a fairly
sttfong degre@)of thecevipitnt's phivatealecthPtidon key Kides t he key server 340 have

access to an unencrypted version of key Kse. Additionally, the decryption
of the nmessage requires: (1) the encrypted synmretric key Kse stored by the

key server (U gitqelboliftfent SEUR stfop 'agéreg ngééﬁﬁiy'. In this embodiment, the key

server generates the symmetric key Ks, so it would be possible for an entity having access to this
information to decrypt the encrypted message. Decryption of the message requires:
20 (1)  the split-key Ks2 stored by the key server (which the key server can use since it
also had access to Ks1)
(2) . the contents of the message and the attached encrypted split key Ksel; and
(3) therecipient's private decryption key Kd.

25 In instant messaging applications, once users have interacted with the Key Server to
establish a symmetric key Ks, they may communicate with each other independent of the Key
Server, in a peer-to-peer way if at all possible, using the established key to maintain a secure
messaging connection. This reduces the load on channel traffic and also on the demands made
on the key server, or another server under the direction of the key server, to conduct an instant

30 messaging session.
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(2) the contents of the message; and 15 (3) the recipient's private
decryption key Kd. The third enbodi nent offers a strong degree of security.
In this ewbadioo®mnt, the key server generates the synmetriPCTRESP3/B®9 SO it
woul d be possible for an entity having access to this information to
decrypt the encrypted.nmessage. Decryption of the nessage requires: 20 (1)
the spl KeY 9‘?’@%&5@“& by the key server (which the key server can use

since it al ﬁPthQ@S’ov%%%%irﬁéht%ﬂ@ke@%étﬁgvél?ﬂ?)oﬁﬁﬁl&ﬂ% Serftby khexeyResR0® thed the

attached encrypted split key Kse I an the recipient's private
decr ypt semdet dyr tghsn2sidnntoi the revipiente dt slgpuld) ba motdde Aowores thatrtbe ke estgevabive

e S R ST DR TGl e . ™

pegr - t 0- peer pgye ik oflsciatio S k%f‘etﬁé’v%il iR isalbdisd 8¢ eedentisy. "BLO! i N
a secure nessagli ng connection. I's reduces the | oad on channel traffic

and al sexampl¢ neydeenthadthe sanier gonerties theekeysmtnieva) infornzationfeom she ereryntedier
the direction of the key server,.to condyct an instant, 30 pessagin

sessi 0 nr.nessgse,mln@%d 6‘?‘8’6@?‘9@@%&‘# E@gﬁﬁglnﬁ%ﬁ ] q?‘?@%ﬁ‘ t%&?éfﬁ%a?fg%f t‘?he t he
above eplads I dex 18 [ diEpfic Ky RImalib ! TR fofiBichPridg Bptaflyihk Rey kiifevaer ver

to the sen ssiton to the recipient. It”should be noted,
howev er inffratativh ecithery direxdtlyi feoral the isadder,nedt inap independently aedie tier eyt sdiridyal t he

sender and obtained by the recipient in other ways. 5 In one .sef_of

sdBnar i Bormagien by FXeatting deamediagh faptctighop e snimpid %?Sﬁwegﬁﬁﬂi@m&%
exanpl e b, 3 ' . : | from
e S i A e
resul ti thg phastext raedshge dodysersthe @esultingtimsh teslsdh e Iy senveieand the taegpieteciViept | on
key information. The recipient may obtain the key ret{)i eval infgrmat'on

ei t her #notlssexpmplednay brothakthe sendep reaigy aralopehBbar|tg be pacd: 3 apipdexegn
retri ev%ehdslgué o] BEeRhS ® egé/ry%tﬁﬁté%lg{&t hﬂ'als gﬁg@gﬂg{&ﬁ%ﬁ 5rﬁ£'rn?ﬂlo}1 €l his

encrypt nessage recei sender. her "exanpl'e, the sender

may i nsinethdd eiskOd eerlyRMak @Yarice thidt distihct mésssges twil prdduoeridehtical pdralioni eatiies.
nmessage and send the resulting hash to both the key server and the

reci pi ent. Yt anofigstspledl sogmarisise theapessage Hamayhke wwh dacombinatien vaith athgbm
ruroer B EEnEE: PR SHBS PR R PR mEaLye 1 ©
with the recipient’s e-mail address would be sufficient for use as the key retrieval information.
In such case, the key server, upon establishing the message ID and knowing who the recipient
20 is, produces a key retrieval index. The sender, in one of the messages received from the key
server, receives the message ID and can formulate the key retrieval information. If the message
ID is sent to the recipient in the composite message, the recipient can effectively recreate the key
retrieval information, since the recipient obviously knows its own e-mail address. Since each
entity can create the key retrieval information by itself knowing nothing more that the message
25 ID and the recipient’s e-mail address, there is no need to send the complete key retrieval
information from the key server to the sender, or from the sender to the recipient.

What is important in all the scenarios, is that the recipient send some key retrieval

information to the key server to receive the decryption key information, in return.

30 Registration
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15 nethod risks a very small chance that distinct nmessages will produce

I denti cal random values. |In another set of scenarios, the nessage | D may
be used iwoasmbisnati on with other information to index tPeTAdS03/9Y9 on key
i nformati on. For instance, conbining the message ID with the recipient's

e-mai | address woul d.be sufficient f use as the. key.retrieyal

i nformat i on. %ﬁ? RS Hn\éegggrzl CfWEmRangé?t\f@ﬁ}f uf%%ﬁegésﬁrg% Iwﬁti‘ht:hﬁ 4 t‘?eelrvr%% age

I D and kimewhidialdentiBe cdnesenB Rblyptd rhéssa%b%(wlécr@&pﬁnk.el‘hé eédibteatih progex. The
sender, in one of the nessages received Tromthe key server, receives the
messagepiefrablyl icaavomplisheddtychaving kuser fidh out @vragistrationr fioamiposted|dn a web s sage

ID i t to,th I pi t i th It th i pi.ent ..

L e SobRabB B8 VeRsemts | HolSeE SRS B TR RO oo iBal BRAP bERh
obyi OUS{a_/eghaﬂéA& dolstal @MVesy, BB 1H baaSHdas ProvRIdIRE irfeEkhtiof Redulided GHbefsi@atrRe t he
key retrieval 1nformation by itself know ng nothing nore that the nessage

25 | D aweb-bhsedregistpitmntforn mqmestd thadskrés presdrit eonae personal isatifiing inémwmhatioee
conplete key retrieva i nformation fro h .serve

I t k to the.
from t hio BESHUFM(SS 2S11e SPtR 37 SrFOUIVREIORR; AibREHATAT.A{he PFrsoRal sRENAPY o,
i's that jfehieh ek Wil Eilu ek eARAR alﬁ@ea PaSiwdr8Y br sitdplieftyBhé Q&ridnd &8 te¥e

server to recelive the decryption key information, in return. 30 _
Regi st r ager’se-maif aditeS34106M80 thiPETotSes{uixsoreat. Ifhsubsceipton of othenusenfee is

contenpl ates that only users registered with the_Key .Server or other

2P 1 1 SFeBhieth (he Ky eGP QOSSR B B0 de S RAEENY BOREET SHEhes & Gt card.
registrationgpg dirﬁérﬁ,‘:}ﬁé ahl Mehtgy%&&gmerédlﬁ.@r i9%ofRYiBE, And k3l elihhil out
a registration formposted on a web”site~ associated wth the key server.
Howev er addressesthamsdivesido hotralwaysireveahmindieaiuaBsidentif) thelpresenb invehtégphenaeleor
postal delivery, could be used to, provide the_inf{c_)‘rrratiO{] rg uired to

regi st ePne torpseudpaymonsly dendegpicaxted ¢-a101l e RrerBIfNEY Pase: imall AdRTepHISIMe¥@nt

Sone ' t ity ' I ' : S0, | an
oo count HORPr AGER OB st pER o i PUBLERI O st by hailBofl
wilbl i nehkilde the ssedinaddeesanbatahe ass\ias desifmateds | Updrs ausy folidve thesiastewotionaan be

the wuser's e-pail address, although this_is not, a requirenent. If a
subscri gAntanedin e ganall sieh aly clicking ona URlear 20iRg t¢ gYePAZR IWRNSVERRSs may

amhoa rioref B EAGhs £ AREPIARaRIGe BPodds 1 B 1§ Toftplert e Riation,

since eprdBdsk. addresses thensel ves do not always reveal an individual's

identify, the present invention enables one to pseudonynously send
encrypt ed e-gdn alfesnafe embpgdimant, evwsuere theaparsenghidestfying jpdermeation ppageber | as

P36, Ofvdteal * Sh Ak hpBh 9EARRioh Rk BTG UL SBHEY adtidbREl DY
credentials, such as a public key certificate, an ITU X.509 certificate, or the like. Such
credentials can then be used in the future to determine which, if any, features of the system, a
user may access.

Once the identifying information has been provided, client-side software is then delivered

25 to the user’s computer and installed. As part of the installation process, the user will establish
anew key pair, Ke, Kd for which only the user will retain possession of the private key Kd while

Ke is stored by the key server as being associated with that user. Users may generate new key

pairs (Ke, Kd) for use with the system and update the preferred public encryption key Ke
registered with the Key Server at any time. Older key pairs preferably are stored locally and may

30 be used to decrypt messages which used the now-defunct public keys for encryption.
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15 mail to the e-mail address that the user has designated. Users nust
follow the instructions contained in the e-mail, such as by clicking on a
URL or gowogstoe7sad webpage and answering additional questipamauShan3obut ure

i dentification purposes in order to corrpl ete the registration process. |

n

| t te_enb i, h d '
be 20 veri  PaARE Fif ERsteegrottnohe ad FRBPA o Pl BERITIRIY B8 M
asked t@1&4RBkMn %&ﬂéi*exfehé)éaabemﬁéxﬁd@ mbwaché uséi‘uﬁlbhé%sto anterHet iwitk B K& Sérbércat e,

an | TU X. 509 certificate, or the like. Such credentials can then be used
in the Ingtuded atmong ¢hase mmél)v\llmvcthe user-samger Widhbanetsfiagfoft K@}'s%ﬁls*fteéﬁ?ceas byiser

the id f t has b | d
S0 t var BSena B spERo & oy e RECL e 58 BRRe TR BRE%P MiTapdiniRh, '
pa"st of uﬁﬁﬁsta@ﬁcﬁ*th@{yér%s BERAEST, g)mee priBlegd thht tBS hathWonld lile BQW sk@ingai T,

Ke, Kd for which only the user w retai n possession of the private key Kd
whi | e  tessagessteosieihginessages, keljotbleand(3) devitreralajederotisi noliay-related rcslmtIOBSer

upaat e"f‘%%ﬁé‘@ B ai 51,“5“&5? bl et By edmebig pEboVatity Bl eRERy

Server g}nrli%décﬂ key pairs preferably are stored locally and may
30 be use to crypt. nessages whi ch used the now defunct public keys for
encryption. Fikare8pesinbcy 809ciaaRi0sdsidagsdor fogistanpgtansen: dyistep 882 aouser
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notifie rver access reci prents of his messages (e. by
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sendi ng encry es rom vvor uter on rou Fri day

betsWeenP&ttgtmoaﬂ@nﬁa@rﬂ)GPEbguﬁeat& dnheteprdl o, the hico wobmaitd thsf)ﬁblufemmntlsn &pp for
reglsterlng a user. In_step 802, a user 10 contacts the enrol | nent

pr ocessKe pnthsiegy Sgover. ﬁ*ﬁéeﬁﬁb"r therussiesriestssddisionakapsions  Figally in step8 1 uibe n
|
oer nankey PRZb inlaled o dffibesk 3t Vi RO Qe torRAQGRER CobRipclfIRrcBonfll. |

806, t heheresfterpiieRkpSelservad ubdtaé arblcntiahiaforiiagion to detdrinieyehich registeeq 808, t he

user generates a key pair (Ke, Kd) on their |ocal machine, or
has requested a specific encryption or decryption key, and which services that user has requested.

20
Client-Side Software
The client-side software may be installed from any number of conventional non-volatile
memory storage devices such as floppy disks, CD-ROMs, PCMCIA cards, and the like.
However, in most instances, it is likely that the client-side software will be obtained from a web
25 site associated with the key server.

The client-side software may comprise a plug-in that cooperates with the user’s existing

e-mail system. The software installed may act as an extension to an existing Mail User Agent

(MUA) or be a self-contained MUA; it may also be some software that can be used in
conjunction with an MUA or a Web-based e-mail software. Similarly, in the instant messaging

30 context, the software may be a plug-in to an existing Instant Messaging Agent (IMA) or a

self-contained IMA or some software that may be used in conjunction with an IMA.
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alternatively, uses a public key certificate in his possession, such as | TU
X.509 certificates or 15 Pretty Good Privacy (PGP) certificates. In step
810, the wean/s1sbyri ts the public encryption key Ke to thechasoseswer. |n
step 812, the user selects additional options. Finally, in step 814, the
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Web-based e-mail software. Simlarly, in the Instant nmessaging 30 context,
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Qual convie®udail ayayarecconfigared sn ainuarbepobHyrpsyslppandirignet tetsedriy agquignsnisent s,

as well_as pnew sett] eing.defined within the erating System .
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of this 1 nvention resu In software being installed as an extension

onsa pl usgr wouhbnhtibe abiotvei o saveatrwaffet thheMhlssaganhd onarthé eressagewtdses fabe

exanple,., Mcrosoft Exchange, tus, Notes, and other simlar prograns. In
such a disrlayed, Hf;ef)?ﬁl@r%‘i‘%wt*’b&%@e‘ﬂpf’tﬁ@@b&@%@? nts and the installed

software is governed by the MIA adm nistrator while 10 the role of sender
and recipient is carried out by the MIA plugin nodule. The client-side
sof t war EnicgterepRecipieitsas an MJA extension or other application used to

If the recipient designated by a sender is not a member of the community of users, i.e.,
20 is not registered, the key server will not have a public encryption key Ke for that designated
recipient. This situation can be handled be either having the server create a temporary key pair
for the recipient, or by having the sender create a temporary key pair for the recipient.
If the key server creates the key pair, it performs a few additional steps in its interaction
with the sender and the recipient: (1) the Key Server generates a temporary key pair (Ket, Kdt)
25 on behalf of the non-member recipient and this pair is assigned to the e-mail address of the
recipient designated in the sender’s recipient public key request; and (2) The Key server returns
the temporary public encryption key Ket to the sender along with appropriate information
denoting that the intended recipient is not registered with the service, and that encryption key Ket
was generated not by the recipient but on his behalf. The sender is given the option to continue

30 or cancel the transaction. If he continues, the sender will send a key (or key fragment) storage
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view mail may be configured in a nunber of ways, depending on the security
requi rements. Thus, for exanple, the MJA extension may incorporate

a' one-ti rworceadt’sod eat ure which restricts the user from cepyiusgs/oide nessage
once it has been decrypted and di splayed. In such case, the 15 user would
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assi gnethettemperanekenppair apdypraasgusit {g,the F%%P‘ﬁ?tewjilgrﬂg‘firﬁﬂB{eBEirqgﬁtetQ% gltgetﬁ%ler 's
recipi eEJrviQé'bl I c key request; and (2) The Key server returns the tenporary
public encryption key Ket to the sender along with appropriate information
denot i ng t hapstiedditiben deture cmiymenderypted mesdage sy bt sers to thietrecipibnt, advising e,
and that encryption key K was gener at ed no,{N 'bﬁ t he r?edci i ent but on his
ntif ’E‘g

et f
bdRal f . theecipignicabeus the éﬁwwftth’é SBHYPRMN 5165 BeNSEYPIGd RSFTRRA May,gome

transacti e cant i st neers Wi ) agqent)
stor age%mf-%'%e %th%?)?r%ggg 7 @}éﬁgﬁlg\? ‘63h¥1‘1releelaﬁ§§ft}qtngest é’ @géné)gg{e\%ieg} and the
key ser wgipishit! Thaaeperppted metdage maniteiudea link whixhkisyrecipient mantlickionfiobegn i on
Kr, as usual. Instead of having the key server generate the r?ci pient's

t enpor athg registratign process. Altcapatiyaly, theNaeisyyRIebmMesAGMaY, sorag ™ the form of ap e

sof tware resident, on_t er. : : t he

¢ erpor Py RE o et v ARG FE AR Rl selfafent BREThe Wbt HlITReaRPER PO,
thg recemirpiiéd Mmessap@tomghd sersder,t amd il oeder td feall ehpmlessaye, khy fipstitimecitipésiponds.
The key server saves the tenporary key pair and transmts it to the
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feature, an pnencrypted ness - | B | S 10
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be downloaded or otherwise obtained. Once the recipient completes the registration process, the

20 temporary key pair (Ket, Kdt) that was used for the encryption of the first received message from
the sender is delivered to the recipient and the decryption of the message received is done in the
same manner as described above. Thus, in the first embodiment described above, for the initial
message, the temporary key pair Ket, Kdt is downloaded and used to decrypt Kse after the first-
time recipient receives Ksel from the sender and retrieves Kse2 from the key server. Thereafter,

25 the recipient becomes a member of the community of users and may create a new key pair (Ke,
Kd) for sending and receiving encrypted messages in the future. The registered user retains total
ownership of the newly generated private decryption key Kd, while the public encryption key
Ke is submitted to the Key Server as the preferred public key for this user.

The key server may re-use temporary key pairs and provide the recipient’s temporary

30 public encryption key Ket to other registered users of the service who try to send e-mail to the

same recipient BEFORE this recipient registers with the service, letting them know at the same
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reci pient. The unencrypted nessage may include a |ink which the recipient
may click onto begin the registration process. Alternatively, the
unencryptwo wmsmsage nay conme in the formof an e- mail frecriuses/bmwy server,
advising the first-time recipient that the recipient will receive an 15

encrypt ed age from.t he sender nd i n,qrder re th he
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tilge a bbthdraviendecsypriaiganythivipgas obtisthadtepsencr ypt ed nmessage to the sane
reci pient, so long as the recipient_has not, yet regi stered_ and, geperated
its own keysThamethed desciibedabqueto hapdlesnsryptedaaessages prn funprgitergd (reiments
downl o o] - baj ' j A
system Se c%%de%alﬁ FA( lép(%léré%ﬁ aygg&gf;@@ﬁééf tﬁn(gdstégge]@‘é&g%#%éésr%g%égi ﬁﬁvgg Toul d
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symmetric key be encrypted for the initial conmunication between a sender
and an unregistered recipient, one may do away w th generating key pairs,
ab?ogetlljgerr rg’&gﬁ%rrrretri c key Ks would be used for nessage encryption as
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Instead of, or in addition to, simply a username and password, the system may accept a

wide variety of credentials from a user. Thus, the system, during registration, may provide a user
with the opportunity to specify multiple credentials (ITU X.509 certificates, e-mail addresses,
Instant Messaging IDs, credit card numbers, and other contact information), and the user may
25 change those credentials later on, if desired. Credential management is also provided. Thus, a
user may securely timestamp the exact time that user claimed a given credential and the exact
time they ceased to claim it. This information can then be used as part of an auditing process
to further determine the authenticity of a user's credentials. Furthermore, a user may export his
or her local credentials (key pairs or ITU X.509 certificates) and settings and then import them

30 into the client software running on another machine.
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10 key Ke or decryption key Kd being used. Thus, in the first enbodi nent
descri bed above, the sender creates Ks and the recipient obtains Ksl from
t he sendewoanmei8® fromthe key server; in the second eniradiusesiv3ophe
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a recipient's (non-tenporary) key pair has changed since the last tine the
other activities by which users can develop a better reputation such as the self-rating system used

=,
&ZD

20 by the eBay, Inc. online auction community. Community members may also be given the option
to provide feedback about a user's identity through other means.
In a preferred embodiment, the system may allow members to attest to the authenticity
of other member’s credentials when they receive encrypted e-mail from them. For example, a
sender may activate an option in the client software requesting that a recipient specifically attest
25 to the sender's identity after having read a message. The recipient will be given the option of
either accepting the sender's identity, rejecting it, or ignoring the request. Positive attestations
may raise a sender's rating while rejections may lower it. The increase or decrease in a sender’s
rating may depend on the rating of the recipient doing the attestation.
For example, if member Alice wants to increase her rating in the community of users, she
30 may compose a message to Bob, who is another member in good standing. Before sending the

message, Alice activates the option to have Bob attest to her identity. Alice sends her ESP
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10 sender sent himor her a message. This serves to inform nenbers that
either the recipient has left the service but a new nenber now i nhabits
t he sane wowaé7seddr ess or that the recipient has not chaocgasodesnhas
gener at ed a new key pair for security reasons. Thus, menbers of the
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self-rating system used by the eBay, Inc. online auction community.
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increase her rating in the cormun
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message, he's pronpted with a dialog advising himthat "Alice has requested
t hat yoilih%lpt@@ﬁe phthig moamgh!é ot &¢ pgall?flgq hl%e%eﬁ adgatity put athepdo repest # hi s

nmessage_t 0. have c | ease click Yes. If you are reasonably
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not respond, click Ignore. " The cli ent software will report to the server
whet her Bob «clicks "Yes", "No" or "lgnore". As a nenber accunul ates "Yes"

cl i cks, KapAceess Palicigs | | go up according to sone rules that may depend on
tQS rating Ojl“hetz shy%te%e 11%)}? }r)esrm 011531%3 Po%nede%%b 18165 gvernlng access to the decryption key

or key fragment. These policies may be defined by the key server authority, or by an individual
community member. For example, a community member may specify that a key (or key
fragment) may not be released until a certain time in the future, or should no longer be made
available either immediately or at some time in the future. Other policies may also be put into
25 place. For example, these policies may release keys based on aspects of either the sender's or
recipient's account history or current account status; the manner in which, the location from
which, or the device with which either party attempts to gain access to the key; or other factors

surrounding the transaction.

30 Key Types
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requests for attestation. As a nenber accunul ates "No" clicks, the key
server authority may nonitor that nenber's account nore cl osely,

re- exam rwotobas7snenber' s credentials, contact and 10 questcarusviresopenber,
or even disable the account and notify past reci pients. How aggressively

thisis d h
case- by- caseThb kbt Ko fdhmaioged e 15058 habSdimefte pFofeiibhfedes using oo
as a b aﬁs@tﬂnﬁ\?né HerfAh al‘%ﬁﬂﬁﬁs sufB asthé RSNh@gonfﬂﬂﬁt fhe BlliRic@iFeelgdvithins, the

preferabl’y al so be"able to report spam_ This can be done by such neasures
as pr ovEHGamgalzlgeriimmeearsithebiSdhal gonithmis eFhecseymnpatng ke Koeareplpyed ipyhe abovei npl y

forwardi ng {he spa r even b ert butt he
o ent - sBbedinend Prefadlyaresstustp i e P en g B gty s AN, BES.
megber ' pidapk iilRUAIl Gfthede at&kﬁo%a%tth@se SRERB S th altBTCPRRGrifiAg Sy stims. he
system Key Access Policies 20 The systemnmay permt policies to be

est abl i shed Igﬂ\hesyatmgdeambsrkabayetd;whdwhcpbf the ckeynungty rmeghafvpa@nmlﬂ kesrhese

policies.my . efi.ned the key server authori.t ndi vi dual
conmuni P&} §e% ?rott"ﬂéi"é?#ﬂtt’é’n/‘g %’B ‘i‘%ﬂ%@? g\;ﬁf/ ﬁg%vefﬂv h‘ﬁ%’t’a’ff key
(or key, gd g&?ﬁggd)fo @tonhﬁcﬁlﬁh&@é?&ygaﬁdts@coﬁebt@u&&fw& mgt he future,
or shou?c} n onger be aval | abl e“either immedi ately or at sone tine
in the futurAs t©thesencpptipeiand demryptaisaf the nmsagpmtlblsaﬁef@hadéhatﬁmynmipl e,

t hese policies,may rele s ,based on . aspects.,of either the sender's or
B o SeerptiapidGEplon Sodts Pty SPERE RS v cbauS commuefelih Bt eReuni on,
the |0C8affigtd Alits E@t&y&#m fHost RRIIE th Gfc ! HOMUVER il NG pBAIBIY 1@biehw! S L0

gal N access or other factors surroundi ng the transacti on.

Key Typssymn2etriyf2iTkegs8omeRagd diSOioRRGEK mE hed doryespariding rossageddyryptipn oyed
I n the above enbodi nents preferably created u5| E_)I‘I C. encryption
al gor i t keys Kangforthe t‘ﬁésag&‘aﬁp%?aéoﬁlmﬁfrfﬁ keyeseryer ppt eéefé/?F’\Pé qihgB cPerfration, he

El Ga ?@'At t Ahp! oyed
in th%gﬂ%&%"r&%&ﬁ’gl man%rIE i Iﬁ% a;rehgﬁggggﬁejg{yr?& ?/I%m%%? %é%oncr yption
aligor i t isypsetverdon Kifde @E&d%rﬁﬁESk@rﬂdmﬂI(ﬁrst elhbodlﬁdeht)pdr thdastize ancyptadwn t o
those skilled in the art of cryptographic systens. In the system descri bed

above, ed#pn fgndeel te QGH@’PE%#%W fﬁi?or}ﬁla%b%h@f?% 108 ﬂv@eynenﬁamedt pRation g
used f Okm%? I?th%?%r\é?ﬁdn% %d %b&{lmgﬁt? Ihdty to%@ {?1%’1(6%% rﬂéﬂ‘mmy %nt Wo
alr us e a

key pairs -- or encryption/decry eys an
second ﬂ@&hérddﬁﬁdnfor si gni ng.

20 Communication Protocols
In all of the above embodiments, the key server preferably communicates with the sender
and with the recipient using encrypted communication such as TLS 1.0 or SSLv3, or other
appropriate cryptographic protocols. For example, one can circumvent a full SSL-type
implementation while still securely sending information to the key server (by either the sender
25 or the recipient) using the key server’s public encryption key, perhaps using an X.509 certificate.
Similarly, the key server may send information, such as keys, to the sender or recipient using

their public encryption keys, which are known to the key server.
Audit Logs

30 In the above embodiments, the key server logs all transactions related to keys (generation,

archival, access), along with sufficient data that identify the accessing computer and user (the
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As to the encryption and decryption of the nessages, it is preferred that a
symmetric 10 encryption/decryption key Ks be used. Symmetric keys have

obvi ous cwopavewsional efficiency advantages, as i s knownpro/ushoewoskil |l ed
in the art. However, it is also possible to use an asymmetric pair of keys

-- a message cr t|o me res di sa ti keys

F ot gemE N emmal AT Ess) TVENEAAR TR oy SUHUEH Do TERCADSREE % bot h
ln coop Rhatth wiRhePatitiat mlabhifielC h
case, | e?ésﬂdtéﬂaendﬁg%‘ﬁegﬁﬂ%h eeglsg? ni?%gmfgi({églrlsg?gg?%ﬂg version Pe<mzle a(t)?nat he

decrypt 1rma1ad¢ew1tl(mmte Kéy Sa-Veremltmﬁngﬁrrta)useldp crdse-chenki the lecatlypporedllog wathghen
Knde of  the decry | ey erent or t.he, unencrypt ed

por t i onlogfastiqys’s E‘Pgﬁﬁﬁlﬁ?fg‘ﬁg “gtbt ol CuHpso ARG in eftﬁgtayrﬁgmgag or ed
by 5t he K’@i? ﬁgéﬁés écxﬁm%é%éﬁmrﬁa c‘h@ckt) BF a%?drﬂétﬁ@ﬁod%@cl@h%ﬂiﬂ}blﬁé}tah@ﬁeﬁ%ﬁfeﬁc0| s

Inall ove e he key server preferably communicates
Wi t h t halikiegtegach atidr \Mthh;ttspwﬁeopqyatenactma) ayl el dstptedy paimmsaindanisuse, such

TLS 1.0 SSLv 3, th t h F
exanp! et HEenEdeE e BTG TR R0 § e KA AR (iR, WAF REAsPey |
securel y, 581 u%ﬂnésgfo?ﬁﬁ%h Welaindi® KﬁYh%F LU&HR talY c&l B@ﬂeﬁu‘?&l SfRINded agS> or
the reclpi en ey server s public encryption key, perhaps using

an X. 50&dditeerial 'éwaatoe of tHsi autHentitiyy aridheeckifty afehe eser'sthgy pandini aldﬁmonatﬂle &ry such
as keys, to the sender or recjpient usi n the| r ﬁubl e encr @Hf
nts

whlch asesvaegadihechentseftware corldsggurel x&mqs amppdl ogg - ﬁvamaor&sw
t he key h%gl Yigks lt(fﬁ%v?r{t and agttgﬁadﬁg?@gﬁer{n lated to keys (generati on,
S |

ar chi va acces clefit data that identify the accessing

conput er andA@%ﬁrex(lﬁle theafey\éa\%hﬁ@maaeBmtmallagwseﬂebmneem npee bfips by
e-mai| address) involved in the action. In additiQ the client software on

bo]'E h t mdmaha@ncmwl@& Ksi eringthe dacrionkeyl figth and wodgg thadermaton
o n o kPRARERSY & tob R0 R Sl fiaryy, el Snabfbllalt ASectill a6 1p rBlccP M 10

oca Wt h actions

stigred QichtaBBorsQY rézfiestiip. andlde s eiditth dn dntBption k@ns&ﬂl@@mm&ey fragmémes a
manual 5 node (user speC|f|caIIy requesting a check) or an autonatic node

(client th@dmmqrveqr f@mtprmyreg@wmgﬂcey temqyahgfqrmaé% nn%mémgmeﬂmte% peesags c
P LA RN PR oS58 Y B o SRR ) Wiy o
| ssuancgy 1nT£}? altbRAHE Nfde, BB dehd? rrﬁﬁsghé}ﬂ??a mésshé‘éaautﬁﬁfraﬁi becamipadig emries
these audit trails can be neasured and used as
generated by the key server in the first audit log that correspond to messages sent by the sender,
20 with corresponding entries in the second audit log generated by the sender.
A user may examine his or her audit logs and auditable information can be communicated
in a number of ways, such as: sending it by e-mail, making the information accessible on a
website to an authorized viewer, providing the information via another application, sending the
information directly from a server to an MUA for automatic validation, or through other
25 appropriate means.
Any embodiment of this invention generates quasi-unique device identifiers associated
with the device used by a user to send or receive messages. These unique identifiers can be
used as additional auditable information or as part of a policy to restrict key pair usage to certain

devices and during certain periods of time.

30
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addi tional evidence of the authenticity and security of the user's key
pair. In addition, the key 10 server and the client software could securely
ti mest anpweloB/oersoa rel evant portion of the audit |ogs thecgaiSiye3091 o
prevent and detect any tanpering As an exanple, the key server may update

a first audig . log to reflect one o f n n,en gy Ke,
storing the g’é‘(‘:‘?&B‘f |p6‘?§e%te§w?rm°8el?ﬁitt?68ﬂ Jeg‘ﬁg)eg e‘?"@? %fn'%ﬁg g@% ré}nrr{

i nf or nBéd‘l&ﬂhﬁl@ntE h?sl{o%fd W 1&@& in reinditha iheinvéiRnIeAsteimitaito maaat Fardatioas eﬂd
audit log to reflect 15 such actions as requesting and/or receiving an

encr yptthe ab«wnayswnu be gVI'émkély« pogsertapveéntignehesetestent h@lk@ybx@ﬁ\mpequrthe

storage,, receivin i,nf or mat i .0 and sendi ted

mess ageSlAmSRIPSR eﬁﬁéﬁ%%y é‘?‘ﬁ%{ é{fglbe KPR r’fﬁ’f’?oﬁf‘t RIBCYGHE ﬁlg 5’?%?18@ Rtion
Subseq Uﬁé@:ﬁ ¥t ndcBss@tif §u113in AR, Ul@t alJHEQlﬂ of tRE adVinfiePadBBRLSiE diRGRed isesender
may verify a nmessagé audit trail by conparing entries generated by the key
server in the first audit log that correspond to nessages sent by the
sender, 20 with corresponding entries in the second audit |og generated by
the sender. A user may examine his or her audit |ogs and auditable

i nformati on can be communicated in a nunber of ways, such as: sending it
by e-mail, making the information accessible on a website to an authorized
viewer, providing the information via another application, sending the
information directly froma server to an MJA for automatic validation, or

t hrough other 25 appropriate neans. Any enbodi ment of this invention

gener ates quasi -uni que device identifiers associated wth the device used
by a user to send or receive nessages. These unique identifiers can be

used as additional auditable information or as part of a policy to restrict
key pair usage to certain devices and during certain periods of tinme. 30
-26 WD 03/067809 PCT/ US03/ 03099 While the present invention has been
described with reference to certain preferred enbodinments, it should be
kept in mnd that the invention is not limted to these. Variations of the
above may well be within the present invention, whose extent is given by
the scope of the clains presented below. It should also be kept in m nd,
that practicing the clainmed invention 5 need not necessarily result in any,
| et alone all, of the advantages and benefits di scussed above. -27 WO

03/ 067809 PCT/ US03/ 03099
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CLAIM5 What is clainmed is: 5 1. A nethod for secure comuni cation of a
nmessage M between a sender and a recipient, with the assistance of a key
server, twemmwtisod conprising the steps of: the sender en®@cCyutSosgeobhe
nmessage Mwith a symmetric key Ks to forman encrypted nessage; the sender
encrypting first information derived fromthe symetric key Ks, using a
public 10 encryption key Ke of the recipient; the key server storing
decryption key informati on needed bgyhmgsreci pient to forma decryption
key suitable for decrypting the encrypted nessage; the sender receiving key
r et ri evhat isfctaimed ison Kr whi ch i ndexes the decryption key information; 15
the sender sending to the recipient, at |east the encrypted nessage and the
key retrieval information Kr; the recipient sending the key retrieval

' n§ ormation Kr toath&ankey, cﬁ%@&&@'&oﬁﬂﬂmﬂ%ﬁgﬁ \nggnés@fge Mafefwdinl L&nk&Yand a

information i'n response thereto; the recipient forning the symmetric key Ks
f rom atretipiest, wittethd asmgtmtcle@lﬂa keysarvﬂroﬁxﬁmmmhnd cadipresing; the ptepvaft e decr yption

key Kd of the recjpient; t he reci pi.ent decr the encr ypt ed ssage
with the synﬁbﬁﬁ?@@rﬁémg %W“Eeﬁ% Hethas ¥1'gi’i(et &W‘p‘%‘ég"’

being s Q&;%@ the key server. 2. The nethod accordlng to claiml, mherelm
25 the |rs ’information is the symetric key Ks; the sender encrypts the
symet ri c kethe kehdet dnoryiplieg fisscinforantios dgrivedifionethe syymmbtmim kkyls singtpublier eby

forman encrypted symetric, key Kse; and the recipient decrypts the
eh@r ypt@En@fighkey Ke ok e Reigieffit h the recipient's private decryption key

30 message. TS NED5 DoRBReRE LY, BhspBtog heaa LR B GRSy Pt

cl ai m 2decwiptibeikey siiitblesfondetymipgithserichptahmeyspged symetric key Kse into
first and second split-Kkey
the sender receiving key retrieval information Kr which indexes the decryption key
information;
15 the sender sending to the recipient, at least the encrypted message and the key retrieval
information Kr;
the recipient sending the key retrieval information Kr to the key server and receiving the
decryption key information in response thereto;
the recipient forming the symmetric key Ks from at least the decryption key information
20 and a private decryption key Kd of the recipient; and
the recipient decrypting the encrypted message with the symmetric key Ks;

without the message or the encrypted message being sent to the key server.

2. The method according to claim 1, wherein:
25 the first information is the symmetric key Ks;
the sender encrypts the symmetric key Ks with the recipient’s public encryption key Ke
to thereby form an encrypted symmetric key Kse; and
the recipient decrypts the encrypted symmetric key Kse with the recipient’s private
decryption key Kd, to thereby form the symmetric key Ks, prior to decrypting the encrypted

30 message.
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fragnents Ksel and Kse2, respectively; the sender sends the second split
key fragnment Kse2 to the key server; 5 the key server stores the second
split-keywbhriagamne Kse2 as the decryption key informti orCTiUuses/smoger

sends the first split-key fragrrent Ksel to the recipient, in addition to

the encrypted s e.and th retriev information Kr; the recipient
receives th sec tIhPi1 %@ﬁ?g% ﬁl@gfelph response to sendl ng the key
10 retrievalpp %ERJ&%Eh&f‘th'ére&%p&éaesmetﬁ@rk@st@Motﬁ}@t R isRloRAtspliekep t he

encrypted symmetric key Kse fromthe first and second split-key fragments,
Ksel anfilagfsenps Ksedsqnd K seR alespectlvelithe net hod according to claim 2, wherein:

15 the sender sends t e enc to the key server; the
key server Jhe sendet sgn %H"t‘?rsﬁj{’@ g&%ﬁ@%gﬁ Sk ¥ Fecr ypt i on key
I nformation;y 2%? rﬁ e?'tﬁ@tse&ﬁﬁeéﬁlﬁ%e% hea gtk Yodc@ dasS YHE B ftidae KeyKse | N

response to se retrieval ormation Kr to the key server. 20
5. The mﬁdrhxatiomccordl ng to claim?2, wherein the key server generates the

ke retrieval infornafi K dth d t t t k
ks, 6 The bt ﬁ@uieaemshﬁ%gr{téﬁ Pegmirasan el 6 Taerhisnhdy HEon© g 7 s
the Sy%fé}@ieﬂrﬁ ﬁ@kgﬁeﬁ{evaﬂ%&%@&ﬂ@p' it-key fragrrents Ksland

Ks2, resp tlve sto es the second split-key fragnent Ks2 as the

decrypti on khay recipiém mmtvle@th;e stétomdsphitcleny feaghmnnKsd2he résposge taschdswgtbe ey
split- ke¥ fragments Ksl and Ks2, respectively, the first split-key
frlggrrenlteﬂ@&llpgmﬁﬁoﬁﬁﬁtmﬂf%?%‘ﬁE)‘Hi and is encrypted by the sender 30

o e § it Plcfifibnt Sorithe SnAEY QB ERYy Kes O hERM B SRHIBliEReY | T 5!

split-key fragne PCT/ US03/ 03099 the sender sends

to the ﬁ@gﬂ@t@lﬂsel hltEK 692 Fespéctidelyi r st split-key fragnment Ksel, along with
the encrypted nmessage and the retrieval information Kr;

4, The method according to claim 2, wherein:
15 the sender sends the encrypted symmetric key Kse to the key server;
the key server stores the encrypted symmetric key Kse as the decryption key information;

and

the recipient receives the encrypted symmetric key Kse in response to sending the key

retrieval information Kr to the key server.

20
5. The method according to claim 2, wherein the key server generates the key
retrieval information Kr and the sender generates the symmetric key Ks.
6. The method according to claim 1, wherein:
25 the key server splits the symmetric key Ks into first and second split-key fragments Ks1

and Ks2, respectively, and stores the second split-key fragment Ks2 as the decryption key
information,;
the sender obtains the first and second split-key fragments Ks1 and Ks2, respectively,
the first split-key fragment Ks1 is the first information and is encrypted by the sender
30 using the recipient’s public encryption key Ke, to form an encrypted first split-key fragment
Ksel;
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the recipient decrypts the encrypted first split-key fragnent Ksel with the
recipient's private decryption key Kd, to thereby formthe first split-key
fragnment Welo3/o&7svhe reci pi ent receives the second split-kegrfusagommd Ks2 in
response to sending the key retrieval information Kr to the key server;

and the recipient, for sSymet ri key Ks f t figst a second .

oo ey T e et sea togheroRipient e herpto St oy Figm KL AR with,
encryptgde 89 fresshBe 4nd tHeGeRY A1 dfoRRARMKNG to claim 6, wherein: the key
server sends’to the Sender, the first and second split-key fragments Ksli

and Ks2, rehpeatipient decrypts thhancrypted Siestdplit-lodyt fragnserikddsehvdthitbe recapigntt he

sender conbi nes Ksl and Ks2 recejived, fromt k server, to formsymmetric
key KsPTIVats ¢rerypbon key g@n@éperémmtp‘ﬁ rsﬁé%‘ﬂ'iﬁ@ BUBSLiThe et hod

acgording toyc }e%&g{érﬁwe%ﬁ;}%ég’;\%&éﬁgf‘s@hﬁxefﬁégﬁm KD IS rdsPSnse ¥OURIIHgQhK RSy KS tO

the sender, prior tot ncrypt’i ngc nessage and the sender
splits fehizvad)infeemaiion Keyo ke keysavaaad fi rst and second split-key fragnents

Ks | 20 and Ks2, respectively.. 9. The net hqd accordi tq cl.aim®6 erein
Ehe keysor vbF rinienbEss sundis Rey Ky FPBVAF 1o saeord ik iaedeas!
gener at € IYIRLE Gri ga,r;%fg%tﬂ, &{)ﬂg&ﬁggs gr secure communi cation of
a mssa%@%ﬁ}bge?éeenglgg%ﬁéfl a ?gr(lil I ent, V?A%th t he assistance of a key
server, the nethod conprising the steps of: the sender obtaining a

sim*retri c key Ks and encrypting the message Mwith said symmetric key Ks
t 80t her eby fbr m ahheanethod aeqordiis toJamve: Whesdnsender encrypting first

oy ke as oo FERBLASI PR BYIIELL s SSnfetisltp i Wi neninguuaty on

e reclpl fén orm’an —encrypted synmetric
key Ks egespecB@el Y\8o Uddt Qe e QerbTiniRSY AR, ahde sender forming first and
second split-key fragnents Ksel and Kse2, respectively, fromsaid

encrypt ed sythesendercqrelinesies] andKs2aperaveddeqmm thedayterveb do frumsymmetiekey
fragnme Kse2. t e X key server storing decryption key
i nfor nanlt&f’(S’ﬁloﬁg’e@%%@#%"ﬁ?@é%ﬁﬁ%wb forma
15
8. The method according to claim 6, wherein:
the key server sends the symmetric key Ks to the sender, prior to the sender encrypting
message M; and
the sender splits the symmetric key Ks into said first and second split-key fragments Ks1

20 and Ks2, respectively.

9. The method according to claim 6, wherein the key server generates the key

retrieval information Kr and also generates the symmetric key Ks.

25 10. A method for secure communication of a message M between a sender and a
recipient, with the assistance of a key server, the method comprising the steps of:
the sender obtaining a symmetric key Ks and encrypting the message M with said
symmetric key Ks to thereby form an encrypted message Me;
the sender encrypting first information comprising the symmetric key Ks with a public
30 encryption key Ke associated with the recipient to thereby form an encrypted symmetric key Kse;
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5 decryption key suitable for decrypting the encrypted nessage, the

decryption key information being fornmed fromthe second split-key fragnent
Kse2; thewbaegioemowver transmtting to the sender, key retriperalSos/odoor nati on
Kr that indexes the decryption key information; the sender transmtting to

th i pi , th . 1t first lit- 10 f. t
B e e e e e e R e e A
key retﬁ&rﬁ‘éﬁi'dén%eﬁ%&r{nﬂﬁn@kéyq{éebe key server and receiving said

decryption key 1nftor ion In‘response thereto; the recipient formng the
encrypt ed sythest¢mdecsedndingbesdeondrsilitdkey ifragmentd{ie tk e Keyagrvent Ksel and

Kse2, Kse2 being derived f t he decryption key jnf tian; 15 th
ool pi et dBP oY FHYeR Haribh QPpRans CnpORriRoR Byedede N e edPisRi Batodt o
gﬁgr tygteaegg@!ﬁsx ke{&h'%letﬂaﬁdé&%tm RE eﬁ&yﬂt?(ﬁﬁf’e?éégéﬁhérﬂé&?ptm%’tiﬁfo?mk@h Ks;

I pIen ecrypting’the encrypted nessage Me Wwth the symetric
key Ks being foatied from the sepondikplitBeydmpgmioht R¢211. The met hod according to

claim 10, conprising the additional step of adding at ..|least one of signing
data and ti B8 kwrgqtt@ngrgltgl%tqug SERSlSTs ey FRFIE I@H’E?%}m?ﬁfgﬁ’?h’éﬁ?ﬁé“éﬁ“ge

w th saj : ri - Ks. 12. The nethod according to claim 10, wherein

t he de?‘?‘% iI(E)H[r;:E ef;l??n %ﬁpﬁti on 25 conprises the second split-key fragnent
Kse2. 13. Thie reridentamsinictire toght eecoipientthtGncwhted enessadecMepthd dirstgphtkeyt es

the symretric_ key Ks. 30 14. A nmethod for secure conmmuni cation of a
méQ s agelragmpat Ksehand the kewretugygl MomalipRKEnt  with the assistance of a key

server, the LSk : s R6 4898 BFH 03099
t he sender O%Fg%%?eﬁgﬁgpinblwﬁg‘%g@g}%@ ug{r%gnaetﬁ%r%?% %e messagce MW t h
sai d sysuiteddcrption keKinformatior e bagpdrase theagtopncr ypt ed message Me; the sender
encrypting first information conprising the symmetric key Ks with a public
encryption kibgrepien dyming &g epsmypted ﬁ)énmémcwéi/ﬁseﬁ@nt%ﬁéﬁyp to‘?%hf%?ﬁmegt
encryptegd,s thi . Kse:. . I encrypted symetric
oy Kockies IR Eect BEine v bl S Lo R Wbt VP, BV
i pformation the ekt edptingbie ph@ipted Syrimetiic key Kse with a private decryption key

Kd of the recipient to thereby form the symmetric key Ks; and ’

the recipient decrypting the encrypted message Me with the symmetric key Ks to read the

original message M.
20 11.  The method according to claim 10, comprising the additional step of adding at
least one of signing data and timestamp data to the message M, before encrypting the message

with said symmetric key Ks.

12.  The method according to claim 10, wherein the decryption key information

25 comprises the second split-key fragment Kse2.

13.  The method according to claim 10, wherein the sender generates the symmetric

key K.

30 14. A method for secure communication of a message M between a sender and a

recipient, with the assistance of a key server, the method comprising the steps of:
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decryption key suitable for decrypting the encrypted nessage, the
decryption key information being formed fromthe encrypted symetric key
Kse; the weyw3sersver transmitting to the sender, key retri @caluSosbzopomat i on
Kr that indexes the 10 decryption key information; the sender transmtting

toth i pi t, the en ted ne the k tri | i ti

K?; t ﬁer (ragi:{)tif)?eg‘?ﬂde’f Pgﬁg’:ﬁ% %Pﬁﬁlﬁemiqﬁ‘écs igg ié<fsae"tlnﬁ(ai %R?gfptﬁ%f %‘g r{’r&‘ltsgélﬁa‘? Mo‘l”%gg eyI o
e . . e hon o ;

server S%Jﬁgﬁéyv%p%tﬁ@egyf CM&E%E% %sidtfigemation in response thereto

15 the pien eriving the encr symmetric key Kse fromsaid
decrypti on kiysendef eicrting first iformamnpiospristhgchy symmetrichey Ksovigipa peblic
symmetric key Kse vm'th,a(grivate de,cryp%li og e Kd of the reciq{eegt to

t her ebyeneaPHER krY Ksasraciatedwith {herecipigpido thew V&%&"&%ﬂ’a@éﬁy‘ﬁmeﬁ& K &S
encrypted ' gg‘g;,ﬁ;r' ; Qh .20 original
rrengsage M mf?%ﬁ%%%%?‘%%@ﬁl n ?E)&ré{g%&mﬁ%ﬁo C%E r?eg‘i%ﬁ’g t he additional
step of addith@kéy serv@agbringdecviptiindreyrigfotiabiioranetded roysthe mgripientatotform e
nmessage M bhefore encrypting the nessage ,with sajd symetric.k Ks. 25
16. Thealeppphomkeicsuiablierfgr @%rmt@gﬁhqmcrmﬁeé#@F?ﬁag?agh%#%%yk@%mn

i nformati I tric key Kse. 17. The net hod
accorg&)ﬁbn%[rkgng?d;?%ﬁqﬁgemtg?%gﬁgggygg%ver generates the 30 symmetric

key Ks. -32 (W&o 3AsrtTndI508¢ 83189 keyl fetridvairirifivmchtionKrsthatiindexes the
communi cation of a nessage M between a sender and a recipient, with the
ab®i st alseepbien keykaforswhomr | t he net hod conprising the steps of. the key
server obtaiping first and secon Litke ?gﬂﬁ .
respectivel )} © S%’(?Ff E:rg‘asonrlll&mr%%t tge ge@@ﬁ#’}é{ﬂr%i é(:{lcbé)y s?gség%%!éd El{e%;d/k ert\flee?’al

st ori ngnfée@htiei KeN key information needed by the recipient to forma

decryption key suitable for decrypting the encrypted nessage, the .
decryption Kbsgreripient wenshottingheikey rataevabiaigrmatpn %éh%]é‘i%‘ﬁ"d’ exgndreceing spidagent
Ks2; decryption key information in response thereto;
15 the recipient deriving the encrypted symmetric key Kse from said decryption key
information;

the recipient decrypting the encrypted symmetric key Kse with a private decryption key
Kd of the recipient to thereby form the symmetric key Ks; and

the recipient decrypting the encrypted message Me with the symmetric key Ks to read the

20 original message M.

15.  The method according to claim 14, comprising the additional step of adding at
least one of signing data and timestamp data to the message M, before encrypting the message
with said symmetric key Ks.

25

16.  The method according to claim 14, wherein the decryption key information

comprises the encrypted symmetric key Kse.

17.  The method according to claim 14, wherein the key server generates the

30 symmetric key Ks.
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the key server transmtting to the sender, a public encryption key Ke
associated with the recipient, symmetric key information sufficient to
form Ks, wodskeoyetrieval information Kr that 10 i ndexe®Crhsosiempypti on
key information; the sender encrypting the nessage Mwith Ks to thereby

forman encrypted nessa Me, the sender al.so encrypting first .informtion
conpri si ng ti‘/?g fiAsffletlg?f??th-SE@yePPWUR’é war‘i‘%%ﬁﬁ& l}egg?e& BT Yt i ¢
encryption. . . f |t ent Ksel; the
sendor 1B G R e e . 1 he ey
retrieval 1fhekaf servertobtaimifg firsamd] dehendesplit-kgy fagridntsKsbpid KsX egspéatinglyent

Ksel; the recipient transmiting the key retrieval information Kr to the
key serSastespoinged symmetneskesKelecr ypti on key i nformation in response

thereto, theyp ﬁggekﬁﬁa} sﬂﬁﬁ%heéexﬁg%&y 1@% dﬁWBﬁ%e@déd%y 8R! debipteRY td fRgnent

Ksél with a pr te decryptio of the recipiéent to thereby formthe

first s@dchiptionkey saigibnfor Usdrypti}y thhencreptid neessagt aherdagryptiorf keynmfdmaafion st
and second split-key fragnents Ksl and Ks2 respective, Ks2 being derived
f r om t heetesefarsd frgni toe yecond spiitdeydrrementiKsdie reci pi ent decrypting t he

encrypted ne ] EW i.C : 'r?l@%v l.gLaal
nmessage M 2@§%&¢Se‘lﬁ%wﬁa{é{]ﬁ%%?g§:¥or %ﬁ%r, %éﬁ%ﬁlcgﬁ% té& C n%??sg?ﬁék?ﬁg@the
addi t i oraipiet,epmafetraddly fomhationsafficiann® fofm Kisgmnid gy rtatievabindormaties Katihat dat a

to the .rressa%e M before encrypting the nmessage wth Ks. 20. The net hod
ad@or di mgexes thg dacpiptign kanifemiatioRe decryption key information 30 conprises

the second splif- t v 1. The
mothod accor e RgeErne P RITE moside A A0 R A SR el
CONPr i S@g séHilefd1Sd dtiebRsting Eieh ifommdtidncseipribing grefist sgtieRey fragment Kisy withehe/ pt i ng
the second split-key fragment Ks2 with the recipient's EUbl ic_encryption

key Ke; regipien's pHelia ensryptientey Benie fagpangncamid st sytkepragpen kwé .
(51 Bt R B R P A, SRRy g o,
amg Whem@irmatibe K aitdake éRiyPied figt §plitKey Gagmbntkeye1f ragment Ks 1
the recipient transmitting the key retrieval information Kr to the key server and receiving
said decryption key information in response thereto;
the recipient decrypting the encrypted first split-key fragment Ksel with a private
decryption key Kd of the recipient to thereby form the first split-key fragment Ks1;
20 the recipient forming Ks from the first and second split-key fragments Ks1 and Ks2,
respective, Ks2 being derived from the decryption key information; and
| the recipient decrypting the encrypted message Me with the symmetric key Ks to read the

original message M.
25 19.  The method according to claim 18, comprising the additional step of adding at
least one of signing data and timestamp data to the message M, before encrypting the message

with Ks.

20.  The method according to claim 18, wherein the decryption key information

30 comprises the second split-key fragment Ks2.
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10 fromthe symetric key Ks received fromthe key server. 23. The net hod
according to claim 18, wherein the symmetric key information conprises the
first andweacwoemosplit-key fragnments Ksl and Ks2, respect ipealugo3/d®s®4. The
met hod according to claim 18, wherein: the symetric key information
conprises the first and second split-key fragments Ks 1 and Ks2,
respecti vel y?l-andThetlﬁéﬁi’ﬂaéF%&l&EP Rlayn ?grf‘?ﬁt?eﬁ%{li on conprises the second
split-key f r@@'ﬁ@%ﬁ?ﬁﬁ(e %Qfo?rﬁatitﬁi dRIREs &f eneRBAlseBhdBsplifKep@aghfint KBe R
secure conmuni catfon sygten1to acil'itate secure transm ssion of a nessage
M bet wefotmad by esdryptinigithey seeonid split-deyp frdgmenti Ks2, withhthemedipiont’s pubdiorenetypigort he
steps of: during a first sequence of exchanges: receiving froma first
enti ty,keé/I‘r{‘éd’ﬂést to provide a public encryption key Ke 25 corresponding
toca second L Ly L £q - L th L Vocidi Iafd first
en?i ty, sai d&gh%ﬁllli)ﬁg&gﬁlg}rl{/%t?? Bﬁxi@ﬁ’ﬂgﬁf? c‘ﬁ {Plrltgé geé: c rlillg?is%irfa F(éed;}gli'}ﬁ? 81??%{ ion
needed Ky. t he second entity to forma decryption key suitable for
decrypting an encrypted version of nmessage M transmtting to the first
entity, key retrieval information Kr which indexes said 30 decryption key
i nformation;,and I 3 e et 09
PCTI Us03/ 03080 r Lierihed FEGANE RFAUATHE, Ghefoht NRnRimmerie def hitdinpiid
i nf or me¢dnisks theapdmetrickey s, mdwhéreintthesendedbrmetht firgt spiitekay figorenpkson key
information, w thout ever receiving the nessage or the encrypted version of
t he nesBemdhe synppetrivikey Kestersived dew tekgy eVel ai m 25, conprising the step of
receiving fromthe first entity, the decryption key information, prior to
the step of storing the decryption key information. 27. The nethod
accordi ng t 023l ai The2fhethtdedcebrdinghed €lei MBS wherekehe synanemiciken inforpaiices a
split-key fragnent of a symmetric key encrypted %y sai d public encryption
key Ke.commisggthetiret andsersind splitorey fragmentsdidli and 362, 9sReivAlYt he decrypti on
key information conprises a symetric key encrypted by said public
encryption key Ke.

15 24.  The method according to claim 18, wherein:

the symmetric key information comprises the first and second split-key fragments Ks1
and Ks2, respectively; and.

the decryption key information comprises the second split-key fragment Ks2.

20 25.  Amethod of operating akey server in a secure communication system to facilitate
secure transmission of a message M between a first entity and a second entity, the method
comprising the steps of:
during a first sequence of exchanges:

receiving from a first entity, a request to provide a public encryption key Ke
25 corresponding to a second entity specified by the first entity;
transmitting to the first entity, said public encryption key Ke;
storing decryption key information needed by the second entity to form a
decryption key suitable for decrypting an encrypted version of message M,
transmitting to the first entity, key retrieval information Kr which indexes said
30 decryption key information; and

during a second sequence of exchanges:
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29. The nmethod according to claim?25, further conprising during the first
sequence 15 of exchanges, the steps of: providing first and second
split-keywbroagemsnt s Ks 1 and Ks2, respectively, associ at edCrUush3/ozm99
symmetric key Ks; and transmtting to the first entity, said first and

second split-key fragnents Ks 1 and 2,1 addition to the public
encryption key KeCeiBngHIMhg speon ieagg'l’ tl}eﬁ‘%f%ﬂ?‘f%ﬁ{} .at?@%gg?nél'he net hod
according to cl aitﬁ%n% itihP & @i Reddnf eff Wa@&h&!?{ﬂ‘tﬂ)‘ﬁﬂe fuifoffRbticad conpri ses
t he second split- ey&?rlggrrent f(sZ. 631&’ The nethod agcor ding to claim 25,
f ur t herwitloogy eveairageivdng ihegnéshagefdr itist ersegpteineesio? 6f e messdganges, the steps
of : the key server checking whether the second entity is a registered user
of the secure comrunication system and if the second entity is not a
registered uger: H15,K56Yd RebNEe (8RGH25] QdehpRRingME XY dfRdbekaie RBE tite first
degr yption ll?éf"; forﬁbtq-ﬁe %%%secognd entity, g?dm-%SS V%OS/ 0678%9 .

PCT/ USCatif\3 Bt ecttypeiorkesy isformations priatitothestep ofstoriygthe decrigaiontkey iferniationt
entity, along with a notification that the second entity is not a

regi stered user. 32. The nethod according to claim 31, further conprising

during the ONdrReHUBRG ?ccg}dﬁ{g £XahaNges Whﬁllgﬁl ﬁfeed%cﬂé{tioh fkel RfoRB &GRS

entity is not 'a registered user,  inviting the second’éntity to register;
and seddipiges hplidkey fingmeart of @ gymmetrivckeyeacnypited by isaigt public @8ryptiok &gy Ker ver
conputer in a secure conmunication systemconfigured to facilitate secure
t Mnsni ssi on of a message M between a sender and a recipient, the key

Server conpujer gl ngtrﬁ%??&?/é&%gtat Qainf' 96, WeRin f-hresciecﬁﬁ)l%ﬁ e§ ifforRXiEiANges:

receive froma first uest to provide a p Ic ehncryption key
Ke 15 gmiprkepssphmetrickeq escegstadibesdid pyblipachyptied kbyKehe first entity;

29.  The method according to claim 25, further comprising during the first sequence
15 of exchanges, the steps of:
providing first and second split-key fragments Ks1 and Ks2, respectively, associated with
a symmetric key Ks; and
transmitting to the first entity, said first and second split-key fragments Ks1 and Ks2 in
addition to the public encryption key Ke and the key retrieval information Kr.
20 |
30.  The method according to claim 29, wherein the decryption key information

comprises the second split-key fragment Ks2.

31.  The method according to claim 25, further comprising during the first sequence
25 of exchanges, the steps of:
the key server checking whether the second entity is a registered user of the secure
communication system, and
if the second entity is not a registered user:
the key server generating an encryption key and a decryption key for the

30 second entity, and
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transmt to the first entity, said public encryption key Ke; store
decryption key information needed by the second entity to forma decryption
key suit awloasfoersoglecr ypti ng an encrypted version of nmessa®eETNSOs/nIOSNIt tO
the first entity, key retrieval information Kr which indexes said 20

ocel Ve from the sccore BRLSERYET s g SpaTp By F QP IREACOn PG VA
transmt to the sgg %Egncﬁ%httt}{e s&%hﬁ ﬁ]tﬁzrlé’xﬁ’c;t'aqe ik@dediygéOr mation,  without

having to receive t nessage or t crypte versi on of the nessage. 25
34. A conputer-readabl e nenory havi ng executabl e code stored thereon, the

code incl ud| ng a first set of caode cog%rl sing:. code to.recei \(/1e from a
first entity2-a rByupghodascodpmpioelaim 3, RTiFpE YRng tp sgeond efuence
cotresp 1[‘]'? d entity specified by the first entity; code to
trgansm %gk Eé)ftl rsg?d:(ge)fﬂtl ty, said public encryption key Ke; -36 WO

03/ 067809 PGTHSRCIHANAY is motierdpistatduser,decr ypti on key information needed
by the second entjity to forma decryption kgy suitable for decrypting an
encrypted versi oﬂnwlngthwgg@eequpda@Stebap ansmit to the first entity, key

retrieval infor na%eh&@g G‘ME‘?@% gffﬁetﬁﬁ gdeﬁite[%rypti on key information;
et of °code I'S

and 5 a second s e to receive fromthe second
entity, the key retrieval infornatlon Kr; and code to transmt to the
second entit sai d decryption key infor mat i on. . 35. A rretgod cure
c®muni cat i of-of A ﬁb%ﬁ‘geompmmeéﬁplﬁe%%a&*w%m systerygop %‘irB‘;@rff“" % h the

assi st ance ?ng‘ﬂlgg%n ofh Kﬂ%rSSagél REp ka4 séh‘aQPz{d REE? tﬁe{ﬁ%eﬂiﬂ' cdild atﬁle nder

encr ypt HYC sage a nessage encr

encrypt&%mgﬁgﬁmd@e sender encrypting fi rst | nformati on deri ved froma
message decryption key Knd corresponding to the nmessage encryption key
Kme, usdusipga firgtieqeensaof gxphpegeskey Ke of the

receive from a first entity, a request to provide a public encryption key Ke
15 corresponding to a second entity specified by the first entity;

transmit to the first entity, said public encryption key Ke;

store decryption key information needed by the second entity to form a decryption

key suitable for decrypting an encrypted version of message M;

transmit to the first entity, key retrieval information Kr which indexes said

20 decryption key information; and
during a second sequence of exchanges:
receive from the second entity, the key retrieval information Kr; and
transmit to the second entity, said decryption key information,

without having to receive the message or the encrypted version of the message.

25
34. A computer-readable memory having executable code stored thereon, the code
including:
a first set of code comprising: |
code to receive from a first entity, a request to provide a public encryptionkey Ke
30 corresponding to a second entity specified by the first entity;

code to transmit to the first entity, said public encryption key Ke;
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15 recipient; the key server storing decryption key information needed by
the recipient to formsaid nessage decryption key Knd suitable for
decrypti nyotlaeemner ypt ed nessage; the sender receiving keycratsos/elad
information Kr which indexes the decryption key information; 20 the sender

sending to the recipient, at | th ted d.th
ret r: ega! i nfor ﬁ;bgléfﬁsq%e;d%?%g&g ?wmggé%g?%dgﬁ?@%@“ﬂ?ﬂ%ff’a&% a
i nformation déﬁr)&)gcs)rltlo g‘?‘?’s %ﬁtﬁhl%%r\/&rcr)?ﬁgg h& CRIrYHBd viBRn 018 ThatRided; key

information 1n thereto; "the“recipf'ent form ng the nessage
decryption key Kraddétoaranaitheths first éreityl&ey sepdiévahinfoemati@®bKi whish ek essaind a
private decgépti on key, Kd of the recipient; and the recipient decrypting

t he encrypt e§crpiemkey farmation adssage decryption key Knd; without the
nmessage, o nessage being sent to the key server. 36. The

met hod aasgg%é%%ﬁgﬂfogd%%bgﬁ%ggg‘s, wherein the nmessage encryption key Kne and
30 the nmessage dewdy ps icosivi &ymKirel sécondrentity athy kaptetricyakeyorpaition Kr3ahd/\D

03/ 067809 PCT/ US03/03099 37. The nethod according to cJaim35, wherein the
nmessage encrypti &?dkéytrﬂﬁﬁll'atﬁdhﬂ?éo%%@%éa% g%ge&‘é‘gorm‘?ﬂo%re i denti cal
and are a symmetric key Ks. 38. A nethod for secure conmmunication of a
nessage M between a sender and a 5 recipient, with the assistance of a key

server, the st hotl neaRgd fosise@iré bemsiuapatial of 4 hess@adé besveen\aptendg ande
message Mw th a nessage encryption key Kme to forman encrypted nessage;
t ¢ serrgepieahovithohe assistance of @ keyoserari tha meghadcomprisiis the #eRSYUge decrypti on

key Knd cortesponding to t C I l MUkl ic
encryption IJE?/ S?%gje{ﬁn etmgltgee?lggsi% ?gﬁ}"’? &t%%gisggggéﬁégg&eg%g%dgcrypti on
key i nfQerptddaiesdgreed by the recipient to formsaid nmessage decryption
key Knd suitable for decrypting the encrypted nessage; the sender sending

to the reci phesendenendrmtig fisbindorsnajioncietined §ages mepwer derpPich koekaihg key
b R b IS AR ol KRR BB
t per et Qecipient;
the key server storing decryption key information needed by the recipient to form said
message decryption key Kmd suitable for decrypting the encrypted message;
the sender receiving key retrieval information Kr which indexes the decryption key
information;
20 the sender sending to the recipient, at least the encrypted message and the key retrieval
information Kir;
the recipient sending the key retrieval information Kr to the key server and receiving the
decryption key information in response thereto;
the recipient forming the message decryption key Kmd from at least the decryption key
25 information and a private decryption key Kd of the recipient; and

the recipient decrypting the encrypted rhessage with the message decryption key Kmd;

without the message or the encrypted message being sent to the key server.

36.  Themethod according to claim 35, wherein the message encryption key Kme and

30 the message decryption key Kmd form an asymmetric key pair.
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the recipient form ng the nessage decryption key Knd fromat |east the
decryption key information and a private decryption key Kd of the

reci pi entwoanmetsoe reci pi ent decrypting the encrypted nmeseagaSos/ninee he
nmessage decryption key Knd; w thout the nmessage or the encrypted nessage

bei .20 39. h di . | 3} m 38
GO TR I TR I AR R e R s
form anyase Eﬁb&ﬁlﬁgﬁx l&g'hdﬂgld&hﬁamﬁwga%ﬁﬁéﬂicﬂ& ylikg, ¢l ai m 38, wherein

t he msssage y Knme and 25 the nessage decryption key Knd are
identical and are a symmetric key Ks. 41. The method according to claim3
8, wherein t

, e ien t the Kk I f t d
i nf or mati on fgece é’F&)ethﬁ"{)Fﬂ?{Sg&rgg%ﬁﬁmcg g 9&6%%%@?%3’ n%@g%gpﬁﬁ; a2
The methg 1eﬁEQX9l l'ﬁt'gggsesﬁ ariRB%f QR fgrvéi'l @k Mettod cbPhpribthglhe 3@ps dfir t her

conprisin er est shing at Ieast one pollcy governing the
retrieval ofthelee:rdppbmcmypthgyhe nrefouged moth. a Megkdge Fveyptentkey bme ¢o rmgant o any
one of cl ai m; 1, 10, 14, 18 or 25, further conprising, by the key server,
est abl |°§‘ﬁ¥yﬁbe e5538%5t one policy governing the retrieval of decryption key

| nformation. g %end-gp@m%gﬁtg%gﬁﬁi: ﬁﬁﬁgﬁ%f&ntd%n%w ﬁ%ﬂﬁa fes&ed! dg&lggtloﬁﬁe y kg Or 18

further conprisi Ing a tfirst audit log at “th y server to

ref | ectcoatesponditlg torthe afessigeehdargptidrekeleKmeptsiogia public endrgpticit kgnKarod tisendi ng
t he decryption key information to the recipient; and updating a second
al@i t |176¢iP®ALt he sender to reflect transnission of a nessage fromthe

sender to NG kepkel&ornbtedipudheaBiARaeGOLANBY Okl tbrm{ did her

COI’T'pI’I Si ng. verli onde ween entrres in I rst audit

| og t hahestoge deppiidn key Kirlssuitglsls femadecrypying He enerygeed, messide; entries in the
second audit | og. 46. The methaod, according to any one of clains 1, 10, 14,

or 18 furt hehe é@#ﬁ? seafing to thegeeipient ahigast theesBPtsdigessASE t he reci pi ent
attest tot hiﬁe %ecrbqgl{t s%ndlgf ﬂé}; le¥rievaPiiformation Kr to the key server which indexes the

15 decryption key information, and receiving the decryption key information in response thereto;
the recipient forming the message decryption key Kmd from at least the decryption key
information and a private decryption key Kd of the recipient; and
the recipient decrypting the encrypted message with the message decryption key Kmd;
without the message or the encrypted message being sent to the key server.
20
39.  Themethod according to claim 38, wherein the message encryption key Kme and

the message decryption key Kmd form an asymmetric key pair.

40.  Themethod according to claim 38, wherein the message encryption key Kme and
25 the message decryption key Kmd are identical and are a symmetric key Ks.

41.  The method according to claim 38, wherein the recipient creates the key retrieval

information Kr based on information received from the sender.
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42. The method according to any one of claims 1, 10, 14 or 18, further comprising,
by the sender, establishing at least one policy governing the retrieval of decryption key

information.

43, The method according to any one of claims 1, 10, 14, 18 or 25, further
comprising, by the key server, establishing at least one policy governing the retrieval of

decryption key information.

44, The method according to any one of claims 1, 10, 14, or 18 further comprising:

updating a first audit log at the key server to reflect at least one of storing the decryption
key information and sending the decryption key information to the recipient; and

updating a second audit log at the sender to reflect transmission of a message from the

sender to the recipient.
45.  The method according to claim 44, further comprising:
verifying a correspondence between entries in the first audit log that correspond to

messages sent by the sender, with entries in the second audit log.

46.  The method according to any one of claims 1, 10, 14, or 18 further comprising:

the sender requesting that the recipient attest to the sender’s identity.
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