Condi ti onal Atcess Device and Process. The Field of

the Invention 5 Thislinvention relates to the field of
condi tional access devices created by a pointing device integrating
one or several couplers for m crocircuit cards.

The device is designed to carry out 10 transactions secured by
mcrocircuit cards, to I dentify the cardhol der and/or to check
di fferent st ages Genditieoadt Pogess Device and Process.The

appl i cations f Hainly concern conditional access to the
resour ces o] ost 15 equi pnent, conditional access to avail able
resour ces on ext énalF @?BﬁeﬁbewFPﬁeﬂﬁfgﬂ t he host equi pnent

is linked or connected, the managenent of software operati ng

i censes stored in the hqQst. equiggggiogrrjaate to tHE rynal,sequi pment

. V?ﬂ ; ' -teg
wth ich the host equip i s“ITnked or connect'ed or el ectronic
paynent, etc. conditional access devidési t¢ugated by a pointing

device integrating one or several couplers for
microcircuit cards.
The device 1is designed to carry out
10 transactions secured by microcircuit cards, to
identify the cardholder and/or to check different
stages of transactions.
The applications mainly concern
conditional access to the  resources of Thost
15 equipment, conditional access to available resources
on external equipment with which the host equipment
is linked or comnected, the management of software
operating licenses stored in the host equipment or in
the external equipment with which the host eguipment
20 is linked or connected or electronic payment,etc.

Definitions.

The meaning of 'microcircuit card' is a
25 support, generally a card, comprising one or several
integrated circuits executing processing functions
and/ or storage operations.Smart cards, or
microprocessor cards, commonly known as 'chip cards',
contactless cards or PCMCIA cards.are examples of

30 these.

The meaning of . "microcircuit card
coupler" is any means of operating a signal exchange
interface between hardware and a microcircuit card,
according to standardized or specific communication

35 protocols. Signal exchange can be carried out by an
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functions and/ or st orage oper ati ons. Snart cards, or
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"pointing detkcetempnxary @iy permanent, to a local or public
communications network.
10 The term "pointing device" means any
manually operated device with which the user acts
upon visual objects. It is intended to be used with
interactive host equipment having a screen and a
user's graphical interface for visual objects.
15 Examples include an optomechanical mouse pointer, an
optical mouse needing a special mat, a ball or track
ball, a digitizing stylus or a cursor, a touch
pointer, a stick or joystick, or a remote control
lever system for CD- I.
20

The State of the Art.

These peripheral devices work conjointly

with the equipment they command and with which they

25 are connected by the intermediary of a RS232, USB

communication port or an equivalent system, or in

other cases are linked by wireless transmission, for

example by infrared or microwave links. In certain

instances, especially when the host equipment is a

30 portable computer, these devices are 'integrated into

the equipment, even though the device represents a
selfcontained unit.

Generally, they are easily

interchangeable devices because most host equipment

35 manufacturers have adopted common standards. The'ir are

also relatively cheap in relation to the host
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3 10 the closest state of the art device. It comprises a
microcircuit card connector directly linked to the
common leads between the computer and the peripheral
devices, allowing both signal exchange relative to
the pointing functions and signal exchange for the
15 operation of safety functions as sociated with the
microcircuit card. The peripheral devices act in a
transparent way between the microcircuit card and the
computer with which it is connected. No processing
occurs in the peripheral device, which only ensures
20 the electrical link between the microcircuit card and
the computer. Thus the whole of the personal
identification code keyin process is done in the host
equipment, which is inconvenient and constitutes a
major disadvantage to the commercial development of
25 public networks such as INTERNET.
The Objective Problem of the State of the
Art.

Indeed, today's host equipment is almost

30 always linked to at least one network, either inside
an organization or to a public network like INTERNET.

It is therefore possible, and even easy, for a third

party to connect himself to the host equipment and
examine the data processed by it. There are technical

35 solutions to filter accessible data from “third
parties, but these solutions are in contradiction to



equi pnent and can be replaced by a simlar device | ndependantly to

t he host equi pnent  wi t hout 4 difficulty. I t
has been suggested in the state of the 5 art to integrate a
mcrocircuit card connector into certain peripheral pointing

devi ces. Such was the case in the EP485275 European patent or the
Ger man patent DE4326735 The peripheral device described in

t he EP485275 mﬁﬁmmuﬁﬂrqxuSHﬁriappEioaeheasrepdesheis ¥hsh to rhksel osest
state of the g o I ' u connect or
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the pointing demetd 0RS iSnsl ghal s@éﬁéa@ﬁetﬁ@raééﬁdé user. operation of
safety functions as sociated with the mcrocircuit card. The

peri pheral devices act in a transparent way between the
mcrocircuit card and t heummary tocehpuLmvemtidnwhich it i s connected. No
processi ng occurs in the peripheral device, which only ensures 20
the electrical link between the mcrocircuit card and the conputer.
Thus the whol e of the perBwngbiect of thdennivéntion obs codeckeyter process is

done in the hgidse drawba@ﬂE'Qﬁpnbroﬁ@é§ﬂ?'§a' %&bﬁa& ande $§St|tutes a

maj or, di sadvaptage to fhe commgerci al. devel opnen I ¢ networks
su£h s | NTE .ce whic conSlderablYHﬁPQRﬁ%ﬁﬁ%\RP¢W%ﬁﬁ%ﬁ¥of eYdk State of

t he /Hgalnst abusive intrusions coming from third parties
seeking to procure the code or access key associated
to the microcircuit card through links between the
host equipment and a public or internal network. An

15 intrusion into the computer's memory would never be
allowed access to the user's certification data.

For this purpose the invention resides in
the fact that the microcircuit card is operated
locally, meaning in the peripheral pointing device,

20 and not in the host equipment. This feature is
essential. It ensures a separation between the user's
identification, on one hand, and on the other hand,
the computer and the communications network with
which it is or could be connected.

25 The means of wuser identification are
found in the peripheral pointing device to which only
the user has access. It captures the personal data
which is usually secret; for example his confidential
code. This data is checked by a local microcalculator

30 using the data recorded on the card. The
microcalculator is generally integrated into the
microcircuit card,but may also be integrated into the
peripheral device. This verification does not involwve
any transmission of secret data to the computer from

35 either the device or according to the invenfion's
process. The comparison is expressed by approval or
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The invention is advantageously enhanced

10 by the different features as follows

- it comprises a sensor for the capture
of a biometrical identification signal, such as a
fingerprint image sensor and /or an eye image sensor

15 and/or a vocal recognition sensor ;

- it comprises vocal control means for
transactions ;

- the keyboard and/or the screen is/are
on the mouse's upper surface in such a way that a

20 cover is joined on to the mouse's casing so in a
closed position, it protects the keyboard and/or
screen when the chip card.coupler is not in use ;

- a chip card insertion slot is provided
at the level of a groove on the mouse's periphery, in

25 the space between the function keys and the main part
of the casing of the aforementioned mouse on which
the aforementioned keys are installed ;

- in the case in which the peripheral
device has a fingerprint image sensor, the device's

30 casing has a guide in which the operator's finger may
be placed ; his thumb, for example ;

- the device comprises a clock under
permanent power supply which ensures the dating of
operations, especially financial operations ;

35 - the device has at least two chip card
inputs;
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. intrusion into the conputer's nmenory woul d never be
access to the user's certification datg.
pur pose the invention resides in

card i s operated | ocal |y, nmeaning in the peripheral pointing
and not in the host equipnent. This feature i
It ensures a separation between the user's

i dentification, on one hand;.a d : onput er
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ABRI1GAPEOVAI data of the user, which is the only
- it comes with a clip- board and a

stylus and a double chip card coupler and has means
to capture, compress, and record written data and
later unload it onto the host equipment

~ it comprises a personal multimedia aid
and/or incorporates facilities to operate one or
several desktop applications, such as a calculator,
diary, or a clock etc.

- the device comprises a permanent clock
and means of transmission to the peripheral equipment
of dated numerical data having a data sequence
relative to the authorization calculated for the
micocircuit card's stored data and the data keyed- in
by the user in addition to a data sequence given by
the clock

The invention also concerns a security
application management and execution process in the
host equipment consisting in a comparison in the
peripheral device linked to the host equipment, of
personal data and data recorded in the microcircuit
card without the personal data being transmitted to
the host equipment, the peripheral device integrates
personal data acquisition means and at least one
microcircuit card connector.

In accordance with a favourable
implementation mode, the process includes an extended
communication protocol coming from the communication

card argonprissimgssiaon of
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data transmtted to the conputer. This is essential to avoid the

accessibility to confidential data, sugh as a code, by athird party
linked to the conputer by 5 the intermediary of a local or a tel ephone
net wor k The invention's additional features

The invention is advantageously enhanced 10 by the different features
as follows : - it conprises a sensor for the capture
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on to the nouse s cas position, Tt protects the
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on the nouse's ;)erloplhergo i n 2 the s et ween t he_function keys

and the main cadfhy of e Sr e NlRd fAb%se on
whi ch tﬁécrssnafuﬂeerr&mlmmcfdmys:ﬂr&m aJ:bxﬁplrismg a whole

n the case ip il 6B LOP ARG Bhor of wrdSKI CEAR A Ll ngghgg nt §mage

sensor, the d%VI ce casl ng S a Jgul e In e operat or'
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each frame includes an identification field and at
least one of the following fields

- a pointing information field,

- an information field relative to

15 secured means.

The information field relative to secured
facilities must contain a control field which
specifies the type of information followed by the
optional fields giving the length of the security

20 application message and a control field of the
aforementioned message's integrity.

Advantageously, the process supplies
pointing information to applicative software and at
the same time ensures message transmission towards

25 the same or another simultaneously active applicative
software and its security application.

In preference, the device transmits
messages emitted by secured means in frame form whose
30 first field is the specific pointing frame modified
according to the aforesaid complete message or the
message divided into several frames of the same
type.Thus the pointing frames and the extended frames

can be alternated.

-

35



- the device conprises a clock under per manent power supply which
ensures the dating of operatiqQns, e al operations ;
35 - the device has at | eagtrHisgHEENHAS RREN I nput s;
- it has managenent and execution neans REPLAGED | eastl one security
appl I cation associated with t he hos ' Jcative software
- it conprises the neans of allowing 5 security
operation  transfer bs&wsfamg Séoora € embodimedaCkhbt | SScuBpagenent
and execution of a securit ication_and a mcrocircuit card
conpri sing astorage apdt @P@Gﬂﬁéﬁn @?@W cafi othe ofaid ($REWFitY security

applications gppiQcations are amalddmfHAELS Yhid & Clidteaddsydsl and a
stylus and a Eoub | e chi EFcard co.ué)l e and has to capture,

conpress, an@ee5PgewPt T 8RR a here%or@at e?hﬁnl%%raaﬁ??m‘?ﬂﬁ o the host
equi pgent : and the avallablllttyconqs)fl sesha pessidhal sedurimdi a aid 15
and/ or incorpo cidJt on everal
desktop appli %gtll“lg%gloggchgém}a?e It"cul a&écq}t%on %eagl a],:e écl ock etc.
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Presentation of the figures in appendix.
10

The invention will be better understood
by reading the following detailed summary, giving as
a non-restrictive example and illustrated by the
figures in appendix

15 - figure 1 represents a bottom view, ( on
the ball side) of the conditional access device
according to a possible implementation of the
invention in its mouse version.;

- figures 2a and 2b, in perspective view

20 represent two embodiments of possible implementations
for figure l's mouse.

- figure 2c¢ represents the view of a
screen to operate an embodiment of the
implementation.

25 - figure 3 is a schematic representation
illustrating an advantageous configuration inside the
mouse casing of figure 1.

~ figure 4 is a top view of the ball
mouse model of the «conditional access device

30 according to another possible embodiment of the
implementation.

- figure 5 is a ©perspective view
illustrating a possible implementation mode of figure
4 's embodiment. -

This Sheet Has Been Rep

L i




and nmeans of transm ssion to the peripheral equipnent 20 of dated
nunerical data having a data sequgnce relative to the

aut hori zation calculated for the mcocircuit card's stored data and
the data keyed- in by the user in addition to a data sequence given
by the clock 25 The invention al so concerns a
security appl i cati on managenent and execution process in the

host equi pment consisting in @ gaparizsoniih the plock Pe@hikgkemal device
| i nked to the,  host equij rsonal datg apd data yecorded in

ment,, of ... pe
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personal data acquisition ne and gt l.east one . lgrocgjircuit card
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i npl erfent at i onondiieiondlke grassss slaviceudéshahieneeniieall control.conmuni cati on

pr ot ocol com ng fromthe £ é:g I 'CE’I a schematic representation
7 pr ot ocol spe0|¥| to the pointing MBAns 0 the

peri pheral delic@erERestiVsty ocBi et &det haigrecywputer keypapydone seri al
port between bhe anph cat itvachofgotting devic@n@dckbedpagntddigtaad security

facilities an§£ gggﬂgg.S I n the device according to the invention
10 - figure 10 is a flowchart illustrating a
possible interrogation sequence by applicative
software of a security application borne by a
collector card inserted in the conditional access
device according to a possible implementation mode of
15 the invention.

- figures 11 and 12 are flowcharts
illustrating the installation and the uninstallation
of a security application on a collector card
inserted in the conditional access device according

20 to a possible implementation mode of the invention.

- figures 13 to 18 illustrate the
structure of communication frames used with the
conditional access device according to a possible
implementation mode according to the invention.

25

Detailed Summary of Different Examples
ofthe Non-Restrictive Implementations of the
Invention.

30 The device according to the invention
will be described in the ball mouse model, the same
approach applies to the other pointing devices.
Figure 1 shows a device according to the invention
derived from a optomechanical mouse whose ball (3) is

35 maintained in its casing by a cover. (2). A keyboard
(6) is placed in a specified opening on the bottom of



Thus in accordance with this favourable protocol form the data

and the comands are trans '@ted in the formof franes
conprising a whole made up of el ds each of which contain a coded
10 sequence conprising a predeterm ned nunber of bits, each
frame includes an identification field and at | east one of the
following fields : - a pointing information field,

- an infor gt ?rlré?%{ %grtr%lfatti_ﬂg mtogsé5s casﬁ‘f‘gfcur@ =S th
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t he pr ocess tosupltihes supportingosutfaxge | Idaptiry ithe baldpgBicati ve
software and at the sane tine ensures nessage transm ssion towards
25 t he sane or another sinmultaneously active applicative

software and its securityThgpl idsatiicen. represented in figuren 1

preference, (Rgorde¥LC8 milthBRIFLLSE card coasiéf\ge&nerﬁﬁgh% by gecured
nmeans in frane formvx/nose 30 first field s the specific pointing
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nmessage di vi dethd nto several frames ofrgde same type. Tigmws t he
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device by the lateral slot so- designed. The device
may comprise the means of inserting two types of
microcircuit cards, to identify the type of card and
15 verify its correct insertion.
Thus the keyboard (6) may be placed on
the mouse's upper cover, protected or not by a
jointed mask.The device may carry a liquid crystal
display (7) to control transactions and operations
20 and it is connected to the host equipment by a link
cord with a plug on the ad- hoc port of the host
equipment.The device's power  supply may be
implemented by a self-contained method or by the host
equipment.The electrical power supply may be set up
25 using either an independant peripheral based power
supply or, as in most cases, by the voltage available
from port (RS232, USB, GEOPORT) . which is linked to
the peripheral device or a second port (keyboard,

30 The device may also incorporate a
permanently powersupplied clock which is necessary
for the dating of financial transactions.It may also
comprise secured means authorized to set up an
electronic wallet application. Thus it can receive

35 and keep money or an electronic wvalue. The aforesaid
means may be implemented either with a secured

2t contain
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of wvalidity expiration or failure. This built- in
financial function corresponds to an electronic
wallet.

An embodiment represented in figure 2c
consists in replacing the personal data key- in
keyboard by an equivalent computing solution.This
equivalent solution is constituted by a program
giving a host equipment screen (50) display of a
graphical representation of the virtual keyboard(54),
made up of virtual keys (51,52). The wvirtual keys
(51) on this keyboard are positioned in a random way,
different in each new activation of this program.The
personal data key- in is carried out with the aid of
the conditional access device's pointing functions
according to the invention. Signal processing
operation and index position wvalidation(53) on the
virtual keyboard is done exclusively on the
peripheral device so as to prevent the data
transmission of the wvalidated position to the host
equipment. '

Several ergonomic configurations are
possible on the mouse's casing (1).

As illustrated in figures 2a and 2b, two
different configurations may be envisaged.

In the two cases, the slot (lb) is placed
on the side of the casing (1) at the opposite end to
the mouse's function keys, these keys are referenced
8 on the figures 2a and 2a. The configué&tion
illustrated in figure 2b presents an advantage
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I mpl enent ation. 25 - figure 3 is a schematic

representation il lustrating antZadvant ageous configuration inside

t he nouse casing of figure 1. - figure 4 is a
top view of the ball nouse nodel of the conditional access
device 30 according to another possible enbodinment of the

I npl enent ati on. - figure 5 is a perspective Vview
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di agram spaté | bsiwesr njpet Hanodridint keyal (8¢cessl dbe caiw part

bi ometyi cal copt : ' . - figure 8 is a top view of
the 5 J coé\)gi %k?%n“é usfccs.eézs?s Vi c(é?v'vi th bionetrical control.

- figure 9 is a schemati F¥Bapreseht atlildustrates apn @EGREagieeds wi t hout

the m croconpadefi keyoRirfl inside tR¥t cWhiAga (1QUERaBOLRbhATIFEYhCce
according to the i nventi on.
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15

20

25

30

35

a ball mouse's casing, there are two encoder axises
(41, 42) and a thrust roller (43) 1in permanent
contact with the ball (3). These encoder axises (41,
42) track the ball's movements.The thrust roller's
holding spring (43) in contact with the ball (3) is a
spiral sprng which reduces the space required for the
pressure mechanism inside and so liberates a volume
of space for the chip card's insertion zone.

In another embodiment of the ball mouse
model according to the invention, illustrated by
figures 4 to 6, the keyboard (6) is placed on the
mouse's top surface, meaning on the surface opposite
to the bottom(lb). A jointed cover (9) protects the
keyboard (6) when the chip card's coupler function is
not used. The cover (9) is not represented in figure
4. It is shaped in a way that its top surface is
extended exactly in the same shape as the casing in
its closed position. Thus the peripheral device is
like a traditional mouse.

This cover is hinged to the casing (1) by
an arm (10) which pivots on the casing (l1). As the
aforementioned arm (10) itself pivots in relation to
the casing around an axis which is parallel to the
pivoting axis of the cover (9) attached to the
aforementioned arm (10).

A stop (l0a) is provided on the casing
(1) to 1limit the clearance of the cover (9).
Therefore there is a joint which enables the opérator
to completely clear the cover from the keyboard



10 - figure 10 is a flowhart illustrating a
possible interrogation sequence byl3 applicative software of a
security application borne by a collector card inserted in the
condi tional access devi ce according to a possible inplenentation
node of 15 t he i nvention. - figures 11 and 12 are
flowcharts Illustrating the installation and the uninstallation
of a securityZ2pfi(PeatidP G a bl ldbegrtear dts acces§gnself@led §He t he
cogdi t}onﬁl ageesphdedicaeateor sit gl Zﬂhintaints? izspesmphte aspéetentation
node of the invention. - Agigure 13 _to 18
illustrate the s?Pué?ﬁ?ec3?ec6ﬂ%uﬁiéﬁpggﬁl }anéga?ﬁﬁﬁf%ﬂﬂrlthe
conditional aeppdscdeubne ancorwi nept o hirposgidiiwork or & nplagwsEnt ati on
node agcordin e i nt s Qa0 et aile mrary of
g grrxglq:grsoEQ, BuE Oéfi?ﬂlecg%n_%erator. can key®t &l €qp

D fferent Exa ) ) estrictive_ Inplenmentations  of

t he | fpdAewaRg different operations aphdodd@Wee according to the
i nvention wi |l be_dgstidgketbsan the ball nouse nodel, the sane
approach applies to the other_pointing devices. Figure 1 shows a
devi ce according to the iﬁveﬁPIEFCtlog' Fastved3$om Eeggaanedﬁbnical
nouse whose bahmbed) is 35 maintained in its casing by a cover. (2).
A keybgard (6) is_plasathdi) a-88861S 1 8% OARDI AgLRN Lhe ht tom of

last transactions,

- Balance of the account, reading of the
remaing sum or balance value in the electronic wallet
card,

15 - Select, currency selection for an
intersector electronic

- wallet,

- Cancel, abort current transaction,

- Local, stop communication with host

20 equipment,

- Lock, chip card,

- EW/Card, electronic wallet selection
(EW) or inserted card if applicable,

- Transfer, initiate transfer operation,

25 The device attached to the host equipment
comprises suitable software means and if connected to
an information network enables secured payments on
line of goods and services by credit cards and
electronic wallet cards but also secured money

30 transfer between two distant financial bodies.

For example, two people situated in
different places, each having a personal computer
with a modem according to the invention may execute
the following secured transactions



the main part of the nouse's casing. The depth of this opening is
chosen in relation to the thickness 14 of the keyboard as well as the
t hi ckness of the sliding spots (4). Thus the whol e device does not
5 touch the supporting surface |eading the ball (3).

The device represented in figure 1 conprises a mcrocircuit
card coupler. In figure 1 a mcrocircuit card éS) for exanple in
accordance with 10 t fe transfer an amount oy money from the 7816

norm or even FiGt qeddRHS sCaredix | G@edt ed ighed éhectronic wakElétce by the
| ateral slot so- e%igggd.tﬁhe evice . may conprise the neans of

I nserting two K STpf-ne OtNeL BERPRitcuit cards, to identify the type of
card and 15 verify its seileettthaseutremcy which is the objectThus the

keyboagd (6) ngy Jhe erggggegm t he nouse's upper cover, protected or
not by~ a j ol nied mask. The device may carry a liquid crystal

display (7) to control transdd@nsierandansdt atfiross 2an  eleghORic| s

connected to ty 1asi-aeduicBMBAbthy¥ra |ink cord with a plug on the
ad- hoc port of the host i prent . The device's E’gmﬁfée supply
- h

equi
my be i mpl emented*BYSa g@? !l cHRTECREd R8¥holdSGr ost
equi prent . The falregidiladalseparieess o yelsotdomicetwallet’s offenesi gy ei t her an

i ndependent periphe ased power supply or, as in nost cases, by
t he vgpt age a\e}%ﬁq'é:blﬁ%lnkg' fromport (RS232, USB, GEOPORT) . which is
| i nked to ~ transfer money from a current account

to an electronic wallet card and vice versa;
~ change money into a different currency
and vice versa ;

15 Each time the cardholder's identity is
demanded, his personal code and his identifying
signature are keyed- in, the device thus creates a
protective shield against computer fraud.

20 Furthermore the device comprising
electronic wallet means allows the following
operations :

- checking the remaining value or
balance;

25 - reading the transaction journal;

-~ locking its electronic wallet.

A chip card (5) may comprise several
financial applications, for example a credit card and
at least one electronic wallet.Each basic device

30 according to the invention has means of carrying
transactions between the resident financial
applications on the same chip card, because the
security conditions are implicitely ensured by the
card itself.



the peripheral device or a second portigkeyboard, 30 _ The
device nmay al so I ncorporate a permanent|ly powersupplied cl ock

whi ch is necessary for the dating of financial transactions.It may
al so conpri se secured nmeans authorized to set up an

el ectronic wallet application. Thus it can receive 35 and keep ngney
or an electronic value. The afofesaid . means_ may be. i npl enente
either with a secured M’ USAYS IREPRVF O Y ni 8?%58& rétter and

i ncor porati ngiafternal elet¢kxeniohi saidleltet (BPpl i oat i bwooridentusialy a second
m crocircuit g l@?HP'Sﬁehéf'ﬂﬂiéﬂ_8$ﬁﬁf£§ggcéﬂf%i%%tronic wa R | cati on.

This second el ectroni¢c wallet card is I'n eference a mniature
contact card<afdafavang ans intermediprycrglensiae PReusedi da theor exanpl e

GSM f o mat  151ocal workiﬁé;fﬁibiieTﬁhS_clz_EQtai lg,io_t %a&salt _iélsar{s%pit%%ef_ ,nttﬂéglthe case
of validity expirati.on or failure, Is.built- in I hanci

function corfggsﬁn&§njﬁb sﬁﬁceﬁfﬁ%?ﬂénFBsfﬁted ]JManét:avallablé

An enbodi nment coepeesented in figure 2c consists in replacing the

personal data key- in  _  gepybogrdopysap egui¥al eph cqmdi g,
sol ution. This )
electronic wallet;

10 - transfer money from one electronic
wallet to another ;
- keep the money in theelectronic wallet;
- cancel the last trasaction.
It should be noted that the means setting
15 in operation the cardholder's identification,
(personal code keyin or signature), plus the chip
card coupler means and the pointing means (selection,
validation, modification), define the basic
configuration for each type of device described
20 herein, in combining different means of serial
communication with host equipment, keyboards,
displays, power- supply, electronic wallets, we
obtain device families according to the invention.
A peripheral device of the type just
25 described adds chip card terminal functions used in
financial access control, identification, and toll
applications to a personal computer or an interactive
television.
It allows the payment of goods and
30 services on line networks with credit cards or
electronic wallets as well as home banking
functions.In the electronic wallet (EW) version, the
device may be used as a monetary reserve for payment
on line networks or local networks.
35 The device enables the use of personal
payments means (credit cards, electronic wallet), or



-equi val ent solution is constituted by_a program 15 gi ving a host

equi pnent screen (50) display of a graphi cal representation of
the virtual keyboard(54), made up of virtual keys (51,52). The
virtual keys (51) on this keyboard are positioned in a random way,
different in each new activation of this program The 20 loersonal dat a
key- in is carried out wt he ajd of t opdi tj onal access

dezi ce's poin n.°r€‘3“’f’&r?cf“f°’8ﬁ§ t(e?eCLrO%Jc:%o‘P'%H\%t' t%ﬁ fhgn l‘t:]i”f‘ﬁ/e‘?ﬁ‘inf"on. Si gnal
processing the deypeeathardlesl iekrtyuusict i ooneyl | datian(88yean the
virtual  keyhoasidcdmentd@Bephy $XELAS ¥REYbrifgs 886n2fhe ph%gfc;aphera'
device so as to prevent the data transm ssioh of the

val i dat ed pofALTIPLEo PEFWERBsPPerators. equi prent .

Severgl ergonom c confitger dvide mAk€also be PSS Bbe Blsihesdouse’ s
casing (1). 30 Jllustrated in figures 2a and 2b, two

different coffSyoF&t i on%dwsoter%f\ﬂnéaged.securmg access 3t he two

cases, the slpptotdt)ings spifawade. on the side of the casing (1) at the
opposite end to .S Lon y V. e _
referenced 35 8 on%tghggvﬁéaprr%gmgégg Sﬁg §§%&?E§§%§fcﬁ%‘ iguration

i | lustrated i9F Byueshel peEiahtBOMME R adevkee and it comes with

12 10 a software pilot,suited to each type of host

equipment. Generally it is a remote control unit
designed for lmultimedia terminals and is recognized
as a pointing device (personal computers, interactive
multimedia televisions.It can also incorporate
15 additional applications such as a financial
calculator, clip board, diary, etc.
Designed in the form of a clip board with
a stylus and a double chip card interface which may
as an option, record written files compressed into
20 the memory, the device can be favourably used by
medical professions

Figure 7 represents a configuration

setting in operation a biometrical control; a control

25 using, for example, a fingerprint scanner or an eye
image scanner comprising an image sensor (15) which

is, for instance, a fingerprint scanner or an eye

image scanner connected to a peripheral
microcontroller (13) seen in figure 7 .  The
30 microcontroller (13) is also 1linked to specific

pointing means(11l), a display screen (7) as well as a
keyboard (6). Thus it communicates with an external
chip card (5) through the interface (14), and with
the internal chip card through interface (14) and on
35 the other hand by a microcomputer (19), with ~which
the aforementioned peripheral device is associated.



because it sinplifies the manufacturi ﬁ% tools. The slot (Ib) is
situated in a groove (1lc) usually fou on the nouse's peri pheral

in the extension of the space between the function keys (8) and the
main part 5 of the nouse's casing (1). Figure 3
il lustrates an advantageous configuration I nside the casing

(1). Traditionally in ab e's c ' gggre are encoder
axi ses (41, 42) 5%% thrué% rol | er ( |ﬁm er manent %%@

contact wth mi@rwmtl(féﬂ)leﬂﬁ@e eFcodepnesaiantlyy ) linked  tgp)atrack the

bal 1" s novere t:ﬂ-é@:.é s tvédl Qfeé?ognltlon ﬂ%d@s&@rsﬂmmg Mﬁ):h' n contact
with the ball 3) sprng which reducglgc pace

required for ihe , for exaBPé?sH’gk?fgcﬁé’m & m TS WL afles a
vol unmss 15 1o@<ﬁs§@@e@rfm t;ﬂmdéa Ancahd' sabhagr {ipn zane.

I n anot her enbodi nent of .th nouse rdi to the
i nvention, iPPEETTERS LY e CoRSIG Sady ‘{e&[{%@%’ﬁ %El ytl)%g?gs( 6) is

pl aced on thevocal sigmames tbyrisg fabe, meading owft h&heur Bate opposite
20 1o thg; 001 Lody! Bl éhd OLBEIBREONLT sdrdlerl 6 26hS {HE host

eyboard (6) e chip card upl er unctlon 'S not used. The
cover (9) is ﬁ@tllPlé%TP'és"émFed iMplemeptation mode I@nf"@l@ﬁapéft?cral]r a way
that jgs top §éé6§ﬁ§tién and a c@ﬁ;ﬁrﬂi@@neWH ytheé dhgisale velape as the
casing in 25 its cl oseddo S|t|onh Thus t he per L hera& d |ce S

like a traditFoFRprtipgsgecorded on  the mlcr?ﬁﬁ§ vercallrs i n éd to the
C?SI ng (tl) bygomlng froan aar rextk@mellyi od‘edmceldt mmmbarneof:awonQS(la}ld As the

af orenment i oned_ar | hg.casi ng
around an axi$ mﬂg]c%iggr%%ra %nﬁ ¥%§H£llé§ ﬂé&%%/%qg%lrgﬁlsttso?tt he cover
(9) attached is ahdow cost mgtbpénwhirbnesldr mligbyrly reduces the A

stop {g0a) isgREQV,dSH ORe t iSRS .

The processing means which constitute the

unit (12) take the shape of the biometrical object
read by the sensor (15) and / or the wvocal
recognition unit(16) enabling processing by a
20 card(5). This receives and compares the biometrical
object with the reference presented in the memory. In
this embodiment the comparison between the reference
and the biometrical object read by the sensor (15) or
the unit {16) can be implemented by the
25 microcontroller (12).

It should be noted that the
microcontroller's processing means (12), may be an
optimized mathematical coprocessor for signal

30 processing and/ or crythographical calculations Thus
all or part of the unit (16) can be conveniently
integrated into the same chip or module.

The biometrical object, such as an image
read by a sensor (15) or the vocal recognition

35 implemented by the unit (16) replaces the user's



(1) to limt the clearance of the CoVEfg (9). 35 Therefore there is a

joint which enabl es the operator to conpletely clear the cover from
t he keyboard 13 _ zone(6),
so as to liberate its access. Yet the peripheral device still _
mai ntains its conpact aspect. In the case of a f| nanci al

transaction 1dent1fiacf%ﬂ'!1&fit | QHeoN mﬂ'ﬂc%n Aééée nr%t%mrﬁe&ﬁ atgocgl

network, the device's operator
di fferent opef@XedHs &N ft(hq (lf\ﬁé(board (5) - Validati on

- Correction, erase | asigudewede fn:*e%ents a cd?%ﬂl@%?.’a{t:lgn wh?lsgns
| as ransac

- Journal, readl the 1l.ist o
- Bal ance of ?eﬁ'és%?g g#h)[ 1P £diNGESE (e the lateralpisdgss of ofbBal ance
val ueSin t he esasioig ofil)c. vwlhéeedge takescahe, form of a guide (173 Sel ect,

currency selgetdof g fog rggelv%athe urg segt% Pglﬁi%cﬂﬁg%cf:mfﬂb

- wallet, , ort cart
- Local, stopfe@omenaeaieon Theh I’i‘(blé-t5450 Europsgn pneskm  project

presents the working and the use of electronic wallet

Fl owi ng

cards in detail. Also the EMV European norm describes

10 in a detailed way the standard procedures of payment
by microcircuit cards as well as the features of such
cards.

The peripheral device may comprise a
wireless communications medium to increase mobility

15 in relation to the host equipment . Radio or infrared
solutions can be wused to counter environmental
constraints and those of target host systems.

The peripheral device can be integrated
into the microcomputer itself. An embodiment of this

20 type is illustrated in figure 9. In this embodiment a
microcomputer incorporates a tactile pointing device
(20) . A keyboard (6) which is independant in relation
to the computer' s C keyboard, is integrated into the
S support on which the C keyboard and the tactile
25 pointing device (20) are installed.

Advantageously ,the device's tactile
surface (20) is used to implement the personal data
key- in keyboard (6) because a representation of the
aforementioned keyboard is superposed on the

30 aforesaid tactile surface. This representation may be
constantly visible In another embodiment, it may be
visible only during the cardholder's identification
operation by retro- lighting implemented by an
electroluminescent film, for instance.

35 Another of the device's embodiment's
according to the invention, operates vocal synthesis



- Lock, chip card, - EWCard, electronic wallet

sel ection (EW or inserted card i f appl i cabl e,

- Transfer, initiate transfer operation, 25 The devi ce
attached to the host equi pnent conprises suitable software neans
and if connected to an information network enabl es secured paynents

on l'i ne of goods and _serviges by credit cards _and

el ectroni ¢ walF&t*° c%?‘gsabﬁ’tuté?]g%es E:ﬁFé%n?rﬂﬁeyT]@bs lcgf‘?%‘?@fe?‘a%et ween two
di stant fi narke alowulhasied and/ or modified byFer seexaefll procedarepeopl e
situated in : dif feer I each..havi p o] ut er

with a nodem %S(’:JE:%% d_|arr%g athg%f)%g%?ﬁv%%ﬁ’gﬁ'm%hlge%%‘é& i rbaét hgﬁggl | ow ng
secur ed transg@idipional access device's manufacturer 's 1model,

- tramsfer anf@ruRéthcaPneNe f G ERE can with fIb841 PeLe8EnsLE6Ldit card
to the electronic | et ., card of the otherwggrson T
- sel ect the TN G SMmEEY; Bupber of cgpmapds  FeAuiked
- transfer twnegrrirout atramdaeiiond;C such as Wddept cacdntelanot her;
et oot ! nePRLe, MR 1L B8 checic cnb! B8 851 S8%0A "

the computer screen ,for instance $198. 25, the

10 procedure consists in transmitting the data relative
to the price to the peripheral device, which
transforms this information by synthesis and vocal

reproduction means to emit the sounds ,"one", "nine",
"eight", "point", "two", "five", "dollars".
15 Then the device validates the price for

the transaction, for example the command “accept"
pronounced orally by the holder of the inserted
microcircuit card. The vocal commands may be
recorded.
20 We will now turn to figure 10 and
following for other aspects of the invention .
The peripheral device comprises a
security application, indicated by the initials
'SAM' in the following of the text. By the term
25 ‘security application' or SAM we mean object software
comprising an executable code and all the specific
resources necessary for its working, residing and
executing in the secured microcircuit which is also
supplied with a secured operating system. A typical )
30 example of SAM is the electronic wallet available on
the microcircuit card. A security application
incorporated in the peripheral device is provided for
at least one piece of applicative software in the
host electronic equipment with which the aforesaid
35 peripheral device communicates. -



10 t heir banks. - transfer noney froma current

account to an el ectronic walletQcard and vice versa,

- change noney into a different currency and vice versa ; 15

Each tinme the cardholder's identity 1is dermanded, hi s persona
code and his identifying signature are keyed- in, the device thus
Creates a protective shleld agai .nst .conput aud

Furthernore the devi E8% r &g cative aﬁgecfﬁﬁnlﬁecVﬁﬂq¥ﬂ means

allows the apbo_lllcawh.bg recognlzep&lhat iseie ‘secret information in -
checking the I.ni I r al ) 2‘_15 .

readi ng the trt tlorftl% Ol?%ng% seVeral of tl% ]?e%e z osc?tisnglrlnfos

el ectronic vvaIOlpetratlon the same cpayphbographicdb) najgevhpimi.se sever al

financgal app'e'n%%tl'l?las thgogegfgﬂpé@l&l clred teehar d and at | east one
el ectronic wal let. Each basic device ..according to the invention has
means of carrying A F?%%Ja‘a’l (ﬁfisgtrﬂé&%é@ﬁ‘ apphécatienrj deht

financi al thus @ehiidetl &Bs plle IHE LHPIPiealide hashiwad hes

securi ty conditiQng 8" gebMRLLEhLE! ¥-505Y 581 sL08 iy apprfBIGidLse! - 3°

is conveniently but not restrictively, carried by a
10 chip card ; subsequently indicated by the term 'SAMC
collector card'. This card is for example, loaded
from a second card named distribution card or SAMD,
which is for instance, supplied with applicative
software needing protection against fraud . In this
15 context, figure 10 is a flowchart of a basic inquiry
sequence of a SAM security application residing in
the peripheral device's collector card by an
applicative executing locally or accessing to host
equipment communicating with the peripheral device.
20 SAM's role is a protection key for this
applicative.The first stage of the SAM test (stage
101) consists in generating a random code(RNDC) which
is subsequently memorized. In a second stage (102),
code (RNDC) is crypted according to the balanced key
25 procedure which is well known in the art. This
encrypted code is recognized by the applicative and
its SAM. The result of stage (102) is another code
representing test (CLG) which is transmitted to
SAM.In stage (103) the applicative checks if it can
30 transmit test (CLG) to the device's pilot. In stage
(104) the test message (CLG) is transferred to the
pilot which transmits it, according to an extended
protocol in relation to the communication protocol
specific to the pointing means of the aforementioned
35 peripheral device to its destination SAM. -



The device incorporating, either an internal electronic wall et

(EW or two identical coupl ers2lone of which conprises an

el ectronic wall et card having an internmediary role, nay be used in
the 5 | ocal working node in card to card transactions, the

cards bei ng successively inserted in the available connector

- debit a credit card and | ectroni c wallet,
- transfer noney from %agfaec‘tlroor’ﬁl cthe appll?ﬁaqﬁveet “f%lr:fnoft%r ;
- keep the noraayptedéﬁﬁe&c‘eclapﬁa cofvaklimé; for SAM's response. -SAMincel the

last trasactiqpy dé#‘? (l& oted that the neans
1 thm t .. Ce :
setting 15 5 a8 a ngll on © %ec éaP@ der el I dentification,

(personal code keyin or silgn£A d)s aytlentie diep decrytingedeqy cistpl er

rregnfs @nfl th)e e (rjgaxr@ a[fﬂa{?c%ﬁﬁﬂsecé'@fhar 1n1tlalvafé1§j@’:%rﬁ08®?.e Its .
nodi fi cation ef i ne e figuration for. eac ype
of device descrSIRARSSy (RPL) i eFRAnSPitLed nhenithe %‘f‘flfciﬁ ‘ehtPliRfans

seri al fdmnﬁ‘dadtﬁjl dn stade (Hosh bqunweappllckey\b@arm
di spl ays, llo %ta Sl e%_ 95“ Ccons1s S J.nwecompa 1 obgal n devi ce
hé 5\ rb%r | %}her al

famlies accor Avent'i
devi ce of the thaFte-é]lus-‘LOd@S (RNDC)d@&d;h bbe andporisep (RALd -t effm thldy f unct i ons

used i ard | NABGEEL2 RCCASS, LON Ohocl dgnidfd Ll | @Rcnang t

applications to a personal conputer or an interactive evi si on.
It allows the SREHRRTE oftSfdodsisandlmgprrorates vildes tha PF‘Pl‘éeC'ifFé% wor ks
wWth credit HPldratdve. If figure 10 sequence has only one

response message in the case of success (108), the
error messages (109) are more numerous in practice

15 and reflect the possible failure situations in all
their stages.

The simplified sequence of a security
application installation or SAM in the procedure
according to the invention is presented in figure 11

20

A SAMD security application distribution
card can be used for several installations of the
same security application. The aforementioned card

25 comprises, for each security application a license
counter  (LCNT) initialised to the number of
installations allowed by the said application. The
applicative's installation program requires in stage
110 a sSaMpD distribution card in the peripheral

30 device's coupler. The procedure is
interrupted :

- If test(1l1l) does not recognize the
SAMD distribution card or the counter (LCNT) of the
number of licences to be installed, is null.



electronic wallets as well as hone banki ng functions.In

the electronic wallet (EW version, the2 device may be used as a
nonetary reserve for paynent on |ine networks or |ocal networks. 35
The devi ce enabl es the use of personal paynments neans (credit

cards, electronic wallet), or 16

anonynous neans (el ectronic m?llet a In_this t he device
handi es el ectronic money as &fditest (112) d?%%léE@%eﬁFa?o R cal and
brings down themdtysi €Al the SAM hesllisdtometaean @xperlfft Otke bard

The device may_ _al s e, us f ess adm ni stration;
securing ac G @é‘é‘oq-‘ %5‘#3 %ﬂe gﬁM Uﬁb{ﬁécﬁ n@o &5 tJVVaSr l&

The device repl aces the tPﬁdIflGﬁ@k nmolse) does not a@lideghter tkei al

pointi?g deV|%§mﬁnd it comes with 10 a software pilot,suited to
each ype 0s equi pment . Ceneral | Is a renpte contro

uni t desi gned forﬂrﬁﬁchﬁdF@nﬁéﬁﬁpﬁﬁléﬁ%nélié)réﬁﬁbnﬁ%bﬁ

as a pointing a&%wrﬁ‘@c(p@lﬁéoﬂib GRAEYY ef Sand Fi8d aGAMV Erom the sah i medi a
tel evi si ons. It can |ncor orate applications

i fi na
such  as disd rﬁ%llﬁp card t ]&?C‘El?]a}l%‘?t"rclqaﬁddg§ - diary, etc.
Designed in the form of aThei p bpariphétadl device' stylusoapﬁea gloubl e

chip Eérd integk%%cdeE%Elggy triggers the transfer which
subsequently is carried out between the two cards in
a standard secured data transfer process.
During this transfer, the microcontroller
acts only as a link channel between both the SAMC and

15 SAMD cards. The SAMC collector card's operating
system brings the SAM to its executable form Then the
SAMC card carries out the (114) test which includes
the so- called transfer wvalidation and afterwards the
correct working wverification of the SaM. This

20 verification consists in simulating the interrogation
of the SAM and checking its behaviour The SAMC
collector card erases an invalid SAM from its memory

The installation of a SAM is equivalent to a value
transfer according to a similar transactional

25 mechanism to the one used in the electronic wallet
system This transactional mechanism ensures the (115)
stage and the license counter LCNT is diminished by a
sole unit.if the SAM is validated by the secured
means of SAMC storage management and execution.

30 The simplified flowchart of the
uninstallement of the SAM application in the process
according to the invention is presented by the figure
12.

35 In stage (116) the applicative's
uninstallement program protected by the SAM requires



as an option,

device can b
Figure 7 r
bi onetri cal

scanner or an eye

whi ch
I mage scan

e favourably used by 3 nedical professions
epresents a configuration

record witten files conpressed into 20 t he nenory,

setting in operation a

t he

control; a control 25 usi ng, for exanple, a fingerprint

s, .for jipstan a fingslgrln scanner aor an eye

2P iPSRRELTRACL 1@ SAMP EFipHErar car

inage scanner conprising an i mage sensor (15)

m crocontrol | equi@hlpntseén the péripheral/ devicEle 80upler.m crocontrol |l er

(13) is also linked to specific poi nti ng neans(11), a display
screen (7) as well as a gboard (6). Thus it communicates with an
ext er nal chip car @ept) (Lh7bugheeke Lft 6heaS2M @bapt &ed b t h

the ingerna
by a mcroco
device is as

In anot hersource @mﬁldl reket SAM codbeis stillhmpvezeant raald eyt

('ﬂlﬁd lEchSFegx'é 1?&%? ?‘f‘}%g& %alr S‘Lﬁﬁﬁgnkfr@eﬁ%gr gcgssor

conveniently
(16), which
| oudspeaker
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35

Qmaﬁsfealldeahr@mh Ia&tcaEEaC@hé 14ns¥t e 3ard int heneot her
t he aforenentlonedIPerlpheral

uter (19
g%éqg nt&oned coupler If the SAMD card 158

HP , placed in the caS|ng.(I). An

If the SAMD card is not the source card,
the SAM code is transferred to the SAMC collector
card in stage (121) on condition (120) that there is
sufficient memory, in similar conditions to stage
(113) of the installation process described herein -
above. Still in stage (121) the SAMD card's operating
system creates a license counter (LCNT) initialized
to zero. In the case of a SAM code transfer, in stage
(122), the SAMD card checks the copy's validity, as
in stage (114) of the SAM installation flowchart . By
the same transactional mechanism as the one found in
the SAM installation, the disassembly operation
ensures that the SAMD card comprises a wvalid SAM and
a license counter (LCNT) increased by a unit only in
the " success" mode. It also ensures that the SAMC
erases the SAM in question from its memory in stage
(123) . The process thus allows all SAMD cards having
received a security application by an uninstallement
process, to Dbe the equivalent to a source
distribution card A security application is
transferred between two remote cards communicating
with each other by interposed means ensuring the

transport and integrity of their messages, via

communications networks . Thus a SAM transfer
procedure seen as a floating software license of one
piece of host equipment to another, ~using

i's

hand



operating enbodi nent consists in verifying the user's vocal

signature during the reading of the dadd di spl ayed on the
peripheral screen or on the host equi pnent . This i npl ementati on node
enabl es vocal 10 recognition and a conparison with the digital vocal

si gnhat ulre recorded on the mcrocircuit card. (5), com ngfrom an
extrenmely reduced nunber of words and | . using algorifhns d
sinplified i nceghupégatiprsi t 8eFyorks is j sipylag cors‘? mléﬁﬁod % ch only

'Sl'lhi ghtly r ed“ﬁﬁ&n&ﬁ&li\,ﬁment pEededy difsddi®edotparinon. above .

e processi ng neans ich cqonstitute th . unj.ts (12 Kk he shape
of the bionetrical obj ectg'Jn This AT €t J('astrsJ'tLaBrgJstérog'l (21%1%&1 gLnsI:I / olro
the vocal replaceécbgntheé ofesuimad(iks) coddaigitiomgcapdocessi ng by a 20

card(5). This recelves angnﬁgggﬁéféﬁlég,e PLOMBLh G cation priRjRat with the
mory. I'n t

reference presented in the / . . this enbodi ment the
conpari son beugedn fidre theersasrity appligrtions'hi BABRIEREPL o3kt read by

the sensor (1gke@lition, embl8ysUnNthe &dRe sé€ffal becommupiciired by
%

t he 25 m crocontrol ler (12). o . It shaqu] d be
not ed t hat chappel  to tSHaE‘FBBBFItro??’é?tlé‘gproéﬁggmﬁth%%nsa( ), may be
an _ Optg;e@blﬂﬂy lﬁ%tshagaﬁi Thius tepreeRssioy  dred nicrepiatcBit

processi ng an r crythographical, .cal cul ation 1 .<all or part of
t he uist (16) C@&ﬁ bet%rgﬁ\f%r%‘i enﬁ%twﬂs Q%Am eéygpg%bllent oq%lﬁgilsams chip or
modul e. simultaneously Fhé bhéependlantlybfecenes@@Rtisran ifhge

read by a sengQl, (fPdmdfodi1€c¥0Gae I 85024NIddrini®ationsi PrevBded by the
unit (16) replaces the user's . .
the information and commands are transmitted in a

frame form incorporating a whole made up of fields
15 each constituted by a coded sequence carrying a
predeterminated number of bits, as illustrated in
figure 13 Therefore, a frame necessarily comprises an
identification field (FID) and at least one of the
following fields
20 - a pointing information field ;
- an information field relative to
security operations;
The identification field (FID)
initializes the reception means for the analysis of
25 its contents.For peripheral pointing device's and a
given functioning mode their frames have a fixed
length. In such a frame, the most significant bit is
reserved for the identification by its start of
frame. The protocol set into operation according to
30 the inventon, uses the same method to remain
compatible with traditional pointing devi ces and
always places the point ing information at the start
of the extended frame . Therefore it 1is not
restrictive to consider the pointing frame as a part
35 of the extended frame's identification field (FID) as
illustrated in figure 6 . For example, the presence



18 identification code which does not need to be

keyed-in on the keyboard (6). 25 Figure 8 represents a
configuration whose sensor (15) is situated on the | ateral edge of
the 5 casing (1). The edge takes the formof a guide (17)

I ntended to receive the user s finger ; his thunmb for exanple.

The EN1546 ropean Qrm._.proj resepnts the working and the
use of electfgﬁ @Rhaﬂ Ormatlgn %éﬁaé ﬁe&@Fg E?so 2t hESENFA Br opean
nor m descr i bespdliication ncan dbeaulneiiGMyedt tmccsmsdnda_:r dtpr adedusame of paynent

by mi croci rcg;# gggipq% %Ws' }?gﬁlhnﬁaie%%zs OOE ?e?}ou £ pERLUs.

The peri pher nnunlca I ons medi um
to increase npmM | theistrame's n figisat | bviteo TTHES hddte edofpreationRadi o or

i nframed field AdildtOR%e QRN Dessses P Gﬁé'ﬂét‘?{or?“c%rﬁﬁﬂi@éﬁ ak11
constraints and t hose of ta. gost syste The
peri pheral deff T HPHe 9 tg‘b? °ng fleilrﬂso Ihethe cABEERPEPRI | tsel f.

An enbodi mentomden hi z@0 a poditfien sdététieined edyi ntHd gHfF6r8sald@ this

enbed 1oL o icyta PSP Sl ICBLRYALSR At 1416 F0(214P0, 1oV co

conputer' s @xaybed $itiss:integrated into the S support on which

t he @eokeyboard and the tacgbhgrgﬁ fiel pgbﬂéjng device (20) are installed.

Advant ageously ,the device's tacti
- field giving the .security application'

s message length (DLEN) ,
- field comprising all or a part of the
security application message proper (CLG) or (RPL) ,
15 - control field of the aforementioned
message 's integrity (CRC)
The extended frames have a variable
length according to the control field (OPC). If the
frame comprises a (CLG) message,intended for a
20 security application or a ( RPL) message meant for an
applicative, the (OPC) field is followed by a (DLEN)
field giving the 1length of the said (CLG) or (RPL)

message . The length of the (DLEN) field is a
function of the maximal length admitted for the (CLG)
25 and (RPL) messages . The device's control and

processing means according to the invention ignore
the aforesaid (CLG) and (RPL) messages' significance
. The optional field (CRC) enables a possible control
of (CLG) and (RPL) messages' integrity

30 An extended frame is completely defined
by its control field (OPC) which comprises at least
the following information (figure 14)

- the (OPC. C) code of the operation

concerning one or several security application,

35 - the address of the security applieation
concerned by (OPC .A ) frame



surface (20) is used to inplenment the personal dat a key- in
keyboard (6) because a representation &® the af orenenti oned
keyboard is super posed on the 30 aforesaid tactile surface. This
representation may be constantly visible In anot her enbodi nent, it
may be visible only during the cardhol der's identification
operation by retro- Ilghtlng |npl nted by a el ec Iun1nescent
film for instance. 35 énamaFAHEtﬁéﬁldoF npw@erdg eLES

enbodi nent's relativécaor danﬁécmﬁ:hg | apgm‘icaﬁloﬂpeu:ﬁmnl\mﬂ Bynt hesi s

19 n n ul e} i ctiopar y

be downl oaded %’E%?n%?éngﬁ%%edkg% g ggﬂrﬁocggu?%edl 9} 8¢ lés{ggg an

aut hori zed ser&@mal1¢¢sihﬁnﬁﬂﬁldniﬁnb@htH@PC) . condi tional access

devi ce'ss manufacturer 's npgel, o§b A) QhrédSt aREEo ngkg§V|gﬁtgan Wi th
vocal recognition nmeans earn the_m ni mum nunbe conmmands
required acc‘?‘é)méartlh)?a oGPuP;LQHSd'&’t%n?h@@chwﬁs %%‘E%’iﬁ t@an&@ﬁ
continue. For sxaupiey }_Silﬂ@é&tidfﬁ? prL@ﬁgdméabaged @fte transmithegconputer

screen ,for instance $1 8. 2 t he roced consists in
transmtting the FEPEF&FatTve? c°nStantto l%a%th ﬁogg g[l? tﬁb tB&ri pher al
devi ce, whi céxception bfanhéomasutBegmeﬂuNrmﬁvrdedwlsyotheyesaand voca

reprodyption ngansedo &lidedddd SeUOHlSs: "OPRis TUORd ensures the
uniformity of the pointing information' s acquisition
frequency .

Figures 15 and 18 illustrate a particular
15 implementation of the extended frame's structure
described herein - above with the aid of figures 13
and 14 .
Figure 15 presents the frame emitted by a
conventional mouse . This frame comprises 3 bytes
20 whose most significant bits are not used .These bits
are used to indicate the extended frames
From this frame, figure 16 illustrates
the structure of an extended frame whose
identification field (FID) retakes the pointing frame
25 and positions the most significant bit of its first
byte at 1 . Thus the device's pilot detects the
extended frame and analyses the fourth byte which
corresponds to the control field (OPC) of th security
information. The fifth byte (DLEN = m) indicates the
30 length in bytes of a SAM application response alone
or in association with an other binary field
available in the precedent bytes, for example, the
most significant bits of the two and three bytes. The
control field (CRC) comprises (n) bytes .
35 Figures 17 and 18 illustrate the
structure of,respectively,the £first and the £fifth



"eight", "point", "two", "five", "dollars". 15 Then t he

device validates the price for 2he transaction, for exanple the
comand "accept” pronounced orally by the hol der of the inserted
mcrocircuit card. The vocal conmands may be recorded. 20
W will now turn to figure 10 and foll owi ng for other

aspect s of the JNSNLEOne | extendsd rrpmss Wit RERREASEEl cndevice

conpri ses a security —ap the “initials
'SAM  in the desimiivng ofpplheatiexts Byrespemset er mins seveseburu ty

appl i cation' q M%@%g@:@rﬁ:@ f%ﬁftee@r QpC.s =8 LAFRhéSENT &R

execut abl e code and all the specif resources necessary for its
wor ki ng, resi difRflarid bytes reé?@Eﬁ?lﬁﬁdlﬂ f {RG ek WPRdl b BE®ei rER®t which
is alsg (orupPd i f:ﬁllé\mhlﬁdﬁes@é@dt@pehat ld@lwtserarﬁréﬂptml 30

exanple of SAMis th elec n he
m crocircuit Jéhfclfm % tﬁ%f‘ill 5F| c% E’Ntes relagiye r%f)’r ated in the
peri pheral devéemﬁ:s:yprappﬁledatmn added &b |Hest poiatpngcefpéme,

appli cative s "thd 2xdddBrion ogetﬁgsﬁagke%&ﬂ&' C RAULOEEPL, WAL which

the aforesaid per1pheral VI ce communi
20 pointing frapesh ahé appei caxrtende@dd frem%ecucﬁamy be

10 alternated
The invention is described in the
preceeding text as a non- restrictive example . It
should be understood that a man of the profession
could implement several embodiments within the
15 framework of the invention .



application recognize the sane secret information in the form of

one or several of the keys; it sets int8 operation the sane
cryptographical algorithm 5 enabling the verification this key.

A security distribution application is thus provided to replace the
applicative software' s ordi nary key against fraud. This security
application Is conveniently but_not restrictively, carried by a 10
chip card ; subsequently indicated b§3¥%§ﬂﬁern1'SANC col | ector
card'. This card is for exanple, |oaded froma second card naned

di stribution card or SAMD, S [ ce i W th
applicative softmaﬁe neeglng %ﬁ%ﬁ% |8% éﬁ%%%%% nggge F% this 15

context, figuréntiénded até| bechaet dh aildsion jwyth r host electyegience of a
SAM security g&h%@:ﬁéﬂ@“ fse%{a@enﬁp' %f erlﬁﬂ&alp«ydlm%al dede&éce S

col | ECt or car I cat I ve executl n% qcal OI’ accessi ng

to host ln@@ﬁ@?ﬁﬁ#ﬂngxﬁﬁnhﬁ4§ﬁ|Qﬂ?\M%Q¥QQ%§ﬁ&éFl ﬁéﬁaFOH Pfe. 20

SAM's role tRaradceriPdcd eghi Ofhat ke f:.ﬁborpbbaﬁes as wdalapl eeati ve. The
first stage of the SAMte 01) consists.in eneEatlng a

st age
r andom code( RNPRY SHPR¢ hmgor“(‘a ‘%% %ﬂ@%ﬁﬁﬂ%ﬁF}¢mﬁ?ﬁ5rP%£alc?n a s&cond
stage (102), each us@@tdeaxﬁdQNBﬁ) thatcr ywiteedafioremennioned t perisehatced key
procedu

r h t. EQh%
encr yp][%d code ?goﬁ%ogm zeds by %%allgppl e a{}veeé a(?”dlt{lllr int tlgAI\/l The
result of staget¢te€l) is ardehermigprircuit ¢%ﬁ#eseﬁ%F%@u¥eth€€LGD whi ch

is transm ttedaEQrementlone%A‘ sPsStA0€ 1 6E03hat Den apRlingatinsasalieels if it
can 30 transmt test épto the device's pilot. In stage

(104) the testtﬁe§§§g%°§¥1§§u¥ Fansferred to the pi ot which
transmts it, according toz2an-extehded conditionalot ogotess r eesticen to the

communy af[ion gégggglng to cla:.rnp ef'f g c%arg%tgg Qghngnmg@t@ét Oft:hrehe

af orenent i oned .
personal information acquisition means particular to

each user are constituted by a keyboard to key- in an

alphanumerical identification code on a tablet with a

sensitive zone for the capture of written personal
20 information.

3 - The conditional access device
according to claim 1 or 2, is characterized in that
the personal information capture means are
constituted by a sensor for the capture of a

25 biometrical identification  signal, such as a
fingerprint sensor and/or an eye image sensor and/or
a sound sensor associated with vocal recognition
means.

4 - The conditional access device

30 according to any one of the precedent claims
herein, is characterized in that it comprises a
keyboard to key- in

the personal information and/or display
means to control the transaction.

35 ' S5 - The conditional access “device

according to any one of the precedent- claims herein,

L



35 peri pheral device to its destipati on SAM

21 In stage (105) the applicative waits for

a predefined | apse of time, for SAMs response. SAM uses an
algorithmto d_ecrypt test (CLG). If SAMis authentic the
decryting key is the sane and refinds a clear initial random

code. Its S?gﬁgonse (Iﬂ:’é_) 1hs % LAnS i ttegeﬁrgoﬁkﬁf dﬁ&’f&%a?tf (@H owi ng

for reading i S eapp Icative
stage (107) caoapitsirs meansnEFus nfgcmmltuted byi ai tRagticydar( EBOS with t he

response (RPL)of L vbRE%G1E displdon! FROTHES o&hifbfent s d¥eerA fraud.
Such a SAM sequence test I s i1 ncorporated |n th rqt.ected

appl i cative. I fi gure MirSBuendeeyRearsh| y cwperising Iessage in
the cage of Sld:@iﬁ%%ehi;gﬁionb h@hose layo@Etr Gfariessagesa( 1:@.91)iomr avayor e

numerous in prac 5 and refl cty the SSI l.g f e dations
inall 1}Pagaé:stl"'atmn of 2 ,ﬂ%é,?% edsdsk%aquence of
a security personanpl intenmet iionst atdrat s Driar SAMqarrrtueel pPetedi e

according to t raplhlcg'it 'r%%re%em:gt?f&tlegoiﬂt:{ﬂguéﬁd WaPfiation when

the position of the pointer is on the sought- after

10 graphical representation, the processing of the
pointing information and the validation on the
virtual screen being implemented exclusively in the
conditional access device.

6 - The conditional access device

15 according to any one of the precedent claims herein,
is characterized in that the personal information
acquisition means are constituted by an acquisition
module and the digitization of the user 's voice.

7 - The conditional access device

20 according to any one of the precedent claims herein,
is characterized in that it comprises vocal synthesis
means and sound reproduction for the control of the
transaction.

8 - The conditional access device

25 according to any one of the precedent claims herein,
is characterized in that the personal information
acquisition means are constituted by a tactile
pointing zone (11) comprising a representation of the
keyboard superposed onto the tactile surface.

30 9 - The conditional access device
according to any one of the precedent claims herein,
is characterized in that it comprises a permanently
working clock and the means of transmitting to the
peripheral equipment,dated numerical data comprising

35 a data sequence relative to the authorization
calculated from stored data in the microcircuit card

) O



A SAMD security application distribution card can be used for

several installations of the sitre security application. The

af orenenti oned card 25 conprises, for each security application a

| i cense counter (LCNT) initialised to t he nunber  of

i nst a: : ations all owed by the said application. The applicative's

I nstallation praogram-r. a 0 a styihution card
in the periph g@ aafd % %]ensbyq"eheco‘ffpefrer rid % sf%éllve%cdé gE)roe(tzedure

S I nogr tinpt edock. - If test(111) does not

recogni ze the SAMp di stri,%lxgi ogoﬁ?nggﬁaihe ugater 44 GNR of the
nunber of licences to be installe IS nu

22 according to any| puge&f (thE)PrRuadenit Feaidsreimin,

nmenorysi n the ;3ANM K &ErGze@Rr Th Othat tilke @cﬁﬁ];ﬂ:'lses theleéaﬁts tcafke t he SAM
which 1s to be_install ed. 1_@1%31‘% not
validate the a@low1ngc65yto execute in co- operat%qnth; tq%ﬁl of (111)

Snd (1%2) equiptkatmeh, onhe 1ihd sikeagerksanaflér srSaMparamdthetBANVD
i stribution tQ the ¢ t an The
peri pher al Cfa&@ oeend csgéuép‘%:ced’O 8£Qn§ T &7 ocont Pc\{loﬂ‘elng tri ggers t he

transfer whiedlectronic wallet card or a credit card.

10 a) payment, b) refunding, c¢) cancelling
an operation, d) currency selection and/or all or a
part of the following secured transactions involving
on inserted electronic wallet card, e) loading on
electronic wallet card from a bank account, f£)

15 transfer of a value from an electronic wallet card to
a bank account, g) the transfer of a value from an
electronic wallet card to another electronic wallet
card and crediting a credit card.

11 - The conditional access device

20 according to any one of the precedent claims herein,
is characterized in that it comprises the means of
allowing it to execute independantly and/or in co-
operation with host equipment, all or a part of the
following operations involving an inserted electronic

25 wallet card : a) a verification of the present value
or the balance of the account, b) a reading of a list
of recent transactions or collector journal. c¢)
Locking an electronic wallet card, d) a change of the
identification code.

30 12 - The conditional access device
according to any one of the precedent claims herein,
is characterized in that it comprises means of
carrying out transactions ©between the resident
financial applications on the same microcircuit card.

35 13 - The conditional access <«device
according to any one of the precedent claims herein,

g



subsequently is carried out between the two cards in a standard
secured data transfer process. 31 During this transfer,

the mcrocontroller acts only as a link channel between both t he
SAMC and 15 SAMD cards. The SAMC collector card's operating
system brings the SAMto its executable form Then the SAMC car d

CarrieS-OUt the %%%? %%E&% Ifﬁ]éﬂgﬁ %ggﬁ?%ﬂﬁrl es. Ag%ﬁ% i ne %dgg transfer

val i dati on and®a VEri i on
the SAM Thhs ed@ctronivewniileat appléoasiens and sméPélnét iadg owtiag

i nterrogation;, to nr\; N (I;/Iag_rAlM qﬂec aq:g; | to behpvi CEHll'EWin AIVC

col |l ector car(]:I erages” & fromits nenory
instal | ati on opezaGi®n$s We@éll efivo t ¢axdpal gaccessively dﬁ’?leétedaccor di ng

to ag siml %to o asrb‘i@été&&@éct?o‘} a) @@h@méimdm dheadue $5eeh i n the
el ectronic wal | et @gbr-rhl S tr&nsact i on rrech n| ensures t he
(115) theagel SR I && cGahter ?_Cl\ﬁn? %

sole unit.if the18AM icardal i d;at et rayisttee sedur ed value freams @h SAIVC

st orage managepent _and exer tlon . SRk fied
f1 owchart 8‘?9 ;:Fﬁglc watt ucrﬁrr?z&éﬁ |G 1S Sg&g'appl “Cation in the

process or acomtidi ngnt elessronientwalildts predemmsd ByedHe Pgure

12. 1 debit the samkNval§ba8R a CliBic chPE, afPRlanealli \¢des
uni nstal | ement” program protected by the SAM r equi res
23 operation.

14 - The conditional access device
according to any one of the precedent claims herein,
is characterized in that aforesaid means including

15 the electronic wallet application are incorporated in
a releasable microcircuit card (5).

15 - The <conditional access device
according to any one of the precedent claims herein,
is characterized in that it comprises in addition to

20 an active digitization surface with a stylus and/or
tactile, and a readout, the active surface and
readout being superposed.

16 - The securisation process of the
access to host equipment, sets into operation a

25 conditional access device in accordance with at least
one of the precedent claims herein, characterized in
that certain functions at least of the said host
equipment are only accessible after capture, by the
user, of personal information which is conform to

30 information recorded on the microcircuit card and the
verification of the conformity between the personal
information and the information recorded on the
microcircuit card is realized by a peripheral device
linked to the host equipment, without the personal

35 information being transitted to the host equipment.

A



t-he insertion of a SAMD distribution card or the equi val ent, in the

peri pheral device's coupler. 32 Test (117) checks if the
SAM about to be 5 uninstalled will accept the inserted card in

t he af orenenti oned coupler. If the SAMD card is the source
card ,the SAM code is still present and st age (119) increases the

| i cense counter by a unit (7L If the SAMD card is
not the source card, the gm coﬁ@¢%5%raﬁ§fer%%i?’%%§th@as¢dv[:

col | ector proc@@gﬁg NeSdrag ibhl) Uinandst |DNcoRBai st stagée i's

sufficient ne simlar, conditian 1 of the
instal l ation g‘?)%%é%%" Q&%r‘f%ee‘ﬁ sne?%’fshonacilSlnéomaarﬂtfg‘e arg i tipe ﬁ é?age (121)
t he SAMD car d' compeired ngin  the mysteoirewht escardi ceasettmyint &én ( LCNT)

tialdzed d f; t
(122) "% he. saBER T Bhodi Skl eI Fefoaf JAVAERTSALANUE b S 1T8)

of the SAM i naacgaorgdanse fwlmhcrﬁd:rtlea%y a@ of thﬁepeaﬁ@d@men§éet~m%nal

mechani sm as therong feafatferized int MatSAbhel eeheb:batlwage the
di sassenbly oper at i on ensyres that ,the  SAMD card ri sgs a valid

SAM and aryried Gide o bhee SALCCRPPILEEPBRL c8CFFS3 ﬂﬁ?’f-c nPH<i n
the " success"fomie.a IgratletaiorsbaesibbabghhesSAMmgiter fragidases the SAM

in q tion fromits nmenory,in s e (123) . _The rocess hus
al | omzﬁ)all SANMD car ds hawlnsg tPaI%cefsgceif\C?gd ﬁl ﬁ?@? pp i catfon by an

uni nst al | ementexecution of security applications within interactive

electronic equipment equipped with peripheral

equipment, the said electronic equipment comprises a

screen and the means of allowing local and remote

15 execution of applicative software and having a

graphical user interface comprising wvisual objects

which the user can act upon manually by means of the

said peripheral device characterized in that the said

process comprises a communication protocol between a

20 part at least of the applicative software and secured

means of storage, management and execution of a

security application, co- operating with at least one

coupler intended to receive, especially, a micro-

circuit card(5) incorporating a distribution

25 application of the security applications, this

protocol being an extension of the communication

protocol specific to the pointing means of the said
peripheral device.

19 - A process according to one of any of

30 the claims from 16 to 18, characterized in that all

the information and commands are transmitted in the

framework of the said communication protocol in

waveform comprising a whole, made up of fields each

constituted by a coded sequence comprising a

35 predetermined number of bits, each ~ frame

g



process, to be t he equi val ent 5% a source di stribution
card A security application s 30 transferred between two
renote cards conmunicating wi th each other by interposed neans
ensuring the transport and integrity of their nmessages, via
comuni cations networks . Thus a SAM transfer procedure seen

as a floating jsRlhpBratihgense SheRPLrBation Pi8%E& (FD) BASL ar €qui prent
to anot her, , usi 24

cormuni cat i ons-€ aﬁét%ﬁ?kgf FRe oliewing (fieldse sAM uni nst al | ement

process discribed herein - Abpsenting 1nformat10n fielld this case, the

distribution card is Le Jﬁﬁ%P t he dest nation collector card . 5

In preference, the connunlcatlon prot8 oIlnforma ﬂ%edr? FrivR §§%ur|ty
appl i cati ons' seshagdnpaanand execution, enploys the sane seri al

conmuni cat i on chaggel af BrobbalsaLlqPOLNtLNG aikhY, M on  and

security nessa%gs Thus _the pointing m croci r car term na
functions ar £haxpgreabred aHa§Pat the inforgighjiorarfdeis) yrakrtive

i ndependent | y tioo tiee s@&ﬂhﬂéﬁf mean?® comprisdshe 1 asevVar baet e gal d
connunlcatlonﬁogﬁoto the i.nformati on and commands are

transmitted i owing fl?%éﬁn??cﬁﬁﬂﬁ%ﬁﬁﬁpp OFS€Eng a whol e made up of fields
15 10 each constituted-byonarokatiesld s@pmmnce carrying a

- field giving the length of the security
application message (DLEN),

- a field which includes all or a part of
the security application message proper (CLG) or

15 (RPL),

- a control field of the integrity of the
said message. (CRC) .

21 - A process according to claim 20, is
characterized in that the control field (OPC)

20 includes at least the following information :

- the operation code (OPC. C) concerning
one or several security applications

~ the address of the security application
concerned by frame (OPC. A)

25 - the number (OPC. S) of bytes of the
information field relative to a security application
transmitted by extended frame this number (OPC. S)
being at least equal to the field length (OPC).

22 - A process according to the claims

30 from 16 to 21 1is characterized in that the
distribution application of the security applications
(30) comprises a license counter (LCNT) for the
control of multiple transfers of the same security
application in the limit of a predefined number of

35 installations or licenses. -
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predeterm nated nunber of bits, as illLystrated in figure 13
Therefore, a frame necessarily COh‘pI’Ig s an identification field
(FID) and at |east one of the following fields : 20

- a pointing information field - an information
field relative to security operations; The

I dentification field (El | I Lge h £Pp}4on neans
for the analysis of 25 23 [ SB%::SI’CI: &nt &° o]fnélHl ﬁe?}é gtl)%n |n£gé device's

and a angl ve?e f uh8t i @hﬁﬁgcmuezetﬂel dnf at-‘r}ﬁ hatiee a frsedfer

length. In sygh.adiames the @'é%hri'tgnbkéﬁaﬂﬁ.oﬁ' betﬁeen locall&s@rved for
the identification by its start of af{mgg otocol set into
s

operation acddiitRy TFWEd means, compriiRHn thepthod to
remai g foldwWdaig tagest h traditional pointing deV| ces and

al ways places the point in nfo tlon at start t he
ys p P grde L NS, of {1-,[10

extended frame . Theref Cagloﬁo € lml’ t_'rolrctlve consi der

t he pointing freearefeas a part 35 of the extended frame s identification

field (FID as 1 U0 L OHER oo XS PLECuE DS Presence

25 of an information fie ative to a security
appl i cation degpe dihdihcapegtacénBralfg to the sanme

10 - secured copy of the application code on
the destination means

- validation of the copy

- invalidation of the security
application in the source means.

15 24 - A process according to claim 23 is
characterized in that the identification stage of the
transfer initiator consists in a security application
having been installed in the said secured means of
storage, management and execution of the security

20 applications (27), or the distribution application of
the security applications (30) identifies the
transfer initiator by a personal c¢ode captured
exclusively using the means of the said peripheral
device and without the code being transitted through

25 the said interactive electronic equipment.

25 - A process according to claim 24
characterized in that the invalidation stage of the
security application in the source means consists in
the erasing of its code and the liberation of its

30 resources with the exception of a distribution
application of the security applications (30) of
which only the license counter (LCNT) is decremented
by a unit.

26 - A process according to any one of

35 the precedent claims from 16 to 25, characterized in
that the peripheral device's driver, supplies the

Ly



principle by a particular val ue of a group of bits fromthe frane's
first byte Thus the information field relative to a security

operation conprises all or one part of the following fields in the
guot at i on order, froma position determ ned by the aforesaid
particul ar value of an identification field' s (FID) group of bits :
10 I d ( ) eld

gi ving the Segurlfl gﬁ@ @Ati&? go gﬁg api?ellcatlv fﬁ:w(aﬁ?E rId

- field conprisi ngeaisamgrt?em?)a?ms‘kmes hehe transmasv@:mn t amﬂﬂma on

nmessage propekq( & Ahd RBhkhe: d© another s:.multaheo@@fﬁ“cactnf\}éal d of
the aforenentioned nmessage s integrity

(CRC
The ext ended@PPLARRELIVRFRECWAr, Andhdite security @ﬁ@%ﬁcﬁE%‘Eﬁ‘dl ng to the
controy field (OPC). If the - A protesse ofomnadudsatdon(GE) the
nmessage, |ntended f 0 ur pI| at| on or %I}) nmessage
meant for an ces %°a51&51%ca"ﬁ‘{}é’m aﬁ]yﬂf) @l%mfo?ll'l%wég by™a ( DLEN)
field giving t:ﬂ;alinengitrhmoflﬁ hieo sabd (l@l.@)hawaC(RFiLi)zed in thatsgdge . The
| engt h of the is u | 0 3 Xi ngth
admtted for t g%i q’t tPanSdnlt(s é rhﬁr{eéssgggélwsngﬁ a[zgieev%sge S
control and deVlce p#@é@%ﬁhﬁo%aniéeh% &Y€l ngteo t k@S nveMITanG gnore

the af@resai deeEhGhcBEn REh)at”&Sﬁ%geﬁqfoihﬁHﬁdrPaﬂ§e translatedh@yopti onal
field (CRC) enabl es aygoha ble co tro{3 %ﬁ nd%lf(RP nmessages'
integrity 30 Vo¢? t eSls'An ehtdl fFife V%l’c H el $hed

by its cont roItr‘énehdti.ﬁPC).stphemenpecﬂsby ahe eastl pronuncidtedrol | ow ng

information (4 LEIYr %roqté) or. a predetermined Phrase Qﬁe( gacfdteg o(iOde of the
oper ation concer ni ng one or severa SECUI‘I appl I call on,

- the addressmdfropdreettr¢asd dparded ¢ the device.

I



concerned by (OPC .A ) frane 26

- the information field s nunber of byfes relative to a security
application transmtted by extended frane, this nunber (OPC .YS)
bei ng at | east equal to the field length (OPC) . 5

The (OPC.A) address also takes into account the coupler with
whi ch we access to the security application . Long nessages are
transmtted by segnments of a constant length (OPC.S) with the
exception of the |ast sedI®ENTIONyPAFRENITNto several 10 shorter
extended franes. This nethod ensures the uniformty of the
pointing information' s acquisition frequency .

Figures 15 and 18 il | ust IMNDITIONALI AGCBESIBEVICE ANR|RRAGESE.i on of the
extenged frane's structure descri bed herein - above with the aid
of figures 13 and 14 . | Fi gure 15 presents the
frane enmitted by a Inveghiont Pénal MRotsenel ThiRBY r ane conprises 3

bytes 20 whose nost agrdridangant MRi teraee sokpwised . These bits
are used to indicate the extended franes Fromthis

frame, figure 16 illustrates
ABRIDGED DESCRIPTION

10
This invention «concerns a conditional
access device intended to be used in liaison with
host electronic equipment, constituted by a pointing
peripheral device incorporating at least one
15 microcircuit card coupler, characterized in that it
incorporates in addition, personal acquisition means
particular to a user and that the said personal
information is locally compared with memorized
information on the microcircuit card (5) without the
20 said personal information being transitted through
the host equipment.

FIGURE OF THE ABRIDGED DESCRIPTION

25 Figure 1



t he structure of an ext ended frame  whose identification
field (FID) retakes the pointing frame 25 and positions the nost
significant bit of its first byte at 1 . Thus the device's pil ot
detects the extended frane and anal yses the fourth byte which
corresponds to the control field (CPP of th security i nformation.
The fifth byte (DLEN = n) indicates r<e1“30 | ength in bytes of a SAM
application response al one or in association with an other binary
field avai lable in the precedent bytes, for exanple, the

nost significant bits of the two and three bytes. The control field
(CRC) conprises (n) bytes 35 Fi gures 17 and 18
illustrate the structure of,respectively,the first and the fifth
27 frame of the extended frames which transmts the

security application's response in sever al consecutive
segnents for the OPC. S =8 paraneter, an, L) 32 bytes response
and a ( CRC) on 16 bits. The 5 (OPC .8 )freld indicates to the
device's driver the information field’s nunber of bytes relative to
a security applicatifn_a ting frame, F|G. 4 with

t he exception of the |ast fral@ eO poi nt1ng frames
and the extended franmes can [b FRF999, 9
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10 al t er nat ed The invention 1is described in

t he preceeding text as a non- restrictive exanple . It

shoul d be understood that a man of the profession could inpl enent
several enbodinents wthin the 15 framewor k of the invention

28 CRAI NG 1 - The
condi tional access device is intended to be used in liaison with
host el ectronic 5 equi pnent, is nade up of a peripheral pointing
devi ce incorporating at |east one mcrocircuit card coupler,
characterized in that it incorporates as well as per sonal
information acqui sition nmeans particular to each user and in that
t he af orenenti oned personal 10 information i& | ocally conpared
with information stored in the nicrpcircuit _8ard, wghout

this af orenenti oned personal infor

to the host equi pnent. =7
devi ce 15 according to cl aim1-
personal information acquisitigr’nmeans particular to

access




each user are constituted by a keyboard to key- in an

al phanunerical identification code on a tablet with a sensitive
zone for the capture of witten personal 20 i nformation.

3 - The conditional access device according to claim1 or 2,
is characterized in that the personal i nformation capture
nmeans are constituted by a 3Xsgn3or for the capture of a 25

bi onetrical identification signal, such as a fingerprint
sensor and/or an eye image sensor and/or a sound sensor associ at ed
wi th vocal recognition means. 4 - The

condi tional access device 30 according to any one of the
precedent cl ai s herein, is characterized in that it conprises a
keyboard to key- in t he personal information and/or

di spl ay means to control the transaction. 35 5 -
The conditional access device according to any one of the
precedent- clains herein, 29

is characterized in that the personal information capture neans are
constituted by a particular neans FIG.2cof invoking a display on the host
equi pnent' s screen, of a vi rtual keyboar d conpri si ng

gr aphi cal

Cardholder's identification

PIN Pad : ***_

Correct
5

@ ©
\‘—ﬂ @ Cancel
2

) @ B

Validate
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5 representations whose | ayout varies in a random way W th

each activation of the aforesaid neans, the personal information
acquisition is carried out by gr aphi cal representati on pointing and
val i dati on when t he position of 9 SN pointer is on the sought- after
10 graphical representation, é hbwocessing of the

pointing information and the validation on the virtual screen being
i npl enented exclusively in the condi tional access devi ce.

6 - The conditional access device 15 according to any one of

t he precedent clainms herein, is chaypcterized in that the personal

i nformation acqui sition neans are nstituted by an acquisition
modul e and the digitization of the user '|s/voicél 7 -
The conditi onal access gdgggg 20 acegkHiing to any one of the
precedent cl ains herein, == erizgd in that conpri ses
vocal synthesis nmeans and et udfTon for the control of the
transacti on. d Tﬂe on jtionalf/ access devi ce
25 according to any one of t#e |*ai s rein, IS

characterized in that the persana
are constituted by a tactile
representation of the

30 9 -home
according to any one of the pnggedenL crar s/ e , IS
characterized in that it conpyises a perWanently") 49 moerEg ggock and
the neans of transmitting to {he .peripherall equi prent, dat

nunerical data conprising 35 a dat sequencd relative to the

aut hori zation calcula{ed from st ore Ha- the mcrocircuit card

|
I

~ 7 acquisition neans

one/(il) conprising a

ggyonto the tactile surface.
' devi ce

r ecedent
fQL%ELLOﬂ

X“ei n

\
=
W =
;;:
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30 and the data keyedin by the user and a sequence given

by the clock. 10 - The conditional access device
according to any one of the precedent clains herein, 5 is
characterized in that it conprises the neans of allowing it to
execute in co- operation with the host3/12 equi pnrent on on- line
networks, all or a part of the fol |l ow ng secur ed transacti ons

i nvol vi ng an el ectronic wallet card or a credit card. 10

a) paynent, b) refunding, c¢) cancelling an operation, d) currency
selection and/or all or a part of the foll ow ng secured
transacti ons i nvol vi ng on inserted electrgnic wallet card, e)

| oadi ng on electronic wallet card from©a bank account, f) 15
transfer of a value froman electronic wallet<Card to a bank
account, g) the transfer of a val -—=W ronkg wall et card
to anot her el ectJonic wall et cara§aﬁT“§::::: crediy card.

11 - The conditiona gecess device 20 acterg v.one of the
precedent clains herei is characterized in tm conpryses the
means of all o1 ng L to execute independently and in cod

operation with hosy“equipnent, all or a part of the
operations involyfng an inserted el ectronic
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25 wal l et card : a) a verification of the present val ue or the

bal ance of the account, b) a reading of a list of recent
transactions or collector journal. c) Locki ng an el ectronic wall et
card, d) a change of the identification code. 30
12 - The conditional access deviéé¢i2 according to any one of the
precedent clains herein, is characterized in that it conprises
nmeans of carrying out transactions between the resident
financial applications on the same mcrocircuit card. 35
13 - The conditional access device according to any one of the
precedent clains herein, 31
is characterized in that {it conprises neans includiDg//‘L9 an el ectronic
wal | et application and- ans al |l owi ng it tefcarry out all or part
of the follow ng prosti psIbRENEEN two cardp successively inserted
5 into a sane conneg¢tor. a) transfer of a valup from t he
el ectronic wall et card tcc—arether—eleet+ronte wal | et cg;d, b)
transfer of a value from an electronic wallet ¢ to the
device itself, c) debit or creflit an el ectronic et card and
credit or 10 - —debit - the -same valuejon-a-credit-card,-A4) "tancel the
operati on. , 14 - The condi tional access' qgvice

; I
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according to any one of the precedent clains herein,

characterized in that afore
wal | et application are inco
card (5).

according to any one of the precedent @/A|s herein,

characterized in that

t he active surface and
16 - The securi sati
into operation a 25
| east one of the
that certain functions at
accessi ble after capture
which is conformto 30
and the verifi

proce
c

is realized by a periphe 4%

w t hout the personal 35

equi pnent .

17

y the

sai d neans including 15
rporated in are
15 The conditiona

it conprises in addition to 20
digitization surface with a stylus and/or

of the
ndi ti onal 4
sai d host

user, of p
| recprded on

east of theg

i nf or mati on

"t i on recorded on the
i nked t
ran

321
]

/

/

devi ce
.nformation being t

]
2
’.
-

tactil e,

is
the el ectronic
| easable mcrocircuit

| access device
is
an active

and a readout,

égt equi pnent, sets
n accordance with at
aracterized in

rsonal information
the mcrocircuit card
en t he personal
mcrocircuit card
b the host equipnent,
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17 - The process of secured data processi ng transactions
conpri ses a conparison stage bet ween the user's persona

information and the data contained in the mcrocircuit card,
setting in 5 operation a conditional access device which is in
accordance with at |east one of the precedent clains her ei n,
characterized in that the control sta%$ i S carried out by the said
condi tional access device and a protective barrier against
conputer fraud. 10 - Process for the nanagenent

and execution of security appllcatlons Wi thin interactive

el ectronic equi pnent equi pped wth peri pher al equi pnent, the
said el ectroni c equi pnent conprises a screen and the neans of
allowing | ocal and renote 15 execution of applicative software and
having a graphi cal us¢r interface conpxising visual objects

which the user can act upon neRughAMycBYLITBRRE ©Of the sai d

peri pheral device characteri ze vd process conprises
a conmuni cati on protocol betmeen a 20 part at |east of the applicative
sof tware and secured enJBANS oT storage, nanaggnentpand execution of
a security applich ?lon aE% qﬁ% %?Wn@OQFth at | edst one

coupler intended to recei\e, ﬂcnﬂrlnl‘\ amcro- - circuit card(5b)
incorporating a distribution 25 application of the security

appl i cations, this protocol ber g an extensi ony@f the

conmuni cati on prot ocol Epecify ccadet Ré‘%i nt i ng means of the said
peri pheral device. CLG = @¢RNDA processaccording to one of
any of 30 the clains from16 to 14, characterized in that al

the information and command itted in the framewor k of
the said conmuni cati on protjocol in wavef orm_c r16§ ng a whol e,
made up of fields each NO

available

YES

Transmit CLG to SAM /

105

106

RPL 1

107

Return 109 Return
ErrMsg Success



constituted by a coded sequence conprising a 35 pr edet er m ned

nunber of bits, each frame 33
incorporating an identification field (FID) and at | east one of the
following fields - Apointing information field

- Afield of information relative to 5 secured neans.

20 - A process according to claim19q 4 characterized in that the
information field relative - to thé secured neans conprises all or a
part of the following fields in quotation order. 10

- control field (OPC) - field giving the length of the
security application nessage (DLEN), - afield
whi ch includes all or a part of the security application nessage
proper (CLG or 15 (RPL), - acontrol field of the
integrity of the sai d nessage. (CRC). 21 - A

applications

process according to claim 20, fs chahacterized in that the

control field (OPC %g irSMIdEeNS TR LTI Nthe follow ng information

- the operation code ( G\\C) C } one or several security
\ ,

Insert SAMD including
the SAM to be installe
in ICCCl connector

i 109

NO

Return
ErrMsg

112
INSUFFICIENT 99

Return
ErrMsg

113\\\ SUFFICIENT

Transfer SAM
from SAMD toSAMC

Return
ErrMsg

NO

115

SAMD :
LCNT = LCNT — 1

Return 108
Success

FIG. 11



- the address of the security application concerned by frame (OPC.
A 25 - the nunber (OPC. S) of bytes of the

information field relative to a security application transmtted by
extended frane this nunber (OPC. S) being at | east equal to the
field ength (OPC). 22 - A process according to the
clainms 30 from 16 to 21 is haracterized in that the

di stribution application of the secu%féy appl i cations (30)
conprises a |icense counter (LCNT) for the control of multiple
transfers of the sane security application in the limt of a
predefi ned nunber of 35 installations or |icenses.

34 23 - A process according to the clains 18

and 22 is characterized in that the transfer operation of the
security operation between | ocal and renote secured means conprises
all or a part of the 5 f i : -
identification of the initiatemamofunaisTALL  \ transfer

- reciprocal authentification of PROCRmMeU y means of the participants
10 116 - Secured copy of[ the application code on t he

desti nati on neans
\\\\ Insert SAMD
~intheICCCl connector.

117

118

Return
ErrMsg

120

109
Sufficien

memﬁry

121 Transfer SAM

\ from SAMC to SAMD

r——

NO 109

YES

13 SAMD :
\ LCNT = LCNT + 1

123 1

\\\\\‘Erase disassembled SAM
| from SAMC memory

108
Return
( Success> h

FIG. 12




- validation of the copy - I nval i dati on of t he

security application in the source neans. 15 24 - A
process according to claim?23 is characterized in that the
i dentification stage of the transfer initiator consists in a
security application havi ng be E [ ta alled in the said secured
nmeans of st orage, nmanagenent a /decution of the securi ty 20
applications (27), or the distribution application of the security
appl i cations (30) identifies the transfer initiator by a
personal code captured excl usively using the nmeans of the said
peri pher al devi ce and wi thout the code being transitted through 25
the said interactive electronic equi pnent. 25 - A
process accordij)p Tq@p@ M IHLEN [cLePArpcterized in that [€Re
I nval i dati on stage of the Security appfircation in the source nmeans
consists in t he erasing of it;ltgdg,,and the liberation of its 30
resources Wwth the exception of i sPribution application of
the security applications (30) of which only the |Iicense counter
(LCNT) is decrenented by a unit. 26 - A process
according to any one of 35 the precedent clainms from1l6 to 25,
characterized in that the peripheral device's driver, supplies the
35 OPC
OPC.C | OPC.A | OPC.S
FIG. 14
Séquence |7 6 5 4 3 2 1 0
MSB LSB

Byte 1 X 1 L R X7 X6 Y7 Y6

Byte 2 X 0 X5 X4 X3 X2 X1 X0

Byte 3 X 0 Y5 Y4 Y3 Y2 Y1 YO

FIG. 15
Séquence 7 6 5 4 3 2 1 0
MSB LSB

Byte 1 1 1 L R X7 X6 Y7 Y6

Byte 2 X 0 X5 X4 X3 X2 X1 X0

Byte 3 X 0 Y5 Y4 Y3 Y2 Y1 YO0

Byte 4 OPC

Byte 5 DLEN =m

Byte 6 RPL .1

Byte m+6 RPLg

Byte m+7 CRCy.1

Byte m+n+6 CRCq

FIG. 16



pointing information to the applicative software and at the sane
time ensures the transm ssion of nessages towards the sane or

anot her sinul taneously active ' applicative software and its security
application. 5 27 - A process of securisation of the
acces to host equi pnment according to aq&’pﬂf of the clainms from 16
to 26, is characterized in that the host equi pnment transmts to the
condi ti onal access device information rel ative to t he
current 10 transaction, that this information is translated by

vocal synthesis, and that the validation of the transaction is

| npl emented by the oral pronunciation of a word or a predeterm ned
phrase by the hol der of mcrocircuit card inserted in the device.

m=32;n=2;k=8;FSqq;

Séquence 7 6 5 4 3 2 1 0

MSB LSB
Byte | ] 1 L R X7 X6 Y7 Y6
Byte 2 X 0 X5 X4 X3 X2 X1 X0
Byte 3 X 0 Y5 Y4 Y3 Y2 Y1 YO
Byte 4 OPC
Byte 5 DLEN =32
Byte 6 RPL3;
Byte 7 RPL3q
Byte 8 RPL»g
Byte 9 RPLog
Byte 10 RPL~»~
Byte 11 RPL»¢g

FIG. 17

m=32;n=2;k=8;FSg4; :
Byte 1 1 1 L R X7 X6 Y7 Y6
Byte 2 X 0 X5 X4 X3 X2 X1 X0
Byte 3 X 0 Y5 Y4 Y3 Y2 Y1 YO
Byte 4 RPLg1
Byte S RPLqo
Byte 6 CRCO1
Byte 7 CRC00

FIG. 18
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According to an embodiment the secured
storage and execution means of the said security
applications are amalgamated into a releasable
miniature microcircuit. Therefore, the management
and the availability of the said security
applications storage and execution means are made

independent in relation to the device's maintenance.
Presentation of the figures Iin appendix.

The invention will be better understood
by reading the following detailed summary, giving as
a non-restrictive example and illustrated by the
figures in appendix

- figure 1 represents a bottom view, { on
the ball side) of the conditional access device
according to a possible implementation of the
invention in its mouse version.;

- figures 2a and 2b, in perspective view
represent two embodiments of possible implementations
for figure 1l's mouse.

- figure 2c¢ represents the view of a
screen to operate an embodiment of the
implementation.

- figure 3 is a schematic representation
illustrating an advantageous configuration inside the
mouse casing of figure 1.

| - figure 4 is a top view of the ball
mouse model of the conditional access device
according to another possible embodiment of the
implementation.

- figure S5 is a perspective view
illustrating a possible implementation mode of figure
4 's embodiment.
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- Figure 6 is a schematic representétion in af
side view, illustrating a possible implementation mode o

figure 4.




