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S201: The remote terminal device and the relay terminal device separately register 
with a network, and obtain authorization information from a network side

S202: The relay terminal device establishes a PDU session

S203: The remote terminal 
device discovers the relay 
terminal device by using a 
relay discovery procedure

S204: The remote terminal 
device establishes a PC5 

communication link to the 
relay terminal device

S205: The relay terminal 
device allocates, to the remote 
terminal device, an IP address 
used for PC5 communication

S206: The relay terminal device sends an ID and IP 
information of the remote terminal device to the AMF network 

element and the SMF network element

S207: The relay terminal device forwards uplink and downlink 
data of the remote terminal device based on an IP address
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S301: The remote terminal device accesses a 3GPP network, and obtains relay 
discovery and key materials. The relay terminal device accesses the 3GPP network, 

and obtains the discovery and key materials

S305: The AUSF network 
element generates a root 
key based on a latest key 
(Kausf) shared between 
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S309: Key request

S307: The remote 
terminal device 

discovers the relay 
terminal device

S308: Direct 
communication 

request

S310: The AUSF network 
element performs 
authentication and 

authorization check

S311: After authorization, 
the AUSF network element 
generates a key KNR_ProSe of 
the remote terminal device

S312: Key response

S313: Direct 
security mode 

command

S314: The 
remote 

terminal 
device 

generates the 
key KNR_ProSe

based on the 
direct security 

mode 
command

S315: Direct 
security mode 

command 
complete 
message
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terminal 
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S501: First identifier of the remote terminal 
device and relay service code

S502: The remote terminal device 
generates, based on a first shared key 

(for example, Kausf), the relay service 
code, and at least one first freshness 

parameter, a root key for communication 
between the remote terminal device and 

the relay terminal device

FIG. 5 
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A remote AUSF network element obtains a relay service 
code and one of a first identifier or a second identifier of a 

remote terminal device

The remote AUSF network element obtains a first shared 
key corresponding to the first identifier or the second 

identifier

The remote AUSF network element generates, based on the 
first shared key, the relay service code, and at least one first 
freshness parameter, a root key for communication between 

the remote terminal device and a relay terminal device

The remote AUSF network element sends the root key
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FIG. 6 

A PKMF network element receives a first identifier of a 
remote terminal device and a relay service code

The PKMF network element obtains, based on the first 
identifier, a root key for communication between the remote 

terminal device and a relay terminal device

The PKMF network element sends the root key
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S801: The remote terminal device accesses a network, and obtains, from a remote PCF 
network element or another related network element, information used for 

communication through the relay terminal device

S802: The relay terminal device accesses the 
network, and obtains, from a relay PCF network 

element or another related network element, 
information for communication provided by the 

terminal device serving as the relay terminal device

S803: Key request (relay service code)

S804: Generate a first 
identifier corresponding to 

the relay service code

S805: First 
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S810: Key request (first identifier 
and relay service code)

S811: Proximity-based services key request (first identifier, relay 
service code, and identifier of the relay terminal device)

S812: Proximity-based services key request (first identifier, relay 
service code, and identifier of the relay terminal device)

S813: Network element 
discovery request

Second identifier of the remote terminal device and 
instance identifier of the remote AUSF network element

S814: Authorize 
the remote 

terminal device 
and the relay 

terminal device

S815: Proximity-based services key request 
(second identifier and relay service code)

S816: Generate 
a root key for 

communication 
between the 

remote terminal 
device and the 
relay terminal 

device

S817: Proximity-based services 
key response (root key)

S818: Proximity-based services 
key response (root key)

S819: Proximity-based services 
key response (root key)

S820: Security 
mode command

S821: Security mode 
command complete message
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S901: The remote terminal device accesses a network, and obtains, from a remote 
PCF network element or another related network element, information used for 

communication through the relay terminal device

S902: The relay terminal device accesses the network, 
and obtains, from a relay PCF network element or 
another related network element, information for 

communication provided by the terminal device serving 
as the relay terminal device

S903: Key request (relay service code)

S904: Generate a second shared key Kp

S905: Proximity-based services information 
providing message (first identifier and Kp)

S906: Key request response
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S909: Direct communication request (first 
identifier and relay service code)

S910: Key request 
(first identifier and relay service code)

S911: Proximity-based services key request (first identifier, relay 
service code, and identifier of the relay terminal device)

S912: Proximity-based services key request (first identifier, relay 
service code, and identifier of the relay terminal device)

S913: Authorize the 
remote terminal 

device and the relay 
terminal device

S914: Generate a root 
key for communication 

between the remote 
terminal device and the 
relay terminal device

S915: Proximity-based services 
key response (root key)

S916: Proximity-based services 
key response (root key)

S917: Security 
mode command

S918: Security mode 
command complete message
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S1001: The remote terminal device accesses a network, and obtains, from a 
remote PCF network element or another related network element, 

information used for communication through the relay terminal device

S1003: Key request 
(relay service code)

S1006: Generate a second 
shared key Kp and a first 

identifier corresponding to the 
relay service code

S1007: Proximity-based services security information 
response (second identifier, first identifier, and Kp)

S1008: Key request response 
(first identifier or second freshness parameter)

S1009: Obtain the 
first identifier

S1004: Key request (relay 
service code, instance identifier 

of the remote AUSF network 
element, and second identifier of 

the remote terminal device)

S1005: Proximity-based services security information 
request (second identifier and relay service code)
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S1002: The relay terminal device accesses the 
network, and obtains, from a relay PCF network 

element or another related network element, 
information for communication provided by the 

terminal device serving as the relay terminal device

S1010: Discover the 
relay terminal device

S1011: Direct communication request 
(first identifier and relay service code)

S1012: Key request (first identifier 
and relay service code)

S1013: Proximity-based services key request (first identifier, 
relay service code, and identifier of the relay terminal device)

S1014: Authorize the 
remote terminal device 
and the relay terminal 

device

S1015: Generate a root 
key for communication 

between the remote 
terminal device and the 
relay terminal device

S1016: Proximity-based services key response (root key)

S1017: Security 
mode command

S1018: Security mode 
command complete message
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S1101: The remote terminal device accesses a network, and obtains, from a remote 
PCF network element or another related network element, information used for 

communication through the relay terminal device

S1102: The relay terminal device accesses the 
network, and obtains, from a relay PCF network 

element or another related network element, 
information for communication provided by the 

terminal device serving as the relay terminal device

S1103: Discover the 
relay terminal device

S1104: Direct communication request 
(SUCI and relay service code)

S1105: Key request (first identifier and 
relay service code)

S1106: Proximity-based services key request (SUCI, relay service 
code, and identifier of the relay terminal device)
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S1108: Terminal device 
identifier request

Second identifier of the remote terminal device and 
instance identifier of the remote AUSF network element
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terminal 
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relay terminal 
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S1111: Generate 
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services key response (root key)
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S1115: Security 
mode command

S1116: Security mode 
command complete message
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