System and nmethod for verifying authenticity of docunents Field of

I nvention The present invention relates to a system and net hod for

veri fyi ngvaunteisilgi ty of docunents. ckground | n nmany PCT&GGIAI00GIRS, a
docunent needs to be verified/validated for its authenticity. For exanple
when applying for a job, the enployer would like to validate the
educational certificates presented. Wien applying for credit facilities, a
bank wouSystent and metldedefmvemyllbgrauﬂ\entlmt)ﬂoitdmeumentsr such a
credit application. Relevant exanples could be nade for any docunent of
record: pay slips, transaction conflrnatlons I nvoi ces, receipts, |icenses,
permts, identification cards, etc. This validation need not be with an

ori gi nal Fislel6F Pavemtiopnd coul d al so be needed for a copy of the original
docunent. Mst docunent authentication systens today involve sone form of
st enogr apteypreserd ipleptiorcwlatetolasystend had methoddeor verifying autherticity otat i on. A
typi cal @ﬁ% h woul d be a watermark or a hol ogram Sone recent approaches
in the p It have suggested various variations of encoding on printed
docunent s. The primary reason is that with advancenent and ease of
avai | abi Baokdfowhdnt i ng technology, it has nade it easier to nake
life-1ike coplfes of such docunents. As such many of these advancenents on

printed M%Hﬁran%a@troﬁsa&%&ﬁﬁém debdl He%HﬁedN/aIﬂB!thfé‘r' it AheHiEREPol Ci ty of
docunents. However at the sane tine technol og i s advanci ng which makes it
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and depl oy - these I nprovenents stil y address the need to verify a
docunent amﬁhqrﬂ@n&s|pgntﬁa|stat@rnemté°r %Jcblas%e%i an;@aattoe Relevant expmples gaYidi s nade
from t hepOpiagk ?&'any%oéﬁﬁxaﬁr@}f tdcofth p‘é?%‘lps FARdeBon Yorifithatidn®, mvéicés consum ng

process |n verifying t he document originator or it woul typically

i nvol ve Egceints; l!lceﬂéﬁ?t pegn'&h '%‘"@Fﬂﬁ‘@'ﬂ &?Vspﬂﬁlﬂ'&s vigatien neagnat fewithid® or i gi nal

and copy. ﬁgpﬁku drhdrit @alyldhdlcolildtalsObe néeded fortd e dilaBc@hénti nal . Even
|n such 3 atg:o:%ns extyra sctoeps shou?d be ct)akgﬁpytcg eenglﬂgr"e thgt t he

"original" docunent presented is itself not a forgery. Increasingly, in

recent ygigétdocdMeriFthéHticaton ss/sieﬁfsl&eéaﬁndo|k@95ms kAt 6f%fén%§HpY|y onfdese range
frominsurance certificates that are purchased over the web, certificates
of e- physical document that can be used for verification. A typical approach would be a
watermark or a hologram. Some recent approaches in the prior art have suggested
various variations of encoding on printed documents. The primary reason is that with
advancement and ease of availability of printing technology, it has made it easier to make
life-like copies of such documents. As such many of these advancements on printed
documents are addressing this issue of maintaining authenticity of documents. However
at the same time technology is advancing which makes it easier to create forgeries of
these documents which increases the risk of impersonation and fraud. Though generally
difficult and cumbersome to use and deploy - these improvements still only address the
need to verify a document in the original, there is also a need to verify if a copy is made
from the original is authentic as well. Typically this is a time consuming process in
verifying it with the document originator or it would typically involve a third party such as a
notary public who reviews both the original and copy and certifies that the copy is a “true
copy” of the original. Even in such situations, extra steps should be taken to ensure that

the “original” document presented is itself not a forgery.

Increasingly, in recent years, documentation is issued and kept electronically. These
range from insurance certificates that are purchased over the web, certificates of e-



| earning, etc. Wth the advent of such el ectronic docunentation, new ways
are needed for verifying the authenticity of such el ectronic docunents as
ApawoO 2br2g8@cur e verification,
system needs to be easy to use and rely on conmonly avail abl e equi pnent.
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Summary

In one embodiment, the present invention provides a secure document verification
system. The secure document verification system comprises:
e  securely storing a document or document related information in electronic
format securely; and
e generating a copy of the document with a machine readable code added;
wherein the machine readable code comprises a secure URL so that the URL
extracted from the machine readable code allows presentation of the
document for comparison and/or a message on a secure computer system,
which along with the other information extracted from the machine readable
code, is used to verify the authenticity of the document.

A secure document verification method is also provided. The method comprises of a
document issuer/creator storing document information which would be scanned or
electronic documents and/or information regarding these documents which could
additionally be encrypted, on a secure document verification system. A machine code is
then added to these documents which can then be printed out or transmitted on to the
document holders. The document holder is now able to present this encoded document to
a third party, who is the document verifier. The document verifier would then be able to
have the machine code read and processed by an image acquisition device attached to a
computing device such as a smart-phone or a computer with a camera, which then leads
the party to appropriate system resources to verify the authenticity of the document.

In an embodiment, the document is either scanned from the physical document or is
originally an electronic document. This unencoded document is then optionally encrypted
using one of many standards based encryption algorithm. According to an aspect of an
embodiment, this unencoded document is uploaded to a secure document verification
system. Accordingly, in another aspect, the document issuer/creator may ask the system
to optionally encrypt the document instead once it has been uploaded to the system. The

Is used to verify the authenticity of the docunent.
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pur poses.
Optionally additional information extracted from the machine code could also be

presented to help the process.

In another embodiment, the user may be presented with a message along with sufficient
information to establish authenticity of the document. This could be for example, but not
limited to, when verifying if a printed bank statement is valid. The printed bank statement,
according to this embodiment, would already be encoded with the machine code. The
document verifier would, on scanning the machine code and extracting the secure URL,
be directed to the secure document verification system and the system then returns
information such as, but not limited to, the account holder's name, date of statement and
closing balance and any such information that is sufficient to establish the document’s
authenticity.



The system keeps logs of all activity including the uploading and
verification requests of the docunents, This is useful for audit trail

pur poses.wohe12aystiem coul d al so have features to hel p arcorsalel 1t0het2s
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I nvent i othergddemeents! Ehi€ isauveful for dubietrail papbseb. f | gures anong which: FIG 1
illustrates an information flow diagramfor verifying the authenticity of a

docunent according to an enbodi ment of the present invention;, FIG 2
I | [ ust r aTes systerieoild albiave féatures itd help lautdmaty tHeorerifimion prateks €g. the

verifier could upload the document that needs to be verified and the system could confirm
the match.

Other systems, methods, features and advantages of the present invention will be or
become apparent to one withxskill in the art upon examination of the following drawings
and detailed description. It is intended that all such additional systems, methods, features
and advantages be included within this description and be within the scope of the present
disclosure.

Brief Description of the Drawings

Other characteristics and advantages of the invention will become clearer upon reading
one preferred embodiment of the invention made in reference to the attached figures
among which:

FIG. 1 illustrates an information flow diagram for verifying the authenticity of a document
according to an embodiment of the present invention; '

FIG. 2 illustrates a secure document verification system shown in FIG. 1;

FIG. 3 illustrates an information flow diagram for generating or creating an encoded
document with a machine readable code added and storing the unencoded document,
document information and/or the encoded document on the system shown in FIG. 2;
FIG. 4 illustrates an information flow chart of generating or creating an encoded
document with the machine readable code added and storing the unencoded document,
document information and/or the encoded document on the system according to an
embodiment;

FIG. 5 illustrates the detail of the elements added to a document including an exemplary
machine readable code according to an embodiment;



FIG 3 illustrates an information flow diagramfor generating or creating
an encoded docunent with a machi ne reacgabl e code added and storing the
unencodedwocegsitl3 document information and/ or the enced@$Gdoownens on the
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Detail Description of Preferred Embodiments

Reference is now made in detail to the description of the embodiments of systems and
methods for document verification as illustrated in the accompanying drawings. The
invention may, however, be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein; rather, these embodiments are
intended to describe the present invention to those skilled in the art. Furthermore, all
“examples” given herein are intended to be non-limiting. In some instances, well known
methods and structures have not been described in detail so as not to unnecessarily
obscure the present invention.

According to an embodiment, a document printed with a machine readable code that
embeds a secure Uniform Resource Locator (URL) to a validation resource makes it

easier to verify the authenticity of a document.

FIG. 1 is a diagram of a document verification process 100 according to an embodiment
of the present invention. As shown in FIG. 1, an encoded document 101 may be a
scanned document of a physical document or an electronic docurhent and may be in
various formats for example, but not limited to, the ubiquitous PDF format. The encoded
document 101 has on it a machine readable code 102. This machine readable code 102
could be in various formats, for example, but not limited to, Quick Response (QR) Code
which is a form of 2-D bar code or its equivalent. Such codes are typically read by a
device such as a smart mobile phone 103 with a camera or a computer equipped with a
camera (not shown) and with appropriate software is able read the machine readable
code 102. The machine code 102 is read and interpreted by a computer program which
reveals the information encoded within the machine code. Such information could include
for example, but not limited to, meta information about the document as well as an
Uniform Resource Locator (URL). The URL, with embedded security, points to a resource
on a Secure Document Verification System (SDVS) 104. The SDVS 104 may, if required,
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encoded docunent 101 back to be forvvar ded onwards to the docunent verifier.
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issuer/creator may then choose to request 304 for the machine code or request 303

information necessary to generate the machine code to be added 305 to the document

to create the encoded document 101. In addition, the document issuer may optionally

store 308 the encoded document back on to the SDVS 104 along with the earlier

uploaded 302 unencoded document and/or document information 301.

Alternatively, the document issuer/creator, without initially storing document or document
information, may request 304 for the machine code 102 or request 303 information
necessary to generate the machine code 102 to be added 305 to the document to create
an encoded document 101. The document issuer/creator may then choose to just store
308 the encoded document 101 instead.

Also alternatively, if the unencoded document 301 is stored 302 on the SDVS 104, the
document issuer/creator may request the system to generate the encoded document 101
with a machine code added 305 and an electronic version of the document with the



machi ne code 101 added is returned back 306 to the docunent issuer/creator.
A copy of the encoded docunent 101 nay, al so be optionally stored 308 on the
SDVS 104 W@ meli7811Fhe encoded document? 101 can then be PCIT$GRoI 10004251 war ded
on to the docunent hol der. This encoded docunent 101 can then be given out
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used enb%garéa i%Pt if the stored docunent is encrypted. The machi ne code
102 is then added 404 to the docunent as per the request paraneters. The
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the alternative is to generate the encoded document on their own by requesting 402 the

SDVS 104 to provide the necessary information to generate the machine code 102.

If it is chosen for the SDVS 104 to generate 402 the encoded document 101, a request
can be made for the system to generate 403 an encoded document with machine code
added. Various options can be specified in such a request including, but not limited to,
determining the placement of the machine code within the document as well as the expiry
of the machine code and who is able to verify the document’s authenticity. The URL
encoded in the machine code could optionally have the file decryption key and algorithm
used embedded in it if the stored document is encrypted. The machine code 102 is then
added 404 to the document as per the request parameters. The encoded document 101
with the machine code 102 added is then returned 405 to the document issuer/creator or
document holder who can either print it out or forward it electronically. In addition,
optionally the encoded document 101 along with any additional document information can
be uploaded 409 to the SDVS 104 for use in the verification process.



If the decision in step 402 is not to generate the encoded docunent 101 or
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in this exemplary embodiment. However it would be apparent to one of ordinary skill in

the art that any equivalent machine readable code may be used. In addition the SDVS



Record id 611, which identifies who has requested this copy of the docunent
with this particular nmachine code. A cryptographic hash 612 of the

par anet erwownidn7saishar ed secret key ontlt he SDVS 104. Thecrscaod/obai2611
identifies the key used by the SDVS 104. This helps to ascertain the data
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I ssuer/creator in varying the paraneters such as code expiry and who can
verify the authenticity and the like. etc. . As shown in FIG 6, the URL
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encode, the machine code 102a would be smaller in size allowing for flexibility as to the
placement of the code on the document. This shortened URL 600 would then redirect to
the secure URL 610, 620. The document issuer/creator could choose to forgo the URL
redirection service and to encode the machine code 102a with the secure URL 610 or
620. In practice, the shorter of the two URLs 610 presented in this example could be
used. As shown in FIG. 6, the URL has the following features, including but not limited to:

e Record id 611, which identifies who has requested this copy of the document with
this particular machine code.

e A cryptographic hash 612 of the parameters with a shared secret key on the
SDVS 104. The record id 611 identifies the key used by the SDVS 104. This
helps to ascertain the data integrity as well as the authenticity of the URL
message. Such examples of URL hashes are well known to those familiar with
the art. Examples include, but not limited to Hash-based Message Authentication
Code (HMAC) and the like. Any cryptographic hash function could be used such
as MD-5 and SHA-1.

e The document file name 613.

With this URL 610, the meta information for example, but not limited to, code expiry and
who is able to verify the authenticity of the document are managed on the SDVS 104
itself. The record id 611 provides a pointer as to extracting the necessary meta
information on the SDVS 104. This method provides for flexibility for the document
issuer/creator in varying the parameters such as code expiry and who can verify the
authenticity and the like.

Alternatively the URL 620 encoded in the machine readable code 501 may specify
additional meta information rather than have it tunable on the system such as code expiry



A Record id 622, which points to neta information on the SDVS 104 for this
particul ar machi ne code, which includes, but not limted to, the who is
aut hor i zesoto1masiBy t hi s docunent, i tlg expiry and the IPCHSG20AR0@R2PI Iy
date 623 which is part of the cryptographic hash 624 so that it can be
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file and/ or Lﬁ?@‘t‘ﬁ‘e& '@‘r H'étﬂaai‘l’”?fmaé? INELOBRcrypt ed, an enbedded

decryption .ke/y Reg6rdat mzlwmdsn péihts @6 wieta mmrmaﬁai b:ytrfeeswsdbaifadmsThi sis
Used 15 decr yPATTGATRT RGN SAEoRhiER MAAEE: 0t GRS 1By 08 SR BHABHEEn | ng-
the stored unenesfia H.sdm@umem; its ey ced tehkerent and/ or docunent information
docunent - aital & SRR B RGh ubark B SpEipoiAPic R A A @ nhanci ng
security as tyaified $is@fhhae @t ewn tampamsarathof the method and key used
s e Rl A o5t SRR UhafB bl T .
name 626. It madndnétﬁb)km@mcdro id 62256n e sybterh)i rrhishmlpsrtb astértuin thardatis
o s v 5 R el RS Iaf iy e el T 08
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limited to Hash-based Message Authentication Code (HMAC) and the like. Any

cryptographic hash function could be used such as MD-5 and SHA-1.

« [f the file and/or document information stored is encrypted, an embedded

decryption key and algorithm 625 could optionally be specified. This is used by the

SDVS 104 to extract the decryption key and the algorithm to be used to decrypt

the file and/or information on the system when presenting the stored unencoded

document, encoded document and/or document information for verification. This

method provides a unique encryption key for each document and/or document

information stored on the system thereby enhancing security as the system need

not be aware of the method and key used. Various encryption methods could be

used, including but not limited to for example AES, Blowfish and the other popular

methods.

e The document file name 626.

It would be known to those skilled in the art, that various modifications can be made to
the described secure URLs without departing from the scope of the claimed embodiments
and thereby generating various such secure URLs that are combination of the features in
610 and/or 620.

FIG. 7 is a flow chart that lists out the steps for the process 100 as shown in FIG. 1. As
shown in FIG. 3, a reader device 103 that has a camera captures and processes 701 the



machi ne readabl e code 102, 102a to extract the secure URL 701. The reader
device 103 then redirects the request 502 to the Secure Docunent

Veri fi catwornogyssam ( SDVS) 104 usi ng d3secure prot ocol ®aGTISGaAGI1IHIERS. The
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conputing device 103 that is part of the Secure Docunent Verification
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docunent as described in the enbodi nents above. A user interfaces with the
conputer system 901 with one or nore I/0O devices 906, such as a keyboard, a
nouse, display and the like. A network interface 907 is provided for
comuni cating with other conputer systens or nobile device via a network.
For exanple, the network interface operates as a transmtter and receiver.
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One or nore of the steps of the nethods shown in FIG 4 and FIG 7 and

ot her steps described herein may be inplenented as software enbedded on a
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pr ogr am( Uit 803rmroceeds td redirect tierusenso thecppoopsiateusingthedJRlodde URL ect code,
execut able .co r. for [ [ ' ; h S,. Any of
he. aboveriigen Ui 8 Blev PR et e R0 LBHEIPRRHT GBS ol e

st or age theWRlereqaest, §itgnataiablen conpressed or unconpressed form Exanple of
sui tabl e conmput er readabl e storage devices include conventional conputer

system RAM (random access nenory), ROM (read only nenory) and nmagnetic or
opti cal HIGs leslluskratespanesxeniplary bjouk diagrapadidnsystern §00) whiclhwbmbbdies thedul at ed

ranning EaauiBhir 183 o5 B e sbalth B RER R SRR RRAYRY S gna s
](cjg\r/vgl S?gw‘i %ﬂ:rﬁg?d:pu@ derviiwr?isgwithrtpebﬁmeram?bleld r?]a(ding:amt proeasrsire! tge of the
I nt e?net 9’88%? 83%6. %f% 1953 5‘2 e?s tﬁﬁgieyi%? E}ﬁgql ?@%f‘%}e@g@ﬁ@ysgﬁact entity,
e L
Dol ow « 8% brokEsasy SBE PRARING A b AT PERGEY B &tec iR Forbt 4l BB et ng
t het ﬁgogﬁdjeata {fﬂo?ﬂﬂjefpmuessmgsﬂz aré comiunisatedpper @ nomt'rmn'm.atioro!buspsé ﬂ'l:? g ms :inljl
many corGePRBr e LRy S AERI ey Bl ooty sbr kb B BaPelE et o7 nor
S hovvnl. e\slw'ehmrys t;m;mph?gia?:Mrmmagbéaegidedmmgllrentimé amd a eémn_dacygnémory
(ran);girq‘oi ca??% ﬁ'gletsgccﬁ#grydrgg @:BM)% @%%%\él rkréé'r??( §m§nl%t 5‘%& @g‘gg'}"%é%ﬁg"? #raom t he scope
of the ctemovableastdrage drve:, sepreséintingra USBathumb drivej areompaxct disk drive etc. in

addition to the storing software, the memory storage 903 and 904 may be used to store

any information for generating a machine coded document as described in the

embodiments above.

A user interfaces with the computer system 901 with one or more 1/0 devices 906, such
as a keyboard, a mouse, display and the like. A network interface 907 is provided for
communicating with other computer systems or mobile device via a network. For
example, the network interface operates as a transmitter and receiver. The interface 907
may be used to receive documents to be machine coded and for sending the documents
back to the document holder. It is also used to receive requests for viewing documents by
mobile devices and other computer systems to decode the machine code on the
document.

A camera 908 may be present within the computer system 901 such as on a mobile
device 103 or attached externally 909 as an 1/O Device 906. The camera is used to
capture the machine code 102, 102a on the document and appropriate software is then
able to interpret the machine code and redirect the request for the document to SDVS
104.

External storage systems 910 such as Network Attached Storage (NAS) or Storage Array
Networks (SANS) as needed may also be added to the computer system 901 as required
by the SDVS 104. This could be used for example, but not limited to, database and

storage of scanned secure documents and the like.



1. A secure docunent verification systemconprising: securely storing a
docunent or docunent rel ated |nformat|%n In electronic format securely; and
gener at i iyorupy118f t he docunent wi t H%a machi ne r eadablPET(SGAE1 140@RH ;
wherein the machi ne readabl e code conprises a secure URL so that the URL
extracted fromthe machi ne readabl e code allows presentation of the
docunent for conparison and/or a nessage on a secure conputer system which
al ong w Ohetohmood bicthe istasbsnfrtheimetheds showindd FIG ofrand EIG1dcdnidgherestefsb| e code,

Is used o V. t he ay t|c docu 2, ccordin
to of ai npgschfd bireln i fbe Bb St o8 spiide SHHAIRRY oo s artPReFedRAY o ¢
r egar di nmetiiuen, dacruasthie. merSory 803 \antion9a4,camddxaguted onitlee cordputénsystear

conpri se n nane i Vicinit hi ne readabl e code
where ¢ B0 Shepdme, B RiebrR 8ot dod, 3he Stk Hhay'b mbddedBy B BBRLER 1 1 he
machi ne pearcmh|whictomlay exiét in A vayistyaffams doth agive and liractivel Fof exdnhysle, theyrpr i ses
specifyin of the docunent

. the, location of the machin aode on.tpe co .
That 1% Gonerat tSMAS RRSITIE) Skt oL Ao gt EplPBin Sourty B 1o ol ai m
1, furt hebjectaore, exesutgbleends ongthanfdrmats dorpenforming someluf the steps] Aol @f code
whi ch i Sthséu% 9eq H’\%%cle gm%g&gg oF\% c;orr!nep ecgcrggg%b}e medium, which include storage

devices and signals, in compressed or uncompressed form. Example of suitable

computer readable storage devices include conventional computer system RAM (random

access memory), ROM (read only memory) and magnetic or optical disks. Examples of

computer readable signals, whether modulated using a carrier or not, are signals that a

computer system hosting or running the computer program may be configured to access,

including signals downloaded through the Internet or other networks. Concrete examples

of the foregoing including distribution of the programs on a CD ROM or via Internet

download. In a sense, the Internet itself, as an abstract entity, is a computer readable

medium. The same is true of computer networks in general. It is therefore to be

understood that those functions enumerated below/therein may be performed by an

electronic device capable of executing the above-described functions.

It will be apparent to one of ordinary skill in the art that the system 900 is meant to
illustrate a generic system and many conventional components may be used in the
system 900 that are not shown.

While the embodiments have been described with reference to examples, those skilled in
the art will be able to make various modifications to the described embodiments without
departing from the scope of the claimed embodiments.



6. A systemaccording to claim11, further conprises returning information
necessary to generate the machi ne readabl e code which is subsequently added
to the doxworer078r13a copy of the docurent. 7. A systemPaESOGROI1MGIND cl ai m
1, further conprises specifying an expiry date for the machine readabl e
code and that the expiry date can be specified and changed on the system or
specified . on the secure URL. 8. A systemaccording to claiml1, further
conpri se |@HB§ifying and limting parties who are able to verify the
authenticity of the docunent. 9. A systemaccording to claim1, further
conpr i seWhahisclgimedis: t he docunent file and/or docunent information before

it is stored .pmgg&réMﬁgﬂgrﬁogiﬁcgﬁo@%gﬁééomég@éémay be uni que per

filel/information and the encryption ryption key to be
embedded in t he esesapueelystoring a docymesyior dacunaentrelated infermation i electrenie her

conprises sending ﬁnﬂ&ﬁéefchr%y LA email to all or specified parties once a
docunent verification transdc¢tion has been conpl et ed.
e generating a copy of the document with a machine readable code added,;

wherein the machine readable code comprises a secure URL

so that the URL extracted from the machine readable code allows
presentation of the document for comparison and/or a message on a
secure computer system, which along with the other information extracted
from the machine readable code, is used to verify the authenticity of the
document.

2. A system according to claim 1, wherein the secure URL further comprises meta
information regarding the document.

3. A system according to claim 1, further comprises adding a domain name in the
vicinity of the machine readable code where the domain name matches the
domain name of the URL encoded in the machine readable code.

4. A system according to claim 1, further comprises specifying the location of the
machine code on the copy of the document that is generated with machine code
added.

5. A system according to claim 1, further comprises generating and returning the
machine readable code which is subsequently added to the document.

6. A system according to claim 1, further comprises returning information
necessary to generate the machine readable code which is subsequently added to
the document or a copy of the document.

7. A system according to claim 1, further comprises specifying an expiry date for
the machine readable code and that the expiry date can be specified and changed
on the system or specified on the secure URL.

8. A system according to claim 1, further comprises specifying and limiting parties
who are able to verify the authenticity of the document.

9. A system according to claim 1, further comprises encrypting the document file
and/or document information before it is stored on the system and the encryption
key may be unique per file/information and the encryption method and decryption
key to be embedded in the secure URL.
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10. A system according to claim 1, further comprises sending a notification email
to all or specified parties once a document verification transaction has been
completed.



