;e3et: FB6T5 1 Method for copy protecting a record carrier,

.record carrier and neans for detecting access control inforﬂﬂﬁiﬁm@“‘“ﬂm@ “e
'invention relates to a nethod for copy protecting a record avl ng

i nformation stored thereon according o predeterm ned formattin§>8fd error
correcting rules conprising the steps of creating an image file conprising
mai n i nformation, generating access control information for controlling the
access t Mathasl fopicopy| POBFIAL BRPrdRamipncaRy PEOtRRRA: repord £arTics and megsfendence on
the i rrag%c{ Qé!s tc&? r A GEES iR Nt rol information) which producing

conpri ses eps of creating a bit sequence by applying the formatting
and error correctlng rules to the image file and translating the bit
sequence into a physical pattern of marks, and nultiplicating the record
carrier using the master carrier. The invention further relates to a copy
protected record carrier having a bit sequence stored thereon representing

i nformati on accor to predeterm ned. formatting .and error correctlng
Ul et he i nf o ik reBigRIFRER fop FRIBAC (41T QP SHBEA 4o STt Rl

| nf or mat i; 3 rhRfon GRRED @bdebm Secoffin @ GRERtehRinkd Gorfiiig lahd %Bﬁédrféﬂtmg-rﬁ&s
invention further relates to a nethod for detecting access control

| nf or nat icompBsing e §teps 86 pFpatNEANdMRE filc SOPPHSIRE MRINJATOrMAGOD, §GRERUNEN f ur t her
relates 0.8 ¢ dﬁ%l f¥Gmafiod Ri?%ﬁ(?ﬂﬁngf e acRls! oG MBin! iffoRthatn! grbdw@msuch a
copy protected record carrier e arrangenent conprising readi ng neans for
readi ng tnrester ezroiedincdependence amhtae ireagsi fiie) 2nibthp gcaetsypnirel m@orman@advhmu t for
extracti b

cor ot | ki RIS e Sl M Cfeafih { bR SLRERE by BRI o R dfing B brrr

prot ect i mgrrectmemdtocﬁap ningge) fila and prynsiptiog detbicsequency thie aphyséoal pmtdrraofr eadi ng
arrangenent, ar nthe list of related
docurrenté? ksrﬁlgd E{aﬂm}c‘t{ng%ﬁéc&%%ﬁ um %%:ﬁ ezxiI;')f)rr]"é:lz’irranged gui di ng track)
a so-called pr egr ®be envedtivntfhechdr relates d:ea a:pmpnexelctdmyretdné qarréeg haaiug @ bit

i nformation ned .nanner .i s ed

opt + cal | yorreieeaed Telob i eiehitae oo S0 0 Beat b e RERRY o
physi cal epdt aompdceing rsies; Mheaiifdrm@tidiedogipbisiaf nidireinfodman@darkivactese @ontdohe

pregr oove 1J”IaS var.i at i ong igl?a secon ph%si al parameter) such as an

excur si ornformatiop foeqprpline dae a6cess 46, $hep ¥4 as wobbl e. Pregroove
wobbl e i s FM nodulTat eftemivd fufihé rel@sitead imethod fordetfeefigesdeadscogsless contr ol
information which is related to information, such as a descranble code for

recover i ABOTRFEP PRt eth2 SPRYy FQteqisd SPUBFET i nf or mati on. The known devi ce

conpri ses readi ng THeaVenddal fuftR@dteB@s td £ rdtaévabiriigéicht feCRwRvingg nmeans for
recovering, the, access control infornmation. The known device and infornation

carrier PBIOFNEioN I SHAh G COPY PrOEAeiIer LT icht PO TSRS FOMPHRDE F3HIng i 5
purpose, rhdifs e b4dthCBEREcORESariB fife reRfing MBS Cbribriding & Pead (in@IfHB&NuQABirgN
dependence on the access control information. If the information is copied
on a ver i tib#egusnse Siordt Sote Eerord earTier;and an $FTGF AYFGCHAS BRIt fofi RIOGESINE WE DIt not
be reproc&g&lﬁqae.because during the witing process only the patterns are
witten and the copy itself does not contain any access control )
information. A problemin the known systemis that the readi ng neans nust
be able to recover the access control information by detecting the

vari ations of the second physical paraneter. It is an object of the

i nvention to proviAd®ystemsips ceps PI@FCCWTC}QPT@U@U‘!OI NR) CORYCRYPIECled FaCP RS AT ch
does not I

usabl e co{)nlﬁe%regd}nn%erlx%%@rgs“ghr na ?%?Pc%?%@gé@egw%tlgﬁ aeg hlll—%r this
pur pose alacemtros). Tbe knwyny repordt cacrter rcgmpnseeaqarﬂmwgedl gldmg;trmksarso-bdthdl n the
openi ng para rap i S c gracter accor to the inventi.on in that in
Che br od FAge B B il AR EM By e BETRAS " Hrdrmaliell wheY ZoWHRR G 1o ne
access CO;El-Edlsﬂned ffafiiei s fepreséredc BN Eptichiy Radab pmbme whﬁHhSarw\Ammiad eannot be
_corrected b salig grrogl CO recting rules apd which constit n error
pattern. ¢ BEE 2 3@&?3 BYERECe P 351they °‘3§§£Heﬁéﬁf"}eﬂ sp %Fc ﬁ%‘hi ng
paragrap hpﬂegrogrtara@,%ﬂam&@dn 2GEdnd iphghichPpdritferdr) ViAtds QR exBurkiBtn & R@ndvkdse
sequence conprises bit errors constitutin Io cal errors which cannot be
cor r ect eddifgFtian; dsoiepered apPeRkle i Prggropvecwo -Bedeigiedtang thip madulatiqng
pattern representing at | east pan of the access control information. The
nmeasures are advantageous in that the error pattern c det ect ed)
while errors cannot be included in information stor ed]@“&u@g‘\“@ﬂ\ﬂm‘m t he
record carrier via a standard recordi ng devi ce, recordi ng

devi ces have built in error correcting rules, Whl ch cannot“B¥ nani pul at ed.
According to a second aspect of the invention a nethod for detecting access
control |nf or rratlon on such ~a copy prot ect ed record carrler |s
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| ocation) but not all error |ocations, which error |ocations) should have a
logical error according to the error pattern, and by verifying the presence
rof an error by reading the selected error |ocation via the readi ng neans.
This is advantageous in that selecting a few error |ocations froman
avai | abl e I arger nunber results in a fast response for the access control

nmeans. Reading a_sec aving.. 1] X .10 30 seconds_on a
standard ’?Péasaf"‘ﬁ@%:?g%&g‘é‘? P?EO(F %-ﬂ%@{ {gﬂ%ﬁ}l%%‘r {o\?]'éfbnﬁ%éo“t’ Sucg’dsoa e Elgt ri eSw
Al so sel eedd fog rebofdrgeinforhaipatstored af suramtsied irdorarmsion . CTHRt kndlvn i @ig On
increases the diffjculties for,_a nmalicious pargé%/ dn mmcking the access

- control “POBLES geading means @rﬁéadl‘ﬂﬁ '@8?3‘?% a:\;be eﬁ%gsa’ésd@é . Yrrngdhe

descri bes Qs{RRBOVFSREaHNP THe knsWa ievide Ad¥ ¥HrmBidD Gartidt! @hﬂ&%&n qgr a CD- ROM
is encrypted by a key, which key is programmed into the CD- after

manuf act gerirgiled drfAmRAtiog repsoductiend Fop ghis pUrPpss. pe dpvice £amprises fyeasoferent i onal
read sys ] . i hi gh power

| aser. Rg%?%l%g???g}f%ﬁg?gn ?‘ﬁﬁ’\%ﬁﬁgfﬁyﬂgﬁgﬁﬂgﬁrﬁg avi ngogyléglgci fic key

for a cerinfaimatigg éy capiedganoupritgbleligtprmationnearigry thetintonmationadfShis isopyewilonptt he
foll owi ng._r LEi [.C. . J £S..: r

carri e TEAgRopsk Rbkyst BB W ISR W TBER R Sl BAREREY . &
read headis¢thigods asecdnmn tmyamcess aontréicanformariinatAl problemoim thé) knoveasysemgnalat t 0 a

bit sequence he disrupted or |ose synchronjsation .which all result in
an uncon@%ﬁeﬁﬁg’eﬁﬁ%‘éﬁx ggf‘ﬁ&l? Bﬁpg‘.’erﬁ%'f’ %%?6-&3”8 §F°55‘P"%’a%@”éecﬁﬁ§/ e easily
det ect ed vhfigtionp BY e G8donP phpsicdl piramaeel nmay be m micked by a malicious parry
by physical means, Al so, physically danmagi ng sectors increases the
production cost. ¥He2® H\’/‘&‘Eﬂ}lb@? ’i“§°%‘8§é‘&ip’g’ﬁ‘d§ 3 %@‘F@aﬁ%‘ FERYt RIPICIHE TEFqTE s,

whi ch doegrriRpd whibk BERSR: RiP Bk “hrifRdns 65 phyRitel SHrireiers PWRld @ rtdkitg d¥lusathe t he
resulting errors. In addition the inventors have had the insight, that

physi cal CPIEDHPE WELARKONIGTBAANRATHES IROMBEEACg errors in a limted pan of
the retrieved information) as they are simlar to burst errors, which type
of error is spread widely due to de-interleaving steps usually applied to
the bit sequence in an error correcting and deformatti ng process for
retrieving the in t odi . . tected
record carrier ,i E%ﬁ%r%@%é? iyz}g%ﬁ(lgcﬁ{o? ﬁg@?pﬁh@?xgé ?Eée&ﬁ%aréggﬁ(ear%%lbg%%pri ses
i nf or mat itemonsining rare@raphy isrcharaeterized) aspording 0 thehaventipp el inrthe produaingrpri se
the bit esferp.q{l@ ix‘?ﬂx@/ 15t seh&n&pgxte dh e@ 'aEco?«'liiBE 'iosth%ra@c:zlsg E@rﬁx%g irggmiaa?xoﬁ % .

accurrul ate in an error "'word uncortectable®by an error word correcting rule
when r epreoduimite dpgicthersors svhidvanncaidecasedted by aid etrer borrecang orles andevhich
concentr o d [ i Ly .i.ts-logi.cal errors)
Wi 1o no BpgishS af B paBlrh copt, EBHEL A ARG, A UMy i B O or i o
A f urt herpaeagbapdliisremraceerizechacconiing orth¢ @uemebnrie aizat dhecbit saqeence whinptises daor d
carrier is subdivided into addressabl e sector is characterized in _that
the recor®Earyy ‘étf’m%lr?ﬁlrciﬂsc&or%wg‘gﬁcﬁa‘ﬁbm §F éé\frec\?\;ﬁ %‘hsabgﬁrd?rn?rﬁfté% %‘L%P? ses
error seowidets cansiiiuecn-efor Panee ¢éppéssntingdtdéaseparost the at@iScontigPinf@matide

| ogi cal e_frors and corastitute t he ’%ror pattern.  Usi nlg\;%ect rs i?s

const i t ut 1 HREERLAT A BFBENHS 18 K03 e TY RRACTR£2n PR £astly\AgHFE g de While EFOrS

st andar d dafimslibe Gnalleiei G infovirlation e@ebdainta UpYCsibe tederdrcaptbrivid §kERiatdn sect or
by sector, while generating an error nessage |jf sonmewhere in a sector an

uncor r ect"SHATAME OFYFe. PeeausRBIGh JeqoEdting devigesihaye huilt 1R SBBUFIFEsSHnGH FuleSH ¥hich by

pr ot ect edcahg&%dnﬁgfuu@r_ is characterized in that the pan of the bit
sequence corresponding to non-error sectors which adjoin error sectors
conpri ses subst ant{°AP1dingie aiseeondraspack of 1he iRveaLQMa megiod omeeterting agsess

scr at chescghiip) AtdrishfoPSieh Q'copioldiectdReLdra R X criflelip O futhachd 7 S- I
such errors had to be correctegl n the presence of I ntentiohal bit errors,
t her e woulnethbé cemprisat the stspsl of seddcting at least von ewor eatpac bernopell lettobbcations,
classifie rLor Vi Q.S b jntentional bit
crrors | SVugR 5P BEfT SRMAL e FR R T SR 1o B P hER, 08 )
sectors bedrifginguiengksenee! afsami drioe by réading thh aeleaed edomiprdtioals).t A eewrieay

protected record garri er.is fharacggri zecg‘ai n_t hat \A@\/iﬁl e the.record carrier
has a pretEFEFRFH A FEHES g RiOTHAAn SO SUGH SRRV RIOBFER FToRH SaRreT A8 n
information covers a part, the padding area substantially covers the

remai ning part of the information storage capacity. This has the foll ow ng
advantage. All logical errors constituting the error pattern can only be
detected by reading all of the padding area. On an average record carrier a
relatively |arge percentage of the information storage capacity nay be
unused, which is available for the error pattern w thout the production
cost increasing. At for exanple 20 seconds reading tine for a sector having
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5 spreading over nore locations due to de-interleaving rules will be
detected. Further advantageous, preferred enbodi nents of the copy protected
‘record carrier, the retrieval arrangenent and net hods according to the
invention are given in the further dependent clains. These and ot her
aspects of the invention will be apparedt from and el ucidated further with
reference to the enbodi nents descri bed by way of exanple in the follow ng
descri pt i described imiheroperihe pamagraph & qbAracigrizadnip kA ithegarthngemeng SomprisesVatcess -
Figure 1 sh y . : ' Fi S lLcal map
of “the EARHT RE BB BLEE URTHcERERS e ifobiiion LS Socts IS A gUES! T
error cor¢msddiedgoanitd déteqy drecacdess leonveol dnfhimatien ibp rselpating e teaftiqgareerob shows an

arrangenment for retrieving information froma co rotected record carrier
Figure 6 SRBIRS 5“‘5“8?1_%@&‘??%“&%“&_@%ar%‘?bo?“%’dﬂ‘if“ﬁ‘i’(é)t @%Plgrﬂj"%a ﬁ%g&?i B arrier

Fig. 1 shpwsraifzh et érfpatterd, SHdSwy &Hﬂﬂﬁg tHeQRYseRdeCdfan tepdr bp GRddthgcBs i er 1.
The record carrier conprises a track 9 for storing information) which track
i s arrangssiFcieq eFFORkCREQR wpaxetre@dan&)mcwsnﬁwﬁg%ad_a(a@emu%mdéﬁtsﬁ_amcﬂ fv10. The
wi ndi ngs By 18La5iBnsPeor ah APHRHIeAARECHRIMTeS 2shi¥s in'h fabiErdsRhse el ifedcteds The
record carrier 1 is_of an optically readable type in which a transparent
subst r at ecangrobmeans eReddingze seion haNing earery arighiriakeipio d0seeande on gyspdard uch as
the well - ] ( ) f [ [ ] ier is
epr esent SAALE ASAE 3 S ED DU 4e1@) M Pl e, AR RAERN.

posi ti on mpations farieach asaess lsomsfol tseasionrindceaseshidn diféigultesefat 2 mabitiowy pariyrifior mat i on
signal. The nar [ presses, as is customary for read-only

CD s, sucwﬂﬁlggé}weggg%gﬁmg%%bssed pits and | ands between the pits .
represent the infdrisabbemoted mbai We93/03635 ¢doruimentuBD diefcvibenn D PROMOf record
carrier) on which infaormation is recorded Lng to predetermn error
correct i nYeRRIEY s’jswéruéﬂn‘;’g'émt‘ﬁ% m%?@?‘ima’éﬂ’éiat@f@%?ésa‘%’c i éeg %\ﬂb‘t(e(yﬂwé'fcggﬁcy

Ver sat i | eislpregrimmedinte tle CHHROM lafibibgaRificture dp damhaginglseldcted| sestodad be The track
9 conprises the rks and (s scannable by a read head, for reading.the
Stored | nHOFHEDE SN PRk Eeaf SppaL e Ssried EERtHE SR CUY GRREEE YA

channel cpdp powtiCiasedSREbM ERfiercre inbiGtualierablet b davitp d Wpetificokey- fofhie bi t

sequence represents information 6
certain user or group of users.

The invention is also based on the following recognition. Physically damaging
selected parts of a record carrier leads to corrupted physical marks. When reading such
damaged parts a read head may lose the track, or the translation from the read signal to a bit
sequence may be disrupted or lose synchronisation, which all result in an uncontrollablie
number of errors. Moreover, physical damage may be easily detected from physical
parameters and may be mimicked by a malicious party by physical means. Also, physically
damaging sectors increases the production cost. The invention is based on a logical pattern of
errors, which does not increase production cost and allows precise control of the resulting
errors. In addition the inventors have had the insight, that physical errors cannot be used for
generating errors in a limited part of the retrieved information, as they are similar to burst
errors, which type of error is spread widely due to de-interleaving steps usually applied to
the bit sequence in an error correcting and deformatting process for retrieving the
information. Therefore, an embodiment of the copy protected record carrier is characterized
in that, while the bit sequence comprises information bits and error correction bits, the
information bits comprise the bit errors and/or in that the bit errors are located so as to
accumulate in an error word uncorrectable by an error word correcting rule when

reproducing. This is advantageous in that the bit errors are concentrated in error words



according to predeterm ned=error correction and formatting rules) such as
the CIRC (Cross ,. Interleaved Reed- Sol onon Code) for CD. According to the
formatting rules the record carrier may be subdivided in addressable
sectors) such as on the CD-ROM The CD-ROM i s described in standard | SO
10149, the CD-ROM specification. The i nfformati on on the copy protected
record carrier 1 conprises main information and access control information
for contr otshiting untrebiguaslysintiegicaherromi whilhhoerrat bignare spreadtot ahprpenenf teccess
to main infar N Gop |ed on an illegal copy, which copy does not conprise
all necesé%tf’flng éé)’ At Ontrol information. Accordi ng to the invention the
copy protected recarfirthérembetinient 6f me evpydprdresiet redonDteAér, @RI 18co?d citfile h

| ogical errors. constitute an error pattern, representi Cg){g\ | east some of

the acces 55 wbdividse inp pddraseble ﬁ"‘:“’l"{‘rels é aracterized g that the record FaziER CQMASISESHRi cal
error at r:&?ﬁ%gr\mue}? addRipdrd Obmpidbs & 6okl abd RoRairbeiddory, wHRM &t

errors at a ativel arge nunber of predetermned | ocations. A different
error pat Sestors SeyIPtse e ngicat ewors @rd eensHIUCtie efTeY pattem. BiSing sSEPIsst ed on a
copy prot % ﬁs‘?xﬂm‘h &ﬁa&%rr :!h@"erro gn ﬁ‘{?‘lﬁ?h&@% OTindt UBn&drl Qaah gt&e%& the
error Iocalons ou belnter W t noneror l'ocat1ons 6r wth
essenti al wdhfrcadmﬂlmeSSFtlhc tﬁénnﬁoneat@mrseﬂmpbbt segton, whije groaqaring en arrerunber of

i sol ated error | e -8 | O ut al so sone
consecut i \'/Tées%g? gos(é?’oca?l oné s?% m%’er ézgﬁqgcuﬁge%%ljt%;%n no&%ee‘:r":rtaor | ocations is a
pseudo r andom pat t Arﬂunhﬂrthoémmt of uheao@Op:%eeted mccot'd)catxerousmaader&@d%

non- error h t|on nt%l éhe seudo rand attern bei nﬁ‘?‘gr}{a ed froma seed
val ue by & ab o*gf'te? 8% SeUGFi PHRPO T PYY T TP Y8 <F8F PFI%Y i n
an access comptises lsuptadaiivicehit wmbx@hhpmeemiwfeoine dirhet ssattebhie Arebedded in

t he procedure tq use the ITB.II’IIHfOI’ITB.tIOI’l e verification should include

L1 Pror © Shusra il SRt CaRdpB o Sl SR EraS) f SIS EGrE DR ELDE GRTEOM By or

| ocation ippeskht® ofiitemioh! b3 erfdts,ehér@ wduF B8 ArDihcreddeli SisR R @ Hoh-efrof Bctog i OUS
parry of eaS| |y mimcking the error_pattern by physically damaging a few

| ocat i ons.Wonlq Flésé}ﬁeéraﬁéi’ efrar 3&5t0s+ Heying shstpntally fogatentgnahbi e@oredy s in the
bi t Seque'ﬁ@antage&ﬁ'xﬁ tﬁm’ﬂ!ﬂ&l&efs aQBthera%Hﬁ?B?nérﬁcffﬁ}%@étﬁﬁ%%l@rohé,/ly %E’sﬁﬁ&r ror
correcting rules. The bit errors ‘cannot opi ed using a stanhdard

recordi ng device) ésfugtherrmbodisnang ef WF|<=ppsaer@éq§ted|r¢ﬁoa¢ RAITIFTON cheragierizeddbr ded
W t hout ergRr he Gl G RGRar TSRS i on
accordi ng d’Eag ?ﬁ?%u?l%@%@lﬁ%&ég}gﬁﬁ neg&gr"rﬁgkr.rh%gprsectl ?Sb%?{g ¥g,§]%g{}?ﬁt ng
rul es for mysmédenmangn govesia birt. the paddingeared sibbaetiatly caesih hegemeiniag ddrtfid
e ent | Ynd fithtioPlibfike CARLRC AR dStoIdRR Ok DA 108W) BrbrSeauence
w ||l not conprise any err |s not acc§ nging bits in
such st andardlittiag shaifmey mvrmcv@s ONB'HE Geesstediby rs&qugeaibef the padiding yeorQreeh on a
witable r r tern.
't has to SEoRor e epier sl kP Bibcotise o e ERRAAGtrlfe BpLAD BB
sequence a\n‘et@nse@hwhshrxmvadnmo@mge streppzbefmwehmm ﬂte| m‘gdltchen pdfsymcmslng)am ern

of marks y. the cdin fter

r eadi ng>t ﬁtgr arr{g?e ﬂ?selépg rea e atgupcs f%na KR gla”l xf;gg %rts H?P%Vé‘% bgf dp g‘aktche

error enccmlrengooomogrs tbyeadnnhe mdtalopaddiny acaangi OD- Rdma Habiag (6019 Griusetetapadityon

codes) in a sector ,or ect or _header ROM may be easily .m m cked by

a malicious party, %%?ggnet“ﬁgfp\ﬁ PR, %@%%@5%°°F%F°%°§H§?m%8%1 s is

usual |y pe:hfmmﬁfhdvmahmﬁet 1vethed Aitthet Etﬁﬁ}ﬂ'isef &xe%&@ﬁ&ﬁke@dcﬁn{ 8x leASRBheOREnAL | ON.
evel erraqors may be

An operational) but | egal , co co, ISI t he hi

made with ?{%{)ﬁpw rbélea?t&%%fé&y rderd JpEepr gqm%é%h?w\d ppichave a
connect ed |6 Wk agabsdlﬁ:gno e gmapmetm C&a%ﬁﬁ/u@rtﬁg RBYEh@VGH dnaiof bf P¢adifigki Ng
copies of audio CD s burst errors will occur due to dirt or scratches
on the surtbggdecssd %Pnrmrlepaaaw)i diis is pAvanagenus it thiahap Higeal copyhayinggtisach) are
especi al | ycrpt%bgr,;g,qlelfrg,r loﬁﬁfo‘h?%ﬂ BY absd. errors by applying interleaving
before storing and de-interleaving a Fter reading. The bit errors
‘constituting such & futhst embodimentidfitheometirpd éat daiettingaackess cbutraj dnformationiis of

ot her bits_f e r. which are pan of
t he fornmat %ha;a%@&%ﬁm%%tra% g%%rée}%ﬁog)éngr Ilocg[tm%AS %ﬁe t&pwé& ég’t’?%négﬁtefrvre bi t
errors suf l‘oc:moanﬂ‘hﬂs Gs advasegdohe 1mthamnr itlegah by kavinprphybiest of dulserypoegers t han
the | ongest correctable burst error. The error correcting rules are
described with Figure 3. In a preferred enbodi nent only sel ected bits of
the bit sequence show errors, which bits are selected so as to accunul ate
by de-interleaving) which de-interleaving is pan of the formatting and
error correcting rules. This results in a |location on the record carrier
showi ng a high concentration of errors, while adjoining | ocations show only
a fewor no bit errors. An exarrple of b|t errors |s descrlbed W|th F| gure




rul'es may be found in GB 2076569 (PHQ 80009), docunent D2) the decoder
therein being described with figure 7. In Figure 3 the input (on the left)
is a frame of 32 bytes 9 consecutively stored on the record carrier )

i ndi cated by the colum bytes nunbered 0 to 31, conprising twelve data
bytes 0-11) four C2 error correcting byPes 12-15, again twel ve information
bytes 16-27 and four C 1 error correcting bytes. The odd bytes are del ayed
by one cyepreading evef mose logationy dumtio desimterigaying: mées Mal petdersgtedr ror words of 32
bytes are error c i i ect one
byte error and de?ﬁé‘g@%g?@agﬁ%\éﬁg?’ﬁ%?g&é‘?%ﬁ%g?@ ﬁﬁg%?li?%g}oﬁe%tég 1.tgc(r&r:‘{)r S are
det ect ed ‘warkibr, aheveetrjevhloarrahgérhent and miethods decordimg@o theumientide aeecgisenuin the
uncorreccﬁ)l e rro({gg it wll flag all bytes to be unreliable. The output of
the C 1 ufirher SeR§RYeRLEAMSy o second delay unit 33 , delaying byte 0 by 27 *
4 = 108 frames, byte 1 by 26 * 4 = 102 franmes etc. The output of the second
delay unit 33 constitutes a second error word, which is error corrected by
the C2 unit. The C2 unit usually corrects up to 2 errors, but may correct

up to 4 bytes by erRssifi btherldfectslofind fnvéhiRE Wil bé apRir@stRfn 8fd Qhiddachhe
output of the C2 unit is descranbled by descranble unit 35. The descri bed

f unct i ons fizgther Wb referepeeciodhe empodimenty descriRed i WaYsofi s¥ample B tkeoloowing| |

functi ons shelnehWekilwithQARedcE WM h8cdnipaiyis gfg,@,[%g feskich bed in detail in
docunent g&‘%@é‘or d.i“ﬁlg tgg?ﬁ%e [ nven%oig(g)ﬁn a %ogi cal error result frombit
errors bei ng uncorrigeredoshows @arropyprotastedirecord FYTIST nust be present in the

i nput frames accu [y . e bl r rsin
the error words or%%%‘i%ﬁh’? ag{agxﬁggﬁéoi uni {:&Bﬁk%&ac%fﬁcgbggtprngg%%tr%éd}? i
pref er abl yaraier | east 5 errors should be present in at |east one second error
word on the input lgf thbe C2 unit. For cgverriprs in one second error word
this requires at |S8EF *1SPO¥SA ETAE FUECERE ¥ 1 | agged out put frames of C 1,
havi ng errors in aFigueupsholvs 2 tderRe qattérmel y nunbered i nformati on bytes. For

exanpl e) errors in_byt inframe O will accunul ate at the input of

WEh errors in byt BT e g et} o, rESRHR R Al b B prote
creating aecotdisdrge¢r of | ogical errors within a specified data unit, such as
a sector in the CD.syst referably nore_bit errors than the above

m ni mum of S err or S8R §£P°&gﬁsséﬁ‘iﬂai“9é{‘aﬁ‘f% OO BTCFCBRE & SFATREE™A f ur t her
error correcting layer) such as used in CD-ROM for error correcting within
a sector) may correct sone logical errors uncorrectable by the above error
correcting rules. Therefore a | arger nunber of |ogical errors should be

included. An enbodigentsh@ehicBihititay §afse shapedcopyVrblatdd réchffcapfiersiprigadi ng
the errors over a large area has errors . in all of the first or second

twel ve coR¥OELEITUE SPTimRRtt BRFK hias Sieaing SHomAles. Wiigh dragh sqranggd| i 2spr ead
due to theeHAERARNIS WindihBl hroBNEE cdrfral héle T048hd waildREs ;M alsodddinahgaal hf rame

because of the first del a)é unit, and having 24 consecutive frames wt
errors, owgepcenwicallyjin liepof heljcally  Bheergcordgargicr 1 4fal apepsicalsreadablg povitmat i on
bytes thi f * - T Y el [ el N ne
sector of %\{}ﬁgeh %BMR&%Q?IOS r ﬁsgr'tak_}%lggg‘éﬂ%dﬁyggi p{dgl% 3%% #‘Eea %?%?Jeflwghe%&a%e '
posi t i onedbenvelirkpoveraCompast Disc. (CDhelnfarmeton etk infonnat@8 chrriemiseprssented by

maxi mum 4 j S v, 0, 1.+ ho 1.ng

nei ghbour %ﬁg&gigﬁj‘g}r&fgmﬁi {e&?as t%&%g' Ikr%teggﬁﬁl% ’hgzialté plzg%ltp‘)&yl r%oreélgtl)cﬁg&?) ghlzfl | bytes
in the franaks thedrepresews il Windrp infhenatias eighdl. Fhevmetks maycle mhde byeprelissk asvoul d be

provided with erraor .. ~Ry physi [l he area) | t a
Porut fon st 8 feaanh o, BRKSH £8-ROM BEMALEB piS hod B ¥ensoen (e
28 * 4 + hhepitsli@piesenmer, infofdativint Theinvemiomean 6é uted fopamespé of/ ecarcarriet,r anes
over 130 frarres..¥he numnmber OéFb tes. affected i.s 130 * 24 = 32%2, V\Qich is
far nore (ARG PITRAIGH 15 TogEeC AP Rioe 59 BredP TR ETAT CSiaE THREGRFLET abl o
in the C IhaBgh@ensies optita dist MVIDYDRKaM drbatiODiste ophicdd 88 or Bitandticasi@eer as

errors. Bit errors 1n information bits results in bit errors to propagate
‘to the out$giel gidee nEredrackd wFprisest theJatksiand israrnahle byr 2 mad bead foE f5adiBg bi t s
are used ife ti3fdGhfoRhatkd! TEC Hafil] refiteden@d it ‘é&c{ul’:nd@c&c&?&ng'té'allhﬁm@ltcoﬁapsuch_
output. Therefore in a preferred enbodinent the bit errors are present in
t he i nfor mstEiOv fon €0 (gt iolourigen Medulatien). Thy bie saquenpe sepresentytinformasion bi t
errors should not be spread by de-interleaving to adjoining sectors which
are to remain error free. Therefore in a preferred enbodi nent the part of
t he



bit sequence corresponding to non-error sectors adjoining error sectors
conprises substantially no bit errors. Al though sone bit errors nay be
corrected in the adjoining sectors) a higher risk for uncorrectable errors
exists if further errors, e.g. caused by din, are conbined with said bit
errors. In that case a non-error sectorémay be falsely classified as an
error sector. Although the bit errors are accunulated in a few sel ected
error woratsording to pedettonisedienractormectidnf adt foondtyng mtes spick@s edt CIREC(Grons, a o

| ar ge nunber. of- | = byt.e j ! .l ed by | C.1l unit, as

unrel | abﬁgte(lfﬁvcflz%gg §‘ll_§fm§§‘/ rg‘_%g?)sf%_} E\Haf% c%%iJ g\/\tgr S L\X/ﬁ"% eso"i’e R5PE error

byt es%)i T&ﬂie@&n@rms_’ubﬁmldbd? hddréskabsd secmrs u_h?m an thy m-nom.tmeotemarlgmaﬂy
possi ble errors, iC ndrone i s if_errors are present. Further

cal cul at idSerie in SApAar, 10 E@égﬁm‘?ﬂ&@‘?éw&ﬁ@%d possi bl y indi cate which
symbol s need to bempe @itbRikidH on Y cdph DréeéiEerebbanafRy & dmprieRipaghes may be
used, e. g, errors in only 1 or 2 synbols nagnbe corrected directly) and
for corr eformation ang agcesy p@anrol ynfersiation fs copERjing e prechetophe magywfamation.t may
be used tQ J.ndi ' : : jon S

Usual |y tsﬁe Sgglpﬁeﬁlhtﬁ 8%3{: tbn%%ﬁgag%r%%yn%%ﬁg ?’Sé“‘g qllﬁeir’ggllc%dpg'e‘twg%P 26’% %geg?nmer rors.
Ther ef or ecotripeist alt gecesrarybancessfcofitkel gutormationt Agersdiag tethe inventier hewppy not be

i ced A . ; | - q

Format - sdraeed MepiEhod Sleisbloaiiuly ek dibet 2, KE T30 XpcolyiiE'eR) 2

sel ect ed erarganaectpescasngaaidedsi somad ofahe escssscmosednfoymation. The errompateause
t.abl 'S, nbi nati on wi i Cl fl d_synbol s..

e o R o e R B R B g LA R T 5

I n a di ffefedh rdmivelyanige usinbg dqiédeerindige locaildncl Aatifférent erfol patiet Ghiayg

errors are introdquced during encoding after the C2 encodi st ep, but before
The C 1" Bectrtaen qostach Sowdile & e CIsHEPoi B FRpY REriersecottartee 16 3 docoder

are det ecdngsbdiridiel o the fekrag ghrtign &e derot 164HHRI sBo€ Bbl irfiermtiiddBVi néttervdte C2
decodi ng step, the, errors appear. and are uncorrectable. All errors can be

easi |y cOREFOPT BUWith cHEH HHPTPYAR EHEED e cor PHIST MK CPBRYICRyMERRFT of

de- i nt er | gadied @rrof ditndid BiwbdiendaerfP (Rdtio, BitchiRAbRE RohdeBurlve eBF0di NY
step. Alternatively a conbination of C2 and Cl1 errors may be used. The

i nvent i on'ogaienh PrEiSTEPIYEge PRResy Sf emer 1983t0gS i psevdorRndom pRIcER FRTRRISING ul es,
such as DM, sBoCersrOReRinRd M S0P heh-Brrbf 10BAtfonE thOpsubP HinliSh $akdrR BeinB e
de-interl eaving can be found according to the above description. In further
appl i cat i gaRsraiedrifnre asepshyaldei bar prederpprpricHeasithnr The ercarrpageniipie be ytrifiede a
repeat ed gppl dc&ﬁ& 'c?rﬂro@ rdcBfur®" WRER g%é&ﬁé EsﬂﬂdiEsldlu%ﬁ/_ %{behhéds’ﬁ th@hx%'&é g/l ng
the output of the first error cottecting process I'ike In the ehcoder and
secondl y ‘@eist theempiaaniermaaiignapiy yerifivatian shopldangludscatilengt onglecror dration agtis, sone
errors reﬁ?ab?}pﬁlgrﬁ&tl@gt bhe ﬁ&'ﬁerﬁ‘érrlgéatigﬁk%ﬁx%%ic?ﬁlf\y%faanse%s) rl]&:aﬁ&{.of jLorr ecting
process ght further correct errors. To prevent such an approach from
correct i nprevéns 3 ogliciaws paryy ef Spsilyrreimicking theterror pattert by ghysivally daragimesa t i oni ng
of bit er | u : hey ar. e bl.e.in ever rror correcting
| ayer. Fi 5’8‘{‘z’cé{%é‘%oﬁ°gté£&&i’&e‘§r°8’3s“g“é§{{]§?%g‘?’§§§t%§’“ le"r‘%%ﬁ“é% YEET | ng -
rul es as vbsbmuinbel ofi Hitherfarg isr wncBrrectdbde by saie error @ raec¥ngdmids gThrelbit erraxscunul at e
inthe C | errar wo[ids. as well as in tae .C2 error #ords,.lin both cases to 5
errors. THENRG WP JPIng A SHPgard focqraing BPYiLe, 85 sYrb g #r¥1ee il GFeRE RSBl s
(0-11, 16ta/bk)ecdriéd whiiai drroOy@tection Witd. 'The regadkded wild pidesssahid ifformedtionr
correction b tes.g}ln Figure errors in bytes are indicated ?(%/ the |etters
a, b, c,d, e?ccﬁ%é'} Qg Piidsing PrEARERMIRG GFY CQFrECtg ANt omRHIng Fyles fqrgenerapng

consecut i ¥@e® bl segueslse, il?clucfiﬁ%’iﬁ@ﬂy heN@aBe R RhQYItIEEmett dird?coRe&iontdiE. 0dd
bytes starti ntg one frame earlier_and the even franes stopping_one frame

later to ¢BSPRRSRISoSMOPI fqquence MH 19k FmPrisRiapy grrors Daad is dot preesgidleatps i n t he
second dekgioidBithts AP such GtaRlidr® récofBh BEVIQY. TRENSAHE s ﬁ&ﬁc@rmag' e re@r Gl at €
in the C2 words, so 4 consecutive frames wll have 5 ' & errors, the
‘next 4 C2afwriphie regord errigsy perthis)copy wilb netheemipaise the e@Rr pattemm it st te bea

errors. r i e ted.. - r r.or word
i ther 0 JoEL Sacutldeleal G ARCRREL SRCEE B chuERE Qe wllen(E el

ext ended fwop baforewdringths phpsicab penarn o errksi soas ¢ bonnasmectsbla by tisqerrared or f or
other interleaving rules. Also it nay be applied a fewtinmes within one
sector, to prevent any subsequent burst error correcting process to correct
the logical errors. As nmentioned above with Figure 3, the C1l corrector
has a 100 % detection probability of 2 and 3 error words, while 4-32 errors
m ght occasionally be falsely corrected. Therefore a preferred enbodi nent
using C1 errors only has 3 errors accunmulating in the C1 words. An
effective error pattern 12 having said 3 Cl1 errors may be derived from

e . o o




to the highest nunbered bytes (e.g. 23-27), nost flagged, but unchanged
bytes will lag behind the |logical errors. Figure 5 shows an arrangenent for
retrieving information froma copy protected record carrier 1 and
processing the information. The arrangepent conprises a reading unit for
reading the bit sequence fromthe recorfl carrier 1. The read unit conpri ses
a read head 41 for scanning the track and generating a read signal

cor r espondtceding sfep AECT SRARingCIRF Masksk APBIINSHEOF L7 JiZhEN SYSEm, leys) pefare the .
transl ati hdd; feOly & ] iR =R B ks 3] ence,
e. g. an %%l{/ltéggé:do or g?§¥ nggﬂ(}%g?in}’g%élg?cﬁ sys;{‘?é é{rég? %%ﬁgﬁ%nﬁ&gﬁdﬁg%%%&?dg

coupl ed toseator deader icCGPrROM myy baieasilyanimicked & @umaliciys pamy,ibetanserthei on and
correcting possib . . t ' tem The

¢ ecover edSTaS Reresh gl fovly f aly Redlhd B sPhied oo hatga 00 TOF, g
t he accesgcdsgiblehfer mahipuiatidn. m opEletionat clg sllepalyicomyl cdmfrisingethé highérdeavai | abl e

for further processi on th ut put. 48 of th ccess contr.ol, means 47.
Dar i ng re"é&ﬂrgﬁ‘af & “fagga’ "Eegé?&géf% chgu- S’f"i“ffﬁé‘ﬂae @ﬁaﬂlf‘f@ spﬁg%rﬁ 1 $he CODRSELES i t
44 of theoufpek syyde)e. ) biecdpympreg@td availabiector imakih@icapieosodd ODLsOr uni t

45. The reading of information is controlled via a controller 46, which
control | er contr ol U SFBTSoVILAEFYr dins to AL O serajehes, AR the Mriact of hescrd or

correcti ol brrd3eorbithgl fiied! &.2NgEAD] ore e&p&a‘uﬁe&w&a& CoF AR Iurst rirs Vi @
an interface to the access control means 47. The access control neans 47
may be i nj)l PpBHBREErigavEng bafpre $tasige |apd derimerleayipg aftergeaing. dhe ditsTasonpr i si ng
the above ' 8Brst drbrSw fx6d AAHALA bert dod e will
not be deﬁoﬁ\g}gﬁ%&gﬁ@t herst)ut_putﬁ'ljf%ce I|}l]‘ t he respgg%e|r &{e}ﬁagcég?éﬂégfgﬁ% ?ﬁgfn & .

i nf or mat i Whseguenseo by gedvseninaving relae whish greiparheflrthe formatiog avd emer cogrecting  neans
may alter i J t I : (o Y1 i rface
fo a st ariasutriutiiefef SRR ertdls Suff OB b Biyel MGRL et el o8} 6T 1S
access coOpet longer rigartbe loagesh eorbasiable bunst ¢rran Thetemmof gomediiog maleoare mgscribed

ef fected b f re.r Ln i AN Th of re for
effecti ngw%(%g?%lg%mgs@ 0 %Fg) elglg?\aa g 8’%4’? %/e}ae?tég%ﬁgﬁg&gsbgr% eé‘%\enf %g\ogoﬁlovr\?’

pr ot ect edwhicH Bits ereceldctedisa aseto. acqimgate by dchimericagiagushich de-iheteaning theghnc at ed
har dwar e ifst peces ar?[‘1 cfmd in that , ~ tgﬁsuse{ hasl al | maaLBs necessary for
accessi ng”t e ‘2?818@‘“5 B ELTPTICHYE T SN EFBBUINEIOGHIOP 08 PRESPE BHIF i er .
The accesshowingta bigh acwenehitiog of errbls e while adjbining 1odatibnsisiove fohBcd feth Grsnd it | ows.

The access control nmeans. Wil fjrst acquire.access cqontrol infaqrmation
| ndli oat | VETFFor ATHEBPIE G b-ErTOgS i desPed Rtk BIEFC S, DrallY b FOFERFBR IS be a
pattern siraregecilly (B9intepleavisly fidésWwilllopefatedon $yfitbols| 6@N6H bgrslef deagrihird with
Figure 2, or an access code,su&gléed via a. network, e.g}.f | nternet, or on
paper. | nPAATRREYLCHENPIOFES 1L2RPLF L?a‘f’f%r‘?‘f”ﬂﬁa?/}%@“@té’ﬁéf Reply schgulated e e d
val ue andbyd@iedrRbving dTHel egr isyibals hleaeRaed ovatkBulbeidging Bekimeheaing feart opy
protected record carrier. Secondly the presence of |ogical errors nust be

verified pRgoLELRRle NYRDET iR QRS 65 &Y TV gi nal , copy protected disc arid
not an illegal copyn effétBv@GapESE afpihg Bt cABANS t¥nbért ERh U frANQ sBlectBPr € error
| ocations) on the record carrier, or error sectors) if the record carrier

i s format $&Pol i hA@FEN3LMI Eqyence JBPULATos Widhgielerisd symbnlds knbapravidee a

| ogi cal_efipla 1Ca Rl dRbmbvel e Silctordith} 6¢ Bpolith 1d b YyBéls DifhiagRe Of an
error is verified by readind the selected error [ocatfon. As the reading
devi ce wi imhgdinase snanslaied q the pawers of ehysical marks,q.gr dsingea ¢ontolebleEEM: that a
sector to e ' ?ﬁq r t he

| ogi cal e‘rzxragcrigsr' ?grn&g(g%ﬂebt%gs?th g e ?%@@%\%‘??f&e@;@m&ég% c&é@?%ﬁr&gogg‘ﬁpri se the
| ogi cal ephysicgl matke (@ bpgiffardnt from thepuginaly iacddadmarks bassd of thet fiesequdnoe nat i on

will be bar : ef few.erraor. |0 ' re.s ct t om
froma | a%téglgtf rrnjt:)‘;Fesr' Pg#fggélxolﬁc fegc 5?4 Bie lcglvlgiﬁ?(%g%zplgrﬁ'thhtgé ‘?%x}?@%aécsgrc?@eer ,

e. g. I n afqabdpmgicalr marksleddithiataesirds qeitabiepiunsning @f dter eadippandedasoding i ng error
~sectors and non-error sectors. Alternatively the error sectors may be

i ntern xe8™F¥h valid sectors conprising nornmal user information. For

achieving a fast regpeTSéohera ibiital depaFIhe RBsHRE @ dfakepp prsieteddreedrer abl y
only one error sector is selected and read. |In practice readi ng one sector

havi ng unE¥FiFeCBSIFROTERE area i fupdividsa |ig addiessableseqiors fromythe topeaf,address 9P

whi ch delay is caused by the reading device trying to read the sector a few
times. Such retries are standard practice to inprove the chance for
successful recovery of information in the event of dirt or scratches. The
error pattern may further be verified by selecting at Least one non-error

| ocation, but not all non-error |ocations, which non-error |ocations should
not have a logical error according to the error pattern) and verifying the
absence of an error by reading the selected non-error |ocation. As reading

e I ~ o~




15 is nodified to create the full contents 74 of the copy protected record
carrier, having a logical map as described with Figure 2. A second utility
‘provided by the licensor nodifies the inage file 73 by adding a |icence

structure including the licence nunber to the systemarea 22. The inmage

file 73 is further be nodified to pad the size of the imge to include the
padding area. The total length is preferably nore than 74 m nutes (333, 000
sect or s) .to BHdressi MAXc dhetfrsiaraard mey bies 2 deaddn Or precRaptages, Suchsasahe 2 aepdnénd &

sectors of the.paddi a p‘ﬁgg ) seciars.w|l et her be
good or A %fﬁsdlg?%eon&@g t ?ﬁ%ﬂef J|”£c%]n£rgz?e’st %gg?rgir g"w 'pg%gl" gﬁ%eéenr’ B g&an r)’/ a
pseudo- r aipdanthe earassof whdist swaly adehe PO EPrithanyrVdlinee Diesceripae) omiCDeROM.N a
fifth step 65 the imagoer_ fié.e is ﬁagéefssed to create a.master .disc 75, e.g.
by a Mast el GG H‘ée Praj @VHHaPE 1P U daap, uch 3s mpwn fiImanpn,andy i se on
magnet i ¢ 4iaR@rPfile®! TR ustiliddiA ke ¥ Bk BubdihitieDinkPfRtraPRRB, RALAr sdiveRhtivar e
nodi fied according to the invention a master disc 75 is produced. The Laser
Beam Recdratesnd gt imiedtonik B8P shewiin Figere|2. de Hie map thecremaiingorrer¢QmnTiseie

whi ch Sect @i ord) JOAdAedsd 1A A & HR 8da 33 nBPLdMpriAf RECadthlioh ones ar e
good. The ratio of marked”t o good sectors may be fi .edf, e.g. approximately
50 % . THftleared2$ agaie cempprisingousardass. d haeprdiag it ghednyasriop thetfoumisardgeder i bed
above with Figure. 4. i ) t ree ri,ers 76)
Such as CUPRRRCpiduirk i g8 thEpRE RE: SPRK BEQEELRTRERIE BERELCTS T
pattern iadtnoarsbesects 12 vrchemiorssectors qohipsiss theJogigdl ehrorsgdndtdosstitnie ghet | on

G re orr o R gepRy PR pRTRE B R sl s e empRROrR ST, B0 BRNITY, <

magnet i ¢ amd Mgt doved subsrpmialie tlt of & e rding larsaamht coverddebyl, the exuin mfigrmiafiorsuch

record carriers, conprise jnfqQrnation protected b redefined error

prot ect i ra{tf“? E‘T‘Se@‘? APFRRRS i Ve ePfFﬁc-S‘FF %‘S‘ﬁg YT %ﬁf%r%g"sscmeﬁeé’ﬁ”é%deﬁ%n error
correct i NgmPk eRHES aumb¥i dr Dhiyl diR of MbedttdrRBctBRSMAE st fed i die theVihdgh ntmbar ence
to preferred enbodi nents thereof, it is to he understood that these are not

i mi t at | AYadbi ) the pacatngaarea, A malicionsorerion dRIRGIOSNISERSPLIBE SRRficaiem Mheott o

those skKidek @dedutriig @stadflohe W b HEM kpedERAEEDAS), biOmbiQtifseReseQbrstvif be
i nvention, as defined by the clains. For exanple | yi ng error patterns

y . app ror
in error J5PO{TER R EFACEY ‘éﬁ%"!ﬁ"t’tdé’ac‘%ﬂga‘h%PFFé‘E%P}i logif@heraars| Fhizibt rmay
provi de ageefvelf fiRlé theaf ARG Parr ﬁohmh&sigﬂiﬁg Mrh8 intéreépuing meah@r 'fzﬂcﬁ%nt ion

lies in each and every novel feature or conbination of features. 6 List
of rel at e QBEUNRTEadiTen yectop. Hfunher adyanepge mryobe) acticyedeld henVeRREdSN syst em

wi th physﬁcﬁﬁgg gg?l;feeéé{ ?&Op?nvchﬁi%g?ﬁﬁ@)daggbaégcélgﬁﬁc% %%5%0&&) FoP BxadpRCorfr 1 Or

detection a VO 9510 encryption system
most CD_ROM'’s a lot of the capacity is unused, but may be completely filled up by the

padding area without increasing the manufacturing cost, while CD-Recordable or CD-
ReWritable have a smaller capacity than a maximally filied CD-ROM. In that case not all
information (user information and padding area) can be transferred to the illegal copy. In an
embodiment, further access control information is comprised in the system area 22 or in
some other area not directly accessible in a standard reading device, such as the lead-in,
lead-out or pre-gap area 21. The further access control information might be a licence code
indicative for the party making use of the system for copy protecting record carriers, and/or
may be indicative for the error pattern, e.g. to be used as a seed in a error pattern generating
algorithm.

Figure 3 shows an error correcting unit used in the CD system, called the CIRC
(Cross Interleaved Reed-Solomon Code). A detailed description of the CIRC error correcting
rules may be found in GB 2076569 (PHQ 80009), document D2, the decoder therein being
described with figure 7. In Figure 3 the input (on the left) is a frame of 32 bytes



17 CLAIM5 1. A nmethod for copy protecting a record carrier having

I nformati on stored thereon according to predefined formatting and error
correcting rules, the record carrier being subdivided into addressabl e
sectors, the record carrier including a padding area which includes
correction error sectors and correction9non-error sectors, the correction
error sectors contain the correction errors and the correcti on non-error
sectors censesiuveliostQrae On thecteadrt cawier olndicated R thesiolgnn hisessaumppered 0 todleat i ng
an image file LS| | B.ih N tdon; | QEC ro

i nf or mat i%’rﬁA P 'gﬁggg‘ﬂl{?gﬁ?,b% pﬁé g@é?&sé@gt?ﬁgﬁ%?#e?% g?n%ta ?’ot%';gﬂ%)r oducing a
record cainformaticheiyeasdiorly and foureCl emgrecdriebungabdest Mbe add byes aredebawdd by

i nformation, includin he steps 0f: creating a cort abl e bit sequence by
Lo vi ng. CRePRATE Soled faf aF PR s iRk kS B8 'or 5L AR Frecstor (e

nodi fyi ngedrfEte€ 6y BROC BBhie 3D TheSEN UGN C WEROY dhiet el éird: had deeass rafty ol
information with sufficient bit errors 4(P)vH8rOVI de correcti olr} eréors_ whi ch

[
cannot bePYsoFTFYEt Bhilendr3t Re &FToby 2re GPieee arV5nel§wa H“’\‘Rﬁf‘&h é%_ fplite a
pr edef i negheRMNnAH:bREBl @forPalwifrig AN E0s!idbé Qareliitie. MidutpRflofint cgequence

into a physical pattern of marks on the record carrier, where the

correct i otnitgip delpgeddyer seeendedrlaynuninhds, sislayme §yerdely 22 the 198tfragsoyieiaim |,

i n which east 18l efch hiBud d¥eRd §ERG | r j ng on

t he acces@}zcdont rol 1nfor IFn'a:lt |' gﬂgg%tﬁu[The mgagtéﬁ%dg&(l) cﬁ?tgsl%m &%ﬁgaﬁﬁ@ﬁd at | east
sone of teémerauséskhielhistertor comeaedyi therC2 wnif. Ade (@eaunit usualiyecormeetgap té e and

e o oL O L0 L e PRSP i SOMGBBROR T

i ncl uded accéss contro or
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and the cgsemcindadeschibed mrdewil in document D2. According to the invention a logical error

result from bit errors being uncorrectabie, therefore bit errors must be present in the input
frames accumulating to at least 2 but preferably 3 or more errors in the error words on the
input of the C1 unit. Also at least 3 but preferably at least 5 errors should be present in at
least one second error word on the input of the C2 unit. For 5 errors in one second error
word this requires at least 17 consecutive error-flagged output frames of C1, having errors in
a group of 5 consecutively numbered information bytes. For example, errors in byte O in
frame O will accumulate at the input of C2 with errors m byte 2 in frame 8 and errors in
byte 4 in frame 16. For creating a cluster of logical errors within a specified data unit, such
as a sector in the CD system, preferably more bit errors than the above minimum of 5 errors
in 17 consecutive frames should be applied. A further error correcting layer, such as used in
CD-ROM for error correcting within a sector, may correct some logical errors uncorrectable
by the above error correcting rules. Therefore a larger number of logical errors should be
included. An embodiment achieving a safe margin without risk of spreading the errors over a
large area has errors in all of the first or second twelve consecutively numbered information
bytes. Said errors will spread due to the second delay unit over 12 * 4 = 48 frames and 1
additional frame because of the first delay unit, and having 24 consecutive frames with
errors, over 48 + 1 + 24 = 73 frames. As a frame comprises 24 information bytes this
affects 73 * 24 bytes = 1752 bytes, which is well within one sector of the CD-ROM format
(2352 bytes) provided the error frames are positioned within said sector. The sector

comprises 98 frames, so at maximum 49 consecutive frames can have errors without



sectors contain no uncorrectable errors, 18 a correctable bit sequence
stored thereon representing information according to predefined formatting
and error correcting rules, the information including main information and
access control information for controlling the access to the main
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preferred embodiment the bit errors are present in the information bits and not in the error

correcting bits.

Moreover, bit errors should not be spread by de-interleaving to adjoining
sectors which are to remain error free. Therefore in a preferred embodiment the part of the
bit sequence corresponding to non-error sectors adjoining error sectors comprises
substantially no bit errors. Although some bit errors may be corrected in the adjoining
sectors, a higher risk for uncorrectable errors exists if further errors, e.g. caused by dirt, are
combined with said bit errors. In that case a non-error sector may be falsely classified as an
error Sector.

Although the bit errors are accumulated in a few selected error words and
therefore directly affect only the selected locations, a large number of symbols (= bytes) will
be flagged by the C1 unit as unreliable (in fact all symbols in all C1 words having 2 or more
error bytes). The C2 error umit will first calculate a syndrome to detect any possible errors,
which syndrome indicates if errors are present. Further calculation will indicate the number
of errors and possibly indicate which symbols need to be corrected. For the correction
several approaches may be used, e.g. errors in only 1 or 2 symbols may be corrected
directly, and for correcting 2 to 4 error symbols the flags from the previous C1 unit may be
used to indicate which symbol to replace (correction by erasure). Usually the C2 unit will not
use any Cl flags if it detects O or 1 errors. Therefore the large number of flagged, but
unchanged, symbols will not be noticed or classified as errors by the C2 unit. Preferably for
a sectored format said C1 flagged symbols should be as much as possible within the sefected
error sector, as additional errors caused by dirt etc. may cause uncorrectable C2 errors in
combination with the C1 flagged symbols. For a detailed description of the error processing

rules reference is made to D2. In a different embodiment using double layer C2/C1 error



25 and error correction bits, and the information bits contain the bit
errors that result in correction errors and the error correction bits have
no bit errors that result in correction errors. 9. The Garner of claim4 or
5, in which the bit errors that provide the correction errors are 30
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correcting layer.
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Figure 4 shows a bit error pattern for the CIRC error correcting rules as
described with Figure 3. The bit errors are designed to accumulate in the C1 error words as
well as in the C2 error words, in both cases to 5 errors. The pattern of errors may be shifted
to other information bytes (0-11, 16-27), but should cover only information bytes and no
error correction bytes. In Figure 4 errors in bytes are indicated by the lewers a,b,c,d,e,
whereas bytes without errors are not marked. To affect 20 consecutive C1 words, 21 frames
have been provided with errors, the odd bytes starting one frame earlier and the even frames
stopping one frame later to compensate for the first delay unit 31. Due to the delays in the
second delay unit 33 the errors marked by the same letter will accumulate in the C2 words,
so 4 consecutive C2 frames will have 5 'e’ errors, the next 4 C2 frames 5 'd’ errors, up to
the last 4 C2 frames with 'a’ errors. No errors will be compensated because in each C1 or
C2 error word either 0 or 5 errors will accumulate. This error scheme may easily be
extended for more errors in more consecutive error words as required or for other
interleaving rules. Also it may be applied 2 few times within one sector, to prevent any
subsequent burst error correcting process to correct the logical errors. As mentioned above
with Figure 3, the CI corrector has a 100% detection probability of 2 and 3 error words,
while 4-32 errors might occasionally be falsely corrected. Therefore a preferred embodiment

using C1 errors only has 3 errors accumulating in the C1 words. An effective error pattern



selecting at | east one correction error |ocation, but not all correction
error locations, which correction error |ocations) should have a correction
error according to the predefined correction error pattern, and verifying
the presence of the correction error by reading the selected correction
error location and detecting the correcfion error during error correction.
15 The nmethod of claim 14, in which the nmethod further conprises the steps
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record carrier 1 and processing the information. The arrangement comprises a reading umit

for reading the bit sequence from the record carrier 1. The read unit comprises a read head
41 for scanning the track and generating a read signal corresponding to the physical marks
on the record carrier, and a translating unit 42 for translating the read signal into the bit
sequence, e.g. an EFM decoder for decoding in a CD system. The bit sequence is coupled to
an error correcting unit 43 for recovering the information and correcting possible errors, e.g.
the CIRC corrector in a CD system. The recovered information is coupled to access control
means 47 for controlling the access to the information. The access control information 1s
available for further processing on the output 48 of the access control means 47. During
reading the read head 41 is positioned on the track by a servo unit 44 of the usual type,
while the record carrier is rotated by a motor unit 45. The reading of information is
controlled via a controller 46, which controller controls the motor umit 45, the servo unit 44
and the error correction unit 43, and is arranged for receiving read commands, ¢.g. via an
interface to the access control means 47. The access control means 47 may be implemented
in circuits built into a reading device also comprising the above reading means. This has the
advantage, that the information will not be delivered on the output 48 if the respective access
control information is not present on the record carrier. The access control means may
alternatively be implemented in a computer connected via an interface to a standard reading
device, such as a CD-ROM drive. In the computer the access control means may be built
int9 an interface board or may be effected by software running on a central processing unit.

The software for effecting the access control can be delivered to a user on the copy protected



20. A retrieval arrangenent for retrieving information fromthe copy
protected record carrier of claim4, the arrangenent conprising: reading
means for reading a copy protected record carrier, including a read unit
for extracting a bit sequence stored on the record Garner and an error
correcting unit for processing the bit Bequence to retrieve the information
that was copy protected; and access control neans for controlling the
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pattern. Thirdly the presence of an error is verified by reading the selected error location. As

the reading device will generate an error message on the interface in the event that a sector
to be read comprises uncorrectable errors, the presence of the logical errors can be detected
effectively. As a copy will not comprise the logical errors, the copy will be rejected and the
access to the information will be barred. Preferably a few error locations are selected at
random from a large number of error locations available on the record carrier, e.g. in a
padding area dedicated to comprise the error pattern having error sectors and non-error
sectors. Alternatively the error sectors may be intermixed with valid sectors comprising
normal user information. For achieving a fast response for the access control to take place,
preferably only one error sector is selected and read. In practice reading one sector baving
uncorrectable errors might only cause a delay of a few seconds, which delay is caused by the
reading device trying to read the sector a few times. Such retries are standard practice to
improve the chance for successful recovery of information in the event of dirt or scratches.
The error pattern may further be verified by selecting at least one non-error location, but not
all non-error locations, which non-error locations should not have a logical error according
to the error pattern, and verifying the absence of an error by reading the selected non-error
location. As reading a non-error sector will be very fast, e.g. 0.2 seconds, a larger number
of non-error sectors, e.g. 10 to 40, is preferably selected and read. Said non-error sectors
are preferably selected via a random selection process from all available non-error sectors. In
an embodiment the contents of the non-error sectors may be verified, e.g. by including a

check value in such a sector to be derived from the sector number and the licence code by a



constitute a predefined correction error pattern; and translating the

.nodi fied bit sequence into a physical pattern of marks on the record
carrier, where the correction errors are stored in the padding area. 23. A
pl ayer for detecting access control information on a record carrier of
claim4 to access other information onl#he record carrier, conprising:
means for selecting at | east one correction error |ocation, but not all
correct i predetermined exsatrition sigorithan. rle @uabar ambodimgnl vin-eroorrsecpisane saigeted -
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contains the computer program, while some essential data are included in the access control
information. The computer program may be encrypted itself, while a short startup program
takes the place of the program and controls the access to the main program. The access
control information may be, for example, a decoding key, a serial number or access code or,
possibly, a small part of the program code (a subroutine, object or module). Needing these
essential data, the program can only function well if both the information and the access
control information are available. The startup program may read access control information
from a hidden place on the record carrier, such as the licence code included in the system
area 22 (see Figure 2) and/or further access data files. Thereafter the presence of the error
pattern may be verified as described above.

Figure 6 shows a schematic diagram for copy protecting a record carrier. In the
text below it is assumed, that the invention is applied under control of a licensor. In the first
step 61 the publisher creates a new software title 71. The publisher does not need to make
any changes to the software in order to use the invention. The system can first be fully
developed and tested. In a second step 62 the publisher encrypts the main executable file
(e.g. for a DOS or Windows system) for creating an encrypted file set 72. Using a utility
provided by the licensor the publisher encrypts it using a licence number as the encryption
key. Unique licence numbers are provided by the licensor for every product produced. As an
example, if the software title to be protected has a program called foo.exe the encryption
process encrypts it, renames it to foo.icd and includes a new program, provided by the
licensor which is renamed to foo.exe. This program is then responsible for carrying out the
security checks, verifying the licence oumber and launching the encrypted program (foo.icd).
In a third step 63 the publisher creates an image file 73, such as an ISO 9660 Image, from
the encrypted file set 72. Using a CD Authoring package the publisher creates an image file
73 of his complete software title onto a hard disk drive. In a fourth step 64 the image file 73



to the access control information to constitute correction errors which
.cannot be corrected by the error correcting rules and which constitute a
predefined correction error pattern defined by correction error |ocations;
means for providing programmed apparatus for translating the nodified bit
sequence into a physical pattern of marj¢s on the record carrier, where the
correction errors are stored in the padding area. 25. A systemfor
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determine which sectors in the padded area are marked as being bad and which ones are

good. The ratio of marked to good sectors may be fixed, e.g. approximately 50%. The
errors are applied according to the error patterns described above with Figure 4. In a sixth
step 66 copy protected record carriers 76, such as CD-ROM'’s, are produced by duplicating
the master disc 75. The error pattern is transferred to each disc in this step.

Although the invention has been explained by an embodiment using the CD-
ROM as example having the CIRC error correcting rules, it will be clear that other record
carriers, magnetic or optical tape, etc can be employed in the invention, if such record
carriers comprise information protected by predefined error protecting rules. For example,
the high density DVD disc also uses an error correcting process. Whilst the invention has
been described with reference 1o preferred embodiments thereof, it is to be understood that
these are not limitative examples. Thus, various modifications may become apparent to those
skilled in the art, without departing from the scope of the invention, as defined by the
claims. For example, applying error patterns in error protected data transmitted via a
network such as internet may provide access control according to the invention. Further, the

invention lies in each and every novel feature or combination of features.



translating the nodified bit sequence Into a physical pattern of marks on
the record tamer, where the correction errors are stored mthe paddi ng
area, in that the padding area conprises correction error sectors and
correction non-error sectors, the 23 correction error sectors containing
the correction errors and the correctil®n non-error sectors containing no
uncorrectable errors. 28. Record Garner of claim 27, wherein the predefined
correction error pattern i-s defined by correction error |ocations and -
correction non-error |ocations. 29. Record carrier of claim27 or 28,

wher ei n T TElEA QCWRSct ure further conprises a reference to the start
and end sectors of the padding area. 30. Record carrier of claim?27, 28 or

29, wherein the licence structure further conprises the |icence nunber. 31.
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10@ 10%3&S predefined @8f@Riting-ahA ¥@Br €Jrrecting rules, the record carrier being subdivided into
addressable sectors, the record carrier including a padding area which includes correction
error sectors and correction non-error sectors, the correction error sectors contain the
correction errors and the correction non-error sectors contain no uncorrectable errors,
comprising the steps of:

creating an image file comprising main information;

generating access control information for controlling the access to the main
information;

producing a record carrier depending on the image file gnd the access control
information, including the steps of:

creating a correctable bit sequence by applying the formatting and error correcting
rules to the image file;

modifying the correctable bit sequence according to the access control information
with sufficient bit errors to provide correction errors which cannot be corrected by the error
correcting rules and which constitute a predefined correction error pattern;

translating the modified bit sequence into a physical pattern of marks on the record

carrier, where the correction errors are stored in the padding area.

2 The method of claim 1, in which at least part of the main information is encrypted

depending on the access contro!l information.

3. The method of claim 1, in which at least some of the access control information is included
in the image file and the predefined correction error pattern is generated depending on the

included access control information.

4. A copy protected record carner, the carrier being subdivided into addressable sectors,
comprsing:

a substrate; and

a padding area which includes correction error sectors and correction non-error
sectors, the correction error sectors contain correction errors and the correction non-error

sectors contain no uncorrectable errors,
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5  correction errors which cannot be corrected by the error correcting rules and which constitute
a predefined correction error pattern representing at least part of the access control
information, the correction error pattern being defined by correction error locations, the

correction errors being stored in the padding area.

10 5. The carrier of claim 4, wherein the carrier comprises the following areas:
a first area, e.g. a lead-in or pre-gap area,
a second area c:omprising system information about the contents of the disc,
a third area comprising the padding area,
a fourth area comprising user data.
15
6. The carrier of claim 4 or 5, in which the part of the bit sequence corresponding to
correction non-error sectors which adjoin correction error sectors, contain no uncorrectable

bit errors.

20 7. The carrier of claim 4 or 5, in which the record carrier has a predetermined information
storage capacity of which the main information covers a part, and the padding area covers the

remaining part of the information storage capacity.

8. The carrier of claim 4 or 5, in which, the modified bit sequence includes information bits
25 and error correction bits, and the information bits contain the bit errors that result in
correction errors and the error correction bits have no bit errors that result in correction

€ITOrS.

9. The camer of claim 4 or 5, in which the bit errors that provide the correction errors are
30 located so as to accumulate in at least one error word more than in another error word and the

one error word cannot be corrected by an error word correcting rule during reproduction.

10. The carrier of claim 9, in which the record camer is a CD, and the error word correcting

rule 1s contained in the C2 layer.
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located so as to accumulate by de-interleaving, which de-interleaving is part of the formatting

and error correcting rules.

12. The carrier of claim 9, in which the bit errors that provide the correction errors are located
so as to accumulate in at least one second error word more than in another second error word
and the one second error word cannot be corrected by a second error word correcting rule

during reproduction.

13. The copy protected record carrier as claimed in claim i2, in which the record carmier is a
CD, the error word correcting rule being the C2 layer and the second error word correcting

rule being the C1 layer of the CD error correcting rules.

14. A method for detecting access contro! information on the copy protected record carrier of
claim 4, comprising the steps of:

storing a bit sequence representing information according to predefined formatting
and error correcting rules on a record carrier, the information inciuding main information and
access control information for controlling the access to the main information, and in which
the bit sequence includes sufficient bit errors to provide correction errors which cannot be
corrected by the error correcting rules and which constitute a predefined correction error
pattern representing at least part of the access control information, the correction error pattern
being defined by correction error locations;

selecting at least one correction error location, but not all correction error locations,
which correction error location(s) should have a correction error according to the predefined
correction error pattern, and

verifying the presence of the correction error by reading the selected correction error

location and detecting the correction error during error correction.

15. The method of claim 14, in which the method further comprises the steps of:
selecting at least one correction non-error location, but not all correction non-error
locations, which correction non-error location should not have a correction error according to

the predeﬁnéd correction error pattern, and



103"10% u& ()- 3"10% u& ()-z !10% u& ()-!10% u& ()- Ys$10% u& ()-f10% u& () -
10! pbC 10*1t10% & ()-MLO% & ()- 10-u 10-u 10-u"

"10% u& ()-"110% u& ()-3"10% 9& ()- 9% ydEbC 109

109 & ()-:109% & ()-9Y10% & ()-F 100 §0- &10% & ()-&MLO% & () - bC

10810% & ()-f!10%& ()-" MLO%& ( 10%& ()- 10" 10" 10°1-109% & ()-<l)a?bC
10! s! 1092z & ( yemfyouie a(b)ser@yﬂzﬂﬂ/a(&re@lon gTar mﬁamg(tl)esgimw@&re(c)xem@w@r() f(}D

dEbC 10! +s| 10% 110% & ()-#-10%& ()-9 "10%& ()-
2109%2& ()@ &’aﬁt?&é %‘1‘13(7&‘? {%‘(‘@Ségirow&' () - 9F4210%z&' ()-2
10% & ()-F1M 100/<z&' ()-,s!10%& ()-SFGoqrs#}~_ @
10! ss! 109%&' (l_?] FS$10%&' ()-3'] &10%
16 e method of claim 14, in which afTleast one correction non-error location is selected

which adjoins a correction error location.

17. The method of claim 14, further comprising the a step of retrieving at least some access
control information indicating the correction error pattern from the main information before

selecting locations.

18. The method of claim 14, in which the record carrier is subdivided into addressable
sectors, and the presence or absence of a correction error at a location is verified by reading

the respective sector and detecting the correction error during error correction.

19. The carrier of claim 4, in which the record carrier includes software for executing the
method of selecting at least one correction error location, but not all correction error
locations, which correction error location should have a correction error according to the
predefined correction error pattern, and verifying the presence of the correction error by
reading the selected correction error location and detecting the correction error during error

correction.

20. A retrieval arrangement for retrieving information from the copy protected record carrier
of claim 4, the arrangement comprising:

1 reading means for reading a copy protected record carrier, including a read unit for
extracting a bit sequence stored on the record carrier and an error correcting unit for
processing the bit sequence to retrieve the information that was copy protected; and

access control means for controlling the access to the information according to access
control information detected by selecting at least one correction error location, but not all
correction error locations, which at least one correction error location should have a
correction error according to the correction error pattern, and by verifying the presence of a
correction error by reading the selected correction error location via the reading means and

detecting a correction error during error correction.
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of a sector and generating an error message when an uncorrectable error is detected.

22. A recorder for producing the copy protected record carrier of claim 4, comprising:

means for providing an image file comprising main information;

means for generating access control information for controlling access to the main
information;

means for producing a record carrier depending on the image file and the access
control information, including the steps of:

creating a correctable bit sequence by applying the formatting and error correcting
rules to the image ﬁle,~

modifying the correctable bit sequence according to the access control information to
constitute correction errors which cannot be corrected by the error correcting rules and which
constitute a predefined correction error pattern; and

translating the modified bit sequence into a physical pattern of marks on the record

carrier, where the correction errors are stored in the padding area.

23. A player for detecting access control information on a record carrier of claim 4 to access
other information on the record carrier, comprising:

means for selecting at least one correction error location, but not all correction error
locations on a record carrier, which correction error location should have a correction error
according to a predefined correction error pattern, and

means for verifying the presence of a correction error by reading the selected
correction error location and detecting an error that can not be corrected during error

correction.

24. A system for programming to produce a recorder for producing the copy protected record
carrier of claim 4, comprising:

means for providing programmed apparatus for generating access control information
for controlling the access to an image file of main mformation,

means for providing programmed apparatus for producing a record carrier depending

on the image file and the access control information, including
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by correction error locations;

means for providing programmed apparatus for translating the modified bit sequence
into a physical pattern of marks on the record carrier, where the correction errors are stored in

the padding area.

25. A system for programming to produce a player for playing the record carrier of claim 4,
comprising: -

means for providing programmed apparatus for selecting at least one correction error
location, but not all correction error locations, which correction error location should have a
correction error according to a predefined correction error pattern, and

means for providing programmed apparatus for verifying the presence of the

correction error by reading the selected correction error location .
26 The method of claim 1, further comprising the step of multiplicating the record carrier.

27. Record carrier, being subdivided into addressable sectors, comprising

a substrate,

a padding area,

a correctable bit sequence representing information according to predefined
formatting and error correcting rules, the information including main information and access
control information for controlling the access to the main information,

a licence structure comprising instructions for performing the following steps:

modifying the correctable bit sequence according to the access control
information with sufficient bit errors to provide correction errors which cannot be
corrected by the error correcting rules and which constitute a predefined correction
erTor pattern,

translating the modified bit sequence 1nto a physical pattern of marks on the
record carmer, where the correction errors are stored n the padding area, in that the

padding area comprises correction error sectors and correction non-error sectors, the
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29. Record carrier of claim 27 or 28, wherein the licence structure further comprises a

reference to the start and end sectors of the padding area.

30. Record carrier of claim 27, 28 or 29, wherein the licence structure further comprises the

licence number.

31. Record carrier of claim 30, wherein the predefined correction error pattern is seeded from

the licence number.



