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100 Log analysis server (log analysis device) 
110 Log collection unit 
120 Log information management unit 
130 Log analysis unit (determination unit) 
200 WF server (application log retention device) 
211 Application log 
400 Access device 
500 ID control unit (access mediator device) 
511 Operation log 
600 Business server (server device to be accessed) 
611 Access log 
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(57) Abstract: A log collection unit (110) of a log analysis 
server (100) collects an application log (211) from a WF 
server (200), which retains the application log (211) 
therein, further collects an operation log (511) from an ID 
control unit (500), through which an operator terminal 
(400) accesses a business server (600) and which enters op­
eration records in the operation log (511), with each opera­
tion record indicating the state of an access to the business 
server (600), and further collects an access log (611) from 
the business server (600), which enters access records in the 
access log (611), with each access record indicating the 
state of an access to the business server (600). On the basis 
of the application log (211), the operation log (511), and 
the access log (611) collected by the log collection unit 
(110), a log analysis unit (130) determines whether the ac­
cess state logged in each access record is authorized. 

(57) P VMSf-y—/* 1 0 0 (D P 
1 1 Olt WF+f-A'2 0 OCD^Ii P-Jf 2 1 1 
JWFf—/\*2 0 OfrblRHU 
0 /^6 0 0^7<7-tZX&tpmt 

/^6 0 
JifFUzi— K<t LT^fFP-? 5 1 1 Icfefif-g) 
1 D §IJM 5 0 0 ft C, JifF P 5 1 1 £i|XH 

=i — R<tLT7<7-trXPy 6 1 1 
i+^—/\*6 0 0^b7^tXP^61 1 £lRH man 1 oftnmLtz$mn?2 ^ ^, i^pys ^ ^ 

U=I- K<t LTlBfi$tifc7<7-trxttil^IE^(7)7<7-trx^<!f oftZ 


