wo 2015/121923 A1 |JIN I A0 OO O O

2015 &£ 8 A 20 H(20.08.2015)

(12) fF%E‘FT%;’JJ%%’J(:\EO“L\’C’AFﬁ snt-EfRHRE

(19) tH SR &NBOFR A HEHLES >
EEHR g
@3) ERA RS EE?

10) B RES
WO 2015/121923 A1

(51

eay)
(22)
(25)
(26)
1

(72

74

WIPO I PCT
ERfFr o8
GOG6F 21/55 (2013.01)
ERHEES: PCT/JP2014/053179
ERHRER: 2014 £ 2 B 12 H(12.02.2014)
ERRHEDEE: BAGE
ERARDERE: BAGE

HEEAN: =% 8 # 4% &+ MITSUBISHI ELEC-
TRIC CORPORATION) [JP/JP]; T 1008310 BRIZERF
REARADNZTEH7E3F Toky (JP). =& &
WA oD A= arry D=0 KReH
(MITSUBISHI ELECTRIC INFORMATION NET-
WORK CORPORATION) [JP/JP]; T 1080023 B &R
BRZHETHG6&FS8E Tokyo (JP).

B E: FPHE 3R Z (SUNADA, Hideyuki); T
1008310 R FEARIAON_TE7&EI =
=EEHHEAXSHEAN Tokyo 0p). EH EE
(NAGATA, Yasushi); T 1080023 REEEX ZiH
TEH6&HS8S Z=BHATI+4A—3 >
v b= %KEA Tokyo (IP).

REAN:EH EF, 5MIZOL Shoji et al);
2470056 MRIIIBEHMETAM_-TE 1 7F1

o

(8D

(84)

5 NTAXMENL K BEBFEERISFHEHEMN

Kanagawa (JP).

BEE (RTODLEWVEY., 2 TOEFEOERNR
#EATEEE): AE, AG, AL, AM, AO, AT, AU, AZ, BA,
BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN,
CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES,
FL, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
IR, IS, JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR,
LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH,
PL, PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

HBEE (RTEOLGEWVRY ., £ TOEBEOLERF
% AYE] HE): ARIPO (BW, GH, GM, KE, LR, LS, MW,
MZ, NA, RW, SD, SL, SZ, TZ, UG, ZM, ZW), 1 — 35 &
7 (AM, AZ, BY, KG, KZ, RU, TJ, TM), 3—0 w s\
(AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FL FR,
GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MK, MT,
NL, NO, PL, PT, RO, RS, SE, SL SK, SM, TR), OAPI
(BF, BJ, CF, CG, CL CM, GA, GN, GQ, GW, KM, ML,
MR, NE, SN, TD, TG).

AT AFRERE:

EFEREHRE (FHF 21 50)

(54) Title: LOG ANALYSIS DEVICE, UNAUTHORIZED ACCESS AUDITING SYSTEM, LOG ANALYSIS PROGRAM, AND
LOG ANALYSIS METHOD

54 EBADOELT . AV DHEE. FET7 IV RAEEREL AT L, Ao IO S LRUASTDHAE

#

oL

00 2
1=k 10

o1 4007 7 R ER)

~

QTG — Y (T8 i)
110

7R
120

Ln S HREE

WEH—3
(HER T R St

130

O TR CHIRERR)

%
=
E

ht

800

700 ~ 500

DS
(7 7 & 2ok R)

RN
(7 72 R et — N E)

820

100 Log analysis server (log analysis device)
110 Log collection unit

120 Log information management unit

130 Log analysis unit (determination unit)

200 WF server (application log retention device)
211 Application log

400 Access device

500 ID control unit (access mediator device)
511 Operation log

600 Business server {(server device to be accessed)
611 Access log
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(57) Abstract: A log collection unit (110) ot a log analysis
server (100) collects an application log (211) from a WF
server (200), which retains the application log (211)
therein, further collects an operation log (511) from an ID
control unit (500), through which an operator terminal
(400) accesses a business server (600) and which enters op-
eration records in the operation log (511), with each opera-
tion record indicating the state of an access to the business
server (600), and further collects an access log (611) from
the business server (600), which enters access records in the
access log (611), with each access record indicating the
state of an access to the business server (600). On the basis
of the application log (211), the operation log (511), and
the access log (611) collected by the log collection unit
(110), a log analysis unit (130) determines whether the ac-
cess state logged in each access record is authorized.
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