;to interface with the oEgeratln

“operations. GIETEPEMTY

*166166*. METHOD, SYSTEM AND PROGRAM FOR ARCH1VI NG F THE

N NVENTION 1. Field of the Invention The present i nvent| to a
nmet hod, system and program for archiving files. 2. Des lmm, m ‘

Rel at ed Art Organizations nmay need to retain and archive |Ies
(where a file conprises a docunent, recgrd, or any other dat'®&tructure

storing code or data that e represented in a hierarchical file
systen) in storagé\AEEHOQaS&&Iéﬁﬂeﬁ\JEd}RQﬂRAMFORMGHWMFMES nal
corporate requirenments or external regulatory or |egal requirenments. For

I nstance, governnment regulators may require that certain files remain
archived for a mni mum perMﬁWMgul ated industries,
such as securli.ti eﬂ?xaﬂdfﬂabﬂnwm{,a{ organi zations, defense contractors, etc.

may be require I cert in, docunen Further, governnent agenmes
may al so be reﬁﬁ%?’é%“f 1(5“/3'} O e ?t?q oa m“r;g? FUTemend pevggamiforarthivisg subj ect

to a governrré'ﬂ%& proceedi ng, such as litigation, may al so be subject to a
file retention policy. An organization may also archive documents for

backup and storag and versioning. A storage systemoften includes sone
ar chi val sof twar eﬁ—é%ﬁ%@@ﬂﬁ@éiﬁﬂﬁﬂval of files at different |ocations
that are retai Oeginmatiarschayhebd treRH irfd}'arcmaeﬁ{?ﬁﬂ" FJ re may

e arc t war e

maintain a d ived, files

require si gnl’El E a@tsme@;"tn?a{e% Ordsr ARGO %’ Hetgture 88“%?9‘*%95 dataéhaénd aI one-
- applicati oﬁ‘afzirbégﬂﬁwmﬁdmhlatardmhﬂ fiker systempircabraye fop ah Bk@AdddpRliea zed

g1 aphi cal  usetiné BkeriachRl AFLb S A ARRLIFALLAR REAWCANI LG aces (APIS)

temto S | at ed
Pstancst &Oa@lwatm@a@wnwfeeummat certain ERM ( f or

write once, remgananchimyg for awdhinesn perddi ofitinge. dm];agwgms,rcgﬁlggg lmggr@s such as
optical disk One di'sadvant age’of using
optical disk émlhfsa Qg‘%un{i@srﬁg??ﬂﬁ%&g@e&amzfﬁs g‘?fons§lc8wra°é‘§§e¢é‘? APRYbéhen the

di sks are maicAPEFhRATGH h"ca?ﬁ“é!ntdéc‘éh%mfgerFunbbtagovmnlmtiagenmhmylaﬂ:@l dey access

a disk f rom @qsireat toandiverfiey. t Ydﬁ%lﬂﬁ?%?@ﬁﬁagbrﬁksu 'e&ttg a%ogérﬁ.ﬁuegtr lve to

access. usin sone
ar chi val s S rg&é%dﬁ]%nﬁmf-?‘;s Fllhgatlfm may glso be’: SUb_]GCt toga le retennon policy. An

orgamzatxon may also archive documents for backup and storage, and versioning.
A storage system often includes some archival software to manage the archival of
files at different locations that are retained according to a policy. Such archjval
software may maintain a database of archived files.  Use of the archival software
may require significant user training and management, as well as a stand alone--
application program.  Archival software typically features customized graphical
user interfaces (GUTs) and application program interfaces (APIs) to interface with
the operating system to perform archival related operations.

One archival data storage technology referred to as WORM (for write once,
read many) involves archiving data to a storage media, such as opncal disks, that
can only be written to once. One disadvantage of using optical disks is that their
access rates are slow, especially when the disks are maintained in an auto-changer
that needs to mechanically access a disk from a slot and insert the accessed disk
into a disk drive to access.

To avoid some of the drawbacks of using optical disks, some archival system
vendors are using inexpensive hard disk drives as the medium for archiving data.
The hard disk drive storage system is sold bundled with software to expose the

_
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vendors are using inexpensive hard disk drives as the nedium for archiving
.data. The hard disk drive storage systemis sold bundled with software to
expose the L1 Errrre/eeeereve//vee/erenlrr/iit /it *000002* 2 storage as
a proprietary archive utility, requiring custominterfaces and application
programinterfaces to use the arhival features. SUMVARY There is provided

a met hod fS?5 gé Cagl yi gg%rfielﬁ%lrgsaxjcﬂ Vg lﬁﬂH?Uteeq{ur{neag # m‘ier%a gS an érjPipZig t}Oﬁl t he

conprising: p oV di it r3AFEnT ca [ Sy aving art &€

conput er rragahl @tefoesgaisaddd alnivalafesadsat i ng a retention policy wth at

| east one of the directories in the hierarchical file system wherein the
retention policy applies to files included in the associated directory,
and wherein the retention policy spesyMMARY retention time indicating a
time period during which a file is subject to the retention policy;

recei ving a requkhsre tﬁmf@‘dﬂ@ﬂa methedtfer ayeliving fdes igex computeriepdanlststerega he

target {1 gedisel DEhUASR LD g AhISEHRIY. ARIACLALAR NN L e retention

policy; determhlng |ont i'on policy
i ndi cat es dohgiutdrheadablegairagd ﬂnedlum as.sbmanmg y reerhjorglitpwitheit &bt ane df the

response tQ determ ning that e target f|Ie|S|ncIud

directory ‘P%E’%FH{@G ' ‘Fﬁleﬂfiéi'sé 1?5her5’(5‘|th"cgfte”é'ﬁﬁlp59 ﬁbaﬁpﬁ F%{.Eﬁtl on
policy to jhladéPmaRs adsbéibtet dire®6ry, hid G8refi the rdtentfaarPodinY kyechiidd] a%fenﬁ@n the
retention policy; and determ ning whether the target file is included

within a dirn@tqdefraynagél@tq Reried Orin Ve Uil Sbdeqt &1 BRTFBHIaTRAIICYS o _
subdi r ect %%en%gta 1%'5%&?&%@%0 33596 Ak: edjeté’r“}ntnlﬂpé %e{h%} ﬁ{éttérgptl RRlid G¥radper el n

the receive rected to“the tar not wed to proceed
if thet ar\gnﬁllmftlnd @rec&ralass@cnat&dlxudeﬁhemtbm“ Immy;ddat@'ntlmng wistecilet ed WI th

the unlimted. re enti.gn if the St not currentl. ubj ect
LoC e+ eubtEnigRtigRor & SR Bobbolte b EhES gl ths Faret e Pse sty Biodeedd o
files in aeeaipvinesgopssadeterminif Be tH¥RGigeifile GOMRIUISH RGthirPthe dirditBs a
hierarchical file sgstem having directories representi ng files in the

conput er raSsRFAAEEWVHD Hhegtentiary pokisy; arRlyEE kg rﬁ{fnaon ekt toghe pegat éie ifgha h at
I'east one t%fgefhl% 19&1[%&19"&@]%09 tB tﬁé"t%telﬁhgﬁ 961?(!}) GRd détblln%nﬁl%g‘pl?e%er\fma lep the

retention pol |Cﬁ:léa£p Iés to files included’i.n the associated directory,
and wher ei rienShl@c ekyithiorp digastdry pssopiatediwidsarpurlsnigash tetsntion that isridi cati ng a

tinme per ' %qb&ii%c'tcﬂg oMHeCd}re%tofr%' Il«;ls%o 1§te§%£h$tﬁ% rét%tlotnrb%h%ﬁtm%f\lﬂE?@%L%lggd

receivi ng a request to nove arget roma curren rectory
request directed to the target file is not allowed to proceed if the target file is also

included within one directory associated with the unlimited retention even if the target file
is not currently subject to the retention policy.

There is further provided a method for archiving files in a computer readable
storage medium, comprising: providing a hierarchical file system having directories
representing files in the computer readable storage medium; associating a retention policy
with at least one of the directories in the hierarchical file system, wherein the retention
policy applies to files included in the associated directory, and wherein the retention
policy specifies a retention time indicating a time period during which a file is subject to
the retention policy; receiving a request to move the target file from a current directory
including the target file to a target directory; determining whether the target file is
included within the directory associated with the retention pohcy, determining whether
the retention time of the retention policy indicates that the target file is currently sub]ect
to retention in response to determining that the target file is included within the directory
associated with the retention police; and applying the retention policy to the target file if
the target file is currently subject to. the retention policy by: allowing the target file to be

moved to the target directory if the target directory is associated with a retention policy
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including the target file to a target directory; determ ning whether the
target file is included wthin the directory associated with the retention
policy; determ ning whether the retention time of the retention policy
indicates that the target file is curredly subject to retention in
response to determning that the target file is included within the
directory sociated with the.ret.entio ol.ice: and |yi . retention
policy to ﬂi‘%}a{’ 3?8@? Of mnée“i ?gn{lﬂ%apgrdéaé]t%?irfft%rﬁfo:on R ll,lllg ! %%te F%ﬁxle@ 8’1’)1}12@1? to the
(rj'et ention clﬁ?bhtﬁdiré@}ﬁry;adnﬂgi&ﬁggTtllilﬁet]ﬁ?dfs%tmiﬁ\id @etaionef thewstetidropdlitg t ar get
irectory if the target directory is associated with a retentjon policy
1388080 1 asxociased with Zhe target direcird has 2 RIS retprion e fiapthas Tore reegpion

retention pokl a%oeRsAGia! @d cWirth difsorgurrent directory; and denying the
request ed nove operation If the retention policy associated with the

target direct or ylhessis durghesprestidedet systemofer eroheyingElest ¢eaprissrg: eeemaent i on
policy asspci ate ith.the current dir - : e ls furt Qvi ded a
system fo rCf%é{‘rCS ﬁ?ﬂd}?‘%g f ihfeé%r,c 16 Egn@ ¥ iS\srslq nné :%8\'28%‘};1 H%C}ggésd éa{]/(l? ce hjrilisntlczzs(fe l%sé‘%gt\ﬂééj?

hi er ar chi Cradefnfid)ﬂ poliystigiratiaast oge ol the direvtoess; in atnchiomearhscal e 9s®as wdiciary a
retention policy with at | east _one of the directorjes in th i er.archi cal
file systé r%@fo@ipﬁﬂcx ﬂ%l’lkﬁéf%ﬂkeﬁaﬁ?%ﬁil%f}‘eé’ﬁiﬂcfaé%d ‘ﬁbechrveaél%i"ﬁﬁfﬂaé%e in the

associ at eqe@hfiGEpOIYspAAedNRAGIBN AR infRARY 4 Gfe PRHbE HuBewhichasilais
retention tine indi capl_ng a time period during which a file is subject to
t he r et entsubigcipoltheietentionneli¢ysmaass Eiryeqsying p equesdiigried & 26red fideit ar get
file; neans. f r . i 1. i .S 4 i.thin the
i 1 eet or y s RLTHE WABRUNGE Rt A i AEORE Wi he leGOHERC)

whet her t heith gieeetention fidlity; meartsHer detehening ovhefwl ileyrefentorc ameoftheat t he

target file is currently subject to retention.in.response to. determning

Lhat the UEBRT FYIE TUGHRY TRGE8 WiRe TR S HEeBLY BUUGE I HGubn in ESPRE ne

retenti on ReringMng FRABKES threkt MR MtRded Wahinthe dirbAdryRbdciated @ithliiee t ar get

fileif the target file 1Is currently subject to the retention pol itcP/; and
11€

means for relsneehPHlicHgmRRR: e rPRINES th gtention plicy 18 thaiarasd Sle Miherizeh:
di rectory ;as306HRtG0W tg*%héi&téﬁ%h Bbi&H ah@hRBEd P dEBAhining PhetRAIML faggh ory of

the directory associated wth the retention policy, wherein the received
request difflectiadlutied withintadigpstory ayseciatedrvoth ail wrdweited roteprion Batiisid t he t ar get

file is alsp,. included wthin on Lrect i e fmted
et et on “BoBeREy B4 A PGt WAL AL e ARERTOHLE it dheeeylobd
ret enti on rpqldscdirecteden ehd @rdetfitehie hotllowied edl peocsydsitt @ thxget Alechinldong fil es,

CoTRet or 1 JacigRbi oné GledBnmSonited Yidl ol EHATLELY ERnan efentt e WlgdHiL "

is not currently subject to the retention policy.

There is further provided a system for archiving files, comprising: a memory
device including a hierarchical file system having directories; means for associating a
retention policy with at least one of the directories in the hierarchical file system, wherein
the retention policy applies to files included in the associated directory, and wherelin the
retention policy specifies a retention time indicating a time period during which a file is
subject to the retention policy; means for receiving a request to move the target file from
a current directory including the target file to a target directory; means for determining
whether the target file is included within the directory associated with the retention
policy; means for determining whether the retention time of the retention policy indicates
that the target file is currently subject to retention in response to determining that the
target file is included within the directory associated with the retention policy; and means
for applying the retention policy to the target file if the target file is currently subject to
the retention policy by: allowing the target file to be moved to the target directory if the

target directory is associated with a retention policy that has a same or longer retention
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retention policy with at |east one of the directories in the hierarchical
file system wherein the retention policy applies to files included in the
associated directory, and wherein the retention policy specifies a
retention time indicating a tine period2luring which a file is subject to
the retention policy; nmeans for receiving a request to nove the target file

from acurre ry includin he, t ile to a r get irectory;
means for ‘J&¢ &a%%m n?ﬁ%g?]ﬁ“é'rasquég?‘i\?"&&tﬁ? %%en} dirgcienyy W?'l i'H°t he
di rectory rageeeddi®e opetdlioh MEhE edtetildnQolicPassobited Wt the istetdRicefory Rishg
whet her the retention tine of the retention policy. indicates that the

target fi|sBoyter rgignfiemtimg thandhatdier the r?té’tl@mE’Qi’r?}’|aﬁs°tcb?§?5b‘ﬁ§]ét}tec9uﬂéflbr m ni ng
that the garges file is included within the directory associated with the
retention policy; and means for applying the retention policy to the
target file if tTerdiarygefurthet movisled an petotd of rsubljfmmretcomptibdegra@t)amuteon

policy by vmn the . tar file.t e nov oth |re orylf
Phe. ¥ ar yaatapReies meav Al B5hninesios e SXPaientef airtiung BYFS Wbt RLE LY sane
or longer co@é Bdxiedited 3&BOSBEpdratidasio BOperfdriiRd} thadpéfagonsadodipiristig: pol i cy
associated wth the current directory; and denying.the requested nove

oper at i on Frevigdg arhierarphicehlilsoiyptem haymgdirectogies asspciqiveadpigatonpe I tofly has
a shortery [e%gte(me'og fhd dlf@%t&ﬁ@_‘flkhfhla%crglgﬁlcﬁlhﬁlers?§t@rﬂt \llvﬁé}ef?lothé Féferﬁﬁﬁ%'h% ed

with the current irectory. ere 1s yet her provided an articl

manuf act urappiestprfiles ingluded:imrtb@ta@pc1aﬁeéd¢tatibe', sndwagsimibd |r@tnmtnqncpcxhswng code
that is execuhesda fege 1 n(%hl Vllnggafl l eﬂmewggcr) LQI’IIE hv%hlcﬁ%qqe 1S su CC tﬁd to
cause oper'Bf§ oRs?t SRS ormacflg% era conpr i sing: J row [ ng a

hi er ar chi gadenfiér polscysteeaﬂvh@w request dlecdre:o:ruoeaargasﬁke;:daémgu@ wl&:ttl&ﬂtﬂndan pol i cy
with at |east_one o thetg ctorles in the hltﬁrarchl cal {‘Ie system

wher ei n t hareptlile s inglrdpd i s 9pestey asgrcigted with thy riRaHon RONRE associ at ed

di rect ory degp@inthe ket A rét@ﬂtﬁﬁttlrﬁé‘opﬂ’lle Ir@¥ntichRc) i RBcales tBAQRE (gt e
indicating a tinme period during which a file is su {ect to the retention

policy; r e%@mmﬁlg subjeelcfasetentiiny lacespanicgodleteanyng thai e tarsetdileivinplydethet her
the tar i
gQ\;lt h k?e dl 8{0%; L&Q&Qte}ﬁﬁ“‘; mﬁe@ﬁm&tﬁ;e rp%%%%ﬁa%{ap%ﬁﬁ?&l‘e@ét@?t };chlc

retention policy; eterm ni ng er tl i.me o gtenhon
pol i cy i ndhecttges fildidithe theget filegeturkéntly submciciartheretdnyios pbliec tand detﬁememgl on in

i 1 oot ory "oheltee Pl e el AU P SR B b ocldfil YR e e on

policy to ret‘éilil@ort t&ﬁgi@fg sgbdlﬁact(frybhﬂletcﬁmlﬁmﬁy :ftdsbcﬁatb& withrthe rdtdritionypojiegt to the
retention polic an etermnjn ether the target file is inc]uded
within a dTheeen dieresaygticgrest diied el trih i gshieig not allowed to proceed if the

target file is also included within one directory associated with the unlimited retention
even if the target file is not currently subject to the retention policy.

There is yet further provided an article of manufacture comprising a computer
readable storage medium including code that is executed for archiving files, wherein the
code is executed to cause operations to be performed, the operations comprising:
providing a hierarchical file system having directories; associating a retention policy with
at least one of the directories in the hierarchical file system, wherein the retention policy
applies to files included in the associated directory, and wherein the retention policy
specifies a retention time indicating a time period during which a file is subject to the
retention policy; receiving a request to move a target file from a current directory
including the target file to a target directory; determining whether the target file is
included within the directory associated with the retention policy; determining whether
the retention time of the retention policy indicates that the target file is currently subject
to retention in response to determining that the target file is included within the directory

associated with the retention policy; and applying the retention policy to the target file if
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retention that is a subdirectory of the directory associated with the
retention policy, wherein the received requesi directed to the target file
is not allowed to proceed if the target file is also included within one
directory associated with the unlinmted2¢etention even if the target file
is not currently subject to the retention policy. There is yet further

provi ded rticle of manufacture conprising a, conputer readabl t or age
e um | ndns e TS G urRaD oetle e Sbs tRchy Al ik te ERERlsfa BF pe
code i s exgerHdad Rt 8ReRRS i fihe et drcdb®rPRIAs&cimel withe reRefid paRy
conprising: providing a hierarchical file system having directories;

associ at i ribatdiap asame polonge retoption time than the seientipnodey esfecigledawitivtices in t he
hi er ar chi il 1t ' ' B jes-to files
el uded TaTeRiEelE; Saghifk Mebchiddh Y SRRl B re BB ek | cy
speci fi es aasacetehwiththet target dinebitagthias g skorter netengeomi tode thanitineg fovthe betentionl e i s
subject to the retenti. Ny olicy;,.receiving a request to nove a target file
froma cu® ﬁ¥aﬁPPé§56W§1t?ﬁBFﬂﬁFH&“PH@ target file to a target directory;
determ ning whether the target file is included within the directory
associated with the retention Eolic¥i deterninieﬁy¥hether the retention

time of the retention p@lmgfﬁ) SCEIPELONQF THE \UéINGﬁ le is currently
subject to ret i I At 19 1Al fileis

i ncl uded wi t hi n%{etﬁéerﬂg?'rngvcvttgfgﬁ}:od}g?lsr%giﬂf@gﬁ%@ﬁg@b%@ﬁﬁstéﬂfr%% {cy: and
appl yi ng tcheespendmgiparts pobughput:o the target file if 1388080 |.DOC 2¢ the
target file is rent | ubject to the retentign policy by: allow ng the
target file to B1C FabsleRs2bREbpdfe e tahRsithed i Pph@rais s Toctory i s
associ at ednwdntibn areiefpddthémeed;pol i cy that has a same or |onger retention
time than the r ntion policy associated with the .curren irectory; and
denying t he reqﬁ’éété&?%ﬁe S BpEYARRIBAT 1F AFHZCRERERIA *aﬁramqaigfje WEEBLat ed
with the targeindivigth¥mbasichsdrtidifledi®hention tine than that for the

retention policy associated with the current directory. BRI EF DESCRI PTI ON
OF THE DRAW NGS Referring now to the drawings in which |ike reference

nunbers represent corresponding parts throughout: FIG 1 illustrates a
conputing environment in which enbodinments of the invention are
inplenented; FIG 2 illustrates an exanple of an arrangenent of a

hi erarchical file systemin accordance with inplenmentations of the
i nvention;
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1388080 _1.DOC 3 FIGs. 3, 4, and 5 illustrate operations performed to

_manage archived files in accordance wi.th inplenentations of the invention;

FIG 6 illustrates a conputing architecture that may be used to inpl enent
t he conputi-ng environnent described with respect to FIG 1. DETAILED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS3 In the foll owi ng description,
reference is made to the acconpanying drawi ngs which forma part hereof
and whi ch il ustrat@ssdviernd 5 Shistali uperttions heiftienddre sRRbge dreNGIAtfiey |t i S

under st ood t hgdcoRfaj&r %[ngq& .1i.zed and structural and
B b nlg%ggtv%ngﬁgﬁ?%d}gétéor% ng fromthe scope of the

oper at i onal changefl‘grrgy i :

present invention." ™ illystrates a semputing aachdtoetpret thatgnayrhel used reeifpléntenthi ch
enbodi nent s othe th@puti @mﬁbmﬂcxﬁﬁésciim\@m?ﬁkf&twﬁ:@y system 2 includes an
operating system4 an afile system6 that provides an organi zati on of

files stored in a storage device. The file system 6 nmay inplenent a

hi erarchical tree- | DKRAUECADESCRIMTION OF Tes: PREFERREDBMBOYIMYRTINE use of

directories and ' - OF | | kch the files or records may be

stored, where anﬁlutgiEl ?ﬂ%%%ﬁeﬁg@ﬂtggmhgnge g 'Eﬁ%’o‘f’ HhsAcaeRPRY g fisaywiags

directory. orWIPﬁlgf‘}‘E‘cﬁPad‘i hegrof erd whish fllustrate yevegshenbedimentsasftigqresnpr ovi des a

conmand | i ne invengibAP it AlndeSRbod kb Stlltexa&ﬂ)otdﬂa&ﬂé%?b& 061243 %hd %@ucg‘;g lore the
ed op such a

file system .f o file systemrel at erat1 ons, ving a
file to a sﬁggi(g’f’ ?rg{:‘i‘m&li %@F%Sr’??y%e‘%qq Whoyt denaping fegmm thersgore dfithee, creat i ng
a file, etc. prasentfipyentiosyst em user interface 8 nay conprise a file :

managenent program. i hatse: . : i on, .of the. hierarchical
arrangement of fi.Ies.llq.ﬂ'lszﬂét%??Féﬁg'%lsntggﬁ]%ﬁ%{éﬁe%‘ |{nn‘f' ich sraRodiments of ey i se a
st and- al one fRYeBUCRHSJBRIERENtSH.ogrARPS sysient 2 lircludes am gperatiig Systemid @d accessed

through an apilé syatdno6 tiat PGV RIS arfrgatAidh bakidsislor&d in a]sfporil%tcf:('ﬁg.pt S user
file request q-hggmagyg{e&% &gifﬁﬂgmg e . file. slyst rp user i1ntérface 8 directed
to the file system’6 and e Rifehiss t%ﬁ’l;‘ carrapgement eifilent i on
policies shod¥fhgpecikvelie hewsepf dicegtosiss ol swpdiratdrizs in whizhalgsfiasor or al | ow
Lhe_oper at | orecbris ARSI vHkR: diby!des¥SRE) Sl 1Mol Lbhs: SYStem
6 may provi dﬁir@cﬁrgso?] ﬂ}eqogtidi%st st olryed i nﬁt'ﬁ? st (ﬁr}g eggé&sgétr?{ylgfa&? Ler
connection 14, host  SYST e 2 ma) e ST é‘ée’é’?f?g‘éﬁﬁ PYideS dlevi ce known in
the art, sucfPmmand line or graphical user interface to enable the user to explore the file
system and perform file system related operations, such as moving a file to a
specified directory, deleting a file, renaming a file, creating a file, etc. The file
system user interface 8 may comprise a file management program that renders a
presentation of the hierarchical arrangement of files. The file system user
interface 8 may comprise a stand-alone file management program or a file
management function accessed through an application program.
An archival filter.10 intercepts user file requests generated through the file
system user interface 8 directed to the file system 6 and determines whether any
archival retention policies should block such user requested operation if necessary
or allow the operation to proceed to the file system 6 to execute. The file system
6 may provide access to files stored in the storage system 12 via connection 14.
The host system 2 may comprise any computing device known in the art, such
as a server class machine, workstation, desktop computer, etc. The storage
system 12 may comprise any storage device known in the art, such one or more
interconnected disk drives configured as a Redundant Array of Independent Disks
(RAID), Just a Bunch of Disks (JBOD), Direct Access Storage Device (DASD), as
a tape storage device, a single or multiple storage units, e.g., a tape library, or etc.




as a server class machi ne, workstation, desktop conputer, etc. The storage
_system 12 may conprise any storage device known in the art, such one or
nore interconnected disk drives configured as a Redundant Array of

| ndependent Disks (RAID), Just a Bunch of Disks (JBOD), Direct Access
Storage Device (DASD), as a tape storage device, a single or nultiple
storage units, e.g., a tape library, or 8tc. 4 The connection 14 may

conpri se anyTheamntcive lbemaw:@m;sxts@ﬂr@qﬂtcaf@& FetWemtstdr AN ol s Ig&gwﬂ” such
el ess, et her net Channel ,

k;
Zts ca) ns& \AgL lnotﬂge}r?%ggk?% a&%&"ﬁ\% e meﬁE el &eaﬁtgétb?fﬂ%wfrﬁlefslfé"%ﬁt Fibreg. | Advanced
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directory 30 and/or 32 so that the retention policy will apply to the moved file.

Another example of a retention policy to use as the pathname is
“RetainUntilX”, which specifies that files.in a retention directory having such a
pathname will be retained until the specified date “X".

In this way, the user may use standard file management interfaces to associate
a ﬁle with a retention policy by just copying or otherwise moving the desired file to
a retention directory. With the described embodiments, specialized AP]s or
customized interfaces are not needed because a standard file management interface
is used to specify the retention policies. Moreover, the user can define a retention
policy by including descriptive language statements in the directory pathname,
which are understood by the archival filter 10, that describe and specify the policy.
This avoids the need for substantial training to instruct users on how to apply an
archival policy to a file.

FIG. 2 illustrates an example of a hierarchical arrangement of directories,
where the pathnames of the directories 30 and 32 provide a file retention policy to




a-file wwth a retention policy by just copying or otherw se noving the
desired file to a retention directory. Wth the described enbodi nents,
specialized APIs or custom zed interfaces are not needed because a
~standard file managenent interface is used to specify the retention
policies. Mreover, the user can define a retention policy by including
descriptive |l an ge statenents in the directory pathnane, which are
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100) the request to modify the target file, if (at block 102) the target file to modify

is not within a retention directory (directly or w1thm a further subdirectory thereof),

then the archival filter 10 passes (at block 104) the modlfy request to the file

system 6 to execute. If the target file is within a retention directory, then the

archival filter 10 returns (at block 106)-a message indicating denial of the erase

request due to a retention policy. The message may include additional

information such as the specifics of the retention policy and the pathname of the

directory including the target file.

With the logic of FIG. 3, any request to modify a file, as opposed to erase the
file, may be denied regardless of whether the archival policy applies. This bar on
modifying archived files regardless of the retention policy would prevent the
situation from occurring where a file whose retention period expired is modified
and subsequently subjected to a new archival retention policy. Ifsuch
modification were allowed, then the new archjval policy may be applied when the




100), the request to nodify the target file, if (at block 102) the
target.file to nodify is not within a retention directory (directly or
‘Wwithin a further subdirectory thereof), then the archival filter 10 passes
(at block 104) the nodify request to the file system6 to execute. If the
target file is within a retention directory, then the archival filter 10
returns (at block 106).a nessage |nd|cat@ng deni al of the erase request
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l)?f ?Lg&t on 8&8&;?5 111 the retention period has not expired, then control praceeds to block
108 to return the message denying the erase request.
A retention period expires if the time period of the retention policy has been
- exceeded. For instance, if the retention period specifies a termination date, e.g.,
“RetainUntil_1/1/05", then the retention period expires on the specific date.
Alternatively, if the retention time period-specifies a time frame, e.g.,
“Retain_3Years”, then the retention period expires when the current time exceeds
the retention time period plus the time the file was created, last modified or added
to the retention directory.

With the logic of FIG. 4, an erase operation is not allowed to proceed if a file
is within a retention directory and the retention policy has not expired with respect
to that target file. Thus, files with different creation/last modification dates may
expire at different times according to certain retention policies specified in the
directory file name. In this way, the archival filter 10 filters all erase requests,

In certain implementations, the archival filter 10 would pass all read requests to the
file system 6 to execute.



directory including the target file. If (at block 126) the retention policy

is for a defined, i.e., expirable, tinme period and if (at block 130) the
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retention period has expired, then control proceeds to block 124 to all ow
the erase request to proceed. Oherwise, if the retention period has not
expired, then control proceeds to block 108 to return the nessage denying
the erase request. A retention period expires if the tinme period of the
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If (at block 156) the retention policy does provide an expirable (finite) time
period and if (at block 162) the retention time period has expired, e.g., the specified
termination date has passed or a termination period from the file date has expired,
then control proceeds to block 154 to pass the move request to the file system 6 to
execute. Otherwise, if the retention time petiod has not expired and if (at block
166) the target directory of the move has a'same of longer retention policy than the
retention policy of the directory currently including the target file, then control
proceeds to block 154 to allow the file system 6 to execute the move request. [If
(at block 166) the target directory has a shorter retention time period than the
current directory including the target file, then control proceeds to block 160 to
deny the move request.

With the logic of FIG. 5, a file can be moved from a directory associated with a
finite retention policy, i.¢., one with an expirable time period, if the file is being
moved to a directory having at least as long or longer than retention period.  For
instance, if a file is in a directory having a retain forever retention period, like the
hold directory 34 (FIG. 2), then a file in that hold directory may only be moved to



exanple of FIG 2, a file noved fromthe hold directory 34 would have to be
.moved to a directory having a retention policy of at |least five years. In
alternative inplenmentations, a pernmtted directory may be associated with -
shorter retention tine periods or no retention policies. If (at block 158)
the nove is to a permtted directory, then control proceeds to block 154
to pass the nove coomand to the file system6 to execute; otherw se, if
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LR PO g S osAet LAt SR el Rl o 1
r engmeermg techniques to produce software, firmware, hardware, or any
combination thereof. The term “article of manufacture” as used herein refers to
code or logic implemented in hardware logic (e.g., an integrated circuit chip,
Programmable Gate Array (PGA), Application Specific Integrated Circuit (ASIC),
etc.) or a computer readable medium, such as magnetic storage medium (e.g., hard
disk drives, floppy disks,, tape; etc.), optical storage (CD-ROMs, optical disks,
etc.), volatile and non-volatile memory devices (e.g., EEPROMs, ROMs, PROMs,
RAMs, DRAMs, SRAMs, firmware, programmable logic, etc.). Code inthe
computer readable medium is accessed and executed by a processor. The code in
which preferred embodiments are implemented may further be accessible through a
transmission media or from a file server over a network. In such cases, the article
of manufacture in which the code is implemented may comprise a transmission -
media, such as a network transmission line, wireless transmission media, signals
propagating through space, radio waves, infrared signals, ete. Thus, the “article of
manufacture” may comprise the medium in which the code is embodied.
Additionally, the “article of manufacture” may comprise a combination of



archived files renoved froma retention directory to allow tracking of any

files renpved fromthe retention archives. Certain of the described

i npl ement ati ons provide techniques for using a standard file system
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medi um i n wini &eser iterfrodinidowerkiisglayc menbdlatid heneldcing B SroaklkCl € Of

manuf act ur eoptiBaYdi §REYRE iS@e fheh M0} | rdware. and sof tware
conponent s i)ir?hwhilc%éohe cod cg?s demngg)dé?g&?é \B)?%d(?ggsaé%feggtﬁéf TENARSY. o
course, thoSe tEPISPLPH2EME art will recognize that many -nodifications

may be made t oln édriircdeséritgdimplementativmbotie acbhpar fiitédd ofi§ SHwnNR aSCope
separate program component.  The archival filter 10 may be installed separately
from the file system 6, such as a separately installed application program that runs
when the operating system 4 and file system 6 are initialized and screens files the
user is attempting to erase or move. Alternatively, the functionality of the
archival filter may be incorporated directly in the operating system and be made
available as a feature of the file system installed with the operating system. The
archival filter 10 may execute in the kernel of the operating system or at different
priority levels.

In described implementations, a retention policy associated with a directory
applied to all files within that directory, including files in subdirectories of the
directory associated with the retention policy. In further implementations, certain
subdirectories within the retention policy directory may include files not subject to
the retention policy, such as the case with a hold directory grouping files that are
retained indefinitely, irrespective of any retention policy associated with a directory
in which the hold directory is included.



of the present invention, and that the article of manufacture nmay conprise
.any information bearing nmediumknown in the art. In certain described

i npl ement ati ons, the user associates a retention policy wth a directory
by indicating a retention policy code in the nane of the directory to
apply to all files included in that directory. In alternative
inplenehtations the wuser may associatEa retention policy with a

directory in a nmmaegcnsémplenk@mmpIar;\gnrr@wgq@g}?dg;seo oLl iy ectory. For
ICles W

i nstance, the_u i é retention %Dattrlbutes
defined for ‘eaﬁ’%‘é@i’ 83 {FYaf aRPHfé fq filgs gyﬂs@'&ﬁorymp@htemhohe reteptiomt  be

i ndi cated i n pélyrfantie dinetpododispeeitied by IR re@RERNHARY. rne.gcéﬁ{a{,{)g of the

Pl cr ar bt cal %ﬁ@éfﬁ%tfowﬁ%%m {eftefion RSfichaf Ty BSTpURG o Waebisst oo

M CROSOFT W wﬂ@ttmmoa@y ng system the attributes that may be assigned to
a directory are r@@&e%%%q E)érr{eh@mnsch'{c @'ﬁgo?m@” g@@g}oﬁf"” oyer the name of

the directory dISp a e a user e Wn FP8Y a nenu, and
then sel ect i rfjrscieay p °c‘f°éf§’ﬂs‘€ﬁp4 ﬁ@ﬁnm@mfabﬁsmemnom paliayenin al(eh‘lamIVé)SOft and

W ndows are riegplehataidng, rtﬂéi@ial&fg"o?theqfcte%&{ ?’(ﬁﬁfyﬂn {e pQ%%BE ﬂﬁg coxlanS ertain

described i J.Qn hi val t 'S S separate

program conpneﬂn‘go%%aﬁ 194 éesﬁ B‘é‘fe qf%i‘ %“E?)“ H%[SFybe priagtanceche 9%@ ely from

the file systie# @ codad withsRataind Yamalt, ethjch matdadchpdo:a@mhé fednition ppli@Yr am t hat
pBhé&d

runs when tm;aqh@gr@gd Gve Ysdeelly 42 re initialized and
screens fil ejh use{p y 6ttée%rrpt i Eg {Vgicgrﬁ% E?om)\/e 88y dFPHPHAR Sy el y, the

sfunctionalit ar%éefef&’rﬂ’em Y- filter may be incorporated directly in the
operating syst erﬁlﬁsd3 e amhil describedpe itk @pﬁsn@sf&éﬂﬂdﬁ?lﬁ p&r&&:lir'dr@ersySt em

installed w tlﬁ‘alttélﬁat%qﬁl? chﬂ:ﬂtaﬁ I?St géHam %Rerz&%F]? B{agﬁf p“ﬁ?’?‘lﬁ"ﬁl‘??/ %e)s(ecut ein

t he kernel of ‘5 I n
descri bed i mSF ﬁ?%ﬁrsremaV¢det Marpw erisinnay tmedded @ithelaboive Bewariféd ect ory

appl i ed to aldgié andesilMohfing tb ﬂﬁtdc%rmﬁ&hﬁélgme%gﬁiﬂdﬁg&ét égrtﬁllé)r% policy. In

subdi rectori ggsc% cwem q,rll rector assgli;y
further inpleren RO MY SHIUCQHBY PrererginioBeratipnstnay bersoeassadrini on
policy direcP#elelmy et Ather eperaticas nrytbepatfpmudd Hya siidieproeéssingivaft opol i cy,
P

such as the Bﬁﬁﬁtﬂbu&é@i @o&h@& dm{sect ory grouping files that are " retained
i ndefinitely, Prlgsgqﬁ_‘ jve é retenti n policy associated with a
directory in which tHe Hoi ‘H’edlnlp regagjon Q 3 FRIMEHIE rchitecture 200 of the

host system 2 shown in FIG. 1.  The architecture 200 may include a processor 202

(e.g., a microprocessor), a memory 204 (e.g., a volatile memory device), and

storage 206 (e.g., a non-volatile storage, such as magnetic disk drives, optical disk

drives, a tape drive, etc.). The storage 206 may comprise an internal storage

device or an attached or network accessible storage. Programs in the storage 206

are loaded into the memory 204 and executed by the processor 202 in a manner

known in the art.  The architecture further includes a network card 208 to enable

communication with a network.  An input device 210 is used to provide user

input to the processor 202, and may include a Keyboard, mouse, pen-stylus,

microphone, touch sensitive display screen, or any other activation or input

mechanism known in the art.  An output device 212 is capable of rendering

information transmitted from the processor 202, or other component, such as a

display monitor, printer, storage, etc.

The foregoing description of the implementations has been presented for the
purposes of illustration and dcscrlptxon It is not intended to be exhaustive or to
limit the invention to the precise form disclosed. Many modifications and
variations are possible in light of the above teaching. It is intended that the scope



10 .In described inplenentations, a non-re-witable and non-erasable type
restriction policy is applied to files in a directory associated with the
retention policy for the time period specified by the retention policy. In
alternative inplenentation, different retention restrictions may be
applied to files subject to the retentijpn policy. In described

i npl enentatio - cQdi of the retentjon policy in the directory
pat hnarne co &S"ltfs;ga ’ét?°§‘g’s"gg\“g ir@ﬁg%ﬂ”sc%‘émleétdé??ﬂpw, bl rather by the glaires nat i ve
i npl enent at | %@P : é‘e&fe i ngICGPOYEPesification; exampiss iang data ptavalepatobipiare nay
conprise a c Sqeriptiemofthe TREuiaage adtsepé thefcompesitiat efithe mvemivhi Cginckor

i nstance, t he™pR iRpAsfacntatiops plthe inventioni cah be RetlaimitBY@aleparting\Bb&lihd S a

descri ption oPHIA8dseapef therinysotiom the inventian nesides t5GE cRIhY Q&GRSR €. 9. . " X11
", whi ch may #pendsdovi de any description of the actual retention policy.

FIGs. 3, 4, and 5 describe specific operations occurring in a particular

order. In alternative inplenentations, certain operations may be perforned
in a different order, nodified or renoved. Mirever, steps may be added to
t he above described logic and still conformto the described

i npl enentations. Further, operations described herein may occur
sequentially or certain operations may be processed in parallel. Yet
further, operations may be performed by a single processing unit or by

di stributed processing units. FIG 6 illustrates one inplenentation of a
conputer architecture 200 of the host system?2 shown in FIG 1. The
architecture 200 may include a processor 202 (e.g., a mcroprocessor), a
smenory 204 (e.g., a volatile nenory device), and storage 206 (e.g., a
non-vol atil e storage, such as magnetic disk drives, optical disk drives, a
tape drive, etc.). The storage 206 may conprise an internal storage device
or an attached or network accessible storage. Prograns in the storage 206
are | oaded into the nenory 204 and executed by the processor 202 in a
manner known in the art. The architecture further includes a network card
208 to enable comunication with a network. An input device 210 is used to
provi de user input to the processor 202, and may include a keyboard,

nouse, pen-stylus, mcrophone, touch sensitive display screen, or any

ot her activation or input nechanismknow in the art. An output device 212
i s capable of rendering




information transmtted fromthe processor 202, or other conmponent, such as
.a display nonitor, printer, storage, etc. The foregoing description of the
i npl enent ati ons has been presented for the purposes of illustration and
description. It is not intended to be ekhaustive or to Ilinmt the invention
to the precise formdisclosed. Many nodifications and variations are
possi bl e i\Q’elcilaqm- of the above teaching. It is intended that the scope 11
of the invention'be limted not by this detail ed description, but rather by
the clains appended hereto. The above specification, exanples and data
rovide a conplete description of the mapufacture and use of the
(F:)orrposi tion (r)r}) the i nveRetind fosprgpiving filgs 10 hennepHicirardabisterags medivAvent i on
can be madgWrkheut departing fromthe spirit and scope of the invention,
the invention resides in the clainms hereinafter appended. 12 W claim 1.
A met hod for ar auoxiding afliigrarchioal Hlecsyptpurt fewingahictaiones §t e agmpnisdiaadable

conpri si ng, ovi g a hierarchical file systemhaving directories in the
conput er %ggg%%%ggus}gorage medi um associating a retention policy with at

| east one of theasdiciaiaparttestiompdlivg with sirleascbneal thé Hirectsystiamhe wherei n t he
retention policy lies to files included in the associated .directory,
and wher ei erf“f?@%@ﬁé@’ PEH ﬁ'Bf‘ieH}/&lg ﬁféﬁl?t_fqné’sohﬁy la@?qlﬁtt? gi@t‘?ﬂ\é‘?qdriﬂit%ti ng a
time peri Qdsddidtd\Grdtirg ar@ Whdr@nitie l%téfansﬁ?pﬁ@ dpREifieeh BAbARIM tRAL irl¥bating

receiving a request directed to a target Tilé; determ ning whether the
target filadimepened e whichp file lssubieetde tharigteatiswpolatyed with the retention

policy; determ ?h%gvit{\gfgége]}%%?t}c{i]%ctregttggurg%tfflé.rre of the retention policy

i ndi cates that I's curr y subject to retention in
response to det eerarmimgg thether the targetdat isfin¢ledédswithincheidieettavytabdoriatdae

directory associated with the retention policy; applying the retention
policy to Wlﬁb&leéaﬁ%tfonfﬁqthéyi f the target file is currently subject to the
retention policyetedmthiSeiRERENthE GethiRinhiBke bBe FQEERIN Jolic @ indscatddchatded
within a directory associated with o ]
target file is currently subject to retention in response to determining that the target file is
included within the directory associated with the retention policy;
applying the retention policy to the target file if the target file is currently subject
to the retention policy; and
determining whether the target file is included within a directory associated with
an unlimited retention that is a subdirectory of the directory associated with the retention
policy, wherein the received request directed to the target file is not allowed to proceed if

the target file is also included within one directory associated with the unlimited retention

even if the target file is not currently subject to the retention policy.

2. The method of claim 1, wherein associating the retention policy with

one directory comprises indicating a retention policy code in a pathname of the directory.
3. The method of claim 2, wherein the retention policy code in the
pathname specifies a time period during which the retention policy applies to files within

the directory.

4. The method of claim 3, wherein the retention policy code in the

pathname of the directory provides a description of the retention policy.
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an unlimted retention that is a subdirectory of the directory associ ated
W th the retention policy, wherein the received request directed to the
target file is not allowed to proceed if the target file is also included
within one directory associated wth thd3unlinited retention even if the
target file is not currently subject to the retention policy. 2. The met hod
of claim1, whergin associ £ nt i one di ectory
conprises indic flng a réP%h??gﬂdpé?ltyEGEIgg?ﬁmgpﬁéP%%%%QH%?cPﬁ8¥

di rect ory. spedifieddetepehiéieth thé ratmiompdlicyagilis fo filkke iff eiealifecby pobd toYheode in
the pat hnane cifies a i e period ur|n which the retention policy

appl i es t ospr«w%@g dafiei & pecift q@élra? PEde gerew the petentiqnpadicy pelicsitereach g ék ei n

the retentieg;B&biyCihr %@?eélﬂe& fife é)@t%(ﬁ‘ ﬁﬁlmvn? 2 hhﬁ tHe Ef‘ec\tv&* Mol H8%ina
description of thé retention policy. 138308 . The nethod of

claim11, wingiad peniedof frmeperi od conpri ses one of a speC|f|ed dat e,
wherein the retention policy applies to files in the directory prior to the
specified date; a specified tine period, wherein the retention policy
applies to each d.ile iThe théthodiof cﬁaihot,ywlﬁ@éinttlﬂ@rasqjﬁohfpbﬁdy fppies ppuhidhe
following a ti.ne _the file was nodified; and unlimte rlod of time.

6. The metREAUEH URCa] ‘Xherﬁ}l‘?é?%feﬁeﬁ“ﬂ@ pPB@é?ﬁH ’Gﬁtop%‘Flt%fﬁet E)I‘ QUIERt UREI |t he

retention jthgBgreaBoihwh ecabRntiietim@t ention policy applies to the target file
if acurrent time is not greater than the retention time. 7. The method of

claim1l1, wherein the retention tinme specifies a tine period, and wherein

the retention pojicy agld&hod 8fé1§§?n %ﬂe‘?&{] the! fe én}m uﬁwsggahe{&%gi S not

greater than a time conpri Sing nodi fi ed
pl us the s;maod;‘areldxhdrelrmhqoetanudn p8hcyTzk;¢>heetdtbdtangetdilalfrmclmemhmmeiismd:the
request dlre to.the target fi ses [ eq t, to rase r, nove
et ar getEFPgha R g ah B Ta AT s TR Ecan i ROdRA R B Atk
preventi ngirhégedRjuest to erase or nove the target flle fromoccurring. 9.
The nethod of claim1, wherein if the target file is not currently subject
to the retention policy, then allowing the received request directed to the

target file to groceefe Qnodbec1MRE hQ%éPélell@I'emlést dMORELINKE pa?gé’t?tl@nt 1on

policy conprises a non-re-
comprises a request to erase or move the target file, and wherein applying the retention

policy comprises preventing the request to erase or move the target file from occurring.

9. The method of claim 1, wherein if the target file is not currently subject
to the retention policy, then allowing the received request directed to the target file to

proceed.

10. The method of claim 1, wherein the retention policy comprises a non-re-
writable and non-erasable retention policy and wherein the directories and files therein

are stored in a magnetic storage medium.

11. The method of claim 1, wherein additional subdirectories may be
included in the directory associated with the retention policy, and wherein the retention

policy applies to any file within the additional subdirectories.

12. The method of claim 1, wherein the directory associated with the

retention policy is a subdirectory of another directory.
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writ.abl e and non-erasable retention policy and wherein the directories and
files therein are stored in a magnetic storage nmedium 11. The net hod of
claim1l1, wherein additional subdirectories may be included in the
directory associated with the retentionl$olicy, and wherein the retention
policy applies to any file within the additional subdirectories. 12. The

met hod of claiml, wheyrein t di recto associated w the retention
ol 10y (s & cubdt ect db PP RE RS e e FoA i Gaatishle Sidee HRRRy A
met hod f orcoafpeiingt ng files in a conputer readable storage medi um
conprising: providing a hierarchical file system having directories

¢ [ S !
representing fi [PEQViferucraghiglifilersyptenduying difestosige repaescnine Alss stthat i ng a

retention RPAUJuGY r¥dhble&lorh&Antdigme of the directories in the hierarchical
file system p'\}\l/herrei n t(aheorr et entllﬁoh policy applies to files included in the

associ at ed di r ecissciatingndetshieorepalicyhvathy gtleast owmofigbe dusctepesdnthes a
retention, tine, indicatin ti riod during which a.file is subject to
the ret entql%rﬁm&flafjfé%;Syf‘t@g‘el"v@?rﬁﬁ]@e E‘gtaﬁ@gtp '6Y ﬁ@?/léestt?'lgletsé?cdgfedflfllﬂée froma
current didkeriBéd/dirdeedrydindgvlidiéin thdegatioh 'pblecgt %e@iﬁ%ﬁﬁ gatntibnl t@fé Bidicating
determ ning. whether the target file is included within the directory
associ at ed Uif P EIrIg HER 8 flgisisibiget ta diegieliHpmgodiet her the retention

time of the retepldinRs ReLduedt th AHve MEBrdeP e f}&ﬁachﬁ{egte&irefc{drﬁiri&uogﬁ{h@m ly

subject to retention in response to determning that the target eis
i ncl uded winght filettge tarpetaliteotoyy;associ ated with the retention police; and

applying the ret 1 OF i i{e.d: . fileis
currently subj eéit% &b&o’%&béetﬁ érnt%l?(t)akgeg(gﬁ?{:sag{)lg&({\gﬁupéf\}mgﬁlééc%rge&%%’rc bag%d fileto
be noved tvatl the rétemtgeipadicyectory if the target directory is associated with

aretention policy that has, a sane or longer retention,. ti t hap the
retention poloi c;?leéo‘l?g’é’%‘?%‘t" etheh "Fﬁrettﬂgloeﬁ‘rn?%?f{thﬁf‘?‘%‘H{OBrR?,hcél‘fgﬁa’éWFﬂdE? he

request ed tampuEi1e REaRdnaY siifjedths rétaitRmtih Q&FweitSHeﬁﬁﬁﬂ?ﬂgﬂ‘t}the Wrkdt H1OR

target directory has a shorter retention tinme than that” for the retention

pol i cy asdedudadeuithin the dirrstary pssepiatediidcthg rgtention police; and
applying the retention policy to the target file if the target file is currently subject
to the retention policy by:

allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention
time than the retention policy associated with the current directory; and

denying the requested move operation if the retention policy associated
with the target directory has a shorter retention time than that for the retention

. policy associated with the current directory.

14. A system for archiving files, comprising:

a memory device including a hierarchical file system having directories;

means for associating a retention policy with at least one of the directories in the
hierarchical file system, wherein the retention policy applies to files included in the
associated directory, and wherein the retention policy specifies a retention time indicating
a time period during which a file is subject to the retention policy;

means for receiving a request directed to a target file;

means for determining whether the target file is included within the directory

associated with the retention policy;
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14. A systemfor archiving files, conprising: a nmenory device including a
‘hierarchical file systemhaving directories; neans for associating a
retention policy with at |east one of the directories in the hierarchical
file system wherein the retention polid§ applies to files included in the
associated directory, and wherein the retention policy specifies a

retention tine indic?ti a.tig&@&griod durin mhiﬁg.a fi.le is subject to
the retention pdPfEY;OMEaHE 188 fUFﬁGmBnngﬂégft_NFEEP@HWNEYa_target
file; meanggfcafes Bet BleThknGleWOalReky s ettab 9&bntfdn if réspohdicb WdREmMiAdi N t he
directory associated with the retention policy, 1388080_I.DOC 15 neans

for det er nhai the tage tfhers in¢gladedeysiinitndirgotary @psoctptedreitie Hicireteniien peley;
i cat es that i e _ . A
obonceto aer SRERRTESRhpIL Bl B TAI Yy TUAEL RIS IR AR

response to determning (S
di rect ory assaty attgectw the reteatiorepdintyt and pol i cy; neans for applying the

retention policy to the target file if the target file is.currently subject
Lo the rotenti o FOsIaChE e athe e he uer B i g WREEHBIT Y HESHger 11 &
i s incl udegdsyidibd With aflivhBafi©l Yete@fonQRAtat 8 dubMiteBtopofink idifettBel 4sed@itkd on t hat
is a subdirectory of the directory associated wth the retention policy,

wher ei n t heith gegtigatdon pelirys Whercidae ergetved remestligated e the targehle is Bt owed t o
proceed if iclse, J Lncl BT i ci ated
N th the LEEdiEBAREed it bipelRds hAGNARRANIIA Bn P BReL L Sl IR RN

subj ect t aht helimgedreténtion eper ifthe tafigst filthe neyairentlpkulytditortiedctenhien ei n t he
nmeans for aisociating the retention policy with one directory indicates a
retention B0Ycy code in a pathnane of the directory. 16. The system of
claim 15, wherein the retention policy code in the pathnane specifies a

time period during which the retention policy applies to files wthin the
directory. 17. Tie systiedysemaigiawmnils, whgsHeihg nigias {qrasograting dhetsiphPR es

one of: a ,3PEGfH fR HREGry WARGRL A LR Sy I8 ROL pAMnARPYA BS dirbeiddyl €S 1N
the directory prior to the specified date; a specified time period,
wherein the retention policy applies to each file in the directory for the

specified tinme gl%r. | od 0l L AN it 1B whBRir] fhb FetdforRC] 686 indRd an-
unlimted period of tine.
pathname specifies a time period during which the retention policy applies to files within

the directory.

17. The system of claim 14, wherein the time period comprises one of: a
specified date, wherein the retention policy applies to files in the directory prior to the
specified date; a specified time period, wherein the retention policy applies to each file in
the directory for the specified time period following a time the file was modified; and an.

unlimited period of time.

18. The system of claim 14 wherein the retention policy applies up until the
retention time, and wherein the retention policy applies to the target file if a current time

is not greater than the retention time.

19. The system of claim 14, wherein the retention time specifies a time
period, and wherein the retention policy applies to the target file if a current time is not
greater than a time comprising a time the target file was last modified plus the specified

time period.
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18. .The system of claim 14 wherein the retention policy applies up until
.the retention time, and wherein the retention policy applies to the target
fileif acurrent time is not greater than the retention tinme. 19. The
system of claim 14, wherein the retentidfh tinme specifies a tinme period,
and wherein the retention policy applies to the target file if a current

time is not gregter than ti conprisin tinme the rget file_.was | ast
modi fied plus t%)'_specﬂﬁ Séfgen’tqr]fer?éa‘_ g‘ﬁ Wz‘?re%@@‘g(ﬁ%‘blfft.J}ﬁéﬁ%f.g%’%r.getrﬂ]é system
of clai m ldmpMies £idqutdto ERKIGShoH the¢drél 116, dnhSvHeadif ele rhidr fﬁp@nyiﬁgs a
request to erase or nove the target file, and wherein the neans for

appl yi ng thpecterdtonmolisn Prsypte fhegeguashioserassor maygaky taggset laSemeccypng. t he
target file fromoccurring. 21. The systemof claim 14, wherein if the
target file is not currently subject to the retention policy, then the
recei ved request2ldi r eckledystemtdieldiarlgewheielreifitte tatdeofideds ot cyprendg eahje@2.

Th t f i.m 14, j ddi ti I bdi tori i.ncl uded
T o b oS AT bl DB et P PR R S B e
retention prpgdeticy applies to any file within the additional subdirectories.

23. The systemof claim 14, wherein the directory associated with the
retention policy is a subdirectory of another directory. 24. A systemfor

archi ving fil es o0 OMprirgiytiom (ERIRIY, SRVehfaddfdALBAIRcBHEr Abrhé cal Tl e

system having directories; nmeans for associating a retention policy with at
| east one iofludévkindhe dictatery assocratedheith Hiegetaniedri pellcyf andewhgrsinghg rat¢ngioei n t he
retention licy.applies.ta fi.les included.in the associated directory,
ond wher oibeh BRI RS Al deit AR LR adTin Ton 1 1 et ndi cating a
time period during which a file is subject to the retention policy; neans

for receiving a reque to nov he target file froma current directory
i ncl udi ng the t&’get ?lf eéYitsmﬁtciﬂlge‘ﬁzw Prewt Bﬂy?ct%ﬁgoeﬁﬁﬁf wahéhari ni ng

whet her  t hech@bdgslichiib & sitileBehigeshod Rirbebfie directory associated with
the retention policy; nmeans for determ ning whether the retention tine of

the retention policy indicates that the target file is currently subject
to retention in 2r4.eSpOOA§§ysEeQn gogta%hri’@iﬁ-é 'ﬁ(ﬂes, comprising:
a memory device including a hierarchical file system having directories;
means for associating a retention policy with at least one of the directories in the
hierarchical file system, wherein the retention policy applies to files included in the
associated directory, and wherein the retention policy specifies a retention time indicating
a time period during which a file is subject to the retention policy;
means for receiving a request to move the target file from a current directory
including the target file to a target directory; ... ... .. S
means for determining whether the target file is included within the directory
associated with the retention policy;
means for determining whether the retention time of the retention policy
indicates that the target file is currently subject to retention in response to determining
that the target file is included within the directory associated with the retention policy;
and
means for applying the retention policy to the target file if the target file is
currently subject to the retention policy by:
allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention

time than the retention policy associated with the current directory; and
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that.the target file is included within the directory associated wth the
retention policy; and neans for applying the retention policy to the
target file if the target file is currently subject to the retention
policy by: allowing the target file to B noved to the target directory if
the target directory is associated with a retention policy that has a sane

or longer retention tine.than the retention pol. associated with the
current directory; ano‘ae_i%"%gg‘?)fﬂu pyve %ﬁ?ﬁ%f m‘/?éetrega%g?lécé'_ aﬁfﬂféateJ]
operation if thewftﬂl%ﬂhtg@ﬂdi&%'tdrgfhaﬁ§Me@}&éhti@nttﬁné fhen tiedt tthélbdi@sioqr y has
a shorter retention tinme than that for the retention policy associated

with the currentPdicy@ssosiajed with thagugent direstosy. nanuf act ure conprising a
conput er readable storage nediumincluding code that is executed for
archiving files, wherein the code is executed to cause operations to be
performed, the dier atismsrtctengfmaiufapturpcompdsing azompetearcidildalstofidee syst em

havi ng di ori.es i atj tion.pofj i th at |east f th
i v ectori By REuaREERE: Byl BBl FLRTERBARE e Rl R eraitaol i oy
appl i es t aofcdahi@Sopertiotsierbd perfohed, absOsdrai @ cdnpesingr y, and wherein the

retention policy specifies a retention tine indicating a tine period
during which a fRrPwding ashipjaedical fla gystepehaving BreckBlescy: receiving a request

directed to a t Ak fislerclbEbel it MNelPShe biRe LREABKed il | S i ncl uded

within the directory associated” wth t retention policy; determning

whet her t heenarthesal fitersystieme wiikreiththe referiian prlicgapplias to fiddsdntleded indbe t he

target file is..currently subject to rett.enti nin.i t o.det erm.ni ng
%te(;‘l fi]lrector a g

ooy B REh b SO R PhBS el e R B s Al T

that the targe
retention imk @ytioddring which hdil¢ Btsabjetian thotetedyioh @olibe target file if the
target file is currently subject to the retention policy; and determ ning
whet her the tar J8¢CYPE @ TPQUES Teﬁﬁéﬂowt%rﬁ?trfﬁ%é directory associated with an

unlim ted retentie@imifag whdther heRAbEERE N i¥cRlcd BanR theak&lYryaRsRE@t ed Wi th
the retention policy, wherein the received request directed to the target

file i s novitlathegolentiempglicyceed if the target file is also included within
one directory ascﬁ?e?fnﬂ{iﬁgw\ﬁe&gr tthg?etgrmdnrﬂrﬁg gf tﬁlgg'&gltltﬁo%rbolicy indicates that the

target file is currently subject to retention in response to determining that the target file is
included within the directory associated with the retention policy;

applying the retention policy to the target file if the target file is currently subject
to the retention policy; and

determining whether the target file is included within a directory associated with
an unlimited retention that is a subdirectory of the directory associated with the retention
policy, wherein the received request directed to the target file is not allowed to proceed if
the target file is also included within one directory associated with the unlimited retention

even if the target file is not currently subject to the retention policy.

26. The article of manufacture of claim 25, wherein associating the
retention policy with one directory comprises indicating a retention policy code in a

pathname of the directory.
27. The article of manufacture of claim 26, wherein the retention policy

code in the pathname specifies a time period during which the retention policy applies to

files within the directory.

1388080_1.DOC



even. if the target file is not currently subject to the retention policy.
26. The article of manufacture of claim25, wherein associating the
retention policy with one directory conprises indicating a retention policy
code in a pathnane of the directory. 248 The article of manufacture of
claim 26, wherein the retention policy code in the pathnane specifies a
time period duri whigh t retentjo oli.c plies to files w.thin the
directory. 13880%_I . —B&f"{f}g{e Oggl.anﬁ‘%é&éé)?ﬁl%?‘é’ ‘%‘? WhHERR Hhe gleation p\é\ﬂ‘% m 27,
wher ei n t hevde6h @t jatihapRl Jfele digdeory prdvidesRadcBaaRnf thdiRtedtibg pbREy Provi des
a description of the retention policy. 29. The article of manufacture of
claim?25, wherein the tine period conprises one of. a specified date,
wherein the ret ion | £ ' i | - di rior to
the specified dg?%; arggggﬁ%Fgggkkﬁgc%gﬁ%%%%ﬁh%gﬁg?ﬁn?ﬂghﬁg%gé%%ﬁn policy
appl i es t ocommuises pheofi p spévefiati datg tdreyeif tre reteatisppalidyi apglies toeilpeini tbel

fol |l ow ng tine the file dified,. and an.uplimted period of . .tine.
30. The artf¢ ?Oéy 8F°W§nth? %etc\llf%g dér?e’ & sRFH{ ,‘m\%?%‘?%(f VRN ﬂ“&fSWPP%‘hP?JWi cy
appl i es upapplits {o dable filecin@hé digdtdrlyT8r tha el tehé péitel folb@itgd LAmMBehd K¢
applies to the é%rget f;%f i.f acurrent time is not greater than the
retention Yimeodiged; apdanginfimited pgrodhiingct ure of clai m 25, wherein the
retention time specifies a time period, and wherein the retention policy
applies to the target file if a current tinme is not greater than a tine
conprising a ti .t he Theragecle pf menyastuteagficlamd 5, inbereipthggetehgospamiyf | ed
time period, ., L Cl. facture of claim.25 erej,n . the
request di a%gg ?%ucp g;glﬁ t?#eelte{}lglrgag&e?? él&ewg%ﬁ%l rtlﬁg éestenglop é’(% &% ?pélihbes & g)géargf;t nove
t he tar getfilkiif ecursmdtimieas eotrpreg thamge rétbetionaireat i on policy conpri ses
preventing the request to erase or nove the target file from occurring.
33. The article of manufacture of claim25, wherein if the target file is
not currently sybj ectTHeQrfi1€ of BhAIhEQR JTRUHiIFY25, WRSRIRIHe Q¥R fiGe I €CEi ved
request directed to the target file to proceed. 34. The article of

manuf act urs@egfies? Hingpesod.\gid Mdierein Hie relenien paicypobliesto thotargdt Sitsifa

pon- 1 e- Wi dyaidhi A0Sk MR Bt Wl Fith € bSRbHARg RBtce AREMIEREL Dt MBaified

.directorie
. plus the specified time period.

32, The article of manufacture of claim 25, wherein the request directed to
the target file comprises a request to erase or move the target file, and wherein applying
the retention policy comprises preventing the request to erase or move the target file from
occurring.

33. The article of manufacture of claim 25, wherein if the target file is not
currently subject to the retention policy, then allowing the received request directed to the

target file to proceed.

34. The article of manufacture of claim 25, wherein the retention policy
comprises a non-re-writable and non-erasable retention policy and wherein the directories

and files therein are stored in a magnetic storage medium.
35. The article of manufacture of claim 25, wherein additional

subdirectories may be included in the directory associated with the retention policy, and

wherein the retention policy applies to any file within the additional subdirectories.
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and files therein are stored in a nmagnetic storage nedium 35. The article
.of manufacture of claim25, wherein additional subdirectories may be
included in the directory associated with the retention policy, and
wherein the retention policy applies tol8ny file within the additional
subdirectories. 13880801 DOC 19 36. The article of manufacture of claim

25, wherein the direct.or sociated wth.the tenti.o | isS a

subdi rectory of &hot hefhe\éa[rﬁ%&oﬁwpu%?t_ur%%f%@m %fé&(?fel?rﬂ}?&ﬁ%%@{u}f 8SSeEAISHi si ng
a conput erwiteataklcation polages a¥BbHireRIory 61 abiing daeéteryt. hat is executed for
archiving files, wherein the code is executed to cause operations to be
performed, the operations conprising: providing a hierarchical file system
havi ng directoriges; as at I j : i 1 ne of the
directories in the hi%‘?gﬁglﬁ ﬁ?ﬂ}lﬁfﬁ&g%ﬁgrﬁm%ﬁ%g%{e? R%H?lgeltg g%{r?ggn policy
appl i es t ontdibesintindingdede that islesecudekioc amhaunglfilegovimargin thercbdsheewsicntetihe
retention @Olaiscey sg Cl f'éoel%s) a {et e(?tt' on titme indicating a tine period
during whi IFAEFIRE08° U e]peeé S &R o iC8WpB§)1Pig‘cy; receiving a request
to nove a tar getprbvidingfa lsraschidal fidys@hr sty dirdctuglesdi ng the target file
to a target directory; determ ning whether the target file is included
within the di recSSRYAHELIEIAISHPONGY KT Pdedstprnef 1§R dpBFPESS Indbs er ni ni ng
whet her t NgefRihel ERISyiehE whkrd e 8t fitd ilich AbpKds tb TlsGALIBGed Rake t he.
target file is currently subject to retentioh In response to determ ning
that the taspepaated firectory, ardnghereiadhevetanition phbicyispeeifics pyetartsuctime sulicting t he
retention LGV . i | O ] . the target file if
the tar getaot?+1F@gﬁl%&@%}%ﬁ#ﬁggﬂ%jﬂgsgb%hﬁgtdtl%%te?lgl léﬁ%glll%ﬂ policy by: allow ng
the target fil e reccitiaganv@estto nidve atarggefilediane atcorrynti direttoey inahuglétg the
directory is ﬁEFOCi ated with a retention policy that has a sanme or |onger
retention PHECHE SR ANBHEIEI%Nt i on policy associated with the current
directory; and dpfinivng M@ethefithesirgst IO YEinoREERNItRIR the dirbRoryakeidt@n policy
associated wth the target directory has a shorter retention tinme than
that for tWiéh thetreighii@mpolisyl i cy associated with the current directory.

1388080_I . DOC determining whether the retention time of the retention policy indicates that the

target file is currently subject to retention in response to determining that the target file is
included within the directory associated with the retention policy; and
applying the retention policy to the target file if the target file is currently subject
to the retention policy by:
allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention
time than the retention policy associated with the current directory; and
denying the requested move operation if the retention policy associated
with the target directory has a shorter retention time than that for the retention

policy associated with the current directory.
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