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What is claimed is: 

 

1. A method for performing policy enforcement, the method being 

performed by one or more processors of a first system and comprising: 

 receiving, at the first system from a mobile device management 5 

(MDM) system over one or more networks, a set of information associated 

with a plurality of computing devices, the MDM system being in 

communication with the plurality of computing devices; 

determining, from the set of information, data indicating that a 

particular application is installed on a computing device of the plurality of 10 

computing devices; 

 identifying, at the first system, a policy from a set of policies based 

on the data indicating that the particular application is installed, the 

identified policy specifying that a subscriber identity module (SIM) should 

be changed to a deactivated state; and 15 

 responsive to the determination that the particular application is 

installed on the computing device and to the identified policy specifying that 

the SIM should be changed to a deactivated state based on the particular 

application being installed, transmitting, from the first system to a machine-

to-machine (M2M) system over the one or more networks, a request to 20 

change the SIM associated with the computing device to a deactivated 

state. 

 

2. The method of claim 1, wherein the MDM system determines that the 

particular application is present on the computing device in response to 25 

detecting that the particular application is installed in a memory resource of 

the computing device. 

 

3. The method of claim 1, wherein the MDM system and the M2M 

system are operated by different entities, and wherein the MDM system and 30 

the M2M system are implemented on individual computing systems. 

 

4. The method of claim 1, wherein receiving the set of information from 

the MDM system is performed periodically. 

 35 
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5. The method of claim 1, wherein for each computing device of the 

plurality of computing device, the set of information includes at least one or 

more of: (i) information about a device type of that computing device, (ii) 

an identifier of that computing device, (iii) an internet protocol (IP) address 

of that computing device, (iv) a media access control (MAC) address of that 5 

computing device, (v) an identifier corresponding to a carrier, (vi) a profile 

associated with that computing device, (vii) information about one or more 

applications stored on that computing device, (viii) compliance status of 

that computing device, or (ix) location information of that computing 

device. 10 

 

6. The method of claim 1, wherein deactivating the SIM of the 

computing device prevents the computing device from exchanging data 

using a cellular network provided by a telecommunication network provider. 

 15 

7. A system comprising: 

 one or more communication interfaces;  

one or more processors coupled to the one or more communication 

interfaces; and 

a memory resource storing instructions that, when executed by the 20 

one or more processors, causes the one or more processors to: 

receive, at the system from a mobile device management 

(MDM) system over one or more networks via the one or more 

communication interfaces, a set of information associated with a 

plurality of computing devices, the MDM system being in 25 

communication with the plurality of computing devices; 

determine that a policy is to be enforced for a computing 

device of the plurality of computing devices based on the received set 

of information associated with the plurality of computing devices, the 

set of information including data indicating that a particular 30 

application is stored on the computing device; 

 identify, from the policy, that a subscriber identity module 

(SIM) should be changed to a deactivated state on the computing 

device; and 
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 responsive to the determination that the particular application 

is stored on the computing device and to the identified policy 

specifying that the SIM should be changed to a deactivated state 

based on the particular application being installed, transmit, from the 

first system to a machine-to-machine (M2M) system over the one or 5 

more networks via the one or more communication interfaces, a 

request to change the SIM associated with the computing device to a 

deactivated state. 

 

8. The system of claim 7, wherein the MDM system determines that the 10 

particular application is present on the computing device in response to 

detecting that the particular application is installed in a memory resource of 

the computing device. 

 

9. The system of claim 7, wherein the MDM system and the M2M system 15 

are operated by different entities, and wherein the MDM system and the 

M2M system are implemented on individual computing systems. 

 

10. The system of claim 9, wherein the M2M system is operated by a 

telecommunications network provider, and wherein the system is operated 20 

by an entity that provides a service arrangement system. 

 

11. The system of claim 10, wherein the request includes an identifier of 

the computing device and instructions corresponding to the change to the 

configuration that is to be made. 25 

 

12. The system of claim 7, wherein when the SIM is in the deactivated 

state, the computing device is prevented from exchanging data using a 

cellular network provided by the telecommunication network provider. 

 30 


