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TITLE OF THE INVENTION

COMMUNICATION APPARATUS, METHOD OF CONTROLLING THEAME,

AND STORAGE MEDIUM

BACKGROUND OF THE INVENTION
Field of the Invention
[ 0001] The present invention relates to a
communication apparatus, a method of controlling th
same, and a storage medium.
Description of the Related Art
[ 0002] A printer having a wireless LAN (Local Area
Network) access point function of an IEEE 802.11
standard is known (for example, Japanese Patent Lai
Open No. 2006-123239). When using such a printer,
is possible to use the printing function by directl
connecting to the access point that the printer is
equipped with from a terminal such as a personal
computer, a smart phone, or a tablet. In addition,
wireless LAN encryption method standards, WPA (Wi-F
Protected Access), WPA2 (WPA (Wi-Fi Protected Acces
2)), and the like are known. When connecting to a
wireless LAN access point in which these encryption
functions are enabled, a passphrase as is known by
PSK (Wi-Fi Protected Access Pre-Shared Key), WPA2-P
(Wi-Fi Protected Access 2 Pre-Shared Key), or the |
is necessary. In addition, a terminal that uses an

access point having a function in which it stores i

as

WPA.-
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advance the passphrase and an SSID (Service Set

Identifier) for when connecting to the access point

and automatically connects when it discovers an acc

point that it succeeded in connecting to in the pas

commonly known.

[ 0003] However, although a printer equipped with the

above-described access point can be used in a home

in an office in which there is a small number of us
who are employees or the like, there are problems s
as the following in the case of use in a large scal
office in which there are many users. For example,
the SSID and passphrase of an access point that a
printer has are fixed, when a terminal that has
connected to the access point discovers the access
point, the terminal automatically connects to the
access point regardless of the intention of the use
the terminal. Typically, a number of terminals tha
can simultaneously connect to an access point that
printer has is small. For this reason, when there
many terminals that automatically connect in an off
there is a possibility that an access point is

instantly connected to from a plurality of terminal

when it activates, and a maximum number of connecti

that can simultaneously connect to the access point
reached. In such a case, the terminals that connec
the access point first monopolize the access point,

a terminal of another user who wants to use the pri
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becomes unable to connect to the access point. To
avoid such a problem, frequently changing the SSID
passphrase of the access point that the printer is
equipped with can be considered. However, with suc
configuration, there is a problem in that a user wh
uses the printer must change the settings of the us
terminal each time the SSID and the passphrase of t
access point are changed, and effort for the user

increases.

SUMMARY OF THE INVENTION
[ 0004] An aspect of the present invention is to
eliminate the above-mentioned problems with
conventional technology.
[ 0005] A feature of the present invention is to
provide a technique by which a communication appara
obtains an SSID corresponding to a user, and then t
communication apparatus uses the SSID to operate in
direct wireless communication mode.
[ 0006] The present invention in its first aspect
provides a communication apparatus comprising: a
wireless communication unit equipped with a direct
wireless communications function configured to exec
wireless communication between an external apparatu
and the communication apparatus; a specifying unit
configured to specify a user of the communication

apparatus; and a generation unit configured to gene
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an SSID, to use in the direct wireless communicatio
function, by using at least user information of the
user specified by the specifying unit.

[ 0007] The present invention in its second aspect
provides a communication apparatus comprising: a
wireless communication unit equipped with a direct
wireless communications function configured to exec
wireless communication between an external apparatu
and the communication apparatus; a storage unit
configured to store an SSID, used by the direct
wireless communications function, in correspondence
with user information of a user; a specifying unit
configured to specify a user of the communication
apparatus; and a selection unit configured to selec
from a plurality of SSIDs stored in the storage uni

an SSID that corresponds to user information of the
user specified by the specifying unit, wherein the
wireless communication unit uses the SSID selected
the selection unit to execute the direct wireless
communications function.

[ 0008] The present invention in its third aspect
provides a method of controlling a communication
apparatus equipped with a direct wireless
communications function that executes wireless
communication with an external apparatus, the metho
comprising: specifying a user of the communication

apparatus; and generating an SSID, to use in the di
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wireless communications function, by using at least
user information of the specified user.

[ 0009] The present invention in its fourth aspect
provides a method of controlling a communication
apparatus equipped with a direct wireless
communications function that executes wireless
communication with an external apparatus, and a sto
unit that stores an SSID, to be used in the direct
wireless communications function, in correspondence
with user information of a user, the method compris
specifying a user of the communication apparatus; a
selecting, from a plurality of SSIDs stored in the
storage unit, an SSID that corresponds to user
information of the specified user, wherein the
communication apparatus uses the selected SSID to
execute the direct wireless communications function

[ 0010] Further features of the present invention
will become apparent from the following description
exemplary embodiments with reference to the attache

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[ 0011] The accompanying drawings, which are
incorporated in and constitute a part of the
specification, illustrate embodiments of the invent
and, together with the description, serve to explai

the principles of the invention.
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[0012] FIG. 1 depicts a schematic view illustrating
a configuration of a printing system according to a

first embodiment of the present invention.

[ 0013] FIG. 2 is a block diagram for explaining a
hardware configuration of a mobile terminal and an
according to the first embodiment.

[ 0014] FIG. 3A is a block diagram for describing a
software configuration of the MFP according to the

first embodiment and a data region in which softwar
managed.

[ 0015] FIG. 3B is a block diagram for describing a
software configuration of a mobile terminal accordi

to the first embodiment and a data region in which
software is managed.

[ 0016] FIG. 4 depicts a view illustrating an example
of screen transitions and user interfaces displayed

a console unit of the MFP according to the first
embodiment.

[0017] FIG. 5 depicts a view illustrating an example
of user interfaces displayed on an operation unit o

the mobile terminal according to the first embodime

[ 0018] FIG. 6 is a flowchart for describing
processing for activation of an access point by the
according to the first embodiment.

[ 0019] FIG. 7 depicts a view for explaining an
algorithm by which an SSID and a passphrase are

generated by the MFP according to the first embodim
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from information of a user who has logged-in.

[ 0020] FIG. 8 is a block diagram for describing a

software configuration of the MFP according to a se cond
embodiment and a data region in which software is

managed.

[ 0021] FIG. 9 depicts a view illustrating an example

of user interfaces provided by a mobile connection

corresponding to editing or deleting an SSID, in th e
second embodiment.

[ 0022] FIG. 10 is a flowchart for describing

processing for activation of an access point by the MFP

according to a second embodiment.

DESCRIPTION OF THE EMBODIMENTS

[ 0023] Embodiments of the present invention will be
described hereinafter in detail, with reference to the
accompanying drawings. It is to be understood that the

following embodiments are not intended to limit the
claims of the present invention, and that not all o f
the combinations of the aspects that are described
according to the following embodiments are necessar ily
required with respect to the means to solve the
problems according to the present invention.
[ 0024] [First Embodiment]
FIG. 1 depicts a schematic view illustrating a
configuration of a printing system according to a f irst

embodiment of the present invention. In an environ ment
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in the first embodiment, a plurality of multi-funct
peripherals (MFP: Multi-Function Peripheral) and a
plurality of mobile terminals are present. For exa

an office environment in which each user has one mo
terminal and normally walks around holding the mobi
terminal is envisioned. A plurality of MFPs are
installed in accordance with the office environment
Here, explanation is given of a multi-function
peripheral (MFP) as an example of one aspect of a
communication apparatus and a printing apparatus of

present invention.

[ 0025] An MFP 100 and a mobile terminal 101 in FIG.

1 are representative examples of the plural MFPs an
mobile terminals. The MFP 100 is equipped with a
wireless LAN access point function, and can connect
and perform direct communication with the mobile
terminal 101, which is connected to the access poin

[ 0026] FIG. 2 is a block diagram for explaining
hardware configurations of the MFP 100 and the mobi
terminal 101 according to the first embodiment.

[ 0027] Firstly, explanation is given of a hardware

configuration of the MFP 100.

[ 0028] A CPU 201 controls operation of the MFP 100

on the whole. The CPU 201 performs various control
such as reading control or transmission control, by
reading a control program that is stored in a ROM 2

or an HDD (hard disk drive) 204, deploying it into
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RAM 203, and then executing the deployed program. The

RAM 203 is a volatile memory that the CPU 201 uses, for
example as a work area for executing various progra ms.
The HDD 204 stores image data, various programs, or the
like. A console unit 205 is equipped with a hard k ey,

a display unit that has a function of a touch panel

that is operable by a user's finger, or the like. A
printer 206 prints an image on a print paper (a she et)
based on image data transferred via an internal bus . A
scanner 207 generates image data by reading an imag e of
an original. An IC card reader 208 reads an IC car d
that is used in authentication of a user. A wired LAN
interface 209 is an NIC (Network Interface Card) fo r
connecting to a wired LAN. A wireless LAN interfac e
210 is an access point for connecting to the MFP 10 0
from a terminal corresponding to a wireless LAN. T hese

are mutually connected via an internal bus.

[ 0029] Next, explanation is given of a hardware

configuration of the mobile terminal 101.

[ 0030] A CPU 211 controls operation of the mobile

terminal 101 on the whole. A RAM 212 is a volatile

memory that the CPU 211 uses, for example as a work

area for executing various programs. A flash memor y
213 is a non-volatile memory that stores various

programs or data. A wireless LAN interface 214 is an
interface for communicating by a wireless LAN, and can

perform a wireless communication by connecting to a

-9-
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wireless LAN access point. In the first embodiment
the wireless LAN interface 214 is used to mutually
communicate with the MFP 100 after connecting to th
wireless LAN interface 210 that the MFP 100 is prov
with. An operation unit 215 is a display that oper

as a touch panel that is operable by a user's finge

A speaker 216 converts an electrical signal into a
sound. A microphone 217 detects a sound and conver
it into an electrical signal. A camera unit 218

captures a still image or a moving image, and conve

it into electronic data.

[ 0031] Next, referring to FIG. 3, explanation is
given of a software configuration of the mobile
terminal 101 and the MFP 100 according to the first
embodiment.

[ 0032] FIG. 3A is a block diagram for explaining a
software configuration of the MFP 100 according to
first embodiment and a data region in which softwar
managed. Note, a function of software illustrated

FIG. 3A is realized by the CPU 201 executing a prog
deployed into the RAM 203.

[ 0033] FIG. 4 depicts a view illustrating an example
of screen transitions and user interfaces displayed

the console unit 205 of the MFP 100 according to th
first embodiment. Below, explanation is given with
reference to FIG. 3A and FIG. 4.

[ 0034] A platform 301 is a platform that provides a
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basic function of software that controls the MFP 10
The platform 301 can be configured in a form that
includes, for example, a device driver group, an OS
framework, a JAVA (registered trademark) virtual
machine, and operating system such as Linux or the
The OSGi framework is a Java-based service platform
defined by the OSGi Alliance (a standardization bod
The platform 301 is equipped with a device driver g
for controlling various hardware, and provides APIs
(Application Programming Interface) for using the
hardware to applications that operate on the platfo
The platform 301 is equipped with a wireless LAN
control module 302.

[ 0035] The wireless LAN control module 302 is
equipped with a software access point mode in which
wireless LAN interface 210 is activated as a wirele
LAN access point. Itis also provided with a DHCP
(Dynamic Host Configuration Protocol) function that
allocates an IP address to a mobile terminal when t
mobile terminal connects to the access point which
activated in the software access point mode. In
addition, the wireless LAN control module 302 provi
an application with an API that performs software
access point mode activation/stopping control, and
read/writes a passphrase or SSID (identification
information) for the access point. Although it is

shown graphically, a printer module that controls t
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printer 206, and a scanner module that controls the
scanner 207 are also present in the platform 301.
addition, the platform 301 provides an application

an API for reading/writing data of an MFP setting
database 310 or the like.

[ 0036] Additionally, the above software access point
mode is an example of a direct wireless communicati
mode in which the MFP 100 can operate and in which
direct wireless communication with an external
apparatus (for example, the mobile terminal 101) is
executed without going through an access point. Th
direct wireless communication mode is not limited t

the software access point mode, and may be of anoth
wireless communication method, such as Wi-Fi Direct
When the MFP 100 operates in the direct wireless
communication mode, the MFP 100 behaves as an acces
point.

[ 0037] A copy 303, a scan 304, a print 305, and a
mobile connection306 are examples of applications t
operate on the platform 301. These applications
display a user interface for providing functions of

each kind of application on the console unit 205.
example, the copy 303 provides a function that cont
the scanner 207 and the printer 206 via the platfor

301 to execute a copy. The scan 304 provides a
function that operates the scanner 207, and transmi

obtained electronic data externally or stores it to
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HDD 204. The print 305 provides a function that

displays a print history or an execution status of a
print job received from the external unit.

[ 0038] The mobile connection 306 provides a user

interface (connecting mobile device screen 403 of F IG.
4) for using the wireless LAN interface 210 in the

access point mode. A user can activate a wireless LAN
access point in an ad hoc manner by pressing an

activate access point button 413 of the connecting

mobile device screen 403. At this point, an SSID a nd a
passphrase of a usable access point are displayed o nan

area 415 of the connecting mobile device screen 403

For example, a user of the mobile terminal 101 can use
the MFP 100 from the mobile terminal by using the S SID
and passphrase of the access point that are display ed

in the area 415 to wirelessly connect the mobile

terminal 101 to the wireless LAN interface 210 whic his
operating in access point mode. If usage of the

wireless LAN has ended, a user presses a stop acces S
point button 414 to stop the wireless LAN access po int.
Thereby the wireless connection with the mobile

terminal 101 can be terminated.

[ 0039] MFP settings 307 provides an MFP settings

screen 404 (FIG. 4) for an administrator of the MFP 100
to perform setting of the MFP 100. A menu 308 is a

module that displays a menu screen 402 (FIG. 4) for

selecting a previously explained application from t he

-13-
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console unit 205. For example, the menu screen 402
equipped with an MFP settings button 411 and the li
for displaying a screen for setting the MFP 101 and
buttons 407-410 that display functions that various
applications provide. A login service 309 is provi
with a login function and an account management
function for a user that uses the MFP 100. The MFP
setting database 310 is a database that comprehensi
manages settings of the MFP 100 and an application.
[ 0040] It is possible to perform the following
settings via the setting screen 404 for the MFP 100
according to the first embodiment. A value set in
setting screen 404 of the MFP 100 is stored in the

setting database 310.

- ON/OFF of the login function (reference numeral

416 of the MFP settings screen 404 of FIG. 4)

If the login function is set to OFF, the menu
screen 402 is displayed without a user performing a
login operation, and it is possible to use a functi
selected in the menu screen.

[ 0041] If the login function is set to ON, the login
service 309 displays a login screen 401 (FIG. 4) on
console unit 205. Thus, after performing a login
operation via the login screen 401, a user can use
menu screen 402 and a function selected from the me
screen 402.

- Setting a default SSID and passphrase of an
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access point (reference numeral 417 of the MFP sett ings
screen 404 of FIG. 4)
A fixed SSID and passphrase are set for the MFP
100.
- Usage setting of a one-time SSID (reference
numeral 418 of the MFP settings screen 404 of FIG. 4)
When this setting is ON, a function that activates
the access point with a different SSID each time is
activated.
- Usage setting of an SSID for each individual
person (reference numeral 419 of the MFP settings
screen 404 of FIG. 4)
When this setting is ON, a function that, in
cooperation with the login function, activates the
access point with a different SSID for each user is
activated.
[ 0042] The login service 309 is provided with a
login function and a user account management functi on
explained below.
[ 0043] The user account management function provides
a user interface to perform registration and manage ment

of a user account to a user, and user information

registered via this user interface is stored in a u ser
database 312 and managed. Here the user informatio n
that is managed includes a user name, a password, a niC
card number, a role, and the like as illustrated in the

list of user information of Table 1, for example.

-15 -



[TABLE 1]

User name fPassword IC|card number Role

Administrator password0  0lalb2c3d4e5f6g0 Administfa tor
Guest Guest

Alice passwordl  0131b2c3d4e5f6g1l Admin|strator

Bob password?2 Olalb2c3d4e5f6g2 General user

Carol password3  0lalb2c3d4e5f6g3 General user

Dave password4  0lalb2c3d4e5f6g4 General user

[ 0044] The login function provides a login/logout

function to a user who uses the console unit 205.

Configuration is taken so that the login screen 401 IS
displayed on the console unit 205, and a user who h as
not logged-in cannot use the console unit 205. Not e

that configuration is taken at this point so that a

number of users who can simultaneously login to the

console unit 205 is set to "1", and that a pluralit y of
users cannot simultaneously login to the console un it

205. If a user has succeeded in logging in, the

display of the console unit 205 is caused to transi tion

from the login screen 401 to the menu screen 402, a nd a
state in which the user can use the MFP 100 is ente red.

Note that, multiple login schemes exist as schemes for

performing this login. For example, a login scheme
such as below is provided.
- Keyboard log in

A software keyboard is displayed on the login

-16 -
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screen 401 of the console unit 205, and when a pres
a login button 405 is detected, an input user name
(account) and password are obtained to perform user
authentication to perform login processing.

-IC card log in

Login processing is performed by obtaining an IC

card number from an IC card that was held up to the
card reader 208, and identifying a user.

[ 0045] Ordinarily a login service authenticates a
user by verifying whether a user name and password,
an IC card number, which are obtained by the keyboa
login or the IC card login, match something that is
registered in the user database 312. In addition,
login service may collaborate with a server for use
authentication that is connected by a wired LAN. |
such a case, the login service performs user

authentication by verifying whether the obtained us

name and password, or IC card number match somethin

that is registered in the server. Using an LDAP
(Lightweight Directory Access Protocol) server, Win
(trademark) Active Directory (trademark), an
independent server, or the like can be considered f
server for user authentication.

[ 0046] In addition, the login service in the first
embodiment is equipped with a guest login function.
The guest login function, for example, displays a g

login button 406 on the login screen 401. When a p
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of the guest login button 406 is detected, a state
which a user can use the MFP 100 is entered, withou
performing authentication of the user. Note that
configuration may be taken to have a portion of the
functions of the MFP 100 become unusable when a gue
has logged in. For example, the MFP settings butto
411 is disabled so that a guest cannot perform a
setting modification of the MFP 100. In addition,
configuration may be taken to disable, for example,
print button 409 or the copy button 407 when lettin
guest use print paper is not desired.

[ 0047] When a user logs in, the login service 309
generates an object that records information of the
logged-in user, and stores it in the RAM 203. An
object that records information of the logged-in us

is referred to as a login context 311 below. An
example of information recorded in the login contex
311 is illustrated in Table 2 below.

[TABLE 2]

st

the

ga

er

Iltem alue

User name Alice

Domain name localhost

Role Seneral user

[ 0048] A region to record a domain name is provided

in the login context 311, and configuration is take

such that it is possible to distinguish, as separat

-18 -
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accounts, a user account registered in the user
database 312, and a user account managed by the ser
for user authentication. For example, if a user

(Alice) who is registered in the user database 312

in, a character string "localhost” is recorded in t
region that records the domain name. Alternatively
logging in with a user account managed by the serve
for user authentication, the domain name or the ser
name is recorded as a character string in the regio
that records the domain name. An example of
information recorded in the login context 311 when
logging in with a user account that is managed by a
server is illustrated in Table 3 below. Table 3, f
example indicates a case in which a user (Alice) wh
registered in the user database 312 has logged-in w
a user account that is managed by a server, and a
domain name (DomainA) is recorded in the region tha
records the domain name.

[TABLE 3]

ver

logs

or
ois

ith

ltem alue

User name Alice

Domain name DomainA

Role Seneral user

[ 0049] In addition, Table 4 illustrates an example
of information recorded in the login context 311 at

time of a guest login.
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[ 0050] Here the user name is set to "Alice", the
domain name is set to "localhost", and the role is
to "guest"”.

[TABLE 4]

set

Iltem alue

User name Alice

Domain name localhost

Role guest

[ 0051] When a press of a logout button 412 of a
screen displayed on the console unit 205 illustrate
FIG. 4 is detected, the information recorded in the
login context 311 is deleted, and display of the lo
screen 401 is returned to again.

[ 0052] FIG. 3B is a block diagram for describing a
software configuration of the mobile terminal 101
according to the first embodiment and a data region
which software is managed. FIG. 5 depicts a view
illustrating an example of user interfaces displaye

the operation unit 215 of the mobile terminal 101
according to the first embodiment. Below, explanat

Is given with reference to FIG. 3B and FIG. 5. Not
function of software illustrated in FIG. 3B is real

by the CPU 211 executing a program deployed into th
RAM 212.

[ 0053] Wireless LAN information 315 indicates a data

region of data that software records in the flash
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memory 213 and manages. A platform 313 can be
configured by a platform of Google Inc.'s Android
(trademark) or Apple Inc.'s iOS (trademark), for
example. The platform 313 is equipped with a devic
driver group for controlling various hardware, and
provides APIs for using the various hardware to
applications that operate on the platform 313. The
platform 313 is equipped with a wireless LAN contro
module 314. The wireless LAN control module 314 is
software that controls the wireless LAN interface 2

A wireless LAN setting screen 501 of FIG. 5 illustr

an example of a wireless LAN setting screen that th
platform 313 displays on the operation unit 215. F
example, it displays, in a list 502, wireless LAN
access point SSIDs that the wireless LAN control mo
314 has found by searching. A user selects any acc
point from the list 502, inputs a passphrase of the
access point in an area 503, and then presses a
connection button 504. In this way, when a connect
succeeds, the platform 313 records the SSID and the
passphrase in the wireless LAN information 315. Wh
the wireless LAN function of the mobile terminal 10
enabled and it is not connected to a wireless LAN,
platform 313 automatically searches for a wireless
access point to which there was a connection in the
past. Itis equipped with a function that attempts

connect by an SSID and a passphrase recorded in the

-21 -
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wireless LAN information 315.

[ 0054] The mobile terminal 101 can install and cause

to operate on the platform 313 various applications
In the first embodiment, an MFP connection applicat
316 is installed in advance. A user interface scre
505 of FIG. 5 illustrates an example of a user
interface screen that the MFP connection applicatio
316 displays on the operation unit 215. For exampl
the MFP connection application 316, after connectin
the MFP 100 by a wireless LAN, can use a function o
the printer 206 or the scanner 207 of the MFP 100 v
the wireless LAN. For example, it is possible to
instruct printing to the MFP 100 by a user touching
print button in the screen 505.

[ 0055] FIG. 6 is a flowchart for describing
processing for activation of an access point by the
100 according to the first embodiment. Note that a
program that executes this processing is stored in

ROM 202 or the HDD 204, and at a time of execution,

deployed to the RAM 203, and executed under the con

of the CPU 201. In addition, the performer of the
software that executes this flowchart is the wirele
LAN control module 302, which is illustrated in the

software configuration of FIG. 3A.

[ 0056] In this processing, when a user presses the

activate access point button 413 in the connecting

mobile device screen 403, the mobile connection 306
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requests the wireless LAN control module 302 to
activate an access point. In this way the processi

is started in step S601 by the wireless LAN control
module 302 accepting an activation request for the
access point. Note that, configuration may be take
such that, when the access point is already activat
the processing is started after stopping the curren
activated access point.

[ 0057] Next, the processing proceeds to step S602
and the CPU 201 refers to the MFP setting database
and obtains the "SSID usage setting for each indivi
person” 419, which is set via the setting screen 40
the MFP. The processing proceeds to step S603, and
CPU 201 determines whether or not the setting 419
obtained in step S602 is ON. Here, if the "SSID us
setting for each individual person” is ON, in other
words if it is set so as to cooperate with the user

login function to activate the access point with a
different SSID for each user, the processing procee
to step S604. In step S604 the CPU 201 refersto t
login context 311, and attempts to obtain logged-in
user information. The processing proceeds to step
and the CPU 201 determines whether or not informati
of a logged-in user could be obtained. If obtainme

of information of a logged-in user other than a gue
succeeded, the processing proceeds to step S606, an

the CPU 201 generates an exclusive SSID and passphr
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for the obtained user. Note that, to generate an
exclusive SSID and passphrase for the logged-in use
this point, configuration may be taken to employ an
algorithm such that the same SSID and passphrase ar
always generated if the obtained user information i
the same. A method that always generates the same
and passphrase for each individual person from the
information is explained later. The processing
proceeds to step S607, and the CPU 201 activates th
access point by the generated or obtained SSID and
passphrase. The processing proceeds to step S608,
the CPU 201 terminates the activation processing fo

the access point.

[ 0058] Meanwhile, if it is determined that the "SSID

usage setting for each individual person” 419 is OF
step S603, or if the logged-in user information
indicates a guest in step S605, or if logged-in use
information could not be obtained, the processing
proceeds to step S609. In step S609, the CPU 201
refers to the MFP setting database 310, and obtains
"one-time SSID usage setting" 418. Next the proces
proceeds to step S610, and the CPU 201 determines
whether or not the obtained setting 418 is ON. Her
if the CPU 201 determines that the "one-time SSID u
setting" 418 is ON, in other words that it is a set

for activating an access point with a different SSI

each time, the processing proceeds to step S611. |
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step S611 the CPU 201 uses a random number generato
generate, each time, a random SSID and passphrase a
one-time SSID and passphrase. Then the processing
proceeds to step S612, and the CPU 201 activates th
access point with the generated one-time SSID and
passphrase. Then, the processing proceeds to step
and the activation processing for the access point
terminated.

[ 0059] If in step S610 the CPU 201 determines that
the "one-time SSID usage setting" 418 is OFF, the
processing proceeds to step S613, and the CPU 201
refers to the MFP setting database 310, and obtains
default SSID and passphrase. Next, the processing
proceeds to step S614, and the CPU 201 activates th
access point by the default SSID and passphrase. T
the processing proceeds to step S608, and the
activation processing for the access point is
terminated. Note that the SSID and passphrase of t
activated access point may be displayed on the
connecting mobile device screen 403 of FIG. 4.

[ 0060] However, control is performed so as to not
display the SSID and passphrase for a user on the
connecting mobile device screen 403, even if an acc
point is activated, if a guest or another person ha
logged-in, or if the login function is changed to O

so that they cannot be viewed by another person.

[ 0061] Note that, in the above-described flowchart,
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configuration may be taken to proceed to step S609
the logged-in user information obtained in step S60
indicates a guest. However, when treating a guest
account the same as a normal account, configuration
be taken such that the processing proceeds to step
and an exclusive SSID and passphrase for a guest ar
generated or obtained.

[ 0062] In addition, if a login function setting 416
of the MFP 100 is OFF, because obtaining logged-in
information is determined to have failed in step S6
even if the SSID usage setting for each individual
person 419 is ON, SSID for each individual person w
not be used.

[ 0063] FIG. 7 depicts a view for explaining an
algorithm by which the same SSID and passphrase are
generated when information of a logged-in user is t
same as information of a user who was logged-in
previously in the MFP 100 according to the first
embodiment. Note that the following explanation is
only an example, and an approach to generation is n

limited to this.

[ 0064] If a user name and a domain name are used for

an SSID for example, it is possible to generate an
that is easy to understand for a user. For example
reference number 701 illustrates an example of
generating an SSID as one character string by addin

fixed connection symbol (-) to a user name and a do
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name, and adding suffix letters (-AP).

[ 0065] When desiring to have the user-exclusive
passphrase, or both of the SSID and the passphrase,
something confidential so that guessing by another
person is not possible, a method such as the follow
may be considered. For example, as illustrated by
reference numeral 702 or reference numeral 703 of F
7, a character string that includes a user name and
domain name is set as a message 710 and a value uni
to the MFP is set as a key 711, and an HMAC (Hash-b
Message Authentication Code) algorithm known by RFC
2104 is used to calculate MAC (Message Authenticati
Codes) values 712 and 713. Next, these MAC values
converted to character strings, and used as the SSI
and the passphrase. In the example of reference
numeral 702, a case in which an HMAC is used to
generate only a passphrase 716 is illustrated. Als

in the example of reference numeral 703, an example
case in which an HMAC is used to generate both an S
714 and a passphrase 715 is illustrated. In the
example of reference numeral 703, a long string 717
generated, a front part of the string is set as the

SSID 714, and a rear part of the string is set as t
passphrase 715.

[ 0066] In addition, configuration may be taken such
that, if there are a plurality of the MFPs accordin

the first embodiment in the same office, key
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information used for HMAC is shared by the pluralit
MFPs, and if the user information is the same, the
SSID and passphrase are generated. Thus, when the
SSID and passphrase can be used in a plurality of M
it is possible to reduce a burden of a user in
registering, in the mobile terminal 101, SSIDs and
passphrases that are different for each MFP. In
addition, if a user cannot simultaneously use a
plurality of MFPs, no problem occurs because there
no case of access points having the same SSID and
passphrase simultaneously activating in the plurali

of MFPs.

[ 0067] By the first embodiment, as explained above,

in a case where a user logs in to an MFP and activa

an access point, it is possible to activate the acc

point by an SSID and passphrase that are exclusive
the logged-in user. At this point, because the SSI

and passphrase that are exclusive to the user do no
change when the access point activates or stops, it
always possible to use the same SSID and passphrase
the user is the same. Thereby, because registratio

an SSID and a passphrase to the mobile terminal nee
only be performed once, it is possible to reduce ef

for a user.

[ 0068] In addition, by configuring so that the SSID
and passphrase that are exclusive to the user are n

known by another person, a user who logs in to an M
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and activates an access point will not have the acc ess

point used by another person. With this, a user ca n
temporarily monopolize an access point that the MFP has
activated.

[ 0069] Furthermore, by using this function together

with a function that automatically connects to an

access point to which the mobile terminal connected in
the past, it is possible to achieve a further effec t.

In other words, upon a user of a mobile terminal fi rst
registering and storing in the mobile terminal an S SID

and passphrase exclusive to the user, the user can

connect the mobile terminal and an MFP by just logg ing
in to the MFP and activating the access point from the
next time on.

[ 0070] In addition, even if the login function of

the MFP is ON, there are cases in which a guest use S
the MFP without performing user authentication. Fo r

this reason, configuration is taken to provide a

temporary SSID and passphrase when a guest uses the

access point of the MFP. Thus, even for a guest it is
possible to monopolize an access point that an MFP has
temporarily activated, without the access point bei ng

used by another person.

[ 0071] In addition, there are users who feel that

setting the login function of an MFP to be always O N is
cumbersome. For this reason, configuration is take n so
that, when the login function is OFF, it is possibl e to
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use the access point of the MFP with a default SSID

a temporary SSID.

[ 0072] In addition, there are cases in which, when a

number of terminals that actually use the access po
of the MFP is less than the maximum number of termi
that can simultaneously connect, SSID for each
individual person is not used, and the access point
the MFP may always be activated by a default SSID a
passphrase. For this reason, configuration is take
such that it is possible to set the usage setting o
SSIDs for each individual person to OFF.

[ 0073] [Second Embodiment]

Next, a second embodiment of the present invention

is explained. The second embodiment is explained w
a configuration that records, and manages, an SSID
each individual person in the HDD 204 of the MFP 10
Note that, because the hardware configuration, prin
system'’s configuration, and the like of the mobile
terminal 101 and the MFP 100 according to the secon
embodiment are the same as those of the previously
described first embodiment, explanation thereof is
omitted.

[ 0074] FIG. 8 is a block diagram for describing a
software configuration of the MFP 100 according to
according to the second embodiment and a data regio
which software is managed. Also, portions in commo

with FIG. 3A of the previously described first
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embodiment are indicated by the same reference nume rals,
and explanation thereof is omitted.

[ 0075] Here, the platform 301 records and manages

SSIDs for each individual person in an SSID managem ent
table 801 of the HDD 204. For example the SSID

management table 801, as illustrated in Table 5 bel ow,
stores an SSID and passphrase in association with

information that specifies a user uniquely (user na me

and domain name).

[TABLE 5]

User Domain SSID Passphrase

name name

Alice lgcalhost Alice-AP  XHIQo01lyS144g2D18Cz8xQ

Bob localhost Bob-Ap FPkxZggmzC/+00LoTUVSSg
Carol lpcalhost Carol-AP  AstprOh/Y3XO0IuOixRQriw

Dave localhost Dave-AP  EtCQweUnrw55NNI/P+wXvA

[ 0076] FIG. 9 depicts a view illustrating an example

of user interfaces provided by the mobile connectio n
306 that correspond to editing or deleting an SSID, in
the second embodiment. Note that, in FIG. 9, a por tion

in common with FIG. 4 has the same reference numera I
added.

[ 0077] The mobile connection306 refers to the login

context 311 to specify a logged-in user, and

furthermore obtains, from the SSID management table 801,

an SSID and passphrase associated with the logged-i n
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user, and displays them on the area 415.

[ 0078] In FIG. 9, the connecting mobile device
screen 403 displays the access point information on
area 415, similarly to the previously explained FIG

If there is no information of an SSID and passphras
associated with the logged-in user in the SSID
management table 801, the area 415 is displayed as
blank. Upon detection of a press of an edit button

of the connecting mobile device screen 403, the mob
connection 306 displays an editing screen 903 for
editing the SSID and passphrase displayed in the ar
415. A user can register a new SSID and passphrase
inputting the new SSID and passphrase in an area 90
the editing screen 903 and then pressing an update
button 905. At this point, the mobile connection 3
obtains the SSID and passphrase that have been newl
input in the area 904, and registers them in or upd
the SSID management table 801. In this way, it is
possible to generate a new SSID by concatenating a
predetermined character string to user identificati
information.

[ 0079] In addition, the connecting mobile device
screen 403 is provided with a delete button 902. U
detecting a press of the delete button 902 for the
connecting mobile device screen 403, the mobile
connection 306 deletes, from the SSID management ta

801, information of the SSID and passphrase that ar
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associated with the logged-in user.

[ 0080] FIG. 10 is a flowchart for describing
processing for activation of an access point by the
100 according to the second embodiment. Note that
program that executes this processing is stored in
ROM 202 or the HDD 204, and at a time of execution,
deployed to the RAM 203, and executed under the con
of the CPU 201. In addition, the performer of the
software that executes this flowchart is the wirele
LAN control module 302, which is illustrated in the
software configuration of FIG. 8. Also, in FIG. 10
portions in common with the flowchart of FIG. 6 in
accordance with the previously described first
embodiment are illustrated by the same reference

numerals.

[ 0081] In step S605, the CPU 201 determines whether

or not it was possible to obtain information of a
logged-in user from the login context 311. Upon
determining that it is possible to obtain informati

of the logged-in user, the processing proceeds to s
S1001, the CPU 201 refers to the SSID management ta
801, and attempts to obtain an SSID and passphrase
associated with the information of the logged-in us

The processing proceeds to step S1002, and the CPU
determines whether or not it succeeded in obtaining
SSID and the passphrase. Upon determined that

obtainment failed here, the processing proceeds to
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S1003, and as explained with reference to FIG. 7, t
CPU 201 uses the information of the logged-in user
newly generate an SSID and passphrase. These are
stored in the SSID management table 801 in associat
with information of the logged-in user, and the
processing proceeds to step S1004. In step S1004,
CPU 201 uses the SSID and passphrase generated in s
S1003 to activate the access point to complete the
access point activation processing.

[ 0082] Meanwhile, if in step S1002 the CPU 201
succeeded in obtaining the SSID and the passphrase,
processing proceeds to step S1004. In step S1004,
CPU 201 uses the SSID and passphrase obtained from
SSID management table 801 to activate the access po
to complete the access point activation processing.

[ 0083] According to the second embodiment, as
explained above, if an SSID and passphrase are not
stored in the SSID management table 801, an SSID an
passphrase are newly generated, stored in the SSID
management table 801, and that are used to activate
access point. However, if there are an SSID and
passphrase that are already stored, they are used t
activate the access point. Thereby, it is possible
reduce a burden on a CPU in accordance with generat
of the SSID and passphrase.

[ 0084] In addition, by allowing a user to edit their

own SSID and passphrase, the user can freely set a
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desired SSID and passphrase, and MFP convenience
increases. In addition, even if an SSID and
passphrases for each individual person are leaked t
another person, because a user can change or delete
SSID and passphrase at any timing, it is possible t
maintain security of the MFP.

[ 0085] Other Embodiments

Embodiments of the present invention can also be

realized by a computer of a system or apparatus tha
reads out and executes computer executable instruct
(e.g., one or more programs) recorded on a storage
medium (which may also be referred to more fully as
'non-transitory computer-readable storage medium’)
perform the functions of one or more of the above-
described embodiments and/or that includes one or m
circuits (e.g., application specific integrated cir
(ASIC)) for performing the functions of one or more
the above-described embodiments, and by a method
performed by the computer of the system or apparatu
for example, reading out and executing the computer
executable instructions from the storage medium to
perform the functions of one or more of the above-
described embodiments and/or controlling the one or

more circuits to perform the functions of one or mo

of the above-described embodiments. The computer ma

comprise one or more processors (e.g., central

processing unit (CPU), micro processing unit (MPU))

-35-

the

ions

to
ore
cuit

of

s by,

re

and



10

15

may include a network of separate computers or sepa
processors to read out and execute the computer
executable instructions. The computer executable
instructions may be provided to the computer, for
example, from a network or the storage medium. The
storage medium may include, for example, one or mor
a hard disk, a random-access memory (RAM), a read o
memory (ROM), a storage of distributed computing
systems, an optical disk (such as a compact disc (C
digital versatile disc (DVD), or Blu-ray Disc (BD)™
flash memory device, a memory card, and the like.

[ 0086] While the present invention has been
described with reference to exemplary embodiments,
is to be understood that the invention is not limit

to the disclosed exemplary embodiments. The scope
the following claims is to be accorded the broadest
interpretation so as to encompass all such

modifications and equivalent structures and functio
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WHAT IS CLAIMED IS:

1. A communication apparatus comprising:
a wireless communication unit equipped with a
direct wireless communications function configured to
execute wireless communication between an external
apparatus and the communication apparatus;
a specifying unit configured to specify a user of
the communication apparatus; and
a generation unit configured to generate an SSID,
to use in the direct wireless communications functi on,
by using at least user information of the user

specified by the specifying unit.

2. The communication apparatus according to claim 1 :
wherein the specifying unit specifies a user who is

logged into the communication apparatus by user

authentication processing as the user of the

communication apparatus.

3. The communication apparatus according to claim 1

or 2, wherein if a setting that indicates use of a

user-exclusive SSID is set in the communication

apparatus, the wireless communication unit uses the

SSID generated by the generation unit to execute th e

direct wireless communications function.
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4. The communication apparatus according to claim 3
wherein if a setting that indicates use of a user-
exclusive SSID is not set in the communication
apparatus, the wireless communication unit uses a
randomly generated SSID to execute the direct wirel

communications function.

5. The communication apparatus according to claim 3
wherein if a setting that indicates use of a user-
exclusive SSID is not set in the communication
apparatus, the wireless communication unit uses a
default SSID set in the communication apparatus in
advance to execute the direct wireless communicatio

function.

6. The communication apparatus according to claim 3
wherein if a setting that indicates use of a user-
exclusive SSID is not set in the communication
apparatus, the wireless communication unit uses one

a randomly generated SSID and a default SSID set in
communication apparatus in advance to execute the

direct wireless communications function.

7. The communication apparatus according to any one
of claims 1 to 6, wherein the generation unit gener
the SSID to use in the direct wireless communicatio

function by concatenating a predetermined character
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string to the user information.

8. The communication apparatus according to any one

of claims 1 to 7, wherein the communication apparat

is a printing apparatus that can execute printing.

9. A communication apparatus comprising:

a wireless communication unit equipped with a
direct wireless communications function configured
execute wireless communication between an external
apparatus and the communication apparatus;

a storage unit configured to store an SSID, used
by the direct wireless communications function, in
correspondence with user information of a user;

a specifying unit configured to specify a user of
the communication apparatus; and

a selection unit configured to select, from a
plurality of SSIDs stored in the storage unit, an S
that corresponds to user information of the user
specified by the specifying unit,

wherein the wireless communication unit uses the
SSID selected by the selection unit to execute the

direct wireless communications function.

10. The communication apparatus according to claim
wherein the specifying unit specifies a user who is

logged into the communication apparatus by user
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authentication processing as the user of the

communication apparatus.

11. The communication apparatus according to claim

or 10, further comprising:

a determination unit configured to determine, when

the communication apparatus receives from a user an
instruction for executing the direct wireless
communications function, whether or not the SSID th
corresponds to the user information of the user
specified by the specifying unit is stored in the
storage unit; and

a creation unit configured to create, when it is
determined by the determination unit that the SSID
corresponds to the user information of the user
specified by the specifying unit is not stored in t
storage unit, an SSID to be used in the direct wire
communications function,

wherein the storage unit stores the SSID created
by the creation unit in correspondence with the use
information of the user specified by the specifying

unit.

12. The communication apparatus according to claim
wherein the creation unit creates the SSID to use i
the direct wireless communications function by

concatenating a predetermined character string to t
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user information.

13. The communication apparatus according to any on
of claims 9 to 12, wherein if a setting that indica

use of a user-exclusive SSID is set in the
communication apparatus, the wireless communication
unit uses the SSID selected by the selection unit t

execute the direct wireless communications function

14. The communication apparatus according to claim
wherein if a setting that indicates use of a user-
exclusive SSID is not set in the communication
apparatus, the wireless communication unit uses a
randomly generated SSID to execute the direct wirel

communications function.

15. The communication apparatus according to claim
wherein if a setting that indicates use of a user-
exclusive SSID is not set in the communication
apparatus, the wireless communication unit uses a
default SSID set in the communication apparatus in
advance to execute the direct wireless communicatio

function.

16. The communication apparatus according to claim
wherein if a setting that indicates use of a user-

exclusive SSID is not set in the communication
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apparatus, the wireless communication unit uses one
a randomly generated SSID and a default SSID set in
communication apparatus in advance to execute the

direct wireless communications function.

17. The communication apparatus according to any on
of claims 9 to 16, wherein the communication appara

is a printing apparatus that can execute printing.

18. A method of controlling a communication apparat
equipped with a direct wireless communications func
that executes wireless communication with an extern
apparatus, the method comprising:

specifying a user of the communication apparatus;
and

generating an SSID, to use in the direct wireless
communications function, by using at least user

information of the specified user.

19. A method of controlling a communication apparat
equipped with a direct wireless communications func
that executes wireless communication with an extern
apparatus, and a storage unit that stores an SSID,

be used in the direct wireless communications funct

in correspondence with user information of a user,
method comprising:

specifying a user of the communication apparatus;
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selecting, from a plurality of SSIDs stored in the
storage unit, an SSID that corresponds to user
information of the specified user,

wherein the communication apparatus uses the
selected SSID to execute the direct wireless

communications function.

20. A computer-readable storage medium storing a

program for causing a processor to execute a method

according to claim 18 or 19.
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