1 Method and system for authenticating and validating position information reported by a mobile
device The present invention relates to a method and a system for 5 authenticating and
validating position information reported by a mobile device. It applies notably to the field of highway,
motorway and urban remote toll systems and to any other geolocated payment device. To
determine the position of a vehicle, the known remote toll devices use either signalling portals
positioned at strategic places on roads subject to 10 a toll, or an onboard locating device on the
vehicle periodically reporting its position determined by a GNSS (Global Navigation Satellite System)
satellite positioniffethstdrantbsysaemécofakis: (GichtingopitibmalifStistg mpsitidalileo type. A satellite
positioning system is ideal for the "5?] i f.a 15 remate *s stem for highways, motorways
and urban applications but th{g%ﬂ}%l |t%/rpo?%?e5%§t§4]?n%§ng§%o%%t Igylg it delivers depends solely on
information transmitted by an onboard GNSS receiver in the vehicie and the reliability of the billing
produced by a position server depends directly on this position information. Now, there are numerous
sources of positioningléreorzesaah davestimprogirieshdwatidipaihdse positien ssienatiter uploaded

recenion of 158 BN e e Y PEe e, Tl kT e
information traesfisietet aynﬁ&scmfﬁbllaﬁbﬂ?@ffé%kémfﬁgmaymﬁmmmélsdiaﬁgmérom the 25
that s diferer o S o B T lcoy being able to use. for
example, a p_rog_rammTrjigdﬁtarmélkfhfé@%]émd?f/@N@@eﬁer@t@kbﬁm@mﬂl@&éim&% first known
ey oL RS AR BRI Bile 0 e TBEN TS e
within 10 a toll, or an onboard locating device on the vehicle periodically reporting its
position determined by a GNSS (Global Navigation Satellite System) satellite
positioning system, for example of GPS (Global Positioning System) or
Galileo type.
A satellite positioning system is ideal for the implementation of a
15 remote toll system for highways, motorways and urban applications but the
reliability of the position information that it delivers depends solely on
information transmitted by an onboard GNSS receiver in the vehicle and the
reliability of the billing produced by a position server depends directly on this
position information. Now, there are numerous sources of positioning error
20 than can compromise the validity of the position information uploaded to the
position server by a location device. A positioning error may be due to a
technical problem on reception of the GNSS signals, such as, for example, a
failure of the receiver or a failure of the information transmitted by the
constellation of satellites used. The error can also originate from the
25 deliberate use of a decoy by the owner of the vehicle to report information
corresponding to a place that is different from the place where the vehicie is
actually located, the decoy being able to use, for example, a programming of
a predefined trajectory or a generator of false GNSS signals.
A first known solution making it possible to detect and eliminate a
30 failure on one or more GNSS signals and for detecting a partial failure of the

GNSS receiver, on one or more reception channels, consists in using, within




2 the GNSS receiver, an algorithm known by the name of RAIM (Receiver Autonomous Integrity
Monitoring). A second known solution consists in analysing, in the position server, the trend of the
time-stamped position information uploaded by the location 5 device. An error or failure is then
detected and processed when a position becomes inconsistent relative to the preceding positions and
it reveals a geographic jump between two successive position information items very much greater
than the difference in position that the assumed dynamic of the vehicle can allow. 10However, these
two known solutions make it possible to resolve the problem of integrity due to an unintentional failure

but they do n86n GNy Wi peake it posaiorsiiBraceavanyontiioiringeeb oM (Repgaim of the

invention is t%%gyﬁpﬁqgg@Q@m%@miH?pose a method of authenticating and validating position
information reported by a 15 mobile device that does not have the drawbacks of the known solutions
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mobile device can be deduced. 20For this, the invention relates to a method of authenticating and
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constellation of satellites and in transmitting the position information obtained to a position server via a
25 base statiGi®egR il RempfinRatioN EefURFIRENB rRaBEWUnBIQAIRPN items very

much greater than the difference in position that the assumed dynamic of the
vehicle can allow.

10 However, these two known solutions make it possible to resolve the
problem of integrity due to an unintentional failure but they do not in any way
make it possible to detect any intentional deception.

The aim of the invention is to resolve these problems and propose a
method of authenticating and validating position information reported by a

15 mobile device that does not have the drawbacks of the known solutions and
that makes it possible to effeclively validate the position information in all
circumstances, whether the information is in the form of coordinates or of
measurements from which the coordinates of the mobile device can be
deduced.

20 For this, the invention relates to a method of authenticating and
validating position information reported by a mobile device consisting in
determining, on board the mobile device, the position of the mobile device
based on GNSS navigation signals emitted by a consteliation of satellites and
in transmitting the position information obtained to a position server via a

25 base station of a mobile communication celiular network, the base station
having a coverage area, called a cell, in which the mobile device is located.

" The method also consists in transmitting to the position server position
information concerning the cell in which the base station to which the mobile
device is connected is located, in checking, in the position server, that the

30 position of the mobile device received is included in the cell of the base
station corresponding to the cell position information received and, following

the result of the check, in deciding whether the position determined by the




having a coverage area, called a cell, in which the mobile device is located. The method also consists
in transmitting to the position server position information concerning the cell in which the base station
to which the mobile device is connected is located, in checking, in the position server, that the 30
position of the mobile device received is included in the cell of the base station corresponding to the
cell position information received and, following the Tesult of the check, in deciding whether the
position determined by the mobile device based on the navigation signals and transmitted to the
position server is authentic or if there is fraud. Advantageously, the method consists in

transmitting tStABISLRIBFESRAEF LEUIEER2IABRNOROSIGDA! st ERBAMEIRS Kol RRAlIeRe mobile 5

device and a gdegesaion Afhasitipnriermatipa tems concerning the cells in which the base stations
are located, in comparing the succession of positions of the mobile device to the succession of
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cell position information is an identifier of the base station transmitted to the position server by the
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the base station is transmitted to the position server by a positioning node of the cellular network in
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information for the base station can be an identifier of the base station or a 20 geographic area

obtained by pRRYS8IREHFSRIEHIRMAE BriReRiirTASR s IRIoNEd MbkiR BeRIIAGRK S on
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coverage areabggéh%tg%%% Sttraat}}%rr]ﬁitted to the position server by the mobile device in a
message containing the position information concerning the mobile and the
identifier of the base station.

According to a variant of the invention, the cell position information

15 for the base station is transmitted to the position server by a positioning node
of the cellular network in response to an interrogation of the position server
after reception of the message containing the position information concerning
the mobile device transmitted by the mobile device. The cell position
information for the base station can be an identifier of the base station or a

20 geographic area obtained by processing measurements of receive mode
power by a mobile communication transmitter-receiver placed on board the
mobile device or a geographic area corresponding to the coverage area of
the base station.

The invention also relates to a system for authenticating and

25 validating position information reported by a mobile device, comprising:

- on board the mobile device, a location and broadcasting device
for generating and sending a message containing position
information concerning the mobile device,

- a cellular communication network comprising at least one base

30 station having a geographic coverage area, called the cell, for

transmitting the message containing the position information

concerning the mobile device,




The invention also relates to a system for authenticating and validating position information reported
by a mobile device, comprising: - on board the mobile device, a location and broadcasting device for
generating and sending a message containing position information concerning the mobile device, a
cellular communication network comprising at Ieastz?ne base 30 station having a geographic
coverage area, called the cell, for transmitting the message containing the position information
concerning the mobile device, - a position server connected to the cellular network to receive and
process the message containing the position information concerning the mobile device, the cellular

communication network QKL EBRNPFSEEMEARRRIELRH S IRkRIMFIWR b d_dtatsnaRdvhich the

mobile is located for delivgtpgsandiiansidiisggROSHORAMMMAating CRRSRIBINJ isRiF-eallde the position
server, the position server comprises checking means for checking that the position of the mobile
received is included in thEXKPEIREBEBRAGFHEFesponding to the cell position information

received and, depending eaithe- L3 sesulbiebisnoneslolRiesiding Whsshae e Resiiemsetermined by

the mobile device based on the navigation signals and transmitted to theéposition server is authentic or

if there is fraull® cellah/ isRpssusSizuinie DERGT 4RE RoRARS HRGIEdide ERiNRERE AMeceiver of
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signals emitted by a constellation of satellites, connected to a cellular communication

transmitter-receiver fdhEeRRAHPtheTHEEsSRR RERERNG TP D SBRBMSIOhEREHNS dBeidb %o the

position servesosition of the mobile received is included in the cell of the base station

corresponding to the cell position information received and, depending on the

10 result of the check, for deciding whether the position determined by the

mobile device based on the navigation signals and transmitted to the position

server is authentic or if there is fraud.

Advantageously, the location and broadcasting device comprises a

receiver of GNSS navigation signals for determining the position of the

15 mobile device based on navigation signals emitted by a constellation of

satellites, connected to a cellular communication transmitter-receiver for

sending the message containing the position of the mobile device to the
position server.

Advantageously, the location means of the cell of the base station in

20  which the mobile device is located comprise an identifier of the base station

transmitted to the position server by the celiular communication transmitter-

receiver with the message containing the position information concerning the
mobile device.

Alternatively, the location means of the cell of the base station in

25 which the mobile device is located comprise a positioning node of the cellular

network for transmitting to the position server position information concerning

the base station corresponding to the cell in which the mobile is located. The

cell position information for the base station can be an identifier of the base

station or a geographic area obtained by processing measurements of

30 receive mode power performed on the base station by a mobile

communication transmitter-receiver pilaced on board the mobile device or a

geographic area corresponding to the coverage area of the base station.




Advantageously, the location means of the cell of the base station in 20 which the mobile device is
located comprise an identifier of the base station transmitted to the position server by the cellular
communication transmitter-receiver with the message containing the position information concerning
the mobile device. Alternatively, the location means_of the cell of the base station in 25 which the
mobile device is located comprise a positioning nod5e of the cellular network for transmitting to the
position server position information concerning the base station corresponding to the cell in which the
mobile is located. The cell position information for the base station can be an identifier of the base

station or a geographfdtAreaBBidiRe dFpReelin O daR UIRYREER O Eh ReRRSNEEE Dower

performed ondhehare piatpiaRykR mobile serrnpiiraAtioRitRNSMIRIeseives placegupaipoard the
mobile device or a geographic area corresponding to the coverage area of the base station. 5
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which Is giveriy meaynod tRUehniis rativenarghRRIMIting example, with reference to the appended
diagrammatic drawings which represent: 5- Figure 1: an exemplary system for xlocatin%a mobile

device, suth as a vehidlEB§ dafNiXeRRRME HSprefenpralng &telde KR¥IGHIHG RS position of a
GNSS receiver in a mphigideviee.s2efiding to the invention; - Figure 3: an example of transmission
of the position information to 10the position server ‘%gerformed by a cellular network communication

technique, according To S iRvEntioh SERMIRIA Y IPRISEHLCABIRIMINNG dp&rnsiicR Rifig a mobile

GNSS receiver in a mobiie device, according to the invention;

- Figure 3: an example of transmission of the position information to
10 the position server 3 performed by a cellular network communication

technique, according to the invention.

Figure 1 represents an exemplary system for locating a mobile
device 1, for example a vehicle, by satellite. The location system comprises,
on board the vehicle 1, a location and broadcasting device 2 intended to

15 determine the position and/or the speed of the vehicle and to transmit this
location information to a position server 3 that is responsible for storing
and/or analysing the information. The location and broadcasting device 2
comprises a receiver 4 of GNSS (Global Navigation Satellite System)
navigation signals such as a GPS (Global Positioning System) or Galileo

20 receiver, emitted by a constellation of sateliites 5a, 5b and a transmitter-
receiver 6 for mobile communication by cellular network, for example of GEM
(Global System for Mobile communications), UMTS (Universal Mobile
Telecommunications System) or CDMA (Code Division Multiple Access)
type. The position information is calculated by the GNSS receiver 4 by

25 analysing signals 13a and 13b emitted by the satellites 5a, 5b. The number
of satellites must be at least equal to four to determine the four position
coordinates of the vehicle in space x, y, z and in time {. This position
information is then supplied to the mobile communication transmitter-receiver
6 which, according to a segquencing dependent on the application, the

30 sequencing possibly being limited to following a predetermined periodicity,
sends said position information to the position server 3 via a communication

channe! 12 and via a base station 7a covering a coverage area, also called a




device 1, for example a vehicle, by satellite. The location system comprises, on board the vehicle 1, a
location and broadcasting device 2 intended to 15 determine the position and/or the speed of the
vehicle and to transmit this location information to a position server 3 that is responsible for storing
andior analysing the information. The location and broadcasting device 2 comprises a receiver 4 of
GNSS (Global Navigation Satellite System) navigatf’on signals such as a GPS (Global Positioning
System) or Galileo 20 receiver, emitted by a constellation of satellites 5a, 5b and a transmitter-
receiver 6 for mobile communlcatlonm\%?cellular network, for example of GSM (Global System for

Mobile commeflicHtivmegPUPTE Qe Yigavblsiiesairdommunications System) Or CDMA (Code

Division Multiple Accegs) dvenJiBg/ PasiiRpdNtarmaatandmrrlCulrieddtitie GNSS renqiyer 4 by 25
analysing signals 13a and 13b emitted by the satellites 5a. 5b. The number of satellites must be at

least equal to'f5& B dbie iRsEINMBHFpbsHRNSSIHRARE ’SPfﬁevaH?@Ié‘WﬁtQBQSé)RSW% and in time

t. This positiofyr the receiver 4, in determining the distances d1, d2, d3 separating it from
5 at least three satellites 5a, 5b, 5¢ of the consteliation then in deducing
therefrom the point of intersection 14 of the spheres whose centre is
embodied by the position of the satellite itself and whose radius is supplied
by the distances d1, d2, d3. The position of the GNSS receiver 4
corresponds to this point of intersection 14. The distances d1, d2, d3 are
10 measured in the receiver 4 by fiming the arrival time of radiofrequency
signals constituting a navigation message originating from the satellites 5a,
5b, 5c. The essential information originating from each satellite via the
navigation message and that the receiver must process consists of the date
of transmission of the message and the position of the satellite at the
15 moment of transmission of the radiofrequency signal. The satellite transmits,
in its navigation message, its ephemerides (Keplerian parameters) enabling
the receiver 4 to calculate the position of the satellite within a system of
coordinates linked to the earth. The ephemerides comprise, in the case of a
GPS signal, 16 parameters repeated every 30 seconds in the navigation

20 message.

With the position of the satellite having been obtained, it remains for
the receiver to detect the time of fransmission of the message in order to
deduce the propagation time of the signal transmitted by the satellite and the
distance separating it from the satellite, then the radius of one of the 4

25 necessary spheres, and the position of the vehicle 1.

The method of transmitting position information to the position server
3 is performed by a cellular network communication technique as
diagrammatically represented in Figure 3. The cellular communication
network is based on a geographic mesh whose individual meshes constitute

30 geographic coverage areas 8a, 8b, 8¢, called cells. The geographic coverage
areas 8a, 8b, 8c correspond respectively to radiofrequency coverage areas

of the base stafions 7a, 7b, 7c. A mobile communication transmitter-receiver




information is then supplied to the mobile communication transmitter-receiver 6 which, according to a
sequencing dependent on the application, the 30 sequencing possibly being limited to following a
predetermined periodicity, sends said position information to the position server 3 via a communication
channel 12 and via a base station 7a covering a coverage area, also called a cell, in which the mobile
device 1 is located. An exemplary method of determining the position of the GNSS receiver 4 is
diagrammatically represented in Figure 2. The method consists, for the receiver 4, in determining the
distances di d2, d3 separating it from 5 at least three satellites 5a, 5b, 5¢ of the constellation then in
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satellite having been obtained, it remains for the receiver to detect the time of transmission of the
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to say the one corresponding to the geographic area in which the mobile
device 1 is located. The cellular communication networks of GSM and UMTS
type are generally equipped with a positioning node 10, referred fo as a

15 GMLC (Gateway Mobile Location Centre), and each base station 7a, 7b, 7¢
is identified uniquely by a unique identifier, calied cell id, in a GSM-type
cellular network. The positioning node 10 is responsible, upon request from
an application or from equipment external to the cellular network, for
delivering either the identifier of the base station 7a to which the celiular

20 transmitter-receiver 6 is connected, or, directly, position information
concerning the mobile device 1 based on the geographic coverage area 8a of
the base station 7a. A mobile device 1 knows perfectly the identifier of the
base station to which it is connected.

According to the invention, the method consists in transmitting fo the

25 position server 3 the position information determined by the receiver 4 of
GNSS navigation signals and the identifier of the base station to which it is
connected and in checking, in the position server 3, that the position
information received is included in the coverage area of the base station
corresponding to the received identifier. The identifier of the base station can

30 be transmitted in various ways to the position server 3.

According to a first embodiment of the invention, the method consists

in analysing cell identifier information known to the mobile device 1 so as to




3 is performed by a cellular network communication technique as diagrammatically represented in
Figure 3. The cellular communication network is based on a geographic mesh whose individual
meshes constitute 30 geographic coverage areas 8a, 8b, 8c, called cells. The geographic coverage
areas 8a, 8b, 8c correspond respectively to radiofrequency coverage areas of the base stations 7a,

7b, 7c. A mobile communication transmitter-receiver 7 6 can communicate with the cellular network as
soon as it is located in the radiofrequency coverage area of one of the base stations 7a, 7b, 7c and
therefore as soon as it is located in ?ne of the cells 8a, 8b, 8c. Each base station is connected to a

base station GhEBIRI18E HPSHARITETIAHBSERREEE BYathih ©ohileIfeYirecERi BiantRéNC (Radio
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communication channel 12 with the most appropriate base station 7a, that is to say the one
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communicatigbBriveiksopiaidyl asctiMT $styps adedenerall:easingedardth afp@sitigadag node 10,
referred to as a 15 GMLC (Gateway Mobile Location Ct:%gg%, and each base station 7a, 7, 7cis
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node 10 is respanside, uppavequest fveshi@mapplipatigeusdros esreipentptermnmtothe cellular
network, for deliﬁ\l\/@ring either the identifier of the base station 7a to which the cellular 20

transmitter-reB¥VBPE RABOMTEHE PR RERBINA sIERI P TISHRG N St e &R1TEIRE device 1
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the identifier of the base station to which it is connected. According to the invention, the method
consists in tra %ﬁ{ﬁa@ &hsisting In checking, In the position server 3, the consistency

between the succession of the different identifiers received. Advantageously,
the succession of position information items concerning the mobile device 1
and the succession of position information items concerning the cells in

15 which the base stations are located and transmitted to the position server 3
are compared.

According to a second embodiment of the invention, the method
consists in interrogating the positioning node 10 of the cellular network to
obtain position information concerning the cell in which the base station to

20 which the transmitter-receiver 6 associated with the receiver 4 of GNSS
navigation signals is connected is located. For this, the location and
broadcasting device 2 sends a message containing the position information
concerning the mobile device 1 determined by the receiver 4 of GNSS
navigation signais, on reception of this message, the position server 3

25 interrogates the positioning node 10 of the cellular network to obtain position
information concerning the cell in which the base station to which the
transmitter-receiver 6 associated with the receiver 4 of GNSS navigation
signals is connected is located. The position server 3 then checks that the
position information received from the location and broadcasting device 2 is

30 inciuded in the coverage area of the base station. This second embodiment
of the invention can also be used as an optional additional step in the method

according to the first embodiment.




25 position server 3 the position information determined by the receiver 4 of GNSS navigation signals
and the identifier of the base station to which it is connected and in checking, in the position server 3,
that the position information received is included in the coverage area of the base station
corresponding to the received identifier. The identifier of the base station can 30 be transmitted in
various ways to the position server 3. Accordi%g to a first embodiment of the invention, the
method consists in analysing cell identifier information known to the mobile device 1 so as to validate
the position information reported by this mobile device. For this, the method consists in generating, in

the location and broadlBEstRifREJIQNINORIUAR&ERBRSINIT HRBbRIEN TSRS IR the
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server 3. On reception of the message, the position server 3 checks that the position information

received is inBRINBHRATRETSY L SIED B THE DEss VRttiB PBoRtdeBshiNA &S thel ek fér attached to
the message segoliriifsaOhrEeaarisapd diadotebigg é@&@%%@va}%é% getpetethsPnitanally, the
method can include an additional step consisting in validating the identifier 10 transmitted in the
message SentBytHEdAIB SN Rbadcasting device 2, this step consisting in checking, in the
position server 3, the KaRsiFRNENDeWRRRiche BHSCRTHAN 9t hasilierentidainifiersreapived.
Advantageously, the succession of position information items concerning the mobile device 1 and the

succession oPFESHIA iRFBRAGIBRANEMS orENiRiSy TR deis Ry 18owWmRANhdIBEEs dhaIGHR are located

and transmittegdotiiiae PasHiRNesesvend AR GARNVEGvalentACTOKENG da R Sesosshembpdiment of the
invention, the&%[e_thod consists in interroﬁ%aa%q the gaositipn_ingg[f{;)]de 10 of the cellular network to obtain
i HAdithinath

position infori§HoRCEBRCENRRS FIe HerhihAithey cRsohPidhaiRvealicmitter-receiver 6
associateghwith the receiver 4 of GNSS navigation signals is connected is located. For this, the
location and broadcasting device 2 sends a message containing the position information concerning
the mobile device 1 determined by the receiver 4 of GNSS navigation signals, on reception of this
message, the position server 3 25 interrogates the positioning node 10 of the cellular network to obtain
position information concerning the cell in which the base station to which the transmitter-receiver 6
associated with the receiver 4 of GNSS navigation signals is connected is located. The position server
3 then checks that the position information received from the location and broadcasting device 2 is 30
included in the coverage area of the base station. This second embodiment of the invention can also
be used as an optional additional step in the method according to the first embodiment. The cell
position information can be the identifier of the base station or a geographic area obtained by
processing measurements of receive mode power performed by the transmitter-receiver 6 on at least
the base station, or a geographic area corresponding to the coverage area of the base station 5
identified by its identifier.




Although the invention has been described in conjunction with particular embodiments, it is obvious
that it is by no means limited thereto and that it includes all the technical equivalents of the means
described and their combinations provided that they fall within the context of the invention. 10
MCSLLP 10 CLAIMS 1.Method of authenticating an?g validating position informationwr@ﬁéh@d by a
mobile device mounted on a vehicle, the position information being for use by a geolocated payment
system, the method consisting in 5 determining, on board the mobile device (1), the position of the
mobile device (1) based on GNSS navigation sig&alzﬂe@'tted by a constellation of satellites (5a, 5b,
5c¢) and in transmitting the position information o & a position server (3) via a base station (7a,

7b, 7c) of a mobile communication cellular network, the pase station (7a, Ib, 7c) 10 having a coverage
area (8a, 8b, 84), callH 2Pl W%ﬁ%ﬁﬁ@ﬂwﬁﬂﬁe\’ h&%@”@lf%ﬁﬁﬁt OHRAIR éﬁ?@ﬁﬁ‘?&%ﬁ it also
consists in transmittiagriogine qwatomaentet () posifaoléftrmadisit o nderniagdheeribifowhich the

base station (7a, 7b, 7c) to which the mabile device (1) is connected is located, in checking, in the
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base St_atiOFBCOWGSp@@f_Bﬂgimﬁ@,edleltbdsgﬁjtime iMebne_tmrw@/)edmddeiuaﬁd@‘_tiﬂ@th&)b‘msitior_] _
e A R e Pt g e e ostr
corresponding to theggelpeRitéen (BEorBiation reneivad, tiaerehitiralidatingqetyore Nodwatiorthe
geolocated payment system, 2 MetnodASotang 9574 & ShaLgighaRd Iutas regngpts In
mobile communication cellular network, the base station (7a, 7b, 7¢)
10 having a coverage area (8a, 8b, 8c), called a cell, in which the mobile
device (1) is located, characterized in that it also consists in transmitting
to the position server (3) position information concerning the cell in
which the base station (7a, 7b, 7¢) to which the mobile device (1) is
connected is located, in checking, in the position server (3), that the
15 position of the mobile device (1) received is included in the cell of the
base station corresponding to the cell position information received and
in validating the position determined by the mobile device (1) based on
the navigation signals and transmitted to the position server when the
position of the mobile device (1) is included in the cell of the base
20 station corresponding to the cell position information received, thereby

validating payments due to the geolocated payment system.

2. Method according to Claim 1, characterized in that it consists in
transmitting to the position server (3) a succession of position

25 information items concerning the mobile device (1) and a succession of
position information items concerning the cells in which the base

stations are located, in comparing the succession of positions of the

mobile device (1) to the succession of positions of the cells and in

checking whether the succession of positions transmitted by the mobile

30 device corresponds to an authentic trajectory followed by the mobile

device.




transmitting to the position server (3) a succession of position 25 information items concerning the
mobile device (1) and a succession of position information items concerning the gells ingwhich the
base stations are located, in comparing the succession of positions of the mobile device (1) to the
succession of positions of the cells and in checking v?/?ether the succession of positions transmitted by
the mobile 30device corresponds to an authentic trajectory followed by the mobile device. 3.Method
according to one of Claims 1 or 2, characterized in that the cell position information is an identifier of
the base station (7a, 7b, 7c) transmitted to the position server (3) by the mobile device (1) in a
message containing the position information concerning the mobile device (1) and the identifier of the

base station (73, 7b,Méehddetted anegrdingiosieiahtdains 2 anarabriasiariaes i thatdbe cell

position information for the base station (7a, 7b, 7c) is transmitted to the position_server (3) by a

positioning node (LOPBFHIRY BB HEN ik ANrddpBhle  @hANRtIRsGatR B tHéDoRiord Skrver (3)

after reception of theressagsicentaringddiedPtaniniameliomsopeinnador anebjlefevice (1)
transmitted by the mobile device (1). Method according to Claim 4, characterized in that the cell

position information fBEHTE $RaseCNRn g7 & PR IR a MTREMARI b IAPRoBHRE S 4B MMBHkod

according to Claim 4¢g&hiaeacteezertiie tiiahitiferel pesiigseiatermation fopthe pase station (7a, 7b, 7c)
is a geographic area obtained by processing measurements of receive mode power by a mobile
communication transmitter-receiver (6) placed on board the mobile device (1). Method according to

Claim 4, charadierizeddthtphiie epligoasiing tamation for the-hasraiatien ({andbinéckig a
geographic area correspgnding to the coverage area of the base station. System for authenticating

and validating positidtPHFGMARIMAeSHSH BiP LARSHREAHRDIEEaMARintEa §rTanehitiRd &8thisrising: on
board the mobile deviegifibh @deeation) adhrandcasting sevice1®) dorgeniriing madspnding a
message containing , _ .. .

response to an interrogation of the position server (3) after reception of

the message containing the position information concerning the mobile

device (1) transmitted by the mobile device (1).

15 5. Method according to Claim 4, characterized in that the cell position
information for the base station (7a, 7b, 7c) is an identifier of the base

station.

6. Method according to Claim 4, characterized in that the cell position

20 information for the base station (7a, 7b, 7c) is a geographic area
obtained by processing measurements of receive mode power by a

mobile communication transmitter-receiver (6) placed on board the

mobile device (1).

25 7. Method according to Claim 4, characterized in that the cell position
information for the base station (7a, 7b, 7c) is a geographic area

corresponding to the coverage area of the base station.

8. System for authenticating and validating position information reported
30 by a mobile device mounted on a vehicle, comprising:
- on board the mobile device (1), a location and broadcasting

device (2) for generating and sending a message containing




MCSLLP 12 position information concerning the mobile device (1), the location and broadcasting
device (2) comprising a receiver (4) of GNSS navigation signals for determining the position of the
mobile device (1) based on navigation signals emitted by a constellation 50f satelliteg¢;gigehular
communication network comprising at least one base station (7a, 7b, 7c) having a geographic
coverage area (8a, 8b, 8c), called the cell, for transﬁiﬁing the message containing the position
information concerning the mobile device (1), 10a position server (3) connected to the cellular network
to receive and process the message containing the position information concerning the mobile device

(1), characterized in that tROFHR B AMAASIAGORSHHD BB e MoklptHeN konplidbe ealichr
communication transmitter;fReeMes{6) SHRAOR’ I 20 b/ REANE L (T &fiRIN$H navigrRtn signals,

in that the cellular communication network also comprises means of locating the cell (8a, 8b, 8c) of the
base station (7a, 7b, 7c) iMAHRAIPR: HIEHRSIE0TCE e1orTRITIBEIAFoPASIHRNIMY ol traRéting

position information concegRipgsaid ¢RIk e PRYLRINSEYRIMGIL At i8] the-pRstEnatRpIver (3) 20
comprises checking and valldatlnﬁﬁmeans for checking that the position of the mobile device (1)

received is fcluded in the ¥eleiHEDase station corresponding to the cell position information

received and for validatingdhe-peRiHQb HRIRIANEE Mnkg/erRRisHsNiGe( i haged ORLhsaaavigation
signals and transmitted to the position server when the 25 position of the mobile device (1) is included
r

in the cell of the base stati§iPEBRd<Sording 0 1Y B BERRSHIRRIMTRISHFe_Ne], B validating

payments due to a geolocajgf payEemhsYSEMi - K¥HEMIBRECIHINGOGIRIE & hbdirgiaiesd in that
the location 30 means of the cell (8a, 8b, 8c) of the base station (7a, 7b, 7c) in which the mobile device

(1) is located comprise an RRSHRBIFPIRALOCABEBIN IPANEIRITMAPHS #RV[sSsiton server by the cellular

communicgion transmitters position server (3) connected to the cellular network to receive
and process the message containing the position information

concerning the mobile device (1),
characterized in that the location and broadcasting device (2) further
comprises a cellular communication transmitter-receiver (6) connected
15 to the receiver (4) of GNSS navigation signals, in that the cellular
communication network also comprises means of locating the cell (8a,
8b, 8c) of the base station (7a, 7b, 7¢) in which the mobile device (1) is
located for delivering and transmitting position information concerning
said cell fo the position server (3) and in that the position server (3)
20 comprises checking and validating means for checking that the position
of the mobile device (1) received is included in the cell of the base
station corresponding to the cell position information received and for
validating the position determined by the mobile device (1) based on the
navigation signals and transmitted to the position server when the
25 position of the mobile device (1) is included in the cell of the base
station corresponding to the cell position information received, thereby

validating payments due to a geolocated payment system.

8. System according to Claim 8, characterized in that the location
30 means of the cell (8a, 8b, 8c) of the base station (7a, 7b, 7¢) in which the
mobile device (1) is located comprise an identifier of the base station

transmitted to the position server by the cellular communication transmitter-




MCSLLP receiver (6) with the message containing the position information concerning the mobile
device (1), 10. System according to Claim 8, characterized in that the location 5 means of the cell (8a,
8b, 8c) of the base station (7a, 7b, 7c¢) in which the mobile device (1) is located comprise a positioning
node (10) of the cellular network for transmitting to th’e position server (3) position infoﬁﬁaﬁ@%
concerning the base station corresponding to the cell th which the mobile device (1) is located. 10 11.
System according to Claim 10, characterized in that the cell position information for the base station
(7a, 7b, 7c) is an identifier of the base station. 12. System according to Claim 10, characterized in that

the cell positior AZEMSr AR FERSHE BRRROSSRER N B1e, PPRILC I dBIREPAKCArEQHEIEd by

processing megsurgPsMisiel[8s¢ive mode power by the mobile communication transmitter-receiver
(6). 13. System according to Claim 10, characterized in that the cell position 20 information for the
base station (7a, 7b, 7c) is a geographic area corresponding to the coverage area of the base station.

10. System according to Claim 8, characterized in that the location
5 means of the cell (8a, 8b, 8c) of the base station (7a, 7b, 7c) in which the
mobile device (1) is located comprise a positioning node (10) of the cellular
network for transmitting to the position server (3) position information
concerning the base station corresponding to the cell in which the mobile
device (1) is located.
10
11. System according to Claim 10, characterized in that the cell position

information for the base station (7a, 7b, 7c¢) is an identifier of the base station.

12. System according to Claim 10, characterized in that the cell position
15 information for the base station (7a, 7b, 7¢) is a geographic area obtained by
processing measurements of receive mode power by the mobile

communication transmitter-receiver (6).

13. System according to Claim 10, characterized in that the cell position
20 information for the base station (7a, 7b, 7c¢) is a geographic area

corresponding to the coverage area of the base station.



