116

¥ lossaoold

G¢ 2|14 dnyoeg
¥F1 eosy abelcis

32 2l Qe_omm

0%l [0l uonoe|joD
$$890.d
20IAleg punoiboeg

22 Aowsy

0¢ WJojiejd Bupndwo)

c 1 2921AaQg Buipndwo)

IO

097 MomieN
UoNE2IUNWICD

¥ 108580014

9C 2ll4 dnsjoeg
§F uones||ddy uonoajon ele(]

o7 Aowsy

0OF wuojjeld Bugndwod

ZT1 JoAIag UoI309[[0D

gl Jossa00ly

Ol {00 uoyas|jo)
$8200.4 20IAI8G punoibyoeg

gT uoneal|ddy juswAiojdag |00, UoNI3|j0D

¥l Adowsy

21 wuosield Bunndwogd

Z2) Janieg wewAojdaq




2/5

'/f—GO

Execute, Via a Computing Device Processor,
a Collection Tool at a Computing Device
Within an Electronic Discovery System,
Wherein the Collection Tool is Configured to
Run as a Background Service Process

r

Generate, Via the Computing Device Processor,

in Response to Execution of the Collection Tool,

a Backup File that Includes Data Stored Locally
at the Computing Device

Communicate, from the Computing Device to
a Collection Server, the Backup file

FIG. 2
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70

Communicate, Via a Computing Device Processor,
a Collection Tool to a Computing Device within

C“"‘“\\ an Electronic Discovery System, Wherein

72

the Computing Tool is Configured to
Run as a Background Service Process

h 4

-

74

e

Receive, at a Collection Server,
~._  in Response to Communication of the Collection Tool,
a Backup File that Includes Data (Optionally Encrypted Data)
Stored Locally at the Computing Device

e (Optionally) Decrypt, at the Collection Server,

—

the Encrypted Data in the Backup File

FIG. 3
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IDENTIFY MACHINE FOR COLLECTION

2021

Y
904~  DEPLOY COLLECTION TOOL TO MACHINE

)
206 COLLECTION TOOL INSTALLED ON MACHINE
208-1 GENERATE SNAPSHOT OF THE DATA
210-1 STORE SNAPSHOT ON MACHINE
919~ TRANSMIT SNAPSHOT T0 CGLLECTION SERVER
914~ STORE DATA TEMPORARILY IN LANDING ZONE

Y

216

STORE DATA IN NETWORK STGRAGE DEVICE

)

218

UNINSTALL COLLECTION TOOL FROM MACHINE

FIG. S




