COMVUNI CATI ON CONTRCOL METHOD, COVMUNI CATI ON CONTROL PROGRAM AND
MASTER COVMUNI CATI ON SYSTEM CROSS REFERENCE TO RELATED APPLI CATI ONS
5This application clains the foreign priority benefit under Title 35,
United States Code, 119(a)-(d) of Japanese Patent Application No.
2010- 052562, filed on March 10, 2010, the contents of which are
hereby incorporated by reference. 10[ FI ELD OF THE | NVENTI ON]| The

present iqOMMUNIATRIGIENTROR MDA CaiNMUN Tt TGN atTast, PROGRAM
comuni cation control prograns and a master comruni cation system used

for a master-slave conmnp Qg{dTHR YRR MWHTCION SSyoordM gured i n such a
manner that a plurality mof slave comruni cation devices are
connected to the master conmuni cation systemthrough a comruni cation
net wor k. [ RELATED PRI OR ART] A mast er-slave conmuni cati on

system | CRYISRAFFHENCE TPHATMTNY et wontrodd ing a plant. The
mast er-sl ave 20 communi cation systemis configured, for exanple, in

such @ mannerti@ktpplpkdtabnt ¥yl Hims kder 6 p8NYAIGALd A WB¥HhEES t WH
are di sposed at distant places are connected to a master

comuni catitar: Y5t emiicest athedsi 0oae ML A NG (EPNbErJagdhdde Patent
mast er - sl ave conmuni cation system for exanple, MODBUS 25 (registered

trade mamgpipreitaes] Nes. Usad-oAcewdi o il e MmN atigm  mettod
of the MODBUS protocol, functions of the

contents of which are hereby incorporated by reference.

10 [FIELD OF THE INVENTION]

The present invention relates to a communication control
method, communication control programs and a master
communication system used for a master-slave communication
system which is configured in such a manner that a plurality

16 of slave communication devices are connected to the master
communication system through a communication network.
[RELATED PRICR ART]

A master-slave communication system is often used for

monitoring and controlling a plant. The master-slave

20 communication system is configured, for example, in such a
manner that a plurality of slave communication devices which
are disposed at distant places are connected to a master
communication system installed in a monitoring center. 1In the
master-slave communicaticon system, for example, MCDBUS

25 (registered trade mark) protocol is used. According to the

communication method of the MODBUS protocol, functions of the



mast er conmuni cati on system and the slave conmuni cati on devices are
defined as follows. (1) A master conmuni cation system has functions
to assign a slave conmunication device and to transmt a query to the
5 assigned sl ave communi cation device for controlling a surveill ance
device and for collecting data fromthe surveillance devi ce. (2) A
sl ave communi cation device has functions to receive a query froma

nast er CofBiE € addramlrsisiteinn angsedl ein®xacditd Nord ammieted ©f oi ned
processing indicated by the query, to transmt information of the

processi npviestd tadd ddei mmstad TOmaWd cati on system as a response.
However, the slave comunication device has no function to

aut ononougl)y A metsfEd corgMel 410l drhes yIRsdne rh LOMUHBCREA DN S VS £8n a
15Conventionally, in the foregoing naster-slave conmuni cati on system

the mast ey1 pRMAsH-Gatil@t st iQCldrtaldy Besl g & ha®; to the
comuni cation device to which a query is transmtted in a

predeter Mg reRyuaRse: aonpiadeialiimedkdide fdh eforad 1% Ml #dy respect
to a plurality of 20 slave comuni cati on devices, transmts the query

to the assirgred 1simve GOMBANIGR! I devilce@ndy reael Bsm dsponse
returned fromthe slave comuni cation device to which the query was

transm t tegvdin larsey iRs;idfe t he foregoi ng processing, if the response
is not returned fromthe slave conmuni cation 25 device within a

predet er mined tglnEre tdienmiiBSitRIt GEAMBEVIGRE i SHETEMIRY RNSEdS B a
query identical to the query transmtted in the previous round and

wai ts theueespense & e tde e Gy eaticem, devbcestdernkdhring
response 1s not returned fromthe slave comruni cation device even if

the sane agpeeyet&riiananptdosksMi@ ihianaa or Bdedres gured  nusberarfnit
times, the
information of the processing result to the master
communication system as a response. However, the slave
communication device has no function to autonomously transmit
a query to the master communication system.

15 Conventionally, in the foregoing master-slave
communication system, the master communication system
cyclically assigns a slave communication device to which a
gquery is transmitted in a predetermined seguence at
predetermined time intervals with respect to a plurality of

20 slave communication devices, transmits the query to the
assigned slave communication device and receives a response
returned from the slave communication device to which the query
was transmitted. In a series of the foregoing processing, if
the response is not returned from the slave communication

25 device within a predetermined time, the master communication

system retransmits a query identical to the query transmitted



5 master communi cati on system determ nes that the slave conmuni cation
device is in failure (error). The foregoi ng conventional nethod
for determning the error of the slave conmunication device has the
foll owi ng problens. In the conventional error determ nation nmethod | o
descri bed above, first, if the response is not returned froma sl ave
comuni cati on device, the master communication systemis required to
repeat r et aftsansiiowwd ddiend aiml quertys afik tesdrisd of rdmecepd | O
the response to the retransmtted query, several times. Therefore,
thi s m ghioreausiec s toa RIS .oNWASH deh@rfpcn Iy nbe eachreédt fieom
ot her sl ave comunication devices in sone cases. As a result, a
processi nheale v eansbranghiord taigeh afepraacessdmo ff it Mg Qewaused in
each of the other slave comunication devices in sone cases. Second,
in the cameennictald efowy deireranglaidare methad, ni2tb et nee ¢ e spsires
comuni cati on system executes the error determination within a
rel at isvelma ssdef tednintth 1 ddteiran 1Sy s PpOSEdaidniiine d cHE S| 1dges Jaadeenpor ary
error (errors that recover naturally, for exanple, communication
error duednemuinicsas andieaan dencigent aaipraeessd el ay in the sl ave
communi cation 25 device) of the slave communi cation device as a
per manent err @he @dreRydiolss dirhiem tiam 1t he dieparar Weddiidnidd dhe
error is a permanent error, some work by a maintainer is required.
However, ddrdihefroher diswe tmmoirarosteidroidevilcde de-Heefio dowitng S.
Therefore, if a tenporary error is msjudged as a permanent error, a
wor k| oad pafolillzensmai mraitiey doisieasesadue i@ D ddie rimifdenan e smyyk of
t he sl ave conmmuni cation device that is not in failure (error).
Japanese deaieritbuhlbiogat, i ¢irie., 2002n26088pdhsel Dseso@ etk g dnor
shortening a waiting tinme of the master communication system'waiting
for the respansecafitefitdeisectnd &b rowntastarotdatut Dcs50lve dyfen
first problem described above.

is required to repeat retransmission of the same query and to

wait for reception of the response to the retransmitted query,
several times. Therefore, this might cause a transmissiocn
15 delay of a guery to each of the other slave communication
devices in some cases. As a result, a processing delay and a
shortage of processing time might be caused in each of the other
slave communication devices in some cases.
Second, in the conventicnal error determination method,
20 since the master communication system executes the error
determination within a relatively short time, there is a
possibility to misjudge a temporary error {(errors that recover
naturally, for example, communication error due to noises and
an incidental processing delay in the slave communication
25 device) of the slave communication device as a permanent error

(all errors other than the temporary error). If the error is



[ SUMMARY OF THE | NVENTI ON] However, the technol ogy discl osed

i n Japanese Patent Publication No. 2002-26908 is not a solution of
the foregoing 15 second problem Since an error of the sl ave

conmmruni cation device is determned in a shorter tinme in the

technol ogy, a possibility to m sjudge a tenporary error as a
permanent error may rather increases. Therefore, it is an object of

t he presentpdnvemdnoeto20 oty iveria o BT 0ot d e € old redquetdod, a
comuni cation control program and a naster conmuni cation system which
are capal@vefersr ridr tthet erronral Eof ddmgo ey efirdhe iMmsker be left as
comuni cation systemfrom m sjudging a tenporary error of a slave
conmuni catt ains .deviteer o e per Manetdm@i fOfy i drso 25 fasti efuddayeas a
comuni cati on system The present invention is inventions of a
communi caid mnetnereb ryes hash;k Bo 00 FFUDH 6 atid Ot £ F Alneegleamiagd &
mast er communi cati on system of a master-slave comunication system
whi chsi s ttenfriagutedanaesuchk o fmnees 1 dhatc@umplii@d i toh efevSlcavehat is
conmruni cation devices are connected to the master 5 comuni cati on
system t hfaaughn & cidrmeni Gattqr network, and the nmaster communi cation
system repeatedl y executes conmuni cati on apparatus assi gnnment

processi ng forJASSiedd e Fhalel oMt | 000 ded s gl ddws a
plurality of the slave conmunication devices, query transm ssion

pr ocessi ngdioro Iyt rans riddidih i guena i dde assignathes i er
communi cati on device and response reception processing for receiving
a responsenmmonddie sl aveteammabht Ded ifor dByi tespen ydiaGh rhehguesdovds
transmtted, in the master-slave comruni cati on systemas a series of
a comounircatridgn ipr eeeRs N Wiltve the first problem described above.

[SUMMARY OF THE INVENTION]
Eowever, the technolegy disclosed in Japanese Patent
Publication No. 2002-263908 is not a solution of the foregoing
15  second problem. Since an error of the siave communication
device is determined in a shorter time in the technology, a
possibility to misjudge a temporary error as a permanent error
may rather increases.
Therefore, it is an object of the present invention to
20 provide a communication control method, a communication
control program and a master communication system which are
capable of error determination that prevent the master
communication system from misjudging a temporary error of a
slave communication device as a permanent error in a
25 master-slave communication system.

The present invention is inventions of z communication



15The master communication systemis characterized as follows. (1)
The master conmunication systemincludes a tinmeout error nonitoring
timer that detects whether or not a response to the transmtted query
is received and a tinmeout error counter that zo counts a nunber of
detection tinmes of successive tineout errors for each of the slave
comuni cation devices. (2) Wen the master comruni cation system
recei ves @orrtasybonee Hodymaa celrtive ieenmon cahiten1devbgeatsahgngdnasi-éhe
previ ous conmmuni cati on apparat us assi gnment processing, the naster 25
communi catdneursiyesEteidd esediserd df Ne ot s 18F 108 1 D0 Nd @ImOT ¢ £SPOMN 0 gt 10
t he sl ave comuni cation device to zero, and when a tinmeout error is
det ect ed Wiaisad igncanfatuedal h cudh @mnbheeti teotita @NLEEHEIMBR/ bOI s Ngve
timer, the master comunication system increases a count val ue of

t he ti meadnrentioratcioamidvicos s espontbritgedtted heo st sy engomaini cat i on
device by one; then, 5 termnates the comuni cation processing unit

i mredisat elonmudeiermisresystetrhehrotighod ddienefirest icounk tabrikheagarie
counter reaches a predeterm ned count val ue concurrently with the

t er m nat ingist eaandopmtiplits t&bnos v & Hém rMadd e dinakxeadit eat @Snael ¢ HF i &f
the slave conmmuni cation device if the count value of io the error

count er regaches e qyiefeiarinpestemifg iBdtieassignind\cnof ddingvd o t he
present invention, in a master-slave comuni cation system an error
det er m natdnorurdikatt jpredentiscea amaie rt oo P Clat i ro Systenn T4wem
m sjudgi ng a tenporary error of a slave conmunication device as a
per manentcogintuoii dEi dve desriatdd ev@tbry transmission processing for
10 transmitting a query to the assigned slave communication device
and response reception processing for receiving a response from
the slave communicaticn device to which the guery was
transmitted, in the master-slave communication system as a
series of a communication processing unit.
15 The master communication system is characterized as
follows.
(1) The master communication system includes a timeout error
monitoring timer that detects whether or not a response to the
transmitted query is received and a timeout error counter that
20 counts a number of detection times of successive timeout errors
for each ¢f the slave communication devices.
{2) When the master communication system receives a response
from a slave communication device assigned in the previous
communication apparatus assignment processing, the master

25 communication system resets a timeout error counter

corresponding to the slave communication device to zero, and



[ BRI EF DESCRI PTI ON OF THE DRAW NGS] FIG 1 is an illustration
showi ng an exanple of a configuration of a master-slave network
system according to an 20 enbodi nent of the present invention;

FIG 2 is an illustration showi ng transm ssion and reception of a
guery and a response between a master conmuni cation system and four
sl ave communi cati on devices according to the enbodinent; 25FIG 3 is
an il | ustuwledn entdafna cGOVRPARAT| VE XAMA LD shiewdgnt eansbi SSceviandtrom
reception of a query and a response between a master comunication

syst em anthd audmeshay e xcaomuphdabirongdeynees aneohds tigr t@mnunication
conventi onal technol ogy; FIG 4 is an exanple of a flowhart of
a comunipattienn contrnGisdpr ecessintg vhdubeogxendt ethdyut €onvtint@aiton
control o processor of a master conmunication system according to the
enbodi merdgrrespondifg th theafnl &té usdnmdn ore tshowidey iae exyashte e,
configuration of a master-slave network system according to a
nodi f ised texanplae «af dHee @mbadientiorantdocessifd Gnif i exasp)e of
a flowchart of a communication control processing to be executed by a
conmmuni catdt@nciody ehepheeessaiot0ftha sRSbErceomMyt ¢kl OArsySi®@Mter
according to a nodified exanple of the enbodi nent. | o [ DETAILED
DESCRI PT1x@¥ (Bfe sTHE fRitEtRRD fMBAIuVENFalue concurrently with the
termination; and outputs error information that indicates a
error of the slave communication device if the count value of
10 the error counter reaches the predetermined count value.
According to the present invention, in a master-slave
communication system, an error determination that prevents a
master communication system from misjudging a temporary error

of a slave communication device as a permanent error may be

15 achieved.

[BRIEF DESCRIPTION OF THE DRAWINGS]

FIG. 1 is an illustratiocon showing an example of a

configuration of a master-slave network system according to an
20 embodiment of the present invention;

FIG. 2 is an illustration showing transmission and
reception of a query and a response between a master
communication system and four slave communication devicgs
according to the embodiment:

25 FIG. 3 is an illustration of a COMPARATIVE EXAMPLE showing

transmission and reception of a query and a response between



Herei nafter, explanations will be given of an enbodi nent of the
present invention in detail by referring to drawings. FIG 1 is an
illustration show ng an exanple of a configuration of a master-slave
net work system according to an 20 enbodi nent of the present
invention. As shown in FIG 1, a master-slave network system 10 is
configured in such a manner that a plurality of slave conmunication

devi ces 4 aiss CONNaGinRch 1@s B SRS B t GO MR £Al QT HYS t@Ifrdud TE Ot a
comuni cation network 3. In addition, a nmaster processing device 1

confi gur etbZi-aM tducdatirexarple, cenganerdla Pefsanal L&ppput er and a
wor kstation is connected to the nmaster communication system 2.

Furthernore, varg.ous idedrcaskaiel £amectbddhdhe & av et Latdon
device 4. \Wen the master-slave network system 10 is, for exanple, a

pl ant supsIndSOr Yreysing tsubeekkkaneeddpyi secSutnst st iMg &ntrol
vari ous kinds of sensors and the like 5 is connected to the sl ave

comuBi Cridiesdam G 4 master ddein@iniasstditeh NBIaNK abed@firaxaml e
Et hernet (registered trade mark) or RS485 is used, and as a

comuni cadrbydineirdiad t hereof, generally, a conmunication nethod, a
so-cal l ed master-slave conmuni cati on such as MODBUS (regi stered trade

| o mark) protacal. is iuseth NeamMvdieort e VGRRUS rotagale raxunt ed on
TCP/ I P protocol of Ethernet is called as MODUBUS- TCP, however, a

basi ¢ corgaitieald-an Jrebliod hdetestsisveaidrbintysihe ARsSbelisLaAVE a
conmmuni cation. A comruni cati on between the master comruni cati on
system modified example of the embodiment; and
10 FIG. & is an example of a flowchart of a communication
control processing to be executed by a communication control

processor of a master communication system according to a

modified example of the embodiment.

15 [DETAILED DESCRIPTICN OF THE PREFERRED EMBODIMENT]
Hereinafter, explanations will be given of an embodiment
of the present invention in detail by referring to drawings.
FIG. 1 is an illustration showing an example of a
configuration of a master-slave network system according to an
20 embodiment cf the present invention. As shown in FIG. 1, a
master-slave network system 10 is configured in such a manner
that a plurality of slave communication devices 4 are connected
to a master communication system 2 through a communication
network 3. In addition, a master processing device 1 configured
25 with, for example, a general personal computer and a

workstation is connected to the master communication system 2.



15 2 and the slave comunication device 4 in the master-slave
communi cati on proceeds according to a communi cation control
processing that is executed by the initiative of the master

comuni cati on system 2. Nanely, the conmuni cation control of the
mast er conmuni cati on system 2 is achieved by repeatedly 20 executing
the follow ng three-step processing as a processing unit. (1)
Processi ngiftQfe @&t Gnivgr it de sdd iadd Ha 15 aveh iepai cation dewce 4.
(2) Processing for transmtting a query, which is information 25

i nst ruct it Qoeiss k@ viiedbe . exatdr ethdabherasshgaedeeha¥R system
communi cation device 4, to the assigned slave comuni cation device

4. (3) RArpeessidy I:imgleceivphgnt higidmti i plykeswl, ts flrddllance
processi ng executed by the assigned slave comuni cation device 4,

si nce thejestiaee ommsnistahigon Fdevirteeud ke6eEVEE $88sEHErInd ExecLies
the processing instructed by the query and transmits the information

of the priecessim@iepuld $Ho Jihardasdeiurciiaiicaldwsystem 2 as a
response. Here, a query to be transmitted to the slave

comuni cat i on g cas4t by rlhe: JTBS BEr £ €O Rt | BPhsY8EEM Zed Sstdidd
exanple, 10 the query to instruct acquiring data of a tenperature of

a boil er dpaddenas)veid Irvues devied, Ofd tes insidnain fedud e Hdow
rate of a gas by throttling a valve in the surveillance device 5. On

the ot hercHeardt,f geryamlys, d RfiBtit o thaHRPe aldi@10fed he
boiler and information that a gate opening 15 of the valve was

| ower ed friz@Med 10 o cAlcrinie] iuded dm dhen rBspETSY s N JRshansed o ddhee
query. In addition, error information such as a failure in acquiring

dat a of theleppetatvle Lhskhe beiahahimay bee MIOBudedrbBotBE mounted
response. The master commrunication system 2 that executes a
on TCP/IP protocol of Ethernet is called as MODUBUS-TCP,
however, a basic communication method thereof is sorted into
the master—-slave communication.
A communication between the master communication system
15 2 and the slave communication device 4 in the master~slave
communicaticn proceeds according to a communication control
processing that is executed by the initiative of the master
communication system 2. Namely, the communication control of
the master communication system 2 is achieved by repeatedly
20 executing the following three-step processing as a processing
unit.
(1) Processing for assigning a destination slave communication
device 4.
(2) Processing for transmitting a query, which is information

25 instructing a processing to be executed by the assigned slave

communication device 4, to the assigned slave communication



20 conmuni cation control of the foregoing naster-slave conmuni cation
i ncl udes a comuni cation control processor 21, a network interface
22, a tinmeout error nonitoring timer 23, and a tineout error counter
24 which is disposed corresponding to each of a plurality of slave
comuni cation devices 4. 25Here, the comrunication control processor
21 includes CPU (Central Processing Unit), which is not shown, and a
menory, dcaeligeropgrans for actualizing a communication contro

function of the master communi cation system 2, as well as a query and
a responsesit ransdaddiaty afsk resed mechpetveernd tieonrast efe SOMTRING £athen
system 2 and the slave conmuni cation device 4 are o stored in the

menory. Ipreskidironexebateatwprind atetface 2Ais connnactadiba ddeice
comuni cation network 3 and interfaces electrically between the
mast er colymylircat itére sYsvemcamandithe ieandunieat kopefeti et ke Be v +e
generating/delivering a transm ssion frame and detecting a reception
frames 1Qiedstawted phateaddngssnsni o pal i t&SS HQBIrYJadd desdn shatt On
sl ave communi cation device 4 is included in the transm ssion frane
whi ch i s fgenerai@ehdns drhe Meihwrdeddd ey fracerA 1 and d hate andytagessi ng
that the master communication system?2 (that is, the comunication
control proeessiaratdln assitgs A akb SlAa@mauni cation device 4 is

the processing to set the address information of the slave
conmuni cat i on H&\g ca dudngludes tiranishe titeanssitsd enatreadf®@umunication
device 4 by the master communication system 2 is, for example,
10 the query to instruct acquiring data of a ftemperature of a
boiler by the surveillance device 5, or to instruct reducing
a flow rate of a gas by throttiing a valve in the surveillance
device 5. On the other hand, for example, informatiocn of the
temperature of the boiler and information that a gate opening
15 of the valve was lowered from 4 to 3 are included in the response
in response to the query. In addition, error information such
as a failure in acquiring data of the temperature of the boiler
may be included in the response.
The master communication system 2 that executes a
20 communication control of the foregoing master-slave
communication includes a communication control processor 21,
a network interface 22, a timeout error monitoring timer 23,
and a timeout error counter 24 which is disposed corresponding
to each of a plurality of slave communication devices 4.

25 Eere, the communication control processor 21 includes CPU

(Central Processing Unit), which is not shown, and a memory,



The tinmeout error nonitoring tinmer 23 is a timer for nonitoring a
time until the conmmunication control processor 21 20 receives a
response to be transmtted froma slave conmuni cation device 4 after
the network interface 22 delivered a query. Nanely, when the query is
transmtted to the slave conmunication device 4 through the network
interface 22, the tinmeout error nonitoring tinmer 23 starts nonitoring

the tinme a5 andgseRs rbhes o 1071 Mg aeRmiuRie ceTBuMNEEAL HEN SOt Dbn
processor 21 received the response to the query. If the

comuni cadf atheC aiigtRlr PoRerRSeEtdbrdesstratl 2f eeei ¥e11hgsr £sPease and
within a predetermned tine, that is, if the nonitoring tinme of the

timeout ef neyspiiHd afddisrtid®id 25d Srdtedi wdopped.hay ok thester
predetermned tine, a timeout error 5 indicating no reception of the

response daimiatiddteichbrt 8ybhemchamunt Katd 1R COBMNEhi PEOEEE T vidle 4 are
The tineout error counter 24 is disposed corresponding to each of a

pl uralsi t \stfresd ave ceRNMdRoedt i onndeyticesod, and hachbek erbash neant 22
the tinmeout error counter 24 is disposed in a |lo nmenory, not shown,

Wi thin the masirecteeimnital iQinepsiemidn Ma®lidsk hehd iterfaces
conmuni cati on control processor 21 receives a response froma sl ave

comuni cadlieait ded106; BetivBencomaniistald eBmeOAt Ak i PhOSRSES 22dnHeset s
a tinmeout error counter 24 correspondlng to the slave comrunication

devi ce 4 bt iz&itG.orand tialk (e WEMmalnGald i 10l vepriogessor 21
is waiting for reception of the response fromthe slave conmunication
devi ce 4,tddnsmitdSREULE @IMeOlarids dratddiiedy f4 amddia: itdietdmear 1 or
nonitoring tinmer 23, the comruni cation control processor 21 increases

a coupt val ue 1af itsherdddteaiiatelddiired} GO R(atAbrCHIEspand g to the
sl ave communi cation device 4 by one. FIG 2 is an illustration

showi ng aie saXalieofs lavan esirdtaidd espldon ofs agueidednt ahe
response between a master communi cation system and four slave

communi cafrzemdssdeni €esmacaoich Ng fenthet ealwdicmente ofict ke ffasete
invention. In FIG 2, the left half indicates contents of a
communi c&A,08nd that a processing that the master communication system
2 (that is, the communication control processor 21) assigns a
15 slave communication device 4 is the processing to set the
address informaticn of the slave communication device 4
included in the transmission frame.
The timecut error monitoring timer 23 is a timer for
monitoring a time until the communication control processor 21
20 receilves a response to be transmitted from a slave
communication device 4 after the network interface 22 delivered
a query. Namely, when the query is transmitted to the slave
communication device 4 through the network interface 22, the
timeout error monitoring timer 23 starts monitoring the time

25 and stops the monitoring when the communication control

processor 21 received the response to the query. If the

10



control processing of the master communication system 2, and the
right half indicates a slave conmuni cati on device 4 corresponding to
a destination slave comuni cati on device 4 of a query and an
originating slave comuni cation device 4 of a 5 response by a
direction of an arrow. As shown in FIG 2, the naster
comuni cation system 2 assigns (circled 1) a slave communi cation
devi ce 4 datdpunicdimod icaitddbokrodaansimizs deds ol 2dcaiwpiettye (1,
1) prepared in advance to the assigned slave comuni cati on device 4
(#1), andrddpareseiwieshiicia g esiad)emiesponses ( ILhd) 1€t uthethdrom the
sl ave communi cati on device 4 (#1) to which the query was transmtted.
Si m | ar |l yworitdhenmexinebd Hake threbasterr commiiteatinant S8t 2s not
assigns (circled 1) a slave comruni cation device 4 (#2), transmts
(circl ed oppagudreyqrd] the prmedudetedrminadviainge, to 4 heedbt assi@ned
sl ave communi cation device 4 (#2), and receives (circled 3) a
respomse i(idhtire urcnettdammdre Sl tawe companbdcatd o diefd € o (H
to which the query was transmtted. In addition, the master
conmmuni catdnonursiysiteior @Eesigils @r@tanac@mmuni cati on device 4 (#3)
and a sl ave conmunication device 20 4 (#4), and executes simlar
processing. The tAsecdescérbed ahover PA 1helimsiseid sbavespehwonl to
system 10, the master comruni cation system 2 repeatedly executes the
fol | ow nggutoedssi pjuasldtyepifeslafeacpnmorsshtgodndévidasel y, atdein
mast er conmuni cati on system 2 assigns one by one a plurality 25 of
sl ave comhgniemdbidimetieyi tRe dimennecéerbi acdure-oMubiscatl spassaat iwrk
3, transmts a query prepared in advance to the assigned

10  memory, not shown, within the master communication system 2.

Namely, when the communication control processor 21 receives
a response from a slave communication device 4, the
communication control processor 21 resets a timeout error
counter 24 corresponding to the slave communication device 4
16 to zero, and when the communication control processor 21 is
waiting for reception of the response from the slave
communication device 4, 1f a timeout error is notified from the
timeout error monitoring timer 23, the communication control
processor 21 increases a count value of the timeout error
20 counter 24 corresponding to the slave communication device 4
by one.
FIG. 2 is an illustration showing an example of
transmission and reception of a guery and a response between
a master communication system and four slave communication
25 devices according to the embodiment of the present invention.

In FIG. 2, the left half indicates contents of a communication
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sl ave communi cation device 4, and receives a response returned from
t he assigned slave comuni cation device 4. Meanwhile, in the exanple
in FIG 2, a nunber of slave conmuni cation device 4 connected to the
conmruni cation network 3 is four, however, 5 the nunber is not limted
to four. When the master communi cation system 2 conpletes a
round of processing of transm ssion of the query and reception of the
response datidie fraie ssiane cdoRmNngate@ncoami6€8adicansgeted 2o dhe
comuni cati on network 3, subsequently, the nmaster 10 comuni cati on
system 2 wxectiigs thel SegantL1and of 1 dhe commu eatiean centdsol 4
processing. It is noted that in the first round of the communi cation
control pIREESSIdIEirs) Reea tdees vmeitalort 8 MR Eatr@m SySi&Mde wiecek ved
the responses (1, 1), (2, 1), (3, 1) and (4, 1) fromthe respective
sl ave comminicaat izel &5 devgeasatdngt Beatreneonhufl 0t i6AUAERIGe 24 (#1),
(#2), (#3) and (#4) are reset to zero. As shown in FIG 2, in
the secontkgpaiing ofy thelicegninrcaid ofh catdwl processing, the

transm ssion and the reception of the query and the response are al so
execut ed 20 betsvegibvrhe MEStEr ComMAMNineaAiiaan cyrghien ch@inth tdhes sdnave
comuni cation devices 4 (#1), (#2), (#3) and (#4), as with the first
round of A geMuAreatton) coRNLOle PEREEESEAY: ohloNeYEEe 4 N#thein the
exanple of FIG 2, the nmaster conmunication system?2 failed to
receive &iresponsek(2rrahshien (Hersleaer commprirgat(igonl 25 ey £€d 4n
(#2) within a predetermned tine (the master conmmunication system 2
recei ved aaivianm®out 1ot iddCajrican sl hom ¢hemuhi 6B2OUbn &I Blcdrani § 0f } Nthd
timer 23). Then, a count value of the timeout error counter 24 (#2)
cor r espondicig viea (ke rsilaves remBbeakiconl deVi e thriisd) firdmi ties easat
by one, and the count value is set to 1. This is indicated by "EC=1"
in FIG 2Zonuniidae ifoel Howiog 4 hiknd touwhd cof © hdeneaymiak aatdriymicardd ol
processing, the transm ssion and the reception of the query and the
response are aisdlexdacyt dch hefeneentd A omSt etheC GEBHY L aldmeurSySigm
and the slave conmuni cation devices 4 (#1), (#2), (#3) and (#4), as
wi t h t he syecerd? rewidnef (thecteamyni gdtdvenceantnOtaplosersiing 410%2),
this case, however, the query transmtted to the slave conmmunication
devi ce 4 t(#2)prfirem thechadt®r a query (2, 1) prepared in advance to the

15 assigned slave communication device 4 (#2), and receives
(circled 3) a response (2, 1) returned from the slave
communication device 4 (#2) to which the query was transmitted.
In addition, the master communication system 2 assigns a slave
communication device 4 (#3) and a slave communication device

20 4 (#4), and executes similar processing.

As described above, in the master-slave network system 10,
the master communication system 2 repeatedly executes the
following processing as a series of a processing unit. Namely,
the master communication system 2 assigns one by one a plurality

25 of slave communication devices 4 connected to the communication

network 3, transmits a query prepared in advance to the assigned
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comuni cation system?2 is the query (2, 2). This means that the query
(2, 2) identical to the query (2, 2) in the second round is
transmtted to the slave comruni cation device 4 (#2). 15 Nanely,
since the master comrunication system?2 failed to receive the
response (2, 2) fromthe slave conmmuni cation device 4 (#2) in the
second round, the master conmunication system2 retransmtted
(retried dlmda apaniuh) chhe ogueEYi 2,4, 2hndhi €Bei e dentspahskord hatndd
t he second round. 20Meanwhile, in the exanple of FIG 2, the naster
comuni catrda tst €81 gnéaid ety againmung chedeinveetrNeer£sprasawhice?)in
fromthe slave conmmunication device 4 (#2) in the third round of the

conmuni cathed R x@@plol npFocess) g nukitenebar el atrhec6aunt 1 ¥at uen ddethee
ti meout error counter 24 (#2) is increased again 25 by one, and the

count valuedeewrsi 2o Thiscbamufdcaated hygtwbEer23 i8 A&, 2owever,
Furthernore, in the fourth round of the conmuni cation control

processi nghe trhendgmnsymirgsi dningintkd he reaeption of the query and the
response are al so executed between the master communi cation system 2

and the sl ave WwaEmMthicCAl 508 rdeyvmtesi da bi ¢#19yst{dR )P, cbiigleand & #Dunds
with the third round of the comuni cation control processing.

However, i peectbeingsd € reomiRisGa 68 s heary fad eddnt ifecefwhe
the response (2, 2) fromthe slave communication device 4 (#2) in the

previ ous de@pitthsd e rmBBé ef oo FIHC abindning y$te®n2 dbiansai 4 tethideed
query (2, 2) lo which is identical to those in the second round and

the thirddg and.communicadtidmecaxaid 8 ,0fsddequintdlng M elaster
comuni cation system 2 failed again to receive the response (2, 2)

fromihe cshawe icermnsn caidtem ded:eek dHDheevritdil thaidow hkHeound.
Therefore, 15 the count value of the timeout error counter 24 (#2)
was i ncr easemhragaitioradént hbs gdrodardiicri.ed thy s HeE=d that AGchd. fiASst
descri bed above, if the master communication system2 failed to
recei ve trheindespanzec mmenibani an pedeicr proedspunpersiofcd t ABSndfradr

exanple, not less than three) in spite of 20 transm ssion of the sane
query t o doreusdnm® tsloay e yeaaniupi cat¢ Ded et e ebpdri@esmaster), (2, 1),
comuni cation system 2 determ nes that the slave conmuni cation device
4 is in f&@,l ane aerr(@r,) .1} from the respective slave communication
15 devices 4, the timeout error counters 24 (#1), (#2), (#3) and
{(#4) are reset to zero.

As shown in FIG. 2, in the second round of the
communication control processing, the transmission and the
reception of the query and the response are also executed

20 between the master communication system 2 and the slave
communication devices 4 (#1), (#2), (#3) and (#4), as with the
first round of the communication control processing. However,
in the example of FIG. 2, the master communication system 2
failed to receive a response (2, 2) from the slave communication

25 device 4 (#2) within a predetermined time (the master

communication system 2 received a timeout notification from the

i3



Meanwhi l e, in the foregoing explanation, queries to be transmtted in
the third round and the fourth round are 25 identical to the query
(2, 2) in the second round where the nmaster conmunication system 2
failed to receive the response for the first time. However, the
gquery may not be always limted to the sane query. Nanely, in FIG 2,
t he communi cation control processing of the master communication

system 2 yryedie: deseld Bedi asrihgansidd £33 .quelsh (4, cSint &FINR skamee 5
comuni cation device 4 (#2), and failed to receive a response (2, 3)"

for the thindhutowtandcidadnsm4 s duesdrdgporflid® tdherisd aVeave
comuni cation device 4 (#2), and failed to receive a response (2, 4)"

for the faimnhiouichn tesheet bvely) iManwhiched Py tdike £%aRPE Be SUG @S
a plant supervisory to systemto which the naster-slave network

system 10;d1uaapp ifth dd 1.5 noii Al ways diNGoEmnL hatc-an quet yewdi ch,
instructs "acquire a tenperature of the boiler"” is transmtted every

time 0 a sl avie, eaBNEd] Labi ey WeMiEeofndl &f theSceaRBnibhtisSn control
unnecessary t hat the master conmunication syst em2 retransmts a

query is grdpiddsialg,t enkhataini el $8 aniotse I tirf B MEXEuEeYNthy
even if the master communication system?2 failed to receive a

response fHeOpEEPEn Sk aMe: §VBBLHULAIT NpEEYEER thd RaS0ER daithi dheion
guery to be transmitted in the next round is "acquire a tenperature

of the bajjfien ataddentd 8B3ve Minith Was Uepakede204 ik13dvanse, (43)
Therefore, for exanple, when it is planned that a query which

instruct snda¢hyh | eaawterperatdd@mf rbhadheof ke’ chmbhansfibhedbiorsan
sl ave communi cation device 4 in odd round and a query which instructs

"acquibr € pr JeRSSWE Ofint he1BOEhEE, hewdbel| anBal &y | thr SYSRK t1ddd O
t he sl ave comuni cation device 4, the master comuni cation system 2
may transfd dieagueimnudiicition device 4 (#2) from the master
communication system 2 is the query (2, 2). This means that
the query (2, 2) identical to the query (2, 2) in the second
round is transmitted to the slave communication device 4 (#2).
15 Namely, since the master communication system 2 failed to
receive the response (2, 2) from the slave communication device
4 (#2) in the second round, the master communication system 2
retransmitted (retried to transmit) the query (2, 2) which is
identical to that in the second round.
20 Meanwhile, in the example of FIG. 2, the master
communication system 2 failed again to receive the response (2,
2} from the slave communication device 4 (#2) in the third round
of the communication control processing. Therefore, the count
value of the timeout error counter 24 (#2) is increased again

25 by one, and the count value becomes 2. This is indicated by

“EC=2" in FIG. 2.
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instructs "acquire a pressure of the boiler” that was planned to
transmt in advance in the next round, instead of retransm ssion of
the query which instructs "acquire a tenperature of the boiler" even
if the master conmunication 5 system2 failed to receive a response
to the query which instructs "acquire a tenperature of the boiler"” in
sonme round. As descri bed above, the error of the slave

comuni cati on mlevierdoidatin sciet ealeth bowdn € amntt val agnRaeyond: fon
predet erm ned val ue by counting a nunber of rounds that 10

successi val fdll e de® JiRRH weatf&s@@m@ié@rare;a%eoﬁ:ebaﬁtibavsf the
comuni cation devices 4 may be caused by an error that the slave

comuni cajuey Ao Gehed FSspitadd et J100e1 e uIBIENYe OFedd aNEdTila R er
response since the slave comruni cation device 4 is not operated

normal | y dyfrSee-Jeasonsstdanevang the saseet BakmbiRecdbiayesyy doss 4
not reach the slave communi cati on device 4 due to a trouble of the

comunii catd10n netamor k(33 )anthd GRMMUMNHL aditon dHOUM erd haturdde & egponse
transmtted fromthe slave conmuni cati on device 4 does not reach the

nmast er Coipmkirciald s WA e calssandet egbRavas, t Ben€Er@ie master
General ly, a 20 conmmunication trouble in the communication network 3

is a tenpmdvhiRidtOlon S 0agesled to rebb&re3ths Adshpbhsist atinn
of a COMPARATI VE EXAMPLE showi ng transni ssion and reception of a

query andrion EBRYISE DELMREA] 82 REH &lewEMN{ AL kAR Y et a0d fAaHd,
sl ave 25 communi cation devices according to a conventi onal

E ﬁghnol OBhe ASssBeWohhull & t Son thestdransni ssiRi: 88d tHe qheeept » o jof
10 which is identical to those in the second round and the third
round.
In the example of FIG. 2, the master communication system
2 failed again to receive the response (2, 2) from the slave
communication device 4 (#2) even in the fourth round. Therefore,
18 the count wvalue of the timeout errcr counter 24 (#2) was
increased again, and this is indicated by “EC=3" in FIG. 2. As
described above, if the master communication system 2 failed
to receive the response more than a predetermined number of
times (for example, not less than three) in spite of
20 transmission of the same query to the same slave communication
device 4, the master communication system 2 determines that the
slave communication device 4 is in failure {error).
Meanwhile, in the foregoing explanation, gqueries to be
transmitted in the third round and the fourth round are

25 identical to the query (2, 2) in the second round where the

master communication system 2 failed to receive the response
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guery and the response between the nmaster communicati on system 2 and
t he sl ave comuni cation devices 4 (#1), (#2), (#3) and (#4) are
executed alnost in a simlar manner to the enbodi nent of the present
invention shown in FIG 2. The difference from5 the enbodinment is a
processing to be executed when the master communi cation system 2
fails to receive a response fromthe slave conmuni cati on device 4.

I'n the exmk:ﬁeoflfé@uﬁe tngw@%&ert&oqﬁg@qu %t%gqma%sfﬁmwe&o

receive a response (2, 2) to a query (2, lo was transmtted

to the sl@gyeneoamhiceatd,on dewice fn @) zn éﬂ@céﬁﬁaﬁ_d;caeaeq cdief1

in this case, the master communi cation sysfem imredi ately retries

Lo recel o 4 JRRPAB UL me DY SEH MR LLING e Ay (2,

2) to the slave conmunication device 4 (#2). The "master conmuni cation

system 2 Jensalisd hes 15c££{§r&’1tas R et 8f maneds nunber, ofs 4 pes (for
exanple, three times). |If the master connunlcatlon system 2 is unabl e

to regei Vc%nﬁrﬁﬁurcea‘%%%%ie(v%cezll ﬁ2§P'§r?d Oz itihey ket k¥-0f yEhe response

predeterm ned nunber of tines, e master comunication system=2

det er mi neg t hat- tf%% %h%V%hqgmehﬁat AR d@ygﬁgmﬁtg#g) ey N z?Of@ Jluge
(error) . Conmpari ng the exanpl e of %%e exanpl e o

FIG 2, thef ||%§Md%hﬁ%5Eﬁ&%%%@d%%@c@e4s?§9 be£§§eﬁa$f@at¥5’féﬁgﬁéﬁ
Nanely, in FIG 3 (COVPARATI VE EXAMPLE) when t mast er

communi caf Lon SYSEM2 a4 6t & HLGRIMa 1 FREFRONSE gL & sl ave 25
communi cation device 4, the master comrunication system 2 imtedi ately

retries a predeiined nuMere o iJiRS s@h the o gher: hank JisdlG

2 (enbodi nent of the present i nvention), the nmaster comrunication

system 2 deaseb feley dlhenpsedetan giaed. pHOBRrs e dil ABSis applied,
i mredi atel'y, but reties once in the next round of the transm'ssion

and the r;gceptian hekyeens Sohlisn MaRieh KPRt PRsBYSLEN G And the
sl ave communi cation device 4 and reties once again in the round after

the next,, aRGh33-0hre of thE@LhiRe: & tﬂr‘%s“nﬁ%é&%vféfﬁttfr@%'aon
error of a response of the master communication system2°to
slave communication device 4. In this case, it is unnecessary
that the master communication system 2 retransmits a query
15 identical to that of the previous round in the next round even
if the master communication system 2 failed to receive a
response from the slave communication device 4 in some round.
The query to be transmitted in the next round is “acquire a
temperature of the boiler (at the time)”, which was prepared
20 in advance.

Therefore, for example, when it is planned that a gquery
which instructs “acquire a temperature of the boiler” is
transmitted to a slave communication device 4 in odd round and
a query which instructs “acquire a pressure of the boiler” is

25 transmitted in even round to the slave communicaticn device 4,

the master communication system 2 may transmit the query which
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| o determ nation of error of a slave comuni cation device 4, which is
t he sl ave communi cation device 4 to transmt the response, through a
predeterm ned nunber of retries in the case of FIG 3 (COMPARATI VE
EXAMPLE) is shorter than that in the case of FIG 2 (enbodi nent of
the present invention). Assum ng that a 15 tinmeout error tinme of a
response reception in a slave conmmuni cation device 4 (for exanple,

#2) 1s twhHeaends “ardna fd Bepkatshval of athd eReald"taaRr Q8551 NHeh&f
the transm ssion and the reception of a query and a response between

the mast efo o@fgﬂmﬁlqﬁtmrh@ya%t@éﬂl%thf§|%&omé@al&ﬁ devi ce
4 is 20 one mnute, a tine until the determination of the error of

the sl ave QOomAMN G100 deviiee dudfy the sasghafridG Sid eAFéATl VE
EXAMPLE) is six seconds, and the tine in the case of Fl

(enbodi mendmfrdthe-Presaiie ivyventionyvd:s 1hrage Q‘[\M&_‘S-cdn’ﬂndrﬁéa’@ﬁcs@’
in the case of FIG 3 (COWARATI VE EXAMPLE), 25 the naster

comuRi cajyj Qs ystRMmzfah delactvd he @dingf dda i a¥gry which
conmuni cat’ion device 4 in a shorter tinme, and for this reason, there

is a possif¥dddotd 0abigsiivdge taer&};ﬂm&r@@/ ol £0E 151 1B PERRBOSAL L5 .
On the other hand, in the case of FIG 2 (enbodi nent of the present

invention), agd @I%s@@tl'bbddgbg(}b' opn Ofe AN & heOs14H€ &id¥ehication
comuni cation device 4 is Ionger than 5 that in the case of FIG 3.

However, ddig Rossidhidd tis t 18 Sdida8, & tIRar af & 'ifdy &g & per manent
error becones to be small. For exanple, even if there |s t he case

that a t Rt wAnld w%oﬁml&ﬁf@dﬁjm@ﬂo%%dddy ﬁrr@é the
terrporary error continues three mnutes is very snmal

addi t1lo0n,sddce%stﬂv@quﬁfaﬂé@ft&fre%ef&%p@rk%ﬁ&fs%oﬁfw”eééh UfetH@Séleerve
comuni cation system 2 is caused by a transm ssion delay due to an

I nci dent Ao RGRSH iR @@ﬁgééblépﬁiazrbé &gu%b@v@)( %%n@yf‘bﬁaéﬂa%ntﬁéVélCeﬁfél
in the case of FIG 3 (COVWPARATI VE EXAMPLE) he sl ave conmuni cati on

devi ce 4 desmiuiRGitale] Metdceeguesteshle td aBshl e QR 8Y dhg I8l Y
of query transm ssion of the master conmunication system 2. Then, the

processi Y epERSd Arde e Hiaue GO GO RWHGR 4 ey rhﬁ;corm
worse. In this case, even if the query is transmtted the

predet er Fpred trNBekmah 1t PR Ss driomebRe ngas iy SAMURINGALRER Sy St &R,
the 20 sl ave conmmunication device 4 is unable to transmt a response,

and fignaldueryt Beesl ave eeRBUNtEAt EDAvEeybmRudi bot bS] aelgese as ditdeo
sl ave comrunication 4 is in permanent error". On the ot her hand,

in the caserelibikGof2thenbegniBntaol chhgeplesRNt dmyentd @unid ion
gquery is not retransmtted
trouble that the response transmitted from the slave
communication device 4 does not reach the master communication
system 2 are also detected as the error. Generally, a
20 communication trouble in the communication network 3 is a
temporary error in most cases.
FIG. 3 is an illustration of a COMPARATIVE EXAMPLE
showing transmission and reception of a query and a response
between a master communication system and four slave

25 communication devices according to a conventional technology.

As shown in FIG. 3, the transmission and the reception of the
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25 imedi ately, and the query is retransnmtted to the slave
communi cation device 4 in the next round. Therefore, since a
possibility that the incidental processing congestion in the slave
comuni cation device 4 disappears until the next round is large, the
sl ave communi cation device 4 is able to transmt the response within
a predetermined time. As aresult, a 5 possibility that the sl ave
communi caduey dedl ke 4rdsHdfiss bagadeasthd heyHaavecsfiMRREAbhOSlystem
device 4 is in permanent error" becones very small. In addition, a
del ay of Ppraacessienglefve canging $hencandekecept 1on#of , a(fRery (80 and
response for the follow ng slave communi cati on devices 4 al so becones
very rare(#40 afkGexdciiBedna Bxadligr af s amflonehairie 0f cat Beramws €ahdon
control processing to be executed by a conmmunication control
pr ocessoro2 khef pacBBAt ef neOftsh Gaidwn isystem acconedi AYFFerthee from
enbodi ment of the present invention. The conmunication control
processortil cgidddeRingves &ofrexesPl €y tfo CTEMR-Gakionheatk@lmadSter
processi ng of the nmaster conmunication system2 shown in FIG 2 by
execut i Ng:dreurCiarEaEY e ady enC ANt 72011 Priac essidigze Heraidiadd s . from the
expl anations will be given of the comrunication control processing to
be executsdihy ddengoaanicatdeon gom rol processor 21 in reference to
FIG 4 and FIG 1. 20The comruni cation control processor 21 of the
mast er comunimathene sysheack FGLSE, a3sd gAStest €pmPhh) cat sbaVe stemn
conmmuni cation device 4 tocommuni catewi th; acquires (step 512) a count
val ue of 2 fldiTeeutoerEokicaUAt BEs2dn €O fBSEONdiong Eaetkhe (ass? gnedich
sl ave communi cation device 4; and determ nes (step 25 513) whet her or
not ti#e countryakmettsd"s thieanshé l@mmamididial deotat yvalirg oh tthe
timeout error counter 24 corresponding to each of the slave
comuni caldcamdediges. 4 Thersetind ahi®' case, tH¥eXtastdr tdenmeoudatvalue
of the timeout error counter 24 is "0" in the step S13 (step S13:
Yes), thalydtem shetinédi £5p0NSet0 dheoqdecyiteaftsdsSH@hawag2, 2) by
successfully received in the

retransmitting the same query (2, 2} to the slave communication

device 4 (#2). The master communication system 2 repeats the
i5 retry a predetermined number of times (for example, three
times). If the master communication system 2 is unable to
receive the response (2, 2) in spite of the retry of the
predetermined number of times, the master communication system
2 determines that the slave communication device 4 (#2) is in
20 failure (error}.
Comparing the example of FIG. 3 with the example of FIG.
2, the following difference can be seen between the two samples.
Namely, in FIG. 3 (COMPARATIVE EXAMPLE), when the master
cemmunication system 2 failed to receive a response froma slave
25 communication device 4, the master communication system 2

immediately retries a predetermined number of times. On the
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5 previous round, the comunication control processor 21 transmts a
predeterm ned query to a slave comuni cation device 4 assigned in the
step SI|I (step S14). On the other hand, if the count value is not "0O"
(step 513: No), that is, when the response to the query transm ssion
in the previous round was | o not received, the communication control
processor 21 transnits a query identical to the query transmtted in
the previQused oiad,t art fecs! avecpBBAERALARL bON: HEV) £8sdn assi-ehted: o |
the step SII (step S15). Meanwhile, as described above, in the

appl i cat i:gf tystfedd AReXAMY Qo BfAHm SURRIAE SRIY SUStEMKAaN
originally predeterm ned query may be transmtted instead of the
query i dgifd e i@ e nAH@RY bEaRNSHR § 1igthd i 4l Pr \io¥8tE@4NEnce in
Therefore, in this case, since the processing in the step S15 becones
i denti caltHe rche $eraSh4, thBet pPhRSRESENInOint NenSt RS20 Sl DhetBicdn
and 515 may be onmitted fromthe flowhart of FIG 4. Meanwhi | e,
in the faRIRLRY R 06RSSHhNGatiPHOSPRELAD LK AL SBLFOE Sl tion
comuni cation device 4 and a query to be transnitted to the slave
conmuni cadaredevieg b rdeReRdibnls 981k g, 8%l 8eda H B\s ¢aaNyBkcatd AN
device 4 may be stored in 25 advance in a nmenory, not shown, of the
communi cafd @ control processor 21, or may be supplied in each case
fromthe master processing device 1. Subsequently, the

comuni cat i on GRIHIRIrlr QCessRS Albrfatrr riines \ i dWlor of a
response transmtted fromthe slave conmunication device 4 is

recei ved riel%ffcﬁ‘l%@m e WS teueSbmdd@Ndd ed;durnf e & eheS14 or
S15 (step S16). According to a result of the determ nation, when the

respogse deg r@Geiaad( st e o £ S avd EbMRON c8&F I Oh UL, 2thich
corresponding to the slave comuni cation device 4 assigned in the

step Sl iisSthesglat® Z&fiud S¢£P:i S Devilhe ar espepsssheceivedddpdhe,
step 10 S16 is, for exanple, transnmtted to the master processing

devi ce 1 tafdRignt RepFeapeasRi h8d0MERod LM A NSt er edel Patbe, manmy y,
not shown, of the communication control processor 21.
3 (COMPARATIVE EXAMPLE) is shorter than that in the case of FIG.
2 {embodiment of the present invention). Assuming that a
15 timeout error time of a response reception in a slave
communication device 4 (for example, #2) is two seconds and a
time interval for repeating a processing of the transmission
and the reception of a query and a response between the master
communication system 2 and the slave communication device 4 is
20 one minute, a time until the determination of the error of the
slave communication device 4 in the case of FIG. 3 (COMPARATIVE
EXAMPLE) is six seconds, and the time in the case of FIG. 2
{embodiment of the present invention) is three minutes.
In this case, in the case of FIG. 3 (COMPARATIVE EXAMPLE),

25 the master communication system 2 can detect the error of the

slave communication device 4 in a shorter time, and for this
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After the step S17, the processing returns to the stepSU., and the
communi cation control processor 21 executes again the 15 processing
followng the step SlI. Next, according to the result of the
determ nation in the step S16, when the response is not received
(step S16: No), the communi cation control processor 21 determ nes
whet her or not a timeout error is notified fromthe timeout error
moni t or i ngeXbr,| e 23 i(sStepoSE8bilarg ith hhejtbgeodt tenporatg @ptor
notified (step S18: No), the processing returns to the step S16 that
det er m ness whekheznehtnetrrblie respoms eiter ecgidedn Ohet haset BerrIic.
hand, if the tinmeout error is notified (step 518: Yes), a count
nunber of2 gemboEatEnersdheopht e&n 24 reEsPONdb ngifo uab it hge S @vEon
comuni cation device 4 assigned in the step SII is increased by one
(step S19YE the erroNextt rhehel seamoninaalicenit iconteoh cprocessengét than
determ nes (step S20) whether or not the count value of the tinmeout
error scountsyr id4dHeaabed BFpcede! eidhawet vahuerds {1011 exanpl el s Nedje
and if the count value is not reached the predeterm ned value 5 N
(step S2Gi thaporkhe orocess apdwididis borbheost@fie Sldo BadMdIE . For
processing following the step Sl is executed again. On the other
hand, if dxdwnpdaunteweal uef riganhed d ehpredat ermdned svaiperdy nedher
step 520 (step 520: Yes), the conmunication control processor 21

det er m nesoritiatudshe sl ageoaasnunimadd i ik Wevage tAcasshghedr i et her
step SII is in failure (error), and outputs error information that

i ndi cat esdry imidan trreeyr n(istiee S2ily .velhie adigut destination of the
error information may be, for exanple, the naster processing device
1, orwomay be ardiasjpliay drf, tilfeamasimebucosruarcari HNreysdesd 2rdSeption
provi ded with sone kind 15of display. After the step 521, the
processi ng tet uwais drocvheust. ept Ddh, s @kt Del coaEBHRE MY LT i on
processor 21 executes again the processing followi ng the step 511.
Meanwhi | eleliay tihe sbegn Shd-ioferiteel goonessdaly epngeBtioh in the slave

communication device 4, in the case of FIG. 3 {COMPARATIVE
EXAMPLE), the slave communication device 4 is immediately
15 reguested to transmit a reply by the retry of query transmission
of the master communication system 2. Then, the processing
congestion in the slave communication device 4 may become worse.
In this case, even if the query is transmitted the predetermined
number of times from the master communication system 2, the
20 slave communication device 4 is unable to transmit a response,
and finally, the slave communication device 4 is misjudged as
“the slave communication 4 is in permanent error”.
On the other hand, in the case of FIG. 2 (embodiment of
the present invention), the query is not retransmitted
25 immediately, and the query is retransmitted to the slave

communication device 4 in the next round. Therefore, since a

20



20 processing which was explained using FIG 4, the comunication
control processor 21 determ nes whether or not the response to the
previous query transm ssion is successfully received by determ ning
whet her or not the count value of the tineout error counter 24 is
"0". However, the nethod for the determnation 25 is not limted to
this. For exanple, a timeout error flag corresponded to each of the

sl ave COrgRHY 0ty d@MCe et iRy debe adi ppesedsiAgt BENGBSLEHn in the
comuni cation system 2 i ndependently fromthe timéout érror counter

24, and sycees canthdRidiurg elvieeent HQQaBFeEB% LREPPNERe MBYxPeround
deternlned by the tinmeout error flag. 5In this case, if the tineout

error flag 1grgel tRe"davdeRrkde CRPNYN gallier £ony é%'leDEQC@rSaSr%mﬁtl
of the master conmuni cation system 2 successfully received the

response & Adsgdisd RN & edd@bdShaeic b " L'adhendNfit, a
communi cation control processor 21 failed to receive the response,

the "@" Ib0fidihe %Qﬁttl@é IQlad 88mABANSat SHACESS! cOfy RQ%lrseﬁﬁf&éd)n
of the résponse and the "1" nmeans failure of the reception of

response.;{ Madid i =Xk ofcddiesrEnadident )i £1:G p%ﬂn?ar?é’ht erxor”

illustration show ng an exanple of a 15 configuration of a

mast er - sl el Ward, systiem acepridid itdh a aedifded exle Ofng of
enbodi ment of the present invention. It i's noted that in Fl G é{ a

consti t uefariaNd el @ bRk oAl 6 4 @egyvgﬂdtgeré%gsgné@fﬁ@%
nunber, and the expl anation tﬁéreof will "be omtted. 20D fferences
bet ween & Jrashanrs By fe RIMMRITK MSIHMHAPAces 4 also becomes very rare.

10 FIG. 4 is an example of a flowchart of a communication
control processing to be executed by a communication control
processor 21 of a master communication system according to the
embodiment of the present invention. The communication control
processor 21 can achieve, for example, a communication control

15 processing of the master communication system 2 shown in FIG.
2 by executing the communication control processing.
Hereinafter, explanations will be given of the communication
control processing to be executed by the communication control
processor 21 in reference to FIG. 4 and FIG. 1.

20 The communication control processor 21 of the master
communication system 2: first assigns (step $511) a slave
communication device 4 to communicate with; acquires (step S12)
a count value of a timeout error counter 24 corresponding to
the assigned slave communication device 4; and determines (step

25 S13) whether or not the count value is “0”. Meanwhile, an

initial count value of a timeout error counter 24 corresponding

21



according to a nodified exanpl e of the enbodi nent shown in FIG 5 and
the master-slave network system 10 according to the original

enbodi nent shown in FIG 1 are that configurations of the

conmmruni cation network 3 are different to each other and that 25 an
exception error counter 25 is added in a master conmmunication system
2A. In the nodified exanpl e of the enbodi nent, the

comuni catd @hdietaordned d vl el O {9 Loy cati Dnsdetvwwrks.
3a, 3b by a network gateway 6. Here, the conmunication network 3a is,

for exanple, adMDBYS TER BetMR ¥al@dth D e ARBMRI EatboncHeh¥eF ko 8b
is, for exanple, a RS-485 standard network of MODBUS protocol .

In FIG 55 aosl ayeneosoupisal i(@regeyige vkd)s eaaRect eqiHd gachsfndde
comuni cati on networks 3a, 3b. If necessary in the foll ow ng

descri ptitnsnd e sReGddgald ioh W S| Aue-d O GO Latiry dayige 4
connected to the comunication network 3a is called an upper sl ave

conmugi C%iﬂe@ﬁ_cﬂﬁ;viz%rf&ﬂ, tad @ﬁd@&%&&fﬂﬂlr&&?&ﬂd&n ﬂ%ﬁéﬁcﬁr gonnect ed
to the communication network 3b is called a | ower slave communi cati on

devi ce Alranmymaddi bigibdaas shiowH ekl Go 4.5 AFd @UinkhREe8t9bn device
surveill ance devices are is connected to each of the sl ave

communi cat ia@R idewces dheHoveyesi 1 dravi g 10f) t hensunyebthances deyvices
is omtted here. The transm ssion and the reception of a query

and a respenseubet weanet e ABSt ep~CcoBrEpi sati oo sy sStem 24 anghdehe
| ower sl ave comruni cation device 4b are executed through the
response to the query transmission in the previous round was
10 not receilved, the communication control processor 21 transmits
a query identical to the query transmitted in the previcus round
to the slave communication device 4 assigned in the step S11
{step S15).
Meanwhile, as described above, in the application to, for
15 example, a plant supervisory system, an originally
predetermined gquery may be transmitted instead of the gquery
identical to the query transmitted in the previous round.
Therefore, in this case, since the processing in the step S15
becomes identical to the step S14, the processing of the steps
20 512, 813 and 815 may be omitted from the flowchart of FIG. 4.
Meanwhile, in the foregoing processing, information for
indicating a slave communication device 4 and a query to be
transmitted to the siave communication device 4 depending on
the assigned slave communication device 4 may be stored in

25 advance in a memory, not shown, of the communication control

processor 21, or may be supplied in each case from the master

22



20 network gateway 6. The network gateway 6 has a function, for
exanple, to transforma protocol and an electric signal between the
communi cati on network 3a and the communi cati on network 3b. The
function is basically a sinple transformation. Therefore, when the

| ower sl ave comruni cation device 4b is normally 25 operated, the
network gateway 6 looks as if it is not existed when the network
gateway @iccsaeihd raagwide sjde of the master communi cation system
2A However, if the |lower slave communication device 4b is in

failure (errordusdshwdedl i her HeoWatmnsilraes AT 0@k d 10 e £ 4 Lp 1 s
unable to return a response to the query fromthe master o

comuni cafd il LWhéfhed ¢ MBRUL r&IJInBUErbAshhetBatrfet UhBed ave
response is detected by the network gateway 6. At this tine, the

net wor k gafremai da i Tcansiddiscd nf OrdTatd ot gl Nidipehdd MBOUheE G ry
(hereinafter, this tinmeout error is called as exception error)

i ndi cati ng-driadi dthed riespersetiepomi0othg1bowetes! ave) comuauy €n®no
device 4b was not received to the naster communication system 2A

Theref or & ridi@1GOMFURNCalE@BrHQALEQLNPT QRBASORe 2de Ofoh N MBSt eived
communi cation system 2A is notified that the response was not

transm tteddy ond:heedsoues shaveueosruBkcabiifhe Hevi Cenit sefohyiddeao
exception error transmtted fromthe network gateway 6 instead o

noti fi catdhen Skem themuniReut cer Hef igeniut assNgnklMeh 28« Meapwhid eis
after a query is transmtted to the | ower slave comrunication device

4b, if thes@\ster zegrwMmiBiceat 50N)SYSTRA 28spSnsdabl el Ped LRI tME: aBE
response including an 20 exception error fromthe network gateway
Wi t hita a gureedet,erfimegdnipTes, e nBstaled AEMHNL add Qe 1S YStRMsMA ng
determ nes that the network gateway 6 itself is in failure (error).
In FIG %edihe exeepeiorherfedp®iositiey odzcaddpgotrarine 26088t 8f the

comuni cation system 2A i s di sposed corresponded to each
memory, not shown, of the communication control processor 21.

After the step S17, the processing returns to the step 511,

and the communication control processor 21 executes again the
15 processing following the step S11.

Next, according to the result of the determination in the
step 516, when the respense is not received (step S16: No), the
communication control processor 21 determines whether or not
a timeout error is notified from the timeout error monitoring

20 timer 23 (step S18), and if the timeout error is not notified
(step S818: No}, the processing returns to the step S16 that
determines whether or not the response is received. On the
other hand, if the timecut error is notified (step S18: Yes),
a count number of a timeout errcr counter 24 corresponding to

25 the slave communication device 4 assigned in the step S11 is

increased by one (step S19).

23



of the | ower slave comunication devices 4b, and counts a nunber of
t he exception errors transmtted fromthe network gateway 6 with
respect to the each of the slave comuni cation devices 4b. Meanwhil e,
t he exception error counter 25 is also disposed in the nenory within
t he conmuni cation control processor 21 as 5 with the tinmeout error
counter 24. FIG 6 is an exanple of a flowhart of a

communi cat i on Mot I AlhePcRERSSIiIRG tEBnbEoaXeBUt 8dobY s 3o & 0PI it Dl s
control processor 21 of a master communication system 2A according to

a nodi fi egsexamplos Rhetheresboditene ebuhberPreseytt thavenhéOnt dbrdy
basi c configuration of the comunication control processing is

i denti calcduntidie 2f1l pygbiaed 5 hewaele rinh Geddva HovwBY giFor Bxbde18pdified
exanpl e of the enbodinent, wth respect to reception of a response

froma | cuel idl ave eenmtN£Ald Oy dedl eeadbedat bt MBAMMcBEFRINES value
nonitored by the network gateway 6, and the 15 tinmeout error is

repor sed it q dthe FRILeNGOMIHBI pabbeBssHgt @At asnaNtEXERPL O & TDrand
Therefore, in FIG 6, a processing step (step S31-step S35)

cor r esportiangrice <lse Hgegentlionn nef thBesexpgept honsesLOEut Sd todre
flowhart of FIG 4. Below, explanations will be given of the

fl owcharteef other 2@n6., AfptReessing ¢4BRei AedhERl tid dridtetfrnfilfag 4
is given the same step nunber, and the explanation of the sane step

will be eEitieeth in the Istdd&Ad owehy ts2af: Fds) 6.the communication
t hepr ocessi ngof st epMA-step S16 is identical to that of the flowhart

of FIG 4£mexeent phrecedsost ep &2armiAcbhehst ephSIlZBavd M mmunication

comuni cation control processor 21 acquires a count value of an error

counts@r device 4 assigned in the step S11 is in failure (error), and
outputs error information that indicates to be in error (step
S21). The output destination of the error information may be,
for example, the master processing device 1, or may be a display
if the master communication system 2 is provided with some kind

15 of display.

After the step 521, the processing returns to the step 511,
and the communicatiocn control processor 21 executes again the
processing following the step S11.

Meanwhile, in the step S13 of the communication control

20 processing which was explained using FIG. 4, the communication
control processor 21 determines whether or not the response to
the previous query transmission is successfully received by
determining whether or not the count value of the timeout error
counter 24 is “0”. However, the method for the determination

25 1s not limited to this. For example, a timeout error flag

corresponded to each of the slave communication devices 4 may

24



corresponding to the slave communi cati on device 4 assigned in

t hestep511. Here, the error counter indicates a tineout error counter
24 when the sl ave comruni cation device 4 is an upper sl ave

comuni cati on device 4a, and an exception error counter 5 25 when the
sl ave communi cation device 4 is a | ower slave comuni cation device
4b. In addition, as wwth the case of FIG 4, in the application

to, for exampleosadplanihe MRERIrSOsNmSYSELM ol el DA Adependent 1y
predeterm ned query nay be transmitted in the step 515 instead 10 of

a query ifles iteRl tileble guepy toanset tied dny thecrsavhadSts Ouhde df
this case, since the processing in the step 515 becones identical to

that of thaaieprbds tidheeppoasssidigbeldsi@fs byl anfedld dByobe
omtted fromthe flowhart of FIG 6. 15ln addition, the

communi cagiLen control processor 21 determ nes whether or not a
response fromthe slave communi cation device 4 is received in the

step $16. |If thethespoass, iis ek feeebved(:s3eF1946is Yt tbheo” when
processing to be executed in the follow ng steps (step 518-step S21)

is 20 ideifd cadmntuh itcati of ddme dd 1owhadds fr Fl1Go® . tHd magdgidd on,
according to a result of the determnation in the step 516, if the

response dcnniegiei et %E@@eﬁlﬁ:suﬁﬁéssﬁmﬁmw LBB £88b6Re and
processor 21 executes the processing following the step S17 because

there is id passtbibbly dhedr &1 aXEEPELONEEMION whEn26hé NEdrudad dat 1die
response. Nanely, the communi cation control processor 21 first

resets aduitiolv@irdee@fscar RILMEQULcBr EOr r6OUNVErtiRd £OEPESPONAHY T’
t he sl ave conmmuni cation device 4 assigned in the step SII to zero

(stepoS1Ht tMeanwhiebet éPrdhiSl LpS@anderR ke ssli’ave eRaMEESaEi O of
device 4 assigned in the step SIl is a |ower slave
the response and the “1” means failure of the reception of the
response.
(Modified Example of the Embodiment)
FIG. 5 is an illustration showing an example of a
15 configuration of a master-slave network system according to a
modified example of embodiment of the present invention. It
is noted that in FIG. 5, a constituent identical to that in FIG.
1 is given the same reference number, and the explanation
thereof will be omitted.
20 Differences between a master-slave network system 10A
according to a modified example of the embodiment shown in FIG.
5 and the master-slave network system 10 according to the
original embodiment shown in FIG. 1 are that configurations of
the communication network 3 are different to each other and that

25 an exception error counter 25 is added in a master communication

system 224,
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5 conmuni cation device 4, since a tineout error counter 24
corresponding to the | ower slave comrunication device 4b is not

di sposed, substantive processing is not executed. Next, the
comuni cation control processor 21 determ nes whether or not an
exception error is included in the response 10 fromthe sl ave
conmmruni cation device 4 assigned in the step SII (step S31). Then,
according to the f1esWdd0fi ddie SeiEIdr ARt N, envbhe ddie: exgept i on
error is not included in the response (step S31: No), the

comuni Caid:@uCiE idn HOGASSO13 2Als IESelde AN BXE effd Ubr@flrdf c £LOUWH er
corresponding to the | ower slave 15 conmuni cation device 4b to zero

(step S3Retuddieis 3ENEIPHYCLIBILNSD ke 852y & .t heersd ephdlsordthi e ion
comuni cation control processor 21 executes again the processing

fol | owi nchdthe st e Skl Qv thangiher hanshpiaecarsing: Jo- it hesfesild  of
the 20 determnation in the step S31, when the exception error is

i ncl uded donniliel dBSRANSR T the i ave c e et iprIeM Testhndard
assigned in the step SI| (step S31: Yes), the slave communication

devi ce 4 reswbdiowsr MIEUS Guaddation device 4b, then, the
communi cation control processor 21 increases a 25 count value of the

exception erram ¢aunNt 8f L£@NERSPEPRALiEALEHE dOWREe Sl @¥connected to
comuni cation device 4b by one (step S33) . Next, the

comuni cad N o€Ooftié AomfiRGRSIAlorlhe 8RbEKE ES St epr B34k swhaethen Wle
not a count value of the exception error counter reached a

pr edet er igiedwaldi i :figrt i .t M-Fpe diff it iGaHNta Valaig is not
reached the predeterm ned value N (step 5 534: No), the processing

returps tdminlig isi=e o¥ Hedhdet he-GoEBIEL A @Ne COMMEh 1 P4 OLES TRt Wk k
executes again the processing followng the step 11. In addition, in

the step 3334s ddl tPafaifie dllH@eOtorimien RXLEDSh GRvAIOl 4 S QWM 8ls1ave
reached the predeterm ned value N (step 534: Yes), the conmunication

| 0 contr donpfiREessdlondegeter Mdaemddialg thet heWwesmehavea EPMMHYGAHoN
device 4b is in failure (error) and outputs error information

i ndi cati g {bafalllkel hOWRieSbaveeCOSMM Lol ¢ Dih deviiee 4b. | snidndiaiildn e
(error) (step S35). Meanwhil e, the output destination of the error

i nf or mat i@ sABymben F16. exanRlraoukd kiRasMBst & r P& OTESSEAH SN ££ Shre

or maybe a display if the master communication system 2 is provided

W t h somedindtefd €b sRlodyof the slave communication devices 4. However,
drawing of the surveillance devices is omitted here.

The transmission and the reception of a guery and a
response between the master communication system 2ZA and the
lower slave communication device 4b are executed through the

20 network gateway 6. The network gateway 6 has a function, for
example, to transform a protocol and an electric signal between
the communication network 3a and the communication network 3b.
The function is basically a simple transformation. Therefore,
when the lower slave communication device 4b is normally

25 operated, the network gateway 6 looks as 1f it is not existed

when the network gateway 6 is seen from the side of the master

26



Subsequent to the step S35, the processing returns to the step Sl
and the comuni cation control processor 21 executes again the
processing following the step S11. 20As descri bed above, since a
basi c configuration of the conmunication network 3 and processing
contents of the comuni cation control processor 21 in the nodified
exanpl e of the enbodi nent are identical to those in the origina

enbodi nentomireinc 4 thieoirast fere AmUNI cat i on system 2A det er mi nes 25
whet her or not a slave comunication device 4 is in failure (error),

the master cormawdwat,) QF sistRMeAAshand! YolhhUdgesonadd€IROUY ¥s in
error as a permanent error, as with the original enbodinent. d ains

1. A comunigatieetogonthal wiieh hat abowa rhsekaechahnt i Pea fBshH eded @ve
comuni cation system the master-slave comruni cati on system
conprising id UBASbee €OMEMIGAll @Bs@6MEEeio the query from the master
5 communication system 2A, a timeout error due to the
not-returned response is detected by the network gateway 6. At
this time, the network gateway 6 transmits information
containing a timeout error (hereinafter, this timeout error is
called as exception error) indicating that the response from
10 the lower slave communication device 4b was not received to the
master communication system 2A.

Therefore, the communication control processor 21 of the
master communication system 2A is notified that the response
was not transmitted from the lower slave communication device

15 4b by the exception error transmitted from the network gateway
6 instead of notification from the timeout error monitoring
timer 23. Meanwhile, after a query is transmitted to the lower
slave communication device 4b, if the master communication
system ZA is unable to receive any response including an

20 exception error from the network gateway 6 within a
predetermined time, the master communication system 2A
determines that the network gateway 6 itself is in failure
(error).

In FIG. 5, the exception error counter 25 added to the

25 master communication system 2A is disposed corresponded to each

of the lower slave communication devices 4b, and counts a number

27



a plurality of upper slave communication devices connected to the
mast er conmuni cation device through a first conmuni cati on network
connected to the nmaster conmuni cation device; a network gateway
connected to the master comruni cation device through the first
comuni cation network; and a plurality of | ower slave conmunication
devi ces connected to the network gateway through a second

conmuni caif ahaneteik icenretied teahbeiRebWworkogat BuaY et WHER Ch it &hsy
mast er conmuni cati on devi ce conprises:. a tineout error nonitori ng

timer tha wdeteetspartunbecrs bl espensesliavbheoddehycht 2B8Ndd+Lees O
t he upper slave communication device; a tinmeout error counter that

counts t he nuwberwiof 1 deteet EaBepel of UswessicvritkFepyti LEN186Sdf Hfo£agh
of the upper slave conmmunication devices; and an exception error

counter titatheowshsry el thiheheofostGE 885 YEneXSePtd DR RIJe¥sHr 21 as
included in the response with respect to each | ower slave

conmuBi catiton wWeyiitere WMere- &y exdsatdopLerror indi cates that nothing
is received fromthe | ower slave conmmuni cation devi ces, when the

response corresEpNd ngs ta theanges Yo ransmddied - ot e damRin Sdaveon
comuni cati on device has been transmtted fromthe network gateway

and i ncl udes: ddle pexcepidiony ekl B, ekBeuEeANYYI &at bR EDEE £ Dbn MBS AL 1
conprising a comruni cation unit processing of a series of steps which

the mast @ireEBsY cat b@na deyd e IRReAiredat RXeeYesm bReastsPsing to
conprising: assigning one slave conmunication device anong the

plurality abdiieedppeims] v epamambeal hent deviceesp a8dehbel Pl dt y
of the | ower slave conmunication devices with traveling around these

devi cies; A paBski ¢bhAggarguesy 4O thkecassugnedtsbaveo RPN Eatd 4l ng
devi ce; and
is identical to the flowchart shown in FIG. 4. However, in the
modified example of the embodiment, with respect to reception
of a response from a lower slave communication dewvice 4b, a
timeout errxor is monitored by the network gateway 6, and the
15 timeout error is reported to the master communication system
as an exception error. Therefore, in FIG. 6, a processing step
(step S31-step S35) corresponding to the reception of the
exception error is added to the flowchart of FIG. 4.
Below, explanations will be given of the flowchart of FIG.
20 6. A processing step identical to that of FIG. 4 is given the
same step number, and the explanation of the same step will be
omitted.
In the flowchart of FIG. 6, the processing of step Sll-step
S16 is identical to that of the flowchart of FIG. 4 except for

25 step SlZa. In the step S$12a, the communication control

processor 21 acgquires a count value of an error counter
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receiving a response with respect to the transmtted query fromthe
sl ave communi cation device to which the query is transmtted, wherein
if the response is received fromthe upper slave communi cation device
assigned by the communi cation devi ce assignnent processing, in the
receiving step of the step of the response, then the naster

conmmuni cation device resets to zero a count value of the tineout

error coudere SiESRPNG NGt 91 4He tRRAINSEHYECE EUM LAt hOB1 §R¥HCER
and termnates a series of the steps of the comunication processing

unit; whedred ateb 011 NBOBE, @Ok r ROt Idd GAtd ORNnHS cheesi ¥ edmbbam é feor
timeout error nonitoring tinmer w thout receiving the response from

t he uppercsiraver oMt athicoR 188 e8mmans cafednbiet/ieeCoMIyNk g alhsdy
devi ce assi gnnment processing, in the receiving step, then the naster

conmuni calli:pfe devinte lidaerieasasvihe LoOUMnyalniexekbpthent &regut cQIKOsr
counter corresponding to the upper slave conmunication device by one;

term pat e astsa i@t f1dhe Sdrefsh Matith GO CAati O PIOLES S4 Ngrdini t
i mredi at el y; determ nes whether or not a count value of the tineout

error cowdmeturhias: dieached;acpradet erm ned count val ue, as soon as

termnating a series of the steps of the conmunicati on processing

unit; and In addition, as with the case of FIG. 4, in the application
to, for example, a plant supervisory system, an originally
predetermined guery may be transmitted in the step S15 instead

10 of a query identical to the query transmitted in the previous
round. In this case, since the processing in the step S15
becomes identical to that of the step $14, the processing of
steps S12, S13 and S15 may be omitted from the flowchart of FIG.
6.

15 In addition, the communication control processor 21
determines whether or not a response from the slave
communication device 4 is received in the step S16. If the
response is not received (step 516: No), the processing to be
executed in the following steps (step S18-step S$S21) is

20 identical to that of the flowchart of FIG. 4. In addition,
according to a result of the determination in the step 516, if
the response is received (step S16: Yes), the communication
control processor 21 executes the processing following the step
S17 because there is a possibility that an exception error is

25 included in the response.

Namely, the communication control processor 21 first
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outputs error information indicating that the upper slave

comuni cation device is in failure when the count value of the

ti meout error counter has reached the predeterm ned count val ue;
wherein if the exception error is not included in the response
corresponding to the query transmtted to the | ower slave

communi cati on device assigned by the comruni cati on devi ce assi gnment

processi ngssdts hheouree eavued Shepimdden elrhe restef e £ QAT €84 h O ing
device resets to zero a count value of the exception error counter
correspond nthd &llhe konaiunslcae cpoeiiceati gasdgueaeinanlet ef8p nat €S
a series of the steps of the comunication processing unit; wherein

i f the exsepldmn @uey S19)i.ncMedadhiinet henr eBPENELsEPT RSN 0K NG 4 Ve
the query transmitted to the | ower slave communication device

assi gned duymriiel eaimbeat.cen deviigReassh PhEstePracessingowkr §heve
step receiving, then the master conmunication device increases the

count svaldiuainitdier excedviafe of f (it ef i aydte sionsh nghicdhepd oner
sl ave communi cation device by one; ternmnates a series of the steps
of the caoRHy Al DMPEOcEsS 1BgetnsavamRetininglost idet e pessphetiied
or not a count value of the exception error counter has reached a

pr edet er rdingh sxaynts ukad i ¢ RGeS I8 N Natdgeiduicamuni cat i on
processing unit; and outputs error information indicating that the

| oner sl ave cognt)i cald epmd@wicatisn Aohairbur gervbessbher T ot Mal iiss
of the exception error counter has reached the predeterm ned count
val ue. 2.whether or not an exception error is included in the response
10 from the slave communication device 4 assigned in the step 511
(step S31). Then, according to the result of the determination,
when the exception error is not included in the response (step
S31: No), the communication control processor 21 resets an
exception error counter corresponding to the lower slave
15 communication device 4b to zero (step S32), then, the
processing returns to the step 11, and the communication
control processor 21 executes again the processing following
the step S11.
On the other hand, according to the result of the
20 determination in the step S31, when the exception error is
included in the response from the slave communication device
4 assigned in the step $11 (step S$31: Yes), the slave
communication device 4 is a lower slave communication device
4b, then, the communication control processor 21 increases a

25 count value of the exception error counter corresponding to the

lower slave communication device 4b by one (step S$S33).
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A medi um storing conmuni cation control prograns for having a conputer
function as a master conmuni cation device of a hierarchal type
mast er - sl ave conmuni cati on system the naster-slave conmuni cation
system conprising: a master comruni cation device; a plurality of
upper sl ave comruni cation devices connected to the naster

comuni cation device through a first comruni cati on network connected
to the nmaster Nonmurilcatdoamutd\date;on aonetrsdr krgatenay Londect editos
t he master comruni cation device through the first conmunication
networ k; @tk Splaur ahietieof ot aver askavetcoamuichtihenede¥peesn error
connected to the network gateway through a second conmmuni cation

net wor k connectedetehthen peicwertl rgdhesaya lwber ef ortdaanplsd eN=3) . If
comuni cation device conprises: a tineout error nonitoring timer that
det ect s athampecei vellueesponge reachbe theryrddensm ideat vad uehe wppes
sl ave communi cation device; a tineout error counter that counts the
nunbers ofs3let ett)i ortﬁa@fpmmmg/eréﬂumwtt@rﬁm sifas sechaod dhe
upper sl ave communi cation devices; and an exception error counter

t hat countsmiure qutner ﬁan&ﬁd&m@pﬁla}{écﬁjﬂéﬁ sagaiat uglesd in the
response with respect to each | ower slave comuni cation device, where
an exceptpwrceargiorg fndilecat ag thatteet hi ngIh sddcaiorgdifirtim shepl o3
sl ave commruni cati on devi ces, when the response corresponding to the
query transmhit eduha vhdukonertlsd asecganmmieeabironod/ykeeerbashdbeeihe
transmtted fromthe network gateway and includes the exception
error, predetermined value N (step S34: Yes), the communication

10 control processor 21 determines that the lower slave
communication device 4b is in failure (error) and outputs error
information indicating that the lower slave communication
device 4b is in failure (error) (step S35). Meanwhile, the
output destination of the error information may be, for example,

15 the master processing device 1, ormay be a display if the master
communication system 2 is provided with some kind of display.

Subseguent to the step 335, the processing returns to the
step 511 and the communication control processor 21 executes
again the processing following the step S11.

20 As described above, since a basic configuration of the
communication network 3 and processing contents of the
communication control processor 21 in the modified example of
the embodiment are identical to those in the original
embodiment, when the master communication system 2A determines

25 whether or not a slave communication device 4 is in failure

(error), the master communication system 2A hardly misijudges
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t he conmuni cati on control nethod conprising a comrunication unit
processing of a series of steps which the master conmuni cation device
repeatedly executes, the steps conprising: assigning one slave
comuni cation device anong the plurality of the upper slave

conmuni cation devices and the plurality of the | ower slave

comuni cation devices with traveling around these devi ces;

transmittd ngempauery dradrhe sass pgradnshavereonpuak cad tiont e Vi ey 1 e
receiving a response with respect to the transmtted query fromthe
sl ave commbudiaidron. device to which the query is transmtted, wherein
if the response is received fromthe upper slave conmuni cation device
assi gned by the comruni cation device assignnent processing, in the
receiving step, then the master comrunication device resets to zero a
count value of the tineout error counter corresponding to the upper

sl ave communi cation device; and term nates a series of the steps of
the communi cation unit processing; wherein if a tineout error
notification is received fromthe tinmeout error nonitoring tiner

wi t hout receiving the response fromthe upper slave conmmuni cation
devi ce assigned by the conmuni cati on devi ce assi gnment processing, in
the receiving step, then the naster conmunication device
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i ncreases the count value of the tinmeout error counter correspondi ng
to the upper slave conmuni cation device by one; term nates a series
of the steps of the communi cati on processing unit imrediately;

det ergipngs Whether or not a count value of the timeout error counter
has reached a predeterm ned count value, as soon as termnating a
series of the steps of the communi cation processing unit; and

out put:s error information indicating that the upper slave

CoMMUNIAC@rh AfrHeMi 6:€ chitrol nhéthlol! & VPSS alrBRaIC QA matdiesiQle Bfimunication
ti ”e%?%te‘?ér or counter has reached the predeterm ned count val ue;
€

wherern 1T’ the exception error is not included in the response
corr esE)}%E}aﬁ@elt‘%laﬁfﬁéomléﬂquaﬁl@ﬁsﬁﬁsmmdwﬂmmﬁ@gf ower slave .
comuni cai noastde vomen wsieh tiordebicet he comruni cati on devi ce assi gnment

processi ng, lh@aiipf erﬁgbgf' rbgr{ﬁé mlﬁgﬁfﬁa}%ﬁ% @%ﬁc?[q ESMDL £ PRe master

devi ce resets to zero a . count _value e exception errof counter
corres pondicﬂﬁmél‘dn’c%élolno%wcglW%ug]érﬂnfﬁﬁEéP%“B@@F@@; ngtygonke eoppeated to
a series ofthe measteepemaiubitetioodewidecat i on unit processing; wherein

i f the exgeRtiverk @ht&kal Tohhctiddad (12 H&%téle&ﬁﬁﬂﬁﬁliﬁé’tri&g%l@%h@i {Hohfh the

t he query ansmtted to the | ower slave conmuni cation device
assigned b HFﬂ@??BHHHﬁ?@&?F@ﬁwag@ﬁﬁgiassignnenp processing, in the
recei vi ng stlapalibh@f lomernsalaver caramumeataon oleviess cenmfateiaf@egm heetwork
count val ugatdwapehexodphi Stogdr@aauidagiort abEwesIk0 BehMts @ th Bel @WRIork
sl ave connga&&&g&on devi ce by one;
wherein the master communication device comprises:
a timeout error monitoring timer that detects an unreceived response to the
query transmitted to the upper slave communication device;
a timeout error counter that counts the number of detections of successive
timeout errors for each of the upper slave communication devices; and
an exception error counter that counts the number of successive exception errors
included in the response with respect to each lower slave communication
device, where an exception error indicates that nothing is received from the
lower slave communication devices, when the response corresponding to the
query transmitted to the lower slave communication device has been
transmitted from the network gateway and includes the exception error,
the communication control method comprising a communication unit processing of a
series of steps which the master communication device repeatedly executes,
the steps comprising:
assigning one slave communication device among the plurality of the upper
slave communication devices and the plurality of the lower slave
communication devices with traveling around these devices;
transmitting a query to the assigned slave communication device; and
receiving a response with respect to the transmitted query from the slave
communication device to which the query is transmitted,
wherein if the response is received from the upper slave communication device
assigned by the communication device assignment processing, in the receiving
step of the step of the response,
then the master communication device
resets to zero a count value of the timeout error counter corresponding to the
upper slave communication device; and
terminates a series of the steps of the communication processing unit;
wherein if a timeout error notification is received from the timeout error monitoring
timer without receiving the response from the upper slave communication device
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term nates a series of the steps of the comunication unit processing
I medi atel y; determ nes whether or not a count value of the exception
error counter has reached a predeterm ned count value, as soon as

term natipgidfag erﬁ@rﬂo?ﬁ%tu%‘ﬂ%ﬁicﬁgﬁéﬁc@gaéﬁéﬁmeﬁ@g;irgbgsgiﬁrg in' Y receiving

i nforrratign I ndi cat 1 ng e lower slave conmunicatio evice'rs
in failue®Rhen the count value of the exception error counter has
r eachethemthg medéercomnnathicaion deslcae. 3. A master conmuni cation

der o of oS awaTu W TRIOBSIe SO A SYSAEILP i o
gg\s“t g(ra; Saa\é%&%g{g?%‘gé O%E:Iﬁlglg]éati?lg@g‘cf%g (?ﬂegét i on devices connected to
the nmast eteTEURALAN cht seesiedli ddet wheriyhoff ithet comwmpunicesionopraessabrgk unit
connect ed timrhédianelyt er communi cation device; a network gateway
Connect ChGekiohoha ATDLCA A EYhECyf OIS hiP cqprie s
devi ces cor’fﬁ%%l?‘”éfjatfl}'e@ﬁgerﬁ%it‘\ﬁgr%‘ﬁ’&t@ﬁﬁ& R SEOR HSs BEBHA LGSR SEEISE | A Fhe
net wor k comshest eftthecconie unetatoork praessiag, unibiearad n t he mast er
ComTT SRS ST Bt Y o TN Sy B0 v
upg er gl av ég (]:Ig M rfecvgflfegﬁﬂa é:\(ﬂ.lgg ;vaFue gf tthe tucllleou¥ error coun%erelcmjas reached the
predetermined count value;
wherein if the exception error is not included in the response corresponding to the
query transmitted to the lower slave communication device assigned by the
communication device assignment processing, in the receiving step,
then the master communication device
resets to zero a count value of the exception error counter corresponding to the
lower slave communication device; and
terminates a series of the steps of the communication processing unit;
wherein if the exception error is included in the response corresponding to the query
transmitted to the lower slave communication device assigned by the
communication device assignment processing, in the step receiving,
then the master communication device
increases the count value of the exception error counter corresponding to the
lower slave communication device by one;
terminates a series of the steps of the communication processing unit
immediately;
determines whether or not a count value of the exception error counter has
reached a predetermined count value, as soon as terminating the
communication processing unit; and
outputs error information indicating that the lower slave communication device
is in failure when the count value of the exception error counter has reached
the predetermined count value.

2.

A medium storing communication control programs for having a computer function
as a master communication device of a hierarchal type master-slave communication
system,

the master-slave communication system comprising:

a master communication device;

a plurality of upper slave communication devices connected to the master
communication device through a first communication network connected to
the master communication device;
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a timeout error counter that counts the nunber of detections of
successive tinmeout errors for each of the upper slave conmmunication
devi ces; and an exception error counter that counts the nunber of

success! vV f¥RRk! ileRay UohnbBRdAPthd hddie: EEARMSRNLL ULERPAUER the
each | ower sl ave communi.catign BE &ew ce, ere an exception error

i ndi cat es tfﬁé?cﬁ%’f’?\‘i‘ﬂ a# nrréeg&i(\]/ t2F¢om t he | ower slave conmuni cation
devi ces, ahelwrahéy rafs e skeyier eepondiingtivn déwdceueoynectadstn tthednetwork

the |ower sdaawga¢aliFbagkal EQdndeydsfuinsa thee metwaris hhhedel Mt Setwork
net wor k ga&gﬁgﬁagnd includes the exception error, the master
comuni cat i®on_devi ce repeatedly executes a conmuni cation unit
pr oces Bihegerr the wasterscommamaesiion device 6pRDEBRBT i si ng: assi gni ng one
sl ave conmtiineatit @drdeviadtainggimbe thaurddteéty ah dneceivedr reshadse to the
communi cat iRy eul:aasitBAMd i BHEALIVY Bl BRicheMR dcigy®
comuni cation deyices wth travefin round these devi ces; )
Lransm ¢ (7 igmECHbeRyor GopRiea bty ottt 4he BombeR: Cafletistioen: e sugirasive
timeout errors for each of the upper slave communication devices; and
an exception error counter that counts the number of successive exception errors
included in the response with respect to each lower slave communication
device, where an exception error indicates that nothing is received from the
lower slave communication devices, when the response corresponding to the
query transmitted to the lower slave communication device has been
transmitted from the network gateway and includes the exception error,
the communication control method comprising a communication unit processing of a
series of steps which the master communication device repeatedly executes,
the steps comprising:
assigning one slave communication device among the plurality of the upper
slave communication devices and the plurality of the lower slave
communication devices with traveling around these devices;
transmitting a query to the assigned slave communication device; and
receiving a response with respect to the transmitted query from the slave
communication device to which the query is transmitted,
wherein if the response is received from the upper slave communication device
assigned by the communication device assignment processing, in the receiving
step,
then the master communication device
resets to zero a count value of the timeout error counter corresponding to the
upper slave communication device; and
terminates a series of the steps of the communication unit processing;
wherein if a timeout error notification is received from the timeout error monitoring
timer without receiving the response from the upper slave communication device
assigned by the communication device assignment processing, in the receiving
step,
then the master communication device
increases the count value of the timeout error counter corresponding to the
upper slave communication device by one;
terminates a series of the steps of the communication processing unit
immediately;
determines whether or not a count value of the timeout error counter has
reached a predetermined count value, as soon as terminating a series of the
steps of the communication processing unit; and
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receiving a response with respect to the transmtted query fromthe
sl ave communi cation device to which the query is transmtted, wherein
I f the response is received fromthe upper slave conmunication device

assi gned Byidiig S RSTHILEALESA iﬂawa@&gaﬁﬁt%@amdpeqrsq%é SbRShuniRatibf device
recei ving st eﬁ,f t hen :pgeﬁ%ster %ormn%f&tﬁone vice resets 1o zero g,
count val ud® 8% [EHEG FREBCRDE VRO PRI HPIOUE SRET et has gpgidied the
sl ave commmiedetargnngd¢paat vaheit ermi nates a series of the steps of
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notifi Cat@%%'ﬁ‘aﬁgﬁﬁt\éﬁdﬁc LR ltopfért é]t%guéorﬁﬁfu(}fifmyﬂ LRIVIRT LLITRE g by the
Wi t hout recef ving Ithe response fromthe Upper slave communi ¢atri on

devi ce aS$SMGRBRICAHON AL VANATHZREENS PraaAsHie, 48 $he ApesivIng ¥6Bssi ng, in

t he r etldrvilgmstség; cathenutibmtiomdeeiceconmuni cat i on devi ce i ncreases

the countyaaldig, 9brd BothfRAMe BF ERE KOG efﬁirc%%B?&dhéﬂeéﬁoI#ﬁtﬁﬁ o the

upper sl aVﬁ conmmuni cat i on_devi ce b‘?/. one;,termnates a series o

steps of th&"Eb ic(?&i“?ll}ﬁlcﬂtﬁ)&’e@% 158 il t i mredi atel y; determines
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I ndicatin e uppefr slave conmunircarion device 'l

when t he CBBERENIGAFIQR AVIGERSHEHBENE PEPGSFINED i the rerpdviIngaIARd t he
pr edet gien tledmeetert combnaticathiat devicef t he exception error is not

i ncl uded jinR)dNBsTERPANSR (RAIESP PRI F0k %31‘%38(%1#%5‘%?{%#5%%1{% to the
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devi ce assi YRTENAYHIOEEEEPHE UG HEe PEOBFyi ng st ep,

terminates a series of the steps of the communication unit processing
immediately;

determines whether or not a count value of the exception error counter has
reached a predetermined count wvalue, as soon as terminating the
communication processing unit; and

outputs error information indicating that the lower slave communication device
is in failure when the count value of the exception error counter has reached
the predetermined count value.

3.

A master communication device of a hierarchal type master-slave communication
system,

the master-slave communication system comprises:

the master communication device;

a plurality of upper slave communication devices connected to the master
communication device through first communication network connected to the
master communication device;

a network gateway connected to the master communication device through the
first communication network; and

a plurality of lower slave communication devices connected to the network
gateway through second communication network connected to the network
gateway,

wherein the master communication device comprising:

a timeout error monitoring timer that detects an unreceived response to the
query transmitted to the upper slave communication device;

a timeout error counter that counts the number of detections of successive
timeout errors for each of the upper slave communication devices; and

an exception error counter that counts the number of successive exception errors

included in the response with respect to each lower slave communication
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then the master communi cation device resets to zero a count val ue of
the exception error counter corresponding to the | ower slave
communi cation device; and termnates a series of steps as the

comuni cat i RRid, GEleS® A8 dxBbptioMher &l Ehdlf:aﬁe@et}ﬁitcﬁfﬁ;hh@@ §rré@élvé§ from the

| ncl uded i &QF 'i 8611%%1 juet ‘561 Oc[]eq} [ ey th uer otsr ansm tﬁo ing to the
the | ower sPave 8 $SI nré enceo%ﬁ‘? 4t 8%
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communi cat itpanslaitted fione Ith@&éﬁwbﬂ&g@fﬂ#ﬁy sAl declatlet biee exegpidrogrrer, or

count St g OhRRANMT RN | Ve SBUBLEAITUAERLL O HEMLARY DGR Ciuni
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i e ATAERSISNEG %é?ﬁ?%@ésfm&t her or not a count val ue of the exceptlon
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i nb fail ur &40 c?rﬁgn%&%ﬁogal (fFé’ 16t t%lé e%@gpﬁ%&&yr OPPCB}g%t ?Wﬂ]as slave
reached t héom@uétcéﬁmnr@w@%mthﬁaau@hng around these devices;
transmitting a query to the assigned slave communication device; and

receiving a response with respect to the transmitted query from the slave
communication device to which the query is transmitted,
wherein if the response is received from the upper slave communication device
assigned by the communication device assignment processing, in the receiving
step,
then the master communication device
resets to zero a count value of the timeout error counter corresponding to the
upper slave communication device; and
terminates a series of the steps of the communication processing unit;
wherein if a timeout error notification is received from the timeout error monitoring
timer without receiving the response from the upper slave communication device
assigned in the communication device assignment processing, in the receiving
step,
then the master communication device
increases the count value of the timeout error counter corresponding to the
upper slave communication device by one;
terminates a series of the steps of the communication processing unit
immediately;
determines whether or not a count value of the timeout error counter has
reached a predetermined count value, as soon as terminating a series of steps
of the communication processing unit; and
outputs error information indicating that the upper slave communication device
1s in failure when the count value of the timeout error counter has reached the
predetermined count value;
wherein if the exception error is not included in the response corresponding to the
query transmitted to the lower slave communication device assigned by the
communication device assignment processing, in the receiving step,
then the master communication device
resets to zero a count value of the exception error counter corresponding to the
lower slave communication device; and
terminates a series of steps as the communication processing unit;
wherein if the exception error is included in the response corresponding to the query
transmitted to the lower slave communication device assigned by the

communication device assignment processing, in the receiving step,
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the master communication device

increases the count value of the exception error counter corresponding to the
lower slave communication device by one;

terminates a series of steps as the communication processing unit immediately;

determines whether or not a count value of the exception error counter has
reached a predetermined count yvalue, as soon as terminating the
communication processing unit; and

outputs error information indicating that the lower slave communication device
is inb failure when the count value of the exception error counter has reached
the predetermined count value.
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