Secure File Managenent, System and the Method Thereof for d oud
Storage Field of the Invention 5[0001] The present invention rel ates
to file managenent. More particularly, the present invention relates
to a system and nmethod adapted for secure file nmanagenent on cl oud
storage. Background [ 0002] The boost in the demand for scal abl e,
reliable and fault-tolerant 10 conputing has led to the increasing

popul arity of cloud c ing. Clou onputin el S
over-the-Inter nchEBﬁ%%'%egW%g Sg)ﬁqgm ﬁﬁﬂdg'@r@egﬁog&léwqfhe
data or even software through the networks. [0003] One of the nost
common services provided by cl oufdro@Ghaud Segrage cl oud storage. Coud
storage conveniently allows users to deposit and access their digital
data 15 without any geographical limtations. These cl oud storage
service providers typically inplenment certain security measures to
protect the stored data. HoweverFielfidhe xertdurity neasures
i npl emented by the service providers are breached, the data is no
| onger Seciioet. [ 000thdFuesdneinvestimhretittsao sbcmandggmeetspespaatiailarly, the
inplenented to protect against 20third party attacks. The service
provi ders pgiegent! fiddhtioh fol8R th A sp&8Hd hitehodaliaptB &Iraeepy titdhBRagement on

cloud storage.

Background
[0002] The boost in the demand for scalable, reliable and fault-tolerant
10 computing has led to the increasing popularity of cloud computing. Cloud computing

delivers over-the-Internet computing services allowing users to access the data or even

software through the networks,

[0003] One of the most common services provided by cloud computing is cloud
storage. Cloud storage conveniently allows users to deposit and access their digital data
15 without any geographical limitations. These cloud storage service providers typically
implement certain security measures to protect the stored data. However, once the
security measures implemented by the service providers are breached, the data is no

longer secured.

[0004] Further, such data security measures are implemented to protect against
20  third party attacks. The service providers are usually free to access the data hosted by

them.




2 Summary [ 0005] One aspect of the present invention seeks a secure
dat a managenent service for offering a cloud conputing service to
users for storing docunents thereon 5 through users' devices over a
networ k. The secure data managenent seryice conprises a cloud based
security service provider for hosting a data storage for storing the
docunents in an encrypted form wherein the encrypted docunents are
associ ated to respective licenses and fingerprints, the docunents are
stored in an encrypted form and users' devices having a program
nodul e resided therein, the program fB#01% i s adapted 10 for renotely
accessing the cloud conmputing service in an authenticated manner. The
fingerprinf@osr e di sOmehasped cdrnte gtrastnatt invedionnseak<c arsdaure elata tlanagement
circles of users, the circles are fornmed in a tree structure with

circles fr @éFvﬁ:e'i@M@Fferﬁ@}’@ Floﬁﬂ%ﬂ%ﬁgnﬁb&vfbé QMuserd K @dridgeRUim@hts tti@eon

tree structure, when a file is to be accessed by a non-owner user,
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certificate having public-private key pair registered with the
service pr avaa@i ,baw%ew«spﬂtyaswﬁvaqr%wﬁ%ryfoesﬁlqswég di éf?tﬁ aforags {qrf terdng thes
further encrypted by a passphrase that is stored on the service

provi der. Thempassphamsecrpptyd berng rvetaranl thy eaarypted denmadt aermsseratéd &®
of the service provider, not the user, and the passphrase is stored

remotel y fir@pediig lidbiged add ﬁ@gdg'briﬂtga&@docaﬁxeb@Q@JQtoﬂea iRBwEkeypted form; and
enbodi nent, the service provider is operationally identifying the

respective, cir g | ong, i
i gner | evarerbioeiel e LAtekR MEGRe iAol M prdd AR MR QlF adapted
sel ecting the neg%%successive q%{cle towards the circle of  the ownﬁ%

of the!Pi| &/ GBOIRREATSSTRE herqleys sHRPHINRGEIERS Mt an Atlimgated araangt-

agai nst that of the encrypted docunent. 3 [0008]Yet, the service
provi der mimgérarintsere disinpuicd endistryotered inoaveordpragsrwith ¢irades dfawsersdbiicircles
circle, wherein the bloomfilters are adapted for docunent

fi nger pri nuiggrm¢dOBOQ] dentabidwith akglectomtanewer lesel prachebshtdromes hptler

for offering a cloud
level of the tree structure, when a file is to be accessed by a non-owner user, the service
provider verifies a common ancestor circle at a higher level.

15 [00086] In one embodiment, each user’s device has a digital certificate having a
public-private key pair registered with the service provider, wherein a private key of the
digital certificate is further encrypted by a passphrase that is stored on the service
provider. The passphrase may be created by an authentication service of the service
provider, not the user, and the passphrase is stored remotely from the digital certificate.

20 [0007] In another embodiment, the service provider is operationally identifying
the respective circles where the relevant users belong, tracing the higher level of circles
to identify the common ancestor circle, and selecting the next successive circle towards

the circle of the owner of the files/documents to verify the fingerprints stored therein

against that of the encrypted document.



conputing service to users for storing docunents therein through
users' devices over a 5 network. The nethod conprises the steps of
aut henticating users to renotely access the cloud conputing service
t hrough the users' devices; generating yespective |icenses and
fingerprints for the docunents to be stored; encrypting t he
docunent s; ring t ective licens ts.an

encrypted Bhens: of PRERETH HOHidrE TRT T e sORBER Wy PBEpleRG die
structurin? t he fingerprints i n accordance with crrcles of users,

10t he ci r cfosgadyadrofe phstpin theplaogm flters asadapted fpridecement fngemrishing

| ower | evel branched out froma higher level of the tree structure;
verifyi ng R0emon almcesdther espect] éhat ia hoghet al etlodofor tdfeering e clomd
al l owi ng access to the encrypt docunment by a non-owner user. [0010]1In

one enbodi gERfutinkREIRLHBAderd Yot AQin CRMMHB $hér @ﬁltﬁﬁoagii O&br@ ddv@bd &er a
certificate with 'the cloud conputing service, digital certificate

having a pHr%?hbﬁ( r}ég%ﬂeﬁﬁ)ey Elﬁfx‘t E@ H(’il sft«%r ?aa%nl #ﬁ&’tm . %%0 rglﬂgtel ccess

encrypting the priva cer hr&se
that is st?$d$ on the service rovr er. [0011] In another enbodinent
t he met hodf{e e%o‘rt%‘ﬁﬁg |S§‘é(é°eé toneh ‘fsﬁ'és Barggﬁfhg%&eéatw rggpective licenses’
aut hentication service of the cloud conputing service, not the user;
storing t hadohsgephmds Grrtberdo@iments torhet sharedti apctypling dret ddcumanie; storing the
20[0012] In yet a further enbodinent, the nmethod may further conprises
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tracing the |gher level of circles to i entify the common ancest or
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circle towa e ClIr wner ocunent

10 the circles are formed in a tree structure with circles from a lower level branched out
from a higher level of the tree structure; verifying a common ancestor circle at a higher
level of the tree for allowing access to the encrypt document by a non-owner user.
[0010] In one embodiment, the method further comprises registering a digital
certificate with the cloud computing service, the digital certificate having a public-

15 private key pair for each user device; and encrypting the private key of the digital
certificate by a passphrase that is stored on the service provider.

[0011] In another embodiment, the method further comprises creating the passphrase
by an authentication service of the cloud computing service, not the user; storing the
passphrase remotely from the digital certificate.

20 [o012] In yet a further embodiment, the method may further comprises
identifying the respective circles where the relevant users belongs; tracing the higher
level of circles to identify the common ancestor circle; selecting the next successive

circle of the common ancestor circle towards the circle of the owner of the documents;




4 and verifying the fingerprints stored on the next successive circle
agai nst that of the encrypted docunent. Brief Description of the
Drawings 5 [0013] This invention wll be described by way of
non-limting enbodi ments of the presentsinvention, with reference to
t he acconpanying drawings, in which: [0014]FIG 1 illustrates a

schematic di agram of ,a cl oud. conput.i ng,service 110 in_accordanc £ h
one embodi fARTeap w? JisSth TR onE ey Breyret < FHE RS cLehe
sequence di agram for user |ogin process in accordance with one
embodi nent CBErYRtEd dpfussht i nvention; [0016]FIG 3 illustrates a
sequence di agram of upl oadi ng docunents to the cloud storage of a
cl oud conputing service in accordance with one enbodi nent of the
present invention; 15[0017]FIG 4 illustrates a sequence diagram for
downl oadi ng documents to thepsef Description of the Drawings
5

[0013] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0014] FIG. 1 illustrates a schematic diagram of a cloud computing service 110

in accordance with one embodiment of the present invention;

10 [0015] FIG. 2 illustrates a sequence diagram for user login process in
accordance with one embodiment of the present invention;

[0016] FIG. 3 illustrates a sequence diagram of uploading documents to the
cloud storage of a cloud computing service in accordance with one embodiment of the
present invention;

15 [0017] FIG. 4 illustrates a sequence diagram for downloading documents to the
cloud storage of a cloud computing service in accordance with one embodiment of the
present invention;

[0018] FIG. 5 illustrates a sequence diagram of fingerprint query in accordance
with one embodiment of the present invention; and

20 [0019] FIG. 6 illustrates a further sequence diagram of a fingerprint registration

process in accordance with one embodiment of the present invention.

Detailed Description



cl oud storage of a cloud conputing service in accordance with one
enbodi mrent of the present invention; [0018]FIG 5 illustrates a
sequence di agram of fingerprint query in accordance with one

enbodi ment of the present invention; angl 20[0019]FIG 6 illustrates a
further sequence diagramof a fingerprint registration process in

accordance w.Lh one odi of the rese i.nventi.on

besor i pt1 o0, G050 fi R B Y fbovrEnEBEyahe GIFTE SPEnkS Phamhgber
description _of a nunber of specific and alternatlve enbodi nents are
provi ded t 6f sRerstie tand delichative eaphodireerte #fq Peoyiderl tohengsreahthe inventive
invention. It shall be apparent to one skilled in the art, however
that this ifewnend oi0the peogedianpantionl s ebhllbd lygpatens ux:dm&qkﬂdﬁdfihah«dat,éiolu&wer
Sonme of the details 5 may not be described at length so as not to

obscure thenk MeHveRbon Ay bE %%tl@éd WRhQL %ﬂ&?spe&@m&ﬂ& ekBiRNShe details
nunerals will be used throughout the figures when referring to the

P strar oy o hERPESf ATHNsd s oo QoateTRe inb PEM Ep (et otpprence,

common reference numerals will be used throughout the figures when referring to the

_)

same or similar features common to the figures.

[0021] FIG. 1 illustrates a schematic diagram of a cloud computing service 110
in accordance with one embodiment of the present invention. The cloud computing
10 service 110 is one of the features can be provided over a network, such as Internet 102.
Users may utilize the services offered under the cloud computer service 110 through the
Internet 102. One of the services provided under the cloud computing service 110 is
cloud storage, which allows users to store, manage and share their digital files over the
Internet 102. Users of the cloud computing service 110 may be registered users 104,
15 106 to the cloud computing service 110 and non-registered users 108. Typically, the
non-registered users 108 are dependent on the registered users 104, 106. The registered
users 104, 106 must invite the non-registered users 108 for sharing files stored under
their own accounts. The registered users 104, 106 may limit files to be shared with the
non-registered users 108 and certainly, they may also limit the access right to the shared
20  files at will. As shown in FIG. 1, the registered users may include individual registered
users 104 and group-registered users 106. A group-registered user may include an
administrator for managing the cloud computing service for the sub-users under the

same group.



in accordance with one enbodi nent of the present invention. The cloud
conputing 10 service 110 is one of the features can be provided over
a network, such as Internet 102. Users may utilize the services

of fered under the cloud conputer servige 110 through the Internet

102. One of the services provided under the cloud conputing service

110 is cloy torage,, which allo users to store,. e and share
Chei 1 o RFALT 1 oo BUASF SEite aspumeiou o RaRs SuieC TN Hpaccp e
conmputing service 110 may be registered users 104, 15 106 to the

cl oud conpdrvigrg 188+ for exaniple perspnalrvmidirs tlepters, (Rbbats of @8en Mpbilephdngs.
the non-regi stered users 108 are dependent on the registered users

104, 106. Tfhepoedistar efle Use mSayliihsesd Qrataih doeWohputiig device 105, These
non-regi stered users 108 for sharing files stored under their own

accounts. Jhe.kqgs rc@ﬂné&? % th é{gém&qu ARl B be ilgc%/ g?&r&& f‘f"f ér*h%?{i

wi th the non-registered users T08 and cert ai Py, 't also |I'im
the access right to e shared 20 files at wl]|. sho ' |G 1,
the rodh starbdiedt s ThegSiR ertmuearvrabl misaliay dhe trerbed 1ok s
group-regi stered users 106. A group-regi stered user may include an
adni ni st r aasom ddaministategil g ta menagecund cootrplufile stprisgr sdcess dndrshatheg through
sub-users under the sanme group. 6 [0022] These users access the cloud
conput i ng gapmMtdasdrliftetthcco@phl) c SGEUIGUN hagtdxiaogitblddindef B opuatipg System,
personal conputers, |aptops, tablets, or even nobile phones. It is
possi bl e t : J I i

105:  These det e PGt Mo o0 880 Bated (bt A5 JFP 7Bl v Pechyt Syt
behi nd a server, 107 or a.l.ocal 5 area,network. The cloud conputing
service 118YnESP kéfPWBW?tVﬂBC}hgr&r %Slcl%ﬁna@%gevé%esmel | as an admini strator
106 to manage and control file storing, access and sharing through
graphical user interface (QJ). Such GJ may be available under the
oper atithg B98em a Bt pfeacdirabednerotausersr dayidss By dg deployed with a
applications that can be accessed through any web browsers, which are
resi ded onlotdieledenicd @sogrdd @R8] herconsefigprbb ecferdd endsaghtakeater apfigcation,
users' devices may be deployed with a | ocal dedicated program nodul e,

herein aftgg c%h%f?xgr glietkeatupesaseraial %e%eéloﬁfﬂ)mohﬁ)ﬁﬂhgr%ewﬁ&" 1607 '$icAg
out the features offered by the cloud conmputing service 110. Such

gat ekeeper lication may offer t flexibilit mor ontrol, .
ana i gnor 0BRGP BGUPRYME) biifs Pelet Helouly Bkt fprof R G Rovrit
conputing service 110. It is desired that some 15 of the security
feat ures aver s digite dilesuttoned ehtheyelapdacompuiing pervics tl 18 h iy is desifedrihatiseme
system hosting the cloud conputing service 110, such that the cloud
conputisg sehw seodrifyl fafpras\are earrying butriotallyendbhey dro noteshayedtwitththefsydtan
and docunents thereby maintaining the privacy of the users over the

files storgsial fidigofd QUSlpRATPYIYRE 1367 ik fhat 1 B BRlig sa0lck tube

users authorized by the original owner of the files and docunents

provider will not be able to decrypt the files and documents thereby maintaining the
privacy of the users over the files stored at the cloud computing service 110.
Preferably, only the users authorized by the original owner of the files and documents
20 are given the access to these files and documents. The owner of the files and

documents are provided with means for controlling the access right.

[0024] For the purpose of this application, the users’ devices may also be

referred herein as Endpoint. All registered users are assigned with their own user’s




20are given the access to these files and docunents. The owner of the
files and docunments are provided with means for controlling the
access right. [0024] For the purpose of this application, the users'
devices may al so be 7 name and passworg for accessing the cloud
conputing service 110, and each endpoint will be assigned an Endpoi nt

I D and an Endpoi nt Key.,  The Endpoint 1D is assigned by the cloud, .
comput i g BUPGAES PETHOLN SECTHBE RGBT hEORE) eSO esieridt B FRFhepoint
devi ces through | ocal endpoint devices' (hardware and software)

conf i gur at PWeth&e agsignep andindeoial [DsandaeErdpoim Kayulihe SadponhiD istasggned by
Endpoi nt I D and Endpoi nt Key may be always O (zero). NULL endpoi nt

occurs, fotheedawpt@nputngrseiiesr B10, svhia thh Fadmant Kedpaientrated byhda devices
endpoint is unregistered. NULL endpoi nt can al so occur when user

accesses t hgo ol AR Jbﬁric’é?%ﬁ%ﬂ%a@é&%ﬂ%@ BhAYRSons! 18 URAD QA

dedi cated client application. Preferably, the cloud Tonputing service
accessed throu rowser, ,Sdimt t o, 10sor dm ni.strativ

i posed oy o7 st SR Bk I PR R L ARG SGYap RN A Feero).
User - Endpoi nt. _conbi nati on, except for the NULL endpoint, a d#%ital
certificat MltHdvierdpointpesirse for pxagde kehiep diare is ge Hhysicalnerdpebap Wea
certificate, is generated and registered with the cloud conputing

servi ce 106ndpbhe icemtpibicaat aNURY chépgetnenaiseccbyr whe dsoc adceshey theeslowlr
the cloud conputing service 100. 15Each certificate contains a public

key and a B&ﬁxv\%lﬂir% k&Vice TIMEoURR! Wab errb®¥erl Sndiétiat BETdeBRELY PURS: RYpRcation.

passphrase, ich is the standard practice in public key
infrastruc%

Perfgably, the cloud computing service accessed through web browser is limited to

10 some administrative purposes only, not for accessing the documents.

[0025] For each User-Endpoint combination, except for the NULL endpoint, a
digital certificate having a public-private key pair, such as an OpenPGP RSA
certificate, is generated and registered with the cloud computing service 100. The
certificate may be generated by the local device, or the cloud computing service 100.
15 Each certificate contains a public key and a private key. The private key is further

encrypted by a passphrase, which is the standard practice in public key infrastructure.

[0026] The original certificate is installed on the endpoint to which it is
assigned. The cloud computing service 100 will contains the public key as well as the

passphrase.

20  [0027] For each user, the cloud computing service 110 further keeps a unique
numbers or random bits, such as cryptographic salt. Salt is a random value generated

when the user is registered with the system.



[ 0026] The original certificate is installed on the endpoint to which
it is assigned. The cloud conputing service 100 will contains the
public key as well as the passphrase. 20[ 0027] For each user, the

cl oud conputing service 110 further keeps a uni que nunbers or random
bits, such as cryptographic salt. Salt is a random val ue generated
when the user_is reg ered Wwth the system, 8 28] FI 2 )
illustrat ez['%ﬁslsequenrzbdlzad]rl‘éﬁtﬁa or u%egf{echgpﬁgna}r[ gforss"lsf’r %%Eo?lﬁgﬁéem
wi th one enbodi ment of the present invention. The | ogin process

i nvol ves t Aecordpaee with ong cydpdivcapef thegueseatinggntivanlihe degip prosessipraves
206 and a session manager 208. The gat ekeeper 204 is a program nodul e
resi des onticheseti202, 6 gatehtiepa ML be auhhentiGatian tsheidel 206t Arona s@swharar2@ér
and the session nanager 208 are resided at the cloud computing

service 11908 Atrhg fekee Elhg()cpﬁea[ gl%%njl %ﬁlulenreﬁlﬁest &€ tifel RS H&W@vhﬂg the

service 110 with pre e ined u me and password through the

gatekee er 4..The ateke 4 then re uests g0l o ti

O Leer B - saftfeiteitn HaM: Alnerddls o stur GRS Ohre; iR qh e Bl
conputing service 110. Once the requested tinmestanp and salt 10 is
obt ai ned f conpethe i htl. c At sor, Serusec202bes by te Hie deuderarpiing zguyice
t he gatekeeper 204 returns with the login user nane, password, a
Nonce, an En@pginta pidefided dsermasicasm padond sirgngi thiee gitokdeher 204. The
Aut henti cati on Service 206. To corrpute the signature for login, the

gat ekeeper g%@%eeg&t did4etY1€1§ réq'ﬂ@stfﬂﬁi Estéd?p bhe H‘u‘sérss ﬁrﬁérﬂ 'ﬂ?@‘&dﬁ%tiéﬂ(ﬁl

of the device conmput es 't p0| nt Key fromthe configuration

of the 15 end runnl Ther t en s.ara

String suchTHebaPhpE biseliaiomonEd: suBe il Stirebe ARHATRufnd FRESE
gat ekeeper application then conputes a key, K, as follows: [0029] K =
H( Sal t 1& Piseuteine] ixORhERghentgakey service 206 by the gatekeeper 204, the gatekeeper

204 returns with the login user name, password, a Nonce, an Endpoint ID, the
timestamp, and a signature to the Authentication Service 206. To compute the
signature for login, the gatekeeper 204 retrieves the Endpoint ID from its configuration
file of the device, and computes the Endpoint Key from the configuration of the
15 endpoint it is running. Thereafter, it generates a random string such as cryptography

nonce. Based on these information, the gatekeeper application then computes a key, K,

as follows:
[0029] K = H(Salt + Password) XOR EndpointKey
[0030] where, H is a hash function of the salt concatenated with the user

20  password, and computes the exclusive-OR (XOR) of the hash value and the Endpoint
Key. The hash function H can be any publicly available cryptographic hash function,

such as SHA family of hash functions, for example.

[0031] Subsequently, the signature is being compute as follows:



[ 0030] where, His a hash function of the salt concatenated with the
user 20 password, and conputes the exclusive-OR (XOR) of the hash
val ue and the Endpoi nt Key. The hash function H can be any publicly
avai | abl e cryptographi c hash function, such as SHA fam |y of hash
functions, for exanple. [0031] Subsequently, the signature is being

Endpoi nt | DUtbnce, RPEO0SSFACTSIHY | DsUuHRE FeaBanip 3 Al FRg)

together the tinestanp retrieved from the authentication service
206, the usemane supplied by the user 202, end _endpoint retrieved
fromits cE&BPlgur at i SnstERE sconsliersed MoretEng fegthenibig tingstapn refrigyed from
result using 5 the key K generated above. [0034] For the purpose of

t hi s i nventhoomthatigpiogsaphe 06alht camaine sapplicdldhyy thesedr 202, end endpoint
generating a key for a given user password. A new cryptographic salt

i's needed yWhRBye MEWiRISANBGidSaRl #¥ind8 nohbBE 28 YRIOGHARDIHe BANCEsing
on the other hand, is suitable used for each service redquest, such

as, |logLn, 0 docuyment 10downl oad/ upl oad, query for access
rights,ketg%ﬂgﬁggg?$ﬁﬁmg%1vgntication service 206 further sends a
session creation request to

[0034] For the purpose of this invention, cryptographic salt can be suitably used
for generating a key for a given user password. A new cryptographic salt is needed
when a new password is provided. The cryptographic nonce, on the other hand, is
suitable used for each service request, such as, login, logout, document

10 download/upload, query for access rights, etc.

[0035] The authentication service 206 further sends a session creation request to
the session manager 208 with the user name and a session key. The session key can be
generated randomly by the cloud computing service. [t is desired that the session key is
sufficiently long and difficult to guess. It is further desired that the size of the session
15 key matches the underlying cryptographic algorithm that performs the
encryption/signature. An AES (advanced encryption standard) key, for example, can be
adapted herewith. The session manager 208 accordingly returns a session ID to the
authentication service 206 conclude the login. User may start to utilize the cloud
computing service 110 upon receiving the login confirmation. No session ID is

20  generated if the user fails to login to the cloud computing service.

[0036] The SessionlD and SessionKey allow the user/application to

communicate securely later without referring to certificates or passwords. Each login



t he session manager 208 with the user nane and a session key. The
session key can be generated randomly by the cloud conmputing service.
It is desired that the session key is sufficiently long and difficult
to guess. It is further desired that the size of the session 15 key
mat ches t he underlying cryptographic algorithnrthat performns the

encryption/si nat. Y% ed an ti S for
exami e _caodn bl epib AR AR RS e S RaNE0H U By

returns a session |D to the authentjcation service 206 concl ude the

| ogi n. Usefetrigylebiuitrsetting, o mpidgEnedhly Biectiers ob ApTHNIHE e ereeel stopsh
receiving the login confirmation. No session ID is 20generated if the
user fail sohohd dgud ceropithe sshoeringbopspéatige sieery'i eafighfdas filhe Before the
Sessi onl D and SessionKey allow the user/application to 10 session

wi Il expi r@eséfoheéxpﬁe§QH$ Iugwrtilel ﬁqepgarta&@p@fzm!) FBay RAEH tB@rsbﬁﬂ)rpﬁmﬁgﬁ‘l%
can be preset as default setting, or pre-defined by the users or
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t he respectrve user gont Hgur 4t o session exp
the user (i.e. the gatekeeper neM/the sessi on using the
SSessronIDﬂ§ﬁﬁmB@§§%6 Kﬁm%4&ieﬂggWWd D AIEBNS§SEORRAEwed, t he
Sessionl D remains the sane but the SessionKey will be replaced by a
new Sessi onKey. [0037]Unlike a typical RSA certification, a
passphraseﬂm§ﬂadapteamhb¢aﬁh@ﬁﬂé@ﬁhcmﬂﬁuﬁWen@p@@DM@ﬁ?@ﬁdﬂﬂﬁbﬁrﬂw10@“
passphrase is created by the authentication service 206, not the
user. In th@hpitRIgH agdriediabBhtase iNercas dp hasehéBicRnesaiied 209, not the
systens, not user, and 10is located renotely fromthe certificate.
user. In the present embodiment, the passphrase is generated by systems, not user, and

10 s located remotely from the certificate.

[0038] The present invention ensures that the passphrase generated to protect
the private key is a strong passphrase that cannot be easily guessed. Such passphrase
can also be easily removed or revoked in case where the endpoint (i.e. the device) is
lost, stolen, or any terminated from the cloud computing service 110 for any reasons.
15 In such case, even an attacker who hacks into the device and obtain the certificate, but
without the passphrase, which is not stored on the same device, the attacker would not
be able to access the cloud computing service 110. Accordingly, the user’s data can be
safeguard even when the cloud computing service’s 110 securities are compromised

since the private keys are not stored on the server.

20 (0039} In the cloud computing service 110, the EndpointID and EndpointKey
are regarded as added factors for users’ authentication. Each user will be only allowed

to login from a set of pre-registered devices.



[ 0038] The present invention ensures that the passphrase generated to
protect the private key is a strong passphrase that cannot be easily
guessed. Such passphrase can also be easily renoved or revoked in
case where the endpoint (i.e. the devigg) is |lost, stolen, or any
term nated fromthe cloud conputing service 110 for any reasons. 15

In such case, even an attacker 0 ha into the device.an bt ai n
the”cort i 1 0406, but hrioifte ool ShiiFe R i Eniet SRgH Al
t he same device, the attacker would not be able to access the cloud
conput i ng Seivegrated t@thesyatemdpnbgiter usdsauihsaticagorrat For eapmple, | dccegn b
even when the cloud conmputing service's 110 securities are

conpr oni sed (HBoker that gotey ah@hdedyg KAy e now Bidpsiatkayh cdhlee deived from:

20[ 0039] I n the cloud conputing service 110, the Endpoint1D and
Endpoi nt Key are regarded as added factors for users' authentication.

Each user vygdold; be onkygalihgwed- f@nlifghikdRM a set of pre-registered
devi ces. 1 ﬁ0040]ln gﬁtther eébod?%enfﬁofqlhe present invention,
additional factors can be integrated to the systemfor better user

aut hent L catj.qss. For ' er S8 S0
anot heré keg/doﬁ%, t he Wgévﬁgﬁg%oﬁh?%yﬁgaﬁ t@g OJ%P#A\?EEJ{ a@§§%{é§1%m§etd febrh
[ 0041] Endpoi nt Key' = f( Endpoi nt Key, K 042] wherei n the .
Endpoi nt Ke alﬁgfafen@ldomf&%rﬁorénfﬂ%%ﬁ%@ BE SR ORI (i FaPiERRhic
sof tware configurations, and the function "f" can be any _

crypt ogr aphicsegsroedded iy theilifdttolon.t Heha JSBBttolienris passive fiee. LiSBravisiee anlys
passive (i.e., it provides only a key), then the function "1' can be

anyt hi ng ckypt 0@gh aphivacenesMayn beasithag drtogashibynd-hey Gaictkedpled by
202, such as a SHA-1 hash or any other suitable function.

the gatekeeper 202, such as a SHA-1 hash or any other suitable function.

10 [0043] FIG. 3 illustrates a sequence diagram of uploading documents to the
cloud storage of a cloud computing service in accordance with one embodiment of the
present invention. The cloud computing service includes a gatekeeper application 302,
a client DLP engine 304, a client crypto engine 306, an authentication service 308, a
document service 310, a license service 312 and a server DLP service 314. The

15 gatekeeper application 302, the client DLP service 304 and the client crypto engine 306
arc resided at the users’ device, while the authentication service 308, the document
service 310, the license service 312 and the DLP service 314 are resided at the cloud
computing service. When the user uploads a document to the cloud storage, the user is
prompted for a login request, if the user has not yet logged in to the cloud computing

20 service. The login procedure can be similar to that in FIG. 2. The gatekeeper
application 302 will transmit the user ID, terminal ID and prove of identity. The proof
of identity may be a combination of user identity and digital certificate issued from the

user end through the gatekeeper application to the authentication service 308 for



10[0043]FIG 3 illustrates a sequence diagram of upl oadi ng docunents
to the cloud storage of a cloud conputing service in accordance with
one enbodi nent of the present invention. The cloud conputing service
i ncl udes a gat ekeeper application 302, 13 client DLP engine 304, a
client crypto engine 306, an authentication service 308, a document
service 310, ,a |license service 312 and rver DLP service 314.. Th
15 gat ekeepUhEjsaIivE ol hoihesiicaarceRyice, s Beprasppryis sl sessi ciepgnnals
client crypt engine 306 are resided at the users' device, while the
aut hent i caellowingdhs hese ta0oBload Hie dhsemmeirancs dre/indenation is sehanfigeed eSuch
service 312 and the DLP service 314 are resided at the cloud

conput i ng sethwitatiod\pesreih tay sequitepbeiagsioae daduorey uittl thbeessi@udnds or
storage, the user is pronpted for a login request, if the user has
not yet loggediin to the cloud conputing 20 service. The login
procedure can be simlar to that in FIG 2. The gatekeeper

application 302 will transmt the user ID, termnal ID and prove of
identity. pr oof i dent it e.a mbi. nati on of r..jdentit
ana di of 1 ol 1 71 cGe® PRSPl JATBUARY RByon BT wiSRL WY

gat ekeeper application to the authentication service 308 for 12

aut hent i caeR@reted frough Hentlicaheivoiossphy icasing 390 e prpeghBsdiociinent, she
session credentials allow ng the user to upload the docunent once the
i nf or mat i ogatekeepert fyphicatcat 302, gBhaatesautahdanth ikegtaind thqar acepss tayardegqukeye
bei ng done only once until the session ends or |ogout. 5[0044] Once

the user i gyad Heitidacal ngnélt@ Rl e, @&ﬁuwaicrgﬂecbsodameﬁaﬁiﬁﬂthb%em
encrypt ed t%rough the client Cryptography engi ne 306. To encrypt the

docunent, the keeper appli,cation 302 ngr.at.es (&l y d
then encry Bt iRl TEGRE e RBRUEE, 1B aBP e IRREPEE BRup RIIREY R o8As
| icense. Both the encrypted docunent and the self-generated |icense
are upll®adsghts ansgerelicasnth JaDMRO HPloadrd 15 ‘aﬁ1§| These digersss cay ﬁf%%m‘eicfm
ri ghts manager |icense, may be upl oaded as well. These l|icenses can
be requi r edowoloadiopahdacivy tha dlesiserecon theelduidlcempstiog sdvion t he cl oud
conputing service. [0045] Before the docunent is uploaded, the

gat ekeeper application 302 sends the docunent to the client DLP

Engi ne 304 doasiconput Beforé tHXORIcRimERM is iloatiBB tthel g@bleaRPpér. apphiedtRal 302rsends
the client crypto engine 306 encrypts the docunent and then returns

ol 30 | .
M cense: T UoEinPRUTRINAN D oiRel 304 GRARGUEA R TS R 000G hen

license. T S m
manager. The rights nager for a giyen user is one who assi gns
access ri gHbEreRiert Hhe Hisar <smisocumenolo cocapiche (onaenird {Begigams an
manager needs to know all the docunent keys. Accordingly, when the
user up$ oadscrgptaddcloomnent wik a ightlsenmnagken rnightenswage lokesss. ughoathits
such that docunent key can be
manager license is a license for a rights manager. The rights manager for a given user
is one who assigns access rights on the user’s documents to other users. The rights
manager needs to know all the document keys. Accordingly, when the user uploads a
document, the rights manager license is also uploaded such that document key can be
20  encrypted by the rights manager’s public key. The gatekeeper application 302 the
upload the encrypted document to the document service 310. The document service

310 then returns the gatekeeper application 302 with a new document ID. The

gatekeeper application 302 then uploads the fingerprint to the DLP service 314 and



20 encrypted by the rights nmanager's public key. The gat ekeeper
application 302 the upload the encrypted docunent to the docunent
servi ce 310. The docunent service 310 then returns the gatekeeper
application 302 with a new docunent |D.y3The gatekeeper application
302 then uploads the fingerprint to the DLP service 314 and 13 once
upl oaded, a confirpmation is returned to.th at ekeeper l.icgglo
302. The gSPekBRIBaIedagptandiampiion st ﬁ%ﬁh%gﬁtsg‘zfgg& s feRi Al  oThe
the license service 312 and once upl oaded, a confirmation is returned
to the gat gitelgsper appbcitomt 3@ figder uploadssibetlicerseundbe dicersd seivaae 3Reand
encrypted docunent, the fingerprints and the 5 |license can be

upl oaded abné@iplsdedenwalinibidial teriingd icatht gitekdepertdpptitigionsobodi nent
it is desired that the encrypted docunent is uploaded only after the
| i censes and the fingerprints are uploaded to ensure that the

| i censes aﬂi[%%i nger pfi i0tHddikod! haYie Rh b d@cﬁrﬁeﬁtbﬁlea%ﬁj%ﬁ:ﬂrﬁﬁ§%d the

docunent s. 471FIG 4 1llustrates a sequence di agramfor

downl oadi ng docunents .to, the 10 cloud storage .of. a ¢l oud comput.ing, .
or i oot iRt L B it 2Epe whbShiemiifo g Afyifkof, Sitther REBREREH: it
Thi s di agram provi des a downl oadi ng session to downl oad a_docunent
upl oaded t Hr BesiRd ttht Bpenaepled doquisnt it velopdedmpdy affer Giandigasesyand fe
downl oadi ng session involved the gatekeeper application 302, the

client ciyfihgerprigsae: Beadet he cautditnt the dicersns sel fingeprittharcdbeaysgmésent
service 310 and |license service 312. The 15 downl oadi ng session

further inyehVESiRbiAcE8sSns@riroller 420, which is resided at the
cl oud conputing service. [0048]Simlarly, when the user downl oads a

docunent fromthe cloud storage of the cloud conputing service, the

user is pr ed for | ogin,.r if.th i i | oqi r
active ses Eqag'h on t hgf‘%'l ‘ggl Sg%tr%%%? ‘?sq1r;1usncseedrl£ grg%’élﬁ%v rﬁ%ﬁ‘% &%Cﬁgwﬁ%gtlg F\ﬁe
20 request will require the user ID, termnal ,|D and prove

of
i denti €9, #iond storresrofdslens amputivg sepvigedpidpsadange Mty qnp qngpoggent of the
aut henti cation service 308 for authentication. The authentication
servi ce 308resdrgninvesipondIhwi tingeans gsevides e rdsdeneddalgs sessicowiondowhlead a
user to upload the document once the information is authenticated.
Such aut hegbdiedint Qfploaded through the operation illustrated in FIG. 3. Similarly, the
downloading session involved the gatekeeper application 302, the client crypto engine
306, the authentication service, the document service 310 and license service 312. The

15 downloading session further involves an access controller 420, which is resided at the

cloud computing service.

[0048] Similarly, when the user downloads a document from the cloud storage
of the cloud computing service, the user is prompted for a login request, if the user is
no in a login or active session on the cloud computing service. Similatly, the login
20  request will require the user ID, terminal [D and prove of identity. This information
will be transmitted directly to the authentication service 308 for authentication. The
authentication service 308 then responds with a session credentials allowing the user to

upload the document once the information is authenticated. Such authentication



14 process may be required to be done only once until the session
ends or |ogout, as nentioned before. [0049] Once the user is

aut henti cated, a request for downl oadi ng docunent fromthe cloud
storage is sent to the docunent servicq4310 fromthe gatekeeper 5
application 302. Such request may be initiated automatically when the
user is attenptin o dra d, drop the docunent, at fromthe ¢l ou

st or age. Tll?éorggﬁc'ﬁlgﬁﬁﬁg r§’8?‘g‘id§g) gﬁgog%g@sorbﬁet%%@ e 3%53’8§seng8rﬂrﬁ8$qu y 25
420 for the type/range of access rights of the user to access the
docunent t sebEoefBaded, and once a confirmation is received from
the access service 420 confirmng the right to access the docunent to
be 10 downl oaded, the docunent service 310 rel eases the docunent in
an encrypt ¢g49jor m t oOnhe this eser @nothenhientahor yauped fdocowehiading document
recei ved, the gatekeeper application 302 sends a request for license

to the |icenge usetiudestdhge idREntl {oCBRSEBRIME GovideNn o GRROMEL bRteléechby
a user license to obtain the |license generated when the docunent was

upl oaded. The. gate per, pl.i i ) h .
wth e oPPOitear B enyPRac BBt RS BRdutiRd EREHRtuY §tt iR i
decrypted, the original docunment is returned to the gatekeeper

appl i cati oﬁt.te"{‘lﬁfﬁ%%illr@ aggidF‘PHJQ"{er%C%@eI& %é?ﬂ!:’éﬁlk‘aedﬁi‘%éﬁoéﬁﬁeofrphe document
fingerprint query in accordance with one enbodi nent of the present

i nvent i on. sdifiee 3ilO gbeghs iwith thaecsespeadolsr 420yfov dretypeiraage of damsserighits &if
the type of docunents involved, which can be detected by the client

20 DLP engieuser fieactésd 988 ddduiicnbtléSieydon@Mbide® Sand oabd £0bnfliria€6h B debdived
engi ne 522, a docunment converter 524, a text analyzer 526 and a

gine 522, a . . .
gat ckeoper TENDITEarieah wenfté, 2 RARaRnk S8 otk SlekTne Bcumeny o e,

the present. enpodi ment, docunents are being classified in two
cat egoﬁ? es doyalopded, the document service 310 releases the document in an encrypted form to

the user. Once the encrypted document is received, the gatekeeper application 302
sends a request for license to the license service 312. The license service then respond
to with a user license to obtain the license generated when the document was uploaded.
The gatekeeper application 302 then decrypt the document with the client crypto engine
15  306. Once the encrypted document is decrypted, the original document is returned to

the gatekeeper application.

[0050] FIG. 5 illustrates a sequence diagram of fingerprint query in accordance
with one embodiment of the present invention. The fingerprint query process may vary
in accordance with the type of documents involved, which can be detected by the client
20  DLP engine. The fingerprint query requires a client fingerprint engine 522, a document
converter 524, a text analyzer 526 and a multimedia analyzer 528, which can be resided
at either the gatekeeper application, or at the cloud computing service or both. In the

present embodiment, documents are being classified in two categories: textual



15 docunents and mul ti nedi a docunents. In either category, these
docunents need to be converted to a specific formbefore further
processi ng. For textual docunents, the client fingerprint engine 522
sends the docunments to the docunent cofpyerter 524 to extract the
textual data. The textual data is then returned to the client
fingerprint engine 5522.. The client fjngerprint engine 522 then sends
the oxt r aciot TR cud P LIETE SOFHECY et ST W%&Ol'bigesﬁ&f’c‘ﬂi}’%%g%‘idﬁﬁ be
[ 0051] I n one enbodlnent the text anal yzer may processes the text
document w§aniyerigse tof @Ispemﬁﬁgfmgm dpbre [fousR]proceRingvilivy tetial elospameats, diad
other format information that does not 10contain actual content;

[0053] 2. Sglent tihggptineamging §225 sakds @lsd dpauaessiontie Wdkhifenti donk&ter 524 to
configurable by user. The units may include paragraphs, sentences,

data cell selfrOm t&xlal 9%64115 %xﬁ?a‘iia{lg?sttﬁén re?&rﬁe to[tg B 6 %}qg i Afine

|n5|gn|f|cant data units.” For exanp paragrap at ont" contai n
g G e TR A O A B SFREL S oSPIPHEL

analyzer 526 for processing.

[0051] In one embodiment, the text analyzer may processes the text document

with the following steps:

[0052] 1. Removing white spaces and other format information that does not

10 contain actual content;

[0053] 2. Splitting them into smallest processing units; it is configurable by
user. The units may include paragraphs, sentences, data cells (from text based

spreadsheets), etc.;

[0054] 3. Removing insignificant data units. For example, paragraphs that only

15 contain a few words, a sentence with only one word, etc.;

[0055] 4. Computing a MD-5 hash value, or any cryptographic one-way

function for each data unit to produce the fingerprint of the processed document.

[0056] For multimedia documents, the document converter 524 extracts the
features of the multimedia document that are being processed. It produces a set of
20  feature vectors, which can be considered as a concise version of the original content.

The actual algorithms depend on the type of the multimedia data. For example, for




function for each data unit to produce the fingerprint of the
processed docunent. [0056] For mnultimedi a docunents, the docunent
converter 524 extracts the features of the multinmedi a docunent that
are being processed. It produces a set jgf 20feature vectors, which
can be considered as a concise version of the original content. The

actual algorith depend on the ty of the | ti medi,a _data. For
exanpl e, 7 grageita, ﬁé@@e‘gﬂ?‘é{? VErSiOp Sl GRE WTARR CHL PSR- fﬂ%‘“u%ﬁ%ﬁgée?&%??ts
be produced. For videos, segnents of the video are to be extracted
with the knbdre videhaw, todwdextiaetad esithr the tknRey metherb andl tlm efacsleyniames
Then, the key franes may be processed in a same way as processing the

i mges. Theoheahdikegnexd. r atiead thy ke €rafas uiey theCpovasdd in 224 evay as
taken 5for generating the fingerprints. A MD>-5 hash function, for

exanpl & Mo & iHSRY i fhedeMBE RLRLNGRER LG Btk JdcIRHALHTbrer 5993 Bk

6 illustrates a er’ sequence gram o I ngerprin
regi stratiqn process . n.accordange, W q{on enbodi nent qof the,present
i nvent i Bn. TFhEFRETHGR s fihge %c%h#ﬁ%é aﬁ%%gﬁgP?p®b8XﬁE@ﬁﬁ@ﬁ¥bgﬂ?ﬁfﬂ)
user groups that the owner of the encrypted 10 registration is
provi ded f @enaipk deedieqrjredifingerppini-nts with the encrypted docurment and
docunent belongs. The fingerprint registration also starts fromthe
gat ekeeper application 302 of the user's device. The fingerprint
regi strati gostnvol veFia. dilRisgaky i f@tifEd dequandaldPagram olf @ fmgerpriaeregB36admnd
a bloomfilter 608.
process in accordance with one embodiment of the present invention. The fingerprint
associating the encrypted document with user groups that the owner of the encrypted
10 registration is provided for uploading fingerprints with the encrypted document and
document belongs. The fingerprint registration also starts from the gatekeeper

application 302 of the user’s device. The fingerprint registration involves a DLP

service 604, a DLP circle service 606 and a bloom filter 608.

[0058] The gatekeeper application 302 is the same or substantially the same
15  gatekeeper application of FIG. 2 and 3. It is provided on the user side for allowing the
user to communicate with the cloud storage. The DLP service 604 is provided for
deciding which circle of the fingerprints it belongs based on user/document
information. The fingerprints tagged to the encrypted documents helps the cloud
computing service to identify the encrypted documents without the need of revealing or

20  decrypting the full contents of the encrypted documents.

[0059] To manage the documents effectively while protecting the users privacy,
the associated fingerprints are distributed among circles, which are organised in a tree

structure as exemplified in FIG. 7. In this example, the tree structure has three levels



[ 0058] The gat ekeeper application 302 is the sane or substantially the
same 15 gat ekeeper application of FIG 2 and 3. It is provided on
the user side for allow ng the user to conmunicate with the cloud
storage. The DLP service 604 is provideg for deciding which circle of
the fingerprints it bel ongs based on user/docunent information. The

fingerprints tagged .t e.encrypt dacynent s, .hel the.clo

conmput i ng SERPEE & grci?%éﬂtpllqc}? la% Vglglc r‘ﬁﬂ#ﬁﬁ Q@Fo@&ﬁ‘ésﬁ?esv e\%cpﬁ%%%ﬁ 130d ©3;

need of revealing or 20decrypting the full contents of the encrypted

docurent s. FGBSA P ToTeraRbYETE | doSuroe dovet Fdeiceiy Cnf PeCnet bdtig
the users privacy, the associated fingerprints are distributed anong

circl es, whormhewl 8, wheyeini etk Chamd €6 ee: Istndied unielras cexlerGs afdi @6landC7

FIG 7. In this exanple, the tree structure has three levels 17

conpri si NGyd bednkkddEo e frddh 868d (Bt ERWserlof m@iﬂl@)hd E&n%ngtﬂ-lf%sje&h&%elb@ﬁb;

circles C2 and C3, branched out fromthe circle C rmthe | evel

2; and circle . a t r e I [

and 5 Br S5 S En BB ele B A by LR Fh ol
fromcircle C3. Each user of the cloud conputin ervi ce bel on s,t? 5
one Of  t hevlcilie oM ot SORSc Bl SIexpe GHcl 1 BrefaReD D ClovHB circles
associ ated fingerprints of the docunents are stored in the rel evant
circl es. PFnelude disd yrigitdimgr @tobe sherecthe clsesbdlongs udevdlhas alb ity ¢iedi¢snef the
circle where the user belongs as well as all the circles of the

i medi at e pUR&EAE Mede8i8! leddIONEng AR SARE bRmaWGhé lilinget éitdle kheéhe highke
at the highest available level. 10 [0060] Say, for exanple, a User A
bel ongs to_ci and a User B belongs to circle C3, and User A

i nt ends td“%gﬁgégwggcunent to User B through the cloud conputing
service. The systemw || first identify a cormon ancestor circle of

C2 and C3 by backtragki the cirgl es, of the precedjng, hjgh l.evel
al ong the @é‘ﬂ’é br ancHy Fcﬁ SEHBPIg; Q/@Jﬁer& g?}B’P%S o ec(?ﬂr %’?jea E?er&gb%longs to

common ancestor of circles C2 and C3. Once the 15 common ancestor is
found, thecigjstBmaselEer A hiotendstto saed asdeapment ite|lésenB theughnthe Kcloyd
of the originating circle, i.e. circle C2, to check the fingerprints

t her ei n againfiing Rerviden gbepsstBinswilf fitsh@catdy wnnimdmahestseditcle bAC2 and
anot her exanple, when user Bis in circle C6, the commobn ancestor is

| a. . ! . ( ! v .
al so a@a4l bg%ékﬁ HERE IR Ml ! Jﬁﬁ@gﬁeeed?% @glﬁégﬁ@c%l 'ag)ﬁlgttﬁé danfd Hrfid @, GR

In a further exanple, en user AIs in ( . user Bis in
Cirele O ERyeh e PEGEERaa) G@ ErFBrTaepr of s e e “Bace g
yet anot her exanple, when user Ais in circle C4 and user Bis in .
ci r cl e5C5. commo preseiar bt die sublem sleckihedrt sopcaspiie FrEROE egpmedine
the of the originating circle, i.e. circle C2, to check the fingerprints therein against the
fingerprints of the document to be sent. In another example, when user B is in circle
C6, the common ancestor is also C1, and next successive circle to be checked is still
circle C2. In a further example, when user A is in circle C4, and user B is in circle C6,
20 the common ancestor circle will be identified as circle Cl, and the next successive

circle will also be circle C2. In yet another example, when user A is in circle C4 and

user B is in circle C5. The common ancestor will be circle C2 and from circle C2 the



18 next successive circle is circle C4 and therefore, circle C4 wll
be checked for fingerprints. [0061] Docunents fingerprinting can be
used for managing small changes in docunents and perfornmance in terns
of matching accuracy and speed. The pragent 5 invention conbines the
two, and with an aid of BloomFilters, the present systemis able to

manage confjdenti.al. do S..J % I.ne- gral ne : "y
high-speedkgﬁdﬁkﬁgmggi§§%§q%fmkﬁb%ﬁo%%¥g%¥ésﬁg(%ﬁg%ggggqu{ogg%fQ%gbr
DLP circle _service 606 on the other hand is adapted for mapping
circles tof&EPEMSom filters 10[0063] The Bloomfilter 608 is an
in-menory probabilistic data structure that allows constant tine
insertion and query for menbership. A piece of arbitrary data, for
exanpl e, cH§6He i nsePreemenss dingeptiotrg £an bepseth thr| mansginguenall ehanges B
exi stence. The operations can be carried in constant tinme. [0064] The
fingerpri nHod@gingd 4rat p@for@@nTy inseEndipl aacthig/ spdarayy Bgd kpdedf | Mhe mpesent
15 fromthe DLP service 604; dispatching the fingerprints to the DLP

circle seryj g S06mbind fHe8Wongnd b&@th}: An{‘ﬂgrc?r]il%ﬁ Mt 1RerEleROWstem is

filter 608; providing confirmation o ingerprints registrdtion
fromthe Blgomfilters 8 to DLP circle service.606 to DLP .service
604 and f i ARy B o Rdeuiel dRBIeTii i Sy Sie ned s L fighrared
enbodi ment, the cloud conputing service may require two 20Bl oom
filters fornd@emrivhdrctidhofdoqysentsds pigfectcthe circl es can be organi zed
into a

[0062] The DLP circle service 606 on the other hand is adapted for mapping

circles to the Bloom filters

10  [0063] The Bloom filter 608 is an in-memory probabilistic data structure that
allows constant time insertion and query for membership. A piece of arbitrary data, for
example, can be inserted to the bloom filter and later query for its existence. The

operations can be carried in constant time.

[0064] The fingerprint registration comprises uploading/querying for fingerprint
15  from the DLP service 604; dispatching the fingerprints to the DLP circle service 606,
registering the fingerprints with the Bloom filter 608; providing confirmation of the
fingerprints registration from the Bloom filters 608 to DLP circle service 606 to DLP

service 604 and finally to the gatekeeper application 302.

[0065] In another embodiment, the cloud computing service may require two
20  Bloom filters for each circle of user group. The circles can be organized in to a

hierarchical tree structure, and so are the Bloom filters. When the fingerprints of a



hi erarchical tree structure, and so are the Bloomfilters. Wen the
fingerprints of a 19 docunent are uploaded, the fingerprint can be

inserted into the docunent's owner's circle bloomfilter, and all its
ancestors in the tree. [0066] Once the flongerprints are registered
with the cloud conputing service, it is possible to query for

fingerpri md%aﬂﬁén@%rﬁﬁéliog&%r gfe‘l ﬂxtﬁ)%e‘g@gltsc%‘ﬁecﬁsﬁ{e‘ayih egle? bchREnOELOHG:

conputing servi ce. ovef Ss I's essentia ¢ same as the
regi stration proces 0067].To determipne if a given docunent

(i ncl udi ng P (W%ﬁgmgﬁ?ﬁgi%%ﬂwﬁgméﬁé &\fe€ont ai ns confi denti al
information froma given circle, the fingerprints fromthe docunent
in question are generated and query against the bloomtiller that is
associ at ed[00681 wi t h f¥ee Hleferedng ae registené vatgbe clopd comgpting service, it
docunent s upl oaded onto the cloud conputing service my be segnented
i nt o over | &ppowsihlpiegesy dadfiagdrpige nipingd fingerpeintewet ectvicorpredddd by the
over | appi ng piece. In such case, partial content of the docunents can

be det egt ediday cBﬂEu@ﬂ%éégviEé? MPHE bAGal® Brotb&Ss cdsOUBBLMd @ Rako reBistration

heuristic policy can be used to determne if the data is 15 indeed
cont ai ns cgnfidential i nformation. For exanple, if 1000 fingerprints

are genera €0 't om t he document in question (recall that each

fingerprint is just an MD-5 hash), and nore than 200 fingerprints
match those in the BloomFilter. (i,e., the BlgomFilter answers "Yes"
for these P987kinger pPidstedming i & ghyepalocymentudeuging i ainmdex glahapn as
contai ns confidential data. The nunber 200 exenplifies hereinis a
conf i gur abkmail) contains confidential information from a given circle, the fingerprints from the

document in question are generated and query against the bloom filter that is associated
10 with the given circle. In one embodiment, all documents uploaded ounto the cloud
computing service may be segmented into overlapping pieces and a fingerprint is
generated for each overlapping piece. In such case, partial content of the documents

can be detected by the cloud computing service.

{0068] After that, a heuristic policy can be used to determine if the data is
15  indeed contains confidential information. For example, if 1000 fingerprints are
generated from the document in question (recall that each fingerprint is just an MD-5
hash), and more than 200 fingerprints match those in the Bloom Filter (i.e., the Bloom
Filter answers “Yes” for these 200 fingerprints), it can be concluded that the document
contains confidential data. The number 200 exemplifies herein is a configurable
20  threshold that can be adjusted according to the needs. It is also possible to give
different thresholds for consecutive matched fingerprints. For example, out of the 1000
fingerprints, only 10 are matched, but these matches are comsecutive, it can also

conclude that the document contains confidential information.



20 threshold that can be adjusted according to the needs. It is also
possible to give different thresholds for consecutive matched
fingerprints. For exanple, out of the 1000 fingerprints, only 10 are
mat ched, but these matches are consecuRbve, it can al so concl ude that
t he docunent contains confidential information. 20 [0069]To avoid

fal se al arjgggga secofgd ,p&aakisy %Iaﬁ‘n@oz{"’sé:cbh& ‘ﬁlé_%atti*%g?lé&ﬁr}@ﬁer@ﬂ&@st&ﬂ%@'&ima

are epr|C|tIy mar ked as non-confi denti

tenpl ate dgc nent d f orns not ot con act ua
dat b, - and MEHE deRimEn TG e ety éanﬂee}hﬁ"ﬁ%% SRy Bt g
The systen1naﬁ] gnore such fingerprints. 5] 0070]Another use of the
negati ve BiBdmapf|foaps jthatwmey ndhedos pet eantadnhethdt datg.onnd inmay doogiesis
al arm on sonme docunents that have no confidential data but regarded
as so, thegadrital fBdm #ieve tebgriated drewiniihe s Fhelosamemby igropasish figerprints.
confidential docunment detection systemby explicitly putting them
into the negative BloomFilter. [0071] Wiile specific embodi nents have

been d%“ﬂobﬁtﬁ and i AhdiRér Ak@dof ithe 1 1fegath® UNISHSFARY Ish3theflBMHE system
changes, nodifications, variations and conbi nations thereof could be

_made to t h;d@%%%?t% ﬁh@ %?atlé Oarfarm {Eltﬂ 9031(51 gg&%{ehlsqﬁatnl}age nE) %gnf%c%fqggl c% lguqe

i nvention secure a nmanagenent Service

of fering a clqud conputing service to usefs for storing docunents

t her eon t HiESYYRe a8 é?’stti!‘ed’élmlﬁ’égat@(/é?“ aliwétt{mra iocupgntsiochise theaeepnfidential
managenent service conprising: 5a service provider for hosting a data
st or age f odocwmeni detectihe sybbaw bers@iditly miting them into the negative Bloom Filter.

[0071] While specific embodiments have been described and illustrated, it is
10 understood that many changes, modifications, variations and combinations thercof
could be made to the present invention without departing from the scope of the

mmvention.




encrypted form wherein the encrypted docunents are associated to
respective licenses and fingerprints, the docunents are stored in an
encrypted form and users' devices having a program nodul e
resided therein, the program nodul e i s2a4dapted for renotely accessing
the cloud conputing service in an authenticated manner, 10 wherein
the fingerprints are distributed and(ghgﬂgtured in accordance with
circles of users, the circles are fornmed in a tree structure with
circles froma |lower |evel branched out froma higher |evel of the
tree struc ure,AWpqu%Eile is to, be 9c§5§s f%? a 3@”'0““15 User.. ;
the servick proli GEr eVl FRBLETeh iice ARG QUPLR & iidecoypuling sgiyige to
level . 15 2. The secure data managenent service according to claim
1, each useser fogsipriag degementy thyrqon) theogh jusers sdeviqen givergp Betwork, the secure
public-private key pair registered with the service provider, wherein
a privat e #&symahagchendsegvitatomsmiding:i cate is further encrypted by a
passphrase that is stored on the service provider. 20 3. The secure
data meagement, §&%itk GRoAG&Of s IHdGtiHLa @hRi Fordge WICHSN: HREIRASSABIASA
is created by an authentication service of the service provider, not
t he user, ssphrase i I [ lLy. . fromithe digital

cort 11 ca SRRmProRR° SRAAE RS BoShR HehR Bohsdehh et
claim1l1, wherein the service provider operationally identifying the
respect i veatd; fingeguing, diedochaents pessied %@@C@@F%@i%ﬂéci ng t he

hi gher |l evel of circles to identify the conmon ancestor circle, and
5 sel ecti ng t heusasktlegcrsdmsmigweprogrnl moddvagsitkdtthacin] thelpeogrimtrhalule is
owner of the files/docunents to verify the fingerprints stored

therein agaiaptt fhihdmodly hdiessachy Pload ceRpuiii¥ervicdin ahhatREIMNE Hatmr,
managenment service according to claim4, wherein the service

10pr ovjgder furty reiﬁ%ﬁ%ﬁiﬁeﬁrﬁlﬁg axleed?ﬁltibtﬂgcg %@eﬁﬁﬁyf{w ﬁearccgr%ncg%ﬁl circles

circle, wherein e ers are a docunen

fingerprintjng. , . . . -
gerp ofl us%rs, the circles are formed in a tree structure with circles from a lower level

branched out from a higher level of the tree structure, when a file is to be accessed by a

non-owner user, the service provider verifies a common ancestor circle at a higher

level.

15
2. The secure data management service according to claim 1, each users’ device
has a digital certificate having a public-private key pair registered with the service
provider, wherein a private key of the digital certificate is further encrypted by a
passphrase that is stored on the service provider.

20

3. The secure data management service according to claim 2, wherein the
passphrase is created by an authentication service of the service provider, not the user,

and the passphrase is stored remotely from the digital certificate.




6. A nethod for offering a cloud conputing service to users for
storing docunents therein through users' devices over a network, the
nmet hod conpri sing: 15authenticating users to renotely access the

cl oud conputing service through the use2s' devices; generating
respective licenses and fingerprints for the docunents to be stored;
encrypting the docunents; storing the respective |icenses,
fingerprints and the encrypted documents on the 20c|oud conmputi ng

servi ce; stribu and structurin erpri.nts .
ocor dance i t h 1EF SEqBS byp Rt Mtk BtulNg b SRR i, i sgpvice
structure with circles froma | ower |evel branched out from a higher
| evel of t Bovideseopsratipaplliy ddentifgng the respselive ichglen wemindhe delesat opsers
circle at a higher level of the tree for allow ng access to the
encrypt dobeloegtirdeyngathn duhewbeel ofdrclesSd. idaeifpdichoonact ancbistog cirde, and
claim6, further conprising: registering a digital certificate

wth the ckoudin %O@I’Eéﬂﬂeﬂg KBEAEIGE, citdle @haidsakhe kel iFaliR RavkN b A the
public-private kKey pair for each user deV|ce and encrypting

tng r g(rjl \c/)ﬁt ?heg?dég?rfr}ﬁe%h%% rvgx\%{l’ydt@F £l SL Infn }C§ ored t%Mereampe%%lsrP p fde St h%aénclrfpted

document.

5. The secure data management service according to claim 4, wherein the service
10 provider further comprises at least one Bloom filter for each circle, wherein the Bloom

filters are adapted for document fingerprinting,

6. A method for offering a cloud computing service to users for storing documents
therein through users’ devices over a network, the method comprising;
15 authenticating users to remotely access the cloud computing service through the
users’ devices;
generating respective licenses and fingerprints for the documents to be stored;
encrypting the documents;
storing the respective licenses, fingerprints and the encrypted documents on the
20  cloud computing service;
distributing and structuring the fingerprints in accordance with circles of users,
the circles are formed in a tree structure with circles from a lower level branched out

from a higher level of the tree structure;



8. The method according to claim?7, further conprises creating the
passphrase by an authentication service of the cloud conputing
service, not the user; storing the passphrase renotely fromthe
digital certificate. 9. The nethod acé@drding to claim®6, further
conprising: 15identifying the respective circles where the rel evant

users bel ongs; veriﬂih?%' Anthbe ahéGhRIcikRVAl 2 Righ6il leCbiest ihe thederdt hﬂfywﬁlge
common ancestor circ sel ecting the next succeSS|ve circle of the

conmon ancﬁi&%&oﬁkn§1ﬁm &ﬁ%hgg%@ygn&ié&hg}ng t he owner of the

docunent s gérprints stored on the
next successive circle against that of the 20 encrypted docunent.

10. The nmethod according to claim®6, wherein the cloud conputing
service further conprises at |east one bloomfilter for each circle,
wherein the bloomfilters are adapted for docunent fingerprinting.

5 7. The method according to claim 6, further comprising:
registering a digital certificate with the cloud computing service, the digital
certificate having a public-private key pair for each user device; and
encrypting the private key of the digital certificate by a passphrase that is stored

on the service provider.

10
8. The method according to claim 7, further comprises creating the passphrase by
an authentication service of the cloud computing service, not the user; storing the
passphrase remotely from the digital certificate.
9. The method according to claim 6, further comprising:

15 identifying the respective circles where the relevant users belongs;

tracing the higher level of circles to identify the common ancestor circle;
selecting the next successive circle of the common ancestor circle towards the
circle of the owner of the documents; and
verifying the fingerprints stored on the next successive circle against that of the
20  encrypted document.
10.  The method according to claim 6, wherein the cloud computing service further
comprises at least one bloom filter for each circle, wherein the bloom filters are adapted

for document fingerprinting,




