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II. Description of the Related Art

15 For several decades, the motion picture industry has depended on the
duplication, distribution, and projection of celluloid film for delivering creative
programming material to geographically diverse theaters around the country
and the world. To a large extent, the methods and mechanisms for the
distribution of film material has remained relatively unchanged.

20 The current film duplication and distribution process is illustrated in
FIG.1. Film duplication typically starts with an exceptional quality camera
negative. Ata film studio 50, a film editor 52 produces a master film copy after
the process for producing the original film has taken place. From this master
film copy, a film. duplication element 54 produces what is referred as a

25 distribution negative, from which distribution prints (known as “positives”) are
produced in quantities. Depending on the size of the release or number of copies
desired for distributing the film, there may be more intermediate steps or
multiple copies produced at each stage. The film positives are distributed by
courier and other physical means to various theaters, as exemplified by a theater

30 56. At the theater 56, the movie is displayed by projecting images from the film

onto a display surface using a film projector 58. In this traditional system, a
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15 auditoriums are located or clustered together at a single theater location. Each
projection auditorium may show a motion picture at the same time as other
motion pictures are being shown in the other projection auditoriums in the
multiplex complex.

Because of the large number of duplicates made, it becomes increasingly

20  difficult to prevent illegal duplication and theft of the material. It is estimated
that revenues lost due to piracy and theft account for billions of dollars lost each
year by the motion picture industry., Further, duplicated film material tends to
degrade over time due to dust collection, wear-and-tear, thermal variances, and
other known factors. Finally, management cost and other expenses are involved

25 in the eventual destruction of the film material, which may contain regulated
hazardous material.

New and emerging technologies are making it possible to provide
alternative approaches to the ongoing film distribution problems. For example,
satellite transmission methods are now available, although they are not

30  currently commercially viable for the distribution of high quality audio/visual
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of a satellite based transmission and receiver system is costly and a radical
change from current methods of film distribution and display. It is perceived
that such a radical change may not be initially commercially acceptable.

20 Also, advances in digital technology have led to a revolutionary
distribution concept whereby programming material is to electronically stored in
a digitized format, rather than on an optical film media. “The digitized images
may be distributed on various magnetic media or compact optical discs, or
transmitted over wired, fiber uptic, wireless, or satellite communication systems.

25 A variety of DVD-ROM storage formats exist having storage capacities ranging
from about 4.5 gigabytes (GB) to about 18 GB. The DVD-ROM storage formats
that have a storage capacity greater than about 9 GB are implemented on dual-
sided disks. As such, high storage capacity DVD-ROM disks must be manually

tumed over to access the stored information from the second side of the disk.
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hereinafter be referred to as the adaptiv size discrete cosine
t r ansf or m ( ABSDAR ordarHeredyre thelidpta 1ate pequukementfor the statagead High eppliny t

edenancy, bughofl el o bRTT A0LE50 el bO0R, lvabrBE" SRkl
Bl ock Size dymgeiCoimpagssimpirshion Af&hﬁ)?lee”kﬁpé‘ﬁéi wredofferihfe sigAFianee
of the present inventiagn_and incorporated herein by reference. " DCT
t echni ques %Pé?%@%i‘glal%ﬁﬂsqrﬁulg ghe malityof nagey sigrsls awtlizes eatlaptively
"Adaptiye Bligek blocks and sub-blocks of encoded discrete cosine transform (DCT)
coefficient data. This technique will hereinafter be referred to as the adaptive
block size discrete cosine transform (ABSDCT) method. The adaptive block sizes
are chosen to exploit redundancy that exists for information within a frame of
image data. The technique is disclosed in U.S. Pat. No. 5,021,891, entitled
20  “Adaptive Block Size Image Compression Method And System,” assigned to the
assignee of the present invention and incorporated herein by reference. DCT
techniques are also disclosed in U.S. Pat. No. 5,107,345, entitled “Adaptive Block
Size Image Compression Method And System,” assigned to the assignee of the
present invention and incorporated herein by reference. Further, the use of the
25 ABSDCT technique in combination with a Discrete Quadtree Transform
technique is discussed in U.S. Pat No. 5,452,104, entitled “Adaptive Block Size
Image Compression Method And System,” also assigned to the assignee of the
present invention and incorporated by reference herein. The systems disclosed
in these patents utilize intraframe encoding, wherein each frame of an image

30 sequence is encoded without regard to the content of any other frame.
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duplication of celluloid fi and further offers the poss
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to prevgnt IE&‘r% etzr,fargirgitgp %?sttgr%sifirtually eliminates the theft and illegal duplication of
celluloid film, and further offers the possibility of implementing security
measures within the digital system itself. However, a complete digital cinema
system has not been developed by the motion picture industry or related arts.
Several issues and problems remain to be solved. New digital cinema
20  systems require improved forms of protection to prevent theft from theaters.
Theater complexes with multiple auditoriums have grown larger in an effort to
provide a greater economic return, resulting in more complicated presentation
schedules, and a larger number of locations showing a given fitm. This could
require many additional electronic copies to be forwarded to theaters for
25 presentation using current techniques, with associated complexity and operating
costs.
Distribution channels and mechanisms are still defined by the older
celluloid film copying and distribution techniques discussed above. New

techniques are needed to take full advantage of proposed digital cinema

30  processing, to reduce copying, provide faster releases to market, and updating
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SUMMARY OF THE INVENTION

15 The present invention is an apparatus and method for the encoding and
storage of signals representing at least image information onto a storage
medium, the apparatus comprising: a source generator configured to convert the
encoded signals into digitized image information; a compressor configured to
receive the digitized image information from the source generator and to

20 compress the digitized image information, the compressor using an adaptive
block sized discrete cosine transform compression technique; an encryptor
configured to receive the compressed digitized image irformation from the
compressor and to encrypt the compressed digitized image information; and a
storage device configured to receive the encrypted compressed digitized image

25 information from the compressor and store the encrypted compressed digitized
image information onto the storage medium. The method of the invention is a
method for encoding and storing signals representing at least image information
onto a storage medium, the method comprising the steps of: converting the
signals into digitized image information; compressing the digitized image

30 information wusing an adaptive block sized discrete cosine transform



20 conpress the digitized image information, the conpressor using.an, ...
adaptive block sized discrete cosine transform conpression techntque; ‘an
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in-formation fromthe conpressor and to encrypt the conpressed digitized

i mage information; and a storage device gonfigured to receive the
encrypted conpressed digitized inmage 25 information fromthe conpressor and
store the encr ?t ed conpressed digitized image information onto the
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progranms nefadch asta feature fengthnbtionipiedirey, of hahedtedidiltatibs (bi@US8s a motion
I nfor maitg Onpictsul{-ghtre?i ert Q? commercial advertisement) or a still image (such as for an
advertisement or announcement). The audio and other related programs need
not be time synchronized or stored with the image information, such as the case
with background audio programming and advertisements.
At the central hub, the program information is processed for distribution.
20 A source generator, located either at the central hub or an alternative site, may
be utilized to generate electronic audio and image signals from an analog or
digital input. The source generator may comprise a telecine for generating the
electronic image signal and an audio reader for generating the electronic audio
signal. Alternatively, the electronic signal may be provided directly from an
25  electronic camera or other electronic source, such as a computer-based image
generation system.
The electronic image and audio signals then undergo processing by a
compressor/encryptor. Again, the compressor/encryptor may be located either
at the central hub or at the same facility as the source generator, for example, a

30 production studio. A known dynamic compression technology may be used to
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15  unauthorized copy of a program when analyzed under non-real-time or still
frame playback. Decryption information necessary to decrypt the image and/or
audio information is generated at individual decrypter units using secret
auditorium specific keys and secure information sent to the theater. Generally,
the image and audio signals are separateiy encrypted. By treating the image and
20 audio portions as separate programs, different audio programs may be combined
with image programs for various reasons, such as varying languages.

The compressed and encrypted signals are also stored on a storage
medium, or provided transmitted from the central hub. If transmitted, the
modulation/transmission technique may add forward error correction

25 information and modulate the data stream for transmission. The transmission
may be over any type of wired or wireless communication, such as terrestrial
cable, optic, satellite, the Internet or other methods.

The central hub further comprises a network manager. The network
manager may include control processors to manage total operation in both the

30 encoder and the theater subsystem, including control of the storage,




frame pl ayback. Decryption information necessary to decrypt the inmage :. a--.
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Under control of the network manager, progranmm erral a
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retransmission of any portions of information that contain errors. A theater
15 manager utilizes a communication path (from the theater system to the central
hub) to request retransmission. The communication patﬁ may use the
telephone network, a satellite channel, the Internet or any type of
communication method.
Under the control of the theater manager, the storage device in the theater
20  subsystem may provide for local centralized storage of the programming
material. The storage device may contain storage mediums such as DVD disks,
removable hard drives, or a JBOD) Just a Bunch of Drives module. The storage
device may store several programs at one time. The storage device may be
connected via a local area network (LAN) (electronic or opticzil) in such a way
25 that any program may be played back and presented on any authorized projector.
Also, the same program may be simultaneously played back on two or more
projectors. Programming material is routed from the storage device to the
designated auditorium(s) via a local area network (LAN) which may use various

LAN architectures. For purposes of this description, this description assumes
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and number of play backs that are allowed for each program. Alternatively, control
15 of the presentation process may be located locally at the projector, a remote
control unit, or under control of the central hub or other centralized element. In
addition, the theater manager may be configured to integrate projection
operations with other theater operations, such as concessions, ticketing,
promotions, signage, environmental controls, lighting, sound system operation,
20 etc. Also, each theater subsystem may include multiple auditorium modules
sharing common storage and control functions for flexible and cost efficient
presentation options. N
The use of digital encryption provides a built-in security measure.
Cryptographic techniques are employed to provided end-to-end encrypted data
25 transfer. That is, the image and/or audio information is encrypted at the source
generator and is decrypted at the theater subsystem during playback. In addition
to the electronic security measures, physical security measures may provide
additional protection of the programming material.
Physical security measures may be especially important for protecting the

30  decompressed/decrypted signals from a “wiretap” prior to display by the
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in the theater sOSEYF , PR appagaps ANk methedeis prewvidest ifon thelsoommessionon
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secured environment or chassis may cause a process to be commenced that
changes any o1 g tal deE R TSbRIETICNTOF THRBRAWINGS U0 0f Svent
copyi ng. Accor di Tl yfeaturesp pbjertd)sanddadeimaged Sof HRY i rdedtolintBtion  will
COMPTeSy Onbecome more apparent from the detailed description set forth below when taken
in conjunction with the drawings in which like reference characters identify
correspondingly throughout and wherein:
FIG. 1 is a block diagram of a traditional film distribution system;
FIG.2 is a high-level block diagram of an embodiment of the digital
20 cinema system of the present invention;
FIG. 3 is a block diagram of a film-based source generator;
FIG. 4 is a block diagram of a compressor/encryptor; ~
FIG. 5 is a block diagram of a network manager;
FIG. 6 is a block diagram illustrating a hub internal network and central
25 hub redundancy;
FIGS. 7A-E are block diagrams of a storage device;
FIG. 8 is a block diagram of a storage device using multiple disk players in
serial and a playback player;
FIG. 9 is a block diagram of a storage device using multiple disk players in

30 parallel and a playback player;



10 encryption and storage of digital and audio information, as well as -,
managenent functions to nmonitor and control such an apparatus. BRIEF t
DESCRI PTI ON W® S\ NGS The features, objects, and advanP@hEscwf2itohe
present invention will 15 becone nore apparent fromthe detail ed
description set forth bel ow when taken ird2conjunction with the drawings in
which |ike reference characters identify correspondingly throughout and

wherein: FIG 1 i | f |11 filmdisiribution
Systom FIG 2100 1 e i PpREl offa ioBakd HeORk etk s and 2
digital 20pdaybedkpiayerem of the present invention; FIG 3 is a block
diagramof a fil @alsed S%Lil’ﬁﬁe generatgr; FIG 4 is a block diagramof a
conpr essor/ encrypteril i &oleck diagram, ok ajthegternsahsystameuaing remrmgdle Hare:

6 is a bl oclridica@sane kidryst Halicgy a hub internal network and central 25
hub redundancy; FIGS. 75\% areCE1 ock diagrans of a storage device; FIG 8

is a bl dek di agr EGol2 & sblockgBagiam ofadkédtgr Managet;andi sk pl ayers in

serial and a playpack player; FIG 9 is bl ock_di'agram of a_ storage device
vo hg. i v i o df B 1 Bpabi6tk diagram,of 31 erteamibay e DR »IBO madole 25

01/ 41442 PCGHASS dflcd2 FIG 10 is a block diagramof a storage device
using a disk cartridge and a playback player; FIG 11 is a block diagram

of a theater subsystem using renovable hard drives as the storage device;
5 FG 12 i lLagr theater nmanager; _and FIG 13 is a bl ock
di agr am of ?%fﬁﬁfgﬁgﬂﬁh QJQ éﬁﬁ@ﬁr‘%ﬁ@ﬁﬁgﬁ@hﬁhﬁmw&ﬂﬂ'&.
DETAI LHg DESCRI Pﬁ?}k%&“ﬁ@ﬁ%@ﬁ%@@@%ﬁ%&m and method, sometimes

referred to herein as “digital cinema”, for the electronic generation,

compression, encryption, and storage of audio/visual programming, such as
motion pictures in theater systems, theaters, theater complexes, and/or
presentation systems.

15 Digital cinema incorporates innovation in image and audio compression,
projection technology, encryption methodology, and many other areas. Digital
cinema is designed to replace the current method of physical distribution of
celluloid film to each play back or projection location such as theaters or remote
auditoriums. Digital cinema eliminates the need for duplication of celluloid

20 film, and offers the potential for exceptional audio/visual quality as well as
built-in security measures. Programs may be transmitted to theaters and stored
on storage devices, such as removable hard drives (RHD) or digital versatile
disks (DVD), for display at later times.

While the invention is equally applicable to presentation of image and

25 audio information to a variety of presentation locations such as outdoor
amphitheaters, drive-in complexes, civic auditoriums, schools, speéialty
restaurants, and so forth, an exemplary theater or theater complex is used for
purposes of clarity in the discussion below. Those skilled in the art will readily

understand how the present invention is applied to other types of locations.
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15 and encrypted by a compressor/encryptor (CE) 112, and stored on a storage

medium by a hub storage device 116. A network manager 120 monitors and

sends control information to the source generator 108, the CE 112, and the hub

storage device 116. A conditional access manager 124 provides specific electronic

keying information such that only specific theaters are authorized to show

20  specific programs.

In the theater subsystem 104, a theater manager 128 controls a theater

manager 132. Based on control information received from™the theater manager

132, a theater storage device 136 transfers compressed information stored on the

storage medium to a playback module 140. The playback module 140 receives

25 the compressed information from the theater storage device 136, and prepares

the compressed information to a predetermined sequence, size and data rate.

The playback module 140 outputs the compressed information to a decoder 144.

The decoder 144 inputs compressed information from the playback module 140

and performs decryption, decompression and formatting, and outputs the

30 information to an projector 148 and a sound module 152. The projector 148



subsyst em 104. General ly, one theater subsystem 104 is utilized for each’ il
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cue tracks. Similarly, single or sets of sounds or recordings are used to form
desired audio programs.

Alternatively, a high definition digital camera or other known digital
image generation device or method may provide the digitized image

20 information. The use of a digital camera, which directly produces the digitized
image information, is especially useful for live event capture for substantially
immediate or contemporaneous distribution. Computer workstations or similar
equipment can also be used to directly generate graphical images which are to be
distributed.

25 The digital image information or program is presented to the
compressor/encryptor 112, which compresses the digital signal using a
preselected known format or process, reducing the amount of digital
information necessary to reproduce the original image with very high quality.
In a preferred embodiment, a ABSDCT technique is used to compress the image

30 source. The ABSDCT compression technique is disclosed in U.S. Pat. Nos.
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15 In alternative embodiments, the compressed image and audio
information are each stored in a non-contiguous or separate manner
independent of each other. That is, a means is provided for compressing and
storing audio programs associated with image information or programs but
segregated in time. There is no requirement when using the present invention

20 to process the audio images at the same time. A predefined identifier or
identification mechanism or scheme is used to associate corresponding audio
and image programs with each other, as appropriate. This allows linking of one
or more preselected audio programs with at least one preselected image
program, as desired, at a time of presentation, or during a presentation event.

25 That is, while not initially time synchronized with the compressed image
information, the compressed audio is linked and synchronized at presentation
of the program.

Further, maintaining the audio program separate from the image
program allows for synchronizing multiple languages from audio programs to

30 the image program, without having to recreate the image program for each
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The storage nediun(s) may be any 10 type db high capacity data storage
device, such as a digital versatile disk (DVD) or a renovable hard drive
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15 Although FIG. 2 illustrates the compressed information in the storage
device 116 and physically transporting storage medium(s) to the theater
subsystem 104, it should be understood that the compressed information, or
portions thereof, may be transmitted to the theater storage device 136 using any
of a number wireless or wired transmission methods. Transmission methods
20 include satellite transmission, well-known multi-drop, Internet access nodes,
dedicated telephone lines, or point-to-point fiber optic networks.

Embodiments of the processing blocks of the dentral hub 102 are
illustrated in FIGS.2-9 and described herein. The source generator 108 is
illustrated in FIG. 3. In FIG. 3, the source generator 108 digitizes a film image

25  source 156 such as a 35 mm motion picture film, and stores the digitized version
on a magnetic tape. The source generator 108 comprises a high definition (HD)
“telecine” apparatus or process 164 for receiving the film source 156 and for
generating digitized images from the film source 156. The telecine processing is
well known within the motion picture industry, and any one of several

30 commercially available services or devices may be used to implement this
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comercially avail abl e services or devices may be used to inplenment this WO
01/ 41442 PCT/ USOBing24he tdlgcine only processes the image, the audio portion of the input

15 source is processed independently of the image. If the audio source is in analog
format, it is typically provided on a magnetic tape 168 to an audio reader 172 for
digitizing. In one embodiment, up to twelve channels of digitized audio are
combined with the digitized image by a multiplexer 176. The multiplexed signal
is stored with the image program on a storage medium such as a high density

20 digital video tape recorder 180 or a similar high capacity digital storage system.
Alternatively, as mentioned above, the audio programming may be stored and
processed separately from the image programming, but with time
synchronization information included to allow for properly time aligned
combination with the image program at the projection auditorium playback

25 system. The time synchronization information may be stored on the image
program, the audioc program or on a separate control program.

Although shown as part of the central hub 102, it should be understood
that the source generator 108 may be located in a facility other than the central
hub 102. Other facilities may be just as suitable for generating the digitized signal

30 from a magnetic or an optical source. Alternatively, the source generator 108
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The compressor/encryptor 112 receives a digital provided by the source
generator 108. The digital image and audio information may be stored in frame
buffers (not shown) before further processing.

20 The digital image signal is passed to an image compressor 184. In a
preferred embodiment, the image compressor 184 processes a digital image
signal using the ABSDCT technique described in U.S.~Pat. Nos. 5,021,891,
5,107,345, and 5,452,104 mentioned above.

In the ABSDCT technique, the color input signal is generally in a YIQ

25 format, with Y being the luminance, or brightness, component, and I and Q
being the chrominance, or color, components. Other formats such as the YUV
or RGB formats may also be used. Because of the low spatial sensitivity of the
eye to color, the ABSDCT technique sub-samples the color (I and Q) components

by a factor of two in each of the horizontal and vertical directions. Accordingly,
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15 The DCT operation reduces the spatial redundancy inherent in the image

source. After the DCT is performed, most of the image signal energy tends to be
concentrated in a few DC coefficients.
For the 16x16 block and each sub-block, the transformed coefficients are
analyzed to determine the number of bits required to encode the block or sub-
20 block. Then, the block or the combination of sub-blocks which requires the least
number of bits to encode is chosen to represent the image segment. For
example, two 8x8 sub-blocks, six 4x4 sub-blocks, and eight 2x2 sub-blocks may be
chosen to represent the image segment.
Tlie chosen block or combination of sub-blocks is then properly arranged
25 inorder. The DCT coefficient values may then undergo further processing such
as, but not limited to, frequency weighting, quantization, and coding (such as
variable length coding) using known techniques, in preparation for
transmission. The compressed image signal is then provided to at least one

image encryptor 188.
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material is processed by a scrambler/encryptor circuit that uses time-varying

15 electronic keying information (typically changed several times per second). The
scrambled program information can then be stored or transmitted, such as over
the air in a wireless link, without being decipherable to anyone who does not
possess the associated electronic keying information used to scramble the
program material or digital data.

20 Encryption generally involves digital sequence scrambling or direct
encryption of the compressed signal. The words “encryption” and “scrambling”
are used interchangeably and are understood to mean any ‘means of processing
digital data streams of various sources using any of a number of cryptographic
techniques to scramble, cover, or directly encrypt said digitél streams using

25 sequences generated using secret digital values (“keys”) in such a way that it is
very difficult to recover the original data sequence without knowledge of the
secret key values.

Each image or audio program may use specific electronic keying
information which is provided, encrypted by presentation-location or theater-

30  specific electronic keying information, to theaters or presentation locations
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Each theater subsystem 104 that receives an encrypted program key

15 decrypts this value using its auditorium specific key, and stores this decrypted
program key in a memory device or other secured memory.

When the program is to be played back, the theater or location specific and
program specific keying information is used, preferably with a symmetric
algorithm, that was used in the encryptor 112 in preparing the encrypted signal

20  to now descramble/decrypt program information in real-time.

Referring back to Fig. 4, in addition to scrambling, the image encryptor 192
may add a “watermark,” which is usually digital in nature, to the image
programming. This involves the insertion of a location specific and/or time
specific visual idendifier into the program sequence. That is, the watermark is

25 constructed to indicate the authorized location and time for presentation, for
more efficiently tracking the source of illicit copying when necessary. The
watermark may be programmed to appear at frequent, but pseudo-random
periods in the playback process and would not be visible to the viewing
audience. The watermark is perceptually unnoticeable during presentation of

30 decompressed image or audio information at what is predefined as a normal rate
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such as da neignee read1by euthypritiesalandeitieaheiatek from svisich tharabpyowaonhele gavbees

havi ng er asahl r el enents. ., The, encrypted program key may al so be
provi ded i n&é}ﬁgﬂﬂge% ke t"‘gﬁe%ﬁ{l? E?Ch{‘}?é‘ep‘gf‘y@d"p%ggta?%egdﬁ Wigrdcte identify
specific theetgﬁjdigqmggfamgr auditoriumis authorized to show the program

Each theater subsystem 104 that receives an encrypted programkey 15
decrypts this valkge exnpiessed andi eoetypted piscagd cakdyaudind signalss aréi oth

dectvoted SRR kel BRIty oK e S Riletod 306155 TRIRL Kol 08 e
speci fi10 keyfognatidor net imoltisexedd. topétdieer allbyg Wiwitha §HEesyhéhronizatio
algorithm .that was used in the encryptor 112 in preparing the encrypt edn
signal 20 PRS2 dheethygr aprogndim steamadt informnatiopato bermayed
100" oy i cn Pl affgnad pfittlcn 8P (AS SREUGERUbBInek Sb TG RHfRa
i mge progigmatiin thenThiczesseddiy e progman paekdtizen 208, whidcpadienizepad tat to
and/or ti orm the program stream. By packetizing the data, or forming “data blocks,” the
15 program stream may be monitored during decompression at the theater
subsystem 104 (FIG. 2) for errors in receiving the blocks during decompression.
Requests may be made by the theater manager 128 of the theater subsystem 104 to
acquire data blocks exhibiting errors. Accordingly, if errors exist, only small
portions of the program need to be replaced, instead of an entire program.
20  Requests of small blocks of data may be handled over a wired or wireless link.
This provides for increased reliability and efficiency.

In an alternate embodiment of the present invention, the image and
audio portions of a program are treated as separate and distinct programs. Thus,
instead of using the multiplexer 200 to multiplex the image and audio signals,

25 the image signals are separately packetized. In this embodiment, the image
program may be transported exclusive of the audio program, and vice versa.” As
such, the image and audio programs are assembled into combined programs
only at playback time. This allows for different audio programs to be combined
with image programs for various reasons, such as varying languages, providing

30 post-release updates or program changes, to fit within local community



specific visual identifier into the program sequence. That is, 'the
watermark is 25 constructed to indicate the authorized |ocation and tine

for presentawioan/1fser nore efficiently tracking the source gériiddolsish
copyi ng when necessary. The waternmark may be programred to appear at
frequent, but pseudo-random periods in the playback process and woul d not
be visible to the viewing audience. The watermark is perceptually

unnot i ceabl g _dur i nesentatign of .30 deconpressed i mage or audio
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wat er mark techni que may al so be applied or us
prograns. THY.c eshed pregramcr pptlafizena@ddanthayudibe sirgpRhseraed boyh a
t he i mage and audi o

cfst
presented t |.tiplexer 200. At the l'tiplexer 200
10 i nf or mat &OIﬁp s%)ur&ltepﬁy&éodl tIBBQPiFer(dﬁMiéowrp ef i 208, sy rafbwane eanteplled
i nf or mat i onpiceesdd henhisdign pagtopmdite : sk L8R tenhe;P d
back in a Plljrre al irg)r?g manner a tﬁe theaﬁig&%ti}gg?/??;el%%%%heﬁn% 1 %}F‘éged
signal is t%éh bsreenfigirgdnys Benenrfized funkion zhardigare wiilodingackatarizes dhe
data t f r .eam. . acketi zi ng .t he dat or, forning "data
b1 ocks, 1”1 HErOpEEARiAg ARESE MRy E BT RRTER dinh Aotk sfdee SoforTaox he
theater sulisyemeapifgraptctntrd). They endPaRteitativebe ib‘@iﬂﬂ)l&ﬂ\%n@cp%ﬁiéi Wb hied
deconpr essi gn. R%(%gﬁ)sts ma% be nade by the theat'er manager 128 of the
t heat er sub%'gg’f < o SUSR fSithEowsh ANpASIK STehnengh iang er mare. circuit card
Accor di ngl YasséhbgES O %l : R@%”%ﬁ t he programneed to
be repl aceda:S [ nstggdqg?teéh%ﬁtﬁ{ryg%rﬁog %lcrlr'? equeés?{e;s of small bl ocks of

data may be handihel image andvandid prograne|stman iinlkent Thithe by stheagd device
I ncreasgd rel apld iélgMar(]:gn?lfoflIie% | 508 Vis primarily responsible for controlling and
monitoring the entire compressor/encryptor 112. The CEM controller 208 may
be implemented by programming a general purpose hardware device or
computer to perform the required functions, or by using specialized hardware.
Network control is provided to CEM controller 208 from the network manager
20 120 (FIG.2) over a hub internal network, as described herein. The CEM
controller 208 communicates with the compressors 184 and 192, the encryptors
188 and 196, the multiplexer 200, and the packetizer 204 uSing a known digital
interface and controls the operation of these elements. The CEM controller 208
may also control and monitor the storage module 116, and the data transfer
25 between these devices.
The storage device 116 is preferably constructed as one or more RHDs,
DVDs disks or other high capacity storage mediums, which in general is of
similar design as the theater storage device 116 in theater subsystem 104 (FIG. 2).
However, those skilled in the art will recognize that other media may be used in

30 some applications. The storage device 116 receives the compressed and encrypted




In an alternate enbodi ment of the present invention, the inmage and  audio___
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entire conpressor/encryptor tontroller 208 may be inpl enented

by programm ng aThenetalorkunanagehaed\weimridey if et ok HRWVBIk trﬂaﬁﬁééﬁ%mt
the required functions, .aor, by using specialized hardware. Network contr ol

i s provi dedPTRFEE N dontrtirh df thescantial consroler verr Kbreamader the digital cinema
15  system 100. The network manager 120 is, in general, based on a standard

platform workstation, or similar programmable data processing hardware. The

network management processor 212 manages the scheduling and security aspects

of the hub 102. Under control of the network manager 120, control information

or updates to programs may be transmitted from the hub 102 in advance of the

20  time for display of the programming to the theater subsystem 104. The network

management processor 212 also controls the transmission or transfer rate of the

programs to the theater subsystem 104. The transmission-rate may be fixed or

varied depending on the type of program and the design of the transfer channel

or path. For example, this may depend on the transfer rates for a particular data

25 link. Also, the data rate of the compression coding of the programming material
may vary for different programs, offering varying quality levels of compression.

The network management processor 212 interfaces to the other

components of the hub over a hub internal network, which is typically

implemented using a standard multi-drop network architecture. However,

30  other known network designs and types including optical based links can be



20 120 (FIG 2) over a hub internal network, as described herein. The CEM-..
controller 208 communi cates with the conpressors 184 and 192, the o
encryptors M306#d42196, the nultipl exer 200, and the packet ipggrisd§shstsi N
a known digital interface and controls the operation of these el enents.
The CEM controller 208 may al so control apgd nonitor the storage nodul e
116, and the data transfer 25 between these devices. The storage device
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managenent processor 212 nages t I ng an currt
theaters to request retransmission of program data blocks with errors from

15 central hub 102. Furthermore, extra presentations of programs, or changes or
updates in program material can be requested using this link. In alternative
embodiments, the return path may be provided through a satellite channel or
another low data rate communication method or via the Internet. In this case,
other known means or devices for interfacing are implemented, as appropriate,

20  instead of the modem 220,

A user interface 224 allows a user to have direct control over the network
manager 112, and accordingly, the entire hub 102 and/or the theater subsystem
104. The user may monitor the status of the hub 102 and direct the timing of the
various modules of the hub 102. Further, the user interface 224 allows for

25  configuration of the various embodiments of the storage device 116, including
the type of storage medium to be used, and how and where programs are to be
stored on the storage mediums. The user interface 224 is typically a personal
computer having a monitor and keyboard interface.

Referring now to FIG. 6, a block diagram of hub internal network 228 is

30 illustrated. Hub internal network 228 is the communication backbone for



of the hub 102. Under control of the network manager 120, control
information or updates to prograns may be transmitted fromthe hub 102 in
advance of tW@®MBM42 e for display of the progranmng to thePEHESOER410
subsystem 104. The network managenent processor 212 also controls the
transm ssion or transfer rate of the progéans to the theater subsystem
104. The transm ssion rate nay be fixed or varied depending on the type of
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220_serves as_the receiver of a return link 10 conmuni cation path from't he

theaters t J8H€deentral hub 102. For exanpl e, the theater manager 128, :

illustrated in FLG htar &. i of ,th d ressio rocess, of
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request retransm ssign o{r?gro ra f%data bl ocks with errors from15 central
ex

hub 102. FUPRR§STor128- t all ofRMEf GBYLEFHEl Brarkelandbeatars are

15 constructed as theater complexes having many auditoriums at a single site, often
referred to as cineplex or multiplex theaters. The stored compressed
information can be transferred to one or multiple ones of the auditorium
modules 132 within a single theater complex.

The auditorium module 132 comprises the theater storage device 136, the

20 playback module 140, the decoder 144, and the projector 148 and the sound
module 152. In operation, the theater storage device 136 contains compressed
information on the storage medium. Various embodiments of the storage
device 136 are illustrated in Fig. 7. Generally, the storage medium is physically
transported from the hub 102 to the theater subsystem 104, although it is

25 contemplated that portions of information may be transmitted from the hub 102
to the theater subsystem 104. The storage medium may be one or more DVD
disks 236 (Figs. 7A and 7C), one or more removable hard drives 240 (Fig. 7B), an
internal hard drive (IHD) 244 in the playback module (Fig. 7D), a JBOD (Just a
Bunch of Drives) module 248 (Fig. 8) comprising many memory elements or any

30 combination thereof.
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with at |east one~and genera I'tiple eater manager
t he t heat er using the present 1nvent10n to process audio programs at the same time.

15 Maintaining the audio program separate from the image program allows for
synchronizing multiple languages from audio programs to the image program,
without having to recreate the image program for each language. Moreover,
maintaining a separate audio program allows for support of multiple speaker
configurations without requiring interleaving of multiple audio tracks with the

20 image program.

In addition to the image program 252 and the audio program 256, a
separate promotional program 260, or promo program, may be added to the
system. Use of a separate promo program 260 allows promotional material to be
updated without requiring new feature image pi'ograms 252. The promo

25 program 260 may comprise advertising, trailer, control, and/or keying
information for the theater subsystem 104.

Use of the removable hard disk as the storage medium offers several
advantages, such as ease of duplication and the likelihood of a lower error rate.
This embodiment is illustrated in Fig 7B. Stored information on the hard disk

30 240 is easily replicated by writing information onto disks in a standard personal
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15 updates of advertising and trailer information via the modem 264 connection

results in significant cost savings, as the cost of pressing and distributing
additional promotional program disks is avoided.
Another function of the IHD 244 is that of a data integrity system. The
IHD 244 checks information stored on the storage medium for data integrity
20-  before being sent to the playback module. The data integrity system checks for an
electronic signature for each block of data. If any CRC block fails in the check
procedure, or if the data block is missing, the playback module uses the modem
connection to request that the blocks of data in error be resent. Upon request, the
requested blocks of data are stored on the THD 244. When the playback module is
25 playing the program, the playback module accesses the IHD 244 to play the
requested block(s) of data at the appropriate time. For efficiency and data rate
concerns, it is most useful to access a relatively few number of data blocks. If the
error checking system discovers that large numbers of blocks of data are
corrupted, an error message indicator lets a user determine if the amount of data

30 in question warrants physical distribution of data disks.



program 252 is stored on a separate storage nedi umthan the audi o program
256. The storage medi um may be DVD di sks or RHDs. There is no requirenment:
when using MRI¥H&Eent invention to process audi o programs RCTASE)RaTE
time. 15 Maintaining the audi o program separate fromthe inmage program
allows for synchronizing nmultiple |anguag¥s from audi o prograns to the

I mge program W thout having to recreate the inage program for each
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Fig. 7D, anfiomh ehaatodage dnedisin (foHBe [1ID4 @Momﬁffﬂ-ﬁf’?ﬂrﬁlﬁs{ hﬂ@?&gbgﬁla
i nformati on on e

addition to_other storaerreiuﬁ)flrrs. St orage, of I
via the nod8RSES K I%‘Rg’% Quiesfeatire ando oser multiple program scheduling.

15  Further, a given feature may be shown on multiple screens by uploading the

program(s) to multiple playback modules such that the feature is played from
the THD 244 of each playback module.
In an alternate embodiment illustrated in Fig. 7E, a local area network
(LAN) interface 268 may replace the modem interface 264 illustrated in Fig. 7D.
20  In addition to accomplishing the functions with respect to the modem interface
264 described above, the LAN interface 268 may connect to one or more playback
modules and/or to the theater manager 128. A user interface (not shown) is
connected into the LAN interface 268 and/or the theater manager 128 such that
the user may remotely control and monitor functions such as scheduling,
25 control, and fault monitoring of each playback module, decoder module, or
image and sound modules. Further, it is contemplated that the network
manager 120 may be connected into the LAN interface 268. The LAN interface
268 also allows for programs to be transferred between playback modules.
An embodiment using multiple DVD disks 272a, 272b, ... 272n as the
30  storage medium and a set of single-play DVD disk players 276a, 276b, ...276n is



10 sent directly to the theater over existing conmunications systens,-such-.,
as telephone lines, I1SDN, cable nmodem or DSL |inks. For exanple, update$ ™
to adverti sMAPIHAM2trailer information may be sent via phonBCT/UsEes2 200
stored on the IHD 244. Updated slides may optionally be presented in the
theater directly fromthe |IHD 244, rather30than fromthe pronotional
program di sk. Sendi ng 15 updates of advertising and trailer i nformat lon via
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played in a parallel mode, as illustrated in Fig. 9. In parallel mode, multiple
DVD disk players 276a, 276b, ...276n play back different portions of compressed
information, and the portions are later recombined in the playback module 140.
The portions of compressed information are read from the DVD disk players
20 276a, 276b, ...276n to a parallel read/destriping mechanism 296, which properly
sequences the portions of compressed information. In a preferred embodiment,
the destriping mechanism 296 is a software module accessible by the playback
module 140. As illustrated in Fig. 9, the destriping mechanism 296 is a software
module accessed by the CPU 292 of the playback module 140. The destriping
25 mechanism 296 may be resident in the CPU 292. The destriping mechanism 296
also pe}forms error checking functions to ensure error-free playback. Portions of
the compressed information may contain redundant information in case parts of
the disk are unreadable or if some compressed information is corrupted. In such
cases, the destriping mechanism 296 is able to use the redundant information to

30  recreate any corrupted information. The redundant information and sequence



subsystem 104 is capable of receiving all transmtted information, the
theater subsystem 104 sel ectively denodul ates and stores only received
programi ng wWoOMiHdm4nded for the particul ar theater nodul e 18&r/u$deseio
sufficient capacity of the IHD 244, or by using the JBOD nodul e 348, inmge
prograns, audi o prograns and/or prono prognans may be uploaded fromthe
storage nediumto the IHD. Use of the |IHD 244 allows the pl ayback nodul e
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repl ace the ng er 4|II strate 0 1In ddltlonto

acconpl i shi rlfg‘gt ﬁql‘n{d rct bﬁcﬁﬁ %Pe{ﬁayt %A:h'gd’é?ﬁq o ther setof simgle-play

descri besl aDowp, disks. LANNstratel flﬁlCF-‘I g2a9, % Wme&fskt&r%eo@?ﬁr‘?% emﬁl Pa¥b§‘ﬁk
no 0

nodul es and/or to the theater rranager 128. A user inter wn)
connect ed i APEratipn (oaknewin &P disk cwgridgey. oMultiple disks ere maetgénnﬁci&\esm

that the ug |y troI and , moni funtlo suc

schedul i ng, con rggtgognds§aulafe rFSthfo&rf%b‘S%’ft hcthie B%ﬁ: %%l’éﬁ the
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that the net g 655 120 may _be connected into the LA erface 268.
The LAN .nté? bt thegBisky 41 asressad iR dhe propprasequenceeThe anultiple ediskeanebe

pl aybac{g no gqggﬁﬂ Si t d S 24, 2h,
272n as theFMS st oragmjma [ aér{{d &%Mwh ésc?'ﬁg%gnp % SB%B z a§’§’§
276a, 276b, conUoE?@ﬂnmh; DVIDOd sk 1i4 43s2€8d USQD/tBQﬂV[B@la)}érUSIﬂ ah@dDMD Fdigk S.

The set of 5| e play QVD dij sk .pl ayers, 276a, 276 276n is played in a
serial modeS?Tt Eé’é’%é?’ﬁf‘hede ue-"'ﬁ*'f?tﬁ pﬂrayPEFféﬁ?heP?fYGP@ﬂ ma3f ok | be

onits respﬁﬁb[éfﬁeﬁl{eﬂ( The stored information is fed, via a switch 280,
into a buffer 284, such as the FI FO RAM buffer 284 illustrated in Fig 8.
The 5 FI FO- RAM blilguse 13ghusizates aperatian of g avdjsaduny muditle ti3atuditg ohecorler

144, ands  more removable hard drives (RHDs) 308. For speed, capacity, and convenience
reasons, it may be desirable to use more than one RHD 308. When reading data
sequentially, some RHDs have a “prefetching” feature that anticipates a
following read command based upon a recent history of commands. This
prefetching feature is useful in that the time required to read sequential

20 information off the disk is reduced. However, the time needed to read non-
sequential information off the disk may be increased if the RHD receives a
command that is unexpected. In such a case, the prefetching feature of the RHD
may cause the random access memory of the RHD to be full, thus requiring
more time to access the information requested. Accordingly, having more than

25 one RHD is beneficial in that a sequential stream of data, such as an image
program, may be read faster. Further, accessing a second set of information on a
separate RHD disk, such as audio programs, trailers, control information, or
advertising, is advantageous in that accessing such information on a single RHD

is more time consuming.



subsequently the projector 148, is not overl|loaded or underloaded with
portions of information. In a preferred enbodi nent, the FI FO-RAM buffer
284 has a Cc¥PAMH2of about 100 to 200 MB. Use of the FI FOFOWUSNIEr 284
is especially significant when the DVD di sks 272a, 272b, ...272n are read
in the serial node. 10 When the DVD di sks3are read in serial node, there
may be a several second delay when switching fromone disk to another. The

stored data is t f ' rs t u fi .

i nterface 288. Tﬁ%vﬁ%’t&%ﬁ%& lﬁ‘ibhft?? ?‘gr%’gﬁ]rgﬁ% fﬁtg‘e(rgﬁ%%énﬁr}gg @?‘25? géé“ta?rg
control | ed byffen284Tneb SEFORAM dulfy 282in % Pleytwek mbdala1gherelayedVRe

di sk players 276a, 2f76b, ...Zeé6n_ nl;ay al ,somt:f pl gﬁ/ed in a parallel node, as
i | | ust r at edPPHFESg. Ot coppprsssed | HMoppgaonm ey e DRorages kdeniesy ed36 2a6aa
276b, ...27 hagk.fdif f Ok ki ed. ceil r s d
the portion féﬁé?&g?gg ?ég%orgiieﬁemgl n thgr‘%l‘fg{fbac @ﬁﬁl%‘@ﬁ%m #ﬁé&%w%ns
of conpressdatithe clevatienl44r and sabséqumtiyh eheDptopicslt PiS e L 260 etiiied2 66D,
..276n to awgélrgl lcfl read/ destri pi ng riﬁchani m 296, whj.ch properl¥
sequences t fRIFEAIEG & Radery ilnrdmmstered embodimesttertheg FIFO-RAM
enbodi ment , pufférersdasisrd Ligag; ' ' E%I '
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mechani sm 28@specially significant apthdre may desedevyral lvec@@RU d2d#y afhdnhewptchyack

nodul e 140.. The destripjn mechani sm 296 may be resident in the CPU 292.
The destri pfirﬂrg? %%ﬁé’ﬁ’ieg%ﬂ %@%ﬁ'egﬂ so performs error checking functions to

ensure ¥y ror - f r eFhedbayhias of Rt pRESed inforhf toHhE SuEsd: FRIAT IRt FRFOIRNM

contain redundant information in case parts of the disk are unreadable or
i f some conPHEIIBED AveswREk interfase 288, whidd providesdhe comypressachinfoestation ng
mechani sm IS u n knftornmation, 1o .30 recre an
corrupted %%?tgfn% |0§I.‘ &%ieiﬁe%jggegn%ai %‘?‘(@%’ﬁ% Fgﬁnglﬁdggte“d lg(n(’fléte C%%llﬁéé
PCT/ US00/ 32456 Bannelf anbitrafednioopy(HI=AL ) entedfaeet a separate DVD di sk, and

I el O O s, O AT SRet ] o oA 80 2722,
|11 ust rigt edconfrolled by the theater manager 128 receives the output data from the playback
module 140 and directs the data to a given decoder 144. Use of the switch
network allows programs on any given playback module 140 to be transferred to
any given decoder 144
When a program is to be viewed, the program information is retrieved
20  from the storage device 136 and transferred to the auditorium module 132 via
the theater manager 128. The decoder 144 decrypts the data received from the
storage device 136 using secret key information provided only to authorized
theaters, and decompresses the stored information using the decompression
algorithm which is inverse to the compression algorithm used at source
25 generator 108. The decoder 144 converts the decompressed image information to
a standard video format used by the projection system (which may be eithet an
analog or digital format) and the image is displayed through an electronic
projector 148. The audio information is also decompressed and provided to the

auditorium’s sound system 152 for playback with the image program.



Figs. 8 and 9, a DVD disk cartridge may be used in place of the set of nany
single-play 5 DVD disks. Illustrated in Fig. 10, The DVD di sk cartridge
300 is sim| &OP¥ig42er ati on to known CD di sk cartridges. Mil pcphsodlizgios are
inserted into the DVD disk cartridge 300. Software control resident in the
storage device 136, the playback nodule 1380, or the CPU 292 assures that
the disks are properly installed and that the disks are accessed in the
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some RHDS havenprisesrae it dnendepalcratizerc3toh e edtitrslidRabeePy 312 KB sead
command based upon a recent history of conmands. This prefetching feafure

is useful iAMags:dewEParidecqmnresaer 830.ranst aBeajidint dedryptori/ decompteassor 624.
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cause the random access nempry. of the RHD to be full, thus requiring nore
time to accé:§§‘§)PT’ﬁ?nﬁ?eﬁrrﬁﬁgﬁ’ﬁrfnﬁ%lﬁaﬁeadxlg%@?mwf}@o%@itﬁ‘gt FIURS Hah 025

one RHD10s RefeEhEkskhé elora148e9naaitidial re&g}; ; LgBoe
program na gbg read fa {ej'ré. !Eurther, ac%{easlzg r?g ggegggﬁ%ﬁssgﬁé&g&aﬁgggn% on
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 nf o mat 1 on a8 EEbirepRor YA S B0H TR o] 9BFER 4 daimiEspecific
PCT/ US00/ 324iptagraphis kegiippirgopdtionf ormation is read fromone or nore
RHDs 308 into a uffer 284. The FIFO RAM buffer 284 in the playback nodul e
140 receives t heThe depacketizer 316 identifies and separates the individual control,
15 image, and audio packets that arrive from the playback module 140, the CPU 312
and/or the theater manager 128. Control packets may be sent to the theater
manager 128 while the image and audio packets are sent to the image and audio
decryption/decompression systems 320 and 324, respectively. Read and write
operations tend to occur in bursts. Therefore, large buffers 314 are used to stream
20 data smoothly from the depacketizer 316 directly to the projection equipment.
The theater manager 128 configures, manages the security of, operates,
and monitors the theater subsystem 104. This includes the external interfaces,
image and audio decryption/decompression modules 320 and 324, along with
projector 148 and the sound module 152. Control information comes from the
25 playback module 140, the CPU 312, the theater manager system 128, a remote
control port, or a local control input, such as a control panel on the outside of
the auditorium module 132 housing or chassis. The decoder CPU 312 may also
manage the electronic keys assigned to each auditorium module 132. Pre-
selected electronic cryptographic keys assigned to auditorium module 132 are

30 used in conjunction with the electronic cryptographic key information that is



portions of conpressed information fromthe storage device 136 at a
predeterm ned rate. The FIFO RAM buffer 284 is of a sufficient capacity
such 5 that VYRMditdder 144, and subsequently the projector POIBUSHS2410t
over|l oaded or underloaded with information. In a preferred enbodi nent, the
FI FO-RAM buffer 284 has a capacity of abd#ét 100 to 200 MB. Use of the

FI FO- RAM buffer 284 is especially significant as there may be a several
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15  decryption and decompression are performed in real-time, allowing for real-
time playback of the programming material.

The image decryptor/decompressor 320 decrypts and decompresses the
image data stream to reverse the operation performed by the image compressor
184 and the image encryptor 188 of the hub 102. Each auditorium module 132

20 may process and display a different program from other auditorium modules
132 in the same theater subsystem 104 or one or more auditorium modules 132
may process and display the same program simultaneously. Optionally, the
same program may be displayed on multiple projectors, the muitiple projectors
being delayed in time relative to each other.

25 The decryption process uses previously provided unit-specific and
program-specific electronic cryptographic key information in conjunction with
the electronic keys embedded in the data stream to decrypt the image
information. (The decryption process has previously been described with

reference to FIG. 4.) Each theater subsystem 104 is provided with the necessary



decoder 144 processes a conpressed /encrypted programto be visually _
projected onto a screen or surface and audi bly presented using the sound .
system 152. wihael4dteeoder 144 is controlled by its control | err&hgsoon2aiba t he
t heater manager 128, and 5 conprises at |est one depacketizer 316, the
controller, or CPU 312, a buffer 314, an 3gnage decryptor/deconpressor 320,
and an audi o decryptor/deconpressor 324. The buffer may tenporarily store
i nformation_for the.depacketizer. 316. | of the y. be i npl enented on one
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For example, the smart card 328 may be designed so that this value, once
loaded into the card, cannot be read from the smart card memory. Physical and
electronic security measures are used to prevent tampering with this key
information and to detect attempted tampering or compromise. The key is
20 stored in such a way that it can be erased in the event of detected tampering
attempts. The smart card circuitry includes a microprocessor core including a
software implementation of an encryption algorithm, typically Data Encryption
Standard (DES). The smart card can input values provided to it, encrypt (or
decrypt) these values using the on-card DES algorithm and the pre-stored
25 auditorium specific key, and output the result. Alternatively, the smart card 328
may be used simply to transfer encrypted electronic keying information to
circuitry in the theater subsystem 104 which would perform the processing of

this key information for use by the image and audio decryption processes.

Image program data streams undergo dynamic image decompression

30 using an inverse ABSDCT algorithm or other image decompression process
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o FI 4.) Each theater suybsystem 104 is_provided with the
G'l'he c}ecompresse fmage ﬁataygoes through dirg)ital to analog conversion,

and the analog signals are output to projector the 148. Alternatively, a digital
interface may be used to convey the decompressed digital image data to the
projector 148 obviating the need for the digital-to-analog process.

The audio decryptor/decompressor 324 takes the audio data stream from
the depacketizer 316, performs decryption, and reassembles the original audio for
presentation on a theater’s speakers or audio sound system 152. The output of
this operation provides standard line level audio signals to the sound system
152. -

Similar to the image decryptor/decompressor 320, the audio
decryptor/decompressor 324 reverses the operation performed by the audio
compressor 192 and the audio encryptor 196 of the hub 102. Using electronic
keys from the cryptographic smart card 328 in conjunction with the electronic
keys embedded in the data stream, the decryptor 324 decrypts the audio
information. The decrypted audio data is then decompressed.

Audio decompression is performed with an algorithm symmetric to that

used at the central hub 102 for audio compression. Multiple audio channels, if

e
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prograns authorized to be shown on each auditoriumnodule 132. A
multi-1level wQ@ragzaphi c key manager is used to authorize spegivkboizzano
presentation systens for display of specific prograns. This nulti-Ilevel key
5 manager typically utilizes electronic key val ues which are specific to
each aut horized theater manager 128, the specific image and/ or audio
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el ectronic I{@,yg Rghrhfi@r mation to circuitry in the theater subsystem 104
whi ch woul d performthe processing of this key information for use by the
i mge and audi o Hcrgoppiarpnther aedigsedwnnels are provided to an audio delay element,

15 which inserts a delay as needed to synchronize the audio with the appropriate

image frame. Each channel then goes through a digital to analog conversion to
provide what are known as “line level” outputs to sound system 152. That is,
the appropriate analog level or format signals are generated from the digital data
to drive the appropriate sound system. The line level audio ocutputs typically
20 use standard XLR or AES/EBU connectors found in most theater sound systems.
The projector 148 presents the electronic representation of a program on a
screen. The high quality projector is based on advanced" technology, such as
liquid crystal light valve (LCLV) methods for processing optical or image
information.  The projector 148 receives an image signal from image
25  decryptor/decompressor 320, typically in standard Red-Green-Blue {RGB) video
signal format. Information transfer for control and monitoring of the projector

148 is typically provided over a digital serial interface from the controller 312.
Referring back to FIG. 11, the decoder chassis 144 includes a fiber channel
interface 288, the depacketizer 316, the decoder controller or CPU 312, the image
30 decryptor/decompressor 320, the audio decryptor/decompressor 324, and the
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15  accessed while the decoder chassis 144 is mounted to the projector housing.
Security interlocks may be used to prevent operation of the decoder 144 when it
is not correctly installed to the projector 148.
The sound system 152 presents the audio portion of a program on the
theater’s speakers. In a preferred embodiment, the sound system 152 receives up
20 to 12 channels of standard format audio signals, either in digital or analog
format, from the audio decryptor/decompressor 324
In another embodiment, the playback module 140 and the decoder 144 are
integrated into a single playback-decoder unit 332. Combining the playback
module 140 and the decoder module 148 results in cost and access time savings
25  in that only a single CPU (292 or 312) is needed to serve the functions of both the
playback module 140 and the decoder 144. Combination of the playback module
140 and the decoder 144 also does not require the use of a fiber channel interface
288.
If multiple viewing locations are desired, information on any storage

30 device 136 is configured to transfer compressed information of a single image
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processing 3g§ié§aﬁledoaruciig’?§ms. The JBOD 348 is designed to be scaleable to efficiently
15 support the storage requirements of each theater. Further, each JBOD 348
includes built-in redundancy to prevent loss of stored programming
information in the event of a storage unit failure. Each JBOD 348 may, for
example, be a rack-mounted system that is expandable to accommodate the
varying storage requirements of each theater system. The use of the JBOD 348
20  allows the theater manager 128 to dynamically route program showings to the
various screens in a theater complex, and to schedule pre-feature programming.
This is accomplished in a highly flexible manner useful © respond quickly to
changing needs or market demands.
In a preferred embodiment, each JBOD 348 is designed with a capacity for
25 storage equal to that needed to store programs for its auditorium location. Thus,
more. than one feature may be shown on the same screen in the same day
(double feature). In addition, adequate storage is provided so that future
programs may be stored prior to their showing authorization date while still
storing the currently “authorized for showing” programs. This amount of

30 available storage capacity allows for programs to be authorized for future
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in part to different ones of the drives during storage. Part of the input data is
transferred to one drive while a subsequent portion is transferred to the next
drive and so forth. After sufficient latency time to allow a drive to write data, a
given drive can again be scheduled to receive input data. Therefore, received

20  data is segregated into smaller components or segments, each of which is stored
at the maximum (or a high) rate allowed by each drive on separate drives, taking
advantage of input buffering or memory storage available in the drive input
channel. This allows slower transfer rate devices to essentially pull in data in
parallel and, therefore, accomplish a very high transfer rate. This type of storage

25  also provides error protection redundancy.

The storage of data on drives, or other storage devices, utilizes parity
information that allows the program to be reconstituted upon retrieval. That is,

a means is provided for linking the program portions together again at time of

retrieval or presentation.
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integrated into a single playback-decoder unit 332. Conbining the playback’ -
modul e 140 amd éiastecoder nodul e 148 results in cost and aceesmshiifRie
savings 25 in that only a single CPU (292 or 312) is needed to serve the
functions of both the playback nodul e 14Qjand the decoder 144. Conbination
of the playback nodule 140 and the decoder 144 al so does not require the
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system 4 hev}fﬁ\eac}gtﬁrtﬁelii]&g?o? leesnding messages back to central hub 102. The theater
manager 128 may include a visual display element such as a monitor and a user
interface device such as a keyboard, which may reside in a theater complex
manager’s office, ticket booth, or any other suitable location that is convenient
for theater operations.

20 The theater manager processor 336 is generally a standard commercial or
business grade computer. Referring to FIG.12 with reference to FIG.2, the
theater manager processor 336 communicates with the rietwork manager 120
and conditional access manager 124. In a preferred embodiment, the modem
340 is used to communicate with the central hub 102. The modem 340 is

25 generally a standard phone line modem that resides in or is connected to the
proces.sor, and connects to a standard two-wire telephone line to communicate
back to the central hub 102. In alternative embodiments, communications
between the theater manager processor 336 and the central hub 102 may be sent
using other low data rate communications methods such as Internet, private or

30 public data networking, wireless, or satellite communication systems. For these
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directed in part fo di{ferent ones of. thﬁvdriv S durin séﬁrﬂge. Part  of
the input ARIAMAIOR ANEEIFLECIBIBHICHER i «TYPIRHTaBRI protestesh o
transf esr eghrbvide’@vtgdfopping type security and/or verification and authentication.

The theater manager 128 may be configured to provide fully automatic
operation of the presentation system, including control of the playback/display,
security, and network management functions. The theater manager 128 may
also provide control of peripheral theater functions such as ticket reservations

20 and sales, concession operations, and environmental control. Alternatively,
manual intervention may be used to supplement control of some of the theater
operations. The theater manager 128 may also interface with certain existing
control automation systems in the theater complex for control or adjustment of
these functions. The system to be used will depend on the available technology

25 and the needs of the particular theater, as would be known.

Through either control of theater manager 128 or the network manager
120, the invention generally supports simultaneous playback and display of
recorded programming on multiple display projectors. Furthermore, under

control of theater manager 128 or the network manager 120, authorization of a

30 program for playback multiple times can often be done even though theater



drive and so forth. After sufficient latency tine to allow a drive to-wite.-
data, a given drive can again be scheduled to receive input data. o P
Therefore, rwoamed?20 data is segregated into smaller conpoFEntsndiiio
segnents, each of which is stored at the maxinmum (or a high) rate all owed

by each drive on separate drives, taking 4advantage of input buffering or
menory storage available, in the drive input channel. This allows sl ower

transfer ra ice o) sent i,al ull in,data in aral l el and, )

t her ef or e, g@%%%%s@% (\jllgl y Ihﬁeﬁlg tt'%{a SEEYE ke PEAETEMIDING 0PN or al§SuTisy

al so provi defregefienpr Bla§Cédmrol alpdaidaYof fifte ShA/38ehe ndabar ‘H?\Aéﬂfﬁﬂya%ﬁs
o} e

or other stqrage devices, utilizes parity information that all
programto ﬂ'@traé%éHQNedLﬁOé@awaog@tm-i eval. That is, a neans is provided

for linking the m pQrtions togeth again.at tine of ..retrieval or

preselnt altign. V\D?Bg%f%??’éf? 68?%?il‘§rthf%ﬁl}%t%f H}alé"lagfef S8 eHib I \F/f‘ﬁh‘f'?rk

each JBGD 3éAfhnagehesedmedule RAGYAGARANAE Bovied f&xmmhé(ﬁ‘claﬂ&y}s&ﬁ& R{}t@)
ile’i S

array design with recovery capability of an entire data f a di
drive in t hBTeSERHDSf RIPSFaEhe IO dtignyr iberelels dhet abiligydto weontialg certain

I ndi cators L -Sit - | 0 : L ng faul t isplatli Renot e .st.at us,
5 control . BiuseRrielnevdd s SoaRg bt Phca il Fer SR Bocd Tpe GBEE 3 THE
t heater nmanagieg a2¢briteol lelemennat eBot rexahiplel2 téheidibraleer fillanagediol 28uld
provi des oper ationa]ma:ontro %gd ,m)r)]ié'gori n% of the entire presentation or

t heat er sub®ytOmate 13nd coptroh dhg, dighriutionyiqt filmgn aroathesspiesentgtionsnfram a
theat er 10 ¢ OggRleRat loddtort, ¥eh ol ATBRRAGToffied HHRY n@ECa IRt AnBneGaAN AERLLLL
means or 10 mechanismfor creating programsets fromone or nore recerved

i ndi vi dual presaytiond twudiw@unt dor aapid whangesaie maehketuenhahd; qr esmetibat ton

on an auditorium.systemduring an authorized interval. The theater manager
128 conpri Sérsesgnt[ghgéﬁe?r n %18? riﬁs(%g‘é%‘g s .%&‘e ¥y opt | onal Iy contain
at |east one nDdARéfeddNg batk & FRG. ZlaKk GRedtBAbubiseérhaASmay beWdnihedteHOWHIH)
link, for sending nessages back to central hub "102. The theater nanager 128

may i ncl udethg ayditprium; medae A2 psing thectheaterdntasimaedietuwionk 426s drhe theater
15 interface network 126 comprises of a local area network (electric or optical)
which provides for local routing of programming at the theater subsystem 104.
The programs are stored in each storage device 136 and are routed through the
theater interface network 126 to one or more of the auditorium system(s) 132 of
the theater subsystem 104. The theater interface network 126 may be
20  implemented using any of a number of standard local area network architectures
which exhibit adequate data transfer rates, connectivity, and reliability such as
arbitrated loop, switched, or hub-oriented networks. =
Still referring to FIG. 2, each storage device 136 provides for local storage
of the pl:ogramming material that it is authorized to playback and display. In an
25 embodiment, the storage system is centralized at each theater system. The
theater storage device 136 allows the theater subsystem 104 to create presentation
events in one or more auditoriums and may be shared across several
auditoriums at one time.
Depending upon capacity, the theater storage device 136 may store several

30 programs at a time. The theater storage device 136 may be connected using a



interface device such as a keyboard, which may reside in a theater complex -,
manager's of‘aj S ticket booth, or any other suitable location that i§ =~ *~
conveni ent QO HA o operations. 20 The theater manager pPOUESWER41336 i s
generally a standard conmercial or business grade conmputer. Referring to
FIG 12 with reference to FIG 2, the thd&er manager processor 336

comuni cates with the network manager 120 and conditional access manager

124. In a piafabrareal nervodk MBNSucH he wipdgs: ' IC lL4h
the central hub 102. The m)derrlfc340 iwsH?ZS ge%@?gr?éﬁzﬁgtnggdg? hong&% \EA\%B

modem t hat PEeseated pR asyy authosizad rregentatioh systeno Gigs sprojecaor. 8oL tHes siMed

standard twn:w t p | iype to co ni cate back to the central hub
102, T al t BFoEeR cRefDas e BhebBaftaRed Bobk g1 WP Aaotenaeantation

manager prosgstemis. 336 and the central hub 102 may be sent using other |ow
data rate comuni cati ons nethods such as Internet, private or 30 public
dat a netdwr ki ng, ARFerslingly, asy appasatust end omethud dsi proviged efos. tHeorericbéiregg, VO

01/ 41442 P 4 td the modem 340 is configured t
orovi do-t he- SBrop i S SPEPPaRBd e driEaBRcA i BacRiE G 2T hene

theater managparahiRBand| weshed cilowil ifé:0 the! MexiBlE kkedidizng BfC | GRhe Yh4h
each storage device 136. A theater 5 nmanagenent nodul € interface my

i nclude a b¥YSHISRRWHLES stheh Intrgration orefatdustio bansk simage beignalinshadr adsat

hi gh data r; . t . e Vi 1 usin he, t heat er

nmanager int@iﬁl %(gﬁeérfiig?é&gﬁg %(rég% ss{lz‘%:?gg?& Slaggv\?erg §g}e§§fgawe%gﬂéra%é’la8 s of
t he audl® ori um nkelpre¢fis defcipidn @i the efrall eémbotivaentst e prHeRied to
manager 128 and the 10 negﬁge%m nager 120 and/or the conditional access

manager 1242113kl¢ GRE Persemy & the priaismaks guss thiopressnt intentirnor ke on
recei ved DyvdriGud 6d FicatibHesits Rk \ifibbafthertX bl i oG L SELAPLS Rike
errors, nonitor and control I nformati1 on, operations reportsfand alar rrg’,
and crypt ogkilied dnikbgiany, andftbengeriesic. phbsipder sefinathinirent etaynby dygplied to
cryptogr aphétﬁ@l- le%xkpor 1}11%% § C‘irvih?out the use of the inventive faculty. Thus, the present

15  invention is not intended to be limited to the embodiments shown herein but is

to be accorded the widest scope consistent with the principles and novel features

disclosed herein.

What we claim is:



15 provi de eavesdroppi ng type security and/or verification and A
aut hentication. The theater manager 128 may be configured to provide fully
automatic operation of the presentation system including control of the
pl ayback/ di spl ay, security, and network managenent functions. The theater
manager 128 may al so provide control il peri pheral theater functions such
as ticket reservations 20 and sal es, concessi on operations, and
environmental control. Alternativel yCLAIMSIal intervention may be used to
suppl ement control of sone of the theater operations. The theater nanager
128 may al so interface with certain existing control automation systens in
the theater coppl j : I

system toﬁbe u’ggéﬁéﬁ’f’ Egﬁgﬁgﬂ%gﬁ%@aﬁ%g{%Qéaé%fﬁﬂgﬁ%%{/@%dggﬁd ,[a glaelgneeds
of the painfdrsiation ontoeqiler)ityad stwagedmbdiaktheapparaths congpristag:her control of

t heat er manager 128 or the network manager., 120, the .invention generally
SUppor s s mul SKGETETEAABRERA 16 FaRehe FiEngls i AL erOdRPRERATD 5UBA

mul tipl e diksRlaaynProj ectors. Furthernore, under control of theater manager
128 or the network manager 120, authorization of a 30 program for playback
mul tiple ti mesacanpressoenolfiguiahie reseve thedigihzadhiswge and\idid information from

PCT/ US00/ 32410 43 subsyst.em 104 on 1eeds. to receive t r.ogramm ng once.
Security tﬁﬁﬁ?}g@“eﬁg}?{a’f %"dé8ﬁ??’8fesfhéds@ﬁﬁgdml?ﬁeﬁ ucgﬂwt}g?'g?t}?g’nunber of

pl aybacks thafn @r&yplol QuBHgEed t8aebeiPé A8 2B prlsedu Bigiteaet Ofidge darflo BGdio!  Of
the theater manager 128 by the network 5 managenent nmodul e 112, a nmeans is

provi ded ihfarmation fran balcbinpeassqriang to ametyptpheeempresigd digiizadiigage andaediei on,
t here isit e ag)l_ity to control certain preselected network operations
froma | o88¥1"6H P enote fromthe central facility using a control elenent.

For exanpl e, amtflseVosistibpfig fthe nesdrigsted eonprekssedudigitiied anapecaintr abdibhe
distribution of filns or other presentations froma 10 central |ocation,
such as ainfrmarien 81e ppluralify@f pertions|a?8st | nmedi at e changes to

presentations O4Rce! WnfibARlGo YA fhe! FhrilBis<Gf (HCTRADredCEorhfiR& 0N 10
present at i OI’]S,J gtrc’?a%%r&gtcﬁer nrlgasonoun El,‘l’ st SO@) In tﬁ% art. % ﬁ%
digitized image and audio information and distributively store the portions of the
encrypted compressed digitized image and audio information onto a plurality of storage

media.

2. The apparatus of Claim 1, wherein the portions of the image and audio information

are stored in a non-contiguous manner independent of each other.

.3 The apparatus of Claim 1, wherein the compressor uses an adaptive block sized

discrete cosine transform compression technique.

4. The apparatus of Claim 1, wherein the compressor is configured to compress the

digitized audio information at a variable rate.

5. The apparatus of Claim 1, wherein the encrypted compressed digitized image
information forms at least one image program, wherein the encrypted compressed
digitized audio information forms at least one audio program, and further comprising an
identifier, wherein the compressor is configured to link the identifier to one or more audio

programs with at least one image program.



Referring back to FIG 2, the theater subsystem 104 may be connected wth _
the auditorium nodule 132 using the theater interface network 126. The
theater 15 interface network 126 conprises of a | ocal area network
(electric or optical) which provides for |ocal routing of programm ng at
the theater subsystem 104. The progr af are stored in each stor age device
136 and are routed through the theater interface network 126 to one or

nore of tée aulhd asparusySCRIrGS) whakimthe sbbee igbrahter fisthes ixlweles 3 Qdogrdhe
t heater int erface network 126 may be 20 inp] emented usi ng any of a. nunber
of St andaPRSkFEEEI “HETER tHPIRSFRD BRGRIEECE COTTEUHO SHEARH 1912€S é‘éf@t’:{ﬁ%ttoé‘ Wat a

transfer £ﬁ@ﬁﬁ e A érﬁflﬁaﬁﬁ%r&ﬁ%tfgﬁb tbﬂag%( offdGhe ﬁﬁragéfrgdfar ated | oop,

swi t-ched, -orl ente net wor erring to , each storage
device 136 provides for |ocal storage of the programm ng material that it
i s aut hor| zed to pl ayback gﬁi@ . .I'n an 25 enbodi ne t he storage
syst em i s”cent FBS PRy ‘éfa r%‘}éb%rﬁommegenﬁ?é%ﬁ lgef(ﬁogg)élsgee ice
136 al | owgd.ie debgat er subsystem 104 to create presentation events in one
or nore auditoriums and may be shared across several auditoriunms at one
tinme. Dependl ng upon capaci ty, the theater storage device 136 may store

sever al 0 pr rams at a he .t heat stora devi 136
connect edgum n-g a\‘?@f‘rétilﬁ4‘1 TEC%’ Ué@fﬁ‘%z‘gi(fo&?fe g"d"ﬁfa tofy @aihﬁét%m&w% 4such

a way that, O @BHIBYioRe Pl ayed back and presented on any authorized
presentation system (i.e., projector). Al so, the sane program my be
si mul t aneously pl ayed back on tvvo or nore presentation systems 5

According y, ar at us od | provi f.or the.enco

Cormressrbn, oS SRt Sl o phgiein heRhSplof Ty RSN A RHEEPES. The
appar at USk@n%&a%P@ a?hicom tte%g §tbRdf dreX kBY Stosaeaedimgand tHeedptographicms
and adverti senen he integration of audio and image signals, and easy

i npl enment keyi lsmafecssenrior deanmipnrasshe inragagndandip informalioss and advant ages.

10 The previous description of the preferred enbodinents is provided to

10. The apparatus of Claim 9, wherein the key storage medium is a smart card.
11.  The apparatus of Claim 9, wherein the key storage medium is a magnetic disk.
12.  The apparatus of Claim 9, wherein the cryptographic key is transmitted.

13.  The apparatus of Claim 9, further comprising means for indicating a time interval
. over which the cryptographic key information is valid and for assuring that the

cryptographic key information is only used during that interval.

14.  The apparatus of Claim 13, wherein the cryptographic key is configured to be

overwritten from the key storage medium after the time interval expires.

15.  The apparatus of Claim 1, wherein the encryptor further comprises at least one
watermark, wherein the watermark is perceptually unnoticeable during presentation of the
image or audio information at a predefined normal rate of transfer, but is detectable when
said image or audio information is presented at a rate substantially different from said

normal rate.



enabl e any person skilled in the art to nmake or use the present invention.
The various nodifications to these enmbodi ments will be readily appatent to
those skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents without the use of the inventive faculty.
Thus, the present 15 invention is not iftended to be linited to the

enbodi nents shown herein but is to be accorded the w dest scope consi stent
w th the ps.incTie gsatdits BoOVRIm fl6atvhéereln theliwatdrmakoides fidspreséhationeinel adm i s:
45 CLAIMS 1. An apparatus for the encoding and storage of signals

r epr esent offiqnipiEMaHen assasiatedwithothadmagsorawdie in %mag%!v-i ty of storage
nmedi a, the apparatus conprising: a source generator configured to convert
the signals into digitized image and audio information: a conpressor

confi gureti7.t o Tecappeatubefdligin i1z gdrtheragenprivings 8 dieoworkl manaer,owhéremnthet he
source generator and to conEres the digitized in%ggﬁand ayudi o i nformati on;

an encr ypRGVORoMIgEFed CONTRHES V@ $90d  ETHN edrmaliry; to; PHAYE sRtHsaudi o
i nfor mati i‘ﬂﬂ)rfa{aﬂghf‘ff@x CRPRGERE Ofenefitbr! the @%Fﬁ&so&,hﬁneca{%ﬁ:ﬁ&sﬁﬁd gl‘neg'sfok d
0 in t conp

i mge and audi ormat i on; ans for stripping the ercrypte essed
di giti zeddeviwge and audio information into a plurality of portions; and a
storage device configured to receive the portions of the encrypted

conpressed digitized inage and audio information and distributively store

the portipns ofnd BearRRCHY BIAY ﬁw&ﬁ%@?@aﬂtﬁg %%nﬁgags 18 Reta B Llink,
information onto a plurality of 'storage dia. 2. Thé apparatus of Claim
1, wher ei wherhim thotitk onsnfifuteddo sendgpmd aemtiatidfoomanéroextetnabitomaheanyamtes in a
non- conti guous nmanner independent of each other. 3. The apparatus of Caim
1, wherein the conpressor uses an adaptive block sized discrete cosine

transf or mgonpres ghathe 6N ClAMel 8, wheldlf tRPRASAlatdN QomiphisédRchtroVVagd Siafust he
conpressoyfls ?onflgured to conpress the
miormation.

20. The apparatus of Claim 18, wherein the information comprises updates to the

image and audio information.

21.  The apparatus of Claim 18, wherein the link comprises a dedicated telephone data
link.

22.  The apparatus of Claim 18, wherein the link comprises a dialup telephone data
. link. ~

23. The apparatus of Claim 18, wherein the link comprises a packet type data link.
24.  The apparatus of Claim 18, wherein the link comprises an Internet based link.
25. The apparatus of Claim 18, wherein the link comprises a wireless data link.

26.  The apparatus of Claim 18, wherein said the link comprises a satellite based data
link.



digitized audio information at a variable rate. 5. The apparatus of Caim,
1, wherein the encrypted conpressed digitized image information forns at® *
| east one i nage program wherein the encrypted conpressed digitized audio
information fornms at |east one audio program and further conprising an
identifier, wherein the conpressor is &@nfigured to link the identifier to
one or nore audio prograns with at |east one image program 46 6. The

appar at us2df Iad #pparatwhell €laimtihevharin te sysragsy media compribent leastlond @eptieal
program packetizer, wherein the program packetizer is configured to

or gani ze '¥E&MERMBY mation or audio information into identifiable groups
for storage onto the storage nedia. 7. The apparatus of Claim1l, wherein

t he source generator further conprises a telecine device. 8 The apparatus
of d ai m28. whBieappatdies sHaim 2aneheatiarthé sordgermediapoinpase amuliiepptieal

based workstation. 9. The apparatus of. Claim1l, wherein the encryptor
further cBABEs Bedanaid vB?rsg}lgmr—en R@? TR BRI SIS THEING Seor ed
on a key i it he cryptographic key being necessary for
decryptiJ%Eg?ﬁ%ﬁgﬁ?ﬁ%gghzﬁggghdio information. 10. The apparatus of O aim

9, wherein the key storage nediumis a smart card. 11. The apparatus of

Claim?9, erei.n the ke r.a dium.is a.maagnetic disk. ,12. The
appar at us="of CJﬂéﬁ ?‘H@Fatﬂ%gférahmtgﬁe 6@%&‘1‘? H%Ewt’iog 't tsé’ﬁesdn?lf fSEPIYE The
appar at usyffcalGi@abR Rredfud! AR i iAHRE infoRfatRANs for indicating a time

interval ‘over which the cryptographic key information is valid and for
assuring that the cryptographic key information is only used during that

interval.,14. The appar at f. C.ai wherei.n the cryptographic key is
conf i guretto ﬁée aB%PWi ultsgﬁalfnr g?‘n Mﬂe?@?@%een%‘%ﬁuﬁgﬁg? ergpﬁeﬁ%mtnérre
interval @¥piofigsal thformbtien2ARAA *het8inOtheCleaddlled , syt Qbptedhting NSrbinptiOhal
further conprises at |east one watermark, wherein the watermark is

per cept uainfymatipmis sergdlos saparriePPPcd starege media grantthe imagedglormation andthe

i nformati A& foa}g%-ggefi ned normal rate of transfer, but is detectable when
. . audl( 1n 1011. . . .

said image or audio Information is presented at a rate substantially

different fromsaid normal rate.

31.  The apparatus of Claim 27, wherein the storage media comprises at least one DVD

disk.

32.  The apparatus of Claim 1, wherein the storage media comprises at least one

magnetic storage medium.

. 33.  The apparatus of Claim 32, wherein the storage media includes multiple magnetic
storage media, and wherein image and audio information are stored nonsequentially on the

multiple magnetic storage media.

34.  The apparatus of Claim 32, wherein the audio information is stored on separate

magnetic storage media than the image information.

35. The apparatus of Claim 32, further comprising encoded signals representing
promotional information, and wherein the encoded signals representing promotional
information is stored on a separate magnetic storage medium than the image information

and the audio information.



R
i

47 16. The apparatus of C aim 15, wherein the watermark identifies
presentation time and |location information associated with the imge or
audio information. |IT The apparatus of Caim1l. further conprising a
net wor k manager, wherein the network nager is configured to send control
information to and receives status infgrmation fromthe source generator,
the conpressor, the encryptor and the storage device. 18. The apparatus of
Cl ai m1, ¥hereTe dgperapperGlains 32 swhamnihi the stetage oneslia edshprade at l¢ashiemovabler ei n
the link is ,caonfigured to send and receive information external fromthe
appar at usl.‘ar‘iélf”el’he apparatus of Claim 18, wherein the information conprises
control and status information. 20. The apparatus of C aim 18, wherein the
i nformation conprises updates to the imge and audio information. 21. The
appar at us3bf lei appe&ituswifeClainm 32 hehéreimkthe stopage sessliaceiophissaat deist encelii{dine
data |link. 22. The us of Claim18 erein the |ink conprises a
di al up te@@%‘ﬁﬁ’n‘@heﬂwgﬁ?ﬁ@b B .UIeI'ﬁ(gn%sﬁéf‘B]te\é\g OBf S TR Mrer ei n the 1 nk
conprises a packet type data link. 24. The apparatus of C aim 18, wherein
the link conprises an Internet based |ink. 25. The apparatus of Cl aim 18,
wherein tHe | i Rie epnapatisesClaimi k. evheseindhe atordgaldevizs compaisegopanis: 195 usingd ai m
18, wherei,n idthe lLink ¢ Lises a satellite a L nk. 27. The
appar at s BTG dpi e, N RERERE BBk Y i Eot aF SlladE e thtorhilioh
optical tdffags: dRdofiMe séBagelediappandhgstoffgeCl @i m 27, wherein the storage
medi a conprise nmultiple optical storage nedia. and wherein image and audi o
informati on are stored nonsequentially on the nultiple optical storage
media. 2% Th f [ : ' diQ,: i.n WeTaRy
Stored on’s sopl SEtE of CIFRE T Wbkl 0 Blelel Mor@N il ARREFLABLS
means for providing parallel striping information such that stored portions of the image

and audio information may be accessed at a desired data transfer rate and to provide error

protection redundancy.

40.  The apparatus of Claim 1 further comprising at least one local area network
interface, wherein at least the source generator, the compressor, the encryptor and the

storage device are interconnected by the at least one local area network interface.

41. The apparatus of Claim 40, wherein the network interface comprises an ethernet
network.
42.  The apparatus of Claim 1, wherein the image information is provided in the form

of image programs, wherein the image programs are in the form of either a single still

frame or series of frames shown as motion pictures of varying length.

43.  The apparatus of Claim 1, further comprising means for archiving the storage of

image and audio information.

44, The apparatus of Claim 1, wherein the source generator further comprises a cue
track, wherein the cue track is configured to indicate a specific portion of a program where

information may be linked.



30. The apparatus of Caim27, further conprising encoded signals .
representing pronotional information, and wherein the encoded signals’
representing pronotional information is stored on separate optical storage
media than the imge information and the audio information. 31. The
apparatus of Claim 27, wherein the storsé)ge medi a conprises at | east one DVD
di sk. 32. The apparatus of Claim1, wherein the storage nedia conprises at

| east one45.nmagAaet agpasitos ape tiederondind3.and hstosggpaohitsignalys’ réprasemtifg, irndper ei n
the storage nedia i ncludes nultiple magnetic. storage nedia, and wherein

i mage andlﬂzﬂmaﬁoi’ Mer fedP ol fQIPRtien e T éh‘@leﬂf SHrIsF Bisdiandhe ApPRTEpIse
magneti c é&nq%;r%gl%:mdi a. 34. The apparatus of Caim 32, wherein the audio
information 1s ored on separate nmmgnetic storage nmedia than the inage
information. 35&.solhe appatatr usonfifpufeddaiton Ghverft uthehsignale npté sdigiized c ookgpd
signals representin ro ti.ona%0 i nformation, and wherein the encoded

. P
signal s rBRELEAR eRY digitsA APERAMOTPAYIK rat i on is stored on a separate

magnetic Storaggoﬁgf@swpaohﬁ el 8o rERER BRI RihgeaARfbrindorR il igitized
information. 49 3o. The apparatus of Claim32, wherein the storadge nedi a

conpri se atdié eaktrmueomnviairh ethehsougdeed igena@ato8 7andThe cappegsat s digitGedi R,
wherein th storagde nedi.a.conpri,se. g(% | east . one JBOD nodul e V\herﬁlﬁ% t he
i

JBOD modulPLoaBRAR AEe 4 figitzad audioaniqraiation, the SEWRERTOT Use afadapNe Placks  of

Caimil, yher&bdethssiil RhRgSmIShFRsSHREMSgS; Teans for using identifier
information to link different presel ected portions of image or audio

information tan dicknsereernfignesd totecehve the eompressed digitizeddmage ¢nfermmtingeand3g.
The_appargtus of Claim. ereinhe theater.stor vige further
conpr | Sesenontireret Brbiprd RS, Mo R bR, i SRRE L Aot e
stored pogdrhpesse@ididifiged iwage infoRdatedndind thefcomppdskaandighized audiodnfismdiai; a
desired datda transfer rate and to provide error protection redundancy.
an
a storage device configured to receive the encrypted compressed digitized image
information and the encrypted compressed digitized audio information from the
compressor, and distributively store the encrypted compressed digitized image information
as an image program onto a plurality of storage media and distributively store the

encrypted compressed digitized audio information as an audio program onto another

plurality of storage media.

46.  The apparatus of Claim 45, wherein the storage medium is at least one JBOD
. module, each JBOD module having at least one storage componeat, and wherein the
image and audio information is stored non-sequentially on the storage components of each

JBOD module.

47.  The apparatus of Claim 45, further comprising encoded signals representing
promotional information, and wherein the encoded signals representing promotional
information is stored on a separate storage component than the image information and the

audio information.

48. A method for encoding and storing signals representing image and audio

information onto a storage medium, the method comprising:



40. The apparatus of Claim1 further conprising at |east one local area :..
network interface, wherein at |east the source generator, the conpressor,
the encryptor and the storage device are interconnected by the at | east
one |l ocal area network interface. 41. The apparatus of C aim40, wherein
the network interface conprises an ethernet network. 42. The apparatus of
Claiml, wherein the inage information is provided in the form of imge
prograns, whera&inReitine thersigealpimog dmmizedrimagnandhandioimforofationt eanprassngide e
still frame or series of frapes shown as notjon pictures. of varyin

Tengt h.  ABRIiTHL iaEmARd gudigr InRraROT; ChenRURE b GRAIPTES i dieizsd g and

ar chi vi nga\&?ﬁ'@iﬁ(grg{ adg. of inmage and audio information. 44. The apparatus of
Claim1, erein tahe source generator further conprises a cue track,

wherei n the cuerippiagkhé snappted gomprkssedl digidizedimage apbaudip dnfoonatiaingd aa

pr ogram er«f. informati opn may be |inked. 50 45. An apparatus for the
encodi ng RIHESt OrRGROYY #%% gnal s representing i mage information and audio

i nformation ongiQu@ulldly dlorhy (R pStiBhrSRhERrfpted BEmPREMIALiHisized Il UNY: A
source generator configured to convert the signals into digitized I mge

i nf or mat | axtiamdordiationiontda pludility eithe stesageamedia conpr essor configured to
receive the digitized image information and digitized audio information
fromthe source generator and to conpress the digitized imge information
and the digiti 7RInauddQICHiRT MR HRsin tRECORPTENS 6 HRige bt Agdiarinfogaptiony grebl ock
si zed discrete cosine transform conpression techni que; an encryptor

conf i gur eehchstoretin amont-¢nntigaeysrraanner indepandentead epeh@fBeT nf or mati on and t he
conpressed digitized audio information fromthe conpressor and to encrypt
the conpressed digitized image information and the conpressed digitized
audi o i nf sg.mat TeNmead & Glaih aAge wiereir eai¢ bmparysing uses areadaptiee blek esiredy pt ed
conpressed digitized inmage information and the encrypted conpressed

di gi ti zeddisgratesopiRe FAREPTHROTPEHTIOHEEChMEWHr essor. and distributively store
the encrypted conpressed digitized image information

51.  The method of Claim 48, wherein said compressing the digitized audio information

occurs at a variable rate.

52.  The method of Claim 48, further comprising:
grouping the encrypted compressed digitized image information into at least one
image program;
grouping the encrypted compressed digitized audio information forms into at least
. one audio program; and -

linking one or more audio programs with at least one image program.
53, The method of Claim 48, wherein said converting uses a telecine device.

S4.  The method of Claim 48, wherein said converting uses a computer based

workstation.

55.  The method of Claim 48, further comprising generating a cryptographic key,
wherein the cryptographic key is stored on a key storage medium, and the cryptographic

key is necessary for decryption of the image and audio information.



as an image programonto a plurality of storage nedia and distributively
store the encrypted conpressed digitized audio information as an audio
program onto another plurality of storage nedia. 46. The apparatus of

Cl aim 45, wherein the storage nediumis _at |east one JBOD nodul e. each
JBOD nodul e having at | east one storagézconponent, and wherein the inmage
and audio information is stored non-sequentially on the storage conponents
of each SMBOD Timdubihod 47 Clalines Sapharcid the kef stGrapie metliym fincludvsa soenurardi ng
encoded signals representing pronotional information, and wherein the
encoded signals representing pronotional information is stored on a
separal & 5107 ahk %%ETBQ”@F“&P%%} il AHE (deejﬂfsﬁ)"ré@t meRuAN thehlds adblhetic

i nformation. 48. nmet hod tfor encoding and storing signals representing

i mage anddigludio information onto a storage nedium the method conpri sing:
51 converting the signals into digitized i mage and audi o i nformati on;
conpressing the digitized image and audi o i nformati on; encrypting the
conpr essesg di giid Bedol BREORANS, w%%f@‘ir?tﬂe%?ﬁﬁ&?ﬁ}b}ﬁ@keysffs faRithit@dt he encrypted
conpressed digitized 1mage and audio information into a plurality of
portions; and distributively storing the portions of the encrypted

conpressed digitized i an io informati.on.onta a .pluralit f.the
storage nedi a%lfg‘?’egﬁﬁé%ﬁgﬁﬁ%g%r‘%%g%ﬁ SAmpSTSIng Andicpting ?lgm&)lﬁ% eazgél ‘l’vfr.?rlac}ée and
audi o i nf@E ERitO8apie keQaGIbriafb®ds vali@ ah@Tof Attt Ahg B trgitogragiap ardent
of each o;her%{g%la%he 2ethod of C aim 48, mhereingsaid conpressi ng uses an
adapt i ve infarglatign sethly diegletueing tha dntelaak r ansf or m conpressi on techni que. 51.
The_net hod of C aim 48, wherein said conpressing the digitized audio
information occurs at a variable rate. 52. The nethod of C aim48, further

conpri si ngd. growPhighddhef Emimy PP, efirbonpsmpiaah dverwritingdthe rergeograpldc ey i on
into at | east one inmage program o .
from the key storage medium after the time interval expires.

61.  The method of Claim 48, further comprising generating at least one watermark,
wherein the watermark is perceptually unnoticeable during presentation of image or audio
information at a predefined normal rate of transfer, but is detectable when said image or

audio information is presented at a rate substantially different from said normal rate.

62.  The method of Clatm 61, wherein the watermark identifies presentation time and

location information associated with the image or audio information.

~

63.  The method of Claim 48, further comprising providing a network manager,
wherein the network manager sends and receives control information regarding said

generating. compressing, encrypting and storing.

64.  The method of Claim 48, further comprising establishing a link to send and receive

information.

65. The method of Claim 64, wherein the information comprises status and control

information.

A



groupi ng the encrypted conpressed digitized audio information forns into at,.
| east one audio program and |inking one or nore audi o prograns wth<at

| east one inage program 53. The nethod of C aim 48, wherein said
converting uses a tel ecine device. 54. The nethod of Claim48, wherein said
converting uses a computer based workstion. 55. The nethod of O ai m 48,
further conprising generating a cryptographic key, wherein the

crypt ogr ahi ¢ Keymeshostdr@ding 64 awhkeryinsthe irfganatiagi compridedupdaeesas Yipd ingagaphi ¢
key is necessary for decryption of the inmage and audi o i nformati on. 52 56.
The met hoHEWHs BAUHSEOLHEY ei n t he key storage medi umincludes a smart
card. 57. The nethod of C aim55, wherein the key storage nmedi umincl udes a
magneti c di sk. 58. The nmethod of C aim55, wherein the cryptographic key is
transm tt&H. 5%he Mhthodet Kbdmoid, @harein tie,lirkis & dedicatedrziéphbngdatatinkat i ng a
time interval over which the cryptographic key information is valid and
for assuring that the cryptographic key information is only used during
that integyal . 700meHle ofeldipea iyttt Meali if 4l «RBABEI Eulnipverw i ting
the cryptographic key fromthé key storage mnedi ter the tine interval
expires. 61 The met hod of Cl aim48, further corrprl 5| ng generating at | east
one water wherei n er.mar, k | erce un i ceabl e during
present at n o?h‘? Wﬁﬂf@d&f%ﬂﬂﬂi\l%t “i}ﬁf%ﬂ?&t dSaP gﬁ%gﬁ ﬁ@ﬁf normal rate of
transfer, but is detectable when said inmage or audio information is
presented at a rate substantially different fromsaid normal rate. 62. The
met hod of 7@ ai Themethatief Eilaink ¢e wheredn therinkiisemintémetdagedliwnt at i on time and
| ocation information associated with the image or audio information. 63.
The nethod of C aim 48, further conprising providing a network nanager,
wherei n tie neTHOmMKHIBRAG i mSEN) hhe Bl tHeaiiki iy & SvifeRist Gath linkf or mat i on
regardi ng said generating, conpressing, encrypting and storing. 64. The
met hod of Claim48, further conprising establishing a link to send and

recei ve ipf or mpfl 0004 of Claim 64, wherein said the link is a satellite based data link.

73.  The method of Claim 48, wherein the storage media comprises at least one optical

storage medium.

74. The method of Claim 73, wherein the storage media includes multiple optical
storage media, and wherein image and audio information are stored nonsequentially on the

multiple optical storage media.

-

75.  The method of Claim 73, wherein the audio information is stored on a separate

optical storage medium than the image information.

76.  The method of Claim 73, further comprising storing promotional information,
wherein the promotional information is stored on a separate optical storage medium than

the image information or the audio information.

77.  The method of Claim 73, wherein the storage media includes at least one DVD

disk.



65. The nethod of C aim 64, wherein the information conprises status and
control information. 53 66. The nethod of C aim 64, wherein the information
conprises updates to the imge signals and audio prograns. 67. The net hod
of Claim64, wherein the link is a dedicated tel ephone data |link. 68. The
nmet hod of Claim 64, wherein the link is* dialup tel ephone data link. 609.
The nmethod of Claim64, wherein the link is a packet type data |link. 70.
The met hods.of CThaimled, ofWiieined s, wikkeihithkstotaga nddit mehdes ftdsse ohé Mlsgnetiél.

The met hod of C aim 64, wherein the link is a wireless data link. 72. The
met hod of SEYagF Me#Mwherein said the link is a satellite based data |ink
73. The nethod of C aim 48, wherein the storage nedia conprises at | east
one optical storage nedium 74. The nethod of Claim 73, wherein the
storage ng9li a Thelmedesl oluCtaipl 28, oplicreialthe sfopagrgeedie dhdyudesndulipiy miagndtitage
and audio_informgtion are stored nonsequepntially on th nmul tiple optical

st orage nifarage megia. $Rd WhsteHHINAgE apf 0 2ntorRAGTEATR Stqﬁ%de %ﬁ}tﬁfzwﬁﬂ@f ftlicon i s

stored onpALRRPALRLSIC sﬂﬂ%&%diﬁ? orage nedi umthan the inmage information.
76. The nethod of "Claim further conprising storing pronotional

information, wherein the pronotional information is stored on a separate

optical storage nmediumt .t ijmage jnformation ar the audio

Pt or mat 1 B 2T FiRdb PO e HReaa b HUP O PRBOR 15 SR oA SPRREN udes
at |east gRgndd¥dorfdeSkediath théh thEh@ap®infitha@ibnCl ai m 48, wherein the storage
medi a i ncl udes at |east one magnetiC storage nedium 79. The nethod of

Claim78, wherein the storage nedia includes nmultiple magnetic storage

media. ang, wherein i e d. audi o i.nformation are stored.nonseguentially
on the “miluT piE: eiRE Bs 6T o8 fnalieoEomgistti, S0 fad BRRRI ORI Ao
wher ei n t feriidile prof@EiBBAl Bforinatish Gf etraNoR aSaparad thagnetic storage medium

3

than the image information and the audio information.

82. The method of Claim 78, wherein the storage media includes at least one

removable hard dnve.

83.  The method of Claim 78, wherein the storage media includes at least one JBOD

module, wherein the JBOD module comprises at least one storage component.

84.  The method of Claim 48, further comprising using identifier information to link
. different preselected portions of image or audio information to different ones of the

storage media during said storing.
85.  The method of Claim 48, further comprising providing paralle] striping
information such that stored image and audio information may be accessed at a desired

data transfer rate and to provide error protection redundancy.

86. The method of Claim 48, further comprising providing at least one local arca

network interface.

37. The method of Claim 86, wherein the network interface is an ethernet network.



magneti c storage nmediumthan the image information. 81. The nethod of, Caim-:
78, further conprising storing pronotional information, wherein the
pronotional information is stored on a separate nmagnetic storage medi um
than the image information and the audio information. 82. The met hod of
Claim 78, wherein the storage media i ncdudes at |east one renovable hard
drive. 83. The nethod of Claim 78, wherein the storage nedia includes at

| east one88BCOThep@tHod, of Weine# 8 wingeid BhinapdUhforaai is pesviddd inahs forﬁmf
storage conponent. 84. The nethod of O aim 48, further conpr.i sing usin

i dent i fi efMISEFRIPEFANSOWhESIN tha kmagy progragky arg i thel ferm o ejshara nele still iﬁ‘ﬁﬁ’ge or

Ctoring. oo, g e ol o Rl e e MO R ' O OVl i g paral 1

striping information such that stored image and audi o i nformati on nay be
accessed at a de5|red data transfer rate and to, provide error_protection
r edundancg 86 Ihamethagt ﬂgg i . Jpﬁhﬂscomm%st%wcwﬁ&ﬁh&%a&r ol Inpaasands

| east one,| cﬁ&ﬂﬁbﬁﬁfﬁm network interface. 87. The nethod of C ai m 86,
wherein tﬁe network interface is an ethernet network. 55 88. The net hod of
Cl ai m 48, mhereln the image information is provided in the formof inmage

pr ogr ans, are in the formaf either singl e
still fra %g'rf’g@é‘ %ﬁ?lpﬁﬂ@%ﬂ% WRTERSISHSLHENE § Y %QoﬁPn\Pzgﬁﬁrﬁ‘%
| engt h. 8%hm¥hﬁmﬁﬁ5ﬁﬁpm9¢bghﬁk&i48 further conprising archiving the
storage of inage and audio information. 90. The nethod of C aim 48,

further conprising cueing a specific portion of a program where
i nformation may be |inked.



