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There is presently a need to provide advanced solutions to the emerging eBusiness

paradigm. In the eBusiness paradigm, sources and formats of information/services are of
secondary importance compared to the need to leverage such information and services. The
goal of eBusiness is to provide solutions that will increase business value to organizations.

20  Increased business value is attained, for example, through leveraging existing IT investments
in technology and infrastructure, leveraging Business applif;ation investments, and
maintaining and expanding existing business opportunities with existing and new clients
through the intelligent utilization of business data generated by these relationships. -

The eBusiness paradigm presents a challenge where the boundaries between the

25  different components and technologies in a business environment have to be either eliminated
or made to work together. Furthermore, while trying to succeed in this challenge, IT and
business professionals also have to focus their resources on creating an opportunity to
implement ahd execute the strategy that is most suited for their pai'ticular business
organization.

30 Current business management systems are typically reactive in nature and utilize an
enterprise application integration (EAT) environment, which provides the ability to commonly
represent data and identify business events. However, with the increasing diversity of both
the business environment and the technology that drives it, IT and business professionals

need to feed business critical information to a common computing environment in order to
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20  that control identification of at least one business event. The method also includes executing

at least one knowledge/rule-based application implementing the business process policies.
The method further includes executing at least one predictive application implementing the
business process policies.

In accordance with a second aspect of the present application, a system is disclosed

25  foridentifying business events. The system includes a store of business process policies, and
aa business process manager operative to define and process the business process policies.
The system further includes an event manager. The event manager includes at least one rule-
' based application, at least one predictive appﬁcaﬁon and a store of business events. The
event manager is operative to employ the rule-based application and predictive application to
30 identify business events according to the stored business process policies.

In accordance with another aspect of the present application, an articles of
manufacture is also disclosed. The article of manufacture includes processing instructions for
identifying business events.

Certain illustrative aspects of the methods, systems, and computer readable media are
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Figure 3 is a flow chart that illustrate an example methodology for identifying
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business events and generating business notifications;
Figure 4 is a schematic block diagram of a portion of the example business event
20 processing env‘ironment of Figure 1 that propagates business event notifications to interested
components;
Figure 5 is a diagram illustrating the flow of event data between vatious components
of the example business event processing environment; and
Figure 6 is a schematic block diagram of a portion of the example business event
25  processing environment of Figure 1 that integrates three analytical paradigms to analyze

business events.

Detailed Description
Example methods, systems, and computer readable media are now described with

30 reference to the drawings, where like reference numerals are used to refer to like élements
throughout. In the following description, for purposes of explanation, numerous specific
details are set forth in order to facilitate thoroughly understanding the methods and systems.
It may be evident, however, that the methods and systems can be practiced without these

specific details. In other instances, well-known structures and devices are shown in block
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20 regarding identified business events and enables humans to provide feedback regarding
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business. events, including defining a store of business process policies 115 that direct the
manner in which business events are identified, propagated and analyzed.

In accordance with the present application, business process policies may be-defined
to employ reactive, proactive and predictive analytical frameworks to identify and respond to

25  business events. Generally, reactive business process policies rely on correlation of data to
identify and respond to business events. Proactive business process policies generally
identify and respond to business events using inferences, and predictive business process
policies typically invoive the occurrence of compound events in identifyihg and respdnding
to business events.

30 The business process policies within store 115 can be processed by both an event
manager 120 and a business process manager 125. The event manager 120 identifyies
business events in accordance with defined business process policies. In general terms, such
identification is accomplished based on a review of information from various data sources

140. In some cases, querries into the data sources 140 and the data received in response, may
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Conput er based application 220 and predictive application 230 reference the store of business process

policies 115 and certain data sources 140 to identify business events. Once identified, a

20  record of a business event, embodied as a business event object, for example, is added to the
store of business events 210.
The illustrated configuration of event manager 120 enables events to be identified in
many different ways. For example, events may be identified according to:
e Subscription to singular events;
25 e Singular events identified by event listeners; and
e Compound or intelligent events.
Rule-based application 220 may employ an informatiqn provider, such as the Advantage™
Integration Server (formerly knowﬁ as] asﬁ]ineii) information prox}ider offered by Computer
Associates International, Inc., to enable subscription to singular events. The events are
30 “thrown” or “published” by the information providers as objects in an object-based
computing architecture that represent the occurrence of an event. Typically, the information

contained within an event object will include particular data related to the occurrence. The
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previous, discrete events. Similarly, more abstract events such as “Company X in financial

O

trouble” is also an event type supported by this application that leverages the accumulation of
both discrete events and application of business policies regarding the definition of what
“financial trouble” represents to a particular business. Combining predictive technology with

25  rules-based technology creates intelligent knowledge-based applications that can then
become sources for intelligent business events.

An example of neural network technology that may be employed is described by
commonly assigned US. Pat'ént thbér 6,327,550 entitled “Method and Apparatus for
System State Monitoring Using Pattern Recognition and Neural Networks”, issued December

30  4,2001, which is incorporated herein in its entirety by reference.

Knowledge of the type of events that can be identified complement and increase the
power benefits of this solution. For example, information providers such as business
applications, ERP applications, or other typical participants in an EAl-like environment are

further complemented by the incorporation of other out-of-band information sources that
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as illust raltied at bl ock 325. Once the rul e-based application or predictive
appl i cat %R G88%t i fi es a business event; the event manager generates a
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20 320 to identify one or more business events employing an event-listener application.
The predictive application identifies one or more business event based on business
process policies employing a compound business event definition as illustrated at block 325.
Once the rule-based application or predictive application identifies & business event, the event

manager generates a record of the event, such as a business event object, as shown at block

25  330.
The example system and method illustrate certain aspects of the present application,
namely: '
L sting khoWledge—base& or rules-based applications that implement business
process policies.
30 2. Using predictive applications that implement business process policies.

3. Using a combination of rules-based and predictive applications.
These combinations of technologies provide a way to detect situations and patterns
using inference, correlation, and pattern prediction technology, as needed, to create new

business events that need analysis and management. The data that these methods operate on
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and predi cwovogmﬁ{iggications. These conbi nati ons of technolpgghﬁ /ﬂE'BVi de a
way to detect situations and patterns g using inference, correfation, and

pattern prediction technol ogy, as needed, to create new business events

that need anal ysis and managenment. The data that these nethods operate on
WO 03/ 005415 o FbtdSafpatistomartigenaent platforth, such asithe Adentage IntegrationSenver

platform, such. as the Advantage lntegratiaon.Server in ] agenent
pl at f or m@ﬂ%&lﬁ’&%ﬁ?ﬁ%ﬁ%?!} B Jﬁge &g%fﬂnt'%?fbe %Beﬁ?# Bﬁ%ﬁ@%@#&%cﬁ%@p@
execut i NgxEuutihg BEsindAOhbIEdi&S worldlo% dngitles; 106 tHeqTata cah bk dewaidhdedfetin Rfevant
downl oaded from rel evant usi ness I nformation sources including, for

exanpl e, bysipessinformationseurces inelpdiag, fovexample, globak computer nefworkspsich apaN, LAN,
bat ch o&ntg*%gg@zgpgﬁétww"li ,eoa?c{h?oﬁgﬂﬁ&iog)@ﬁkorﬂata sources that may be
| or u

relied upon entity etec siness events. For exanple, a user
coul d enpl oy Ghereafe aditibnal dath snurass thatimndy be rekied gpan tojdensif(asdetee) or mat i on

that may.,be_structur - c : G I ncl ude
weat her . PORGR YT IR o bl Bt Lo biBloy SURRARE of is e hnd RSy

pL ocgs S edmm%dtﬁfcﬁmaﬁwmgt nnﬁy" bgsﬂ;mﬂm&@dr—r#o&rsguetgﬂdp Examplgs ofsuch smmcek35, or

t he data can_be processe rou t ransf ormati gqn net hodql ogi es ¢apabl e of

pr obi ng F%Fﬁu%w?agﬁﬁé?ﬁﬁﬁn dCPP SPPEPes; Mé‘é&‘is  SOURERS, BT %qesqeﬁpg mati on
requegt s g ing ndiRk1-1k ick ehethy Hfta loih DOSIGEM, ha?'  or

T Ar eq'?heragﬂg%lé;qﬁna‘ggr tral?%utggﬁ?ﬁ%ggégﬁgnﬁ{?ﬁep%out ﬁeastern UsSe’gﬁgrﬁghAre any

of our dtansformsation msthodotogidsicapableofiprotiing for oyrequestingjpdditionsd infermation.i on,
event gengrati | S M\ tion

appr opr ARy es Bt HrklaEGE et ool Whal § oV GpREAbfEpkidfhre LWMAER) 7
provi ded Ruksla® @k 8Aterthers by major traffieraibrisralong|tis sonthessteru S’ aB8GAre Buysofivms s
Event Genegratjon 20_Referrjing now to Figure 4, there is illustrated a nore
det ai | ed Ffé?&j’%?qy%ﬂe Qrtetti’ﬁi““g(?y?ual i zation portion 110, event manager 120,
and hysi ness mfpfaﬁ?chiﬁﬁwféas%éveﬁﬁg%neﬁﬁéﬁéaeﬁcesiwciul@béageadogzropg@mﬂal ary data,

anong

formats, and commruni cati on protocols which enpl oye

b
conponentisfomnationappiepriataly, incwhatyenfoswatip Qe@ﬁn&?lpéar@ﬁﬂlatiwwﬂ bpurevided
i Il ust ratb?%a&m &t&oﬁ%ﬁ%ﬁnﬁ%ﬁoﬁﬁgﬁ\&\ﬁ%. generation and notification
y I'S

servi ces, “an exenpl ar event pu hing and subscription infrastructure,
as well as a Java-based servlet that provides

Business Event Generation

20 Referring now to Figure 4, there is illustrated a more detailed view of contextual
visualization portion 110, event manager 120, and business process manager 125. Further
illustrated are exemplary data, formats, and communication protocols which may be
employed among components within the business processing environment 100. Figure 4
illustrates the architecture of the event generation and notification services, an exemplary

25  event publishing and subscription infrastructure, as well as a Java-based servlet that provides
CLI and API interfaces. The event generation services can be invoked as a URL, a software
program library (using, for example, Java), a triggered or scheduled response to another event

| (using, fbr example, a CLI), or as a pre-defined rules-based and/or neural-based library or '
other predictive technology.

30 The architecture augments an integrated data analysis and management system by
providing an event services that employ a “publish and subscribe” information-sharing
paradigm. Under this paradigm, the system provides the ability for an integrated or
developed application, component, client, or any other form of software application using the

system services to register themselves as event sources. Similarly, any client application,



CLI and APl interfaces. The event generation services can be invoked as a
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20  provides a full operating circle where hierarchies of related events can be generated and

managed, as appropriate.

The propagation and generation of events is accomplished using a web-based
paradigm that supports different types of data formats representing the event. These types
include:

25 ¢ Objects representing the event created in an object-based computing architecture and
environment. Class, property, and object specification can be customized to suit a
particular purpose.

. | Text-based, formatted messages using pre-defined and definable XML schema to be
delivered to the event management services.

30 e Text- or object-based representing triggers for workflow engines involved in the
business process management. Triggers can assume any form including formatted
text messages, XML and objects.

¢ Any other form of data to suit the particular needs of the business process policy that



I nclude: 25 Objects representing the event created in an object based
conputing architecture and environnent. C ass, property, and object
specification can be custom zed to suit a particular purpose. Text-based,
formatted nessages using pre-defined and definable XM. schema to be

del i ver ed ‘P’Q“E”H‘%lﬁ/ent management seryjces. 30 Text- or Uoye2HiZeq
representing triggers for workfl ow eny nes involved in the business
process managenent. Triggers can assunme any formincluding formatted text
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dedicated queue containing all the events for which it subscribed.

20 Bvent subscribers can query the system for available event sources and can subscribe
" to any number of them. When subscribing to evéhts, the subscriber specifies information
such as the format in which they want to receive the event, the delivery method, whether
there is a need to create a dedicated queue, etc. For example, an application can subscribe to
weather events and request that the message be delivered as XML posted to the event

25  console. It could also request that the same notification take the form of a Java serialized
object delivered through an API callback. The available event formats and delivery methods
can be specified when configuring the system. The system supports plug-in
notification/delivery modules and thus provides a way to extend the default capabilities of the
system.

30 The event listener publisher is one of the data sources 140 delivered with the system.
The event listener publisher exposes, for example Advantage Integration Server events to the
common environment so that they can be delivered to any subscriber. The publisher can be
configured via GUI, CLI and API. Preferably, this configuration is always persistent. It can
also be configured to generate additional events on-demand by any application during



there is a need to create a dedi cated queue, etc. For exanple, an
application can subscribe to weather events and request that the nessage
be delivered as XML posted to the event 25 console. It could al so request
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request is sent ration serv using an message
format. Tévent genermatiomsereletuecaivessisr retpest andgenarates thh epprepriats eveatiwithisriee at es
the appropriate event within the comon environnment. 20 According to the
exampl e ATHPREPECPED® e interacti on between the various event

20 According to the example architecture, the interaction between the varioqs event

generation methods is through HTTP Get or Post requests. The event data is sent to the évent.
generation service in XML. The event generation service validates the event, generates the
event in XML format in the common environment and sends a response back in XML format.
The API’s and CLI’s interpret the result from the response XML. If using web access

25  methods, then the result is returned in XML. It is up to the program or page to determine if
the operation was successful or not. '

Event generation is handled by the event generation service. The service may be

implemented as a Java servlet, When a request'to generate an event is received, the event
generation service creates an event object and/or create a Unicenter TNG or other enterprise

30 management message.

Business Event Propagation
Once the event is generated in the common environment, the event is available to any

program or process, which subscribed to the event or the to the general class of events that



generation nmethods is through HTTP Get or Post requests. The event data is
sent to the event. generation service in XM.. The event generation service
val i dates the event, generates the event in XM. format in the conmon

envi ronment._and sends a response back in XML format. The API's and CLI's
interpret tHROVUSISt fromthe responsg, XM.. 1f using web BCTASQ/2U2T21pt hods,
then the result is returned in XiviL Tt is up to the programor page to
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These i nclleliveryTNG nessages, HTTP connection, Java interfaces, email,

wrel ?(gs etc. The systemis extensible by using Java interfaces that
describe the requirenments for an event delivery nodule. Any program

I npl enent BagndskBvénttAdalygise can provi de additional nethods of delivery. 10

Busi ness Event__Anal ysis The, present, | i.cati rovi des jnformation and
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| nformati gor}flponents, including event management services for generating multi-form messages into

central repositories of information.
A reactive paradigm represents a management approach where events are dealt with
20 as exceptions and upon occurrence. That is, the event is identified before an appropriate
business pfodess policy is applied.

A proactive paradigm represents an approach where an intelligent integrated or stand-
alone application (usually knowledge-based or rules-based applications) may consume and
process (cotrelate and/or infer) information to determine a course of action that may include

25  the generation of events or the enforcement of previously defined policies such as, for
example, a workflow, a notification or a record update.

A predictive paradigm represents an approach where an intelligent integrated or
stand-alone application may consume and process information (amalyzing patterns and
relationships) that may conclude in the generation of events or predictions regarding possible

30  events or situations that may arise. In a similar fashion, as the proactive paradigm, this event
generation may trigger the application of any business process intended to deal with the
business event.

In addition, the systems and methods according to the present application provide the

ability to extend pure EAI environments or pure event management environments into a
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20 . the illustrated proactive 620 and predictive 630 business process policies, additional

information may be requested in order to process a response.

In reactive management paradigm, an event acts as a trigger for some management
action that may need to be engaged. This management action can in turn be any type of finite
or infinite sequence of steps. Accordingly, upon receiving an event notification from event

25  delivery module 640, reactive business process policy 610 may respond, for example, by
sending an e-mail message, updating a database or triggering a workflow process.

In a proactive management paradigm, an intelligent entity such as, but not Hmith to,
a business process policy, is continually consuming informaﬁon and applying analysis ;
methods without depending on the occurrence of a trigger event. If and when necessary, a

30 proactive entity may engage the reactive or predictive paradigms to either trigger a sequence
of actions (reactive) or perhaps consult and leverage additional analysis capabilities
(predictive). Note that proactive entities may also be triggered and set off by the occurrence
of an event. Upon receiving a triggering event notification from event delivery module 640,

proactive business process policy 620 may respond, for example, by cotrelating data, drawing



process policy is operative to initiate a response process associated with
a-business event. Each of the different types of business process policies
610, 620 and 630 receive notification of a relevant event from event
delivery ng% 51 In some cases, such as with 20 the ptlp r%yz’i‘{ﬁd
proactive an predr ctive 630 busr RgsSsS process policies, addi tional

I nformati on nay be requested in order to process a response. In reactive
managenent paradigm an event acts as a trigger for sone managenent action
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information that triggers the management services.
Figure 6 illustrates that the three paradigms are engaged and integrated to collaborate.
A business event can reach the management layer represented by the paradigm integration in
25  different ways, as shown. For example, events can be derived from any data, event, services,
or information sources.
Once an event is delivered, it may tngger any collaboration sequence (or multiple
' independent sequences) as defined by certain business process embodied in the individual or °
aggregated paradigms. That is, business process policies may, simultaneously or
30  sequentially, trigger reactive, proactive, or predictive management process or any
combination, of any length, between the three.
For example, detection and prevention of bank transaction fraud could be
implemented as a collaboration of the three paradigms. An event representing a check

deposit may be detected and forwarded to the reactive layer. The reactive layer may then
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20  detailed description or the claims, such term is intended to be inclusive in a manner similar to

the term “comprising” as that term is interpreted when employed as a transitional word in a

claim.



What has been descri bed above includes several exanples. It is, of course,
not possible to describe every conceivabl e conbi nati on of conponents or
nmet hodol ogi es for 15 purposes of describing the systens, nethods, and
conput er rﬁgp ?J di a associated with business process @ﬁh' ta.
However, o @ 0gllﬁgienary skill in the;art may recognize t%a éq&)ué% er

conbi nations and pernutations are possible. Accordingly, this application
is intended to enbrace such alterations, nodificatigns, and variations
that fal | WhatiBchimdékisscope of the appended clains. Furthernore, to the
extent that the term"includes" is enployed in the 20 detail ed description
or the clainms, such termis intended to be inclusive in a manner simlar to

t he term { conpk gt forRleitifping basinesk Sventd| Cunitrisingdl When enpl oyed as a
transitional word in a claim WO 03/005165 PCT/ US02/ 21272 . 16 Wat is

claimed is: 1.definingasstofbysinpssarcessnoligiontnacoatel identificationofshleastions:

defi ning usi ness process policies that control identification of
at Ieaggt }gur‘?gl%gssa%ﬁtgi ness event; executing at |east one rul e-based

appl i cati on i rgxkeeutingtat legstione nilesbased spplicatmpamplemsoting-the busingseipeogessut i ng at

| east one predictive application inplenenting the business process
policies.P 165, 8o 1t hod of clai m 1, wherein defining the set of business

process poli Ciggcitinglatiéas onsgba&ﬁwdppucdﬁanaﬂplbmémmé busigesoptocksss  whi ch may
publ i sh the business event. 3. The nmethod of claim1, wherein defining the
set of buplisiss process policies includes 15 configuring an event |istener
to idﬁptify t he business event. 4. The nethod of claim1l, wherein the set

of business process policies includes defining conpound events which may
be procesaed bThetrhethad of claink 1, wherepy definingithesehpihiusinassipspresompplisies includes em f or

identifying business. nt.s L Lt g ILAESS process
poli ci es; SUBSHLE R 48 Pﬁ%aéxso\sflpﬁ%q’ﬂa;eéglﬂcgg%alygt%})@%%gb%g}e%@egﬁd process the
busi ness process policies; and an event manager including at |east one
rul e-based applicatjon, _at, |east on redictive 25 application.and a store
of businebs ev@ﬁ@?&?&ﬁ@m’“ﬁ’ﬂ? : Wi ?ﬁ’“ﬁﬁﬁssr‘ﬁ&éﬁcﬁéﬁ&s WP cati on
g”d. P{£di GnklGrifPal dvert listhet  iAGHER the Yudtiess HRAE events according to the
usi ness :
4, - The method of claim 1, wherein the set of business process policies includes defining

compound events which may be processed by the at least one predictive application.

20 3. A system for identifying business events, comprising:
a store of business process policies;
a business process manager operative to define and process the business process
policies; and
an event manager including at least one rule-based application, at least one predictive
25  application and a store of business events, the event manager employing the rule-based
application and predictive application to identify business events according to the business
process policies.: |
6. The system of claim 5, wherein the store of business process policies includes

30  reactive, proactive and predictive business process policies.

7. The system of claim 5, wherein the at least one rule-based application is operative to

process a subscription to an information provider which may publish a business event.



process policies.. 6. The systemof claim5, wherein the store of business
process policies includes 30 reactive, proactive and predictive business
process policies. 7. The systemof claimb5, wherein the at |east one

rul e-based application is operative to process a subscription to_an
i nf or mat i oﬁv‘gﬁ%‘?}’iskfér whi ch may publish,a business event. %5118@?’%‘%1765

PCTI US02/ 21272 17 8. The systemof cllaim5, wherein the at | east one

rul e-based application is operative to enploy an event |istener to
identify @ busTRE§steV6Tolaim 3, whéteinthSitdsasinechleibusdd applieation s dyeeative td east
one predictive application js operative to, 5 process conpound busi ness
event s t oemployan eyenh lisferer tridentily & business evemt-conput er - r eadabl e st or age medi um
encoded with processing instructions for identifying a business event,

i ncluding: conputer readable instructions for defining a set of business
process p9l i ci Ele dystam of thim Spwhereini thestiledst enstpresictive appliqation is qpaeatie &l ness

event; conputer readahle instructi.ons.fo W '| g at | east one rul e-based

appl i citi °°3Pﬁﬁqn8‘ﬁ‘§ﬁ‘t UG Ee %@ilgﬁg%ﬁﬁgﬁeﬁi pol'i ci es; and conputer

readabl e instructions for executing at |east one predictive application
15.11. A.systemfor .i dentifying

i npl enenting the busines rocess policies

busi ness é@enté,cO%Hﬁ‘f"F@a‘ﬁg? storagemediym epcqded With Brocesting IsEUHORREX "1 ocess

policies Edgﬂﬁ ButlnedsdQBit intwaipon of at |east one business event; neans

for executing”at | east one rul e-based application inplenenti gapé&&/busi ness
e

20 process pol cammer readdblainstructions fordefining agetoHf bpsinass Prcesspo
appl i gation | bl el Nge LiiGsCHR vigRSss efedcess policies.
computer readable instructions for executing at least one rule-based application
implementing the business process policies; and
computer readable instructions for executing at least one predictive application
implementing the business process policies.
15
11. A system for identifying business events, comprising:
means for defining a set of business process policies that control identification of at

least one business event;
means for executing at least one rule-based application implementing the business

20 process policies; and _
means for executing at least one predictive application implementing the business

process policies.



