METHOD OF AND SYSTEM FOR SECURELY PROCESSI NG A TRANSACTI ON BACKGROUND OF
THE I NVENTION THI S i nvention relates to a nethod of and system for securely
processi nyoaotwEs®act i on, particularly using a nobile cecFIR20%DIEIES

devi ce. A nunber of methods of processing transactions using nobile
communi cati ons device are known. However, none of these offer a secure
solution that is easy to use and effectlve It is an object of the
invention to provide an inproved net hdd and system of securely processing a
transacti on. SUMVARY OF THE | NVENTI ON According to a first aspect of the
invention there is a nethod of securely processing a transaction, the

met hod including: storing a plurality of encrypted financial transaction
instrunment identifiers in a nmenory wherein there is no decryption key for
these stored in the nenory and further wherein the enc ted financi al
transaction i nst METEQD p&e‘HﬂP ﬁY&TENhF@Re%EQp%%%Y)ER&C&ﬁ%RQMa mobi | e
communi cati ons device; receiVing RANSAEHIOR @ request to process a
transaction, the request including an identification of a nobile

conmmuni cations device; retrieving fromthe nmenory the encrypted financi al
transaction instrument identifier associated with the nobil e comunications
device identified in the request; transmtting the retrieved encrypted
financial transaction instrumnent

BACKGROUND OF THE INVENTION

THIS invention relates to a method of and system for securely processing a

transaction, particularly using a mobile communications device.

A number of methods of processing transactions using mobile
communications device are known. However, none of these offer a secure
solution that is easy to use and effective.

It is an object of the invention to provide an improved method and system

of securely processing a transaction.



identifier to the nobile conmunications device; receiving fromthe nobile
communi cations device transaction data and using the received transaction
data t o eWbeeoto/a3fopbnanci al transaction. The transacti onpdatiB2oogesssssed from
t he nobi |l e comruni cati ons device may include a decryption key to decrypt a
stored encrypted financial transaction instrunent identifier associated
with the nobile conmunications device. Alternatively or in addition, the
transaction data recei ved fromthe no® e comunications device includes a
financial transaction instrunent identifier to be used to effect the
financial transaction.Preferably the nethod includes the receiving of a PIN
fromthe nobile communi cations device to authorise a financial transaction.

The PI N may %g:m@gﬁwgplTquNqEﬁﬁéﬁrent communi cation channel to the
transacti on € nobil e conmuni cati ons device. The
transaction data received fromthe nobile comruni cati ons devi ce may incl ude

one or more Qfceolaig’ B Pafst Yispele Rt tfd HALARA tHakas hRktHodedttsetigsy a third
party to whom an anount is to be paid; and the anobunt to be pai'd to the

third party. PrefesHag ﬁd@nﬁ%ﬁﬁmf‘dh?ﬁ@th%jdﬁ?i\dﬁ“@@ usi ng the received transaction
data fromthe nobile conmunications device to create a transacti on data
packet to be transmtted to a financial systemthat uses the transaction
data packet to ef f&¥INgt AePlpiaidnel #nchpieds HeanckHh. ransaglien ERHHPRE. the

transaction data Raglifdrsii®aThdriérl Whaekih herd® A#&:ryption key for these
stored in the memory and further wherein the encrypted financial
transaction instrument identifiers are each associated with a mobile

communications device;

receiving at a server a request to process a transaction, the request
including an identification of a mobile communications device;

retrieving from the memory the encrypted financial transaction
instrument identifier associated with the mobile communications

device identified in the request;

transmitting the retrieved encrypted financial transaction instrument
identifier to the mobile communications device;

receiving from the mobile communications device transaction data
and using the received ftransaction data to effect a financial
transaction.

The transaction data received from the mobile communications device may
include a decryption key to decrypt a stored encrypted financial transaction
instrument identifier associated with the mobile communications device.

Alternatively or in addition, the transaction data received from the mobile
communications device includes a financial transaction instrument identifier

to be used to effect the financial transaction.



format as a card present data packet so that the financial system can treat
the financial transaction as a card present transaction. According to a
second aswecbioaf’3tdhe i nvention there is a system for se®araB3opnEH8EsSSi ng a
transaction, the systemincluding: a menory storing a plurality of
encrypted financial transaction instrunent identifiers wherein there is no
decryption key for these stored in the nenory and further wherein the
encrypted financial transaction i nstridtent identifiers are each associ at ed
with a nobile comuni cations device;-Aa comruni cations nodule to receive a
request to process a transaction, the request including an identification
of a nobil e dcUaiRAN e Bghadeiprivdes dhe eaeiving Agandbufrent herdpbileeve from t he

menory the engmmifhtibhd@ideab aliiRNSAS ihaftid iahsdbiBht i dentifier associated
with the nobile comruni cations device identified in the request and to pass

this to the comunications nodule for transmtting to the nobile

communi cat i ongedeiN GRiy BN fecRivdaivia HOAiTBlcht BEmARAERoN BhaPRTT kAt i On Wi th
t he conmuni cations nmodul e to receive fromthe nobil e conmuni cations device
transaction dengaclien dekn rgseivethiEom &eamolile ¢aniRYeaticBhdeMe® to effect a
financial transaction. The communi cati ons nodul e may further receive

transaction data fromthe nobi|le comruni cations device, whjch transaction
dat a i ncl udesthg transaction data received from the mobile communications device may

include one or more of:

third party identification data that identifies a third party to whom an

amount is to be paid; and
the amount to bevpaid to the third party.

The method may further comprise using the received transaction data from -
the mobile communications device to create a transaction data packet to be
transmitted to a financial system that uses the transaction data packet to

effect the financial transaction.

In one example, the transaction data packet is structured in the same
format as a card present data packet so that the financial system can treat
the financial transaction as a card present transaction.

According to a second aspect of the invention there is a system for securely

processing a transaction, the system including:

a memory storing a plurality of encrypted financial transaction
instrument identifiers wherein there is no decryption key for these
stored in the memory and further wherein the encrypted financial
fransaction instrument identifiers are each associated with a mobile

communications device;



decryption key to decrypt a stored encrypted financial transaction
instrunment identifier associated with the nobile comuni cati ons devi ce.

Al t er nat iwel2g100073i9a addi ti on, the communi cati ons nodul e PECINBIO9/0358%%€i ves
transaction data fromthe nobile comruni cati ons device, which transaction
data includes a financial transaction instrunent identifier to be used to
effect the financial transaction. Preferably, the conmunications nodul e
further receives a PIN fromthe nobil# conmuni cations device to authorise a
financial transaction. The comuni cati ons nodule may receive the PIN via a
di fferent communi cation channel to the transaction data received fromthe
nobi | e communi cat ifogemawipiceions) mashle & JApRE & HeAYeshriSakioress dat a recei ved

fromthe nobile compuRiteat NSe4lRY GRuIddie] YRCRIcAMRaB6n BT & Mbbilhi rd party
identification data that identifies a third party to whom an anount is to

be paid; and the &apumnicagonsedgyiied to the third party. The data formatting
nodul e may further use the received transaction data fromthe nobile
conmuni cations device to create a transaction data packet to be transmtted
to a financial sy &Hiewnrg meskle i ettiewen ot then memoY fhe IEPERdef f ect t he

financial tr ansathﬁwQﬁ‘cial'?Fa@nE%ti@H|ir%étruHéﬂt @ghﬁ@ Q&SR @it BbiRt I uct ur es

the transaction data packet in the sane format as a card present data
packet so that th&ommidicatians dgusedaenttigdin &g reaHest@nddnersd s Bnsaction as

a card present traRsagdhinications module for transmiting to the mobile

communications device; and

a data formatting module in communication with the
communications module to receive from the mobile communications
device transaction data and to use the received transaction data to

effect a financial transaction.

The communications module may further receive transaction data from the
mobile communications device, which transaction data includes a
decryption key to decrypt a stored encrypted financial transaction

instrument identifier associated with the mobile communications device.

Alternatively or in addition, the communications module further receives
transaction data from the mobile communications device, which transaction
data includes a financial transaction instrument identifier to be used to

effect the financial transaction.

Preferably, the communications module further receives a PIN from the

mobile communications device to authorise a financial transaction.

The communications module may receive the PIN via a different
communication channel to the transaction data received from the mobile

communications device.

In one example, the transaction data received from the mobile

communications device includes one or more of;



According to a third aspect of the invention there is a nethod of securely
processing a transaction, the nethod including: storing on a nobile

comuni cawpanr/demwbce a key to decrypt an encrypted fi naaTitB2009/03838%act i on
instrunment identifier; receiving at the nobile conmunications device an
encrypted financial transaction instrunment identifier; decrypting the
encrypted financial transaction instrunent identifier; displaying to a user
of the nobile comunications device tt%e financial transaction instrunment
identifier together with information relating to a financial transaction;
pronpting the user to enter an authentication PIN, encrypting the

aut hentication PIN and transmtting this over a conmunications network to a

server thereby to phipSbatCHehtHBatl dRE tHoP idRhBRRSSthirl Saft) RAHAbAlant r @ansacti on
identified to the u'seEr).rw'CI"h% E‘e?/ to decry||ot t he encrrs/)gt&éd T nana(?i al

transaction instr @mnntisdeheppideandray be the sanme key that is stored in a
menory on the nobile comuni cations device and used by the nobile
communi cati ons device to authenticate conmmuni cations over a nobile
comuni cat i ons nettiparountio ha@ridite e thiképaihanci al transaction i nstrunent
identifier and authentication PIN may be transmtted over different

communi cations networks to the server. According to a second aspect of the
i nventi on t helhe dada preatingmgdsie Bay furdiey use dreeseivgd fapsagisadetaon, the

ZYEteem i ncl UGiRYineanEBBROMMAERENS i@ e Ae FRRINSSHBA MR PLRES ONs devi ce
Y to be transmitted to a financial system that uses the transaction data packet

{o effect the financial transaction.

Preferably, the data formatting module structures the transaction data
packet in the same format as a card present data packet so that the
financial system can treat the financial transaction as a card present

transaction.

According to a third aspect of the invention there is a method of securely

processing a transaction, the method including:

storing on a mobile communications device a key to decrypt an
encrypted financial transaction instrument identifier;

receiving at the mobile communications device an encrypted

financial transaction instrument identifier;

decrypting the encrypted financial transaction instrument identifier;
displaying to a user of the mobile communications device the
financial transaction instrument identifier together with information

relating to a financial transaction;

prompting the user to enter an authentication PIN;



to decrypt an encrypted financial transaction instrunent identifier; a
receiving nodule to receive at the nobile comuni cati ons device an

encrypt edwOi2oemoB®b transaction instrunent identifier; &CiaBroppdisass nodul e
to decrypt the encrypted financial transaction instrunment identifier; a
display to display to a user of the nobile comuni cations device the
financial transaction instrunment identifier together with information
relating to a financi al transaction; ® data i nput nodul e to receive from
the user an authentication PIN, andan encryption nodule to transmt the PIN
over a comuni cations network to a server thereby to instruct the server to
process the finanéhalyptingailRa@uthenticaliont PN @mdt tanseitting ethis BRPIER DESCRI PTI ON

OF THE DRAW NGS Fi ] i i r:an in
cHMh nkaﬁ&%vn\ﬁeé\goﬁqg t‘% %Heg H%E&% 18 P]rﬂs‘%ctathéb ?éértv@mé)

accordance with an exan})I e odi nent; Fi gur shows a bl ock di agram of
the server of Fi gwrecess ihe fipeaeigldrangagtigniidentifieflifodhgussions a f1 ow di agr am of
a nethod in accordance with an exanpl e enbodi nent; Figure 4 shows a flow

di agram of an exanple nmethod of use for the present invention; and Figure 5

shows a bl ocKhgikeyriaseeyrhitesnenpiesd hanepl ransastipminsEupem fdendies ce.

may be the same key that is stored in a memory on the mobile
communications device and used by the mobile communications device to

authenticate communications over a mobile communications network.

In addition, the financial transaction instrument identifier and authentication
PIN may be transmitted over different communications networks to the

server.

According to a second aspect of the invention there is a system for securely

processing a transaction, the system includihg:

a memory having stored on a mobile communications device a key

to decrypt an encrypted financial transaction instrument identifier;

a receiving module to receive at the mobile communications device

an encrypted financial transaction instrument identifier;

a decrypting module to decrypt the encrypted financial transaction

instrument identifier;

a display to display to a user of the mobile communications device
the financial transaction instrument identifier together with
information relating to a financial transaction;

a data input module to receive from the user an authentication PIN;

and



DESCRI PTI ON OF PREFERRED EMBODI MENTS In the foll owi ng description, for

pur poses of explanation, nunmerous specific details are set forth in order
to provi deoaotdosagh under st andi ng of an enbodi nent of PChABMO8TAES

di sclosure. It will be evident, however, to one skilled in the art that the
present disclosure may be practiced w thout these specific details.
Referring to the acconpanying Figures where a system and nethod in
accordance with the invention are des?ribed, the system 10 incl udes a
menory 12 in which a plurality of encrypted financial transaction
instrument identifiers are stored.What is inportant and what - will be
expanded upon in morencigtian Imddulesto frgnsnhibithet RN evdrsa gemaweicpperison key for

t hese stored encr f.l NARC] i i j WfJiers in the
menory 12 or in tﬁg{vgéi%&é%a?gerg@s@%egbp Stﬁﬁét%lt Ewn%%ﬁgpﬁgiogﬁge% ’t“'{?er t he
menory 12 nor t he fingseditansartionidestifiet4toithe udslre t o decrypt these to extract
the financial transaction instrunent identifiers stored therein. In

addi tion, each encrypted financial transaction instrunment identifier is

uni quel y ass@RIEFDESGRIRTIONS) BIRAVWMGSt | ons device 16 of a user 18.
For convenience, only a single nobile conmunications devices 16 and user 18
are illustrated in Figure 1, however in practice, there will be a plurality
of mobil e corfigwieckt i osROWRAiscbeMal® diagrBmueh ) 6xatgM 43 gerdrdansg Wikht h a

plurality of users 18. a%’iar%letem‘?oda%@rﬁ“ ves of the present invention is to
all ow the user 18 to ’

Figure 2 shows a block diagram of the server of Figure 1 in greater
detail;
Figure 3 shows a flow diagram of a method in accordance with an

example embodiment;

Figure 4 shows a flow diagram of an example method of use fcr the

present invention; and

Figure 5 shows a block diagram of an exemplary‘ mobile

communications device.

DESCRIPTION OF PREFERRED EMBODIMENTS

In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough uhderstanding of an
embodiment of the present disclosure. It will be evident, however, to one
skilled in the art that the present disclosure may be practiced without these

specific details.

Referring to the accompanying Figures where a system and method in
accordance with the invention are described, the system 10 includes a
memory 12 in which a plurality of encrypted financial transaction instrument
identifiers are stored.



utilise the nobile comruni cations device 16 for a financial transaction in
a secure manner. In the nethodol ogy described bel ow the financi al
transactiwo2eidd73te il lustrated as a paynent for goods ®cT4Bro)/0%E83HbuUt it
wi |l be appreciated that this is for exenplary purposes only and ot her
types of financial transactions could equally be inplenmented using the
system and net hodol ogy descri bed herein. In addition, the financial
transaction instrument could be a credit or debit card, for exanple. In
order to obtain the financial transaction instrunent identifiers and
associate themw th nobile comuni cations devices, the user 18 will be
required to register in order to use the systemPrior to registering, the

user nust ha;(@aa% |§/gr‘rérc%tani Qg@ﬁ\}a?ewllr@?%\atnggg k}gﬁqr{ WQB aﬁq’é}%rl |er such as

a debit or c ass or cr edl card account, for
exanpl e. Al t himaigtheténds use detryatiai rkgy efodetbese (ﬁtored eghiarypded dingegialuser will be

described bel g bR BARhRN identheld AhE ldhndyCRTBRHRIE Adbbidl Ity of

cards per user n accesses via a conmuni cation
channel to ceedect4the registration process. The server 14 illustrated in
nore detail in block diagramof Figure 2 includes a comuni cations nodul e
24 for purposes of this and other communi cations that the server carries
out as will Udhisdesans thaitheitbérahe imemnsy 82 det the lassiinied sgemveimidciamblen channel

used for {he (G ENBE FREL 9 EAGARS HBHLE PemehbonSASRUAGITHSfRBK! on channel

20 used to pro ransactions or
stored therein.

In addition, each encrypted financial transaction instrument identifier is

uniquely associated with a mobile communications device 16 of a user 18.

For convenience, only a single mobile communications devices 16 and user
18 are illustrated in Figure 1, however in practice, there will be a plurality of
mobile communications devices 16 each uniquely associated with a

plurality of users 18.

One of the objectives of the present invention is to allow the user 18 to
utilise the mobile communications device 16 for a financial transaction in a
secure manner. - In the methodology described below the financial
transaction will be illustrated as a payment for goods or services but it will
be appreciated that this is for exemplary purposes only and other types of
financial transactions could equally be implemented using the system and
methodology described herein.

In addition, the financial transaction instrument could be a credit or debit

card, for example.

In order to obtain the financial transaction instrument identifiers and
associate them with mobile communications devices, the user 18 will be

required to register in order to use the system.



be anot her communi cations channel. In the illustrated enbodi nent, the
communi cati on channel 20 includes a nobile comunications network. Were

t he user weeasitgiop nobil e comuni cati ons devi ce 16 andPCoMBo0d/0H8I0ONS
channel 20, a nunber of protocols are available including dialling into an
interactive voice response (I VR) server, engaging in an Unstructured

Suppl enmentary Service Data (USSD) processes, using a Wreless Application
(WAP) or Wreless Internet Gateway (WPG protocol to access the server 14,
to name but a few exanples. Obviously, the user could use a different
comuni cati ons network and protocol to conplete the registration process as
ment i oned ab&Vier tbnregisierisgetite ushie reust vieavela wlidafieansial tewmseetionassoci at ed

W th the seryeg, Han E%tgfre}ggl!ldﬁ% {@éﬁ*v@rc?ed?t%résggs%@@fe% vith At he user to

access the ser VQI‘ an ete the registration process. For pur poses of
i | | ustrati on cradiecaregiceounit fooexpnpleesAlthgugh the uge st rd piedledebitrydl ement ed by

the server Ltseqh\Gyd el fser fill B Byl MR1dyEUhe [ AbIOR disfligRltoand detects

the identity o e communl cati ons vice such as the Mbile Station
| nt er nat i onalac@uhwodatserpluility of eargs peiser. (MBI SDN) of the device, for
exanpl e. Wiere the user is not using the nobile conmunications device to
register they will be pronpted to enter the identity of the nobile

comuni cat i ofi$iedessr deerl 8ccepres der veverL44 Wi adearesuritationt (annelel®tity of t he

mobi | e communi,catd qRSegRifhtioh drécegdl 1 d by checking the identity with the
mobi | e communicati ons

The server 14 illustrated in more detail in block diagram of Figure 2
includes a communications module 24 for purposes of this and other
communications that the server carries out as will be described below in

more detail.

The communication channel used for the communication process could be
the same communication channel 20 used to process transactions or could

be another communications channel.

In the illustrated embodiment, the communication channel 20 includes a

mobile communications network.

Where the user uses their mobile communications device 16 and
communications channel 20, a number of protocols are available including
dialling into an interactive voice response (IVR) server, engaging in an
Unstructured Supplementary Service Data (USSD) processes, using a
Wireless Application (WAP) or Wireless Internet Gateway (WIG) protocol to

access the server 14, to name but a few examples.

Obviously, the user could use a different communications network and

protocol to complete the registration process as mentioned above.

In any event, the server 14 or another server associated with the server 14
will include hardware and software to allow the user to access the server

and complete the registration process.



network 20. The user 18 is now pronpted to enter personal identification
details such as their identity nunber. In addition, the user is pronpted to
enter fimnaoeoalo78wansacti on instrunent details. |In the PpCraBroogbzsd3s

enbodi ment of a credit card or a debit card, the user enters one or nore of
the card type, the card nunber, the expiry date of the card, and an account
associated with the card Wiere an account nunber is obtained fromthe user,
the account may al so be checked for al®ositive bal ance of avail able funds
by the server 14. Once the information is received at the server 14, the
information is securely transmtted back to the user for confirmation on
their nobile comruni cations device 16 via the comruni cati ons network 20.

The user confirns that the i rom|t L on.j t - dditional ly
pronpted fro o t?élmosﬁ%bcltfF@S{é%kﬁu%cg%%gﬁgmﬁgﬁ%gé T@p?% d%%{}gore 8oa?lse or nor eof
a PI N nunber impownéday) the sbrveh®t.card and a check val ue di splayed on the
card know as the Cv2, CWor CVC value. Al of the financial transaction

i nstrunment information described above is then encrypted by the nobile

conmmuni cat i orihedservar el 4l@ceivesatheniegistation requést apd rdetavisctiei idergitnet work 20 to
the server 1 Lk I SOGkLAL &y r sonal
i nformation gﬁ%%ﬁ% ?‘é’%g‘g%ﬁhga@fg%ss}ﬁgiéf@% @ébl%Agtg : %Hs@%rh%f?ngﬁove, t he
decrypti on keSubssrihenDiretioryedumbert(MSI$RNDofithd devige, for exappiet her nmenory
associated with the server 14. Rather, the decryption key is stored only on
a nenory of the nobile conmunications device 16

Where the user is not using the mobile communications device to register

they will be prompted to enter the identity of the mobile communications

device 16.

The server 14 validates that the identity of the mobile communications
device is valid by checking the identity with the mobile communications
network 20.

The user 18 is now prompted to enter personal identification details such as

their identity number.

In addition, the user is prompted to enter financial transaction instrument
details. In the illustrated embodiment of a credit bard or a debit card, the
user enters one or more of the card type, the card number, the expiry date
of the card, and an account associated with the card

Where an account number is obtained from the user, the account may also
be checked for a positive balance of available funds by the server 14.

Once the information is received at the server 14, the information is
securely transmitted back to the user for confirmation on their mobile

communications device 16 via the communications network 20.

The user confirms that the information is correct and then is additionally

prompted from their mobile communications device 16 to enter one or more



wi th which the financial transaction instrunment is associated. Typically,
the menory is |located in the SIM of the nobile comunications device 16. In
one exanpwe 2embosiorent this decryption key is the very amaBz®9/03s83keys
that are loaded to the SIMcard at the point of manufacture in a secure
environment to allow the SIMcard to communi cate securely over the

communi cations network. The primary function of the keys is to prevent the
illegal use of the nobile network infthstructure and the present invention
pi ggy- backs on these keys. It will be appreciated that keys | oaded after

t he manufacture process can be nore easily conprom sed. Thus a secure data
structure or obbdN rissnbar @asadhtédatth ittee card qndlaycheck eabielispldygdtdne SI M of t he

nobi | e conmuni cati,ons devi c i n stored in the nobile
comuni cat i oﬁ'%e E%Si%egwfé¥hel'§Y%’6%\z\Zé?%§8§&a¥ebl ock containing the encrypted
financial transaction instrunment identifier is stored on the server 14

which is not gbl , - bl i, S N ess to the
decryption k é@ O%R% ceh n% ﬁ@gﬁiaeésg?té&r @éﬁ‘é’ﬁ%’}té hfo gtionafr?éescgg%{i a? g\%c %n duct
financi al trdmsaendrgried lnyithg ndtele rconwhirietionsaayice 46i tassnitied v@ 16 as t he

mechant sm o, &O0AMEh iR MRAR BBAS HOrldh A FAATR! 1RShaon! he

fi nanci al tratrrlnes I on escri be he purchasing of a“product or
servi ce wher €2t éssoniatsd ettt dmepeisosal i iolsnateni awl K@bile comennigetiehst o pay for

t he product Odrevﬁgﬁéi ce. However, it will be appreciated that the financi al
transaction cou e any other kind of financial transaction and is not
limted to a paynent transaction. For purposes of illustration, the paynent

is made to a ,L{S}Hersgri@e%ré%vg,zthé Iaél':ryp’ticm key is not stored in the memory 12 or in

any other memory associated with the server 14. Rather, the decryption
key is stored only on a memory of the mobile communications device 16
with which the financial transaction instrument is associated. Typically, the

memory is located in the SIM of the mobile communications device 16.

In one example embodiment this decryption key is the very same as the
keys that are loaded to the SIM card at the point of manufacture in a secure
environment to allow the SIM card to communicate securely over the
communications network. The primary function of the keys is to prevent the
illegal use of the mobile network infrastrubture and the present invention
piggy-backs on these keys. It will be appreciated that keys loaded after the

manufacture process can be more easily compromised.

Thus a secure data structure or block is created that is uniquely accessible
by the SIM of the mobile communications device 16 but is not stored in the
mobile communications device 16. This secure data block containing the
encrypted financial transaction instrument identifier is stored on the server
14 which is not able to access the block as it does not have access to the

decryption key.

Once the user is registered they are able to conduct financial transactions
using their mobile communications device 16 as the mechanism for

conducting the transaction.



has an account of one kind or another with a financial institution. The
third party 22 may or may not be connected on the communi cati ons network
20. I n arwoeomnt73199he user initiates the financial transattiBmoIbissssendi ng a
transaction request nmessage to server 14. The nessage could be sent using

t he nobi |l e comruni cati ons device 16 and the comruni cati ons network 20 or

t he nmessage could be sent to the server 14 using another conmunications
channel . An enbodi ment of this initiaf4on is shown in the first part of the
process in Figure 4. |f another comrunications channel is used the
identification of the nobile conmmunications device 16 will need to be sent
through wit hln Hee exseroplsthelow, thhdinapsishijansastiarewill be ciestrthedrasbihiee

communt cat| og dekhe corld S8R ke ndranIoRbbe SORHRISGOns devi ce

16 wll typi racte romthe nessage.
nor mal | y doneleidige détsiben nged tvepaber ihe pBycuct arrseryitasr Hawe\cﬂnat wiliescri ber

Di rect ory Nuieckly RN 1 nidieiof e ruoh ko i UPLAy difl2Rpgeyent, Lhe

request is re e server I'S request acts as e trigger to
set off the fﬂnamltramsaqﬂan@adtamllmﬂ@tmpayment@sm@wto atrigger, a
retrieving nodule 26 of the server 14 retrieves fromthe nenory 12 the
encrypted financial transaction instrunent identifier associated with the
nobi | e conmmuriios auimeass ¢éliusteatios, theopaywieint is made ite gubid pady 22dbeli ved or

identified i C'PwraUéﬁ g@@ﬁ{t‘é?gné FiﬂH%?tanHﬁér”\Hntﬁ DEnGRETHREALA OBl € 24, the

retri eved en nanci al transaction I nstrunent |dent| ier is
transmtted tp@rtv Reé mayeartdy rad bawbinestasamthaiceamupivatiensietwork@Ovi a t he
conmuni cati ons network 20.

In any event, the user initiates the financial transaction by sending a
transaction request message to server 14. The message could be sent
using the mobile communications device 16 and the communications
network 20 or the message could be sent to the server 14 using another
communications channel. An embodiment of this initiation is shown in the

first part of the process in Figure 4.

If another communications channel is used thé identification of the mobile
communications device 16 will need to be sent through with the request. If
the message is sent from the mobile communications device 16 the identity
of the mobile communications device 16 will typically .be able té be
extracted from the message. This is normally done by detecting the
Mobile Station International Subscriber Directory Number (MSISDN) of the

device, for example.

In any event, the request is received at the server 14. This request acts as
the trigger to set off the financial transaction process.

In response to a trigger, a retrieving module 26 of the server 14 retrieves
from the memory 12 the encrypted financial transaction instrument identifier
associated with the mobile communications device 16 from which the

request was received or identified in the received request.



As descri bed above, the nobile comunications device 16 has stored thereon
the key to decrypt the encrypted financial transaction instrunent
identifievonrengi7s®d fromthe server 14. In one exanpl e ecihoB2oownisg3sat | east
sonme of the financial transaction instrument information is displayed to
the user on the nobile comuni cations device 16 for the user to confirm
that the correct financial transaction instrunment is to be used. This is
typically displayed to the user togeth&r with sone information pertaining
to the particular financial transaction so that the user can additionally
confirmthat this financial transaction instrunment should be used for this
financi al tr assactheonommueicater maiuiehéh, Hek edrieved eenasypteddinanddiN t o

aut henti cate,t . Lon,: i PLN i s.fra 11t J : t he server
14 as will béra %%Ctgé'?gégp%#é%v&d%‘f%r'gt ents g}'tfe.d ﬁgﬁ %I'ﬁ&é‘ﬁ%ﬁﬁp %@re el enent s
necessary t o cefmfrectcatitres davinesi@otia the camenurivatiomnedtybdr29d in a way that only
the server 14 can access and then sent over the communi cation network 20 to
server 14. Sonme of the information obtained fromthe decrypted financi al
transacti on iAssdescribed abdemt thei mebiles coombiinatibnsndevisiei 1@ hasnstaiedcat i ons

device 16 w t t gﬂyﬁlg i i r LON ICh one or nore
of third par Etlji;er%]-gﬁ-% ?l'c%)tlaon g‘[’%%ﬁﬁ'l%(p{e?o@k‘f"% %%Hygeﬁﬂ F‘g{r%‘gr&tﬁy to whom an
anount is t o identifierirdceived frane thenssover 180 be paid to the third party.
Al ternatively, the other information including details of the third party
and '

In one example embodiment, at least some of the financial transaction

instrument information is displayed to the user on the mobile
communications device 16 for the user to confirm that the correct financial

transaction instrument is to be used.

This is typically displayed to the user together with some information
pertaining to the particular financial transaction so that the user can
additionally confirm that this financial transaction instrument should be used

for this financial transaction.

The user is then asked to enter their PIN to authenticate the transaction,
which PIN is transmitted back to the server 14 as will be described below in
more detail.

The PIN and other elements necessary to effect the transaction are then
enciphered in a way that o'nly the server 14 can access and then sent over
the communication network 20 to server 14.

Some of the information obtained from the decrypted financial transaction
instrument identifier is combined in mobile communications device 16 with
the other transaction information which includes one or more of third party
identification data that identifies a third party to whom an amount is to be
paid and the amount to be paid to the third party. '

Alternatively, the other information including details of the third party and
amount to be paid could be transmitted to the server 14 separately



anount to be paid could be transmtted to the server 14 separatel yal t hough
this would | essen the I evel of security to the transaction as separating

t he i nf orwatzomm78199m t he aut henti cati on nmonment al |l ows f ®@CTiUBZ0YBISBION
splicing and thus transaction mani pul ati on. The nobil e comruni cati ons
device 16 thus builds up an encrypted transaction data packet and sends
this to the server 14. The encrypted transaction data packet is not a

conpl ete financial transaction but onf4 includes conponents thereof and so
the server 14 further constructs the transaction and sends it through to
the bank for authentication. An exanple of what the data packet may include
i s as foll owsithdtighs thigl atoaldSétss&e rtble rieveViif SiduiRg ciopitentraldBicA®N asr eci pi ent ' s

identity in this egxanple). Transagtion Ampunt.. S 0 data Set
Sender s’ Msl SBRPFEY %Y Nncﬁ\%'llnnn}eth éé)?ét}gplgﬁéénsg%%%%{tng%%\%? e data
transmtted Waokadtionsplidrg ammlithietraieacits manipuatidne encr ypt ed data packet is
sent to the server 14 via one conmuni cation channel whilst the user entered

PINis sent to the server 14
The mobile communications device 16 thus builds up an encrypted

transaction data packet and sends this to the server 14.

The encrypted transaction data packet is not a complete financial
transaction but only includes components thereof and so the server 14
further constructs the transaction and sends it through to the bank for
authentication. An example of what the data packet may include is as

follows:

First data Set

Senders MSISDN ‘
Recipient MSIADN (recipient’s identity in this example)
Transaction Amount

MSISDN Keys

Second data Set
Senders MSISDN
MSISDN Keys
PIN

Cw

In the example embodiment, the data transmitted back from the mobile
device is in the encrypted data packet is sent to the server 14 via one
communication channel whilst the user entered PIN is sent o the server 14
via another communications channel which is why the example above has

two data sets.

It will be appreciated that this adds security to the transaction as the
encrypted data packet cannot be used without the PIN and the PIN is
useless with the encrypted data packet.



vi a anot her communi cati ons channel which is why the exanpl e above has two
data sets. It will be appreciated that this adds security to the
transact iwo 2an/a7B®9encr ypt ed data packet cannot be usedPairttaznee/0is8s Pl N and
the PIN is useless with the encrypted data packet. The two different
channel s could both be secure channels or one or nore of the channels could
be an unsecure channel. In an illustrated enbodi nent the encrypted data
packet was sent over a USSD channel which is an exanple of a relatively
unsecure channel whilst the PIN was sent over a WG channel which is a
relatively secure channel. This is because the WG channel uses keys
enbedded in the nenory of the comuni cations device as descri bed above to

authent ' cat e 14 3%, 6 AR ALl ﬁéﬁy}gfbta%egéém Endtne G & pANNE! s SAD

whi ch al so uses authentication , 1N one exanp i ment, the
aut hent i cat i @htheldiangels cand bt anadséquapthaneehobi | e communi cati ons devi ce 16
over a secure channel in a manner that each transmttal is unique and the
server 14 while validating the PIN al so ensures transmttal uniqueness to
ensure that tih@nvitiusitratedr embedimeanthel enskyréatidalp mRACKethe@s ARt QYer @esubmi t t ed.

This is done ﬁ%[ﬁt:%n‘é?ﬂhi@ﬂ i%%@ﬁ#ﬁ%é'&?ar@%\%lﬁns@b@% MRkl tfMasiSer ver 14

recei ves the authentication romthe nobile conmunications device
16, it checkghe R waheerpoxemd AR channedwhisbis @ &slaiyely|seceieecdRNMR) nodul e 28.
This PIN block will also be later sent to the financial institution for

addi ti onal checki ng.
This is because the WIG channel uses keys embedded in the memory of

the communications device as described above to authenticate the
communication. Another example of a secure channel is SAD which also
" uses authentication keys.

Thus, in one example embodiment, the authentication PIN is transmittéd
from the mobile communications device 16 over a secure channel in a
manner that each transmittal is unique and the server 14 while validating
the PIN also ensures transmittal uniqueness to ensure that the whole
transaction block and or PIN has not be resubmitted. This is done to stop
replay attacks and reuse of PINs

Once the server 14 receives the authentication PIN block from the mobile
communications device 16, it checks that the PIN block is correct using PIN
checking module 28. This PIN block will also be later sent to the financial
institution for additional checking.

If the PIN is correct, the server 14 then decrypts the secured transaction
data packet received.

The server 14 uses the identity of the mobile communications device to
access the full financial transaction instrument identifier details which are
still encrypted and not accessible to the server 14 without the secured

transaction data block received from the mobile communication device.



If the PINis correct, the server 14 then decrypts the secured transaction
dat a packet received. The server 14 uses the identity of the nobile
comuni cavpanr/dembce to access the full financial transatuBmos/HIssss unent
identifier details which are still encrypted and not accessible to the
server 14 without the secured transaction data block received fromthe
nobi | e conmuni cati on devi ce. The data bl ock fromthe nobile device allows
the server to extract the encrypted f-ifvanci al transacti on instrumnent
identifiers details for repackaging. In one exanple enbodi nent, the keys
received fromthe nobile commnications device allow the server to decrypt

the stored flmn@at§|blc§dkaﬂﬁ@ﬁcthe oﬁouuasdarwmﬂtomdmatsdrmrts ehttaai i associ at ed

with the I\/BISDNag eat e efl anC|aI n_for, onwar.d

't ansm <si on GYORE HIACH n nsatlol, areibodimfrs «HeSH ndici a
transaction irgsdokbgiegt identifier is transmtted back to the server by the
nobi | e conmuni cati ons device for use by the server. The server 14 thus uses
the received data, together with the financial transaction instrunent
identifier tancoeatexampkat embaﬁkeht t thebekels aresoived efforno tiee finokiteci al system

32 that uses the dat acket t ect the f| nan sact i on I n one
exanpl e, the qogg@qwﬁ 'gsatdﬁ VIFS © ntBYq" g0 Wpﬁ tﬁ%tﬁt’( g F20FRk 16 i s
received in tti‘uﬁs@@bh&nsttruhtHnltrﬁientlﬁ)arbeiefaﬂs \aasmb@ded @ith iee MSi8DNI ald syst em 32.
In anot her ex?e e%weeﬁnancuaﬁ?anséctlon orroen%v%'rcy Frgns%gsa}on {oqthnekhl%(.m)b ile

In an alternate embodiment, the financial transaction instrument identifier is
transmitted back to the server by the mobile communications device for use
by the server.

The server 14 thus uses the received data, together with the financial -
transaction instrument identifier to create a data packet to be transmitted to
a financial system 32 .that uses the data packet to effect the financial

transaction.

In one example, the received data from the mobile communications device
16 is received in the correct format to be forwarded to the financial system
32. ‘

In another example embodiment, the received data from the mobile
communications device 16 is not received in the correct format to be
forwarded to the financial system and is reformatted by a data formatting
module 30 before being sent to the financial system 32.

In either case, the data packet is structured in the same format as a card
present data packet so that the financial system can treat the financial

transaction as a card present transaction.

It should be appreciated that “module” in the context of the specification
includes an identifiable portion of code, computational or executable

instructions, data, or computational object to achieve a particular function,



conmuni cations device 16 is not received in the correct format to be
forwarded to the financial systemand is reformatted by a data formatting
nodul e 30wbebwrw3tei ng sent to the financial system 32. PCm/BRo0vesssssase, the
data packet is structured in the same format as a card present data packet
so that the financial systemcan treat the financial transaction as a card
present transaction. It should be appreciated that "nodule" in the context
of the specification includes an identi-fiable portion of code,

conput ati onal or executable instructions, data, or conputational object to
achieve a particular function, operation, processing, or procedure. A nodule
need not be iopprlaﬁmarprmdas‘sing,sawfmrwmdereallbmedwameadnﬁthdimpimlyerih@i innpl enment ed

in software angd/or fir e n ustrated in
Figure 4, t h&° ?rﬁo oﬁwgs%e%%u%rgg sﬁej%%giegﬁgtc%agegal r véwr eby an

ai rtime purcliesearcendéshardvaassenbl ed by the user typi cal I y using their

nobi | e conmuni cati ons device 16 and transmtted to the server 14 or an
associ ated server - the first portion of Figure 4. The request is validated
and the user In sn¢ erample diystrated tiro Figntees, thbenatiead aidesitstam aubuses to

communi cat | OE@[C?S& S?hrﬁ'%gxr }/1 8]‘1 aYHuln% BPCh@QfP e%ﬁb?ttiggs% rﬁ‘zc}le& tFSgth‘éS er COU' d

enter here t own nu ur chase a|r
recei ved nuneer typiaallytusingutbeir mwse copounicstiariseteiied 16@nddransmitiedi st s The

whol et ansagl N 334 8Pdy LOGLAGT W& FLAAIGHAbN b ABSRGE 1 on [ st rument

identifier are hen sent” from server communfFcation network 20 to
the identified nobile conmmuni cati ons device 16 where the

The request is validated and the user is then prompted to enter the
recipient’s mobile communications device number. It will be appreciated
that the user could enter here their own number and purchase airtime for

themselves.
The received number that the user has input is checked to see it exists.

The whole transaction data and the encrypted financial transaction
instrument identifier 'are then sent from server 14 via the communication
network 20 to the identified mobile communi‘cations device 16 where the
user is prompted to enter their PIN.

The communications device 16 then manipulates the transaction data and
the encrypted financial transaction instrument identifier and PIN, as
described above, and returns the secured transaction data block, the
updated encrypted financial transaction instrument identifier and the
secured PIN via the communication network 20 fo the server 14.

The payment processed as described above, at which point the PIN is
validated by the bank.

it will be appreciated that in order for the above to be implemented on the
mobile communications device 16, the device will be modified as described
below with reference to Figure 5 which illustrates the device schematically.

The modification will implemented as various modules on the mobile



user is pronpted to enter their PIN. The comruni cations device 16 then

mani pul ates the transaction data and the encrypted financial transaction

i nstrumerwoizdevm7sfoper and PIN, as descri bed above, and PeruBH®IHIF83sSecur ed
transaction data bl ock, the updated encrypted financial transaction
instrunent identifier and the secured PIN via the comruni cati on network 20
to the server 14. The paynent processed as descri bed above, at which point
the PIN is validated by the bank. It -i#-11 be appreciated that in order for
t he above to be inplenented on the nobile comrunications device 16, the
device will be nodified as described below with reference to Figure 5 which
illustrates tcbmndﬂlidaﬁm$dbﬁae1t1i6cafrhgse Tae beoifieroented mswidentifiablel enent ed as

vari ous modul gai80 bSBDILEROMTHI °al 108, H5Y  FerdGondheas, Can be

i mpl enent ed | € por at1 dnal "or "execut abl e
i nstructions con‘@umtloml obpnptata@;huewalpadbpbcfunphpraoner@t:@w aﬂfwﬁslh@,ul ar

function, opej %Hc% ureP’ £ %ﬁl‘er}%’&gqgt Bé g"h%gted@"é%ﬂk)%r@ e %t be

Irrplerrented in war e alone errente in software
and/ or fir mvanaduinmay be frapldmanted irl waaye en@mfmwaee ﬁmj@ﬂ kardwareuni cat i ons
device includes a nmenory 34 having stored thereon one or nore keys to be
used for various conmunication protocols and to decrypt an encrypted
financial trdmsmgtévent, iths tmahife rmonindenicatiphe devighnatusiesray nENQRd4be

| npl ement ed g révitnlge | 'tﬁ%r%BHmHﬁlé CaH inRe P&;})ét & bd St‘lf‘ée% ®r Gafosor m part of

a SIMcard, receivi ng nodu pi cal incorporated into a
mobi | e commmoummurmwowmld)@l%@d to decapt eo WW@tWeﬂf@ﬂCI@h@aﬂﬁiﬁbﬁqne

communi cati Or?ﬁstv‘éﬁ‘\’én??deﬁﬁﬁer. The memory 34 can be implemented on the mobile
communications device itself or can form part of a SIM card, for example.

A receiving module typically incorporated into a mobile communications
module 36 is used to receive at the mobile communications device an
encrypted  financial transaction instrument identifier and an
encryption/decryption module 42 to decrypt the encrypted financial

transaction instrument identifier.

A display 38 displays to a user of the mobile communications device the
financial transaction instrument identifier together'with information relating

to a financial transaction.

A data input module 48, for example the keypad of the device is uséd to
receive from the user an authentication PIN and the ehcryption/decryption
module 42 re-encrypts at least the financial transaction instrument identifier
and authentication PIN.

These are then transmitted over a communications network by the mobile
communications module 36 to a server thereby to instruct the server to

process the financial transaction identified to the user.

It will be appreciated that the various modules illustrated in Figure 5 are

further adapted to carry out the methodologies described above.



encrypted financial transaction instrunment identifier and an
encryption/decryption nodule 42 to decrypt the encrypted financi al
transact iwo 20rat7819aent i dentifier. A display 38 displ ayecraBzowsss3sof t he
nobi | e comruni cati ons device the financial transaction instrunent
identifier together with information relating to a financial transaction. A
data input nodule 48, for exanple the keypad of the device is used to
receive fromthe user an authenticati-®% PIN and the encryption/decryption
nodul e 42 re-encrypts at |least the financial transaction instrunment
identifier and authentication PIN. These are then transmtted over a
comuni cat i oniswitideveppkedajed that thisbis loalycanenaxainpdg ofonsnyraphlicatioBs foro a server
thereby to i nanci al transaction
identified t(\)'ﬁ}ﬁ%%% F&%nfrﬁé%ﬁ{i Fh‘gg%g&gr%é@fjg)?edg?hat t he various nodul es
illustrated in Figure 5 are further adapted to carry out the methodol ogi es
descri bed ab rrpl e of
many appl i caﬁ?ﬁgﬁé\}e %*\%\%R&eﬂﬁﬁg?%b%@g?& ﬁ@'i/ﬁi%g aarﬁagvS Sys éeé%%gg be used.
The i nvent i opreceshieg aifinbediaitengasiioni bed provi des a new and secure way of
processing a financial transaction. The system and method allows users the
ability to utilise their bank issued cards via their nobile communications
devi ce. The J&\Bdﬂs&ﬁeaméglemraeﬂdwandersﬁ@e BbﬂﬁfMﬁwtﬂiS@dh@Sb%@@%l@dy stored and
only avail ablg, 4.0, hi uPﬁ%%ne? %%nﬁgﬁﬂénﬁeﬁ%‘ Ofifge ¢ rz‘skcaefe 1’@%!8@ ting the
have t

necessity for A si cal card at hand Al VB
and the information is securely stored and only available to the user of the

communications device 16, negating the necessity for the customer to have
the physical card at hand.



1. A nethod of securely processing a transaction, the nethod incl uding:
storing a plurality of encrypted financial transaction instrunent

i dentifi ewe 2r/@3mwenory wherein there is no decryption key/Bmoopisesse st ored
in the menory and further wherein the encrypted financial transaction
instrument identifiers are each associated wth a nobil e comunications
device; receiving at a server a request to process a transaction, the
request including an identification of0-a nobile conmunications devi ce;
retrieving fromthe nenory the encrypted financial transaction instrunent
identifier associated wth the nobile comunications device identified in
the request; transmtting the retrieved encrypted financial transaction

i nstrument igﬁgghéier to the nobile comuni cations device; receiving from
the nobile c ations device transaction data and using the received
transaction data to effect a financial transaction. 2. A nethod according

to claim1 wheregi trg a i g . e'vgr}f t 4
comuni cat i ons g'e\?} c gtihhél ﬁ@g’g&ggge %%#’@gﬁ ie@ Sg&g;enér@%t ma%lms dgr ed
encrypted financi ahclidimpsacti on i nstrunment identifier associated with the
nobi | e communi cati ons

- storing a plurality of encrypted financial transaction

instrument identifiers in a memory wherein there is no -

decryption key for these stored in the memory and further

wherein the encrypted financial transaction instrument

identifiers are each associated with a mobile

communications device;

receiving at a server a request to process a transaction, the
request including an identificaion of a mobile

communications device;

retrieving from the memory the encrypted financial
transaction instrument identifier associated with the mobile

communications device identified in the request;

transmitting the retrieved encrypted financial transaction
instrument identifier to the mobile communications device;

receiving from the mobile communications device
transaction data and using the received transaction data to
effect a financial transaction.

2. A method according to claim 1 wherein the transaction data
received from the mobile communications device includes a
decryption key to decrypt a stored encrypted financial transaction
instrument identifier associated with the mobile communications

device.



device.3. A nethod according to claim1l wherein the transaction data
received fromthe nobile conmunications device includes a financial
transact iwo 20rat7819aent i dentifier to be used to effect trhe/1Broownisszd
transaction. 4. A method according to claim1 further including the
receiving of a PIN fromthe nobile comuni cations device to authorise a
financial transaction. 5. A nmethod according to claim4 wherein the PINis
received via a different communicatiofl-channel to the transaction data
received fromthe nobile communications device. 6. A nethod according to
claiml1l wherein the transaction data received fromthe nobile ‘
conmuni cat i ons deW eeethert |asderdingné miaimoi ewbéreirt lihe drarngactioni datati fi cati on

data that identifigs.a.thi r -0%9@ anount .S gai d; and the
anount to be pai d’ o“’t’éﬁetﬁjtohfrtﬁgp@}s?'& . r_ﬁ_r‘%t“ﬁﬁ% g%’(‘:dgr cﬁrigérplugc}%tgo claim1l

wher ei n t he net hodindngial Heansadioprinstasnent iigentifieretar be aiseedotaffgptisthet i on dat a
fromthe nobile c Fgﬁgﬁ i device to create a transaction data packet
to be transm’tted(ﬁ 0 él?rlﬁhg%glﬁgl system that uses the transaction data
packet to effect the financial transaction. 8 A nethod according to claim

7 wherein the t&.aca\%%wo%c%a%dﬂqg%céfsh { Surfer WelidiRPeetfiGng g format as a
card present data packet so
PIN from the mobile communications device fo authorise ‘a financial

fransaction.

5. A method according to claim 4 wherein the PIN is received via a
different communication channel to the transaction data received

from the mobile communications device.

6. A method according to claim 1 wherein the transaction data
received from the mobile communications device includes one or

more of;

third party identification data that identifies a third party to
whom an amount is to be paid; and

the amount to be baid to the third party.

7. A method according to claim 1 wherein the method further
comprises using the received transaction data from the mobile
communications device to create a transaction data packet to be
vtransmitted to a financial system that uses the transaction data
packet to effect the financial transaction.

8. A method according to claim 7 wherein the transaction data packet
is structured in the same format as a card present data packet so
that the financial system can treat the financial transaction as a card

present transaction.

9. A system for processing a transaction, the system including:



that the financial systemcan treat the financial transaction as a card
present transaction. 9. A systemfor processing a transaction, the system
i ncl udi ngwvea 20mosywIstoring a plurality of encrypted fi naaTimatood/nEassact i on
instrunment identifiers wherein there is no decryption key for these stored
in the nmenory and further wherein the encrypted financial transaction
instrunment identifiers are each associated with a nobile comuni cations
devi ce; a communi cations nodul e to reé&ive a request to process a
transaction, the request including an identification of a nobile

conmmuni cations device; a retrieving nodule to retrieve fromthe nenory the
encrypted financial transaction instrunent identifier associated with the

nobi | e conmuni cati ons devj i d i fi j he ree nd; .pass this to
t he communi cati ons rmd(él e'jn’%@?)'lyt ?é;é]ﬁsﬁﬁi ﬁji {%’8”’@'@ t fe%#gﬁ/ﬁeg gg‘%ﬁ@ﬂﬁ'. cations
devi ce; and a data for tansaatign mystrbeentn idenfifiensi oderein tierdr isheno
communi cati ons nodul e g | h L1 icatd devi ce
transacti on data and ttggﬁélgﬁﬂggyr L%gﬁ%/%d&?%gﬁgéﬁ%ﬁ@n ggt%@t%ﬂg fect a
financial transaction. wherein #stessiyatedofidangialt drapsadtion 9insgtiementn t he

comruni cati ons nodul e fi&gnmgrg rgpeei vesht rgg%gté'oon Wit a 4 ramytike nobile

communi cati ons
communications device;

a communications module to receive a request to process a
transaction, the request including an identification of a
mobile communications device;

a retrieving module to retrieve from the memory the
encrypted financial transaction instrument identifier
associated with the mobile communications device identified
in the request and to pass this to the communications
module for transmitting to the mobile communicati‘ons

device; and

‘a data formatting module in communication with the

communications module to receive from the mobile

communications device transaction data and to use_‘ the
~ received transaction data to effect a financial transaction.

10. A system according to claim 9 wherein the communications module
further receives transaction data from the mobile communications
device, which transaction data includes a decryption key to decrypt
a stored encrypted financial transaction instrument identifier

associated with the mobile communications device.

11. A system according to claim 9 wherein the communications module
further receives transaction data from the mobile communications
device, which transaction data includes a financial transaction
instrument identifier to be used to effect the financial transaction.



device, which transaction data includes a decryption key to decrypt a
stored encrypted financial transaction instrunment identifier associated

wi t h t he wolzoiog7aemuni cati ons devi ce. 11. A system accecaiipzpo/ossessai m 9
wherein the communi cati ons nodul e further receives transaction data from

t he nmobil e conmuni cati ons device, which transaction data includes a
financial transaction instrunent identifier to be used to effect the
financial transaction.12. A system acédy di ng to claim9 wherein the

comruni cati ons nodul e further receives a PIN fromthe nobile conmuni cati ons
device to authorise a financial transaction. 13. A systemaccording to
claim 12 wherein the communi cati ons nodul e receives the PIN via a different

communi cati on nggfwalstérﬁ at:&%d.hw%@% b%esﬂém %J@&ﬁhuﬁéatfohem&da% mobi | e

conmuni cati ons Vi ce ) ystem according to claim10 wherein the
transacti on data rf@é*@f\f@@le'ﬁﬁo%ﬁmeﬁ%ﬁhq gobigneomneRicelens dexigect® i ncl udes

one or nore of: ttyug%ngggtfmahéqugahgé&lgﬁ| on data that identifies a third
party to whom an anount is to be paid; and the anmount to be paid to the

third party. 15. A systemaccording to claim 10 wherein the data formatting
nodul e further U3ds YREM ACEPGEY 19 &pdacl ? oMherainather SAMMMBICHEMT e

communi cati ons devhgfid ReceBatife RN K/%néé%fé?ﬂﬂ cgﬁ%nﬁﬁdﬁ?%hérﬁlepﬁ) transmtted
to a financial systemthat uses the transaction
the fransaction data received from the moblle commumcatlons‘

device.

14. A system according to claim 10 wherein the transaction data
received from the mobile communications device includes one or

more of:

third party identification data that identifies a third party to
whom an amount is to be paid; and

the amount to be paid to the third party.

15. A system according to claim 10 wherein the data formatting module
further uses the received transaction data from the mobile
communications device to create a transaction data packet to be
fransmitted to a financial system that uses the transaction data

packet to effect the financial transaction.

16. A system according to claim 15 wherein the data formatting module
structures the transaction data packet in the same format as a card
present data packet so that the financial system can treat the

financial transaction as a card present transaction.

17. A method of securely processing a transaction, the method

including:



packet to effect the financial transaction. 16. A systemaccording to claim
15 wherein the data formatti ng nodul e structures the transaction data
packet i rwOhelwas®9f ornmat as a card present data packet PED/IBI@Y/ 035838
financial systemcan treat the financial transaction as a card present
transaction. 17. A nethod of securely processing a transaction, the nethod

i ncl udi ng: storing on a nobile comruni cations device a key to decrypt an
encrypted financial transaction i nst réfrent i dentifier; receiving at the
nobi | e conmuni cati ons device an encrypted financial transaction instrunent
identifier; decrypting the encrypted financial transaction instrunent
identifier: displayingstaing onsemobife extemupipations clevine Bikextte daeYelevi ce t he

financial transaction 'aﬂ%&ﬁfﬂ%ﬁtfnbﬂééﬁtﬂafnb%uoh%%Hm%ht Mbhtfiel;nf or mat i on
relating to a financial transaction; pronpting the user to enter an

aut hentication PIN, encrypting the authentication PIN and transmtting this

over a communi cations Rl atitRe thobfE ¥ShmuRRERINY dtec!a%%ternH@btédhe server to
process the financial transaction identified to the user A et hod

according to claim 17 Wferdal yapsrctiReinsirgmaaiddgipifiet he encrypt ed financi al
transaction instrunment identifier is the sane key that is stored in a

menory on the nobile comuni cations device
decrypting the encrypted financial fransaction instrument

identifier;

displaying to a user of the mobile communications device the
financial transaction instrument identifier together with
information relating to a financial transaction; '

prompting the user to enter an authentication PIN;

encrypting the authentication PIN and transmitting this over
a communications network to a server thereby to instruct the
server to process the financial transaction identified to the

user.

18. A method according to claim 17 wherein the key to decrypt the
encrypted financial transaction instrument identifier is the same key
that is stored in a memory on the mobile communications device
and used by the mobile communications device to authenticate
communications over a mobile communications network.

19. A method according to claim 17 wherein the financial transaction
instrument identifier and authentication PIN are transmitted over

different communications networks to the server.

20. A mobile communications device including:



and used by the nobile conmunications device to authenticate comrunications
over a nobile comuni cati ons network. 19. A nethod according to claim 17
wher ei n twe 2hiomasmpal transaction instrunment identifier pamdB2009/hesass cati on
PIN are transmtted over different communi cations networks to the server.
20. A nobile comuni cati ons device including:a nenory having stored on a
nobi | e conmuni cati ons device a key to?gecrypt an encrypted financi al

transaction instrunment identifier; a“fgceiving nodule to receive at the

nobi | e conmmuni cati ons device an encrypted financial transaction instrunent
identifier; a decrypting nodule to decrypt the encrypted financial
transaction instrunent 3 BeReNfhaving siorgd epadyohils camepinigations devigger of t he

mobi | e communi cati ons dewidye tb NBedd/prRang] 8nchfphdts afraneRl | ingisabiBmt _
identifier together with information relating to a financial transaction; a
data input nmodul e to r &&UuEent ideptfiehe user an aut hentication PIN. and an
encryption nodule to transmit the PIN over a conmuni cations network to a

server thereby to instruct the server to process the financial transaction
identified to the user A receiving module to receive at the mobile communications

device an encrypted financial transaction instrument
identifier; '

a decrypting module to decrypt the encrypted financial
transaction instrument identifier;

a display to display to a user of the mobile communications
device the financial transaction instrument identifier together

with information relating to a financial transaction;

a data input module to receive from the user an
authentication PIN; and

an encryption module to trahsmit the PIN over a
communications network to a server thereby to instruct the
server to process the financial transaction identified to the

user.



