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I I\/AC—E ATTRI BUTE ALTERI NG DEVI CE AND ELECTRONI C V\ATERIV{ARK'a
EMBEDDI NG DEVI CE BACKGROUND OF THE | NVENTI ON
1.Field of the Invention The predent invention relates to an i mage

attribute altering device based on electronic watermark data, and
particularly to an img t1ribut ed on electronic
wat ermark data and an e&@g FO&W¥Bf§H¥ e%ﬁ%#é&hﬁﬁi ggﬁg“ﬁ%V|ce for enbeddi ng
(inserting) electronic termark d t owner shipis
aut henti cated, i nfrin&%ﬁ@ﬂ?OQEC [@%gﬁhg ¥§£é§§§&gy hed, and
electronic watermark (which is also referred to as digital watermark)
which is used for audio, inages video, multinedia, etc. is applied to
provi de specific attribute _to eIectronlcaII, wat er mar ked audi o, i mages,
etc., thereby restricting BHeSEEHE el SN i nages, or so like.

2. Descrlp of the Related Art Recently, electronified nmedia such
as audi & ’r?aﬁe £ Yhaebnvenfion rredl a, etc. have been increased, and al so

t here has been_require uar ant ee system whi ch can easi | check

i ntell ectual q‘T q‘y" E‘Sh‘e? et ypiragnatteiut ea"?%“?ﬁf‘& d¥dfees.
An encrypti S ten1|n whi ch are te orar|I enci phered and only a
propri et ga‘ﬂ’%i PG YRte pff?é}ae “é'#&fltf’ image attpibute

checkin hod as descrlbed above, and a nethod of subjectin orlglnal
medi a t E&Pﬁoﬁ? 1cq, Hasesh Ok ﬁéeﬁﬁ?%ﬁ’awﬁmﬂr%éaéﬁ éJH gr 9t SIRF RSN as
descrlbed above Furth fromthe viewpoint o rotectin the

copyri gifaterfark pebedoing gﬁ‘é:f'%ﬁl pa o] tﬁﬂ?e%'ngttﬁ‘b?ﬁgw proBHEP™HE an

ool nel Lo Lo JBEOMLBI Al oclgingl | Tage I 1o bl ng copL et or ol ow
infringement of copyrlght is easily searched, and electronic watermark
(which is also referred to as digital watermark) which is used for audio,
images video, multimedia, etc. is applied to provide specific attribute
to :electi:*onically watermarked audio, images, etc., thereby restricting
the copies of the audio, images, or so like.

2. Description of the Related Art

Recently, electronified media such as audio, images, wvideo,
multimedia, etc. have been increased, and also there has been required
a guarantee system which can easily check intellectual proprietary rights
such as copyright, etc. and data sources. An encryption system in which
data are temporarily enciphered and only a proprietor can decipher the
enciphered data is effective as a simple checking method as described
above, and a method of subjecting original media to electronic
watermarking has been known as an encryption system as described above

Further, from the viewpoint of protecting the copyright, there has
been generalized that an attribute is provided to an original image to
prohibit the original image from being copied or allow the original image

to be copied only once or specific several times.

0002548- &

12 MAY 1999



In order to alter the attribute of the image as descri bed above, an
attribute to be enbedded during a vertical blanking period is generally
altered. If the alteration of the attribdte is allowed to be easily
performed, the protection of the copyright cannot be sufficiently achieved.
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of 525 line/60 field. The VBI signal is inserted into each of 20-th (first
fiéld) and 283™ (second field) horizontal periods (1H) during a vertical
blanking period in video signals of one frame, and 20-bit reference and
20~bits digital signal are inserted into an effective video signal area
after a horizontal synchronous signal and a color burst signal. CGMS (Copy
Generation Management System) information representing copy
allowance/prohibition is transmitted by 2 bits of the 20-bit digital
signal.

The method of transmitting the C&MS information by using the VBI
signal described above is applicable to analogl signals such as 525-line
standard video signals in NTSC system, 625-line standard video signals
in PAL systemor high-definition video signals such as high-vision signals
or the like. However, the VBI signal is inserted to a predetermined place,
and it can be easily removed by image processing such as filtering orx
the like, so that unjust copying of data cannot be prevented.

Therefore, there has been considered a method of embedding



- 3- (inserting) electronic watermark data into an original image to
prevent unjust use and unjust copy of the digital inage. Two ki nds
of watermark data, that is, visible eleétronic watermark data and
invisible electronic waternmark data are proposed as electronic data to

di gi tal ,i,mages .. The visible electronic data .is obtained by

Synt hesi PAETEHE) SCCERITLE FESTBRAT SRb0) T o | THIGRSaL o be: £1 fsevent
characters or synbols are visible. |t ipduces deterioration of inmge

qual i ty EHBRGVERS TR UBJERt SPPE(Fedper FAITTAL HIRES- a visible appeal to
users of digital ipages _to revent unjust flow of the images. -
Japanese Lai dtl%’ﬁe]ﬁL ehwakspIeEa AR5A rﬁg@t%c-‘g%%i?o%l%ﬁ gd@atezpark
enbeddngﬁ%jnﬁfntingi ganner of visible ele%éronic watermark data. This
publ i cat AL ANy ELbLe FIEREHOBEC MELRTTR SBB AT RFEPIRAS AR IGSF ToPREge,
whi ch comprises_a step.of supplying a digital original inmge, a step of
supplyiﬁgR§ g?g?%%ﬁ“ﬁbﬁﬁ?ﬁﬁ?k imge, a step of forming a waternarked image

by Superpos! ng e, AP ke LImge onthe ol aiaal Lisgg, Lot el et o
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el ectroni c_wat er nar ta are, compined with the original imge so that
only thé“ﬁWFB‘tﬂ€§§§bgﬁfﬁb°ﬁi5%?§”¥%¥?esponding to the opaque portion of

A thi s i e, JAREREER T PReD P AL PD ot e A o toses

conponent, bl XAlbert 85} St ok "V ASHY12088 ALY LABSRLY aata.
This publication discloses a method of forming a electronic watermarked
ilt:;'age, which comprises a step of supplying a digital original image, a
step of supplying a digital watermark image, a step of forming a
watermarked image by superposing the watermark image on the original image
without altering chromaticity of pixels of the original image when the
watermarking is carried out, thereby placing the visible watermark on
the digital image. The electronic watermarked image fofming step contains
a step of correcting pixels corresponding to the original image by altering
the brightness (not color) for each of pixels which are not "transparent"
in the watermarked image. In this method, whep the visible electronic
watermmark data are combined with the original image in this method, the
electronic watermark data are combined with the original image so that
only the brightness of the pixels corresponding to the opaque portion
of the electronic watermark data are varied and no color component is

varied. At this time, the scaling value of the variation of the brightness

component of the pixels is determined in accordance with the color



-4- conponent, random nunber, the pixel value of the electronic watermark
data. The conspi cuousness of the watermark is determ ned by the scaling
val ue. Further, the invisible eléctronic watermark data are enbedded
into the original inmage so that nuch attention is paid to prevention of
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after a ag‘ﬁ?Ust copying is carried out. Further, if copy prohibiting
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carried out. Further, if copy prohibiting information is embedded, when

a reproducing device detects the copy-prohibiting information, a user
may be made to be informed of the fact that the data are copy-prohibited
data, or a copy preventing mechanism in the reproducing device may be
drive to restrict the copy of the data to VIR or the like.

In order to embed the invisible electronic watermark data into
digital images, there is known a method of embedding specific information
as electronic watermark data into a portion having little effect on the
image quality, such as L.SB (Lease Significant Bit) of pixel data. However,
even when the above method isused, it is still easy to remove the electronic
watermark data from images. For example, the inﬁonnation of LSB of pixels
would be lost if a low pass filter is used, and also the image compression
processing aims to reduce the total data amount by omitting the
information amount of such a portionhaving 1little effect on image quality.
Therefore, the electronic watermark data are lost by the image processing,

and thus there is such a problem that it is difficult to re-detect the

electronic watermark data.



A nethod of sTijj gheeiHasBesnReplasels ¢ o £ equency co sion_and _enbeddi ng
el ectroni c wat eﬂ ﬁ u 0 an area where theTHISeSHERTCHAS @EARdnent of a
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destruction Qf the electraonic_waternmark data.is de hard w thout having
no ef f ect r%t?}%ong%qqulﬁggg) informatien Jjnte §E%\795"tlaﬁew%ﬂﬁst"mﬁ¥‘?’b‘h 1D

described in thi.s paper.. The nmethod of enbeddi ng the el ectroni c waternark
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for eaCha:c‘e embedded into the frequency components of the original works.

Therefore, the electronic watermark data are not lost through the image
px-‘::ocessing such as compressiém processing, filtering or the like. Further,
by using a normal distribution type random numbers as electronic watermark
data, the interference between the electronic watermark data is prevented,
and the destruction of the electronic watermark data is made hard without
having no effect on the overall image.

Fig. 7 shows the construction described in this paper. The method
of embedding the electronic watermark data according to the above method
is as follows. First, an original image 701 is converte_d to frequency
compbnents by using DCT (Discrete Cosine Traqsfonnation) 703. Data of
n which show high amplitude in the frequency area are selected, and they
are represented as follows:

£(1), £(2), ..., £(n)

w(l), w(2), .., w(n) of the electronic watermark data 701 are selected
from a normal distribution whose average and dispersion are egual to 0

and 1 respectively, and the following equation is calculated for each



- 6- (i) in electronic watermark data enbeddi ng neans 704: F(i)
f(ir) + [err]x|f(i)]x wi) According to the el ectronic watermark
dat a enbeddi ng nmeans 704, the output ¢(f6(i1)) of DCT 703 is multiplied by
the electronic watermark data 702 (WMi)) in a multiplier 305, and the
nultipIiQ%tLon result. (| f%i) | X wW(i)) is nultiplied €¥ a scaling el enent
[err] 706 AMaeHet ti9Hice wateymany datg PrPefding meanped@dt ([err]x|f(i)]| x
Wi)) is added with the output of DCT 7 in an adder 708 to obtain F(i).
Final ly, by idddss BEF) (neerlddidiscyekle Cosine Transforn) 709, an out put
i mage 710 in which the electronic watermark data are enbedded is obtained
from the freqd&TOyILBApIhdHes CoBTEENEF HoteBIRidr Cakg $hedding means 704,

Det ecti gn of %ge el ectronic waternmark data_is_perforned as follows. In
this det®E PBRPWeiHdd) ) aft RGG7AAI 15 Mgl inbied iy thecelestroniaatammarkdat a
candi dat es i éd,: 1, 2, ...,.n) 809 nust be known. Referring to
Fig. 8, détﬁa%%{ i Inghn 81tdRLLeRAAY. ARE theaRtARL icatianeromilt Clfi(d )iz

converted to frequency conponents by using DCT 804 to obtain the follow ng

f r equen®fiddnpderitdplied by p(9galing elemept ¢ F@Ftier mebinddeyi Rl . Minege
801 is also converted to frequency conponents by using DCT 803 to obtain
the fol "WitAglicakiemeesubhpofshe 2314) Iy ¥ 1)) fippdded witthnyhe output WRHCT of
f(i) and, FE(i) thus obtained, the electronic watermark data estimation

val ue WA T 8RcBHAeR A0%) tongPERiR dtlddd according to the fol | owi ng equation
(f(i) is subt&act 9 fronLng in a subtracter 806, and then the
subtraction r 5’1‘1”1ateL ¥s R Jnegse PaY {13verseDiscrefs Cogbng Transferm) dd%.oni c
wat er mar k da%a de_tectiog means. 805:; i) = (F(i) - f(i))/f(i)
Subsequéttt PYEPREL dmage; ThY 1oy which ithy electronfe vatagazk At age enasded

f ol | owi equati on by using_the vector inner product between the output
r}% og%ag.neg fxyom thegfrequency componentsp obtained by converting fp(i)

to F({i).

Detection of the electronic watermark data is performed as follows.
In:this detection method, an original image 801 and electronic watermark
data candidates w(i) (i = 1, 2, .., n) 809 must be known.

Referring to Fig. 8, a target image 802 containing the electronic
watermark data is converted to frequency components by using DCT 804 to
obtain the following frequency components: F(1l), F(2), .., F(n).
Further, the original image 801 is also converted to frequency components
by using DCT 803 to obtain the following frequency components: £(1),
£(2), .., £(n). On the basis of £(i) and F(i) thus obtained, the electronic
watermark data estimation value W(i) is calculaped and extracted according
to the following equation (£(i) is subtracted from F(i) in a subtracter
806, and then the subtraction result is divided by f(i)) in a divider
807) in the electronic watermark data detection means 805:

W(i) = (F(i) - £(1))/£(1)

Subsequently, statistical similarity C is calculated according to the

following equation by using the vector inner product between the output



Wi) of the electronic watermark data detection nmeans 805 and the
el ectronic watermark data w(i) in an inner product cal cul ator 808:

C = Ww (\\DxwD) Her e, W= (W1), W2), ...,Wn)),

w= (W1, WmM2), ...,wWn)) WD = absol ute val ue of vector W

wD = abse|ute val ue of vector w Statistical simlari ty&j udgnment mneans
810 j udfky) t bt thheelPebYeEG watermagk: dakdr RebREE Womeanse §08r 8ndnii®eded

if the statistical simlarity C ~~ _is equal to or nore than a specific
val ue. electronic watermapk dagat Vohl dwaPet ABFK REAICE 2 kIEd8Ed8%%ht 0 an

I mge by usin t he above nethod, this is effective to a case where a
copyri ght prongéPﬁV(Wwapbmﬁng an original inmage carries out the detection
processj ng on digital i mage data which seens to be unjustly copied.
The abo¥® Sret hod needs the original image, and thus it is effective to

only the case where the_ copyright proprietor owning the original inmage
perfornms the Het M idn Ht(ggessi r“jnéﬁ'i mage data which seemto be unjustly
copi ed, however, the reproducing device of each term nal cannot perform
the detecti on¥pT oty (81 ete®(®dni ¢ water mark data because it has no
original imge. Therefore, a method obtained by inproving the above nethod
so that it is"3pplansadte: vetug AhyeCEPHEssing, particularly an MPEG

syst em has been praqposed. Referring to Fig. 9, according to
this i nprovedhet HRFOIGteoYR Y AL VEREGE Y01 is divided into bl ocks 902 of

8 pixels x Jv8€d~{)l xels, and the enbeddi ng and extracti n%pgr ocessi ng of
el ect r oRFRtIEtISE Simibasitys Judgmenk Neange§18y Jydorg that fhgcrlestranic

pr ocessi ng uni t . El ectraoni c wat ermark data enbeddi ng neans 905
per f or n¥atemark data concerned are embedded if the statistical similarity C

is equal to or more than a specific value.

If the electronic watermark data are embedded into an image by using
the above method, this is effective to a case where a copyright proprietor
owing an original image carries out tﬂe detection processing on digital
image data which seems to be unjustly copied.

The above method needs the original image, and thus it is effective
to only the case where the copyright proprietor owning the original image -
performs the detection processing on image data which seem to be unjustly
copied, however, the reproducing device of each terminal cannot perform
the detection processing of electronic watermark data because it has no
original image. Therefore, amethod obtained by improving the above method
so that it is applicable to terminal processipg, particularly an MPEG
system has been proposed.

Referring to Fig. 9, according to this improved method, an original

p7s) image 901 is divided into blocks 902 of 8 pixels x 8 pixels, and the
embedding and extracting processing of electronic watermark data is
performed by using the block 902 as a processing unit.

Electronic watermark data embedding means 905 performs the



- 8- frequency conversion through MPEG codi ng processing by using DCT 903.
The AC conponents in a frequency area are represented by f(1), f(2), f (n)
in increasing order of frequency conpement. Further, the electronic

wat ermark data 904: w(1), wm(2), ..., w(n) are selected froma nornal

di stribution having an avermge of 0 and a dispersion of 1, and the

foll ow%quéaﬁ&t?wqr@ew el LY MP"@F ety Hrﬁcfaﬁﬁl’éfll &t USEPE BEF 9% k
dat 905: f f He
aar 2pr Z&%ﬁ g ne&%g% W} énEreduey S'%?E]"(‘f o %ep’é%?%@@ﬁi?éygf () rit lfm%) aver ;ge

obt ai nedmléy averagi ng the_absol ute points at three_points in the

nei ghbdfr oth bT‘CJF?EFF)mgSDTéHFr ?’éélrﬁgue?ci( FOMPINETtyi e}E‘E"é‘E}mcro g eiefryonic
averagin ration in partial average un|t 906, the partial average is
nul t i plwagi?rg‘ﬁ"{‘hga@e%%on“t’@mt%r e dXHBIWEEF §6ASCEER TTRM 13 pROWRRY on
resultaa#ﬁ)%% V\% s nultiplied by a constant a_.in a nultiplier 909,
and thé& 1PPF1 R RAYHRG é§l§‘|"ter§9§ o\ F)djlsi’eﬁf?-?n pE 1. aﬁi@e@%\ﬁ? PWring
out put of DCT 903 in_an_adder 910. f(i) is replaced by F(|% and the
subs eqtf‘émat&PBcé% caiceiatek m@%mgubr%s%%%rpgmcyﬁ ¢ERGutdatmme

out put 1 )..of the electronic watermark data enbeddi ng neans 905 is

quant i e9ddpe FreRps FO3: *quantizing table 912 by a quantizer 911 and then
coded in a encoder 913 to obtain MPEG data. Subsequently, the
detection of BlHd &l &1} ohi® HeaveH{Fdidl) atve(%)s carried out for the MPEG
data by the following nethod. In the follow ng detection nethod, no

ori gi naﬂeﬁeﬁaaemlérﬁﬁ%ﬁéda sszﬁélmg qlgmgatf radead (f{d) ) Henrespats mopattial

wat ermark data w(i) § n) has been known, Referring to
Fig. 1FV4Hg8€ bﬁl@ﬁ'fré%n%ié&’&d%ﬁqwt& Rt thige P‘?&fbtst ABnthe

I nversely quantized in _an_inverse quantizer ;1003 to_bhe expand

Ther ef d}%‘-g%tbﬁé" BPAd ePEeFYLyuaiPPT b Pty - arfd id ubfedtibderbed ny‘ér E‘Ert%ﬁ‘%%if ete

cosine transformin an inverse DCT unit 1004 to obtain
averaging operation in a partial average unit 906, the partial average

is multiplied by the electronic watermark data w(i) 904, the
mtﬁtiplication result avg(£(i)) x w(i) is multiplied by a constant @ in
a multiplier 909, and the multiplication result ¢ x avg(£(i)) x w(i) is
added with the output of DCT 903 in an adder 910. £(i) is replaced by
F(i), and the subsequent processing of the MPEG coding processing is
carried out. The output F(i) of the electronic watermark data embedding
means 905 is quantized according to a quantizing table 912 by a quantizer
911 and then coded in a encoder 913 to obtain MPEG data.
Subsequently, the detection of the electronic wat_ermark data is
carried out for the MPEG data by the following method. In the following
detection method, no original image is needed, and it is sufficient that
the electronic watermark data w(i) (i = 1, 2, .., n) has been known.
Referring to Fig. 10, the MPEG data 1001 are decoded in a decoder
1002, and then inversely quantized in an inverse quantizer 1003 to be
expanded. Therefore, the inversely quantized data are subjected to inverse

discrete cosine transform in an inverse DCT unit 1004 to obtain



el ectronically watermarked i mage data 1005. The i nage data thus obtai ned
are supplied to a display unit, whereby a display imge containing an
el ectronic watermark i s obtained. -9-The electronic watermark data F(i)
in the frequency area of the block after the inverse quantization of the
MPEG expansion processing is conpleted is represented by F(1), I;gé),
F(n) in $¥eSteesiaalbr Hatermarkade§irgt fatd inentre Frrgedatahus gbiaispdt he
absolute values_at three points in the nei ghborhood of F(i) is calcul ated
as a par¥ialsuapéiageto av§igplay U avharehnla SiePtge iFoe qouaindag ahen
F(i) is divided by the partial average avg(F(i)) in a divider 1008 to
obt ai n RIEATORLE WRkSFMakK 1S aabiainegns: Wi) = F(i)/avg(F(i))
Further, the sum WF(i) of the Wi) values_of one imagre is calculated as
foll ows in an Hhfi&lecbooniq\matprmagy data P} ip the fraguencysxea 9L dbsve
sumis calculated for each (i). Subsequent(%%, WF( i % and the electronic
dihep

wat er marddoght afher)the invgree | gpantizgtion QXPERFEOR AINCEBFING t 0

calculate the inner product therebetween, and the statistical simlarity C
i s cal culacenrhoted isgrepresaatedr by fldn . f Gduct - ad (id| ipigicreasing ogder\Wr x
w (WD x wD) Here, W = (WF(1), WF(2), ..., WF(n)) w =
(W 1), vwDfrequengy ¢omponent. Thergveragesiineol heabsplyte vetussgrat three D
= absol ute value of vector w If the statistical simlarity Cis above a
predet erPRHESF dpetheineighbgehood f JHA)i 3% icalauderedias § paghbdt avexege1012
judges that the electronic watermark data concerned are enbedded.
Fig. 11 a#bud (&) ddec Parthal mygrgsecinkt A8A7e and dhaark(idads @fvided by
the partial average avg(F(i)) in a divider 1008 to obtain electronic data
w(i) as follows:
W(i) = F(i)/avg(F(i)) -
Further, the sum WF(i) of the W(i) values of one image is calculated as
foilows in an adder 1009: WF(i) = W(1) + W(Z:) + .. + W(n), and the above
sum is calculated for each (i). Subsequently, WF(i) and the electronic
watermark data w(i) 1011 are input to an inner product calculator 1010
to calculate the inner product therebetween, and the statistical
similarity C is calculated by using the vector inner product as follows:
C = WF x w/ (WFD x wD)
Here,
WF = (WF(l), WF(2), .., WF(n})
w = (w(l), w(2), .., w(n)),
WFD = absolute value of vector WF
wD = absolute value of vector w
If the statistical similarity C is above a predetermined specific value,
the statistic similarity judgment means 1012 judges that the electronic

watermark data concerned are embedded.

Fig. 11 shows a detection method of electronic watermark data of



- 10 - an i mage after the MPEG expansi on processing is conpleted. |nage
data 1101 are subjected to discrete cosine transformin a DCT unit 1102,
and the inmage data thus transfornmed art0represented by F(1), F(2), ..,

F(n) in increasing order of frequency conmponent in the frequency area of

t he irraagj:_bl ock by the electronic waternmark data detection neans 1103. The
aver age Faridosratinr dHeoMbER S¥RANESIORt PYPFassipgi At scomplediedy| inage atatag

artial gverage avg(F(i in a partially averaging unit 1104, and then the
gl ectr oﬁaig(imﬁg"ersr\’é’r%écgﬁ%étwwgﬁ%zﬂoéé}%/lﬁt@EFJE%OF%I }HWsPCT unit 1y92) and
F(i)/av F(Hu)i Further, the sum WF(i) of Wi) of one _image is cal cul ated
every (i8S e %&e?h‘iﬁéggngﬁm&ﬁﬁlEEPW%FQttP%Fi(ééP K2 ari tR(ng
between the electronic watermark data w(i) 1106 and WF(i) is cal cul ated
accor di ng' 1?8“?71%”}90%‘3%@& EQETLSH FOMRRISRTE dRetRR LLEHUEREIE ATER0RE dhE n
an inner, rodyct %al %ul ator 107: C=W x w (WD x wbD) Here,

W = (WRPEPS 9Ss BY. the Shgqippnic waterngEk ata fletgesion means( k03 The
WD = absol ute vaJ ue of vector W wD = absol ute val ue of vector w
If the SVSCPIR; ¥HUSih thei ehsdyte ypdves Ak Jdee pointsds gatewtatad asl
simlari tga#gfl ment neans 1109 ;I_udges that _the electronic watermark data

concer néy ¥agage avg(F(1) rHe g Raatighiy averapiag Mnd4: blod.candthered
from an i ma%%cont ai ni %e the el ectronic watermark data concerned and then

the el edtPoRlECHEIEG¥Akeryarh Whi #lid isrerlaiatsd: @9 9ldeehe i mage,

wher eby an original | can be obtained. In this case, any person other
t han the copyh’ﬁéﬁf B%"é{(&(léén al so obtain the original inmage by using

this deﬁﬁ%ﬂih%?, the sum WF(i) of W(i) of one image is calculated every (i) in
an adder 1105. Subsequently, the statistical similarity C between the
electronic watermark data w(i) 1106 and WF(i) is calculated according
to the following equation by using the vector inner product in an inner
préduct calculator 107:
C = WF x w/(WFD x wD)
Here,

WF = (WF(1), WF(2), .., WF(n)),

w = (w(l), w(2), .., w(n)),

WFD = absolute value of vector WF

wD = absolute value of vector w
If the statistical similarity C is above a specific value, a statistical
similarity judgment means 1109 judges that the electronic watermark data
concerned are embedded.

The electronic watermark data are detected from an image containing
the electronic watermark data concerned and then the electronic watermark
data concerned are subtracted from the image, whereby an original image
can be obtained. In this case, any person other than the copyright

proprietor can also obtain the original image by using this detection



device, and thus the reproduction of the original inmage which is contrary

to a copyright-proprietor's will is possible. Therefore, a further
i mproved encryption techni que or enhanckd- secrecy has been required.
SUMVARY OF THE | NVENTI ON The present invention has been inplenented

in view of the foregoi S|tuat|on and has an object to further enhance
secrecy ‘?W"@mﬁ}‘%ég‘u C*ééo%r?fotrr}egPﬁhﬂm}a&ab‘éagﬁ whigh Asieont@agyi f v
a copy-prohi bited range and provide an attribute to_allow only copies

whi ch” ar®® s%bf%ifrlt%“al’r%ﬁﬁ‘ic@hts- PHddr i€t HOs§iftiet  Thereforey, g fygithey
attaint the above object, an image attribute altering  device according to
a first HYFve an‘t’ﬁ@tﬁP@séﬁf’h‘i’%tqroﬁ@W%&cFﬁﬁée“asatquPbﬁ?@%@%ct i on
means for detecting an input image (attribute "a") and the attribute of
the input image, and image attribute altering means for altering the inage
attribute in the input image in accordance with the attribute detection
result of the input inage, wRHEBFLPF odEpdty i (attribute "B") having
a new attribute is output. Further, in order to attain the above

obj ect, an el eBt% eﬁ%en%mm hasbeeer h’ﬁp%l%‘%’ﬁ'@daﬁw%w R§ the foragadng
aspect of the present invention includes discrete cosine transforn1ng
means f of1SIANIOBY iR BAF AR HRIECT tegiTtbediantre SeEEPRE forardadpal medi

el ectroni c waternmark enbeddi ng neans for inserting electronic vvaternark
dat a i ntPHhEsyaR LHRRRAHAge ornEheyildkeet elaifiyne FoR¥rPIehiPhtednRange

el ectroni c_ watermark detection neans for _detecting whether the electronic
wat er mar Y RPVEFepan akleridde §9 hkowe |y SAPEedEchafke eFFRIRAth FomBans
have been already inserted in the input inmage, and selection neans for
make t heCTRPUERERREPTIFtOTgRF Wilit is detected by the el ectronic waternark

detection neans that the electronic watermark data has been al ready
inserted in t pﬁﬁﬁp qqraagalnt the above object, an image attribute altering

device according to a first aspect of the present invention includes image
attribute detection means for detecting an input image (attribute "a")
and the attribute of the input image, and image atti‘ibute altering means
for altering the image attribute in the input image in accordance with
the attribute detection result of the input image, whereby an output image
(attribute "B") having a new attribute is output.

Further, in order to attain the above object, an electronic
watermark embedding device according to a second aspect of the present
invention includes discrete cosine transforming means for subjecting an
input image to discrete cosine transform, electronic watermark embedding
means for inserting electronic watermark data ‘into the data obtained by
the discrete cosine transforming means, electronic watermark detection
means for detecting whether the electronic watermark data to be inserted
by the electronic watermark embedding means have been already inserted
in the input image, and selection means for make the input image through
if it is detected by the electronic watermark detection means that the

electronic watermark data has been already inserted in the input image,



or enbeddi ng new el ectronic watermark data into the input inmage if it is
detected by the electronic watermark detection neans that any electronic
wat er mark data has not yet been enbeddedZi-n the input inage.

BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. 1 is a block diagram show ng
an image attri bute altering device according to an enbodi nent of the .
present §nAEREAgARg new eleFFﬁ?“?"i‘%at(?IH’laEgkd%F%dr% SheWt IR tadmpAgget it
attribute detection device according to the enbodi nent of the present

i nventi off detecteqsy ZhpgedeptpeRlivi ¥aFaMARowrhiPEHrorndlfdnst tthadutay
altering device according to the enbodi nent of the present invention;

Fig. 4 1SICEHIORMENMF oIS 9t2 RESopet JIStoReh TRESrRdge abe iMReimage
altering device according to the enbodi nent of the present invention;

Fig. 5is a block diagram showi ng the image attribute altering device
according to anot her enbodi nent of the i nvention; Fig. 6is
a bl ock di agram show ng &%&FelbromicAi e Y NSPnserti on device
according to the enbodi pent of the present invention; . Fig. 7is a
bl ock di agr am SHbwtA§ aPLes S4a0EAFheYERY AR AMaoe RiteiRat & 2dheainhdeyicen
devi ce; . Fig. 8 is a block diagram showi ng a conventional electronic
wat er marRCRAABNG; bR R \gERediment of ({ne pyeseny HRRIEIPEgr am showi ng a
conventional electronic waternmark data_ enbeddi ng device; . Fig. 10 is
a bl ock di agr a$hcdilfy 3aPeerk «htagiem sBPELRY At ddgdeaatemiRte Agtastien;
and _Fig. 11 is a block di agj[rﬁtm showi ng a conventional electronic
wat er mar ReHRe, aFEPELRG Nt dliec gmbo ent of theé present invention;

Fig. 3 is a block diagram showing an image attribute altering device

according to the embodiment of the present invention;

Fig. 4 is a flowchart showing the operation of the image attribute
altering device according to the embodiment of the present invention:;

.. Fig. 5 is a block diagram showing the image attribute altering

device according to another embodiment of the present invention;

Fig. 6 is a block diagram showing an electronic watermark data
insertion device according to the embodiment of the present invention;

Fig. 7 is a block diagram showing a conventional electronic
watermark data insertion device;

Fig. 8 is a block diagram showing a conventional electronic
watermark detection device;

Fig. 9 is a block diagram showing a conventional electronic
watermark data embedding device;

Fig. 10 is a block diagram showing a conventional electronic data
embedding device; and

Fig. 11 is a block diagram showing a conventional electronic

watermark data detection device.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Preferred

enbodi nents according to the present invention will be described hereunder
with reference to the acconpanying drawhgs. [First Enbodi nent]

Fig. 1 is a block diagram showi ng an attri bute alteration processing

device according to a.first enbodi ment of the present invention. I n
Fig. 1, an input PHRERSEERGRERGRIPLION: OF; Bif PREFFREED AEENIS of el ectronic
wat er mar k data whi ch are beforehand enbedded in the input inmage 101. An
mage at i butFHEEEER| GHHFLIPEES FEEORRLAG IS tiR@TERSBANEY SR gR i Be
watermark data to detect an image attribute. That is, the input image 101
i s i nputdesEn ﬁ@di Rerrngder, WhER L HQTEECPoRC dE E@ECPBPRHINELAZEVINghe | nage
attribute  thereby obtaining an attribute detection result 103 (attribute
"A"Y . TH@H&FFrpﬁﬂéﬁuﬁﬁﬁéction result 103 and the input image 101 are input
to an inmage attribute altering device 104. The inmage _attribute altering
devi ce 104 al (s 1 b SRYIGHSHRGTAREIOHLPERS 2t dHube AL tPRAGON BEQGessIng
"B") having a new atiribute. . The image attribute altering device 104
execut edGHECOREFATIHT FO aafiEst RFboddment (¢h e pressniorinvgBtioRge before
the new electronic watermark data are inserted, and then qbtaining the

i mage havi ng tHeFd8w latd} iimppt imageg 104:RaF Ath@tFribyteied nP’r’igﬂ%fhg’aﬁé&ni ng
of the attribute "A" as "copy is allowed only once” and def ining the
meani ng & SLAELEIHIG HaemaTh dgsa BHsh BroMasPrERand BeAded dndkhe Wmvde
attribute is altered to "B' are afterwards_prohibited from being copied,

t her eby Ftaeet?l ndnt HeageaplFityHie detectiomdgyice |02 extEacts thefgte

i mage attribute detection device 102 of Fig. 1 will be described with

r ef er encl&BTEP4C watermark datpfoqetect an jmage atErihakfe Teat hsyithg input

attribute ("A"z) is .converted to fre uencx conéponer_lts by DCT. 201. In the
f requenc’g}“aaﬂeegl, 1 js input to the image attribute detection device 102 to detect

the image attribute, thereby obtaining an attribute detection result 103

SN

(attribute "A"). The attribute detection result 103 and the input image
10i are input to an image attribute altering device i04. The image
attribute altering device 104 alters the attribute and outputs an ocutput
image (attribute "B") having a new attribute.

The image attribute altering device 104 executes the operation of
altering the attribute ("a") of the image before the new electronic
watermark data are inserted, and then obtaining the image ha{ring the new
attribute ("B"). Accordingly, by defining the meaning of the attribute
"A" as "copy is allowed only once” and defining the meaning of the attribute
"B" as "copy prohibited", the image data whosg attribute is altered to
"B" are afterwards prohibited from being copied, thereby protecting the
copyright.

Next, the construction of the image attribute detection device 102
of Fig. 1 will be described with reference to Fig. 2.

In Fig. 2, the input image 101 having the attribute ("A") is

converted to frequency components by DCT 201. In the frequency area, an



- 14 - electronic watermark data estimated value is extracted in
electronic watermark data detection neans 202. The statistical simlarity
C between known el ectronic watermark ddua and the el ectroni c watermark
data estimated value is calculated to obtain an attribute detection result
103 of the input, ima%e 101. The detail construction is the sane as the
prior argl 1t wetgrmank dafm iestifpre@evaldr dishegtracted in electienéc a
normal el ectronic watermark data inserting (enbedding) nmethod will be
descri beWetiefatafesection geags 202. The Réﬁéi?frir@gl{ ol prity GQuibeswegn nal
I mage 701 is first converted to frequency conponents by using DCT

(Di scr et BAYF%; fLestpidcorvgtermerkpsiada Gmdn thie elewhreniegwaaepnarkiddatae
selected in the frequency area, and they are represented as follows: f(1),
f(2), ..estimaped value if galgudatedecte abtiadnwar crifaribuget detvgaionneapult .
w(n) are selected froma nornmal distribution having an average value of 0O
and a diePasiths Pk isrge, 1ehd Tieedetli bongteyobiomisi the sdamd asethé or
each (i) _in the electronic data enbeddi ng neans 704: F(i) =f(i) +
a x |f(i§$19<f Y shogpeln [Big.) ldepprd ekt &7id lsbal degrribededateri nal |y, by
the inverse DCT (inverse Discrete Cosine Transforn) 709, the output inmage
710 in which tHereel2AFBhilcelperomric vasemmarle datsedoeartngembeddifgbm
the frequency conponents obtained by replacing f(i) with F(i). In this
enbodi rrgﬂ?f,:mdel"‘@é{lr Bri Geseridesdaitiarefenencenserfis: i a write-once style
into an image _in which electronic watermark data have been al ready

i nserted. Referring §odhisbd7medt onigénapeieadeod0bfis Savet t¢onyedied to

t he freg,lzjﬁenc%l conmponent s (frequ_enclé area) through DCT which is normally
carri ed DIRIYDFhForRenentifioby Hisiag: BCh{(Pigrrete Cpsinedinadgfarmh 1S .nhatd ef t
time cor’%)gnentspgti me area). The data to be inserted are substituted for a
seri es off dbifPerl| bave ddghaanpidtudes are oipkeatgdeiniie frequency area, and

they are represented as follows: f(1), £(2), .., f£(n).

Further, electronic watermark data w(l), w(2), .., w(n) are
seiected from a normal distribution having an average value of 0 and a
dispersion value of 1, and the following equation is calculated for each
(i) in thé electronic data embedding means 704:

F(i) = £(i) + ¢ x [£(i)]| x w(i)

Here, @ represents a scaling element. Finally, by the inverse DCT (inverse
Discrete Cosine Transform) 709, the output image 710 in which the
electronic watermark data are embedded is obtained from the frequency
components obtained by replacing £(i) with F(i). In this embodiment,
electronic watermark data are inserted in a write-once style into an image
in which electronic watermark data have been already inserted.

In this embodiment, the operation of converting data to the
frequenqy components (frequency area) through DCT which is normally
carried out is omitted, and the data are directly inserted with being
left time components (time area). The data to be inserted are substituted

for a series of conversion such as DCT/electronic watermark



- 15 - enbeddi ng/i nverse DCT as shown in Fig. 6, and the electronic

wat ermark data are inserted every pixel block. Wen the electronic
watermark data to be inserted are convésted to frequency conponents
through DCT, they are set to data in a frequency area different fromthat
of the electronic waternmark data which were previously enbedded.

Thr ough amRedghBgéinyRreg PER, as Hhownedh il -c Swald FRfketREFraCcYatemark

bef orehand enbedded into an inage are additionally altered to change the
resul t dlatehararinsegied eNarecPisal HosH - dhaméhe DEGtERANEC watermark dada a.
Specifically, specific additive data are added to the signal calcul ated at
the det €@ PEnipFeRtadh agr: @Invardefe§l fresiuepRE RMRINSHEE 8&&%& Peh: thewt his
enbodi ment, a specific exanple of the internal construction of the

addi t i veien§eF thvAakd dfod faeaeney iared HGREeRE| fromyEhafe of rinfealestraRic
detail. Fig. 3 is a block diagramshowi ng an imge attribute

al t er i ngiaf@pmagk geﬁf.i which werepprgylously: gabe attribute altering
device 104 has additive insertion data 301 and data "0" 302. The additive
i nsertion dat alt3Pngly thefgbeye epgratiionehthe elerbreris waRkemnark Rake which

bei ng devel oped. The data_"0" 302 have the sane bit width as the additive
i nserti GirelReionehand, gabedded dpko Bin ipage axetatkiiddpnal by adtared o ghrangehese
data are selected on the basis of the attribute detection result 103 by a
sel ect ortiBoFeghyt of$ppi dtnibusn defagtionrParad orddis eéectomicowateanark a
at a tine. The additive insertion data 301 are selected when the attribute
det ect i dirt&-esiRacifdgally eqimeciicic @dditpresfatapare 8fdedete nbag shaRAL 101
is "A"), and the data "0" 302 are selected when the attribute detection
resul t d¥Pylateduat the dptecthenafime o elber tHhe rRpULtidaddelattribyte

val ue other than "A"). Here, as an exanple of_ the additive

i nserti ﬁP‘EP&ttd'-OBGl,Int Hileie embodiment, a specific example of the internal

construction of the additive insertion method as described above will
be described in more detail.

| Fig. 3 is a block diagram showing an image attribute alteringldevice
104.

In Fig. 3, the image attribute altering device 104 has additive
insertion data 301 and data "0" 302. The additive insertion data 301 are
fixed data which are stored in ROM or RAM with being developed. The data
"0" 302 have the same bit width as the additive insertion data 301, and
all the bit values thereof are equal to "0". These data are selected on
the basis of the attribute detection result 103 by a selector 303 and
supplied to an insertion data register 306 to hold data at a time. The
additive insertion data 301 are selected when the attribute detection
result 103 is equal to "1" (the attribute of the input image 101 is "A"),
and the data "O" 302 are selected when the attribute detection result
103 is equal to "0" (the attribute of the input image 101 is a value other
than "A").

Here, as an example of the additive insertion data 301, three-



- 16 - di mensional |y arranged nunerals of 8 x 8 x k (k represents a
natural nunmber and it is an inherent value to the systemand called as
"electronic watermark length") are added-to one field or one franme. For
exanple, one field or one frame is divided into 8 x 8 bl ocks, and a
specific variable determnant of 8 x 8 is inserted to all the blocks or
some of dimengleuadsly ampandedsrunengd sdeft 8 ¥ x lofk pepresents amatuial apmaek
length indicated in the specific variable determ nant corresponds to the
attri bufBd" Bt ignan inpheremis veduvpyter Ehe bSYHEW iapdosalbed)as "electrorpe
i mage attribute altering device 104 of this enbodi nent includes a color
di f f er eWete kiengtbl) fage addef] g et Sield iqeppd dEams) gl £FATRIR .NnEBS
signal input fromthe input inmage 101, and a brightness register 305.
These fiejdarpene frameids divided totaB xd@ blegkncandsy gprecibi¢ yeriabie
signal fromthe input inmage 101 at the sane tine when the data are stored
in the Agtermirantefa8 Kefiist dnsgoiged to all thegblogksd gomgpf blke dploghsadder
307 provided in this enbodi nent adds the data held in the brightness
r egi st efhgobngertidredgtaa3telof the ellectranie twalernark yengtdt éndizggedHine,
If the data selected on the basis of the attribute detection result 103 by
t he sel ébeo?rsSuiFisovartplaldeterminaniacorreeponds, te faedaktribytee"Blodandvel v
inserted as a result is equal to "0", and the attribute is not altered.
That i sitwheans heconwt prebibited Gimposapbie)age 101 is an attribute ot her
than "A", the attribute of the output image 105 is not "B'. That is, the
attribute of {The mageattyibuge alderingdevicelodnithirenbedinentansludne
i nput image 101 is an attribute other than "A". When the data
sel ect e@ ofolpE bAtFfexnsnceheragistent S0det &ori opeldiaay| cobort ndififeirencer
303 are the additive insertion data 301, the data to be additively
i nsert e@igsad/prightnesss simedninpwt £rem £hei knppd inpger 10bnand gt krigltnesge
additive insertion data 301 held in the insertion data

register  305. These registers holds the color difference

signal/brightness signal from the input image 101 at the same time when
:tA; data are stored in the insertion data register 306.

For the data thus held, an adder 307 provided in this embodiment
adds the data held in the brightness register 305 and the data held in
the insertion data register 306. Here, if the data selected on the basis
of the attribute detection result 103 by the selector 303 correspond to
the data "0" 302, the data to be additively inserted as a result is equal
to "0", and the attribute is not altered. That is, when the attribute
of the input image 101 is an attribute other than "A", the attribute of
the output image 105 is not "B". That is, the attribute of the output
image 105 is not "B" when the attribute of the input image 101 is an
attribute other than "A".

When the data selected on the basis of the attribute detection
result by the selector 303 are the additive insertion data 301, the data
to be additively inserted as a result correspond to the additive insertion

data 301. The additive insertion data 301 held in the insertion data



regi ster 306 are added with the data held in the brightness register 305
by the adder 307 to obtain a brightness signal, and the brightness signal
obtained by inserting the additive insedfi-on data 301 into the brightness
conponents of the input inmage having the attribute "B" is held in the

bri ght ness register 30Q9. The data thus obtained are held as new

bri ght ndgigiea 3%6 are adiadyhitlesder datra heddsyy the Prighdnegs egiséeroift®ent s
of the brightness register 305 and the brightness register 309 are

coi nci déit theaidexcI07 serhitaipma tird ghipasoFlonal | %@r'g}eoﬁrﬂ%ﬁfdlerséﬁwflﬁl 306
is not equal to "0", the data has a different attribute "B". )

Furt her ,°0%2i9eddry LBseEbing hae @ddative drsethinn pka 30l teathe RELghtress he
color difference register 304 is directly supplied to and held in the

col or diqm@m@ﬁé@sm&m@m@@g. ipage hayvipgsthe tHdribuse BT i bgdd incgisster
304 and the color register 308 are conmmon. The data in the

bri ght né¥sighdgieseeregbstemdOPhe data in the color difference register 308
which are held at the sane tinme output as _inmage data having a new
attribute to aP®idia thesgebtatnedipge jheld) ast Rev prightaessi date imelhe has
the attribute "A'", the image data containing the additive insertion data
in addi tblargftt@eﬁﬁeras%ﬂ%g@%AInb*é&Jeﬁrl@Sﬁwagée FonteREGi o thenbrightness e
"B". . In Fig. 3, in the case where the input inmage 101 is the

over al | T9gidrker %gea%t'@,e PriaghEpess FEPISEAT MY [BFeaftintidenddwitheeach
insertion data into the input image if the additive insertion data is

i nsert edPifilo L¥Bthgdatn iof ihgaipsertiane dphpureqistge. 396 ihdotasauahete
the input image 101 is imge data of a block of p pixels x p pixels, the
adder 3070 'carthejépéethaspea RTERY akferitvdeadBitive insertion data if the
additive insertion data are the data in the same area as the p pixels x p

pi xel s. Funther,hdR AL06H B kerPstRedgan fnthaisamepeitfos the fafa pldy

t he
in the color difference register 304 is directly supplied to and held

in the color difference register 308. In this case, the color difference
rééister 304 and the color register 308 are common.

The data in the brightness register 309 and the data in the color
difference register 308 which are held at the same time output as image
data having a new attribute to an output image 105. That is, if the original
input image has the attribute "A", the image data containing the additive
insertion data in addition to the attribute "A" becomes image data having
the attribute "B".

In Fig. 3, in the case where the input image 101 is the overall
frame image data, the adder 307 can easily add the additive insertion
data into the input image if the additive insertion data is inserted into
VBI which is a part of the input image. In the case where the input image
101 is image data of a block of p pixels x p pixels, the adder 307 can
detect the block and add the additive insertion data if the additive
insertion data are the data in the same area as the p pixels x p pixels.

The operation of this embodiment will be described. First the



- 18 - operation of the image attribute altering device 104 of this
enbodi nrent will be described with reference to a timng charge of Fig. 4.
First, the following conditions are assd#fed. That is, (a) an input color
di fference signal and (b) an input brightness signal are input from the
i nput image 101, and at the same tine (lc) additive insertion data 301 are
set t | ed.OReFptdenaof Fhe3ipags atégibrte @ltoring dgvicefdsof Athishembediment ne,
(e) the value of an attribute detection result 103 is also _input. Here,

(c) the YHddi ey 8epasibed g tharafepancs dosél Ening whangde eyt Hige dal ue of the
attribute detection result 103 is equal to "1", and (d) the data-"0" 302
are sel ect ed WhiErft hehe §pLdowing genditions are argumed. ofpaty Byl (2l @2 inpuqual
to "0". At the clock periods CL1, CL2, (c) the additive insertion data 301
are equafokqyr difference sigpal aed (theaw Anpet Hrightnesq si9nak aredoputifrem
result 103 is equal to "1", "1". At a next time (the rise-up time of
a next citinpyteinage XQinhc@pdnat sthemame  time He)cafditing asertion alfta er
304 receives the iq@;% color difference signal, (98 the brightness

regi st er3®@parecgettiad Kd) dalut"0br 3Qhtaresedilghal Ot @t ALk times.t Ak the

I nsertion data register 306 receives (c) the value of the additive

i nserti otARfattdmee1 (8| thee alug of e3n tafdrabute Hiatectien cxevH tr 4981 is @S or
(d) the data "0" 302. Specifically, at the clock periods CL2, CL3, (f) the
val ue of iR .cHese. ) additisy dnserginp data agg seipctedcyhen (@) t he
value of the _brightness register 305 is equal to "Y0", "Y1", and (h) the
val ue of the&alpgsef tthgraktributegietegtipperesldgl@d isgeqwpt to'gh™, and (d)

At a next tinme, (1) the color difference register 308 recejves éfé t he

val ue ofthehdadgl of " A2 areradecsghswken tbe valvg ¢f )thenatbribyendstection
regi ster 309 holds the addition result of (g) the value of the brightness
regi st erTSBHELY 193 ipsayad tha0 ' h) At deliosk Rericfs CGlds &L2 o e Jothe addli ke r
306. insertion data 301 are equal to "S0", "S1", and (e) the value of the

attribute detection result 103 is equal to "1", "1".

'. At a inext time (the rise-up time of a next clock in clock
synchronization), (f) the color difference register 304 receives the input
color difference signal, (g} the brightness register 305 receives the
input brightness signal. Further, (h) the insertion data register 306
receives (c) the value of the additive insertion data 301 selected in
(e) the attribute detection result 103 or (d) the data “O" 302.
Specifically, at the clock periods CL2, CL3, (f) the value of the color
difference register 304 is equal to "C0", "Cl", (g) the value of the
brightness register 305 is equal to "Y0", "Y1", and (h) the value of the
insertion data register 306 is equal to "S0", "S1".

At a next time, (I) the color difference register 308 receives (f)
the value of the color difference register 304, and (j) the brightness
register 309 holds the addition result of (g) the value of the brightness

register 305 just before and (h) the value of the insertion data register

306.



- 19 - At a next time, (I) the signals of the color difference
register 308 and (j) the brightness register 309 are output as a conposite
i mge signal (output imge 105). -19-Specifically, at the clock periods
CL3, CL4, (i) the color difference register 308 is equal to "CO", "Cl1",
and (j) the brightness register 309 is equal to "YO+S0", "Y1+Sl1". As a
result, the oAt punekhegane.i $Idthed stgnal-o¥) g9 colog] dvifaienceThegester
correspond to the above attribute "B". At the clock period CL5, (1) the
col or 3G& @pdntd) ribgi brightrgg® regbsfirll 308 aoutpye g9 3 edmpdsditghimras
regi-ster 309 is equal to "Y2". As aresult, the output inage is equal to
" C2+Y2"signlt Heusputibuage 10A).is output at a next tine.
Consequently, when an inmage of the attribute "A" containing electronic
wat er mar k datSpécifigalilyuoad] ythenpotocks periedisgiGial. iGige, (1)t hehes apelémmge
having the attribute "A" is continuously output. On the other hand, when
an i mgbiffferehcearegisarn 308" is @au@lntad @l "ect'€bhi andnat &rtthe krightnéss
di sconti nuously input, the sane inmage having the attribute "A" is
di scont¥edigiteiry30tisuequahdoal $o+3H' i hMabeSlof. dha gesulbutbe oWputsimageut
to an enpty imge portion thereof. As descri bed above, the output
i mage 105 €¢awaki bot ECORYG+5G", gt@lerEi:éd ' f r BheshecpPrpegpdndagio 1the (abeove but e
"A"). However, as described above, when the data "0" 302 are sel ected by
t he selatimibutes’ Bt hatdiiegchetk peaied L8, dt)pthe gplor ddfierence rogistenat
Is, the attribute is not altered. In the above enbodi nent, the
attri bu3@8 dst equadnte TR, iand €31 rthe ddithtneshaeigigtieri 3 dsaeqhadsto
every frame, and the additive insertion data are inserted as electronic
wat er nat k2 'daba dweshdt bddiesoutput hwage 46l equadole vVERZ Y2 hang: the ggteibute
detection result my be extracted fromonly a specific block of the input
i mage t'AT niseoutpis ateztnentl dimgat ermark data into the bl ock concerned.
Besi des, the input image is

Consequently, when an image of the attribute "A" containing

electronic watermark data is continuously input as an original image,
the; same image having the attribute "A" is continuously cutput. On the
other hand, when an image of the attribute "A" containing electronic
watermark data is discontinuously input, the same image having the
attribute "A" is discontinuously output, and also an image of the attribute
"B" is output to an empty image portion thereof.

As described above, the output image 105 (attribute "B") is
generated from the input image 101 (attribute "A"). However, as described
above, when the data "0" 302 are selected by the selector 303, the original
data are output withno alteration, thatis, the attribute isnot altered.

In the above embodiment, the attribute detection result is
extracted from the input image at least every frame, and the additive
insertion data are inserted as electronic watermark data on the basis
of the result. However, the attribute detection result may be extracted
from only a specific block of the input image to insert the electronic

watermark data into the block concerned. Besides, the input image is



- 20 - divided into plural blocks, the attribute detection result is
extracted fromeach block, it is judged every bl ock whether the additive
insertion data of electronic waternar-R0data should be inserted or not, and
the additive insertion data is inserted into any block in which no
electronic watermark.data is inserted. In this case, any block has the
attri butiévided inge nlwwradtRIedkift.e tiB atiRtPYHG: dovggtioacreIuit bRiexirasted
perm ssion or prohibition of copy can be easily detected. [Second
Enbodi méRPR each blockihdtcbhdtdded ioerafblack wheided Ehesddithte dhserbion
present invention is basically the same as the first enbodi nent except for
t he i npdetfnafeslectondenyatemtandn dstar Rhogkt Qied 1BABEEEHEE DRt | apd the
described with reference to Fig. 5. . I n Fig._ 5, the input inmge 101
havi ng BAE1LELY? iipgeEtion dagajigpinseriedintmanyfleebipoehid ngijgdggtronic
however, the subsequent processing after the input of the input imge 101
may be WRECEBFEK fatghdsfipsertathodinthis aageusamy kheck has the attribute
(anal og-to-diq%i tal) converter 501. Further, for the output inmage 105, the
i mage oudpuind dhienat tmibute FBbutand Bot i Yheeeiacai - nedt #dsoaperpigisdgn or
(conposite) signal by the sane construction as the first enbodinent if the
digital PFOEYLBE'@%%R&(P PREE Rk Peeasddbvésteatede an anal og (conposite)
signal by using a DDA (digital-to-anal og) converter 502 as in the case of
t he i nphferpagebmbodiment]|t js needl ess to say that the A/D converter 501
at the input stage and the D/A converter 502 at the output stage may be
used at the sdhe conskrustiapofathe gecapgremppdiment of the presgpliinyension; s
met hod, the additive insertion of electronic watermark data can be
per f or md§ Pasigad 1yt the same af the fdgshanhedinent sxrept forahe inpnk 1mAGS- t he

copyright of anal og i nages can be protected. The alteration of the
at t 1i bulTBei GPRSHECEHBD OF fhie SeeorcheThadingpt will be described with reference
to Fig. 5.

In Fig. 5, the input image 101 having the attribute "A" is input
as .an analog (composite) sign;a.l, however, the subsequent processing after
the input of the input image 101 may be the same as the first embodiment
by using an A/D (analog-to-digital) converter 501. Further, for the output
image 105, the image output having the attribute "B" can be obtained as
an analog (composite) signal by the same construction as the first
embodiment if the digitally-processed image data are converted to an
analog (composite) signal by using a D/A (digital-to-analog) converter
502 as in the case of the input image.

It is needless to say that the A/D converter 501 at the input stage
and the D/A converter 502 at the output stage may be used at the same
time or not at the same time.

According to this method, the additive insertion of electronic
watermark data can be performed in the attribute altering method of analog
images, and thus the copyright of analog images can be protected.

The alteration of the attribute in this embodiment is carried out



- 21 - on the assunption that an original nmedia work has an attribute
"AAA" a work in which first electronic watermark data are inserted is
altered to an attribute "B" and a work Jin- whi ch second el ectronic
watermark data are additively inserted is altered to an attribute "CCC',
and it is not carried out to inquire about whether a work is the original
or not. on the aAssupstonbdttaboverigimalamedidpmark bag|areAE§TEppPPfing t he
el ectronic waternmark data, so that the inmage thus obtained is _an inmage _in
whi ch el ectookiin waten ikt deatectaonicneatemyrk data are Anssrdpfghs alpyred
provi di ng an equi pnent _side with nmeans of detectin the attribute, unjust
copi es oftodamiatairibwbed's"camd lFewprievienviich second elpgiropic wategarikngdatd
this embodi ment, the selection based on the selector is adopted, so that

t he attr iaret addististellywbnsersted bs pd tairedridl andttydhpte p&ECt i @dnphitls Rafes.
In addition, the insertion of the additive insertion data is erfornmed by
sequent | alaryiedseut i try inguizddabéwte whedher| divaikt 4Si B9 Ctlﬁglnfigrﬁ?f notage,
and thus there is an effect that the output inmage can be obtained on a
real -ti me basi s describe@uabdree, the aituipuse WAeplteredduhianplyinghkhe
attribute "A" is set to "copy is allowed only once", and the neaning of
the attridlscerdvBicivategmarkoddbmppol shpt diiebilnege thugeohtaigieddas AmApaee
attribute is altered to the attribute "B" is prohibited from being

af t er war ds1 sbpchdelestirartic watpymagiidatanape Prasrdeted. Al t hough,
the present invention has been shown and descri bed wth respect to hest
node enbodi nentAcadrdiagly. by pxteyiddngansEdpaesb 18 withameans 9f Jeteftingt he
art that the foregoing and various other changes, om ssions, and

addi t i onsthen atheiboten amdivgst gopien oo sHIAEGL HEAEEEe CBR PR IBTERPERSY!

departing fromthe spirit and scope of the present inventiagn.
Further, according to this embodiment, the selection based on the

selector is adopted, so that the attribute is allowed not to be altered
for some specific input images.

| In addition, the insertion of the additive insertion data is
performed by sequentially inserting the additive insertion data into the
input image, and thus theré is an effect that the output image can be
obtained on a real-time basis.

Further, for example, when the meaning of the attribute "A" is set
to "copy is allowed only once", and the meaning of the attribute "B" is
set to "copy is prohibited", the image data whose attribute is altered
to the attribute "B" is prohibited from being afterwards copied, and the
copyright can be protected.

Although, the present invention has been shown and described with
respect to best mode embodiments thereof, it should be understood by those
skilled in the art that the foregoing and various other changes, omissions,
and additions in the form and detail thereof may be made therein without

departing from the spirit and scope of the presen't invention.



227 ¢ WHAT 1S CLAIMED IS 1. An image

attri bk esBeen Realaced, i co conpri si ng: i mage attribute

det ecﬂwﬂ” #m I , detecting the att22-bute of an input inmage (attribute
"A"); i mage attribute altering nmean »&t-;t--_er.*i:ng;"rgé‘
image attribute in the input immge on the basis of thaHE Bhibubes F&E8dti on
result of the input inage, t%&%&%ﬁﬁg an out put i MEPSARENI ng_d new
attri buti (attribute "B"). 2. The inmage attribute Thg device as
clai med inf8 dRPE, ahiEMdte athering degire FURIAISAPTsNi ¢ wat er mark dat a,

and the attribute detection result of the output inmage iS output every
frame of the imagdMeggRAFribute deterpiqmmernsfer dsteeting the a§tatute as
clained in claim1, wherein said mage attribute detection neans includes
first OB Y fifRgecbaerihute 'Ae)i MRt i nage to i mage frequency
conponents through discrete cosine transform second DCT neans for
converting an ori ¢'Ade AREEEPHY: 2li4FiRg MeABRuéREyY adERPRMENERe t HARERYh

di screte cosine transform and neans for subtracti ng the original

f r equBhEFLRGHHOASheI UG AMage onbhe Papis gfdheatdaibyhe feseghtrnreswlhg t he
subtraction result by the imaﬁge frequency conponent to detect electronic
wat er Rfr Ehgatpput image, THBerpRYeCRERY R0 28| PUEPHy IMagec Ba¥ing | &ines i n
claim3, wherein the inner product between the division result of said

i mage@5EFLPRER o atdaibrte ofP eans and el ectronic waternark data is
calcul ated, statistical simlarity is extracted on the basis of the

cal cul at Portieednige adfgibyte pliering devica|asstipingd 1y Glainpywhgrein
predeterm ned value, it is judged as an attribute detection result that an
el ect tBAi Rt LMt Rl% SLECERQRET M@ termarh datay And Hagattribute dekectivre
attribute altering device as clained in claim1, wherein said inmage

at t r i BEFELRI¥eriheg ORERRE IPRILAESCHIRY cveEY Femg @fgihg image signal.

3. The image attribute altering device as claimed in claim 1, wherein
said image attribute detection means includes first DCT means for
converting the input image to image frequency corﬁponents through discrete
cosine transform, second DCT means for converting an original image to
original fregquency components through discrete cosine transform, and
means for subtracting the original frequency components from the image
frequency components and dividing the subtraction result by the image
frequency component to detect electronic watermark data.

4. The image attribute altering device as claimed in claim 1, wherein
the inner product between the division result of said image attribute
detectionmeans and electronic watermark data is calculated, statistical
similarity is extracted on the basis of the calculation result, and if
the statistical similarity is above a predetermined value, it is judged
as an attribute detection result that an electronic watermark is inserted
in the input image.

5. The image attribute altering device as claimed in claim 1, wherein

said image attribute altering means includes a selector for judging

A



- 23 - whet her _the input inmage is added with el ectr oficShestesBead kepladda t o

be additively i ’§$‘ﬁf’ed.or di?gggﬂlgy out put wi t hout bei nﬂmlmmml ﬁmle
adder for addi t ’r- tHe sekgctor and the bri

the input inmg @m - ¢ attribute altering device as cla
claim?2, wherein said i mage attribute detection means includes first DCT
means feéhethantdet ingut Handagpas adder widhi ebeetfondguyatyrmeipdatat so the ough
discrete cosine transform second DCT neans for converting an original

i mage taddgrivelivalindentgdarcgireripomneutmitiviithoylt hdisgraditeredsiand an adddor m
and neans for subtracting the original frequency conponents fromthe inage
f r equenE9r csifimge hbe ipudi of dilry) seAectebtangc the rorighinesssignali afighe
frequency conponent to detect the electronic waternmark data. 7. The

i mage alpPwbukmagsl-tering device as clainmed in claim3, wherein the inner
product between the division result of said inmage attribute detection
means and ¢ h&hel Iwageoattrikutey matering device ascelaimed, in clains},i whéerein
simlarity is extracted on the basis of the calculation result, and if the
stati stfadfl inage apttyibutealdntectipnedeans niinctudesd uBirstt PCT nmemigedf@s an
attribute detection result that an electronic watermark is inserted in the
i nput | seREerting the Thput imgge 4ot indue fregquencympmponents fhrongh déscrete| ai m
2, wherein said inage attribute altering neans includes a selector for

j udgi ngcogkre Haansifiern hEecondaheT incangdier wonverhing |agc prginalnvdmegesik
data to be additively inserted or directly output w thout being altered,
and an ondgtnak diresyehay corpananist throudle disiceter casthe HarapsEgimneasd
signal of the input image. 9. The image attribute altering device as
cl ai nedmgang | Eomspbtygetisior theherigimed premuancybeenrenentisef i itbeoimags ul t

of said image attribute detection nmeans and the el ectronic watermark data
i s cal chregeepcy components and dividing the subtraction result by the image

frequency component to detect the electronic watermark data.

7. The image attribute altering device as claimed in claim 2, wherein
th; inner product between the division result of said image attribute
detection means and the electronic watermark data is calculated,
statistical similarity is extracted on the basis of the calculationresult,
and if the statistical similarity is above a predetermined value, it is
Jjudged as an attribute detection result that an electronic watermark is
inserted in the input image.

8. The image attribute altering device as claimed in claim 2, wherein
said image attribute altering means includes a selector for judging
whether the input image is added with the electronic watermark data to
be additively inserted or directly output without being altered, and an
adder for adding the output of the selector and the brightness signal
of the input image.

9. The image attribute altering device as claimed in claim 2, wherein
the inner product between the division result of said image attribute

detection means and the electronic watermark data is calculated,

RN A0



- 24 - Tmssmtmwmkemm larity is extracted o bBasi-s—ef—i-hq
cal cul at i d if the statistical siiHi&rSHEET SAQBELY {a

predeter is judged as -aptattribute mpe_ecmam regult that an
el ectronic vvat er mar |s inserted in the input*™rmage: 10 e i mage
attribute altering device as clained in claim?2, wherein said inmage

at t ri butsEagisgi¢cay simaheritcl ugstractas arthg basks phdherglocwbatimy reswlt .nput
i mage is added with the electronic watermark data to be additively

i nser t edindr 18i fhec stgtbetinal aimbhburityelinfheveer aredeharainedyaduef gt dddi ng
the output of the selector and the brightness signal of the input image.
11. The Judgge 2% @ni phteititeedehectdan @@Stalst &hat g elactrenin zatm ns a

meani ng of the image attribute is one of "copy is allowed only one" "copy
pr ohi bi tlﬂseé?ﬁéd"k@p’shménpﬂ‘éhmge 12. An el ectronic waternmark
enbeddi ng devi ce conpri sing di screte cosine transform neans

for subj ectllongrlmlmmattrmg@ abtering dewlenas fdaimgdsitoghaim 2, wherein
el ectronic waternmark detection nmeans for detecting whether electronic
vat er marsdidatimage b&trisetre elteyiag wears rindludest er selkctembiudivigingns
have been already inserted in the input inmage; el ectronically
enbeddi ndhehberstherinputeinagr) isl eddedmith Wa@ @ lemtronie yaterpark plata rege
data converted by the discrete cosine transform neans; and

sel ect i die pddhtively dnperted opudiraatlygoutrul w@u&xomtr@génm alterad, and an
nmodi fication when it is detected by said electronic watermark detection
means t ipgiderhfor| addinghithenautpnraf dheasekectoreaniinthe thadghiness sigpadl

i mage, or enbeddi ng new el ectronic waternmark data into the input inage
when t heofi ider dnpat ofmadee el ectronic watermark data is not detected.

13. The el ectronic watermark enbeddi ng device as clained in claim12,
11. The image attribute altering device as claimed in claim 2, wherein

a meaning of the image attribute is one of "copy is allowed only one”,
"copy prohibit", and "copy no-prohibit".
:12. An electronic watermark embedding device comprising:

discrete cosine transform means for subjecting an input
image to discrete cosine transform;

electronic watermark detection means for detecting whether
electronic watermark data to be inserted by an electronic watermark
embedding means have been already inserted in the input jJﬁage :

electronically embedding means for inserting electronic
watermark data into input image data converted by the discrete cosine
transform means; and

selection means for directly outputting the input image with
nomodification when it is detected by said electronic watermark detection
means that the electronic watermark data has been inserted in the input
image, or embedding new electronic watermark data into the input image
when the insertion of the electronic watermark data is not detected.

13. The electronic watermark embedding device as claimed in claim 11,

RO )



- 25 - wherein said electronic watermark detection neans perforns the
follow ng operations: on the assunption that the original imge and

el ectronic watermark data candidates-w6i-) (i =1, 2, .., n) are known, an
i mage containing electronic watermark data is subjected to orthogonal
transform to be converted into frequency conponents as f(1),f(2),

. f (n) ; wherpiresaid iedgctheniaivatermdrkefietrrtionganssperifiong the fokldwiaguency
conponents containing the electronic watermark data in the frequency area
by F(1)opexabhions: onFthg, K ashunpdlieot that ctheatosigingl dimagenenyl electifandlcat ed
and extracted on the basis of f(i) and F(i) according to the foll ow ng
equat i owatermark data) candidates wi(dd) J1f{id., 2.t he. sehtang koaWnsian |iamdgey C
between W(i) and Wi) is calculated and extracted by using vector inner
product can'c@i:rcﬁmggelenmicmaltemngk detjadsismrjected to oxmhagquetrf}anmD X

wD), Here, = (W1, W2), ..., wn)), = (WM1), mM2),
, W(N¥P, be convemed alm:ol Lﬁx@thcm chrpenents W as f(l)vﬂzz).abscﬁm)e
val ue of vector w “[err]" represents inner product; when the

st at i st represgntiingr ithe @alvesbofe edepentiet eorrnaspendingeto| the sfreansed
that the electronic watermark data have been enbedded in the inage.
components containing the electronic watermark data in the frequency area
by F(1), F(2), ... F(n), the electronic watermark data W(i) is calculated
and extracted on the basis of £(i) and F(i) according to the following
equation:
W(i) = (F(i) ~ £(1))/£(1):
the statistical similarity C between w(i) and W(i) is calculated and

extracted by using wvector inner product according to the following

eqﬁation:

C=W * w/(WD x wD),
Here,

W= (W(1), W(2), .., w(n)),

w = (w(1l), w(2), .. w(n)),

WD = absolute value of vector W

wD = absolute value of wvector w

L LI i

represents inner product;
when the statistical similarity C is above a predetermined value, it is
detected that the electronic watermark data have been embedded in the

image.
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